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Abstract

BGP and IP Anycast are two major technologies used by Internet Service Providers to support their
various services such as, Hosting, FTP, e-mail, Data Storage, Printer Server. BGP is mainly used to
support routing decisions in the core of Internet and permits forwarding packets among autonomous
systems. On the other hand, IP Anycast is used to allow different providers to have mirror sites and to
allow for load balancing and backup/restore points in the network.

This project focuses on analyzing the convergence time when using BGP as a unique routing protocol
and, in combination with IP Anycast, as a tool to re-route traffic to another point in the network. For
example, when an outage occurs and one of the IP Anycast servers is down, the network has to find a
new route to the destination. Using BGP’s process, the network must wait until the path is withdrawn,
and then a new path is established to the server. It is possible that this process could take more than
180 seconds in default conditions to be able to transmit data again to the same service in the new
location.

The main finding of this project was that convergence time is close to the hold-time setting for BGP.
Moreover this convergence time is higher than the convergence time for IP Anycast re-routing when
using OSPF as the routing protocol. Also when the default BGP timer values were changed, the same
tendency in convergence time was confirmed. Thus, | conclude that anycast convergence time is related
to the value of the BGP hold-timer. In addition, | found that some sample convergence times are higher
than the value of the hold-timer, and this situation occurs more often when the path to the destination

is longer.
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1 Border Gateway Protocol (BGP)

1.1 Definition of BGP

BGP is one of the most widely used routing protocols in the Internet today; it is used along with
Autonomous System (AS) numbers to determine which networks an AS can access. BGP was started as
IETF RFC-1150 in 1998 and has been improving since; the current version 4 was adopted in 1995 as RFC-
4271, and has been implemented by many vendors around the world.

RFC-4271 defines BGP’s primary function as: “The primary function of a BGP speaking system is to
exchange network reachability information with other BGP systems. This network reachability
information includes information on the list of Autonomous Systems (ASes) that reachability information
traverses. This information is sufficient for constructing a graph of AS connectivity for this reachability
from which routing loops may be pruned, and, at the AS level, some policy decisions may be enforced.

BGP-4 provides a set of mechanisms for supporting Classless Inter-Domain Routing (CIDR). These
mechanisms include support for advertising a set of destinations as an IP prefix, and eliminating the
concept of network "class" within BGP. BGP-4 also introduces mechanisms that allow aggregation of
routes, including aggregation of AS paths.”

1.2 BGP PATH Attributes

There are ten path attributes used in BGP and, there are five mandatory fields: ORIGIN, AS_PATH,
AS_SET, AS_SEQUENCE and NEXT_HOP. When using “show ip bgp” on Cisco routers, the result is a table
with the fields shown in Table 1.

Field Description
=lelan SRV ST Internal version number of the table. This number is incremented whenever the table changes.
local router ID IP address of the router.
Status codes Status of the table entry. The status is displayed at the beginning of each line in the table. It can be one of
the following values:
s—The table entry is suppressed.
*—The table entry is valid.
>—The table entry is the best entry to use for that netwark.
i—The table entry was learned via an internal BGP session.
Indicates the arigin of the entry. The arigin code is placed at the end of each line in the table. It can be one
of the following values:
i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised with a network router
configuration command.
e—Entry originated from an Exterior Gateway Protocol (EGP).
?—Origin of the path is not clear Usually, this is a router that is redistributed into BGP from an IGP.

IP address of a network entity.
IP address of the next system that is used when forwarding a packet to the destination network. An entry
of 0.0.0.0 indicates that the router has some non-BGP routes to this netwark.

If shown, the value of the interautonomous system metric.

Local preference value as set with the set local-preference route-map configuration command. The
default value is 100.

Weight of the route as set via autonomous system filters.

Autonomous system paths to the destination network. There can be one entry in this field for each
autonomous system in the path.

Table 1 BGP Fields on Cisco Implementation
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Figure 1 shows results from the “show ip bgp” command; here, Weight is a Cisco-specific attribute.

AS201#sh ip bgp
BGP table version is 50, local router ID is 203.0.0.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>10.0.0.1/32 131.0.1.2 0 0 101 2
* 10.1.1.1/32 132.0.1.1 0 301 401 1001 1000 400 2
*> 131.0.1.2 0 101 1001 1000 400 2
*>10.1.1.2/32 131.0.1.2 0 0 101
* 112.0.0.1/32 132.0.1.1 0 301 401 1001 1000 100 ?
*> 131.0.1.2 0 101 1001 1000 100 7
*>113.0.0.1/32 131.0.1.2 0 0 101 2
* 121.0.1.0/30 132.0.1.1 0 301 401 1001 1000 100 2
*> 131.0.1.2 0 101 1001 1000 100 2

Figure 1 "Show IP BGP” command result

This command shows all routes available that lead to a certain network. BGP routes the packet through
the best route; the best route is shown with “>” symbol. For example. there are two possible paths to
112.0.0.1/32. These are AS 301 — AS 401 — AS 1001 — AS 1000 — AS 100, and AS 101 — AS 1001 — AS 1000
- AS 100. The latter is the best path, and it will be used by BGP.

1.3 BGP Finite State Machine
BGP can be summarized using the finite state machine (FSM) shown in Figure 2. This FSM has six states:
Idle; Connect; Active; OpenSent; OpenConfirm; and Established.

)

Established

OpenSent 4—-[ OpencConfirm
/"[ Connect J-—— Active
Idle ':/I//

‘ U X

Figure 2 BGP finite state machine
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The functions of the states are:

1. Idle

¢ Refuses all incoming BGP connections.

* Start event triggers the initialization of resources for the BGP process.

* Initiates a TCP connection with its configured BGP peer.

¢ Listens for a TCP connection from its peer.

* Changes state to Connect.

* If an error occurs at any state of the FSM process, the BGP session is terminated immediately
and returned to the idle state. Some of the reasons why a router may not progress from the idle
state are:

o TCP port 179 is not open.

o Arandom TCP port over 1023 is not open.

o Peer address configured incorrectly on either router

o AS number configured incorrectly on either router
2. Connect

*  Waits for successful TCP negotiation with peer.

* BGP does not spend much time in this state if the TCP session has been successfully established.

* Sends Open message to peer and changes state to OpenSent.

e |f an error occurs, BGP moves to the Active state. Possible reasons for an error are:

o TCP port 179 is not open.

o Arandom TCP port over 1023 is not open.

o Peer address configured incorrectly on either router.

o AS number configured incorrectly on either router.
3. Active

* |f the router is unable to establish a successful TCP session, then it moves to the Active state.

* BGP will try again to start a TCP session with the peer and, if successful, then it will send an
Open message to the peer.

* [Ifitis unsuccessful again, the FSM is reset to the idle state.

* Repeated failures may result in a router cycling between Idle and Active. Possible reasons for
this include:

o TCP port 179 is not open.
o Arandom TCP port over 1023 is not open.
o BGP configuration error.
o Network congestion.
o Flapping network interface.
4. OpenSent

* BGP listens for an Open message from its peer.

* Once the Open message has been received, the router checks its validity.

* [fthereis an error, it will be because one of the fields in the Open message doesn’t match the
value expected, e.g. BGP version mismatch, MD5 password mismatch, a different My AS is
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expected. The router will then send a Notification message to the peer indicating why the error
occurred.
* [fthereis no error, a Keepalive message is sent, various timers are set, and the state is changed
to OpenConfirm.
5. OpenConfirm
* The peer is listening for a Keepalive message from its peer.
* |f a Keepalive message is received and no timer has expired before reception of the Keepalive,
BGP transitions to the Established state.
* If atimer expires before a Keepalive message is received, or if an error condition occurs, the
router transitions back to the Idle state.
6. Established
* In this state, the peers send Update messages to exchange information about each route being
advertised.
¢ Ifthereis any error in the Update message then a Notification message is sent to the peer, and
BGP transitions back to the Idle state.
* |f atimer expires before a Keepalive message is received, or if an error condition occurs, the
router transitions back to the Idle state.

There are two BGP timers that are controllable in Cisco routers: the hold-timer and keepalive timer.
These timers have default values, and the BGP process will select the smallest value between peers
when establishing the connection.

Keepalive Timer: |s the number of seconds that BGP waits for a keepalive message from a peer. The
default value is 60 seconds. The hold-timer must be set first, so the BGP process first negotiates the
value of the hold-timer, which has a default value of 180 seconds. In order to configure the keepalive
tiemr on a Cisco router under the BGP router config, use the command “timers bgp keepalive holdtime”
in seconds.

Hold-timer: Is the number of seconds that BGP waits for a keepalive, update, or notification message
before deciding that the connection is down. Its default value is 180 seconds.

In my project | used default values for the first set of samples, then | changed the hold-timer to 90
seconds, and left the keepalive timer at the default value of 60 seconds. During negotiation, BGP
established the keepalive at 30 seconds.

Convergence is said to have occurred once all routers participating in a network have interchanged all
the routing information and have achieved steady-state. On the Internet, BGP convergence never occurs
because there are constant changes. However, in small networks, convergence will occur. For a single
router failure, the convergence time is close to the value of the hold-timer. This is because this timer
determines when the route to the failed router is released by the continuing router.
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2 [P Anycast

IP Anycast allows a user to connect to the closest server in the IP Anycast cloud. This technology allows
companies to optimize their services by sharing load over multiple sites. It is also used to protect them
against server failures. A company like Google that has a world presence uses this technology to bring
up your browser more quickly and in your language. This is due to the fact that it selects the closest
server to your location. For example, someone in Mexico who types www.google.com will get redirected

to www.google.com.mx, whereas someone in Canada will get redirected to www.google.ca. IP Anycast

is responsible for choosing the closest available server. Figure 3 shows an IP Anycast connection. In this
diagram the red dot is a user and green dots are servers with the same IP address. In this diagram, the
red dot is connected to only one green dot. In case of failure, the network will re-route the traffic to the
nearest surviving green dot.

O o

O
O

O

Figure 3 Anycast Diagram

IP Anycast routes traffic to a single member of a group of potential receivers that are identified by the
same destination address. When building IP Anycast using Cisco routers, a Cisco Anycast RP is used to
support Anycast connections. It creates MSPD peering between routers with the same IP address. Two
loopback interfaces must be created in each particpating router. The first loopback interface is used to
configure the unique IP address, and the second is used to create the MSPD peering. Figure 4 shows an
example of the use of Anycast RP in two Cisco routers.

interface bopback 0 interface loopback 0

ip address 10.0.0.1 255.255.255.255 ip address 10.0.0.1 255.255.255.255
interface bopback 1 interface loopback 1

ip address 10.1.1.1 255.255.255.255 ip address 10.1.1.2 255.255.255.255
ip msdp peer 10.1.1.2 connect-source loopback 1 ip msdp peer 10.1.1.1 connect-source loopback 1
ip msdp originator-id loopback 1 ip msdp originator-id loopback 1

|ip pim rp-address 10.0.0.1 ip pim rp-address 10.0.0.1
L - 78

@7&13@37,% ‘

RP1

e &=
N - - i\— u
‘ ip pim rp-address 10.0.0.1 ‘ - ip pim rp-address 10.0.0.1 3
B2 el Ul oo m el e 2

Figure 4 Example of Cisco Anycast Configuration
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2.1 Benefits of IP Anycast

Router and link resource reduction: Standard IP routing will deliver packets over the shortest
path to the closest available host.

Simplified configuration: Clients only need to configure a single Anycast address, which
identifies one of a group of possible servers offering a particular service or application.

Network resiliency: If a server in the Anycast group becomes unavailable, the network will
deliver packets to the next-closest Anycast server.

Load balancing: Anycast servers distributed over the network will effectively balance the traffic
load from many clients.
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3 Virtual Lab Configuration
In this chapter | describe hardware and software used to run the virtual lab for this project, as well as all
the configuration details.

3.1 Hardware
| used a Sony VAIO with an Intel T4300 CPU (2.1 GHz with 2 cores), 4 GB of RAM, 320 GB hard drive,
wireless LAN connection, and Gigabit LAN interface. The operating system was Ubuntu 10.04.

3.2 Software
* GNS3 Graphical Network Simulator, version 0.7.2
¢  WireShark Network Protocol Analyzer, version 1.4.1
*  VMWare Workstation 7, Virtual Machine Manager
* |0S images for the routers used in the simulations
¢ Damn Small Linux (DSL) - small version of Linux using the 2.4 kernel, requires only 50MB

3.3 GNS3 Graphical Network Simulator

This open source simulator comes with all applications needed to run properly including: Dynamips, the
core program that allows Cisco 10S emulation; Dynagen, a text-based front-end for Dynamips; Qemu, a
generic, open source machine emulator and virtualizer; PUTTY; and WINPCAP 4.1.1. You can get these
programs at http://www.gns3.net/download.

After installing the software the first step is adding the 10S to the simulted Cisco routers. In our case,
images for 2600 and 3600 series were used.

Dynamips is only capable of a 1 Kpps forwarding rate, depending on the hardware used. In contrast real
Cisco 2620/21 routers offer a forwarding rate of about 25 Kpps (see Figure 5).

WAN Fast Router
10S Interface Ethernet Flash DRAM Performance

Bundle Router Image Card Ports (MB) (MB) (kpps)
CISCO2611XM-ADSL 2611XM IP Plus WIC-1ADSL 2 32 128 20kpps
CISCO2621XM-ADSL 2621XM IP Plus WIC-1ADSL 2 32 128 30kpps
CISCO2651XM-ADSL 2651XM IP Plus WIC-1ADSL 2 32 128 40kpps
CISCO2611XM-SHDSL 2611XM IP Plus WIC-1SHDSL 2 32 128 20kpps
CISCO2621XM-SHDSL 2621XM IP Plus WIC-1SHDSL 2 32 128 30kpps
CISCO2651XM-SHDSL 2651XM IP Plus WIC-1SHDSL 2 32 128 40kpps

Figure 5 Cisco 2600 XM specs

3.3.1 Main issues with GNS3

GNS3 can overload the processor in any operating system (Windows or Ubuntu). When | started adding
routers to my network, memory usage rose and the processor was running at a constant 100%. The
solution is to assign an Idle PC option, which allows reducing CPU usage when routers are in standby
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mode. Another way to improve performance is by using unzipped Cisco images. In addition, sharing
router images helps to enhance computer performance. We used eight Cisco 2600 and two Cisco 3600
images.

Notice that configuring Idle PC option for the first time results in some delay because it is necessary to

“kn

wait for the calculations to be done. The options that appear with the are the best choices. Using

one of these will result in processor load dropping from 100% to 25% or less.

In Windows 7, Dynamips seems to halt several times when other programs are opened. At this time you
are forced to exit from all other applications.

Figure 6 shows the reduction in processor usage when choosing the best possible Idle PC value in GNS3.

r b
"% Windows Task Manager ol e S

Eile Options View Help

Applications | Processes Servicesi

CPU Usage CPU Usage History

Memory Physical Memory Usage History
Physical Memory (MB) System
Total 3935 Handles 22561
Cached 1499 Threads 954

| Available 2308 Processes 85
Free 899 Up Time 0:00:35:53

Commit (MB) 2323 / 7868
Kernel Memory (MB)
Paged 191 ( :
Nonpaged 54 \ Ay Resource Monitor... |
Processes: 85 CPU Usage: 1% Physical Memory: 41%

Figure 6 Idle PC in use

3.3.2 Basic configuration of GNS3
In order to begin configuring routers, run the “wr” command in the router, save in the GNS program,
and then the -current running config will appear in the selected folder, in this case

C:\GNS3\newproject_configs. Then the message will appear in the GNS3 command “Exporting R “x” to
the desired folder”

Once the required routers have been connected, it is possible to select the start option and run the
console to be able to load the 10S, and start programming the router to your requirements.

GNS3 very easy and practical to use. It is important to remember that this only works for layer 3 and
higher.
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g o B
S New Project N — (- S

Settings

Project name: | newproject

Project path: | C:\GNS3\newproject.net] s
Save nvrams and other disk files (recommended)
Export router configuration files

Open a project [ oK ] [ Cancel ]

Figure 7 GNS 3 Saving Settings

3.4 WireShark

WireShark is the most widely-used network protocol analyzer on the market. | have used WireShark in
many projects for other MINT courses. It allows one to analyze packets crossing a selected network
interface. Easily the most important feature for our virtual lab is that it is directly embedded into GNS3.
A simple right click on the interface in GNS3 will open WireShark.

3.5 VMWare Workstation 7

Workstation 7 allows you to run different operating systems using a host PC. It also comes with a virtual
network manager in which we can configure all the virtual network interfaces, except for two which are
used internally by Workstation 7 (VMNET 0 and 8). Figure 8 shows the virtual network editor with the
interfaces that we used for the project; these interfaces were configured as host-only.
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Name Type External Connection Host Connection ~ DHCP Subnet Address
VMnet0 Bridged Auto-bridging - - -

VMnet1 Host-only - Connected Enabled 192,168.88.0
VMnet2 Host-only - Connected Enabled 192,168.2.0
VMnet3 Host-only - Connected Enabled 192,168.3.0
VMnet4 Custom - - - 192.168.220.0
VMnet5 Custom - - - 192.168.17.0
VMnet6 Custom - - - 192.168.159.0
VMnet7 Custom - - - 192.168.70.0
VMnet8 NAT NAT Connected Enabled 192.168.23.0
VMnet Information

(@) Bridged (connect VMs directly to the external network)

Bridged to: |Automatic v [ Automatic Settings... |

() NAT (shared host's IP address with VMs) [ NAT Settings... ]

() Host-only (connect VMs internally in a private network)

[ connect a host virtual adapter to this network
Host virtual adapter name: VMware Network Adapter VMnet0
[ use local DHCP service to distribute IP address to VMs DHCP Settings...

Subnet IP: 5 5 5 Subnet mask:

Restore Default ok | cancel || oy |[ Hep |

Figure 8 Virtual Network Editor

3.6 10SImages

Cisco 2600 and Cisco 3600 images were used. The 10S version used is the mainline version 12.3 revision
26, which is the current version used in the MINT lab.

3.7 Damn Small Linux (DSL)

This version of Linux uses only 50MB to run, thus it is very portable and runs very fast in a two-core
processor platform using VMWare Workstation 7 (see Figure 9).

Usig fe G Lsers\Lse Dosrioad 4. 1 i iso
Custom ()
ree

sutodetect

sutncetect

Figure 9 DSL on VMware Workstation 7
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Using DSL made it possible for me to use multiple virtual workstations at the same time. | distributed
them in different subnets. Processor load is very low compared with other operating systems that
require more resources to operate. | created 4 DSL virtual machines within different subnets.
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4 Comparison of the Real and Simulated Routers

The main purpose of this chapter is to document the performance of real and simulated routers. |

implemented the same configuration on the Rack 1 routers in the MINT lab, and within GNS3 (see Figure
10).

TOP2600

Loopback0 \(
112.0.0.0/24

FastEthemet 0/0
|l 2160.12

serial 00
MID2600 121.0.1.1/30

o w/ Loopbacko

Gigabit 011 200.0.0.0/24
218.0.11
Serial 0/1

Loopbacko 122.0.12/30

202.0.0.0/24

Serial 0/0
122.0.1.1/30

FastEthemet 0/0
218.0.12

Loopbacko LOW2600
182.0.0.0/24

Figure 10 Rack 1 Diagram

Figure 11 shows the configuration diagram from GSN3. However, Cisco 2800 routers can’t be simulated
in GNS3, so we used a Cisco 3600 emulator instead.



top2600

Figure 11 GNS3 Diagram

First, all BGP connections were removed in the MID2600. Next, there was a wait time for messages to be
sent to all its neighbours. Times were gathered from the routers labelled LOW2600 and TOP 2600. In
addition, the 2800 router was configured as a time (ntp) server to keep the routers synchronized. The
results shown in Table 2 were gathered from MINT Rack 1.

REAL RACK 1 MINT LAB TEST1 TEST 2 TEST 3 TEST 4 TEST 5

Router Nar Neighbor  Event Time Stamp Difference Time Stamp Difference Time Stamp Difference Time Stamp Difference Time Stamp Difference
mid2600 121012 Down|17:58:09.751  REF [18:0220623  REF |18:05:41613  REF |18:10:04.636 REF [18:13:11622  REF
mid2600 122011 Down|17:58:09.751  REF [18:0220623  REF |18:05:41613  REF |18:10:04.636 REF [18:13:11622  REF
mid2600 121012 Up |175847415 37.664 |18:02:57.084 36.461 |18:06:21.326 39.713|18:10:42.272 37636 |18:13:52.595 40.973
mid2600 122011 Up |175847875 38124 |18:03:06.392 45769 |18:06:18.410 36.797|18:10:49.088 44452 |18:13:51459  39.837
low2600 122012 Down|17:58:11.258 1507 |18:02:22.534 1911 |18:05:43.539 1926/18:10.06529 1893 [18:13:13528  1.906
low2600 122012 Up |17:58:47942 38191 |18:03:06.399 45776 |18:06:18415  36.802|18:10:49.086 44450 |18:13:51465 39.843
top2600 121011 Down|17:58:10878 1127 |18:02:22.543 1920 |18:05:43.536 1923|18:10:06.538 1902 [18:13:12.689  1.067
top2600 121011 Up |175847.110 37359 |18:02:57.102 36479 |18:06:21343  39.730{18:10:42.294 37658 [18:13:52620 40.998

Table 2 MINT Rack Results

In the same configuration, GNS3 using Ubuntu achieved the results shown in Table 3.

SIMULATED GNS3 USING UBUN TEST1 TEST 2 TEST 3 TEST 4 TEST5

Router Nam Neighbor ~ Event Time Stamp Difference Time Stamp Difference Time Stamp Difference Time Stamp Difference Time Stamp Difference
mid2600 121012 Down[13:22:33.644  REF |13:26:22424  REF |13:29:35513  REF [13:31:46521  REF | 13:34:53.294  REF
mid2600 122011 Down| 13:22:33.648  REF |13:26:22428  REF |13:29:35.513 REF |13:31:46521  REF |13:3453.298  REF
mid2600 121012 Up |13:23:12316 38672 |13:27:08.121 45697 |13:30:14.125 38.612|13:32:30.101 43580 |13:35:31.286  37.992
mid2600 122011 Up [13:23:16.748 43.100 |13:27:.06.053 43625 |[13:30:12.945  37.432{13:32:26.529 40.008 |13:35:39.458  46.16
low2600 122012 Down|13:22:35.548 1900 [13:26:24.180 1752 |13:29:36.156 0.643|13:31:47.181  0.660 |13:3455.152 1854
low2600 122012 Up [13:23:16.560 42.872 |13:27.05.684 43.256 |13:30:12.532 37.019)13:32:26.073  39.552 |13:35:39.440  46.142
top2600 121011 Down|13:22:35.336 1692 |13:26:23.772 1348 |13:29:36.021 0.508[13:31:47.041 0520 |13:3455.201  1.907
top2600 121011 Up |13:23:12008 38364 |13:27.07.625 45.201 |13:30:13.593 38.080]13:32:29.521  43.000 |13:35:31.079  37.785

Table 3 GNS3 Results
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In order to analyze the results, | compared the average values from the tests. These averages seem to be

very close (see Figure 12).

Real vs GNS3 Times for BGP Log Updates

42.065

M Differences' Average Real

Seconds

B Differences' Average Simulated

mid2600mid2600low2600low2600 top2600 top2600

Axis Title

Figure 12 Comparison of BGP Log Updates

Note: It seems that, in GNS3, the interfaces in the MID2600 router are not released simultaneously,
although when using the real MID2600 router, the interfaces are released at the same time.
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5 Configuring the Virtual Lab

The objective of this chapter is to outline the step-by-step process of the router configuration using
GNS3, and to highlight other issues that | had to solve in order to use the simulation environment.

5.1 Network Configuration
Figure 13 shows the desired configuration for this project.

MINT 709 - BGP DELAY - GNS3- SIMULATION
Full Network Using BGP Routing
January 14 2011

Web Client 1
DSL Linux
192.168.2.128

Loopback 2 10.1.1.2/32
MsSDP

Ethernet /0
192.1682.2

Ethernet 11
2160.1.2/30

Loopback0 R4

113.0.0.0/24

0 |Fast Eth a0
Loopback0 \& e oyl 210012
112.0.0.0/24

VMnet8
DHCP Server
192.168.65.0/24

VMNet1
192.168.2.1

e

Fast Ethernet 0/0 Z R
~ NTP Server
1§

1210.11130
s 148.234.7.30 opback0
= a2y
R1 | Fast Ethernet 011 A
Loopback0 122.0.1.2/30 G ::«cv
202.0.0.0/24 iy
/ 2 Fast Ethernet 00 Ethernet 110
e 219.0 11730
AST000 £ AS T001L .
Fast Ethernet 0/1 Etherniat.- 11 RS 217.0.1.2130 e
122.0.11/30 113G 0. Loogback
i
AS 300,
R2 | fast Ethernet w0 LoopBacko Loopback0
Loopbackd 123012720 200.0.0.0/24 201.0.0.0/24
182.0.0.0/24

Ethemet vo R3 |230.11739
19216832

Ethernet 1
22012130

Ethernet /1

AS 400 _SFSTYREYN]

VMNet2
192.168.3.1

Loopback0
173.0.0.0/24

Anycast RP

Loopbacks Loopback 1 10.0.0.1/32

172.0.0.0/24

Loopback 2 10.1.1.1/32

Web Server 1 MSDP

Monkey
192.168.3.128

Figure 13 Network Diagram

5.2 Configuring Routers in GNS3

Anycast RP
Loopback 1 10.0.0.1/32

Ethernet 10
192.1684.2
VMNet4

Fast Ethernet /0
1310.12/30

Fast Ethernet 0/0
131.0.11/30
203.0.0.024  R5

Fast Ethernet (/1
1320.12/30

Fast Ethernet 0/1
1320.1.1/30
183.0.0.0/24 pg A

Fast Ethernet 0/0
133.0.1.2/30

Fast Ethernet 0/0
133.0.11/30

g

192.168.5.2
VMNet5
192.168.5.1

192.168.4.1

Web Client 2

DSL Linux

192.168.4.128

Web Client 3
DSL Linux
192.168.5.128

In this case there are ten routers (R8 and R9, using Cisco 3600 emulation and the rest using Cisco 2600
emulation). There are four virtual network clouds that allow the connection with the virtual network
interfaces in Ubuntu, using the VMware network editor to set them up. All connections are Ethernet or

FastEthernet.
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MINT 709 - Final Project
BGP Network - IP Anycast
Time Reload Test

Figure 14 Network Architecture in GNS3

5.2.1 Router configurations

Table 4 gives a summary of the addresses of the interfaces in each router. The first part of the table
corresponds to the Cisco 2600 series routers (RO to R7) and the last part corresponds to the Cisco 3600
series routers (R8 and R9) .

ETH 1/0 \ ETH1/1 FastETH 0/0 FastETH 0/1 Loopback 0 Loopback 1 \ Loopback 2
ies
RO 100 192.168.2.2 216.0.1.2 121.0.1.2 112.0.0.0
R1 200 121.0.1.1 122.0.1.2 202.0.0.0
R2 300 123.0.1.2 122.0.1.1 182.0.0.0
R3 400 192.168.3.2 218.0.1.2 123.0.1.1 172.0.0.0 10.0.0.1 10.1.1.1
R4 101 192.168.4.2 219.0.1.2 131.0.1.2 113.0.0.0 10.0.0.1 10.1.1.2
R5 201 131.0.1.1 132.0.1.2 203.0.0.0
R6 301 133.0.1.2 132.0.1.1 183.0.0.0
R7 401 192.168.5.2 220.0.1.2 133.0.1.1 173.0.0.0
R# | AS ETH 1/0 ETH1/1 ETH % FasttTHO/0  Loopback0  Loopback1  Loopback 2
Cisco 3600 Series
R8 1000 216.0.1.1 218.0.1.1 DHCP (NTP) 217.0.1.1 200.0.0.0
R9 1001 219.0.1.1 220.0.1.1 217.0.1.2 201.0.0.0

Table 4 Routers Interface IP addresses
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In this network, there is one IP Anycast configuration involving R3 and R4 using the Anycast RP
configuration in the Cisco routers. The routers are configured with only BGP routing processes; the BGP
keepalive timer was set at 60 seconds and the hold-timer was set at 180 seconds.

Router R8 is also the NTP server for the entire network, using 217.0.1.1 as the default ntp server. R8 is
connected to a real NTP server using VMnet8 (VMware host connection to the internet); this connection
is to Ethernet 1/2 of R8. The NTP server 148.234.7.30 was used in order to get time updates.

5.2.2 BGP Routing Tables

5.2.2.1 RO BGP “SHOW IP BGP” Result

AS100#sh ip bgp

BGP table version is 45, local router ID is 112.0.0.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 10.0.0.1/32 121.0.1.1 0 200 300 400 2
*> 216.0.1.1 0 1000 400 2
* 10.1.1.1/32 121.0.1.1 0 200 300 400 2
*> 216.0.1.1 0 1000 400 2
*> 10.1.1.2/32 216.0.1.1 0 1000 1001 101 2
*> 112.0.0.1/32 0.0.0.0 0 32768 2
*> 113.0.0.1/32 216.0.1.1 0 1000 1001 101 7
* 121.0.1.0/30 121.0.1.1 0 0 200 2
x> 0.0.0.0 0 32768 2
*> 122.0.1.0/30 121.0.1.1 0 0 200 ?
* 123.0.1.0/30 216.0.1.1 0 1000 400 2
*> 121.0.1.1 0 200 300 7
*> 131.0.1.0/30 216.0.1.1 0 1000 1001 101 ~?
*> 132.0.1.0/30 216.0.1.1 0 1000 1001 401 301 2
*> 133.0.1.0/30 216.0.1.1 0 1000 1001 401 2
* 172.0.0.1/32 121.0.1.1 0 200 300 400 2
*> 216.0.1.1 0 1000 400 2
*> 173.0.0.1/32 216.0.1.1 0 1000 1001 401 2
* 182.0.0.1/32 216.0.1.1 0 1000 400 300 2
*> 121.0.1.1 0 200 300 2
*>183.0.0.1/32 216.0.1.1 0 1000 1001 401 301 7
*> 192.168.2.0 0.0.0.0 0 32768 2
* 192.168.3.0 121.0.1.1 0 200 300 400 2
*> 216.0.1.1 0 1000 400 2
*>192.168.4.0 216.0.1.1 0 1000 1001 101 7
*> 192.168.5.0 216.0.1.1 0 1000 1001 401 ?
*> 192.168.65.0 216.0.1.1 0 0 1000 2
*> 200.0.0.1/32 216.0.1.1 0 0 1000 2
*>201.0.0.1/32 216.0.1.1 0 1000 1001 2
*> 202.0.0.1/32 121.0.1.1 0 0 200 ?
*> 203.0.0.1/32 216.0.1.1 0 1000 1001 101 201 2
*> 216.0.1.0/30 0.0.0.0 0 32768 2
* 216.0.1.1 0 0 1000 7
*> 217.0.1.0/30 216.0.1.1 0 0 1000 2
*> 218.0.1.0/30 216.0.1.1 0 0 1000 2
*>219.0.1.0/30 216.0.1.1 0 1000 1001 2
*> 220.0.1.0/30 216.0.1.1 0 1000 1001 ?
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5.2.2.2 R1 BGP “SHOW IP BGP” Result

AS200#sh ip bgp

BGP table version is 31,
Status codes:

Origin codes: i - IGP, e - EGP,
Network Next Hop
* 10.0.0.1/32 121.0.1.
*> 122.0.1.
* 10.1.1.1/32 121.0.1.
*> 122.0.1.
* 10.1.1.2/32 122.0.1.
*> 121.0.1.
*>112.0.0.1/32 121.0.1.
* 113.0.0.1/32 122.0.1.
*> 121.0.1.
* 121.0.1.0/30 121.0.1.
*> 0.0.0.0
* 122.0.1.0/30 122.0.1.
*> 0.0.0.0
* 123.0.1.0/30 121.0.1.
*> 122.0.1.
* 131.0.1.0/30 122.0.1.
*> 121.0.1.
* 132.0.1.0/30 122.0.1.
*> 121.0.1.
* 133.0.1.0/30 122.0.1.
*> 121.0.1.
* 172.0.0.1/32 121.0.1.
*> 122.0.1.
* 173.0.0.1/32 122.0.1.
*> 121.0.1.
*>182.0.0.1/32 122.0.1.
* 183.0.0.1/32 122.0.1.
*> 121.0.1.
*> 192.168.2.0 121.0.1.
* 192.168.3.0 121.0.1.
*> 122.0.1.
* 192.168.4.0 122.0.1.
*> 121.0.1.
* 192.168.5.0 122.0.1.
*> 121.0.1.
* 192.168.65.0 122.0.1.
*> 121.0.1.
* 200.0.0.1/32 122.0.1.
*> 121.0.1.
* 201.0.0.1/32 122.0.1.
*> 121.0.1.
*> 202.0.0.1/32 0.0.0.0
* 203.0.0.1/32 122.0.1.
*> 121.0.1.
* 216.0.1.0/30 122.0.1.
*> 121.0.1.
* 217.0.1.0/30 122.0.1.
*> 121.0.1.
* 218.0.1.0/30 122.0.1.
*> 121.0.1.
* 219.0.1.0/30 122.0.1.
*> 121.0.1.
* 220.0.1.0/30 122.0.1.
*> 121.0.1.

NNNENNREENDRDN

[y

NENRFRENMENMENEREERENMNMNNERERENMNERNMNNMNENDENEREDN

NEFENRENMNERENRENDENR

local router ID is 202.0.0.1
s suppressed, d damped, h history, * wvalid,
r RIB-failure,

? - incomplete

o O o o

Metric LocPrf Weight

OO O OO0 O0OOo oo

32768

32768

o

3276

OO O OO OO0 ODODODOWMOODODODODOOODOODODODODODODOODODODODOOOOO OO

> best,

Path
100
300
100
300
300
100
100
300
100
100
300
100
300
300
100
300
100
300
100
100
300
300
100
300
300
100
100
100
300
300
100
300
100
300
100
300
100
300
100
300
100
300
100
300
100
300
100
300
100
300
100

i - internal,

1000 400 »
400 2

1000 400 2
400 ?

400 1000 1001
1000 1001 101
)

400 1000 1001
1000 1001 101

?

1000 400 2

?

400 1000 1001
1000 1001 101
400 1000 1001
1000 1001 401
400 1000 1001
1000 1001 401
1000 400 2
400 2

400 1000 1001
1000 1001 401
?

400 1000 1001
1000 1001 401
?

1000 400 2
400 2

400 1000 1001
1000 1001 101
400 1000 1001
1000 1001 401
400 1000 7
1000 2

400 1000 2
1000 2

400 1000 1001
1000 1001 2

400 1000 1001
1000 1001 101
400 1000 2

?

400 1000 °
1000 2

400 2

1000 2

400 1000 1001
1000 1001 2
400 1000 1001
1000 1001 »

101 »

101

101 »
401 301 »

301 2
401

401 2

401 301 »
301

101 2

401 7
?

101 201 »
201 2

?

?
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5.2.2.3 RZ BGP “SHOW IP BGP” Result

AS300#sh ip bgp

BGP table version is 75, local router ID is 182.0.0.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

?

101

101

101
301
401
401
401
301
401

101

401

201

101

?

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>10.0.0.1/32 123.0.1.1 0 0 400 ?
*>10.1.1.1/32 123.0.1.1 0 0 400 ?
*>10.1.1.2/32 123.0.1.1 0 400 1000 1001 101
* 122.0.1.2 0 200 100 1000 1001
* 112.0.0.1/32 123.0.1.1 0 400 1000 100 2
x> 122.0.1.2 0 200 100 2
*> 113.0.0.1/32 123.0.1.1 0 400 1000 1001 101
* 122.0.1.2 0 200 100 1000 1001
*>121.0.1.0/30 122.0.1.2 0 0 200 ?
* 122.0.1.0/30 122.0.1.2 0 0 200 ?
*> 0.0.0.0 0 32768 2
* 123.0.1.0/30 123.0.1.1 0 0 400 ?
*> 0.0.0.0 0 32768 2
*> 131.0.1.0/30 123.0.1.1 0 400 1000 1001 101
* 122.0.1.2 0 200 100 1000 1001
*> 132.0.1.0/30 123.0.1.1 0 400 1000 1001 401
* 122.0.1.2 0 200 100 1000 1001
*> 133.0.1.0/30 123.0.1.1 0 400 1000 1001 401
* 122.0.1.2 0 200 100 1000 1001
*>172.0.0.1/32 123.0.1.1 0 0 400 ?
*> 173.0.0.1/32 123.0.1.1 0 400 1000 1001 401
* 122.0.1.2 0 200 100 1000 1001
*>182.0.0.1/32 0.0.0.0 0 32768 2
*>183.0.0.1/32 123.0.1.1 0 400 1000 1001 401
* 122.0.1.2 0 200 100 1000 1001
* 192.168.2.0 123.0.1.1 0 400 1000 100 2
x> 122.0.1.2 0 200 100 7
*> 192.168.3.0 123.0.1.1 0 0 400 ?
*>192.168.4.0 123.0.1.1 0 400 1000 1001 101
* 122.0.1.2 0 200 100 1000 1001
*> 192.168.5.0 123.0.1.1 0 400 1000 1001 401
* 122.0.1.2 0 200 100 1000 1001
*>192.168.65.0 123.0.1.1 0 400 1000 2
* 122.0.1.2 0 200 100 1000 2
*> 200.0.0.1/32 123.0.1.1 0 400 1000 2
* 122.0.1.2 0 200 100 1000 ?
*>201.0.0.1/32 123.0.1.1 0 400 1000 1001 7
* 122.0.1.2 0 200 100 1000 1001
*> 202.0.0.1/32 122.0.1.2 0 0 200 ?
*> 203.0.0.1/32 123.0.1.1 0 400 1000 1001 101
* 122.0.1.2 0 200 100 1000 1001
* 216.0.1.0/30 123.0.1.1 0 400 1000 2
x> 122.0.1.2 0 200 100 2
*> 217.0.1.0/30 123.0.1.1 0 400 1000 2
* 122.0.1.2 0 200 100 1000 2
*> 218.0.1.0/30 123.0.1.1 0 0 400 ?
* 122.0.1.2 0 200 100 1000 2
*>219.0.1.0/30 123.0.1.1 0 400 1000 1001 2
* 122.0.1.2 0 200 100 1000 1001
*> 220.0.1.0/30 123.0.1.1 0 400 1000 1001 2
* 122.0.1.2 0 200 100 1000 1001 2

?

?

201 2
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5.2.2.4 R3 BGP “SHOW IP BGP” Result

AS400#sh ip bgp
BGP table version is 30,

Status codes:

Origin codes: i - IGP, e - EGP,
Network Next Hop
*>10.0.0.1/32 0.0.0.0
*>10.1.1.1/32 0.0.0.0
*>10.1.1.2/32 218.0.1.1
* 112.0.0.1/32 123.0.1.2
*> 218.0.1.1
*> 113.0.0.1/32 218.0.1.1
*> 121.0.1.0/30 123.0.1.2
* 218.0.1.1
*> 122.0.1.0/30 123.0.1.2
* 218.0.1.1
* 123.0.1.0/30 123.0.1.2
*> 0.0.0.0
*>131.0.1.0/30 218.0.1.1
*> 132.0.1.0/30 218.0.1.1
*> 133.0.1.0/30 218.0.1.1
*> 172.0.0.1/32 0.0.0.0
*>173.0.0.1/32 218.0.1.1
*> 182.0.0.1/32 123.0.1.2
*> 183.0.0.1/32 218.0.1.1
* 192.168.2.0 123.0.1.2
*> 218.0.1.1
*> 192.168.3.0 0.0.0.0
*> 192.168.4.0 218.0.1.1
*>192.168.5.0 218.0.1.1
*>192.168.65.0 218.0.1.1
*> 200.0.0.1/32 218.0.1.1
*>201.0.0.1/32 218.0.1.1
*> 202.0.0.1/32 123.0.1.2
* 218.0.1.1
*>203.0.0.1/32 218.0.1.1
* 216.0.1.0/30 123.0.1.2
*> 218.0.1.1
*> 217.0.1.0/30 218.0.1.1
*> 218.0.1.0/30 0.0.0.0
* 218.0.1.1
*>219.0.1.0/30 218.0.1.1
*> 220.0.1.0/30 218.0.1.1

local router ID is 172.0.0.1
s suppressed, d damped, h history, * valid,
r RIB-failure,

? - incomplete

0
0

o

o O O o

Metric LocPrf Weight

32768
32768

o

O OO OO OoO oo

32768

32768

o

3276

3276

OO O WMOODOODODOODODOOOWwWoOoOooOo

> best,

Path
?
el

i - internal,

1000 1001 101 ~»
300 200 100 *

1000 100 2

1000 1001 101 »

300 2

1000 100 2

300 2

1000 100 200 2

300 2
?

1000
1000
1000
?

1000
300 2
1000

00 2

1001
1001
1001
1001

1001

101
401
401
401

401

300 200 100 *

1000
?

1000
1000
1000
1000
1000
300 2

1000 100 200 *

100 2

1001
1001
?
?
1001
00 2

101
401

?

)

301 2
?

301 2

1000 1001 101 201 ?
300 200 100 2

1000
1000
?

1000
1000
1000

?
?

?
1001
1001

?
?
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5.2.2.5 R4 BGP “SHOW IP BGP” Result

AS101#sh ip bgp
BGP table version is 54,

Status codes:

Origin codes: i - IGP, e - EGP,
Network Next Hop
*>10.0.0.1/32 0.0.0.0
*>10.1.1.1/32 219.0.1.
*>10.1.1.2/32 0.0.0.0
*>112.0.0.1/32 219.0.1.
*>113.0.0.1/32 0.0.0.0
*>121.0.1.0/30 219.0.1.
*> 122.0.1.0/30 219.0.1.
*>123.0.1.0/30 219.0.1.
* 131.0.1.0/30 131.0.1.
*> 0.0.0.0
*> 132.0.1.0/30 131.0.1.
* 219.0.1.
* 133.0.1.0/30 131.0.1.
*> 219.0.1.
*>172.0.0.1/32 219.0.1.
* 173.0.0.1/32 131.0.1.
*> 219.0.1.
*>182.0.0.1/32 219.0.1.
*> 183.0.0.1/32 131.0.1.
* 219.0.1.
*> 192.168.2.0 219.0.1.
*>192.168.3.0 219.0.1.
*> 192.168.4.0 0.0.0.0
* 192.168.5.0 131.0.1.
*> 219.0.1.
*> 192.168.65.0 219.0.1.
*> 200.0.0.1/32 219.0.1.
*> 201.0.0.1/32 219.0.1.
*> 202.0.0.1/32 219.0.1.
*> 203.0.0.1/32 131.0.1.
*> 216.0.1.0/30 219.0.1.
*> 217.0.1.0/30 219.0.1.
*> 218.0.1.0/30 219.0.1.
*>219.0.1.0/30 0.0.0.0
* 219.0.1.
*> 220.0.1.0/30 219.0.1.

o e e

FRERRRRRRRRRR

e N e T e N e S S S S S S

[

local router ID is 113.0.0.1
s suppressed, d damped, h history, * wvalid,
r RIB-failure,

? - incomplete

0

0

o o

o

Metric LocPrf Weight

32768
0
32768
0
32768

3276

3276

OO WMOOODODOODOODODODODVODODODOOOOO O oo

> best,

Path
?

1001 1000
2

1001 1000
?

1001 1000
1001 1000
1001 1000
201 2

?

201 2

1001 401 3
201 301 2
1001 401 ?
1001 1000
201 301 40
1001 401 2
1001 1000
201 301 2
1001 401 3
1001 1000
1001 1000
?

201 301 40
1001 401 2
1001 1000
1001 1000
1001 2
1001 1000
201 2

1001 1000
1001 2
1001 1000
?

1001 2
1001 2

i - internal,

400 »
100 »
100 2

100 200 2
400 7

01 2

400 »

17

400 300 2
01 2

100 »

400

17

?
?

100 200 »
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5.2.2.6 R5 BGP “SHOW IP BGP” Result

AS201#sh ip bgp

BGP table version is 50, local router ID is 203.0.0.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>10.0.0.1/32 131.0.1.2 0 0 101 »
* 10.1.1.1/32 132.0.1.1 0 301 401 1001 1000
*> 131.0.1.2 0 101 1001 1000 400
*>10.1.1.2/32 131.0.1.2 0 0 101 7
* 112.0.0.1/32 132.0.1.1 0 301 401 1001 1000
*> 131.0.1.2 0 101 1001 1000 100
*> 113.0.0.1/32 131.0.1.2 0 0 101 »
* 121.0.1.0/30 132.0.1.1 0 301 401 1001 1000
x> 131.0.1.2 0 101 1001 1000 100
* 122.0.1.0/30 132.0.1.1 0 301 401 1001 1000
*> 131.0.1.2 0 101 1001 1000 100
* 123.0.1.0/30 132.0.1.1 0 301 401 1001 1000
x> 131.0.1.2 0 101 1001 1000 400
* 131.0.1.0/30 131.0.1.2 0 0 101 °?
*> 0.0.0.0 0 32768 2
* 132.0.1.0/30 132.0.1.1 0 0 301 72
x> 0.0.0.0 0 32768 2
* 133.0.1.0/30 131.0.1.2 0 101 1001 401 2
*> 132.0.1.1 0 0 301 »
* 172.0.0.1/32 132.0.1.1 0 301 401 1001 1000
x> 131.0.1.2 0 101 1001 1000 400
*>173.0.0.1/32 132.0.1.1 0 301 401 »
* 131.0.1.2 0 101 1001 401 2
* 182.0.0.1/32 132.0.1.1 0 301 401 1001 1000
x> 131.0.1.2 0 101 1001 1000 400
*>183.0.0.1/32 132.0.1.1 0 0 301 7
* 192.168.2.0 132.0.1.1 0 301 401 1001 1000
*> 131.0.1.2 0 101 1001 1000 100
* 192.168.3.0 132.0.1.1 0 301 401 1001 1000
x> 131.0.1.2 0 101 1001 1000 400
*>192.168.4.0 131.0.1.2 0 0 101 2
*>192.168.5.0 132.0.1.1 0 301 401 »
* 131.0.1.2 0 101 1001 401 2
* 192.168.65.0 132.0.1.1 0 301 401 1001 1000
*> 131.0.1.2 0 101 1001 1000 2
* 200.0.0.1/32 132.0.1.1 0 301 401 1001 1000
*> 131.0.1.2 0 101 1001 1000 7
* 201.0.0.1/32 132.0.1.1 0 301 401 1001 7
*> 131.0.1.2 0 101 1001 2
* 202.0.0.1/32 132.0.1.1 0 301 401 1001 1000
*> 131.0.1.2 0 101 1001 1000 100
*> 203.0.0.1/32 0.0.0.0 0 32768 2
* 216.0.1.0/30 132.0.1.1 0 301 401 1001 1000
*> 131.0.1.2 0 101 1001 1000 °?
* 217.0.1.0/30 132.0.1.1 0 301 401 1001 2
x> 131.0.1.2 0 101 1001 2
* 218.0.1.0/30 132.0.1.1 0 301 401 1001 1000
*> 131.0.1.2 0 101 1001 1000 ?
* 219.0.1.0/30 132.0.1.1 0 301 401 1001 2
x> 131.0.1.2 0 0 101 7
* 220.0.1.0/30 132.0.1.1 0 301 401 »
*> 131.0.1.2 0 101 1001 2

400
100 »

100 2
100 200 2

200 2
400

400

400 300 »
300 2

100 2

400

)

)

100 200 2
200 2

?

?
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5.2.2.7 R6 BGP “SHOW IP BGP” Result

AS301#sh ip bgp

BGP table version is 52, local router ID is 183.0.0.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>10.0.0.1/32 132.0.1.2 0 201 101 »
* 133.0.1.1 0 401 1001 101 2
* 10.1.1.1/32 132.0.1.2 0 201 101 1001 1000
x> 133.0.1.1 0 401 1001 1000 400
*>10.1.1.2/32 132.0.1.2 0 201 101 »
* 133.0.1.1 0 401 1001 101 2
* 112.0.0.1/32 132.0.1.2 0 201 101 1001 1000
*> 133.0.1.1 0 401 1001 1000 100
*>113.0.0.1/32 132.0.1.2 0 201 101 »
* 133.0.1.1 0 401 1001 101 2
* 121.0.1.0/30 132.0.1.2 0 201 101 1001 1000
*> 133.0.1.1 0 401 1001 1000 100
* 122.0.1.0/30 132.0.1.2 0 201 101 1001 1000
*> 133.0.1.1 0 401 1001 1000 100
* 123.0.1.0/30 132.0.1.2 0 201 101 1001 1000
*> 133.0.1.1 0 401 1001 1000 400
* 131.0.1.0/30 133.0.1.1 0 401 1001 101 2
*> 132.0.1.2 0 0 201
* 132.0.1.0/30 132.0.1.2 0 0 201 7
*> 0.0.0.0 0 32768 ?
* 133.0.1.0/30 133.0.1.1 0 0 401 7
*> 0.0.0.0 0 32768 2
* 172.0.0.1/32 132.0.1.2 0 201 101 1001 1000
*> 133.0.1.1 0 401 1001 1000 400
*>173.0.0.1/32 133.0.1.1 0 0 401 7
* 182.0.0.1/32 132.0.1.2 0 201 101 1001 1000
*> 133.0.1.1 0 401 1001 1000 400
*>183.0.0.1/32 0.0.0.0 0 32768 2
* 192.168.2.0 132.0.1.2 0 201 101 1001 1000
x> 133.0.1.1 0 401 1001 1000 100
* 192.168.3.0 132.0.1.2 0 201 101 1001 1000
*> 133.0.1.1 0 401 1001 1000 400
*>192.168.4.0 132.0.1.2 0 201 101 7
* 133.0.1.1 0 401 1001 101 2
*>192.168.5.0 133.0.1.1 0 0 401
* 192.168.65.0 132.0.1.2 0 201 101 1001 1000
*> 133.0.1.1 0 401 1001 1000 7
* 200.0.0.1/32 132.0.1.2 0 201 101 1001 1000
*> 133.0.1.1 0 401 1001 1000 ?
* 201.0.0.1/32 132.0.1.2 0 201 101 1001 2
*> 133.0.1.1 0 401 1001 2
* 202.0.0.1/32 132.0.1.2 0 201 101 1001 1000
*> 133.0.1.1 0 401 1001 1000 100
*> 203.0.0.1/32 132.0.1.2 0 0 201 7
* 216.0.1.0/30 132.0.1.2 0 201 101 1001 1000
x> 133.0.1.1 0 401 1001 1000 7
* 217.0.1.0/30 132.0.1.2 0 201 101 1001 2
*> 133.0.1.1 0 401 1001 2
* 218.0.1.0/30 132.0.1.2 0 201 101 1001 1000
x> 133.0.1.1 0 401 1001 1000 7
* 219.0.1.0/30 132.0.1.2 0 201 101 2
*> 133.0.1.1 0 401 1001 ?
* 220.0.1.0/30 132.0.1.2 0 201 101 1001 2
*> 133.0.1.1 0 0 401 7

400

100 2

100 »
100 200 »

200 »2
400 2

400 2
400 300 2
300 ?
100 ?

400
?

?

100 200 »
200 2

?

?
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5.2.2.8 R7 BGP “SHOW IP BGP” Result

AS401#sh ip bgp

BGP table version is 52, local router ID is 173.0.0.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 10.0.0.1/32 133.0.1.2 0 301 201 101 2
*> 220.0.1.1 0 1001 101 2
*>10.1.1.1/32 220.0.1.1 0 1001 1000 400 2
* 10.1.1.2/32 133.0.1.2 0 301 201 101 2
x> 220.0.1.1 0 1001 101 2
*> 112.0.0.1/32 220.0.1.1 0 1001 1000 100 ?
* 113.0.0.1/32 133.0.1.2 0 301 201 101 2
*> 220.0.1.1 0 1001 101 2
*>121.0.1.0/30 220.0.1.1 0 1001 1000 100 ?
*>122.0.1.0/30 220.0.1.1 0 1001 1000 100 200 2
*> 123.0.1.0/30 220.0.1.1 0 1001 1000 400 °?
* 131.0.1.0/30 133.0.1.2 0 301 201 7
x> 220.0.1.1 0 1001 101 2
*>132.0.1.0/30 133.0.1.2 0 0 301
* 133.0.1.0/30 133.0.1.2 0 0 301 »
*> 0.0.0.0 0 32768 ?
*>172.0.0.1/32 220.0.1.1 0 1001 1000 400 2
*>173.0.0.1/32 0.0.0.0 0 32768 2
*> 182.0.0.1/32 220.0.1.1 0 1001 1000 400 300 2
*>183.0.0.1/32 133.0.1.2 0 0 301 72
*>192.168.2.0 220.0.1.1 0 1001 1000 100 ?
*>192.168.3.0 220.0.1.1 0 1001 1000 400 ?
* 192.168.4.0 133.0.1.2 0 301 201 101 2
*> 220.0.1.1 0 1001 101 2
*>192.168.5.0 0.0.0.0 0 32768 ?
*> 192.168.65.0 220.0.1.1 0 1001 1000 2
*> 200.0.0.1/32 220.0.1.1 0 1001 1000 2
*> 201.0.0.1/32 220.0.1.1 0 0 1001 2
*> 202.0.0.1/32 220.0.1.1 0 1001 1000 100 200 2
*> 203.0.0.1/32 133.0.1.2 0 301 201 »
* 220.0.1.1 0 1001 101 201 ~»
*> 216.0.1.0/30 220.0.1.1 0 1001 1000 2
*> 217.0.1.0/30 220.0.1.1 0 0 1001
*> 218.0.1.0/30 220.0.1.1 0 1001 1000 2
*>219.0.1.0/30 220.0.1.1 0 0 1001 2
*> 220.0.1.0/30 0.0.0.0 0 32768 2
* 220.0.1.1 0 0 1001
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5.2.2.9 R8 BGP “SHOW IP BGP” Result

AS1000#sh ip bgp
BGP table version is 51,
Status codes:

*

*>
*>
*>
*>
*

*>
*

*>
*>
*

*>
*>
*>
*>
*>
*>
*

*>
*>
*>
*>
*>
*>
*>
*>
*

*>
*>
*

*>
*

*>
*

*>
*>
*>

Origin codes: i - IGP, e - EGP,
Network Next Hop
*>10.0.0.1/32 218.0.1.2
217.0.1.2
10.1.1.1/32 218.0.1.2
10.1.1.2/32 217.0.1.2
112.0.0.1/32 216.0.1.2
113.0.0.1/32 217.0.1.2
121.0.1.0/30 218.0.1.2
216.0.1.2
122.0.1.0/30 218.0.1.2
216.0.1.2
123.0.1.0/30 218.0.1.2
216.0.1.2
131.0.1.0/30 217.0.1.2
132.0.1.0/30 217.0.1.2
133.0.1.0/30 217.0.1.2
172.0.0.1/32 218.0.1.2
173.0.0.1/32 217.0.1.2
182.0.0.1/32 218.0.1.2
216.0.1.2
183.0.0.1/32 217.0.1.2
192.168.2.0 216.0.1.2
192.168.3.0 218.0.1.2
192.168.4.0 217.0.1.2
192.168.5.0 217.0.1.2
192.168.65.0 0.0.0.0
200.0.0.1/32 0.0.0.0
201.0.0.1/32 217.0.1.2
202.0.0.1/32 218.0.1.2
216.0.1.2
203.0.0.1/32 217.0.1.2
216.0.1.0/30 216.0.1.2
0.0.0.0
217.0.1.0/30 217.0.1.2
0.0.0.0
218.0.1.0/30 218.0.1.2
0.0.0.0
219.0.1.0/30 217.0.1.2
220.0.1.0/30 217.0.1.2

local router ID is 200.0.0.1
s suppressed, d damped, h history, * wvalid,
r RIB-failure,

? - incomplete

0

0

o

O O OO OO oo

Metric LocPrf Weight

ecNeoNeolNeololNoloNeo oo NolNoBoNoNoNoNeoNoNoNoNoNo o Na}

32768
32768

o O oo

32768

32768

32768

> best,

i - internal,
Path
400 2
1001 101 2
400 ?
1001 101 ~»
100 2
1001 101 2

400 300 200 *
100 ?
400 300 2

100 200 »

400 2

100 200 300 »
1001 101 2
1001 401 301 2
1001 401 2

400 2

1001 401 2

400 300 2

100 200 300 2
1001 401 301 2
100 »

400 °

1001 101 2
1001 401 2

?

?

1001 2

400 300 200 2
100 200 7

1001 101 201 2
100 »

?

1001 2

?

400 2

?

1001 2

1001 2
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5.2.2.10 R9 BGP “SHOW IP BGP” Result

AS1001#sh ip bgp

BGP table version is 42,

Status codes:

Origin codes: i - IGP, e - EGP,
Network Next Hop
* 10.0.0.1/32 217.0.1.
*> 219.0.1.
*>10.1.1.1/32 217.0.1.
*>10.1.1.2/32 219.0.1.
*>112.0.0.1/32 217.0.1.
*> 113.0.0.1/32 219.0.1.
*>121.0.1.0/30 217.0.1.
*>122.0.1.0/30 217.0.1.
*>123.0.1.0/30 217.0.1.
*> 131.0.1.0/30 219.0.1.
* 132.0.1.0/30 219.0.1.
*> 220.0.1.
*>133.0.1.0/30 220.0.1.
*> 172.0.0.1/32 217.0.1.
*> 173.0.0.1/32 220.0.1.
*>182.0.0.1/32 217.0.1.
* 183.0.0.1/32 219.0.1.
*> 220.0.1.
*>192.168.2.0 217.0.1.
*> 192.168.3.0 217.0.1.
*> 192.168.4.0 219.0.1.
*>192.168.5.0 220.0.1.
*> 192.168.65.0 217.0.1.
*> 200.0.0.1/32 217.0.1.
*> 201.0.0.1/32 0.0.0.0
*> 202.0.0.1/32 217.0.1.
* 203.0.0.1/32 220.0.1.
*> 219.0.1.
*> 216.0.1.0/30 217.0.1.
* 217.0.1.0/30 217.0.1.
*> 0.0.0.0
*> 218.0.1.0/30 217.0.1.
* 219.0.1.0/30 219.0.1.
*> 0.0.0.0
* 220.0.1.0/30 220.0.1.
*> 0.0.0.0

FRPNNERERPNNMNNNERENERENMNNODNNNNRERERNDERENDENDRE

e e

=

local router ID is 201.0.0.1
s suppressed, d damped, h history, * wvalid,
r RIB-failure,

? - incomplete

0

0

o O O oo

O O OO OO oo

Metric LocPrf Weight

3276

OO O OO VOO ODOODOOODODODODODODODOOODODODOOOO OO

32768

32768

32768

> best,

i - internal,

Path

1000 400 2

101 2

1000 400 2

101 2

1000 100 ?

101 »

1000 100 2
1000 100 200 2
1000 400 2

101 »2

101 201 2

401 301 2

401 7

1000 400 2

401 2

1000 400 300 2
101 201 301 ~»
401 301 2
1000 100 2
1000 400 2
101 7

401 2

1000 2

1000 2

?

1000 100 200 2
401 301 201 »
101 201 7
1000 2

1000 2

?

1000 2

101 7

?

401 2

?

Page 32



5.2.3 Empty Network Behaviour

Using WireShark, It was possible to verify that the BGP updates were occurring every 60 seconds, and
that the holding time was 180 seconds. Figure 15 shows the BGP open message from router R9. and

Figure 16 shows R8 keepalive message every 60 seconds to R9.

EN Mesonge
OPEN Messag

[ 169.835419 217.01.2217.0.11 B

= Frame 16: 99 bytes on wire (792 bits), 99 bytes captured (792 bits)
Arrival Time: Jan 20, 2011 15:53:36.248708000 Central standard Time (Mexico)
Epoch Time: 1295560416.248708000 seconds
[Time delta from previous captured frame: 0.002169000 seconds]
[Time delta from previous displayed frame: 0.002169000 seconds]
[Time since reference or first frame: 9.835419000 seconds]
Frame Number: 16
Frame Length: 99 bytes (792 bits)
Capture Length: 99 bytes (792 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ip:tcp:bgp]
[coloring Rule Name: TTL low or unexpected]

@ Internet Protocol, Src: 217.0.1.2 (217.0.1.2), Dst: 217.0.1.1 (217.0.1.1)

= Border Gateway Protocol
= OPEN Message
Marker: 16 bytes
Length: 45 bytes
Type: OPEN Message (1)
version: 4
My AS: 1001
Hold time: 180
BGP identifier: 201.0.0.1
optional parameters length: 16 bytes
@ optional parameters

<[ .

[E=EE

@ Transmission control Protocol, Src Port: 19383 (19383), Dst Port: bgp (179), Seq: 1, Ack: 1, Len: 45

[coloring Rule string: ( ! ip.dst == 224.0.0.0/4 & ip.ttl < 5 & !pim) || (ip.dst == 224.0.0.0/24 &&
# Ethernet II, Src: cc:09:07:26:00:00 (cc:09:07:26:00:00), Dst: cc:08:07:26:00:00 (cc:08:07:26:00:00)

40 00 07 35 00 00 jidiiili

i 00 2d 01 04 03 e9 00 b4 c9 00
00 01 10 02 06 01 04 00 01 00 01 02 02 80 00 02)
02 02 00

Figure 15 R9 Open Message to R8

>

1

900

800
700

600

500

400

300
200 _‘x

100

110 139 168 195 216 245 276 307 338 369

401

432

Figure 16 Keepalive Time R8 to R9

5.2.4 [P Anycast Configuration

In order to configure two routers with the same IP address it is necessary to program two loopback

addresses with same IP address (10.0.0.1). This was implemented in the following router configurations

for R3 and R4.
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R3 anycast configuration commands

Loopbackl

IP address 10.0.0.1 255.255.255.255

Loopback2

IP address 10.1.1.1 255.255.255.255

IP PIM rp-address 10.0.0.1

IP MSDP peer 10.1.1.2 connect-source Loopback?2
IP MSDP originator-id Loopback2

R4 anycast configuration commands

Loopback1

IP address 10.0.0.1 255.255.255.255

Loopback2

IP address 10.1.1.2 255.255.255.255

IP PIM rp-address 10.0.0.1

IP MSDP peer 10.1.1.1 connect-source Loopback?2
IP MSDP originator-id Loopback2

After this configuration is applied, the routers closest to R3 will choose it to get to 10.0.0.1, while the

routers closest to R4 will choose it instead.

When using the PIM and MSDP features of Cisco I0S, PIM is used to forward traffic between multicast
domains, while MSDP sets up a multicast peering between R3 and R4. Figure 17 shows one of the traces
from R8 to R9 which captures some of the messages interchanged in this peering. Figure 18 shows the

times of the keepalive messages for MSDP.
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s 011210511 6o e S =5
—

@ Frame 73: 57 bytes on wire (456 bits), 57 bytes captured (456 bits)
# Ethernet II, src: cc:09:07:26:00:00 (cc:09:07:26:00:00), Dst: cc:08:07:26:00:00 (cc:08:07:Z

# Internet Protocol, Src: 10.1.1.2 (10.1.1.2), bst: 10.1.1.1 (10.1.1.1)
= Transmission Control Protocol, Src Port: msdp (639), Dst Port: 63003 (63003), Seq: 1, Ack:
Source port: msdp (639)
Destination port: 63003 (63003)
[stream index: 1]
Sequence number: 1 (relative sequence number)
[Next sequence number: 4 (relative sequence number)]
Acknowledgement number: 1 (relative ack number)
Header Tength: 20 bytes
# Flags: 0x18 (PSH, ACK)
window size: 16384
# Checksum: 0xbd06 [validation disabled]
@ [SEQ/ACK analysis]
= Multicast Source Discovery Protocol
Type: KeepAlive (4)
[ tength: -~ ||

< | i ] »

0010 00 2b 91 al 00 00 fe 06 14 67 0a 01 01 02 0a 01  .+...... . Geurnn.
0020 01 01 02 7f 6 1b 33 53 08 a8 6c d8 f4 4f 50 18 ...... 35 ..1..0P.
0030 40 00 bd 06 00 00 04 [ENE @...... >

Figure 17 MSDP Keepalive Message
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Figure 18 Keepalive MSDP (60 seconds default)

5.3 IP Anycast testing
The following procedure was used to test IP Anycast:

1. Start the network and wait until all routers reach steady-state.

From any router, run a traceroute command to 10.0.0.1, which is the IP Anycast address.

3. From the same router, ping 10.0.0.1, using the following ping options: Protocol = IP, Target IP
Address= 10.0.0.1, Repeat count=1000, Datagram size = 100, Timeout in seconds = 1, extended
commands =n, and Sweep Range of Sizes = n

4. Turn off the router through which the connection to 10.0.0.1 has been established.
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5. Wait for the ping command to finish.
6. Take the values obtained from the measurement.
7. Run traceroute to 10.0.0.1 again to confirm the new path has been established.

The first test was run using RO and turning R3 down a few seconds after ping command to 10.0.0.1
started. Figure 19 shows the test result. In this case, the new path to 10.0.0.1 is established after 136
seconds. The first traceroute to 10.0.0.1 shows the path to be R0-R8-R3 (216.0.1.1 and 218.0.1.2). The
second traceroute shows the path to be R0-R8-R9-R4 (216.0.1.1, 217.0.1.2 and 219.0.1.2).

AS100#traceroute 10,0,0,1
Type escape sequence to abort,
Tracing the route to 10,0,0,1

1 216,0,1,1 8 msec 0 msec 12 msec
2 218,0,1,2 [AS 1000] 4 msec 24 msec *

AS100#ping

Protocol [ipl:

Target IP address: 10,0,0,1

Repeat count [5]: 1000

Datagram size [100]:

Timeout in seconds [2]: 1

Extended commands [n]:

Sweep range of sizes [n]:

Type escape sequence to abort,

Sending 1000, 100-byte ICHP Echos to 10,0,0,1, timeout is 1 seconds:
T T N A e nnm

S PP
e e e o0 e te e s e a e a st e st e a ot st sstostottstsstestotsotsstestorses
N NN RN

Success rate is 86 percent (864/1000), round-trip minfavg/max = 4/25/76 ms
AS100#traceroute 10,0,0,1

Type escape sequence to abort,
Tracing the route to 10,0,0,1

1 216,0,1.,1 4 msec 4 msec 8 msec

2 217,0,1,2 [RS 1000] 4 msec 16 msec 36 msec

3 219,0,1,2 [AS 1001] 40 msec 40 msec * :
as100#l

Figure 19 Ping and Traceroute from RO to 10.0.0.1

From each of four routers - RO, R1, R7 and R6 - ten sample runs were conducted to see the behaviour of
the convergence time for IP Anycast using only BGP as routing protocol. Table 5 shows the summary of
the results for the tests from RO.
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Convergence Time (s)

1 181
2 1360
3 180
4 169
5 172
6 178
7 145
8 162
9 143
10 160
Average 162.6

Table 5 RO Convergence Time Samples

The second test was run using R1 and turning down R3 a few seconds after the ping to 10.0.0.1 was
started. Figure 20 shows the results. In this case, 165 seconds were needed to establish the new path to
10.0.0.1. The first traceroute to 10.0.0.1 shows the path to be R1-R2-R3 (122.0.1.1 and 123.0.1.2). The
second traceroute shows the path to be R1-R0-R8-R9-R4 (121.0.1.2, 216.0.1.1, 217.0.1.2 and 219.0.1.2).
Table 6 shows the summary of the results for this set of tests

AS200#traceroute 10,0,0,1

Type escape sequence to abort,
Tracing the route to 10,0,0,1

1122,0,1,1 12 msec_4 msec 16 msec
2 123,0,1,1 [AS 300] 8 msec 12 msec *
AS200#ping
Protocol [ipl:
Target IP address: 10,0,0,1
Repeat count [5]: 1000
Datagram size [100];
Timeout in seconds [2]: 1
Extended commands [n]:
Sweep range of sizes [n]:
Type escape sequence to abort,
Sending 1000, 100-byte ICHP Echos to 10,0,0,1, timeout is 1 seconds:
I N T A A A N R A R N AR A

I L LR R R R R R R R R RE A AT

Success rate is 83 percent (835/1000), round-trip min/avg/max = 4/27/120 ms
AS200#traceroute 10,0,0,1

Type escape sequence to abort,
Tracing the route to 10,0,0,1

1121,0,1,2 0 msec 24 msec 12 msec

2 216,0,1,1 [AS 100] 12 msec 16 msec 8 msec

3 217,0,1,2 [AS 1000] 24 msec 48 msec 20 msec

4 219,0,1,2 [AS 1001] 24 msec 28 msec *
as2004l

Figure 20 Ping and traceroute from R1 to 10.0.0.1
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Convergence Time (s)

1 165

8]
—
~]
O

O 09 O U A~ W
i
o]
<

Average 171.6

Table 6 R1 Convergence Time Samples

The third test was run using R7 and turning down R4 a few seconds after the ping to 10.0.0.1 was
started. Figure 21 shows the first sample result. In this case, 153 seconds were needed to establish the
connection to the new path to 10.0.0.1. The first traceroute to 10.0.0.1 shows the path to be R7-R9-R4
(220.0.1.1 and 219.0.1.2). The second traceroute shows the path to be R7-R9-R8-R3 (220.0.1.1,
217.0.1.1 and 218.0.1.2). Table 7 shows the results for this set.

200 r7
AS401#traceroute 10,0,0,1

Type escape sequence to abort,
Tracing the route to 10,0,0,1

1 220,0,1,1 32 msec 8 msec 12 msec
2 219,0,1.2 [AS 1001] 20 msec 40 msec *

AS401#ping

Protocol [ipl:

Target IP address: 10,0,0,1

Repeat count [5]: 1000

Datagram size [100]:

Timeout in seconds [2]: 1

Extended commands [n]:

Sweep range of sizes [n]:

Type escape sequence to abort,

Sending 1000, 100-byte ICHMP Echos to 10,0,0,1, timeout is 1 seconds:
T N A T e A N e

Success rate is 84 percent (847/1000), round-trip min/avg/max = 1/25/76 ms
AS401#traceroute 10,0,0,1

Type escape sequence to abort,
Tracing the route to 10,0,0,1

1 220,0,1,1 12 msec 12 msec 4 msec

2 217,0,1.1 [AS 1001] 8 msec 32 msec 16 msec

3 218,0,1.2 [AS 1000] 44 msec 44 msec *
as4o1#ll

Figure 21 Ping and traceroute from R7 to 10.0.0.1
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Convergence Time (s)

1

153

2 136
3 139
4 163
5 146
6 133
7/ 159
8 160
) 150
10 171
Average 151

Table 7 R7 Convergence Time Samples

This fourth test was run using R6, and turning down R4 a few seconds after the ping to 10.0.0.1 has
started. Figure 22 shows the first sample performed. In this case, 153 seconds were needed to re-
establish the connection to the new path to 10.0.0.1. The first traceroute to 10.0.0.1 shows the path to
be is R6-R5-R4 (132.0.1.2 and 131.0.1.2). The second traceroute shows the path to be R6-R7-R9-R8-R3
(133.0.1.1, 220.0.1.1, 217.0.1.1 and 218.0.1.2). Table 8 shows the summary of results for this set.

AS301#traceroute 10,0,0,1

Type escape sequence to abort,
Tracing the route to 10,0,0,1

1 132,0,1.2 4 msec 24 msec 28 msec
2 131,0,1,2 [AS 201] 16 msec 12 msec *
AS301#ping
Protocol [ipl:
Target IP address: 10,0,0,1
Repeat count [5]: 1000
Datagram size [100]:
Timeout in seconds [2]: 1
Extended commands [nl:
Sweep range of sizes [n]:
Type escape sequence to abort,
Sending 1000, 100-byte ICMP Echos to 10,0,0,1, timeout is 1 seconds:
T R R RN R R N T RN NN R R RN RN RN RN NN NN NN RN NN NNRAD

Success rate is 82 percent (824/1000), round-trip minfavg/max = 1/29/96 ms
AS301#traceroute 10,0,0,1

Type escape sequence to abort,
Tracing the route to 10,0,0,1

1 133,0.1,1 32 msec 24 msec 8 msec

2 220,0,1,1 [AS 401] 12 msec 4 msec 12 msec

3 217,0,1.1 [AS 1001] 24 msec 20 msec 28 msec
4 218,0,1,2 [AS 1000] 36 msec 16 msec *
Aszo1#ll

Figure 22 Ping and traceroute from R6 to 10.0.0.1
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Convergence Time (s)

1 176
162

[§]

O 0 O 1 A~ W
-
N
~

10 161

Average 167.7

Table 8 R6 Convergence Time Samples

Convergence time in all cases is around 10% less than the BGP hold-timer. This trend was maintained
when we changed the hold-timer to 90 seconds in all routers (see Table 9). The only additional
observation is that the average time from R1 and R6 seems to be closer to the hold-timer. Also, the
average for R6 is higher than the hold-timer, at an average value of 95.6 seconds.

IP ANYCAST BGP HOLD TIME: 90 s

R3 Down - R3 Down - R4 Down
Convergence
Convergence Time Convergence Time Time from R7 (90 Convergence Time
Test # from RO (90 s) from R1 (90 s) s) from R6 (90 s)
1 82 73 87 100
2 78 90 85 91
3 78 66 83 93
4 86 88 88 95
5 81 88 80 109
6 89 101 74 95
7 69 98 92 95
8 70 111 81 102
9 90 89 86 88
10 79 82 74 88

Average

STDEV

Table 9 Convergence times when hold-time is 90 seconds

In addition to the previous tests, some data collection was done using Wireshark . The results are very
similar. For example, a trace from R2 to R3 was analyzed in order to get the time when no more
messages were received from R3. There were seven TCP re-transmissions since the last successful
keepalive message from R3 (123.0.0.1) so the next message from R2 to R3 was 60 seconds after that.
TCP then tried to send the keepalive message to R3 but there was no successful response after
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44.396365 seconds. In summary the time elapsed since the last successful transmission from R3 was a
total of 104.866046 seconds.

 R2_to Racop - Wireshark . i e o o i S S
File Edit View Go Capture Analyze Statistics Telephony Tools Help

Beoee BEEAXRE Ae»nTFL QAab @#®E®% B
Filter: bgp Go to the packet with number...hppw

0. Time Source Destination Protocol  Info
2270 760.966132 OIS HOSI= BGP KEEPALIVE Message
2271 760.974469 OIS .0.1. BGP KEEPALIVE Message
2289 *REF¥* .0.1. .0.1. BGP KEEPALIVE Message

=z

2366 104. 866046
2512 618.643684

OPEN Message, KEEPALIVE Message
KEEPALIVE Message, KEEPALIVE Message

= Frame 2366: 73 bytes on wire (584 bits), 73 bytes captured (584 bits)
Arrival Time: Jan 20, 2011 16:08:49.859215000 Central standard Time (Mexico)
Epoch Time: 1295561329.859215000 seconds
[Time delta from previous captured frame: 0.478342000 seconds]
[Time delta from previous displayed frame: 0.478342000 seconds]
[Time since reference or first frame: 104.866046000 seconds]

Figure 23 WireShark R2 to R3 trace when R3 goes down

In the R4-to-R9 trace we find an update message where the routes from R3 were withdrawn. After that
the pings from R1 to 10.0.0.1 were successful (see Figure 24).

o S S = a0 .. e

File Edit View Go (Capture Analyze Statistics Telephunx Tools Help
DR DEXEE AesDTL QAP WEW % B

Filter: v Expression... Clear Apply

No. Time Source Destination Protocol _Info

437 064.809070 9.0.1.1 9.0.1. 51651 > bgp [ACK] 5eq=881 Ack=587 Win=15798 Len=0

668316 €c:09:07:26:00:10 Repl
637417 219.0.1.2 BGP. UPDATE Message, UPDATE Message, UPDATE Message
873779 2. bgp > 51651 [ACK] 5eq=587 Ack=1029 Win=15356 Len=0

07:17:00:11 LOOP  Reply

855733

441 972.

442 975.663691 c 07: 10 LooP  Reply
443 982.915511 €8:00:07:17:00:11 LooP  Reply
444 982.991741 CDP/VTP/DTP/PAGP/UDLD cop Device ID: AS1001 Port ID: Ethernet1/0
445 985.640292 €c:09:07:2 10 LooP Reply
446 992.905267 c o7 LooP  Reply
447 995. 647342 €C:09:07:2 10 LooP  Reply

448 998. 619239
449 999.152801
450 999.155515
451 999.186409

CDP/VTP/DTP/PAQP/UDLD CDP Device ID: AS101 Port ID: Ethernetl/1

10.0.0.1 1cMp  Echo (ping) request (id=0x0001, seq(be/le)=138/35328, ttl=252)
121. ICMP Echo (ping) reply (id=0x0001, seq(be/1 38/35328, tt 5)
Icvp Echo (ping) request (id=0x0001, seq(be/1e)=139/35584, tt1=252)

10.

= UPDATE Message
Marker: 16 bytes
Length: 42 bytes
Type: UPDATE Message (2)
unfeasible routes length: 19 bytes
@ withdrawn routes:
210.1.1.1/32
withdrawn route prefix length: 32
withdrawn prefix: 10.1.1.1 (10.1.1.1)
@ 123.0.1.0/30
©172.0.0.1/32
@ 192.168.3.0/24
Total path attribute length: 0 bytes
© Border Gateway Protocol

i

8 0 0C cc 09 07 26 00
0 bc 00 2d 00 00 01 06 00 4c db
)1 02 c9 c3 00 b3 8a 3a a9 e7 b5 di

£ ff ff ff ff i

Load time: 0:00.240 Profile: Default

Figure 24 WireShark R4 to R9 trace when R3 goes down

Traces were taken from every link in our network. These traces were compared against the time
reference. Table 10 shows all times when R3 went down, and when it was restored. When R3 was down
the configuration of the network required more time than when R3 was re-started. Some of this delay is
due to the holding time (180 seconds). Table 10 shows the results for all network connections.
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Traces Analysis from WireShark
Initial Time when R3 when Down: 15:18:03

Message (WireShark)

Test 1
Time(hh:mm:ss.ssssss)

Difference(s)

R2 to R3
R2 to R3
R2 to R3
R1 to R2
R8 to R9
RO to R8
R9 to R7
R4 to R9
R4 to R5
R6 to R7
RO to R1
R5 to R6

Last Keepalive

Last TCP Retransmission

First ARP for 123.0.0.1

First BGP Update after R3 Down
First BGP Update after R3 Down
First BGP Update after R3 Down
First BGP Update after R3 Down
First BGP Update after R3 Down
First BGP Update after R3 Down
First BGP Update after R3 Down
First BGP Update after R3 Down
First BGP Update after R3 Down

15:18:50.763418
15:19:21.156953
15:19:31.395004
15:20:52.898145
15:20:39.940560
15:20:39.940645
15:20:39.947234
15:20:39.947366
15:20:39.954117
15:20:39.954213
15:20:39.965055
15:20:39.97689

47.763418
78.156953
88.395004
169.898145
169.940560
169.940645
169.947234
169.947366
169.954117
169.954213
169.965055
169.976890

Table 10 Time differences when R3 is down

As noted in Table 10, the last update for the routers takes around 170 seconds to be received. This is

close to 10% less than the hold-timer.
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6 Conclusion

Border Gateway Protocol is one of the most widely used routing protocols in the Internet today. In small
environments it is possible for BGP to converge, but this never occurs in the global Internet due to the
number and frequency of changes. A small network of ten routers was used In the tests documented in
this report. The main finding is that when a failure occurs in one router, re-routing to an alternative IP
Anycast address converges after almost the same time as the hold-timer value. In our first series of
tests, the hold-timer value had the default value of 180 seconds, and the average convergence time was
163.2 seconds. In our second series of tests, the hold-timer was set to 90 seconds, and the average
convergence time was 86.9 seconds.

A second observation is that convergence time increases as the number of hops increases. For example,
convergence times measured from a router one hop further away from the failed router are higher. In
our experiments, recovering the path from RO required 162.6 seconds, while recovering the path from
R1 took 171.6 seconds. We can also see the same trend in the tests with R7 and R6. The R7 average is
16% less and the R6 is 7% less.

In this project, | used the graphic network simulator GNS3, rather than real Cisco routers. GNS3 was
very useful in testing a small, quiet network. The simulation environment worked better using Ubuntu
rather than Windows 7, which wasn’t able to keep GNS3 running for more than 10 minutes. Previous
work (Ref. 10) used a BGP network simulator called SSFNET. With this tool, researchers were able to
simulate and analyze the performance of large BGP networks. Our conclusions using GNS3 agree with
the findings from similar tests with SSFNET.

The performance of the GNS3 simulation is very close to that of a real network using the same set of
four routers in a quiet traffic situation. The conclusion is that GNS3 is a good tool to build your own
home lab without using real routers, but it only works with layer 3 or higher. Further, GNS3 allows you
to practice in order to get your Cisco Certifications. It also allows you to connect your home network or
internet to your lab environment.

A possible future project could use the tool SSFNET to simulate larger networks and to analyze the BGP
convergence time for different types of networks.
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7 Appendix 1: Router Configurations

RO

Version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

hostname AS100

|

boot-start-marker
boot-end-marker

|

!

memory-size iomem 15
clock timezone MST -7
no aaa new-model

ip subnet-zero

|

|

!

ip cef

|

interface Loopback0

ip address 112.0.0.1 255.255.255.255
!

interface FastEthernet0/0

ip address 121.0.1.2 255.255.255.252
duplex auto

speed auto

|

interface FastEthernet(0/1
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no ip address

shutdown

duplex auto

speed auto

|

interface Ethernetl/0

ip address 192.168.2.2 255.255.255.0
half-duplex

|

interface Ethernetl/1

ip address 216.0.1.2 255.255.255.252
half-duplex

|

interface Ethernetl/2

no ip address

shutdown

half-duplex

|

interface Ethernetl/3

no ip address

shutdown

half-duplex

|

router bgp 100

no synchronization

bgp log-neighbor-changes

network 112.0.0.0 mask 255.255.255.0
redistribute connected

neighbor 121.0.1.1 remote-as 200
neighbor 216.0.1.1 remote-as 1000
no auto-summary

|

ip http server

ip classless
|

|

line con O

line aux O

line vty 0 4
login

I

ntp server 217.0.1.1
|

end
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R1

!

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

hostname AS200

|

boot-start-marker
boot-end-marker

|

!

memory-size iomem 15
clock timezone MST -7
no aaa new-model

ip subnet-zero

|

|

!

ip cef

|

interface Loopback0

ip address 202.0.0.1 255.255.255.255
|

interface FastEthernet0/0

ip address 121.0.1.1 255.255.255.252
duplex auto

speed auto

|

interface FastEthernet0/1

ip address 122.0.1.2 255.255.255.252
duplex auto

speed auto
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interface Ethernetl/0
no ip address
shutdown

half-duplex

|

interface Ethernetl/1
no ip address
shutdown

half-duplex

|

interface Ethernetl/2
no ip address
shutdown

half-duplex

|

interface Ethernetl/3
no ip address
shutdown

half-duplex

|

router bgp 200

no synchronization

bgp log-neighbor-changes

network 202.0.0.0

redistribute connected
neighbor 121.0.1.2 remote-as 100
neighbor 122.0.1.1 remote-as 300

no auto-summary
|

ip http server
ip classless

line con O
line aux O
line vty 0 4
login
I
ntp server 217.0.1.1
1

end
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R2

! Last configuration change at 14:58:22 MST Wed Jan 19 2011
! NVRAM config last updated at 14:58:30 MST Wed Jan 19 2011
|

version 12.3

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

|

hostname AS300

|

boot-start-marker
boot-end-marker

|

!

memory-size iomem 15
clock timezone MST -7
no aaa new-model

ip subnet-zero

|

|

!

ip cef

|

interface Loopback0

ip address 182.0.0.1 255.255.255.255
|

interface FastEthernet0/0

ip address 123.0.1.2 255.255.255.252
duplex auto

speed auto

|

interface FastEthernet(0/1
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ip address 122.0.1.1 255.255.255.252
duplex auto

speed auto

|

interface Ethernetl/0

no ip address

shutdown

half-duplex

|

interface Ethernetl/1

no ip address

shutdown

half-duplex

|

interface Ethernetl/2

no ip address

shutdown

half-duplex

|

interface Ethernetl/3

no ip address

shutdown

half-duplex

|

router bgp 300

no synchronization

bgp log-neighbor-changes

network 182.0.0.0 mask 255.255.255.0
redistribute connected

neighbor 122.0.1.2 remote-as 200
neighbor 123.0.1.1 remote-as 400
no auto-summary

|

ip http server

ip classless
|

line con O
line aux 0
line vty 0 4
login
!
ntp server 217.0.1.1
!

end
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R3

|
! No configuration change since last restart
! NVRAM config last updated at 15:11:48 MST Wed Jan 19 2011
|
version 12.3
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
|

hostname AS400

|

boot-start-marker
boot-end-marker

|

!

memory-size iomem 15
clock timezone MST -7
no aaa new-model

ip subnet-zero

|

|

!

ip cef

|

interface Loopback0

ip address 172.0.0.1 255.255.255.255
|

interface Loopbackl

ip address 10.0.0.1 255.255.255.255
|
interface Loopback?2

ip address 10.1.1.1 255.255.255.255
!
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interface FastEthernet0/0

ip address 123.0.1.1 255.255.255.252
duplex auto

speed auto

|

interface FastEthernet0/1

no ip address

shutdown

duplex auto

speed auto

|

interface Ethernetl/0

ip address 192.168.3.2 255.255.255.0
half-duplex

|

interface Ethernetl/1

ip address 218.0.1.2 255.255.255.252
half-duplex

|

interface Ethernetl/2

no ip address

shutdown

half-duplex

|
interface Ethernetl/3

no ip address

shutdown

half-duplex

|
router bgp 400

no synchronization

bgp log-neighbor-changes

network 172.0.0.0 mask 255.255.255.0
redistribute connected

neighbor 123.0.1.2 remote-as 300
neighbor 218.0.1.1 remote-as 1000

no auto-summary

|
ip http server
ip classless

|
ip pim rp-address 10.0.0.1
ip msdp peer 10.1.1.2 connect-source Loopback?2
ip msdp originator-id Loopback?2

|

|
|
|
|
|
!
line con O
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line aux 0
line vty 0 4
login

I

ntp server 217.0.1.1
1

end

R4

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

hostname AS101

|

boot-start-marker
boot-end-marker

|

!

memory-size iomem 15
clock timezone MST -7
no aaa new-model

ip subnet-zero

|

|

!

ip cef

|

interface LoopbackO

ip address 113.0.0.1 255.255.255.255
I

interface Loopbackl
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ip address 10.0.0.1 255.255.255.255
|

interface Loopback?2

ip address 10.1.1.2 255.255.255.255
|

interface FastEthernet0/0

ip address 131.0.1.2 255.255.255.252
duplex auto

speed auto

|

interface FastEthernet0/1

no ip address

shutdown

duplex auto

speed auto

|

interface Ethernetl/0

ip address 192.168.4.2 255.255.255.0
half-duplex

|
interface Ethernetl/1

ip address 219.0.1.2 255.255.255.252
half-duplex

|
interface Ethernetl/2

no ip address

shutdown

half-duplex

|
interface Ethernetl/3

no ip address

shutdown

half-duplex

|
router bgp 101

no synchronization

bgp log-neighbor-changes

network 113.0.0.0 mask 255.255.255.0
redistribute connected

neighbor 131.0.1.1 remote-as 201
neighbor 219.0.1.1 remote-as 1001
no auto-summary

|
ip http server
ip classless

|
ip pim rp-address 10.0.0.1
ip msdp peer 10.1.1.1 connect-source Loopback?2
ip msdp originator-id Loopback?2

|

|

|
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!
!
I
!
line con O
line aux 0
line vty 0 4
login
!
ntp server 217.0.1.1
!

end

R5

!

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
|

hostname AS201

|

boot-start-marker
boot-end-marker

|

!

memory-size iomem 15

clock timezone MST -7

no aaa new-model

ip subnet-zero

|

|

!

ip cef

|
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interface LoopbackO

ip address 203.0.0.1 255

interface FastEthernet0/0
ip address 131.0.1.1 255

duplex auto

speed auto
|

interface FastEthernet(0/1
ip address 132.0.1.2 255

duplex auto

speed auto

|

interface Ethernetl/0
no ip address
shutdown

half-duplex

|

interface Ethernetl/1
no ip address
shutdown

half-duplex

|

interface Ethernetl/2
no ip address
shutdown

half-duplex

|

interface Ethernetl/3
no ip address
shutdown

half-duplex

|

router bgp 201

no synchronization

bgp log-neighbor-changes

network 203.0.0.0

redistribute connected

.255.255.255

.255.255.252

.255.255.252

neighbor 131.0.1.2 remote-as 101
neighbor 132.0.1.1 remote-as 301

no auto-summary
|

ip http server

ip classless
|
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line con O
line aux O
line vty 0 4
login
I
ntp server 217.0.1.1
I

end

R6

|
! No configuration change since last restart

! NVRAM config last updated at 15:11:53 MST Wed Jan 19 2011
|

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

hostname AS301

|

boot-start-marker
boot-end-marker

|

!

memory-size iomem 15
clock timezone MST -7
no aaa new-model

ip subnet-zero
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interface LoopbackO

ip address 183.0.0.1 255

interface FastEthernet0/0
ip address 133.0.1.2 255

duplex auto

speed auto
|

interface FastEthernet(0/1
ip address 132.0.1.1 255

duplex auto

speed auto

|

interface Ethernetl/0
no ip address
shutdown

half-duplex

|

interface Ethernetl/1
no ip address
shutdown

half-duplex

|

interface Ethernetl/2
no ip address
shutdown

half-duplex

|

interface Ethernetl/3
no ip address
shutdown

half-duplex

|

router bgp 301

no synchronization

bgp log-neighbor-changes

.255.255.255

.255.255.252

.255.255.252

network 183.0.0.0 mask 255.255.255.0

redistribute connected

neighbor 132.0.1.2 remote-as 201
neighbor 133.0.1.1 remote-as 401

no auto-summary
|

ip http server

ip classless
|
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line con O
line aux O
line vty 0 4
login
I
ntp server 217.0.1.1
I

end

R7

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

hostname AS401

|

boot-start-marker
boot-end-marker

|

!

memory-size iomem 15
clock timezone MST -7
no aaa new-model

ip subnet-zero

|

|

!

ip cef

|

interface LoopbackO

ip address 173.0.0.1 255.255.255.255
!

interface FastEthernet0/0
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ip address 133.0.1.1 255.255.255.252
duplex auto

speed auto

|

interface FastEthernet(0/1

no ip address

shutdown

duplex auto

speed auto

|

interface Ethernetl/0

ip address 192.168.5.2 255.255.255.0
half-duplex

|

interface Ethernetl/1

ip address 220.0.1.2 255.255.255.252
half-duplex

|

interface Ethernetl/2

no ip address

shutdown

half-duplex

|
interface Ethernetl/3

no ip address

shutdown

half-duplex

|
router bgp 401

no synchronization

bgp log-neighbor-changes

network 173.0.0.0 mask 255.255.255.0
redistribute connected

neighbor 133.0.1.2 remote-as 301
neighbor 220.0.1.1 remote-as 1001

no auto-summary

|
ip http server

ip classless
|

line con O

line aux O

line vty 0 4
login

|
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ntp server 217.0.1.1
!

end

R8

! Last configuration change at 14:57:42 MST Wed Jan 19 2011
! NVRAM config last updated at 14:58:35 MST Wed Jan 19 2011
|
version 12.3
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
|
hostname AS1000
|
boot-start-marker
boot-end-marker
|
!
clock timezone MST -7
no aaa new-model
ip subnet-zero
|
|
|

ip cef
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

interface LoopbackO0

ip address 200.0.0.1 255.255.255.255
|
interface FastEthernet0/0

ip address 217.0.1.1 255.255.255.252
duplex auto
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speed auto

|
interface Ethernetl/0

ip address 216.0.1.1 255.255.255.252
half-duplex

|

interface Ethernetl/1

ip address 218.0.1.1 255.255.255.252
half-duplex

|

interface Ethernetl/2

ip address dhcp

half-duplex

|

interface Ethernetl/3

no ip address

shutdown

half-duplex

|

router bgp 1000

no synchronization

bgp log-neighbor-changes

network 251.0.0.0 mask 255.255.255.0
redistribute connected

neighbor 216.0.1.2 remote-as 100
neighbor 217.0.1.2 remote-as 1001
neighbor 218.0.1.2 remote-as 400

no auto-summary

|

ip http server

ip classless
|

line con O
line aux 0
line vty 0 4
login
|
ntp clock-period 17179872
ntp server 148.234.7.30
|

end

Page 61



R9

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

hostname AS1001

|
boot-start-marker
boot-end-marker

|

!

clock timezone MST -7
no aaa new-model
ip subnet-zero

|

|

!

ip cef

|

interface Loopback0

ip address 201.0.0.1 255.255.255.255
|

interface FastEthernet0/0

ip address 217.0.1.2 255.255.255.252
duplex auto

speed auto

|

interface Ethernetl/0

ip address 219.0.1.1 255.255.255.252
half-duplex

|

interface Ethernetl/1

ip address 220.0.1.1 255.255.255.252
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half-duplex

|
interface Ethernetl/2

no ip address

shutdown

half-duplex

|

interface Ethernetl/3

no ip address

shutdown

half-duplex

|

router bgp 1001

no synchronization

bgp log-neighbor-changes

network 201.0.0.0

redistribute connected

neighbor 217.0.1.1 remote-as 1000
neighbor 219.0.1.2 remote-as 101
neighbor 220.0.1.2 remote-as 401
no auto-summary

|

ip http server

ip classless
|

|

line con O

line aux O

line vty 0 4
login

|

ntp server 217.0.1.1
I

end
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