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Abstract— Organizations are faced with a variety of ever
changing information security risks. This study exanines the
state of information security, user groups and userroles
responsible for and ISO/IEC domains required for risk
mitigation in a large public organization in Canada The
objective is to develop a comprehensive risk and l® based
framework for an enterprise security awareness, traning and
education (SATE) program for ISO/IEC 27002 compliare
with the intent to improve an existing SATE programin a
large public organization. This paper discusses thresults of
an information security survey conducted in 2010 agh
describes the framework and its components and intactions.

Significant findings of this study include: (1) a mw and more
comprehensive set of user roles within a user groufor a
SATE program not previously identified by the SANS
Institute, (2) a significant number of new threats and
vulnerabilities not previously identified in global and national
information security surveys, (3) the use of a riskfactor to
prioritize what information security risks should be addressed
in a SATE program, (4) the rationalization for the subject
content in an enterprise SATE program and (5) a franework
for a risk and role based enterprise SATE program 6ér
ISO/IEC 27002 compliance.

Keywords-component; user role; role based; risk based;
ISO/IEC 27002 compliance; security awareness, security
training; security education; threats; vulnerabilities

l. INTRODUCTION

How people perform their tasks in a secure manser
critical for maintaining information security withi an

organization. It is often said thapéople are the weakest
link in information security[1, 2, 3, 4 and 5]. The question

here is to determine who should be made awareeuladr
educated to mitigate the information security riglentified

within an organization, what information, knowledge

insight does a user require to fulfill their infaation

security role and responsibilities [3] and whytigmportant
for a user to fulfill their role and responsib#iti with

respect to information security. The intent okthésearch
is to develop a risk and role based framework tp hefine

an existing SATE program in a large public orgatiara

This study examines the state of information ségumi
a large public organization to develop a risk anlé based
framework for an enterprise SATE program for IS@IE
27002 compliance. This study surveys the followangas:
(1) user participation in a SATE program, (2) existe of
user groups and user roles within a large public
organization, (3) importance, source and occurreriqare-
defined and open-ended threats and vulnerabildies its
impact and risk to a large public organization &hduser
groups and user roles that should be targetedtigatea the
information security risks identified. In additiothis study
(1) uses a risk factor to assist in the prioriiatof risks to
be addressed in a SATE program, (2) determines what
ISO/IEC 27002 domains should be required for risk
mitigation and (3) provides the rationalization ftine
particular subject content a user should be madwzeef,
be knowledgeable or understand to mitigate therinéion
security risks identified. A survey questionnaseaused to
provide empirical data for the development of the
'framework. This paper discusses the results ofsthreey
questionnaire and the framework with its componemtd
interactions.



Organizations invest in technologies such as anisv
solutions, virtual private networks and encrypttonsecure
their information technology assets, howevényéstments
in technology are of little value unless people @agned on
what to do and how to do”if6, p.16]. Many of these
investments appear to be primarily focused on datsi
threats, however, insider threats also need toobsidered
[7, 8] and mitigated as well. CompTIA Research [9]
reported that more than half the information seguri
breaches were caused by the failure of staff tdoviol
information security procedures. Computer
Institute (CSI) [10] found that the top 5 attacksryses,
insider abuse ohetwork access, laptop and mobile device
thefts, unauthorized access to information and aleof
services), between 1999 and 2008, were ranked asignil
with respect to occurrences. Of these top 5 adtadisider
abuse of network access, laptop and mobile devieést
and unauthorized access to information were udateck
With this in mind, information security is everyodsie
responsibility [11].

LITERATURE REVIEW

ISO/IEC 27002 [12], Control Objectives for Infornaat
and related TechnologyCOBIT) [13], the Information
Security Forum [14] and the National Institute ¢&r8lards
and Technology (NIST) [15] viewed information setur
awareness and training as a best practice for nrtion
security while Ross et al. [16] viewed it as anragienal
control to mitigate information security risks. nst &
Young [6] pointed out that developing an approgriat
information security awareness program is a chgéemhile
Deloitte Touch Tohmatsu [17] emphasized that a sire
fits all approach does not work as they were foumnbde too
high level and generic to have any impact [18].tH/fis in
mind, how can an organization develop a tailoredTBA
program?

Information security crosses all levels within an
organization; vertically, horizontally and crosswftionally
[19]. All users have a role to play with respect to
information security within their organization. Beeroles
may differ vertically, horizontally as well as csss
functionality between organizations. Rotvold [2Q, 38]
emphasized thatll users should be aware of not only what
their roles and responsibilities are in protectimjormation
resources, but also of how they can protect infdiomaand
respond to any potential security threat or issue

To develop a tailored SATE program for
organization, the following three basic questiohewd be
answered:

an

1) Who needs to be made aware, trained or educated

(i.e. identify target user groups based on usesjol
in information security? A user role is a persdn(s
with a set of roles and responsibilities with regpe

to mitigating an information security risk. A user

Security

group consists of a group of user roles with a
similar business function (e.g. System Developer
user group are responsible for the system
development life cycle). Note the use of the term
user groups and user roles in this paper is not
related and should not be confused with operating
system (e.g. Active Directory Services) security
classes, nor database and application related user
groups, roles and permissions,
What information, knowledge or insight does a
user require to fulfill their information securitgle
and responsibilities [3]? and,
Why is it important for a user to fulfill their rel
and responsibilities with respect to information
security?
This is further supported by the SANS Institute][@here
an Instructional Systems Design (ISD) was combiweét
the NIST SP 800-16 model [22] to integrate security
awareness and education. The ISD processes défirrenl
needs to be trained in what content areas and’ 21, p.
2]. The SANS Institute recommended the followiragio
steps for developing a security awareness traipiogram:

1) “Apply ISD processes to security topics,

2) Apply NIST SP 800-16 to provide the right content

for the right people. Identify target audience for
security training,

2)

3) Map out the core body of knowledge to identify the
appropriate level of training and,
4) Design and develop the security awareness

training program to support role and performance
based security need$21, p. 2]
The European National Information Security Agency
(ENISA) [23] outlined a similar set of steps in é&ping a
security awareness training program:

1) Develop a matrix identifying target user groups
what type of awareness, training and education is
required and how it should be delivered and,
Develop a second matrix mapping the user targe
group and information security subject content to
be covered.

NIST [22] recommended the following assessmentbeo
conducted for determining the requirements of ausgc
awareness and training program:

1) Assessment of the current delivery of a security
awareness and training program,

Materials, subject and percentage of users enrolled
Review of audit findings, threat risk assessments o
security program reviews,

Surveys and interviews with key personnel such as
business application owners and management,
Review and analysis of information security events
that have recently occurred and,

Review of global surveys, findings and trends.

2)

2)
3)

4)
5)
6)

By identifying the target user groups based on tsles
[23, 24 and 25], the first questiowho needs to be trained



component of a SATE program is answered. Varioudias Ill.  RESEARCH OBJECTIVES
[21, 22, 26 and 27] have outlined various usersideme of 114 research objectives of this study are to:

which were similar as well as different. 1) Provide insight into the state of information
. ) . security for a large public organization in Canada,
The next step is to determine the subject conteriiet 2) Identify user groups and user roles and their
delivered by the SATE program. The subject contehich prevalence in a large public organization,
is the information, knowledge or insight requireg d user 3) Identify user groups and user roles responsilie fo

to fulfill a particular role, answers thewhat content is

required’ component of a SATE program. The SANS 4y |qentify appropriate subject content for a SATE
Institute [21] has defined a set of topics for sppeaser ) progra)r/n bF;,pUSFe)r group J

roles. 5) Identify why is it important for the user grouphie

. aware of, knowledgeable or understand the subject
In a risk based approach to a SATE program, an content presented in a SATE program and,
organizatiorshould undertake an information security threat 6) Develop a role and risk based framework for an

risk assessment to determine what the organization’ enterprise SATE program foiSO/IEC 27002
perceived and actual threats are [11, 28, 29 ahdN\gflis compliance.

[24] recommended interviewing senior management to

identify their information security concerns as mad using

the results from threat risk assessments when cleing a IV. METHODOLOGY

SATE program for senior managers. By identifying th This research focuses solely on an enterprise appro

organization’s information security risks, usera t@ made SATE, similar to those outlined by Westby and Al[a8, p.

aware of them through a SATE program [26]. 5] where they viewed information security, asdhaged as
an enterprise issue, horizontally, vertically, amtoss-

functional throughout the organization”

mitigating information security risks,

Specific and detailed subject content, generaligrided
for IT professionals who have information secur&ated
responsibilities but are not information security
professionals, can be delivered through informasiecurity ~ A. Study Design
related training [3]. Training may vary from beger to A paper survey questionnaire is developed to collec
advanced levels. The subject content should beredi to empirical data for the development of a comprehenssk
fit the user's role and their information securitglated  and role based framework for an enterprise SATEtanm
responsibilities. Training requirements have beeell W for |SO/IEC 27002 compliance. The survey questidnena
documented for a Senior Systems Manager [31], Bysteconsists of three major parts: Part 1 examines user
Administrator [31], and Systems Certifier [33] aBgistems  participation in a SATE program (refer to SectionUser
Developer [34 and 35]. In addition, Hansche [1Hsh Pparticipation in a SATE Progranfor analysis of survey
outlined the topics and provided descriptions f@ining  questionnaire results); Part 2 determines userpgrand
courses as well as their intended audiences. user roles within a large public organization (refe

Section V.User Groups and User Rolder analysis of

Information security education provides the insiffit  survey questionnaire results) and; Part 3 examithes
understanding why a particular subject matter ipdrtant  jmportance, source and likelihood of occurrencespia-
and is aimed at information security profession@g].  defined and open-ended threats and vulnerabilii®s its
Education may consist of specific courses towardegree  impact and risk to a large public organization aastly,
or certificate in information SeCUrity. Various ithd States user groups and user roles that should be targ&ted
(U.S.) federal publications [25, 36 and 37] haveuloented  mitigate the information security risks identifiécefer to
educational  requirements  for information  securitySection V. Threats, Vulnerabilities, Risks and User
professionals. Mitigation for analysis of survey questionnaire results).

“Why a user should be aware of, have knowledge or |n 2010, data are collected over a period of twanin®
insight into various information security topidgs not well  from survey participants who are members of an fprise
reported in the literature. NIST [16] and Inforneati Information Security Forum (EISF) in a large public
Systems Audit and Control Association (ISACA) haveorganization in Canada. These members are desijaat
documented various mappings between different #gcur Information Security Officers (ISO) responsible for
control standards and frameworks such as COBITioNat  information security for their respective departisen
Institute of Standards and Technology (NIST) SP-BB0 agencies and boards and their positions vary fraecéive
and SP 800-26, and ISO/IEC 17799. Directors, Senior Managers to Senior Security Astaly



Upon completion of all the interviews, the finalgsie of
the study encompasses the author identifying waetqolar
ISO/IEC 27002 domains are required to mitigate exche
information security risks identified.

B. Administering the Survey Questionaire

A survey questionnaire is administered by the autho
an interview with the survey participants. Eacteimiew is
conducted in a private office to ensure the privaicsesults.
Prior to the start of the interview, the role thatrvey
participants play in completing the survey questaire is
explained to them. Survey participants are alsb ttwdt they
may choose to withdraw from the survey questiomnair
any time or not answer any of the survey questimana
guestions without prejudice and the results wownohain
anonymous and only be reported as an aggregateeysur
participants are asked to sign an Informed Con&enin,
indicating their consent to participate in the syv
questionnaire.

Definitions, used for various
questionnaire variables,
participant prior to the start of the interview @msure
consistency in the survey questionnaire responEesh
survey questionnaire is assigned a survey numbensare

ranking survey

TABLE 1. PARTICIPATIONIN AN INFORMATION SECURITY
AWARENESS, TRAINING AND EDUCATION PROGRAM

Survey Participant Reported Estimate of User
SATE Program Participation (% of Total User Population)
Type Mean Range Standard
Deviation
Awareness 49.7 2-100 34.3
Training 8.3 0-95 21.2
Education 0.4 0-1 0.2

The study is unable to take into consideration thizl
number of users that make up the subset of either t
Training or Education program. Security trainingdan
education programs are generally targeted for feahn
administrators and information security professiona
respectively. These users make up a small pegeitfthe
total staff count within an organization, with tedtal
administrators generally having a higher staff ¢otihan
those of information security professionals.

Table 1l shows the user groups and user rolesdf@unal

are provided to the surveyheir prevalence within a large public organization

TABLE Il IDENTIFICATION AND PREVALENCE OFUSERGROUPS

AND USER ROLES

anonymity. All the data is captured and transctibe to the
survey questionnaire as the interview is being ootetl. A
date and time stamp is placed on the survey queestie at
the end of the interview. Each interview takes leetw
ninety to one hundred and twenty minutes to coraplet

V. SURVEY QUESTIONAIRE ANALYSIS

A total of twenty-two EISF members, representing

twenty-one out of twenty-two departments and onéwaf
select agencies and boards, have completed thwigws.
Responses are varied in terms of the level of idetavided
and completeness. User groups, user roles as svéireats
and vulnerabilities not previously identified oretlsurvey

questionnaire and identified by the survey paréinipare
captured during the interview. Newly identified andnation

is not carried forward to subsequent interviewgltminate
the need to resurvey indefinitely. All data arenseribed

onto a spreadsheet for data analysis.

A. User Participation in a SATE Program

Table | shows an estimate of the percentage ofsuse
participating in a SATE program for a large public
organization. Participation rates vary considerabl

The data collected for the Awareness program typeaa
true estimate of participation rates, consideriig ugers

within an organization should be participating im a
Awareness prograntiowever, the results for the Training
and Education program types should not be intezgdras is.
Normally, users participating in such programs arsubset

of the total number of users within an organization

Percentage of
Survey
Participants
User Groups (bolded and italicized) and User Indicating the
Roles Presence of the
* New User Groups and User Roles User Roles
Within Their
Own
Organization
*Management
*Executive (Minister, Deputy Minister, Assistant 100
Minister)
*Senior Management 100
*Program Manager 100
*Chief Information Officer 100
*Senior Financial Officer 100
*| nformation Owner
*Data 100
*Application 100
* Systems Devel oper
Programmer 91
*Change Manage Officer 59
*Quality Assurance Staff 62
r*Enterprise/ Data/ Business / Technical/Application 77
Architect
*Business Analyst 80
*Project Management Office 50
*Geo-spatial Analys 12
*Technical Administrator
System (server) 100
Network 100
Database 100
*Database Security 36
E-mail/Blackberry 100
*Data Center Manager 91




Percentage of
Survey
Participants
User Groups (bolded and italicized) and User Indicating the
Roles Presence of the
* New User Groups and User Roles User Roles
Within Their
Own
Organization
*Web/SharePoint 100
*Storage Area Network 42
*Desktop Support 100
*Service Desk 95
*Security Operations 13
*Domain Administration 30
*Mainframe Administration 30
*Application Administrator 60
*Production Support 40
*Information Security
Information Security Officer 100
Information Security Manager 73
*Disaster Recovery Coordinator 100
*Business Continuity Coordinator 100
*Business Area Security Analyst 16
*Physical Security Unit 18
*Technical Security Committee 18
*Non-Technical
General Users 100
Legal Affairs 68
Contracting Officer 76
* Internal Audit 91
Human Resources 59
*Enterprise Risk Management 91
*Records Management Staff 95
*Freedom of Information and Protection of Privacy 95
*Web Coordinator 95
*Contractor 90
*Volunteer 1
*Business Partnership 62
*Facilities Manager 95
*Service Request Coordinator 94
*Financial Controller 100
*Communications Staff 100
*Business Intelligence Analyst 14
*Enforcement Staff including Special Investigator 30
Procurement 1
*Administrative 100

The user groups identified in the study are simifar
description and functiorio those reported by the SANS
Institute [21], however, the user roles do diffgmngicantly.
New user roles and user groups not previously tegdoy
the SANS Institute are marked by an asterisk inlédb
The majority of the user roles and user groupstified in
this study are new. Note in some cases, the pegentf
respondents is extremely low. In these cases,ihportant
to note their presence as their prevalence may eatween
organizations.

In this study, the number of user roles identifigthin a
particular user group is significantly greater thdrose
reported by the SANS Institute [21] with the exdeptof
Information Owneruser group. It is critically important to
identify as many user roles as possible to en$ateall users

and their particular role they play to mitigate amrhation
security risks within the organization are accodrite.

B. Threats, Vulnerabilities, Risks and User Mitigatio

The threats and vulnerabilities listed on the syrve
guestionnaire are identified from a combinationsofirces:
annual global surveys conducted by the Computeurigc
Institute (CSI) [10], Deloitte Touche Tohmatsu [fidalg
and from the experiences of the author. A totdbdl-three
threats and vulnerabilities are listed on the surve
questionnaire with another seven added througtcthese
of the survey. These seven are not carried thrthugleourse
of the interviews to prevent the research from nougn
indefinitely.

The number of threats and vulnerabilities that are
identified and surveyed in this study is signifitargreater
than those found in some global and national ssviyice
the number in the case of CSI [10]. It is critittezdt there be
a comprehensive identification of known or percditlreats
and vulnerabilities types to ensure that poterdiaknown
ones are not missed.

The importance, source and likelihood of occurreofce
threats and vulnerabilities and its impact to thgaaization
are collected during the interviews. Table Il dighe top
twenty-five information security risks and theirusce(s)
found in this study.

TABLE lII. RANKING AND SOURCE OF TOR25 INFORMATION
SECURITY RISKS
Importance of Risk Internal External Both
1. E-mail attack X
2. Inappropriate Internet € X
3. Inadequate classification X
informatior
4. Malware (e.g. viruse: X
Trojans
5. Inadequate software testi X
procedure
6. Web site vulnerabilitie X
7. Inadequate audit practic X
8. Poor security softwar: X
coding practices
9.  Phishin¢ X
10 Inadequate serv/ X
network redundanc
11 Inadequate protection
sensitive / confidential X
information
12 Misuse of corporat X
storage
13 Thefi/loss/ disclosure o X
personal information
14 Thefi/loss/ disclosure o X
corporate da
15 Laptop and othe X
hardware theft
16. Inadequate busine X
continuity plan
17 Misuse of corporat X
bandwidth
18 Inadequate threat ai X




vulnerability testin
Poor or inadequate us
access controls

19.

TABLE IV.

IDENTIFICATION OF USER GROUPS AND USER ROLES

AND RECOMMENDED ISO/IEC27002DOMAINS FOR MITIGATING AN
E-MAIL ATTACK

20. Physical security brea X
21. Lack of security User Group
considerations in systems X Risk | . (boldedand *Recommended ISO/IEC 27002
developmenlife cycle italicized) / User Domains
22 Inadequate physic: X _ Roles _ _ ‘
security controls E-mail | Non-Technical 6. Organization of information
23, Inadequate environment attacks | «  All Users security
controls X
24, Botattacl X Technical 6.1 INTERNAL ORGANIZATION
25, Inadequat disaste! Administrator 6.1.2 Info_rme;tion security co-
recovery plan X *  System ordination
. Network 6.1.3 Allocation of information
. . E-mail security responsibilities
Clearly, the source of majority of the threats and
vulnerabilities surveyed are internal rather thatremal. CSI Information 8. Human Resources Security
[10] reported that forty-three percent of their pasdents Security _ 8.1 PRIOR TO EMPLOYMENT
attributed their security breaches to maliciousdiexs with . Isn(fe%run:ita;uon 5.1 1 Roles and responsibilties
non-malicious insiders being a greater problemamspared Officer
to malicious insiders. «  Information | 8-2 DURING EMPLOYMENT
Security 8.2.1 Management responsibilities
- - 8.2.2 Information security awareness
The likelihood of a threat and vulnerability ocamnce Manager v

combined with the level of impact to the organiaatis used
to calculate a risk factor for each threat and etdbility.
This risk factor could be used to help prioritizenaw
information security risks and subsequently drivinwgat
subject content should be addressed in an orgamzat
SATE program.

The final phase of the study determines what pimar
secondary and tertiary ISO/IEC 27002 domains shbeld
implemented and form the subject content for a SATE
program to mitigate the information security risétentified.
This requires a thorough understanding of the IBO/I
27002 standard. In addition, the author's knowledgel
experiences in the large public organization hakpeue
facilitate the identification of recommended donsain

Table IV is an example of the outcome of the rasult
from Part 3 of the survey questionnaire and thal finase of
this study. In this case, the specific informatsaturity risk
identified is an e-mail attack; the user grouppoesible for
risk mitigation areNon-Technical, Technical Administrator
andInformation Securitythe user roles responsible for risk
mitigation are: All Users, System, Network and Edma
Information Security Officer and Information Sedyri
Manager and; the recommended ISO/IEC 27002 dontains
mitigate an e-mail attack are domains 6, 8, 10,1hd

Table V summarizes what ISO/IEC 27002 primary and
secondary domains should user groups be aware eof,
knowledgeable or have an understanding of, for dhe
information security risks identified in this studjo create
such a table, an organization should identify tileing:

(=)

education, and training

10. Communications and Operations
Management

10.2 THIRD PARTY SERVICE
DELIVERY MANAGEMENT
10.2.1 Service delivery
10.2.2 Monitoring and review of third
party services
10.2.3 Managing changes to third
party services

10.4 PROTECTION AGAINST
MALICIOUS AND MOBILE
CODE

10.4.1 Controls against malicious coge

10.4.2 Controls against mobile code

10.8 EXCHANGE OF
INFORMATION
10.8.4 Electronic messaging

13. Information Security Incident
Management

13.1 REPORTING INFORMATION
SECURITY EVENTS AND
WEAKNESSES

13.1.1 Reporting information security
events
13.1.2 Reporting security weaknesse

13.2 MANAGEMENT OF
INFORMATION SECURITY
INCIDENTS AND
IMPROVEMENTS

13.2.1 Responsibilities and procedures

13.2.2 Learning from information
security incidents
13.2.3 Collection of evidence

n

1)
2)

Information security risks it faces,

mitigating the information security risks identiie
ISO/IEC 27002 domain(s), similar to Table IV, to
mitigate each individual information security risk

3)

Primary (Bolded), Secondary (Upper Case) and Teriislixed

User groups and user roles that are responsible férase) Domain Requirements
identified;

4) Ranking of the information security risks identifje
5) Set of information security risks that an organaat



wishes to focus on in a SATE program.

Upon completion of steps 1 through 5, an orgaromatan
create a consolidated table similar to Table Mingsall the

user groups and the recommended ISO/IEC 27002 dsmai
for compliance for the set of information securigks that it

wishes to focus on.

TABLE V.

SUMMARY OF USER GROUPS AND

RECOMMENDEDISO/IEC27002PRIMARY AND SECONDARY
DOMAINS REQUIRED FOR COMPLIANCE FOR ALL THE
INFORMATION SECURITY RISKS IDENTIFIED IN THIS STUDY

User Group

Recommended ISO/IEC 27002 Primary
and Secondary Domains

Non-Technical

6. Organization of Information Security

6.1 INTERNAL ORGANIZATION
6.2 EXTERNAL PARTIES

7. Asset Management

7.1 RESPONSIBILITY FOR ASSETS
7.2 INFORMATION CLASSIFICATION

8. Human Resources Security

8.1 PRIOR TO EMPLOYMENT

8.2 DURING EMPLOYMENT

8.3 TERMINATION OR CHANGE OF
EMPLOYMENT

9. Physical and Environmental Security

9.1 SECURE AREAS
9.2 EQUIPMENT SECURITY

10. Communications and Operations
Management

10.2 THIRD PARTY SERVICE DELIVERY
MANAGEMENT

10.4 PROTECTION AGAINST MALICIOUS
AND MOBILE CODE

10.5 BACK-UP

10.6 NETWORK SECURITY MANAGEMENT

10.7 MEDIA HANDLING

10.8 EXCHANGE OF INFORMATION

10.9 ELECTRONIC COMMERCE SERVICES

10.10 MONITORING

11. Access Control

11.1 BUSINESS REQUIREMENT FOR
ACCESS CONTROL

11.2 USER ACCESS MANAGEMENT

11.3 USER RESPONSIBILITIES

11.4 NETWORK ACCESS CONTROL

11.5 OPERATING SYSTEM ACCESS
CONTROL

11.6 APPLICATION AND INFORMATION
ACCESS CONTROL

11.7 MOBILE COMPUTING AND
TELEWORKING

12. Information Systems Acquisition,
Development and Maintenance

12.1 SECURITY REQUIREMENTS OF
INFORMATION SYSTEMS
12.2 CORRECT PROCESSING IN

APPLICATIONS
12.3 CRYPTOGRAPHIC CONTROLS
12.4 SECURITY OF SYSTEM FILES
12.5 SECURITY IN DEVELOPMENT AND
SUPPORT PROCESSES

13. Information Security Incident Management

13.1 REPORTING INFORMATION SECURITY
EVENTS AND WEAKNESSES

13.2 MANAGEMENT OF INFORMATION
SECURITY INCIDENTS AND
IMPROVEMENTS

15. Compliance

15.1 COMPLIANCE WITH LEGAL
REQUIREMENTS

15.2 COMPLIANCE WITH SECURITY
POLICIES AND STANDARDS, AND
TECHNICAL COMPLIANCE

15.3 INFORMATION SYSTEMS AUDIT
CONSIDERATIONS

Management In addition to those domains identified for I
Technical user group:

14. Business Continuity Management

14.1 INFORMATION SECURITY ASPECTS OFH
BUSINESS CONTINUITY

MANAGEMENT
Information In addition to those domailidentified for Nor-
Owner Technical user group:

14. Business Continuity

14.1 INFORMATION SECURITY ASPECTS OFH
BUSINESS CONTINUITY
MANAGEMENT

System Developer In addition to those domains identified for I
Technical user group:

10. Communications and Operations
Management

10.1 OPERATIONAL PROCEDURES AND
RESPONSIBILITIES
10.3 SYSTEM PLANNING AND

ACCEPTANCE
Technical In addition to those domains identified for
Administrator Technical user group:

12. Information Systems Acquisition,
Development and Maintenance

12.6 TECHNICAL VULNERABILITY
MANAGEMENT

Information
Security All domains (6-15)

* Primary (Bolded) and Secondary Domains (Upper Case)

In order to compare the results between user graps
minimum  baseline set of recommended domains
requirements for compliance is established. Givet the
“All Users” user role within the Non-Technicdl user group



encompasses all users, this is the obvious choize f The SANS Institute [21] identified th®anagersuser
establishing the baseline. Table V also outlinesatiditional group as users in a management role, from C-level t
domain requirements above the recommended badeline program managers, whereas Managementser group in
all the other user groups. this study encompasses the equivalency of C-lexelgnnel

) . . ) (Minister, Deputy Minister and Assistant Deputy liiter)
Given the roles that the Information Security Gdfi@and o program managers.

Information Security Manager within thelnformation
Security user group play, for those organizations thatehav
adopted the ISO/IEC 27002 standard, it is recomee icat
both user roles should have a thorough understgrafimll
ISO/IEC 27002 domains (6 through 15).

In the System Ownersiser group, the SANS Institute
[21] recognized Network, Application and Databaseru
roles. In comparison, thimformation Owneruser group in
this study focuses primarily on the function of rggian

In addition to the primary and secondary ISO/IEQ@y OWner of information, identifying the Data (mainly
domain requirements identified in Table V, tertiatymain unstructured) and Application (structured dqta) excludes
requirements are also identified by the authoreaample is  the Network user role. From amformation Owner’s
the “Disaster Recovery and Business Continuityfun0t|0n3| perspective, the Network user role kgly of no

Coordinator” user roles that should be knowledgeahl —concern; however, from an Information Security C¥fi or
tertiary domain 14.1. Information Security Manager’s functional perspestithe

Network user role is critical in securing the netkvo

VI. FINDINGS AND INTERPRETATION OF RESULTS In the Administratorsuser group, the SANS Institute [21]

A. Findings Related to User Groups and User Roles identified technical user roles that were respdasitor
The SANS Institute [21] identified six major user managing the network, operating systems, e-mad, tam

roups. Table Il, earlier in this paper, identif@s similarl database. In this study, the  equivaleriechnical
groups. ' Paper, Y Administrator user group has a wider scope of user roles,
equivalent user groups. Table VI compares the gs®Ips

X adding the Service (Help) Desk, Desktop Supporth\afed
between the two studies. SharePoint Administrator, Domain Administration atber

TABLE V.  COMPARISON OFUSERGROUPS user roles. Each of these user roles identifiedehsecurity
role to play; an example is the Service Desk that i
User Groups responsible for resetting a user's password or Doma
“SANS | nstitute EI'SF members Administration that is responsible for managing ruse
accounts.
Managers Management

The SANS Institute [21] only identified the Systemd
Application user roles within thBrogrammersuser group.
System Owners Information Owner In comparison, the equivale8tystem®eveloperuser group
expands the scope to include other user roles\madoWwith
the systems development life cycle. These include t
Programmers Systems Developer Enterprise / Data / Business / Technical and Apilbo
Architect, Change Management Officer, Project
Management Office, Business Analyst, Quality Assuea
and Geo-Spatial Analyst user roles.

The user groups are similar in some instances while ) )
different in other instances. The labeling of ugesups by In the Security Professionauser group, the SANS

the SANS Institute [21] appeared to focus on theetpf Institu_te [21_] identified c_)nly the Informatio_n Sesns
users within the user group. In contrast, thellageof the ~ S€curity Officer, Information Systems Security Mger

user groups in this study is primarily based onftiretion and.Security Engineer user roles. In.this. stuldg,Security
that the user group performs. Thiechnical Administrator ENgineer user role does not exist in the equivalent
and Systems Developerser groups would have been betterlpformatlon Securityuser group; however, this role may be
named as Technical Administration and Systems flled by a Systems and/or Network user role withire
Developmentespectively. The overall function of each of 1€chnical Administratoruser group. For thénformation
the user groups is similar. Where differences exisis Securlt.y user group, t.h|s stuo!y |dent|f|qs additional user
study identifies a broader scope of user roles imita roIe_s |nvolved_ W_|th mform_amon security such ase th
particular user group than those identified by 8®NS  Business Continuity and Disaster Recovery Coordmat
Institute [21]. With a broader scope of user ralefined, it ~Business Area Security Analyst, Physical Securitytiand
enables the development of custom tailored SATEmams | €chnical Security Committee.

for select user roles.

Other Personnel Non-Technical

Administrators Technical Administrator

Security Professionals Information Security
SANS Institute [21]




Another significant difference between the two gads  discovered in this study. The only similarity betm the 2
the identification of external user roles (i.e. Wualeers and studies is the accountability of user access. 1@ike, the
Business Partnership) in this study. The SANS tutstij21]  ranking differs significantly due to the differenée the
solely focused on internal user roles. By identifyexternal number of security issues of concern or risks ifiedtin
user roles, the organization can take into conatter the each study thus making comparisons difficult. Tise of
type of impact these users may have on informationvireless networks, storing data in the cloud anddnfor
security. For an organization that has a valuenchi@at compliance with USA or other foreign regulationsdan
extends to external users from other organizatiarthyreat legislation is virtually non-existent and does appear as a
risk assessment should be completed with recomntienda risk in this study.
provided to deal with these particular user roles.

TABLE VII. RANKING OF SECURITY ISSUES OF CONCERARISKS

Overall, the six user groups and various user roles Security Issues of Concern
identified in this study appear to adequately repn¢ all Ranking by Government Ranking of Risk
users within a large public organization. Respondent

*2009 Rotman-TELUS EISF members
Disclosure / loss of )
L . 1 . ) E-mail attacks
B. Findings Related to Occurrences of Security Bheac confidential customer data :
. Business continuity / disaster .

The joint Rotman-TELUS study [38, 39 and 40] 2 recovery Y Inappropriate Internet use
surveyed Canadian government, public and private 3 Compliance with Canadian Inadequate classification
institutions between 2008 and 2010. The following regulations and legislation | of information
discussion solely focuses on comparing securitydires 4 Managing  security  of Malware (viruses,

taining to Canadian government institutions friggrfull wireless and mobile devices, Trojans)
pertaining in g _ Employees  understanding =\
report in 2009 [39] with the results from this sgudin the 5 and complying with security tgi‘tisq“ae software
Rotman-TELUS study, eighteen types of information policies _ g
security breaches were surveyed. In comparisoty-foree 6 ;?Efmg;oi”ateg'c corporate o, site vulnerabilities
types of |nf0r_mat|<_3n security breaches are surv,eyer_klng , Accountabilty _of  user Inadequate audit
this _study wider in scope and more comprehensiah B actions and access practices
studies found malware and spam to be the most lemva Managing risks from thirdy security software
type of information security breach with bots aridshing 8 parties, i.e. buSINess parners, . i, nraciices
attacks ranking similarly within the top six. Theeas of suppliers and collaborators

L . . . ) 9 Managing data in the cloud Phishing
significant differences are found in the followmgeas. the (cloud computing

Rotman-TELUS study found laptop or mobile hardware Compliance with USA or Inadequate server /
theft to be the second most prevalent type of méiion 10 ggiesrlef;)gﬁign regulations and o work redundancy

security breach versus thirteenth in this study levhi
unauth)c/)rized access to information by employges Wag?otman-TELUS [39]
ranked third in the Rotman-TELUS study and twenghth
in this study. This study lists inappropriate Inter use and D. Findings Related to ISO/IEC 27002 Compliance
misuse of corporate storage rounding out the top types One of the key research objectives of this studyois
of information security breaches. answer the question ofvhy is it important for the user to
be aware, knowledgeable or understand a particslasject
In- 2009, CSI/FBI [10] reported malware and matter pertaining to information securityThe answer is
laptop/mobile device thefts as the top and secomdtm that the ISO/IEC 27002 standard, for those orgéioias
prevalent type of information security breach respely  that have adopted it, provides the controls thaukhbe
thus similar to the Rotman-TELUS study. CSI/FB$al implemented in order to mitigate the informatiorcigity
reported insider abuse of the network and e-mabiédhe  risks identified within an organization. A thorough
third most prevalent type of information securitgéch. In  ynderstanding of the standard is necessary in otder
comparison, this study separates insider abusehef tdetermine what controls (i.e. domains) at the prima
network and e-mail into (1) inappropriate Internete  secondary and tertiary level should be implemefivedhe
(ranked third), (2) misuse of corporate storagenked information security risks identified. By identifyy these
fourth) and (3) misuse of corporate network bandiwid domains, the information can used to develop stibjec
(ranked ninth). content for an enterprise SATE program.

C. Findings Related to Risks E. Findings Related to Security Awareness, Training an
Table VII compares the rankings of security issoks and Education Programs

concern those found in government institutions fre t Requirements for a SATE program should be taildeed
Rothman-TELUS [39] study with the ranking of rigfpés  the information security risks identified within eth



organization, starting with the most important mfi@ation
security risks (i.e. highest risk factor). It isitical for a
SATE program to thoroughly identify both the ris&ad
those who may be responsible for mitigating thenbath
may differ between organizations. One should detesrthe
information security risk to the organization, noerely
threats and vulnerabilities as the likelihood otwtence

organization may differ. Specific SATE programs wkdoe
tailored to each user group and each user role dahat
responsible for mitigating the information securitisk
identified. The subject content and the level etiil should
be dependent on the user groups and the userdelaified

F. Findings Related to a Role and Risk Based Framework
for Enterprise Information Security Awareness, Miag
and Education Requirements and ISO/IEC 27002

This study combines information security risks iifeed by
an organization with user groups and roles resptmgor
mitigating them to develop a framework for an eptise
and the impact of the threat and vulnerability to a SATE program for ISO/IEC 27002 compliance.
consistent with the literature [11, 21, 26, 28, 29,and 39].

Figure 1 proposes a comprehensive framework feskaand

role based enterprise SATE program for ISO/IEC 2700

Compliance

compliance.

and the type of SATE program to be delivered.

Security awareness programs should focus on gene
information security concepts and mitigation swée for
the information security risks identified; derivitige subject
content primarily from the primary and secondaryndms
of the ISO/IEC 27002 standard for mitigating thekri
identified. The targeted audiences for a secaitareness
program are as follows: thilanagementNon-Technical
andInformation Ownerusers groups.

v

Identification of Threats /
Vulnerabilities

Identification of
User Roles
Within User Group

v

v

Identification of the

Identification of

o User Group / Roles
. o Likelihood of Threat / R ible for Miticati
In contrast, a security training program shoulohpote Vulnerability Occurrence espo“ﬂthz };’ifsk itigating

specific user groups and user roles to be high
knowledgeable in specific areas of information siégu
related to their user role. The subject contentseto be
highly technical, deriving the content from the npairy,
secondary and tertiary domains of the ISO/IEC 270(
standard for the information security risks theye ar
responsible for mitigating. The recommended tadjetd
audiences include select user roles from thBgstems
Developerand Technical Administratouser groups. These
user groups would benefit from formal training cmg. An
example of such courses for a Programmer usenribfen
the Systems Developeuser group may include secure
coding practices or mitigating web based attackSyAtem
user role within theTechnical Administratomay benefit
from a course in securing a Vvirtual
environment, enterprise backup strategies or
hardening.

systd

infrastructure

v

v 4

2

Identification of the Level
of Impact Caused by
Threat / Vulnerability

Determination of
ISO/IEC 27002
Requirements by User
Group / Role

v

v

Determination of the
Level of Risk

Determination of Security
Awareness, Training and
Education Requirements

v

m

Identification of

User Groups
Security education programs are intended to proitiate
understanding of information security theory andcapts.
These technical and management programs are denetral Figure 1. Framework for a Risk and Role Based ffprite Security

the university or college degree level. The tamjete Awareness, Training and Education Program for ISO/I 27002
audiences for such programs are the Informatioru@gc compliance.

Officer and Information Security Manager. For ) )
organizations that have adopted the ISO/IEC 27002 he proposed framework consists of the followirgpst _
standard, both user roles should have a thorough Identification of threats and vulnerabilities. Fhi

: : . should be as comprehensive as possible to capture
tjhnedgrstggrf:gge?f all the domains, from primary tigio to as complete a set where possible. They should be

as specific as possible. Sources of potential threa
and vulnerabilities that could be considered
include threat risk assessments (i.e. security
breaches, security event logs, and audit findings),



work experience, business areas, management, This study takes an enterprise approach in devedoai
technical administrators, and global and nationakisk and role based framework for an enterprise BAT
surveys, program for ISO/IEC 27002 compliance. By identifyi

2) ldentification of the likelihood of threats and various different user groups and user roles frioenvarious
vuIne_rabllltles occurring.  Sources of information departments and select agencies and boards ajeapablic
may include security breaches that have occurredganization, this study is able to ensure a cohansive
as well as security event logs, coverage of the organization, vertically from axaee to

3) {ﬂ?ggﬂgﬁg%f?]fetrg%i:ﬁvel of impact caused by thethe general user, horizontally within a particutarsiness

Y, function such as information technology and cross-

4) Determination of the level of risk to the . . - .
organization. Use steps 2 and 3 to calculateka risIgr;ggzlna”y from different functional areas such fimance

factor (i.e. determine the level of risk). Once th
risk factor is determined, rank the risk factor, . ) . .

5) Identification of user groups within an Usgr ~groups in this §tudy are generally S|m|!ar in
organization, description to those _desc_nbed in the literatuttee Tabeling

6) Identification of user roles within a user group, ~ Of the user groups in this study focuses more atfon

7) Identification of user groups and user rolesrather than the type of users within a user groost
responsible for mitigating the information risk. appears to be more suited as a user group latfe. nost
The importance of identifying as many user rolessignificant difference is the number of user rasntified
as possible is critical to ensure that all use anwithin each user group, far outnumbering those nteploin
their particular role they play to mitigate the the literature. A significant number of new uselesoare
information security risks within the organization identified, providing a broader coverage of theegmise
are identified, vertically, horizontally and cross-functionally.

8) Based on the user group and user roles responsible
for mitigating the information security risk  |nformation security breaches found in this studg a
identified in step 7, determine the ISO/IEC 27002gimjlar yet different to other recent global andtioral
domains required by user group and user rolesyneys. Malware infection is the top informaticecsrity
Note steps 7 and 8 may be an iterative process o ch in this study as well as many of the glodad
refine which user group and user role are aCtuaI|¥1ationaI surveys. For other security breachesrah&ings

rgipongible for mitigating the information Securitydiffered The differences may be attributed to thege
risk and, '

9) Based on the ISO/EC 27002 domain number of risks identified in this study as complatie other
tudies, making comparison of results difficult.n dne

requirements by user group and user roles in steE ; . X
8 and the ranking of the risks (i.e. risk factor) ational study, some security issues such as uséreless

identified in step 4, determine the SATE networks and storing data in the cloud are notiepple as

requirements for each user group and user roldhey are virtually non-existent in this study.

starting with those with the highest risk factor.

Should new threats and vulnerabilities be The current literature supports using a role dt Hased

identified, proceed back to steps 1 through 8. approach in developing an enterprise informationTBA
program. This study combines both approaches taige@a

For organizations that have adopted the 1SO/IEQ270 More holistic view for developing a risk and rolaskd
standard as a best practice for information segurit ffamework for an enterprise SATE program for IS@IE
identifying the domains within the standard require COMPliance. By linking the information security kis
mitigate an identified risk answers the questiorytite user ~'dentified within an organization to the user rejethat are
roles should either be aware, knowledgeable or nstated responsible for mitigating it, an organization chstter

the subject content delivered by a SATE program. tailor its enterprise SATE program to be risk amserurole
specific. By identifying the ISO/IEC 27002 domains

required for compliance to mitigate the informatsmcurity
VII. CONCLUSION AND DISCUSSION risk identified provides the justification for a rhaular
subject content that should be included in an prise

This research study expands on the existing litegaon ~ SATE program. This, in tum, reinforces complianeiégh
security awareness training, and education by NEANS the ISO/IEC 27002 standard to mitigate the riskidied.
Institute and others by providing empirical datanfra large . . ) . . .
public organization in Canada. The results can be With this study's large public organization adoptife
considered representative of the large public degaion in  SO/IEC 27002 standard as its best practices fornmation
this study with that the vast majority of the depamts and ~ SECurity, it provides an opportunity to refine gsrrent

select agencies and boards participating in thevegur Information security awareness program and develew
questionnaire. education and training programs. In addition, 8ging a



particular SATE approach in one organization,ravides
an opportunity to share the results with other joubl
organizations across Canada and elsewhere.

VIII.  LIMITATIONS AND FUTURE RESEARCH WORK

This research study is solely based on one larddicou
organization in Canada. Further empirical evidefroen
other large public organizations in Canada andndisee as
well as private enterprise organizations would hapfirm
the proposed framework.

Interviews conducted in this study are limited tiSIE
members. Given the role of EISF members play irr the
organization, the assumption is that they are thmstm
knowledgeable people in the field of informatiorcisdty
for their department or select agency or boardrveSing
other senior personnel such as the Chief Informabficer
and other C-level people within an organization floeir
views on the state of information security wouldde a
different perspective.

The identification of ISO/IEC 27002 domains thabsld
be implemented is solely the view of the author. peer
review of these would help confirm the results. tker
identification of tertiary domain requirements bseu roles
would provide additional subject content for spiecif
training courses.
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