A Jade stone is useless before it is processed; a man is good-for-nothing until he is educated.

— Chinese Proverbs.
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Abstract

In many cloud computing environments (e.g., Amazon’s public Elastic Computing Cloud and Open-
stack for private clouds), virtual machine (VM) instances are the unit of resource allocation. When
possible, VM instances can be allocated on the same physical server and many techniques (e.g.,
using shared memory between VMs) can be used to reduce the overhead of the inter-VM communi-
cation.

Nahanni is a novel inter-VM shared-memory mechanism. We investigate two inter-VM inter-
process communication (IPC) mechanisms using Nahanni shared memory. First, minitransactions
have different semantics from both traditional shared-memory programming and message-passing
programming. We experimentally show that minitransactions can have better performance than tra-
ditional lock-based programming under low-contention scenarios. Second, MPI-Nahanni ports the
well-known Message-Passing Interface (MPI) system to Nahanni. Using microbenchmarks and the
GAMESS application, we show how MPI-Nahanni has higher bandwidth and lower latency (by up

to an order of magnitude or more), and better performance than existing VM-based IPC techniques.
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Chapter 1

Introduction

Cloud computing usually refers to a shared pool of computational resources (e.g., hardware, soft-
ware) that can be accessed via a computer network. Different cloud-computing systems can provide
various services. For example, users can use the software in the software-as-a-service (SaaS) sys-
tem (e.g., Google Docs, Gmail) rather than buying it themselves. The platform-as-a-service (PaaS)
system (e.g., Google AppEngine, Microsoft Azure) provides a development platform and an appli-
cation programming interface (API) for custom applications. The Infrastructure-as-a-Service (IaaS)
system (e.g., Amazon’s public Elastic Computing Cloud (EC2)) offers the computational resources
in the form of virtual machines (VMs).

In an TaaS cloud-computing system, applications scale up their resource footprints by allocating
more VMs, since VMs are often the unit of resource allocation. For example, Amazon EC2 allows a
user to provision additional hardware resources (e.g., processors, cores, memory) by starting up new
VMs on demand. Although there might be small and large VM instances available, the number of
instances is the primary mechanism of scaling up the system. In fact, given the size of many cloud-
computing providers, an advantage for the user is the ability to access large amounts of computing
resources on demand.

If a physical server has more cores than the number of virtual processors in a VM instance,
then multiple VMs might be co-located on the same server, to maximize hardware utilization. With
the current trend towards more cores per server (i.e., manycores [7]), and the scheduling flexibility
of VM instances with smaller number of virtual processors (i.e., a given VM can be placed or
migrated to more potential servers if its virtual processor count is less than the physical core count),
we expect the opportunities for co-located VMs to be significant. And, if VMs are co-located on
the same physical server, we argue that those VMs should use the fastest possible mechanisms for
communication.

Recently, researchers have proposed many techniques to reduce the latency and increase the
bandwidth of communication between co-located VMs. For example, paravirtualization [27] and
other optimizations to reduce protection domain crossings [3] have been suggested as the best ap-

proach [29] to improve communication overheads. Also, there is a large body of work on using



shared memory for fast inter-VM communication (e.g., XenSocket [33], Fido [13] and MVAPICH2-
ive [21]).

Nahanni, also known as ivshmem, is a recently introduced mechanism for inter-VM shared mem-
ory in QEMU/Linux Kernel-based Virtual Machine (KVM) [25]. The shared-memory interprocess
communication (IPC) supported by Nahanni can support different use-cases and applications. At one
level of abstraction, Nahanni can be used like regular shared memory. It has already been demon-
strated that the traditional load-store and lock-based programming method can work well on top of
the Nahanni shared memory (e.g., the implementation of Nahanni memcached [31]). At a different

level of abstraction, Nahanni can be layered below other APIs to support fast IPC (Chapter 4).

1.1 Motivation

One of the current goals within the Nahanni project is to explore the different methods of using
shared-memory IPC. In our experience, when Nahanni is first described to a programmer, their first
impulse is to, naturally, think in terms of load-store and lock-based programming models. How-
ever, other programming models can be layered on top of Nahanni, and other models can be re-
implemented using Nahanni as a building block.

To this end, we investigate two APIs as representatives. The minitransaction model [6] from
the transactional memory community is an example of an emerging API. Although minitransactions
were originally targeting distributed systems, the same abstraction might be attractive for program-
ming inter-VM systems. Moreover, minitransactions present a transparent way to support hybrid
inter-VM and inter-server IPC (i.e., distributed memory). The well-known Message-Passing Inter-
face (MP]) is an example of an existing and mature API. MPI is widely used and highly portable.
We implement MPI-Nahanni, a port of MPICH?2, on top of the Nahanni shared memory.

1.2 Nahanni Project

Nahanni, first included in QEMU/KVM v0.13 as i vshmem in August 2010, is a paravirtualized PCI
device that allows the host and the guest VMs to share a region of memory [25]. The optional Na-
hanni PCI device, which looks similar to the on-board memory of a graphics card to the guest, uses
a POSIX shared-memory file on the host for the backing store. Thus once Nahanni is configured,
the co-resident VMs and the host can do shared-memory IPC via Nahanni.

Nahanni shared memory is just like other familiar shared memory. To use it, user-level programs
inside the guest VMs open the device as a file with the open system call, and use mmap to map
the memory into their address space. The whole procedure is similar to that of POSIX shared
memory. After the programs initialize Nahanni, the shared-memory region can be used like other
memory regions in the programs. Note that the details of the open and mmap can be hidden from

application programmers within a user-level library, which is the case MPI-Nahanni.



1.3 Research Questions and Contributions

We try to answer the following research questions through our hand-on experiences: What APIs
are Nahanni shared memory suitable for? What are the benefits that an API can gain from using
Nahanni shared memory?

The main contribution of our work is to show that programming models and APIs, such as mini-
transactions and MPI, can be well-supported using Nahanni, and with high performance. Specifi-

cally:

1. We show that Nahanni is able to support new programming models and APIs, specifically the

minitransaction model.

Inspired by Sinfonia [6], we implement the minitransaction abstraction on top of Nahanni
shared memory. We also port, parallelize, and evaluate the FLUID v.1 smoothed particle
hydrodynamics (SPH) simulator as a case study. In the process of working with FLUID,
we implement barrier synchronization, with different design choices related to supporting
reliable signalling between VMs. Prior to our work with FLUID, reliable signalling had not

been provided within the Nahanni environment.

2. We show that Nahanni is able to support existing programming models and APIs, specifically

the well-known MPI model and library.

One of the architectural advantages of Nahanni is that it behaves like familiar shared mem-
ory, after it is initialized. Therefore, it was by design, straightforward to port the MPICH2-
Nemesis implementation of MPI to Nahanni. MPICH2-Nemesis already had a shared-memory
implementation based on System V or memory-mapped shared memory. Since Nahanni is just
like other shared-memory systems, much of the existing MPICH2-Nemesis code was used

without change.

3. In the performance evaluation of VM-based barrier synchronization, minitransactions and
MPI-Nahanni, we show that our minitransactions have better performance for low-contention
cases, but can have high overheads under high contention. Also, our barrier synchronization
shows good performance. Improvements to the minitransactions under high contention are for

future work.

From microbenchmarks and the GAMESS application, MPI-Nahanni shows high perfor-
mance as compared to other VM-based IPC techniques. Specifically, MPI-Nahanni can have
up to an order of magnitude lower latency and higher bandwidth than MPI over standard vir-
tual networks for VMs. Leveraging Nahanni inter-VM shared memory can help MPI-Nahanni

reduce the communication overheads for co-located VMs substantially.



1.4 Concluding Remarks

We discussed our motivation for investigating two APIs, minitransactions and MPI. We also briefly
introduced the Nahanni project and summarized our contributions. In next chapter, we discuss some

important background concepts and review some related work in this field.



Chapter 2

Background and Related Work

In the previous chapter, we introduced the Nahanni project and discussed the motivation for imple-
menting interprocess communication (IPC) over the inter-virtual machine (VM) shared memory. In
this chapter we present important concepts that relate to the design and implementation of our work.

We also outline the previous related work in the field.

2.1 Background Concepts
2.1.1 Virtual Machine

There are various kinds of virtual machines. For example, the Java virtual machine (JVM) and
the Microsoft .NET Common Language Runtime (CLR) are VMs that implement the virtualization
technique at the programming language level. JVM and CLR execute the software-based bytecodes
that are generated by the compilers. In contrast, Xen, VMware and QEMU/Linux Kernel-based
Virtual Machine (KVM) are VMs that virtualize the environment at a lower level of abstraction (i.e.,
instruction set architecture (ISA), hardware level). Figure 2.1 and 2.2 show examples of computer
architectures with and without VMs. We usually call a VM instance the guest and the platform that
is running the VMs the host. The guest operating system (OS) can access the hardware resources
(e.g., processor, memory, disk) as virtualized by the VM, thus the VM gives users an illusion that
they own the physical machine and they can do whatever they can as if running directly on a physical
machine. Currently, the well-known tools (i.e., hypervisors or virtual machine monitors (VMM))
for running VMs include QEMU/KVM [23], Xen [8] and VMware [4]. We use QEMU/KVM as our
VM hypervisor in the following works.

VMs are important in Infrastructure-as-a-Service (IaaS) cloud computing and high-performance

computing (HPC) environments because:

1. VMs can provide an isolated and safe environment for important services.

Because the hypervisor treats each guest OS within a VM instance as if they are independent

from other VMs running on the same host, the VM instances are isolated. In other words,
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using VMs, the impact of an application failure will be contained to only one VM and the
failure cannot impact other VMs. The failed application can be restarted by simply restarting

the affected VM.

2. VMs can provide multiple execution environments for the user.

Different VM instances can run different OSes on the same hardware. For example, one host
server can simultaneously run independent VM instances with Linux, Windows and Mac OS.
Without VMs, one would either use separate hosts for different OSes, or possibly use dual

booting if those OSes do not need to run concurrently.

3. VMs can provide better utilization of the host (i.e., consolidation) and convenient management

of hardware resources (e.g., VM migration).

Using VMs is another technique for time-sharing and space-sharing hardware resources. For
example, if some physical servers are underutilized (e.g., a print server, a mail server), the
servers can be encapsulated inside VMs and consolidated on a single physical server to im-
prove the utilization of that host. Also, administrators can balance the workload among mul-
tiple physical servers with the help of the VM’s live migration capability. A VM can migrate

from an overloaded server to a underloaded server.

Although VMs have many advantages, the potential performance overhead of VMs is one dis-
advantage. For example, there are overheads associated with handling privileged instructions in the
guest, and with handling input/output (I/O) via emulated hardware devices. The trap-and-emulate
approach to privileged instructions requires frequent context switches between privileged and non-
privileged modes. Also, because multiple protection domains and software layers are crossed
(shown in Figure 2.2) to access the physical hardware device (e.g., hard disk, network interface card
(NIC)), I/O in VMs can have significant overheads. However, with the advent of hardware-based
ISA virtualization (e.g., AMD’s SVM, Intel’s VT) and device paravirtualization (e,g., virtio [27] ,
vhost [3]), some of these overheads have been greatly reduced. In a recent study [26], the VM over-
head for HPC applications (e.g., GROMACS, BLAST, HMMer) were shown to be under 6% for
compute-intensive applications, and approximately 9.7% for more I/O-intensive jobs on an x86 VM
platform. Therefore, the overheads are currently moderate and as the overheads of VMs are reduced
by new hardware support and software techniques, the benefits of using VMs in cloud environments

increase.

2.1.2 Fast Co-located Inter-VM IPC

As we mentioned in Section 2.1.1, one of the advantages of using VMs is the isolation between VMs.
But this isolation barrier also becomes an obstacle when the applications in co-located VMs (i.e.,

guest VMs on the same physical host) need to communication with each other. The applications in



different VMs have to cross multiple software layers when communicating with others. As shown
in Figure 2.2, the data passes through the guest OS, the virtual hardware, and the host OS. And in
Chapter 4, we also discuss how the traditional network communication for inter-VM IPC suffers
significant overheads since another guest OS domain crossing is required from one VM to another
VM (i.e., the datapath back up to the target’s guest OS).

Moreover, the multiple data copies along the aforementioned datapath also add to the overheads.
The transmitting data may be copied up to four times. The first copy is from the application’s user
space to the guest OS kernel space in the source VM. The second copy is from the guest OS kernel
space to the host OS kernel space. The third copy is from the host OS kernel space to the target
guest OS kernel space. And the final copy is from the target guest OS kernel space to the target
application’s user space.

However, if the VMs shared memory, some of the datapath overheads can be reduced. For
example, if two VMs share a memory region, there is no need for them to pass the data through all
of the guest and host software layers. The sender can write the data to the shared memory and the
receiver can read the data from the shared memory. Obviously, this procedure reduces the number
of times the data is copied to two: The first copy is from the source to the shared memory and the
second copy is from the shared memory to the target’s application buffer. In special cases, only a
single copy is necessary if the system uses something like Xen’s inter-VM Grant/Mapping Table
framework to directly re-map the sender’s buffer to the receiver’s address space [20]. However,
page re-mapping techniques have their own overheads (i.e., system call to the host OS to perform

the re-mapping) so must be used carefully.

2.1.3 Load-Store Model for Shared Memory

The load-store model is the traditional programming model for shared memory. The first column of
Figure 2.3 shows the pseudocode for updating two shared counters (i.e., counter, new_counter)
using the load-store model. Note that the counters are incremented with ISA instructions (i.e., the
++ and += operators are mapped to machine instructions by the compilers of most ISAs) since the
model allows the memory to be manipulated directly. When dealing with shared data, programmers
are responsible for the concurrency control. Explicit locks are used to guarantee mutual exclusion
and protect the access of the shared data. One the one hand, low-level primitives, such as locks and
semaphores, are complicated and error-prone, especially when considering issues such as deadlock
and fine-grained access. On the other hand, fine-grained locks can provide better scalability and

higher concurrency for parallel programs.

2.1.4 Transactional Memory

Transactional memory (TM) [18] is a concurrency control mechanism for parallel programming

and accessing shared data. It uses transactions, like database transactions, to abstract the complex



locking protocols associated with shared data manipulation. Although transactions and TM will
work correctly in all situations, their performance is optimized for situations where low contention
for the shared data is expected, since transactions and TM are part of the larger category of optimistic
locking techniques [18].

The second column of Figure 2.3 shows the pseudocode of updating two shared counters using
the TM model. Note that the TM pseudocode is more succinct than using loads and stores. A
transaction usually contains a set of read and write operations and these operations are applied
atomically. Specifically, once the transaction is successfully committed, all the modifications of
the associated operations in shared memory should be visible to others. Otherwise, the transaction
should have no effect on the shared memory (i.e., all or nothing). Note that reads and writes are
similar to loads and store, except that reads and writes are usually mapped to longer sequences of
ISA instructions, depending on implementation details.

Hardware transactional memory (HTM) and software transactional memory (STM) are two main
TM implementations [18]. HTM requires special hardware support and can provide high TM perfor-
mance. STM breaks the limitations of HTM (e.g., special hardware requirement), but suffers more
overhead than HTM.

Compared to the traditional load-store programming model (e.g., with explicit locks), TM has
many advantages [18]: TM helps developers focus on the algorithm design instead of the complex
concurrency control mechanism; TM provides balance between the scalability of and implementa-

tion effort for parallel programs; TM is deadlock free.

2.1.5 Message-Passing Model

Message passing is a common communication method for parallel computing and IPC. Normally,
every communication endpoint has its own memory and data are packed into messages before send-
ing. The third column of Figure 2.3 shows the pseudocode of updating two counters using the
message-passing model. Machine A increases counter and sends it to machine B, while ma-
chine B uses the counter value from A to update new_counter and sends the new value of
new_counter back to machine A. Usually, the message-passing model includes two classes of
communication routines. First, the point-to-point communication routines (e.g., send and receive)
are for pairs of endpoints. Second, the collective communication routines (e.g., broadcast) are for

sets of endpoints, usually more than two.

2.2 Related Work
2.2.1 IPC Mechanism

IPC is a well-studied area of research. In particular, eliminating data copying to improve per-

formance has been examined in several contexts and with various design goals. Brustoloni and
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lock (counter)

lock (new_counter)
counter++

new_counter += counter
unlock (new_counter)
unlock (counter)

atomic{

counter++
new_counter += counter

}

lock (counter) ..
recv (A, counter)

lock (new_counter)
new_counter += counter
send (A, new_counter)
unlock (new_counter)

counter++
send (B, counter)
unlock (counter)

recv (B, new_counter)

Figure 2.3: The pseudocodes of updating two shared counters using load-store model, transactional
memory model and message-passing model.
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Figure 2.4: The architectural layers used by the different inter-VM shared-memory communication
mechanisms.

Steenkiste [10] studied the effects of buffering semantics on I/O performance and pointed to un-
necessary copies being a source of overhead leading to poor performance. Fbufs [16] are an OS
mechanism for efficient data transfer within an OS kernel. Beltway Buffers [9] are an in-kernel
mechanism for Linux that uses pre-allocated, shared rings for data movement for all [IPC mecha-

nisms (e.g., sockets, pipes, disks) as well as networking.

2.2.2 Inter-VM Shared-Memory Communication Mechanisms

The use of inter-VM shared memory for IPC between VMs has previously been explored. Figure 2.4
shows the architectural layers used by the various inter-VM IPC mechanisms introduced in the
following discussion. The majority of inter-VM communication research has focused on the Xen
hypervisor [8, 21, 30, 33, 13], as Xen is open source, widely used, and mature. However, in recent
years, QEMU/KVM has emerged as another open-source hypervisor and is gaining attention as
the default VM technology in the Red Hat (which bought Qumranet, Inc., the original developers
of KVM) and Ubuntu Linux distributions. Architecturally, the QEMU/KVM-based systems (i.e.,

10



Diakhaté et al. [15], Nahanni [25]) are distinguished from the Xen-based systems by their lack of
modifications to the “Guest OS kernel”.

Using a combination of a user-level library and a device driver approach to implement faster
IPC (i.e., the Message-Passing Interface (MPI) in this discussion) has advantages [25]: First, mod-
ifications to the “Guest OS Kernel” are not necessary. Usually, modifying the kernel is the most
error-prone and complicated type of changes. Pragmatically, changes to the core kernel are also the
most difficult to have accepted into the mainline code base for open-source OS projects. Second, no
additional performance overheads are added to the kernel, since the kernel is unmodified. Changes
to the kernel have the potential to introduce scalability bottlenecks, since they affect core OS datap-
aths. For example, XenLoop modifies the OS kernel to separate intra-host from inter-host traffic so
as to use the appropriate mechanism (i.e., shared memory vs. network). On the one hand, XenLoop
can transparently support (i.e., XenLoop is binary compatible with standard sockets-based applica-
tions) mixed intra- and inter-host data traffic. On the other hand, XenLoop introduces an extra check
(and potential additional latency, however small) to every data packet. Third, for VM instances and
applications that do not want to use the shared-memory IPC optimizations, the new device drivers
are not loaded into the OS kernel and thus should have no performance (or other) impact at all. In
contrast, the modified OS kernel must always be running in the Xen-based examples if there is any
possibility of applications using the shared-memory IPC optimizations.

XenSocket [33] is a one-way inter-domain communication solution for Xen based on shared
memory. The sender and receiver share two memory buffers which are used to exchange the control
information and transfer the actual data. Applications using XenSocket must be modified to use a
variation of the POSIX socket API, since the shared memory is not visible at the user level. With
some minor changes to the socket initialization source code, most sockets-based applications can be
ported to use XenSocket.

XenLoop [30] is a kernel module which provides a high-performance and fully transparent com-
munication channel for co-located VMs. Two first-in-first-out (FIFO) data channels are created
between pairwise VMs by using Xen’s inter-domain shared-memory facility. Each FIFO channel
is unidirectional and used for sending/receiving data to/from another co-located VM. XenLoop will
inspect each outgoing packet to determine the receiver and automatically determine which datapath,
either the FIFO channel or the standard network, should be used to send a given packet. XenLoop
is more transparent than XenSocket, since it is binary compatible with existing sockets code

Fido [13] is another high-performance inter-VM communication mechanism. It is shared-memory-
based and allows target VMs to map the entire address space of a source VM into its own address
space. By doing this, Fido can achieve zero-copy data movement while transferring data between
VMs. The source VM writes data into memory and the target VM can read data from the memory-
mapped region directly without an extra copy. Moreover, Fido can also be used to implement a

network device and a block device, which are transparent for the users to use.
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Different from the aforementioned systems, MVAPICH2-ivc [21] leverages shared memory to
develop a generic network device and improves MPI communication for co-located VMs. MVAPICH2-
ivc benefits from a shared-memory-based VM-aware communication library, called IVC. MVAPICH2-
ive can automatically select the communication methods, between the standard network and IVC,
in virtual machine environments. If two MPI processes are in different hosts, the network com-
munication will be used. Otherwise, IVC will be activated and set up a shared-memory region for
the communication between co-located VMs. MVAPICH2-ivc also supports live migration. It is
transparent to the MPI program and does not require code modification.

All of the related work mentioned above are Xen-based and depend on specific Xen mechanisms,
such as the grant table mechanism. The only other related work using the QEMU/KVM environment
is by Diakhaté et al. [15]. The authors develop a shared-memory-based message-passing device
which is accessed by the virtio interface. This device allocates memory from a shared-memory pool
when starting a QEMU instance. Other QEMU instances should be created by forking the initial
instance in order to leverage the shared-memory communication device. As compared to our work,
Diakhaté et al. only implemented an incomplete subset of MPI functions on top of this device, such

asMPI Trecv,MPI_Isend and MPI Wait, which restricts the usefulness of their system.

2.2.3 Minitransaction

The fundamental idea behind minitransactions comes from the transactional memory community
[18] (Section 2.1.4). And the original implementation of minitransactions in Sinfonia [6] is tar-
geted at distributed memory. Minitransactions are intended to be lightweight and short-lived, which
usually affects implementation details and optimizations. For example, distributed minitransactions
might be limited such that they fit within a single network packet.

A minitransaction comprises read items, compare items, and conditional write-items. These
items can be located on different memory nodes, with the system being responsible for coordinating
the global atomicity, consistency, isolation and durability (ACID) properties. Figure 2.5 shows an
example of updating a counter on a remote memory node. The variable machine_ID specifies the
memory node where the counter resides. And addr and len specify the address memory and the
length of the counter, respectively. Upon execution (i.e., commit minitransaction ()), the
runtime system retrieves the data from the locations specified by read items, and compares the data
in the locations indicated by the compare items. If and only if all the comparisons are successful,
the data in the conditional-write items are applied to the specified locations. The return values of
commit_minitransaction () can be SUCCEEDED, LOCK_FAILED or COMPARE_FAILED.
If COMPARE_FAILED is returned, it means that the remote counter has already been modified by
other minitransactions and the Local_counter contains an obsolete value. The user should use
the data retrieved from the remote node to update local cache.

The minitransaction can be re-executed again (i.e., the do—while loop) until it succeeds. As
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do{
t = new Minitransaction
new_counter = local_counter + 1
t.add_read_item(machine_ID, addr, len)
t.add_compare_item(machine_1ID, addr, len,local_counter)
t.add_write_item(machine_1ID, addr, len, new_counter)
succeed = t.commit_minitransaction ()
if (succeed == COMPARE_FAILED)

local_counter = t.read_return_value ()

}while (succeed != SUCCEEDED)

local_counter = new_counter

Figure 2.5: Example of using minitransactions to update a remote counter, based on a local cached
value.

with transactional memory, minitransactions abstract the complexity of the concurrency control.
Minitransaction programmers do not need to design the low-level message-passing and locking pro-
tocols, which are complicated and error-prone.

With minitransactions, Sinfonia can easily support complex applications. For example, a cluster
file system and a group communication service are implemented with 3,900 and 3,500 lines of code,
respectively [6]. Also, Aguilera et al. [5] built a scalable, low cost, and fault-tolerant distributed

B-tree with Sinfonia and minitransactions.

2.2.4 Nemesis: Shared-Memory IPC in MPICH2

MPICH2 is an open-source implementation of MPI. Recent versions of MPICH?2 contain a commu-
nication subsystem called Nemesis (i.e., the ch3: nemesis channel), which is designed for scal-
ability, high-performance intra-node and inter-node communication, and multimethod inter-node
communication [11, 12].

Nemesis uses shared memory for the intra-node processes communication. Each intra-node pro-
cess has a receive queue and a free queue in shared memory. When a process sends a message, a
new network module will determine whether it is sent to the same node or a different node. If the
communication is intra-node, the network module directly inserts the message to a target process’s
receive queue, which is located in node’s shared memory. Otherwise, the network module sends out
the message over the usual mechanism (e.g., socket). With the help of a lock-free queue algorithm,
Nemesis can maintain as good inter-node communication performance as other MPI implementa-
tions, and achieve better performance for intra-node communication. Also, Nemesis supports remote

memory access (RMA) operations and barrier synchronization via the shared memory.
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2.2.5 Nahanni Inter-VM Shared Memory

Nahanni, also known as ivshmem, was recently introduced into QEMU/KVM [25]. As an aside,
the similarity between the names Nemesis and Nahanni is unfortunate, but unavoidable. Nahanni
offers a POSIX shared-memory region between the host and the guest. Nahanni is exported to the
guest as a PCI device. Users, or more likely user-level libraries (Figure 2.4), can use the traditional
open function to open the device as a regular file and use mmap to map the device memory into
the applications’ address space. The Nahanni shared memory can also be used for fast inter-VM or
host-to-guest IPC.

For example, the performance of the host-to-guest data movement with the various IPC tech-
niques and Nahanni shared memory has been examined [25]. Data transfer can be up to 9-fold
faster using Nahanni shared-memory IPC as compared to a special-purpose 9P file system and other
widely used VM-based mechanisms (e.g., virtio, Netcat, SCP-HPN). Wolfe Gordon and Lu [32] pro-
posed Nahanni memcached, a port of the standard memcached. Instead of using VM-based virtual
networks to retrieve cached key-value pairs as stream data, Nahanni memcached uses the inter-VM
shared memory and accesses the structured key-value data using loads and stores. Their benchmark
results show that Nahanni memcached can reduce the latency of read operations (that hit in the
cache) by 81% per operation, by between 29% and 45% on read-write workloads (including misses)
as compared to standard memcached with the best-practise VM-based network mechanisms (e.g.,

vhost).

2.3 Concluding Remarks

In this chapter, we began by introducing some important concepts: virtual machines, fast inter-
VM IPC, and different programming models. We introduced the advantages of using VMs and
the importance of VMs in cloud computing and HPC environments. We also compared the load-
store, transactional memory, and message-passing programming models and gave brief examples
for each of them. Finally, we reviewed some previous work from the field of shared-memory IPC,
minitransactions and MPI. They are related to our work introduced in the following chapters.

In the next chapter, we discuss the implementation details of minitransactions and barrier func-

tions on top of Nahanni. Also, an empirical performance evaluation is presented.
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Chapter 3

Minitransactions and Barriers on
Nahanni

In the previous chapter, we introduced some important background concepts and related work for our
shared-memory-based interprocess communication (IPC) mechanism for virtual machines (VMs).
As stated earlier, our work is based on the Nahanni system for inter-VM shared memory. Therefore,
the next logical questions are: What application programming interfaces (API) and synchronization
mechanisms are suitable for use with Nahanni? For what applications are Nahanni useful?

As to the question of APIs and Nahanni, we want to consider programming models that are
different from the typical load-store-based model of shared-memory programming. Related work
with Nahanni memcached [32] already explores load-store and lock-based programming approaches
with Nahanni. Instead, we implement a prototype of minitransactions [6] (Section 3.1) because it
is an emerging API (from the transactional memory community [18]) and because minitransactions
can support a hybrid of both distributed-memory (the original paper by Aguilera et al. [6]) and
shared-memory implementations (this dissertation). As a prototype, the current minitransaction
implementation has shown the abilities of reducing the complexity of concurrency control with
good performance (Section 3.3.3).

As well, we port a smoothed particle hydrodynamics (SPH) simulator, FLUIDS v.1, to use Na-
hanni. We chose to port and parallelize FLUIDS as a case study because it is similar to a class of
applications known as particle-in-cell (PIC) simulations, due to the importance of SPH techniques
in computer graphics, and given our previous experience with the code base. Of course, no single
application can represent all concerns, but SPH and FLUIDS covers many interesting domains from
high-performance computing (HPC) and graphics.

At the beginning of this work, we thought that FLUIDS would need minitransactions for a proper
implementation. And, in fact, there are many artificial and misleading ways to use minitransac-
tions in FLUIDS. But, it turns out, with some sensible algorithmic design decisions, FLUIDS does
not need any locking or minitransactions. Specifically, we parallelize FLUIDS using the single-

program-multiple-data (SPMD) paradigm, with barrier synchronizations between four phases, and
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no other forms of synchronization. Since FLUIDS does not need minitransactions, we present only
microbenchmarks for the minitransactions.

Our benchmarks show that minitransactions have better performance than traditional lock-based
synchronization (Section 3.3.3) for low-contention scenarios. Furthermore, our benchmarks confirm
the intuition that minitransactions have dramatically higher overheads as the amount of contention
increases (Figure 3.11, Table 3.5), which is consistent with the intended use-cases for optimistic
synchronization from the transactional memory community.

For our new barrier implementations (Table 3.1), we present both microbenchmarks (Section 3.3.2)
and FLUIDS benchmarks (Section 3.3.4). We conclude that spin-based barriers within VMs can
have comparable performance to barriers outside of VMs (Table 3.4). Also, we show how blocking-
based barriers can be implemented between VMs, despite the involvement of multiple guest operat-
ing system (OS) kernels, but with substantially lower performance than spin-based barriers. Finally,
we show that FLUIDS implemented for Nahanni, and using the new barriers, achieve reasonable
speedups and performance relative to non-VM implementations (Figure 3.15).

Overall, the purpose of this chapter is to explore what APIs and applications are suitable for
Nahanni, beyond the traditional load-store-based codes (e.g., Nahanni memcached). As proofs-of-
concept, our implementation of minitransactions, barriers (in different forms), and FLUIDS show

that Nahanni is suitable for more than just classic shared-memory programs.

3.1 Minitransaction Implementation

When manipulating data in shared memory using loads and stores (or reads and writes), program-
mers usually need to acquire and release locks, which is error-prone. However, minitransactions
can relieve the programmer of the responsibility for explicit synchronization, as long as the opera-
tions are encapsulated within a minitransaction (Figure 2.5). Furthermore, the non-conflicting reads
and writes in different minitransactions can proceed without blocking or interfering with each other,
unlike traditional, typical synchronization-based techniques (Section 3.3.3).

Minitransactions usually contain three different kinds of items (Figure 3.1)—reads, compares,
and conditional-writes [6]. The conditional-writes are conditional in the sense that all of the compare
items must succeed for the conditional-write items to be applied to the shared data.

Figure 3.2 shows the steps taken upon a “User Submit” of (i.e., attempts to commit) a minitrans-
action. First, when committing a minitransaction, it will try to “Acquire Locks” for the three kinds
of items. If any lock for any item is currently held by a different minitransaction, the acquisition is
considered to have failed (i.e., no blocking for locks), and the minitransaction will drop or abort all
locks it has already grabbed and return failure to the user. The minitransaction can then be re-tried
(i.e., do—while-loop in Figure 2.5). This all-or-nothing locking algorithm prevents deadlock. If
all the locks are successfully acquired, the minitransaction applies the operations indicated by the

three kinds of items.
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Minitransaction

Read Items

‘ Offset ‘ Data Length ‘

‘ Offset ‘ Data Length ‘

Compare Items

‘ Offset ‘ Data Length ‘ Compare Data ‘

‘ Offset ‘ Data Length ‘ Compare Data ‘

Conditional-write Items

‘ Offset ‘ Data Length ‘ Write Data ‘

‘Offset ‘ Data Length ‘ Write Data ‘

Figure 3.1: Read, compare and conditional-write items in Minitransactions.

Second, the minitransaction will retrieve the data specified by the read items. Third, the mini-
transaction will “Evaluate Compare Items” such that if any comparison fails, then the minitransac-
tion is also aborted. Once again, the minitransaction can be re-tried, if desired. Fourth, if all the
comparisons succeed, the minitransaction will apply the conditional-writes. At this point, the writes
must succeed since all of the locks are properly held and all of the comparisons have already suc-
ceeded. Finally, the minitransaction releases all the locks and returns success to the user. Note that
the locking and un-locking phases are completely hidden from programmers. Also, note that mini-
transactions can fail for two different reasons: failure to grab a lock and failure of a compare item.
As a fundamental building block, the read, compare, and conditional-writes of a minitransaction can
be used to implement common shared-data operations (e.g., incrementing counters, Figures 2.3 and

2.5).

3.2 Barrier Implementations

In the process of porting, parallelizing, and evaluating FLUID v.1 as a case study and proof-of-
concept (Section 3.3.4), we realized that we need a reliable signalling mechanism (i.e., a reliable
condition variable mechanism) between VMs. Thus, in this section we give the details of our barrier

mechanism using two different implementations of condition variables.

3.2.1 Traditional Barriers

Before we present our barriers, we would like to show the traditional barrier implementation with

a blocking Pthread mutex and a blocking condition variable. Figure 3.3 shows the details of the
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Figure 3.2: Submission steps of Minitransactions.

implementation in a multi-threaded program. mutexc_var and threshold_var are Pthread
mutex and condition variables, respectively. count and threadnum are integers. count records
how many threads have reached the barrier and threadnum represents the condition that should
be satisfied. When a thread reaches the barrier, count is increased by one (line 7 in Figure 3.3).
If the number of threads that have reached the barrier is less than threadnum, the current thread
will wait on condition variable threshold_var (line 10 in Figure 3.3). Otherwise, the last thread
that reaches the barrier will wake up other threads waiting on the condition variable (line 15 in
Figure 3.3). mutexc_var is used to protect the critical section and make sure that only one thread
can modify the variable count at one time.

However, since blocking mutexes and blocking condition variables are not currently supported
across VM instances, we present two different barrier implementations. The first implementation
uses atomic memory-access operations to implement a non-blocking condition variable (Figure 3.4).
The second implementation uses virtio-serial, combined with socat, to implement a blocking con-

dition variable (Figure 3.7).

3.2.2 Non-Blocking Condition Variable and Barrier

Unfortunately, Pthread mutex and condition variables do not work between different VM instances
with Nahanni shared memory, because two different guest OS kernels are involved. Specifically, one
guest OS cannot block or signal a thread belonging to another guest OS (i.e., a thread in a different
VM instance) unless the two OS kernels are designed to interact, which is not the case in current
Linux (and related) kernels.

Therefore, we have to replace the blocking Pthread mutex (Figure 3.3) with a non-blocking
spin_lock and we implement our own (non-blocking) condition variable with atomic memory-
access operations. Compare source codes in Figure 3.4 and Figure 3.3 to see the differences.

First, spin_lock replaces the blocking mutex lock at both the beginning and end of the func-

tion (line 3 and 21 respectively in Figure 3.4). Second, the waiting and signalling codes for condition
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1 pthread_mutex_t mutexc_var;
2 pthread_cond_t threshold_var;

3

4 void Barrier ()

5 {

6 pthread_mutex_lock (&mutexc_var) ;

7 count++;

8 if (count < threadnum)

9 {

10 pthread_cond_wait (&threshold_var, &mutexc_var);
11 }

12 else if (count == threadnum)

13 {

14 count = 0;

15 pthread_cond_broadcast (&threshold_var);
16 }

17 pthread_mutex_unlock (&mutexc_var) ;

18 }

Figure 3.3: Source code of traditional barrier implementation with Pthread mutex and condition
variable.

variable are also changed (from line 9 to 19 in Figure 3.4). When a process waits on the condition
variable, it releases the lock held by itself and enters an empty loop until all processes have ar-
rived at the barrier and alldone is changed to 1. Releasing the lock is important because it gives
other process a chance to enter the barrier. When the last process reaches the barrier, it modifies
alldone to a positive value and enters another empty loop. The modification of alldone allows
the processes that are trapped in the previous loop (line 10) to move on. Once these processes exit
the loop, they use an atomic memory-access operation to modify allexit. The atomic memory-
access operation __syn_add_-and_fetch, a gcc compiler function, is able to do the addition and
read of the parameter together without being interrupted. Thus, when all waiting processes exit the
barrier (reaches return function in line 13), allexit will be equal to vm_num-1, which makes
the while condition in line 18 false, and the last process jumps out of the loop and exits the barrier.
Note that this implementation of a condition variable is non-blocking, because the two while loops

keep the processes busy waiting until certain conditions are satisfied.

3.2.3 Blocking Condition Variable and Barrier

In the previous non-blocking implementation of a condition variable, the process occupies the central
processing unit (CPU) when it busy waits for the condition to be satisfied. Busy waiting wastes CPU
cycles when there are long delays in satisfying the condition, so we investigate another technique to
build a blocking condition variable.

Virtio-serial was originally designed to provide a communication channel between the host and
the guest. The VM will create a device and expose a serial port between guests and host. With

the addition of socat, we can connect two serial ports together to build a communication bridge
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1 void Barrier( pthread_spinlock_tx spin_lock, volatile intx count,
volatile intx alldone, volatile intx allexit)

2

3 pthread_spin_lock (spin_lock);

4 (#count) ++;

5 (xalldone) = -1;

6 (xallexit) = 0;

7 if (*count < vm_num)

8 {

9 pthread_spin_unlock (spin_lock);
10 while ((xalldone) < 0)

11 ;

12 __sync_add_and_fetch(allexit, 1);
13 return;

14 } else if( xcount == vm_num )

15 {

16 «*count = 0;

17 (xalldone) = 1;

18 while ((xallexit) < vm_num - 1)
19 ;

20 }

21 pthread_spin_unlock (spin_lock) ;

22 }

Figure 3.4: Source code of our barrier implementation with spin_lock and atomic memory-access
operations.

between guests. Figure 3.5 shows the architecture of two VMs connected with virtio-serial and
socat.

Inside the VM, the serial port behaves like a regular file. The VM can use the open function to
open the port, and use the read/write functions to receive/send data through the port. The data
moves from the guest to the host along the communication channel and is forwarded from the host
to another guest via socat. To use virtio-serial, we need special commands to start up VMs and
configure the environment. In the following discussion, we use two VMs as an example to show
how to set up the virtio-serial connection for these two VMs. Note that the basic technique can be
extended to arbitrary numbers of VMs.

First, before starting the VMs, two socket files (i.e., /tmp/from~ files) are created for virtio-
serial (lines 1 and 2, Figure 3.6). Second, we start up the VMs with extra parameters to create the
virtio-serial device (the last few parameters in line 4 and 6). Each VM uses one of the two socket files
we created previously. Last, it is important to use socat to connect these two socket files together
(commands shown in lines 8 and 9 in Figure 3.6). Otherwise, the VMs can only communicate with
the host but not each other.

So far, we have described how to set up VMs with virtio-serial. Next, we show the implemen-
tation of our blocking condition variable. Inside the VMs, the virtio-serial port is exposed as a
port in /dev/vportOpl to the guest. Now the VM is able to open this port and communicate

with each other via regular read and write calls. The source code in Figure 3.7 shows the im-
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Figure 3.5: The architecture of VMs connected with virtio-serial and socat.

$ socat UNIX-LISTEN:/tmp/from VM1l_to_VM2
$ socat UNIX-LISTEN:/tmp/from VM2_to_VM1

WA =

$ gemu-system-x86_64 -smp 4 -hda ... —-chardev
socket,path=/tmp/from_VMl_to_VM2, server,nowait, id=VMltoVM2
—device virtio-serial -device
virtserialport, chardev=from_VM1l_to_VM2, name=VMltoVM2

[V}

6 $ gemu-system-x86_64 -smp 4 -hda ... —-chardev
socket,path=/tmp/from_VM2_to_VMl, server,nowait, 1d=VM2toVM1l
—device virtio-serial -device
virtserialport, chardev=from_VM2_to_VM1l, name=VM2toVM1l

oo
Ur

socat UNIX-CONNECT:/tmp/from_ VM1l_to_VM2 /tmp/from VM2_to_VMI1
9 $ socat UNIX-CONNECT:/tmp/from VM2_to_VM1l /tmp/from VMl_to_VM2

Figure 3.6: Example commands to startup two VMs with virtio-serial connection.

plementation. We replace pthread_.cond.wait and pthread.cond_-broadcast functions
with MyCondWait and MyCondBroadcast, respectively. The functions of poll_read and
poll_write are implemented with the pol1 function (line 5 and 22 in Figure 3.8). Thus, when
processes wait on the condition, they actual are blocked on reading from a port. Unless the last
process reaches the barrier and sends an interrupt via the serial port, the pol1l function will not
return and wake up the waiting processes. Note that the code block in lines 22 to 24 of Figure 3.7
implements the same functionality as pthread_cond_wait: 1) release the associated lock; 2)

wait until to be waken up; 3) take the associated lock again.
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1 void Barrier( pthread_spinlock_tx spin, intx count )
2 {

3 pthread_spin_lock (spin) ;

4 (xcount) ++;

5 printf ("$d\n", =xcount);

6 if (*count < vm_num)

7 {

8 MyCondWait (spin) ;

9 }

10 else if (xcount == vm_num)

11 {

12 «count = 0;

13 MyCondBroadcast () ;

14 }

15 pthread_spin_unlock (spin);

16 }

17

18 void MyCondWait ( pthread_spinlock_tx spin )

19 {

20 int buf;

21 struct Communicate_Message msg;

22 pthread_spin_unlock (spin);

23 poll_read(pollgfd, &msg, sizeof (msg), -1);

24 pthread_spin_lock (spin);

25 1}

26

27 void MyCondBroadcast ()

28 {

29 struct Communicate_Message msg;

30 set_message (&4msg, VMID, -1, MSG_BROADCAST, "Everyone reaches
barrier!\n");

31 poll_write(pollgfd, &msg, sizeof (msg), -1);

32}

Figure 3.7: Source code of our barrier with virtio-serial port.
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1 void poll_read(struct pollfd xpollgfd,
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33
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*msg, 1int size, int timeout)

int ret;

pollgfd[0] .events = POLLIN;

ret = poll(pollgfd, 1, timeout);

if (ret < 0)

{
printf ("Error has occurred while polling\n");
exit (1);

} else if (pollgfd[0].revents & POLLIN)

{
read (pollgfd[0].fd, msg, size);
printf ("$s", msg->data);

} else if (pollgfd[0].revents & POLLHUP)
printf ("hangup has occurred\n");

void poll_write(struct pollfd xpollgfd, const struct

}

Communicate_Message xmsg, int size, int timeout)

int ret;

pollgfd[0] .events = POLLOUT;

ret = poll(pollgfd, 1, timeout);

if (ret < 0)

{
printf ("Error has occurred while polling\n");
exit (1);

} else if (pollgfd[0].revents & POLLOUT)

{
ret = write(pollgfd([0].fd, msg, size);
printf ("Send out message\n");

} else if(pollgfd[0].revents & POLLHUP)
printf ("hangup has occurred in write\n");

Figure 3.8: Source code of poll_read and poll write
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Table 3.1: Technique combinations for barrier implementations

Implementations Barrier-No VM+ | Barrier-No VM+ Barrier-VM+ Barrier-VM+
p Spin/Atomic Ops Pthread Spin/Atomic Ops Virtio-serial
Lock Type Spin Lock Mutex Lock Spin Lock Spin Lock
Condition Atomic Pthread Atomic Virtio-serial

Variable Type Operation Condition Variable Operation
Use
VMs No No Yes Yes
Shared Data Memory-mapped | Global variables Nahanni Nahanni
Location file in an application shared memory | shared memory

3.3 Application and Empirical Evaluation

In this section, we evaluate the performance of our new barrier functions and minitransactions.

First, we compare four different versions of the barrier function (e.g., inside and outside VMs,

blocking and non-blocking condition variable) (Table 3.1). Second, we compare the performance

of minitransactions using an increment counter microbenchmark. Specifically, minitransactions are

compared with explicit synchronization using non-blocking spin locks, as well as comparing the

performance of running inside and outside of VMs (Table 3.2). Third, we parallelize the FLUIDS

simulator using barrier synchronizations (Table 3.3). Thus, both microbenchmarks and the FLUIDS

application are used to evaluate the barriers.

Our goal is to answer the following questions:

1. How fast are our barrier implementations (Figures 3.4 and 3.7), relative to traditional barriers

(Figure 3.3)?

The performance of “Barrier-VM+Spin/Atomic Ops” (Table 3.1) has the lowest overhead
when running inside a VM (Section 3.3.2). It is almost as efficient as “Barrier-No VM+Spin/
Atomic Ops”, which has no VM overheads. The traditional “Barrier-No VM+Pthread” imple-
mentation is an order of magnitude slower than “Barrier-VM+Spin/Atomic Ops”. “Barrier-
VM-+Virtio-serial” is even slower, another order of magnitude slower than “Barrier-No VM+
Pthread”, but the virtio-serial-based approach does provide true blocking and signalling be-

tween VMs.

. How fast is a minitransaction, relative to lock-based synchronization, when used to update a

shared counter?

“Counter-VM+Minitransaction” provides the most abstraction by making the synchronization
implicit, instead of explicit. Also, “Counter-VM+Minitransaction” is faster than “Counter-No
VM+Spin Lock™ and “Counter-VM+Spin Lock” for low-contention situations (Section 3.3.3).
However, there are significant overheads when minitransactions are inappropriately used in

high-contention situations.
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Table 3.2: Technique combinations for increment counter implementations

Implementations Counter-No VM+ || Counter-VM+ Counter-VM+
p Spin Lock Spin Lock Minitransaction
Mutual Explicit, Explicit, Implicit,
Exclusion Spin Lock Spin Lock Minitransaction
Use
VMs No Yes Yes
Shared Data Memory-mapped Nahanni Nahanni
Location file shared memory | shared memory

Table 3.3: Technique combinations for FLUIDS implementations

Implementations FLUIDS-No VM+ ’ FLUIDS-VM+
Pthreads Barrier Spin/Atomic Ops Barrier
Barrier Barrier-No VM+ Barrier-VM+
Type Pthread Spin/Atomic Ops
Use No, multiple threads Yes, multiple processes
VMs in host over VMs
Shared Data Global variables Nahanni
Location in a program shared memory

3. How much overhead does the barrier synchronization inside a VM add to the FLUIDS simu-

lator?

The “FLUIDS-No VM+Pthread Barrier” implementation is a little faster than “FLUIDS-
VM-+Spin/Atomic Ops Barrier” when using 2 and 4 processes or threads (Figure 3.15). In
other words, there is a measurable overhead associated with using our non-blocking barrier
implementation with FLUIDS when running inside a VM with 4 or fewer processes or threads.
However, when we use 8 processes or threads, “FLUIDS-VM+Spin/Atomic Ops Barrier” is

comparable to “FLUIDS-No VM+Pthread Barrier”.

3.3.1 Platform

Process versus Threads: In the following benchmarks, the phrase “2 processes/threads” means that
the benchmark is run with 2 processes if VMs are used (i.e., one process per VM), or 2 threads if
no VMs are used (i.e., run directly on the host). Similarly, “4 processes/threads” and “8 process-
es/threads” mean either 4 or 8 VMs (one process per VM), or 4 or 8 threads (no VMs), are used,
respectively.

Software: The host OS’s Linux distribution is Fedora 11 and the guests are Ubuntu 10.04. The
host has Linux kernel version 2.6.37. The guests have Linux kernel version 2.6.35. The hypervisor
is the QEMU/KVM version 0.12.5, with the same Nahanni/ivshmem code as released. Each VM is
configured with 2 virtual CPUs and 1 GB of RAM. The Nahanni device file is 1 GB and shared by
all VMs. All benchmarks and applications are compiled using gcc version 4.4.3.

Hardware: Our host server has two Intel Xeon X5550 processors, running at 2.67 GHz, and
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with 48 GB RAM. There are a total of two sockets and 8 cores. There are up to 16 HyperThreads.
All experiments are done within the single server.
Data Points: All data points are the average of 5 runs, and we have calculated the standard

deviation. But, since the standard deviation is small, we do not use error bars in our graphs.

3.3.2 Barrier Microbenchmark

The benchmark uses a barrier synchronization within a while loop. The barrier count (i.e., number
of iterations of the while loop) is a parameter, and performance is presented as both the number of
barriers completed per second, and the total number of seconds required for a given barrier count
(Table 3.4).

We have four different barrier implementations. The associated techniques are shown in Ta-
ble 3.1. Both “Barrier-No VM+Spin/Atomic Ops” and “Barrier-VM+Spin/Atomic Ops” use the
non-blocking spin lock and atomic memory-access operations (Figure 3.4). “Barrier-No VM+Spin/
Atomic Ops” uses a memory-mapped file as the shared memory and runs on the host without using
a VM. By not using a VM for this configuration, we gain insight into the overheads associated with
VMs. In contrast, “Barrier-VM+Spin/Atomic Ops” uses Nahanni shared memory and runs inside
guest VM instances.

“Barrier-No VM+Pthread” uses the approach shown in Figure 3.3 to implement a barrier func-
tion. Since “Barrier-No VM+Pthread” uses a blocking Pthread mutex lock and a blocking condition
variable, it helps us to understand the performance difference between non-blocking and blocking
primitives for the lock and condition variable.

“Barrier-VM+Virtio-serial” uses virtio-serial as the communication channel between VMs (Fig-
ure 3.7). Recall that virtio-serial is the only existing mechanism within QEMU/KVM to implement
a blocking barrier on top of Nahanni shared memory. Therefore, both “Barrier-No VM+Pthread”
and “Barrier-VM+Virtio-serial” are blocking barriers, differing only in whether or not a VM is used.

Table 3.4 shows the total running time of different barrier implementations. Note that the times
have a large range (e.g., 3.01 seconds to 1,341.71 seconds) for each process to perform 5 million
barrier steps. By comparing the values of barriers per second, we can easily identify their relative
performance.

First, “Barrier-No VM+Spin/Atomic Ops” and “Barrier-VM+Spin/Atomic Ops” are comparable
to each other and always achieve the fastest barrier times. Therefore, the VM does not introduce sig-
nificant overheads. Second, “Barrier-No VM+Pthread”, which uses blocking primitives, is always
an order of magnitude slower than “Barrier-No VM+Spin/Atomic Ops”, which uses non-blocking
primitives. Therefore, we conclude that blocking primitives have higher overheads for this particular
microbenchmark. Third, “Barrier-VM+Virtio-serial” is the slowest, and another order of magnitude
slower than “Barrier-No VM+Pthread”. There is a trade-off between using a blocking barrier be-

tween VMs and performance. Fourth, not surprisingly, the more processes or threads that are used

26



Table 3.4: The run time of different barrier implementations. Note that each process completes 5
million barrier steps.

Barrier- Barrier- Barrier- Barrier-
No VM+ No VM+ VM+ VM+
Spin/Atomic Ops Pthread Spin/Atomic Ops || Virtio-serial
Total time(s) 3.01 24.21 3.52 470.14
2 process
or threads | - barriers 1.66 x 10° 2.06 x 10° 1.42 x 106 1.06 x 10*
per second
Total time(s) 7.28 81.72 7.31 870.41
4 process
orthreads | barriers 6.68 x 10° 6.12 x 10* 6.84 x 10° 5.74 x 10®
per second
Total time(s) 13.99 200.68 13.53 1341.71
8 process
or threads | barriers 357105 || 250x10* || 3.69x 10° 373 % 103
per second

(i.e., 2, 4 or 8), the longer it takes for all implementations to perform a barrier.

As already noted, both the Pthread mutex and the condition variable used in “Barrier-No VM+
Pthread” are blocking primitives. Since the microbenchmark calls the barrier within a tight while
loop, busy-waiting barriers (based on a non-blocking spin lock) (e.g., “Barrier-No VM+Spin/Atomic
Ops”) are faster than barriers based on blocking primitives (e.g., “Barrier-No VM+Pthread””). More-
over, “Barrier-VM+Virtio-serial” always uses the virtual serial ports to send interrupt messages,
which requires crossing over multiple protection domains (e.g., guest-to-host, host-to-guest) as
shown in Figure 3.5. So, the overheads for “Barrier-VM+Virtio-serial” are much higher. But, no
matter how low the performance of “Barrier-VM+Virtio-serial”, it is the only available technique to
provide a blocking barrier across VM instances.

Although other techniques might be used to further optimize the barrier performance, we leave
that as future work. Also, from the application benchmark (Section 3.3.4), we show that our barrier

implementation is not an significant bottleneck in the parallel FLUIDS simulator.

3.3.3 Increment-Counter Microbenchmark

To evaluate the performance of minitransactions, we implement an incremental-counter microbench-
mark with three variations (Table 3.2). Both “Counter-No VM+Spin Lock” and “Counter-VM+Spin
Lock” use non-blocking spin locks to protect critical sections (Figure 3.9). “Counter-No VM+Spin
Lock” uses a memory-mapped file as the shared memory between processes, and runs directly on on
the host. “Counter-VM+Spin Lock” uses Nahanni shared memory between VM instances, and runs
one process per VM. In contrast, “Counter-VM-+Minitransaction” uses minitransactions to update
the counters in Nahanni shared memory, which requires no explicit lock. Figure 3.9 and Figure 3.10

provides the relevant pseudocode.
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1 do N times updates

2 Lock (Counter)

3 Counter [index]++
4 Unlock (Counter)

Figure 3.9: Pseudocode of incremental counter with explicit lock.

Note that we have multiple counters residing in shared memory and i ndex points to the counter
we want to update. The number of counters is equal to the number of processes used in the mi-
crobenchmark. For the explicit locking methods, the counters are protected by one coarse-grained
lock, which is a common programming strategy. But for minitransactions, any required synchro-
nization is handled transparently by the system. Specifically, our implementation of minitransac-
tions uses atomic update instructions with retry, which is a sophisticated technique not used by
the average programmer. Each process completes 4 million counter increments, which is N in the
pseudocode.

Different Contention Scenarios: To better understand the use cases of minitransactions, we
run the increment-counter benchmark under three scenarios—no contention, medium contention
and high contention for the shared data. Figure 3.11 shows the results of the increment-counter
benchmark under the different contention scenarios.

The scenario of “no contention” is implemented by making each process increment a different
counter. Specifically, each process uses its process identifier as the index value. Since differ-
ent processes update different counter values, there is no contention for the shared counter data.
However, note that there is still contention for the coarse-grained lock.

The scenario of “medium contention” forces every process to increase a counter in a round-robin
way. Specifically, the index increases by one after each counter increment, with a wrap around
when index points beyond the last counter. Stochastically, different processes will occasionally
try to increment the same counter value, resulting in some shared-data contentions.

Finally, the scenario of “high contention” is implemented by forcing all processes to use the
same index value. Therefore, there is a single counter that all processes contend over as they try
to increment the value.

From Figure 3.11, we note that the VM does not introduce significant overheads for this mi-
crobenchmark, because “Counter-VM+Spin Lock” (red bar) is comparable to “Counter-No VM+Spin
Lock” (blue bar) for every data point. Another observation is that, for a fixed process count,
“Counter-No VM+Spin Lock” and “Counter-VM+Spin Lock” have fairly stable performance un-
der all three contention scenarios. But, the run times for all variations increase when the number of
processes increase (e.g., 2, 4, and 8).

“Counter-VM+Minitransaction” (yellow bar) varies with different contention scenarios even if

they use the same number of processes. “Counter-VM+Minitransaction” is about 2 times and 1.5
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1 do N times updates

2 set_minitransaction t

3 do until t commits successfully

4 local_counter = counter[index]
5 new_counter = local_counter + 1
6
7

/+compare item compares local_ counter value with
counter[index] in shared memoryx*/

8 t.compareitem(index, local_counter)

9

10 /+conditional-write item tries to update new_counter value to
counter[index] in shared memoryx*/

11 t.writeitem(index, new_counter)

12 t.submit

Figure 3.10: Pseudocode of incremental counter with minitransactions.

times faster than “Counter-No VM+Spin Lock™ and “Counter-VM+Spin Lock” under both “no con-
tention” and “medium contention” scenarios, respectively. But “Counter-VM+Minitransaction” suf-
fers high overheads under “high contention” scenario.

The stability of performance for the non-minitransaction variations, despite changes in con-
tention, is likely because a single coarse-grained lock is used to protect all counters. “Counter-
No VM+Spin Lock” and “Counter-VM+Spin Lock™ always contend for the lock no matter which
counter they try to increase. And the more processes that contend for the lock, the longer the lock
wait times, which explains the higher run times when adding more processes/counters.

Recall that non-conflicting operations in a minitransaction will not block or interfere with other
operations in different minitransactions. Therefore, under the “no contention” scenario, minitrans-
actions have higher concurrency than non-minitransaction variations because there is no data con-
tention, therefore the atomic update instructions have no retries. Although the “medium contention”
scenario has data contention, which will lead to unsuccessful minitransaction commits (details in
Figure 3.2), the amount of minitransaction failure is small as compared to the total counter incre-
ments (Table 3.5). But the failure count for minitransactions is significant under the “high con-
tention” scenario. For example, there are a total 1.2 x 108 failures for 8 processes under the “high
contention” scenario, while the total counter increments is only 3.2 x 107 (i.e., 4.0 x 10° per pro-
cess). The failures-vs-number-of-increments ratio explains why the performance of minitransactions
is much worse than the non-minitransaction variations for the “high contention” scenario. These re-
sults confirm what the transactional memory community has already concluded: minitransactions
are not suitable for high-contention scenarios due to the higher overheads. Although a carefully
designed lock-based method (e.g., using fine-grained locks) might be faster than minitransactions,
minitransactions can offer an easier programming interface (i.e, implicit synchronization) without

suffering significant overheads (Figure 3.11).
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Figure 3.11: Total running time of the incremental counters under different contention scenarios.
Each process updates the counters 4 million times.

Table 3.5: Minitransactions failure counts for both medium and high-contention scenario.

Medium Contention || High Contention Fl;zt?)l S(l)l(;gtgzrlr;:)ir;esr)lt
2 1.9 x 10° 3.6 x 10° 8.0 x 10°
processes
4 4.2 x 10° 2.7 x 107 1.6 x 107
pl‘OCCSSCS
8 7.9 x 10° 1.2x 108 3.2 x 107
pI‘OCCSSCS

3.3.4 FLUIDS Simulator

FLUIDS, developed by Rama Hoetzlein [19], is an open-source fluid simulator based on the SPH
method. The basic idea of SPH is to represent a fluid as a set of discrete particles. Each particle
has some properties (e.g., density, force, velocity, position) and in each time step these properties
are updated according to the laws of physics, based on interactions with neighbouring particles
(Figure 3.12). The solid (blue) circles represent the particles used to simulate fluid. For a given
particle, represented by the red solid circle, a neighbourhood of particles (inside the large dashed
circle) can influence the (red) particle during the next time step.

Figure 3.13 shows the basic computational steps for the standard SPH method. To find neigh-
bouring particles more efficiently, a neighbourhood table is built before any computations. The
space in which particles can reside is divided into adjacent cells (Figure 3.12) and every cell records

the identities of particles within it. When a given particle tries to find its neighbouring particles, it
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Figure 3.12: Example of fluid simulation using SPH method in two dimension.

only queries its neighbouring cells. Once the neighbouring particles are identified, the given particle
can use them to compute the density, pressure, and force acting on it. Next, the velocity and position
of this particle can also be updated. This basic process is repeated with each time step.

The original FLUIDS simulator was a sequential program. We parallelized the application as
a case study for our VM-based barrier synchronization. Pseudocodes are shown in Figure 3.14.
In the FLUIDS simulator, particles are organized as an array. Each element of the array stores
the properties of one particle and the indexes of the array are used as the identifiers of particles.
Embedded links within particles, cells, and the neighbourhood table make it easy to find all par-
ticles in a given neighbourhood. To parallelize the SPH computation, the particle array and the
neighbourhood table are put into shared memory. Moreover, the array is partitioned into multiple
non-overlapping subsets (i.e., for data parallelism). Each process/thread takes charge of one sub-
set, shown as PARTICLE_SUBSET in the pseudocode. Only the specific process/thread of a given
partition is allowed to update (i.e., write to) the particles that it owns, as per the owners-computes
rule. Therefore, locks are unnecessary and barriers are used to synchronize between phases of the
computation.

Table 3.3 shows the different techniques used to parallelize the FLUIDS simulator. “FLUIDS-
No VM-+Pthread Barrier” runs on the host, uses multiple threads, and uses the blocking barrier
implementation. “FLUIDS-VM+Spin/Atomic Ops Barrier” runs one process per VM and uses the
non-blocking barrier implementation. Both parallel implementations simulate 65,536 particles and
run for 1,000 time steps, which result in 4,000 barrier synchronizations, given the four core phases.

Figure 3.15 shows the total running time for both parallel implementations with various pro-
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cess/thread counts. “FLUIDS-No VM+Pthread Barrier” is a little bit faster than “FLUIDS-VM+Spin/
Atomic Ops Barrier” with 2 and 4 process/thread counts. With 8 processes/thread, “FLUIDS-
VM-+Spin/Atomic Ops Barrier” and “FLUIDS-No VM+Pthread achieve comparable performance.
Overall, we conclude that our non-blocking barrier implementation for VMs (i.e., based on Na-
hanni shared memory) is sufficiently high performance for the FLUIDS application, as compared to
the traditional blocking barrier for non-VM platforms. If required, our blocking barrier for inter-VM
computations (i.e., based on virtio-serial) can be used, but with substantially less performance (not

shown in Figure 3.15).

3.4 Concluding Remarks

When Nahanni is described as a shared-memory IPC mechanism between VMs, it is natural to think
of the familiar load-store, lock-based programming model for shared memory. However, we claim
that the benefits of Nahanni also extend to supporting new APIs and programming models, such as
minitransactions. Therefore, we successfully implemented minitransactions on top of Nahanni. In
a performance evaluation, the increment-counter microbenchmark shows that minitransactions, if
used properly, are at least 1.5 times faster than non-minitransaction variations for “no contention”
and “medium contention” scenarios (Section 3.3.3).

Moreover, we implemented VM-based barrier synchronizations. We also ported and parallelized
the FLUIDS simulator using our VM-based barriers. The final results show that our VM-based
barrier synchronization has comparable performance to non-VM-based barriers.

In this chapter, we have explored the non-traditional minitransaction model. In the next chapter,

we explore MPI-Nahanni, representing the traditional message-passing model.
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Figure 3.13: The standard SPH procedures.
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1 Do N iterations

2 Master process/thread builds Neighbourhood Table sequentially
3 Barrier

4 For each particle in PARTICLE_SUBSET

5 find out neighbouring particles
6 update density
7 update pressure
8

Barrier
9 For each particle in PARTICLE_SUBSET
10 find out neighbouring particles
11 update force
12 Barrier
13 For each particle in PARTICLE_SUBSET
14 update velocity
15 update position
16 Barrier

Figure 3.14: Pseudocode of parallel SPH method with lock and synchronization.
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Figure 3.15: Total running times of parallel FLUIDS simulator with our barrier synchronization.

34




Chapter 4

MPI Nahanni

In the previous chapter, we demonstrated that Nahanni can be used for a new programming model
and application programming interface (API) by showing the implementations of minitransactions
and barriers for inter-virtual machine (VM) shared memory. We also presented the evaluation results
of minitransactions and FLUIDS which was ported and parallelized with our barrier functions.

Now, we address the following questions: How well can Nahanni support an existing program-
ming model or API? What performance benefits, if any, can Nahanni provide to existing models and
APIs?

To answer these questions, we implement MPI-Nahanni. It is a port of MPICH2 that uses Na-
hanni shared memory as its inter-VM communication channel. We choose to investigate MPICH2
because it is a well-known and high-performance implementation of the Message-Passing Interface
(MPI) standard. Also, since MPICH2-Nemesis [11] already has a shared-memory implementation,
we show that the port of MPICH2 to Nahanni is straightforward. Furthermore, existing MPI ap-
plications can run on MPI-Nahanni without any code modification. Thus we can use the present
microbenchmarks (e.g., NetPIPE, OSU and Intel MPI Benchmark (IMB) in Section 4.2.3) and an
application (e.g., GAMESS) (Section 4.2.4) as our performance benchmarks for MPI-Nahanni di-
rectly.

The microbenchmarks and application benchmark all show that MPI-Nahanni has up to an or-
der of magnitude (sometimes even more) better performance (both in bandwidth and latency) than
the current VM-based interprocess communication (IPC) techniques (e.g., Figure 4.2, Figure 4.4).
Moreover, VM-based MPI-Nahanni can achieve almost the same performance as outside VMs (e.g.,
Figure 4.7, Figure 4.10). In other words, MPI-Nahanni achieves nearly the same communication
performance as MPI running on the host hardware directly, which is a promising result for the future

of MPI-based applications in VMs.

4.1 Design Overview

MPI-Nahanni, our new MPI system, uses a new device channel ch3:nahanni, that is based on
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MPICH2’s ch3:nemesis channel. Since Nemesis already has support for using shared mem-
ory (either System V or memory-mapped files) for intra-node communication, porting Nemesis to
Nahanni shared memory reuses almost all of the same techniques and mechanisms already in the sys-
tem (Figure 4.1): Data is moved through shared memory, which helps to reduce memory-to-memory
copies. And, performance-sensitive synchronization is done using shared memory (including non-
blocking, lock-free algorithms), which helps to reduce protection domain context switches.

Figure 4.1 shows the architecture of MPICH2-Nemesis and MPI-Nahanni. In both Figure 4.1(a)
and 4.1(b), the solid arrows indicate data communications where shared memory is used; the dashed
arrows represent the communication where the network is used. Note that shared memory is only
used for intra-VM communication in MPICH2-Nemesis, but Nahanni shared memory is used for
both intra- and inter-VM communication in MPI-Nahanni.

A notable departure from MPICH2-Nemesis within MPI-Nahanni is the handling of large mes-
sage transfers. Intuitively, optimizations to improve latency (e.g., pre-allocate all required resources)
can conflict with optimizations to improve bandwidth (e.g., use additional resources as an optimiza-
tion, but only allocate resources when needed to avoid unnecessary resource usage). Therefore, it
makes sense to have a protocol for short messages and a separate protocol for large messages.

With MPICH2-Nemesis, a large message transfer (LMT) interface already exists for efficiently
transferring large messages between co-located processes. Essentially, a System V shared-memory
region, or a temporary memory-mapped file, is created on demand (i.e., only when large messages
need to be transferred) for each pair of MPI processes that exchange a large message. The shared-
memory region is a large buffer, which improves bandwidth. But, since buffers are resource inten-
sive, no shared memory resource is allocated for LMT if a communication pair does not actually
transfer large messages.

However, all Nahanni shared memory must be created at VM start-up time. Therefore, in porting
MPICH2-Nemesis, we choose to use a large Nahanni shared-memory region and pre-divide the
region into many non-overlapping (i.e., 256 KB) chunks. When a communication pair requires
LMT, it reserves one of the pre-allocated chunks based the sender’s and receiver’s identifiers.

One of the architectural advantages of Nahanni is that the inter-VM shared memory looks and
behaves just like shared memory between threads. Porting MPICH2-Nemesis to Nahanni is straight-
forward with only a few implementation curiosities, such as the LMT protocol. Therefore, we now

proceed directly to addressing the performance questions.

4.2 Applications and Empirical Evaluation

In this section we evaluate the performance of our new MPI-Nahanni system relative to various
combinations of IPC-related mechanisms (Table 4.1). Our goal is to quantify the benefits of using
Nahanni shared memory, vhost paravirtualization, and Nemesis shared memory mechanisms. On the

one hand, the long-standing work on using shared memory for IPC suggests that high performance
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Figure 4.1: Architectures of MPICH2-Nemesis and MPI-Nahanni
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should be possible. On the other hand, high performance shared-memory IPC in Linux kernel-
based virtual machine (KVM) has not been well-explored, and (in fact) there is some debate as
to whether the vhost and virtio paravirtualization [27, 29] approach is just as fast as using shared
memory. Therefore, we use a variety of benchmarks to establish that MPI-Nahanni can achieve high
performance in practice. And, we show that with the current implementation and design of vhost
and virtio, the performance advantage of MPI-Nahanni is significant enough to be considered.

We attempt to answer the following questions:

1. How fast is MPI-Nahanni relative to other VM-based IPC mechanisms?

Our conclusion for microbenchmarks is that MPI-Nahanni always has the highest bandwidth
and the lowest latency (sometimes by an order of magnitude or more) relative to other VM-
based IPC mechanisms. For applications, the performance benefit of MPI-Nahanni is variable,
but it can be substantial, and is proportional to how much time that application spends within

the MPI libraries.

2. How much faster can MPI-Nahanni become on our platform?

Pragmatically, MPI-Nahanni appears to be almost as fast as we can expect for many (but
not all) cases, given that it achieves nearly the same performance as NoVM-MPI-Nemesis,
which does not have any of the VM overheads. For the microbenchmarks (Section 4.2.2) and
GAMESS (Section 4.2.4), MPI-Nahanni also tracks the performance of NoVM-MPI-Nemesis
closely. Conceptually, since NoVM-MPI-Nemesis does not use VMs, it represents an upper

bound on performance on our hardware platform.

4.2.1 Platform and Methodology

Software: We use MPICH2 version 1.3 for all our microbenchmarks, and the GAMESS appli-
cation. All 4 systems (the columns of Table 4.1) are based on MPICH2 and are compiled with
——enable-fast=03, nochkmsg, notiming, ndebug.

Our MPI-Nahanni implementation is based on MPICH2 and specifically the ch3:nemesis
channel, but MPI-Nahanni uses Nahanni shared-memory (i.e., instead of System V shared memory)
for both intra-VM and inter-VM IPC, although some performance-insensitive initialization IPC is
still carried over a socket. As evaluated, MPI-Nahanni also uses the vhost paravirtualization, since
that is a “best practice” for Linux KVM, although vhost only benefits the socket IPC part of MPI-
Nahanni.

We use the abbreviated name MPI-vhost for the combination of unmodified MPICH?2, with the
default ch3:nemesis channel, but with vhost paravirtualization and bridge networking in the
KVM configuration. The use of vhost is expected to improve inter-VM performance, since that

traffic is carried over network sockets, and is consistent with the results presented below. Note that
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the ch3:nemesis channel uses shared memory, via a memory-mapped file, for intra-VM (but not
inter-VM) communication.

We use the abbreviated name MPI-bridge for the combination of unmodified MPICH2, with the
ch3:nemesis channel, but without vhost paravirtualization. Bridge networking is used for inter-
VM IPC, as opposed to using Virtual Distributed Ethernet (VDE) networking (see Sections 4.2.2
and 4.2.4), and shared memory is used for intra-VM IPC. The comparison of MPI-vhost versus
MPI-bridge helps to separate the specific performance benefit of the vhost paravirtualization. Our
results below show that vhost is always a net performance win.

Finally, we use the abbreviated name MPI-socket for the combination of unmodified MPICH2,
with the default ch3: socket channel, and with vhost paravirtualization. With MPI-socket, shared-
memory IPC is no longer used for intra-VM communication. Therefore, comparing MPI-vhost and
MPI-socket helps to separate the benefit of Nemesis shared memory in the ch3 : nemesis channel.

The host operating system is Fedora 11 and the guests are Ubuntu 10.04. The host has Linux ker-
nel version 2.6.35. The guests have Linux kernel version 2.6.36. The hypervisor is the QEMU/KVM
version 0.13.5. Each VM is configured with 4 virtual central processing units (CPUs) and 4 GB of
RAM. Two Nahanni device files are shared by four VMs and both of them are 4 GB (Section 4.1).
All guest software, including MPICH2, the microbenchmarks, and applications, are compiled using
gce version 4.4.3.

Hardware: Our host server has two Intel Xeon X5550 processors, running at 2.67 GHz, and
with 48 GB RAM. There are a total of two sockets and 8 cores. There are up to 16 HyperThreads.
All benchmarking is done within the single server.

Data points: Unless otherwise noted, all data points for the microbenchmarks are the median
of 11 runs, and the error bars indicate the range from maximum to minimum for those runs. We use
median because of the presence of outlier data points for some tests. But, for many data points, the
range is small and the error bars are not visible. As noted below (Section 4.2.4), the GAMESS data

points are the average of 5 runs with the error bars indicating one standard deviation.

4.2.2 Summary of Results

We evaluate the latency and bandwidth performance of MPI-Nahanni using NetPIPE-MPI [28],
the OSU microbenchmark [1], and IMB [22]. As well, we use the GAMESS quantum chemistry
application [17]. We provide details of these benchmarks and applications below.

Although we evaluate 6 different combinations of software (e.g., VM or no VM) and communi-
cation mechanisms (summarized in Tables 4.1, 4.2), the main points of comparison are MPI-Nahanni
(dark blue lines; our system), MPI-vhost (orange lines; “best” paravirtualized network), and NoVM-
MPI-Nemesis (dark red lines; no VM overheads).

Overall, for microbenchmarks, MPI-Nahanni always has the highest bandwidth and lowest la-

tency when using VM-instances, and is always close to the bandwidth and latency (often to the
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point of overlapping lines in the graphs) of NoVM-MPI-Nemesis (which represents the maximum
achievable performance on our platform). Therefore, our conclusions are:

Two-Sided, Unidirectional Bandwidth (Figures 4.2(a), 4.2(b), 4.4(a)): MPI-Nahanni has the
highest VM-based bandwidth, and nearly the same bandwidth as NoVM-MPI-Nemesis, without
VM instances. For NetPIPE-MPI between cores on the same socket (Figure 4.2(a)) and messages
less than 4 KB, MPI-Nahanni is no less than 100-times the bandwidth of MPI-vhost, the fastest of
the paravirtualized combinations. For messages larger than 4 KB, MPI-Nahanni is at least 4-times
faster than MPI-sockets, which is faster in turn than MPI-vhost. For the OSU microbenchmarks,
MPI-Nahanni is between 3 and 33 times faster than either MPI-vhost or MPI-socket.

Based on our code inspection, the crossover in the relative performance between MPI-vhost
and MPI-sockets is likely due to internal buffering parameters within the ch3: nemesis channel.
These parameters are tunable at compile-time, but we have used the default buffering parameters.

With two exceptions (one bandwidth and one latency test), all of the NetPIPE-MPI and OSU
microbenchmarks are performed after we pin the pair of communicating processes to cores on the
same socket. To quantify the effect of pinning, we run one additional set of NetPIPE-MPI tests using
cores on different sockets (Figure 4.2(b)) and show that MPI-Nahanni is between 5 and 60 times
higher in bandwidth than MPI-vhost. Different-socket latencies are discussed below. Although
intra-socket IPC represents a best-case scenario, it is a common scenario and the relative ordering of
MPI-Nahanni’s performance versus other mechanisms does not change. For the IMB, we pin four
processes to four cores on two sockets (i.e., two cores per socket). For GAMESS, pinning is not
used because it does not seem to have a meaningful impact on performance.

Two-Sided, Unidirectional Latency (Figures 4.3(a), 4.4(b), 4.3(b)): MPI-Nahanni has the low-
est VM-based latency, and nearly the same latency as using NoVM-MPI-Nemesis, without VM
instances. For NetPIPE-MPI between cores on the same socket, the latency of MPI-Nahanni is
between 270 and 20 times lower than the fastest paravirtualized vhost combination, for messages
between 0 and 64 KB, respectively. NetPIPE-MPI latencies for MPI-Nahanni between cores on dif-
ferent sockets are between 69 and 13 times faster than either MPI-vhost or MPI-socket. For OSU
microbenchmarks, MPI-Nahanni is between 146 times and 22 times lower latency than MPI-vhost,
which is the fastest paravirtualized vhost combination.

One-Sided Bandwidth (Figures 4.5(a), 4.6(a)): MPI-Nahanni has the highest VM-based band-
width using Get and Put functions, and similar to the bandwidth of NoVM-MPI-Nemesis, without
VM instances. MPI-Nahanni is at least 30 times higher in bandwidth than MPI-vhost for messages
less than 4 KB. For messages larger than 4 KB, MPI-Nahanni has at least 3 times the bandwidth as
MPI-sockets.

One-Sided Latency (Figures 4.5(b), 4.6(b)): MPI-Nahanni has the lowest VM-based latency
using Get and Put functions, and similar latency to NoVM-MPI-Nemesis, without VM instances.

MPI-Nahanni has between 132 and 13 times lower latency than the fastest paravirtualized vhost

40



combination, for messages between 0 bytes and 64 KB.

Collective Operation Latency (Figures 4.7(a), 4.7(b), 4.8(a), 4.8(b), 4.9(a)): MPI-Nahanni has
the lowest VM-based latency using Allgather, Allreduce, Alltoall, Bcast, and Reduce collective func-
tions, and nearly the same latency as using NoVM-MPI-Nemesis, without VM instances. For All-
gather, the latency of MPI-Nahanni is 110 to 5 times lower than the either paravirtualized vhost
combination, for messages between 1 byte and 64 KB, respectively. For Allreduce, MPI-Nahanni
has between 110 and 10 times lower latency than MPI-vhost, for messages between 1 byte and 64
KB, respectively. For Alltoall, although the performance gap decreases, MPI-Nahanni is still at least
60 and 4 times faster than either MPI-vhost or MPI-socket, for messages between 1 byte and 64
KB. For Bcast, the latency of MPI-Nahanni is between 80 and 6 times lower than MPI-vhost, for
messages between 1 byte and 64 KB. For Reduce, MPI-Nahanni has 70 to 10 times lower latency
than MPI-vhost. for messages between 1 byte and 64 KB.

GAMESS Application (Figures 4.10, 4.11): Although MPI-Nahanni is slower than NoVM-
MPI-Nemesis and NoVM-MPI-socket (by between 2% and 15%), MPI-Nahanni still has the fastest
VM-based running times using the nic-ump2, si9hi2, aza-es and carbaphos GAMESS inputs (Fig-
ure 4.10). Note that, in contrast to the microbenchmarks, GAMESS is more compute-intensive, so
the larger gap between VM and no-VM times are likely due to computational overheads [26] instead
of communication overheads.

For nic-ump2 and aza-es inputs using 8 processes across 4 VMs, MPI-vhost (the fastest paravir-
tualized vhost combination) is 34% and 75% slower than MPI-Nahanni, respectively. The si9h12
and carbaphos have less MPI communication [25], which explains why MPI-vhost is only 2% and
9% slower than MPI-Nahanni, respectively.

One additional VM-based mechanism (i.e., VDE [14]) is shown in Figure 4.10 because a virtual-
ized network such as VDE is sometimes used with Linux KVM [2]. The advantages of VDE include
the ability to create a virtualized network across multiple host servers (although that is not relevant
to our current work) and the ability to start up the VM-instances without requiring superuser privi-
leges (of debatable relevance to our current work). In any case, although VDE is part of the Linux
KVM toolset, our measured performance shows that it should not be used for high-performance
applications. MPI-Nahanni is 3.56 and 5.47 times faster than MPI-VDE for nic-ump2 and aza-es
respectively. Even for si9h12 and carbaphos, MPI-Nahanni is still 1.25 and 2.31 times faster as
compared to MPI-VDE. We do not use VDE elsewhere in this chapter.

Figure 4.11 shows the performance as the number of MPI processes is varied from 4 to 16 for
the different mechanisms, and just the aza-es input. MPI-Nahanni’s performance remains slower
than the non-VM combinations of mechanisms, and faster than other VM-based mechanisms.

Now, we examine each of the benchmarks in more detail.
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Table 4.1: Benchmark configurations, with VM

Mechanism Modified MPICH2 Unmodified MPICH2
MPI-Nahanni MPI-vhost [ MPI-bridge [ MPI-socket
ch3:nahanni
MPICH channel (based on ch3:nemesis | ch3:nemesis | ch3:socket
ch3:nemesis)
VM Y Y v V
vhost v Vv v
bridge network vV v vV N
Nemesis shmem intra-VM intra-VM
. intra-VM,
Nahanni shmem inter-VM
Socket initialization inter-VM inter-VM 1‘ntra-VM,
only inter-VM

4.2.3 Microbenchmarks: NetPIPE-MPI, OSU, IMB

In the MPICH2-1.3 distribution [24], there is a version of the NetPIPE microbenchmark [28]. Net-
PIPE sends request-response messages between two nodes, and measures the bandwidth and latency
with increasing message sizes. We use the benchmark as-is with one modification: the size of mes-
sages are increased by a constant multiplicative factor of two, instead of using the original step-size
algorithm with perturbations. We use the term NetPIPE-MPI in this chapter to reflect the fact that
our version comes from the MPICH2-1.3 distribution. As discussed elsewhere, we normally run
NetPIPE-MPI with the communicating processes pinned to cores on the same socket, except for
Figures 4.2(b) and 4.3(b), which use cores on different sockets.

We use the OSU microbenchmark, version 3.3, released Feb 7, 2011. For all of our tests with
OSU, the communicating processes are pinned to cores on the same socket. As with NetPIPE-MPI,
the OSU program measures unidirectional bandwidth and latency. Notably, the OSU microbench-
mark uses MPI_Isend and MPI _Irecv whereas NetPIPE-MPI uses MPI_Send and MPI_Recv. Al-
though changing the MPI send/receive primitives appear to affect the absolute bandwidths achieved
(compare Figure 4.2(a) to Figure 4.4(a), and compare Figure 4.3(a) to Figure 4.4(b)), it does not
change the partial ordering of performance, where MPI-Nahanni is always better than other VM-
based mechanisms. The OSU microbenchmark also tests one-sided operations, including MPI_Get
and MPI_Put.

Lastly, we use the Intel MPI Benchmark (IMB) (version 3.2 update 2) to evaluate the perfor-

Table 4.2: Benchmark configurations, without VMs.

Unmodified MPICH2
Mechanism NoVM-MPI-Nemesis | NoVM-MPI-socket
MPICH channel ch3:nemesis ch3:socket
Nemesis shmem data
Socket initialization all IPC
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mance of MPI collective operations (Figure 4.7(a), 4.7(b), 4.8(a), 4.8(b), 4.9(a)). When we ran the
IMB, we chose a communicator size of four, which requires either four VMs, or four MPI processes
in the non-VM cases. All of the processes of a given VM are pinned to cores on one socket. There-
fore, among the four VMs (or the 4 processes in the non-VM case), there will be both intra-socket

and inter-socket communication, given our two socket hardware and four-way collective operations.

4.2.4 GAMESS: Quantum Chemistry Application

To broaden our evaluation, we tested MPI-Nahanni and the other mechanisms with a well-known
computational science application: the General Atomic and Molecular Electronic Structure System
(GAMESS). The availability of source code aids our benchmarking (although we did not mod-
ify the code) and facilitated the inclusion of GAMESS in the SPECfp2006 benchmark suite. We
used four inputs (which are molecules) provided by a computational chemist colleague, namely nic-
ump?2, si9h12, carbaphos and aza-es. Note that we do not bind processes to cores when running
the GAMESS tests. In all our tests, four VMs were used, even as we varied the number of MPI
processes running within the four VMs. Our GAMESS results are the average of five runs, with a
small standard deviation indicated by the error bars.

An important implementation detail of GAMESS is that it will automatically use System V
shared memory for most data transfers between its own application processes, if those processes are
running on the same VM or host. Therefore, MPI-Nahanni is used for inter-VM communication
and GAMESS’s own shared-memory-based mechanism is used for intra-VM communication. Also,
for the no-VM cases, most of the communication is via System V shared memory, instead of over
MPI. This explains why there is little difference between NoVM-MPI-Nemesis and NoVM-MPI-
socket (Figures 4.10, 4.11). Keeping in mind that our hardware has 8 cores, the 16-MPI-process
data points of Figure 4.11 are overloading the cores (but using HyperThreads), and the largest gap
between NoVM-MPI-Nemesis and NoVM-MPI-socket for that data point is likely due to the use
of polling within NoVM-MPI-Nemesis (an implementation detail), which has a greater detrimental
effect in this overloaded case.

As discussed earlier, we show an additional mechanism for the GAMESS tests, namely the VDE
system, labelled as MPI-VDE. Until we completed our benchmarking, it was unclear how VDE
affects performance. We had been using VDE because it does not require superuser privileges to
start the networking for the VMs, because it supports easy inter-host network virtualization, and be-
cause it provides a convenient network address translation (NAT) facility for non-high-performance-
computing (HPC) applications such as Web servers. After our benchmarking, it is clear that the
current version of VDE is not high performance enough for HPC applications. We include the VDE
data points for completeness, but we have also been using NoVM-MPI-Nemesis and MPI-vhost
as our main points of comparison throughout this chapter, so as to not exaggerate the benefits of

MPI-Nahanni.
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Overall, not surprisingly, the amount MPI-based communication varies from input-to-input, with
the performance benefit of MPI-Nahanni correlating closely to the amount of time each run actually
spends within MPI functions [25]. Our main conclusion is that the performance benefits shown from

the microbenchmarks do translate into application-level performance benefits.

4.3 Concluding Remarks

‘We demonstrate that Nahanni can also support existing programming models and APIs by presenting
the design, implementation, and evaluation of MPI-Nahanni. MPI-Nahanni is an MPI implementa-
tion based on MPICH2’s Nemesis channel for shared memory and Nahanni’s support for inter-VM
shared memory. Since Nahanni shared memory behaves like traditional shared memory, we also
discussed how the port of MPICH2 to Nahanni is straightforward and most of the existing code in
MPICH2-Nemesis can be reused.

In the empirical evaluation, we observe that the VM overheads for MPI-based program can be
greatly reduced using the Nahanni shared-memory mechanism. Through a set of microbenchmarks
(NetPIPE,OSU,IMB), we have shown substantial performance advantages of MPI-Nahanni over
other 3 existing VM-based IPC techniques (e.g., Figure 4.2). Moreover, for many of the bench-
marks, MPI-Nahanni closely tracks the performance of NoVM-MPI-Nemesis, which does not use
VMs at all (e.g., Figure 4.4). Also, the results from a full-sized application, such as GAMESS,
are promising. They show that MPI-Nahanni is usually faster than other existing VM-based IPC
techniques (e.g., MPI-vhost) and close to NoVM-MPI-Nemesis (e.g., Figure 4.10). Conceptually,
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since NoVM-MPI-Nemesis does not use VMs, it represents an upper bound on performance on our

hardware platform, and MPI-Nahanni’s performance is usually close to that upper bound.
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Chapter 5

Concluding Remarks

In this thesis, we presented the design and implementation of two interprocess communication (IPC)
mechanisms on top of Nahanni inter-virtual machine (VM) shared memory under the QEMU/Linux
Kernel-based Virtual Machine (KVM) environment. By implementing minitransactions and porting
MPICH2-Nemesis to use inter-VM shared memory, we demonstrate that Nahanni can support both
emerging programming models and existing application programming interfaces (API) and models.

We first investigated and implemented an emerging IPC mechanism, minitransactions (Sec-
tion 3.1), which has the potential for supporting both shared memory and distributed memory trans-
parently. And as compared with traditional load-store and message-passing programming models,
minitransactions offer useful abstraction and semantic benefits (e.g., helping developers deal with
the complicated concurrency introduced by parallel programs and shared-memory data sharing).
We also implemented inter-VM-based barrier synchronizations on top of Nahanni, which was not
available prior to this thesis. In the increment-counter benchmark, we showed that minitransactions
have better performance (e.g., at least 1.5 times faster) than the lock-based synchronization (Sec-
tion 3.3.3) for low-contention scenario. To evaluate our VM-based barrier performance, we also
ported and parallelized the FLUIDS simulator with our barrier synchronization. Both the barrier
microbenchmark (Section 3.3.2) and FLUIDS application benchmark (Section 3.3.4) showed that
our spin-based barrier implementation has good performance and negligible overheads as compared
to barriers outside of VMs.

We also studied a mature and widely used IPC interface, MPICH2, which is an open-source
implementation of the Message-Passing Interface (MPI) standard. We implemented MPI-Nahanni,
a new communication channel for MPICH2, which is a port of MPICH2-Nemesis to Nahanni inter-
VM shared memory. Moreover, since Nahanni shared memory behaves like familiar shared memory,
we discussed how the port of MPICH2-Nemesis is straightforward, and the existing MPI programs
can run with MPI-Nahanni directly without any code modifications. To evaluate the benefits of using
Nahanni shared memory, we used various microbenchmarks (e.g., NetPIPE, OSU microbenchmark,
Intel MPI benchmark (IMB)) and an application benchmark (e.g., General Atomic and Molecular
Electronic Structure System (GAMESS)) (Section 4.2). The microbenchmarks showed that both
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the bandwidth and latency of MPI-Nahanni are at least one order of magnitude better than other
state-of-art VM-based IPC mechanisms. Finally, the GAMESS application benchmark gave us a
promising result of using MPI-Nahanni in co-located VMs: MPI-Nahanni outperformances other
VM-based IPC methods, with the performance benefits proportional to the percent of time spent in

MPI-related functions.
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