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Abstract— VolIP technology is rapidly gaining adoption
because of its advantage in providing voice services on IP
networks. Therefore, it also gains attention of hackers and
crackers. In this work, a security issue namely eavesdropping
and phrase spotting is handled using a new technique. The
proposed technique add noise to the signal and encrypt the
signal using AES to prevent it from eavesdropping during
transmission. This developed algorithm will prove to be
effective in preventing eavesdropping and phrase spotting
attacks.
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1. Introduction

Voice over Internet Protocol (VolIP) is the transmission of
voice using web/internet protocol (IP) using internet or in
closed private networks. VoIP in its simplest form can be
understood as the routing of voice signals over the internet or
in any IP based network. VolP based applications are used
extensively in many areas such as utilizing voice over IP
protocol for phone calls over the public network
(internet/web). The advantages of VolP applications include
cost savings on long distance calls, toll bypass, network
consolidation and convergence of service. In traditional
telephone system the cost of calling a user located in long
distance area is high. However making voice calls using the
internet provide the much needed cost reduction in
communications. One simple example of using VolP
applications is the Skype software. Industry estimates predict
the use of VolIP will continue to grow as the deployment rate
is increasing day by day.

In VolIP a voice signal from a phone is converted into a digital
signal and will travel over the internet. If the dialed number is
a telephone number, the signal gets converted back into
analog voice signal at the receiver’s end. Based on the type of
VolIP service, a call can be created using a computer, a VolP
phone or a standard phone with or without VolP adapter.
Further VolP service can also be used in wireless networks
which is a benefit for mobile users. However, this depends on
the service provider. If the VVoIP service provider assigns a
telephone number to a user, the user can receive calls from a
traditional telephone without the need of any special
hardware. The entire system works similar to a normal

telephone. For VolP applications to run on a computer, the
user would require broad band internet connection and a
special VolP phone or a normal phone with VolIP adapter or
an application. In VolP voice calls can be made using
broadband connections that are similar to traditional telephone
calls. Because of its seamless interoperability with existing
telephony infrastructure, the new features, speed of
deployment, VoIP protocols also contain many vulnerabilities
[1], [2], [3]. In spite of all the benefits and advantages
securing VolP systems and applications is highly crucial. This
is the main motivation behind doing this research.

Securing VolP system is quite challenging and even more
problematic than securing data networks. It is important to
note that all the security issues associated with LAN, WAN
and wireless infrastructure also applies to VolIP system. VolP
does not have any dominant standards for security and
prevention of attacks. These systems use many of the
proprietary protocols in their working and hence the chances
of attacks and security issues cannot be over-ruled. The most
common vulnerabilities in VolIP systems are provided by
VoIP  Security Alliance (VoIPSA), an independent
organization that is made up by VolP vendors, individuals and
researchers. According to VoIPSA, the threat landscape is
provided as a taxonomy having many key elements namely:
social threats, eavesdropping, interception and modification
threats, denial of service (DoS) threats, service abuse threats,
physical access threats, interruption of services threats and so
on [4]. The discussions in this research is focused on
providing a robust mechanism by which VolP packets when
sent over the internet is highly secure against any type of
attack.

The performance of VoIP is based largely on network
software and hardware with VolIP components that are
supplemented with the existing network infrastructure.
However in VolP, the security tools to safeguard computer
networks such as firewalls, network address translation
(NAT), encryption, etc do not work similar to ways as they
work in a network. In order for a VolIP network to stay secure
the procedures related to VolP working has to be understood
first. VoIP networks are subject to different type of security
issues namely eavesdropping of telephone conversation, man
in the middle attacks, data integrity, and unauthorized access
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attack and so on. Fortunately a number of counter measures
are also available and used effectively.

In this paper, an innovative method is experimented to secure
voice data using cryptography and encryption algorithms. In
this work, the data transmitted over the internet shall remain
secure without any degradation in performance and provide
good QoS. The algorithm used in this paper is advanced
encryption standard (AES). In this algorithm, the information
that is transmitted is secured through the channel. The security
is ensured by using advanced cryptography techniques. In
conventional cryptography the data is encoded, but in this
case, noise or a random data block is added to the signal to
make it impossible to read by an attacker. The flow of voice in
VolIP setup is shown in figure 1.
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Figure 1: Flow of voice data in VoIP setup

The method presented in this research will take an input voice
signal. In our method the indexes of low bit rate using
threshold scheme is found and encrypted. We call this signal
as A. A random noise signal is added to the location indexes
and this signal is called as B. A noise signal is generated so
that signal B zeroes signal A. This signal is sent through the
channel. At the destination the stream of zeroes are received
and signals A and B are received subsequently. Signal A is
decrypted, signal B is denoised by using the threshold at noisy
indexes. This will retrieve the original voice signal at
destination. This entire activity is simulated in MATLAB.

In this paper a new method is explained to secure VolIP signal
in IP networks. In sections | and Il we introduced the
technology of VolIP and the background of this research.
Section 1l provides summaries of related work done by other

researchers in this area of VolIP security. Section IV explains
the proposed algorithm and the methodology of this research
and experimental research. Section V provides the results and
provides details on the effectiveness of the proposed method.
Finally the paper concludes by understanding this technique
will enhance security measures in VolIP.

. Aims and Objectives

A. Aims

The aim of this research is to transmit audio signal securely
over a channel using AES encryption techniques.

B. Objectives

e The study of different encryption and decryption schemes

e The application of AES algorithms to provide security
Verifying security of the system, etc

e Add noise to the original audio

e  Encrypt the positions of additive noise

e Transmit the data

e Recover original audio after removing the noise at
destination

C. Background

In this paper, VolP signals are secured using advanced
encryption standard (AES) to ensure QoS is maintained at the
destination. This is done by reading an audio file and
identifying the index with low bit rate using threshold schema.
The indexes are saved for the signal where threshold is done.
A random noise (block of data) is inserted to the threshold
index. This noise is a constant bit rate signal which is
transferred along with the voice signal. AES is applied to the
indexes which are the threshold data. This encrypted signal is
transferred through the channel to the destination. At the
destination the AES signal is decoded using appropriate keys.
The information obtained from decoded signal is used to
remove the noise signal to finally obtain the original audio
packet at the receiver side.

m. Related work

Voice over IP is adopted and used widely by private
businesses, educational institutions, governments, and so on.
In VoIP a user may use a DSL, ISDN or wireless
communications network on IT infrastructure. The use of IP
networks eliminates the need for public switched telephone
network (PSTN). In this section the earlier work related to
VolIP systems, security and encryption methods, the protocols
used in VolP are explained. Further the security issues in
VolIP systems, mainly the methods or techniques in securing
the data in transit for improved performance of voice
communication are explored. The most popular VolP
technology and currently in wide use is the SIP (session
initiation protocol).



A. Overview of SIP

Session Initiation Protocol (SIP) [5] is widely deployed and
most of the research is focused on this area. This protocol is
standardized by IETF and is designed to support bi-directional
communication this is not limited to VolP. SIP is a signaling
protocol and relies on real time transport protocol (RTP) [6]
for media transfer. Support for encryption and integrity is
provided by another profile named secure RTP or (SRTP) but
not used widely. A number of transport protocols allow SIP
operation. These protocols include TCP [7], UDP [8] and
SCTP [9]. The main entities of SIP are the endpoints such as
physical devices or soft phones, a proxy server, registrar, a
redirect server and location server. During a call setup one of
the endpoint communicates with the proxy server. The proxy
server uses the location server to route the call. It is important
to note that another end point can be in the same network or
another proxy server in another network. SIP does the
negotiation of the actual session parameters. The parameters
are CODECs, RTP ports, etc that uses the session description
protocol (SDP) [10]. The taxonomy of literature related to
security aspects of VolP are explained by Angelos D.
Keromytis in [4]. The threats as explained by VoIPSA are also
reviewed in this section.

B. Threats Classified by VoIPSA

Social threats in VolP focuses on reputation and behaviour
based approaches. Many researchers focus on Spam over
internet Telephony (SPIT) which is a detection and prevention
method. Reputation, behaviour and identity are described by
Srivastava and Schulzrinne [11]. In their method they
developed a system for blocking SPIT calls and their method
is named DAPES. Similarly Dantu and Kolan in [12]
demonstrated a possible mechanism for high-volume SPIT
using the first and second order derivative of the number of
incoming calls from a source (user), host or domain. This
method can also prevent certain DoS attacks in VoIP. A
statistical algorithm for SPIT was proposed by Maclntosh and
Vonokrov in [13]. An overview of SPIT threats and defense
mechanisms is provided by Baumann et al in [14].

Considerable amount of work has been done to protect the
attacks in VolP data and signaling. In order to identify and
quantify different methods of leaked out data from a user’s
system or from an enterprise network Takashi and Lee in [15]
examined the problem of secret channels in VVoIP protocols.
They developed the method to hide the true signal from an
eavesdropper to conclude possible counter measures and
detection methods. An overview of security measures in RTP
was provided by Weiser et al in [16]. In their method the
security considerations in RTP and media transfer protocol
were used in SIP and H.323. They provided results by
analyzing six different implementations for confidentiality,
integrity and availability. In another method Wright et al [17]
applied techniques in machine language in VVolP conversation.
They explained by using a variable bit rate (VBR) voice codec
used based on the length of encrypted voice frame. They also

proposed the technique of block ciphers for encrypting voice.
In their continued work in [18] they used Hidden Markov
models to identify certain phrases in the encrypted voice
signal. They were able to obtain 50% accuracy for phrase
identification and for certain phrases they were able to achieve
90% accuracy. Man-in-the-middle attacks are possible by
attacker even if they are not present in the direct
communication path. This is done by exploiting DNS and
VoIP implementation vulnerabilities. Zhang et al, in [19]
demonstrated this by showing that such attacks is possible if
the attacker only knows the phone number and the IP address
of the remote system. It is possible for such attacks to
eavesdrop and hijack VolP calls. Such attacks can be
prevented by using media protection, or develop a lightweight
VolIP intrusion detection system to be deployed on the VolP
phone.

Research has also been carried out in working out defenses for
VolIP systems. Guo et al, in [20] proposed a new scheme that
provides strong confidentiality for protecting voice content
streaming. In their method they allowed for voice degradation
during packet loss, but this scheme is proved to be insecure by
Li et al in [21]. The use of cryptography in generating SIP
uniform resource identifiers (URIs) to protect the integrity of
content in peer-to-peer VolP was proposed by Seedorf in [22].
Additional security by means of encryption and integrity
protection to a lightweight VolP protocol for mobile devices
is proposed by Talevski et al [23]. Passive traffic analysis
attacks on VolP attacks are discussed by Zhang and Berthold
in [23]. In their research they also discussed mitigation
methods from some of the passive attacks. The privacy of
VolIP signals for their protection was discussed by Zhang and
Fischer-Hubner in [24] and by Melchor et al in [25]. Srivatsa
et al in [27] analysed the problem on-demand construction of
QoS sensitive routes in anonymous networks. As a
lightweight confidentiality mechanism the use of tiny
encryption algorithm (TEA) was proposed by Elbayoumy and
Shepherd in [28]. In their method they used an adaptive
scheme where the selection of encryption algorithm is used in
protecting network traffic. In order to protect from flood based
application and transport layer DoS, Reynolds and Ghosal in
[29] proposed a multi layer protection scheme. There are
many more research works available to develop techniques for
handling threats classified by VoIPSA.

C. A Brief on Signalling Protocols in VoIP

Signaling protocols in VoIP establish the features and

functionalities and on how the VolP solution components

interact with each other. Some of the common protocols [30]

include,

e H.323, this is the ITU standard for establishing VolP
connections

e SIP (Session Initiation Protocol) is the standard for
establishing connections in VVolP

e MGCP (Media Gateway Control Protocol) is the protocol
developed by IETF to signal the controlling of
information between VolP components



The H.323 is a protocol suit defined by ITU and is intended to
provide transmission of voice over packet switched networks
of multimedia signals. H.323 defines gatekeepers, which is an
additional component that does address resolution and
bandwidth control. A control unit named multi-point is used to
facilitate multipoint conferencing and other communications
between two end points [31].

SIP does the job of creating, managing and terminating
sessions in the IP network. A session could be anything such
as a voice telephone call, collaborative online conference, etc.
This protocol makes it possible to implement many such
services and the most preferred protocol used in VolIP related
applications recently. It uses the standards explained in RFC
3261 developed by IETF and is still evolving as technology
expands. It is important to note that SIP is limited to setup and
control the sessions. Other details such as data exchange
within the session, encoding or codec, etc is not controlled by
SIP and these are done by other protocols [32]. MGCP is the
media gateway controllers for VolP. MGCP manages data by
signaling between media gateways and network components
such as H.323 gatekeepers or SIP servers. MGCP acts to
compliment SIP and H.323 by performing the conversion of
audio signals to data packets and further transported over the
internet packet networks [33].

The signaling scheme along with encoding scheme is done by
H.323 or SIP. These two protocols are implemented in
different ways but they offer the same service [34]. The VolP
system in order to establish voice or video to IP networks use
many CODECs (Coder-Decoders) to convert analog to digital
audio. The CODECs are: G.711, G.722, G.723.1, G.728 and
G.729. Video signals use H.611 CODEC. In VoIP another
protocol namely real time protocol (RTP) is used to ensure
end-to-end delivery of audio or video. Along with RTP the
real time transport protocol (RTCP) provides feedback on the
quality of connection. RTP runs on top of UDP (user
datagram protocol) to offer end to end delivery of services for
real time media. The media is encoded as chunks along with
the RTP header forms the packet which is encapsulated in a
UDP network segment [34].

D. Security issues in VolP

VolIP systems are required to provide confidentiality, service
availability and integrity for their effectiveness. There are
many threats that challenge these three service parameters.
Xin in [35] explains there are many threats related to
confidentiality. Confidentiality refers to data or information
that is not accessed by unauthorized users. Information such
as financial transactions, personal details, password, etc is
termed as confidential information for a user. Similarly
confidential information for a network system includes IP
addresses, operating systems, user records, etc. Any leak in
such information is quite easy for attackers.

Eavesdropping is another threat that is quite common even in
conventional telephone (PSTN networks), where the attacker
taps a line physically, or penetrates a switch. The numbers of

eavesdroppers increase considerably with VolP because of the
large number of nodes involved in VolIP data flow. The
attacker can gain access to any one system or IP to monitor
and access signals flowing through that node. Further, using
freely available network analyzers the attacker can convert the
VolP signals into wave files. The conversations thus gathered
can be saved into another computer for playback. One such
tool is the Voice over Mis-configured Internet Telephone
(VoMIT) [36].

There are also methods to record SIP packets and later retrieve
the voice message contained in them. There is another one
attack type named as the unauthorized attack. Attackers use
this attack type to gain access to resources on the network
using open ports or undocumented ports in VoIP phones [37].

There are many subtle differences in security issues in VolP
and in traditional networks. There is a need to understand
unique constraints of transmitting voice over IP along with the
characteristics of data networks that transmit VolP signals. IP
networks are based on configurable parameters such as IP and
MAC (Physical) address of voice terminals and the address of
routers and firewalls. Specialized software is used by VolP
systems to make calls and to route them. Network parameters
are generated dynamically whenever a VoIP system is
restarted or added into the network. Since many of the nodes
operate on dynamically configurable parameters, wide array
of vulnerable points of attack are available for intruders.
Hence VolIP systems have wider implications on security
attacks and breaches [38].

E. Quality of Service (QoS) in VolP

QoS is fundamental to network performance and operations.
Normally, VolP applications are more sensitive to delays than
data transfer in traditional networks. It is estimated that delays
of 150 milliseconds can turn a clear VVolP signal into garbled
signal and this is called the problem of latency [39]. It is
important to note that such latency problems are exploited by
adversaries. Further the tools to secure firewall protection and
network are not effective and in fact they contribute to
significant delay. Hence latency is not only a QoS issue, but
also a security issue in VoIP systems. A DoS attack may be
intended to create latency in the network thus affecting overall
network performance. There is another issue in QoS called
jitter which refers to delays that are non-uniform. Real time
transport protocols (RTP) are used in transporting voice media
based on UDP. This leads to packets getting received out of
order and cannot be reassembled at the transport level, but
reassembled at application layer. This introduces a significant
overhead on the network, which is another QoS issue.

Jitter cause packets to arrive in spurts even when packets are
coming in a proper order. Jitter can be controlled by using
buffers and network elements that allow VolP packets to
travel when larger packets are scheduled ahead of them. The
buffers use several strategies such as when to release the voice
data and several such schemes [40]. QoS issues result in
packet loss. This is a critical concern because data packet loss
in normal networks can be managed, but loss of VoIP packets



is useless at the destination. This is because of latency and
jitter. Enterprise infrastructure should support QoS to ensure
VolIP packets are sent and received fully at high speed. QoS
issues are covered in more depth in [41].

Phrase spotting technique and eavesdropping issues were
handled using DES and noise blocks by Sahni and Shukla in
[43]. In their work, they used random noise block and
encryption is done by DES. In this work, | have attempted to
continue their work further using one signal along and by
using AES. The proposed algorithm is an enhancement to the
work in [43]. There are more research literature related to
VolIP technologies and security issues covered in [4]. For the
purposes of this research we limit our review of related work
and focus more on the working of proposed algorithm.

Iv. The Proposed Algorithm

The use of VoIP tehnologies is gaining momentum with
millions of users use the internet for voice communications.
However most of them are not aware their communication can
be overheard or eavesdropped by an attacker. In PSTN
networks eavesdopping is quite common, however in VolP
channel attackers can listen to a conversation using phrase
spotting. In this technique it is easy to recover data using
many specific phrases that are used during a conversation.
This phrase spotting technique is used by attackers to gain
personal information of users and harmful for privacy [44]. As
mentioned in the previous section there are many research
reports available that explain the use of encryption and
cryptography in securing the VolP signal from eavesdropping.
In our research we shall apply advanced encryption standard
(AES) algorithm in securing VolIP signals from many possible
attacks.

The use of cryptography is to fulfill objectives in securing
information. The  objectives include confidentiality,
authentication, integrity, non-repudiation, access control and
availability [35]. Eavesdropping is done by attackers to impact
on confidentiality. This attack type gives an attacker the
ability to listen and to record a conversation. Phrase spotting
is the method used by attackers to eavesdrop the conversation.
The network eavesdropping is illustrated in figure 2.

ID: Victim1;
Password: Secret;

Vietim ID: Victim1;
Password:Secret;

ID: Victim1;
Password: Secret;

Attacker

Database Server

Figure 2: An illustration of Eavesdropping attack [43]

From the figure it can be seen the attack is carried out in the
network layer. The attack involves capturing packets from the
network which are sent by other computers. A hub is shown in
the figure. This device works on the network layer and also
repeats data in one port to all the other ports which makes it
easy for the attacker to monitor traffic in the network such as
capturing passwords. The attacker has to physically gain
access to the network in order to eavesdrop. Telnet can be
used to further gain access to the network between the source
and destination [43].

Logic behind phrase spotting technique is used to gather data
on the entire conversation. The attacker checks to find if there
are specific phrases used in a VVolP conversation. In VolIP the
voice signals are not secure which makes it easy for an
attacker to spot a phrase and gain information in the
conversation. Normally voice signals use code-excited linear
prediction (CELP) technique. The CELP algorithm is based
on speech codecs that are standardized. Extensive use of
prediction in CELP makes it vulnerable to packet loss. CELP
uses a codebook to map a speech sample to the closest
original speech pattern. The codebook entry is placed in the
VoIP packet which is encoded and sent over the network.
Eavesdropping attack is possible and easy in CELP code [42].
The proposed algorithm shall overcome the possibility of such
attacks and the proposed work is an improvement to the work
done in [43].

The work done in [43] is similar in many respects to the
proposed methods for reducing possibilities of attacks in VoIP
signals. In paper [43] explains the use of low bit rate indexes
and the packets are added with constant bit rate. Random
noise is inserted at the threshold indexes with minimum
amplitude of the highest bit rate. DES is applied to all indexes
that were thresholded. Two signals are obtained from this
process and are transferred over the network. At the receiving
end, decoding is done using appropriate keys and noise is
removed to obtain the final audio. In this way VolP signals are
secured over the network. This work is simulated in
MATLAB [43].

The work in this research is intended to protect VVolP signals
from attacks using a new algorithm and the steps followed in
this algorithm include,
1. Inputa VolIP audio signal
2. Determine the indexes of low bit rate using threshold
scheme and encrypt them using AES, name this as A
3. In those indexes add noise to get a noisy signal and
name them as B
4. Make signals A and B as one single signal such that
B zeroes A
5. Send this signal through the network
6. At the destination, check for the stream of zeroes and
receive both the signals A and B
7. Decrypt A to get the indexes form where noise will
be removed



8. Using the decrypted A, remove noise from B by
putting the threshold at noisy indexes
9. The original voice signal is obtained

The method given in the steps is the defense approach for
eavesdropping attack. In this research, the AES algorithm is
used to encrypt the signal and this signal is transmitted
through the network as it is more secure than DES and has
very similar network performance [46] making this
implementation much more secure than that in [43] . The
padding of each packet to different value is done to prevent
the attacker to differentiate between low and high bit rate.
However constant bit rate is used for transmission in the
channel.

In VolIP the conversation is divided into two parts: the sender
and the receiver [45]. The sender first reads an audio file to
find out the indexes with low bit rate. In order to secure the
conversation, the indexes are padded with low bit rate. A
random noise is added at threshold indexes with maximum
amplitude and highest bit rate. The block which is added at the
end of the packet to show location of bits is also an
enhancement over the work done in [43]. AES is applied to
indexes for encryption and decryption using a previously
shared key. The noisy signal is also encrypted and indexed
where the noise is added. The key for encryption and
decryption is symmetric. The algorithm shares the same key
for encryption and decryption. In the destination side, the
noisy signal is decoded and the noise is removed first. The
original voice signal is obtained. This method is proposed to
minimize the attack and the attacker can no longer be able to
decode the voice signal before removing the noise block.
Hence, this shall prove to be a more robust method of securing
VolIP signals. The process steps at the transmitter and receiver
are given below:

Transmitter

e Anaudio signal is read

e The indexes are determined with low bit rate using
threshold schema

e The indexes of signal where threshold is done are
saved

e Random noise block is inserted at threshold indexes
with maximum amplitude of highest bit rate

e This is the signal for transfer and let this be A. It is
important to note this signal is of constant bit rate

e AES is applied to all indexes which were
thresholded. This signal is named as B.

e This signal (A and B) is transferred through the
channel.

Receiver
e The receiving node receives the encrypted signal
with index and noise
e The AES signal will be decoded using the
appropriate key
e The decoded information are the indexes that contain
keys to remove the noisy signal

e Using these indexes, the noise block is removed from
the noisy signal
e The final audio is received by the receiver

The above steps are illustrated in waveforms obtained from
MATLAB.
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Figure 3: The original audio signal

The audio bits are indexed in the original signal. The indexes
are determined with low bit rate using threshold schema and
are saved. Noise is inserted at the packet to show location of
bits which is illustrated in figure 4.
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Figure 4: Changed audio with noise

The audio signal is added with noise in figure 4. The changed
signal with encryption at the end of the block is shown in
figure 5.



Signal with encrypted index block at the end
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Figure 5: Signal with encryption at end of block
In figure 5, though the waveform output appear as a straight
line, they are audio bits. The straight line appearance is
because the value of audio bits is very small and the encrypted
index values are large. Hence they appear as a line.
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Figure 6: Signal with encryption of whole audio signal

The signal shown in figure 6 is sent across the network. This
is the signal which is again encrypted as a whole to make sure
that the attacker does not get any piece of information by
analyzing the signal.

Signal received after the channel, at receiver side
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Figure 7: The signal received after channel at reciever side
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Figure 8: The reconstructed signal after decryption

The above waveforms were obtained by simulation in
MATLAB to demonstrate the working of the new security
mechanism for VolP. We can clearly see that the
reconstructed audio is similar to the original audio without
affecting the performance and jitter in the signal being
transmitted over the network.

v. Results

The results of the simulation are also obtained graphically as
wave forms to further explain the effectiveness of the
algorithm. Figure 4 shows the wave forms generated in
MATLAB. In the above figures the x-axis represents the

300



indexes of the audio bit and the y-axis denotes the amplitude
of the audio signal. It may be seen the original audio and the
re-constructed audio signals are similar and this is possible
through the algorithm proposed in this research. However the
signal changes when we add a noise block thus making it
impossible for an attacker to eavesdrop as can be seen in
figure 5. Further, we also encrypted the audio signal as a
whole as could be seen in figure 6. The amplitude and the
frequency of both the audio waves before and after removal of
noise are the same and signal quality is also maintained. In
this research paper, the use of AES encryption provides many
advantages such as providing security in a variety of hardware
settings and implementations. Further brute-force attacks are
not possible in AES encryption. Moreover, it is more efficient
than DES and we did not get any QoS issues as can be seen in
the results.

The algorithm uses a set of resource rounds applied to
transform cipher text back to the original signal using the
same encryption key. This working is seen in getting back the
original audio signal at the receiver end in the VoIP system.
This developed algorithm may serve the purpose of mitigating
threats such as eavesdropping and also prevents audio signals
from phrase spotting attacks. Hence the algorithm shall prove
to provide robust security in the area of VolIP security.

vi. Conclusion

In this paper a new technique for handling security attacks in
VolIP is explained. An algorithm is presented which shall
prove an effective method to prevent attacks such as
eavesdropping and phrase spotting technique. In this
algorithm a voice signal is encrypted and a noise block is
added at source to protect the signal from attacks. The method
determines the indexes of low bit rate using threshold scheme
and further encrypted using AES. The signal received at the
destination is decrypted using the index value, the noise is
removed to re-construct the original signal. This is simulated
in MATLAB and the wave forms are presented in results. It
can be seen the method is effective because the wave forms of
the original signal and reconstructed signal have the same
value in terms of signal strength and QoS. Further we use
AES encryption which is an advanced encryption standard
with many benefits. The work presented in this paper will
prove to be effective in avoiding attacks such as
eavesdropping and phrase spotting.
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