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Abstract:

Surveillance and information gathering technology is rapidly outpacing the ability of
courts, legidatures and other policymakers to ensure that an appropriate balance is struck
between the protection of individual privacy rights and the application of new technology
to policing and information-gathering. This paper examines privacy rights in the context
of Canada's response to the challenges of terrorism, particularly the proposals for
‘Lawful Access made by the Department of Justice. The courts ought to articulate
particular privacy rights that will be protected as opposed to examination of differing
means used to invade privacy. The use of the grounds of 'reasonable suspicion’ as a
basis for invasion of privacy in al but the most margina of ways ought to be curtailed.
An independent body whose role will be to advise Canadians of otherwise secret
invasions of their privacy in the course of electronic surveillance should be established.
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1.1 Introduction

On September 11,2001, theworld, or rather the West, experienced aparadigm shift
in geopolitical thought in the truest sense of those words. At a stroke, the conception of the
global distribution of power as fundamentally being distributed between a collection of
nation states was extinguished, and a new conception of the capacity of non-state actors to
influence global politics came into sharp focus. Hundreds of millions of people living a
largely secular life were drawn - in a matter of seconds - into a previously remote and
obscure religious war that they did not understand. Although sub-national 1lamist
terrorism had been moving from alocalized movement to a global anti-American Jihad
since the mid 1990s \ the Millennium was the time that it entered in a serious way into the
consciousness of America and the West. As is the case with any truly successful terrorist
attack, perception became redlity, and overnight the single greatest threat to modern
western civilization, in the minds of the public, became Islamist terrorism. Is there truth to
the perception? Whether or not there is, what is clear is that the course of history, and the
course of legal thought has been changed by these events.

Since 2001, many governments have concentrated state and executive power and
expanded the scope of permissible limitation of personal freedoms to a greater extent than
has been the case in many years. At the same time as our perceptions of what may be an
appropriate level of state and executive authority over individual freedom and privacy has
changed, the technology which facilitates the invasion of personal privacy has advanced
rapidly and proliferated widely. The technical capacity of state authorities to observe

individuals is such today that the possibility exists to remotely log and examine virtually

1 GillesKepel, The War for Muslim Minds: Islam and the West, (Cambridge: The Belknap Press of the
University of Harvard Press) 2004 at 92-94.



every aspect of any individual life. The need that government feels to employ more and
better surveillance technology is partially in response to the use of technology by criminals
and terrorists to coordinate action and planning. When measuring the dangers posed by
terrorism and the incursion on civil liberties by government, the public must consider that,

New technology is not only useful to, and used by,

lawbreakers and terrorists, but law enforcement authorities

have also increasingly begun to employ such technology

(primarily in the form of surveillance technology) in their

investigative and enforcement efforts.
Any Western government now has the capacity to realize the most ambitious outcomes of
any past police state - that of ensuring that each individual is aware that the state could be
observing them at any time.

A race is being run between the capacity of law enforcement and other state
agencies to implement technology to monitor individuals and the capacity of the judiciary
to interpret technology in the context of civil liberties. This paper will examine the
interplay between privacy and security, and make suggestions for how these elements can
be balanced in the future, ultimately by changing the rules of the 'race’ to eliminate the
interplay between increasing technology andjudicial interpretation by replacing a
technology based interpretation of privacy rights with a principled protection of aspects of
individua privacy.

What is needed in order to protect privacy against both public and private sector
abuseis privacy law which is based on principle, rather than technology. It isnot helpful to

have technology-based laws and court decisions which will not give useful guidance once

technology changes. It isonly by embracing the idea of principle-based privacy protections

2 Mary W.S. Wong, "Electronic Surveillance and Privacy in the United States After September 11,2001: The
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that we will have effective privacy laws as well as laws which are predictable from one
technological platform to the next. The product cycle of modern information technology is
much faster than either the capacity of government to legislate or the capacity of the
appellate courts to produce decisions, and as aresult, courts and legislators need to |ook
past the technology of the day to the idea which underlies the technology. Thisis especialy
relevant as it becomes easier and easier to monitor the typical user's electronic
communications, and as personal computers become less stand-alone devices and more
Internet portals,

The rise of always-on broadband has led to a shift towards

the use of our personal computers as mere workstations,

with private data stored remotely in the hands of third

parties. Thereislittle reason to think that people have - or

ought to have- any less of afirst-order reasonable

expectation of privacy for eemail stored on their behalf by

Google and Microsoft than they would have if it were stored

"locally" in persona computers after being downloaded and
deleted from their email service provider.

This shift places huge amounts of persona datain the hands of third parties, from whom it
would be simple to acquire the data without the knowledge of the individual to which it
pertains.

Governments pass legidation for the protection of privacy on the one hand, and on
the other seek to use technological means to track and monitor their populace.  Electronic
surveillance and new technologies are at the heart of arapidly changing area of law, which
has huge potential for law enforcement and security, and also for the massive violation of

privacy rights. "At avery general level, the law of electronic surveillance recognizes two

USA PATRIOT Act" (2002) Singapore Journal of Legal Studies 214 at 215.
3 Jonathan Zittrain, " Searches and Seizuresin aNetworked World", (2006) 119 Harvard Law Review Forum
83 at 85.



things: that government surveillance is good, and that it isbad."* The ultimate goal of
electronic surveillance law must be to maximize the good and minimize the bad.

There has been, in the past severa years, an attitude on the part of governments
when dealing with terrorism of 'shoot first and ask questions later' which highlights the
need for citizens to ensure that their communications and information are not disclosed
without oversight and that legal protections for individuals are not discarded in the rush to
secure our society from asymmetric political violence. Few people are as familiar with this
environment of pre-emption and erring on the side of strong action as Khaled Masi.

The Masri case, with new details gleaned from interviews

with current and former intelligence and diplomatic

officids, offers arare study of how pressure on the CIA to

apprehend a Qaeda members after the Sept. 11,2001,

attacks has led in some instances to detention based on thin

or speculative evidence. That case also shows how

complicated it can be to correct errors in a system built and

operated in secret.
Mr. Masri was allegedly abducted by the CIA from Germany, and transported to athird
country, believed to be Afghanistan, where he was held for five months for interrogation.
This action was based on the fact that his name was similar to that of an associate of a 9/11
hijacker.® His story is one of an unaccountable organization abusing its capacity in an
overzealous pursuit of its goals. If we are to attempt to ensure that abuses of this scale, or

indeed athousand smaller abuses, do not occur, we must ensure that accountability is built

in to our system of security, particularly in the area of surveillance. It is not sufficient for

4 Daniel J. Solove, "Reconstructing Electronic Surveillance Law," (2004) 72 George Washington Law
Review 1701 at 1704.

® Dana Priest, "Wrongful Imprisonment: Anatomy of a CIA Mistake" Washington Post, (4 December 2005),
online http://www.washingtonpost.com

® Dana Priest, "Wrongful Imprisonment: Anatomy of a CIA Mistake" Washington Post, (4 December 2005),
online http://www.washingtonpost.com
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government to say that they will exercise their power in amanner consistent with our
rights, government must be subject to scrutiny and control where the limitation of rightsis
involved. Governments in the West, including Canada, have adopted a number of tactics
to control terrorism outside of the criminal process, such as immigration policy and no-fly
passenger restrictions, which use administrative means to control the movement of
individuals deemed to be arisk to society. The difficulty in these casesis that asjudicial
oversight is generally lacking or reduced, overzeal ousness results. Some problems arising
from, for example no-fly lists, are,

.. .potentia use of secret evidence... inherent difficulty in
proving anegative due to the shift in the presumption of
innocence, particularly when one does not know the case
against them, and the potential cross-fertilization with other
nation's lists, which also renders the decisions potentially
unchallengeable in Canada.”

Such programs give a preview of how authorization of government surveillance on reduced
or eliminated evidentiary requirement might work in practice.

Canada's Federal Department of Justice has indicated that
they intend to lobby Parliament for changes in the law to
make it easier for government officials to gain access to data
about citizens through a system that they have described in
thelr proposals as 'Lawful Access8.

Thisis along-overdue policy push, as there is atechnological vacuum in which thereis a
vast amount of information and little direction from courts or legislators as to how

investigators ought to treat that data. The difficulty that has arisen in the United States in

thisregard isthat".. .it isundertaken entirely in secret, both as a general matter and for any

7 Faisal Kutty & Arsalan Dhirazi, "Canada's Passenger Protect Program: Too Guilty to Fly, Too Innocent to
Charge?' Submission by the Canadian Council on American Islamic Relations (CAIR-CAN) on Passenger
Protect Program: Identity Screening Regulations to transport Canada, January 31, 2007, online
http://ssrn.com/abstract=962797. At 22.

8 Department of Justice Canada"Lawful Access: Legal Review Follow up consultations: Criminal Code Draft
Proposals February-March 2005."  http://www.cippic.ca/uploads’JC_CCAmend 2.pdf
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specific search, and it exists in the absence of any statutory framework or judicial
oversight."9 It is this difficulty that the imposition of rules regarding such matters as
electronic tracking data could avoid. These proposals would affect individual privacy in
many ways. They would ease the requirements for access to electronic data about an
individual, in particular information about electronic transmission of information, and

19 gych as records of

would allow the government to gain so called 'tracking information
debit card transactions and cell phone, personal data assistant, and automobile GPS
locations, on a 'reasonable grounds to suspect' basis, even though this information
discloses alarge amount of private information about an individual - potentially dangerous
information if an individual unwittingly converses or corresponds with aterrorism suspect.
It would also alow for the production of information from Telecommunication Service
Providers (TSPs) on alower evidentiary burden than is currently the case. This has caused
agreat deal of comment from privacy advocates around the country, both privately and
from government privacy commissions, with good reason. A great deal of information
about the individual will be under closer and less regulated scrutiny under this proposed

regime than before, with little justification of the necessity of such measures.

This paper will examine the threat posed to Canada by terrorism, the importance of
privacy in our society, the merits of trading privacy for security from terrorism, the
potential for technology to fundamentally alter the nature of privacy invasion, and how we
can protect our privacy, while still ensuring that appropriate tools are in place to allow law
enforcement to investigate crimes which are planned and even carried out through an
electronic medium.

Part one of this paper will discuss the legislative background of privacy in Canada,

9 Jonathan Zittrain, " Searches and Seizuresin aNetworked World", (2006) 119 Harvard L aw Review Forum
83at9l.

10 Tracking information pertaining to Lawful Access proposals differs from atracking warrant. A tracking
warrant under s. 492.1 of the Criminal Code provides for a warrant on the basis of 'reasonable suspicion' to
be granted, on application, for a period of 60 days for monitoring and installation of a device to track the
location of an individua or thing. A tracking data warrant would be for a period o one year and would permit
the collection of all an individual's tracking information provided by such devices as GPS, RFID, e-mail,
Banking and Credit cards, and other forms of location.



the aspects of the Anti-terrorism Act that affect privacy, the proposals set out by the
Canadian federd Department of Justice relating to 'Lawful Access and the current status
of those proposals, and a brief comparison of anti-terrorism acts in the United Kingdom,
United States and Canada. The second part of this paper will examine the War on Terror
and terrorism from a Canadian perspective, and will draw the conclusion that terrorism,
whileit is aconcern to be addressed, is not the most pressing or substantial threat to
Canada. The third part of this paper will examine the nature of privacy as interpreted in
Canada and Canadian constitutional protections of privacy, and will include a discussion
of the application of section 8 of the Charter of Rights and Freedoms' to the invasion of
privacy by government authorities. The fourth part of this paper will examine a
congtitutional analysis of terrorism prevention measures effect on privacy and the relative
importance of terrorism prevention and privacy and whether anti terrorism is of sufficient
importance to justify the negative effects on personal liberty brought about by proposed
Lawful Access provisions. The fifth part of this paper will examine panopticism and
surveillance and how it should be controlled in Canadian society. It will be argued that
whether or not panoptic data surveillance, or dataveillance, is accepted by the courts as
faling in line with the Constitution, that for policy reasons, it ought not to be implemented.
Part six of this paper will deal with specific proposals made regarding the implementation
of early portions of Lawful Access provisions through the introduction in the 38

parliament of Bill C-74.? Finally the conclusion of this paper will make recommendations

11 Canadian Charter of Rights and Freedoms Part | of the Constitution Act, 1982, being
Schedule B to the CanadaAct 1982, ch. 11 (U.K.).

12 Bill C-74, An Act regulating telecommunications facilities to facilitate the lawful
interception of information transmitted by means of those facilities and respecting the
provision of telecommunications subscriber information, I° Sess., 38 Pari., 2005, (I°



for how best to protect privacy in the face of the need for a regime surrounding the use and
collection of information generated by technology in our society, including the
abandonment of the reasonable suspicion standard for applications for information under
all but the most limited Lawful Access provisions, the creation of abody whose role will
be the mandatory reporting to individuals that they have been targeted by Lawful Access
investigations, and the application of a principled approach to the protection of privacy
which sets out precisely what kinds of private information we will alow to be invaded
based on reasonable suspicion and which we will require ahigher standard in order to gain

access.

reading 15 November, 2005).



1.2 Survey of Privacy Law and Legisation in Canada

There has been growing concern for the protection of privacy in Canada in recent
years. Legidation has been enacted for the purpose of privacy protection, and privacy
watchdogs have been established,' while at the same time, the means that are available for
the purposes of collection of private information and the interpretation of that information
through electronic means have grown exponentialy. Awareness of privacy has grown, and
as aresult, government has been willing to act to protect privacy.

The main thrust of protection of privacy in Canada as it relates to legislation
affecting the government has been to prevent the collection, use or disclosure of personal
information by the government except as permitted by express or implied consent,* and in
defining what makes up personal information.”® These pieces of legislation have also
provided for the implementation of watchdog organizations in the form of the privacy
commissions, which have the role of investigating complaints pursuant to privacy
legidlation and pursuing litigation where necessary to ensure compliance with privacy
legidlation. Privacy commissioners also have arole in the promotion of awareness of
privacy issues with the general public. It is generaly not the normal day-to-day collection
and interpretation of information by government, however, that causes concern in the
context of the protection of Canada from terrorist threats.

Privacy concerns become more complex where they begin to overlap with criminal

law investigative powers of search and seizure and the liberties ensured by Section 8 of the

13 For Example, Privacy Act R.S.C. 1985 c. p-21, Freedom of Information and Protection of Privacy Act
R.S.A. 2000 c. f-25,

14 Privacy Act R.S.C. 1985 c. p-21 s. 53-54.

15 Privacy Act R.S.C. 1985 c. p-21 s. 2. See appendix C.

16 Freedom of Information and Protection of Privacy Act R.S.A. 2000 c. f-25, s. 1 (n), see appendix C.



Charter of Rights and Freedoms}* A more complete examination of the application of
Charter rights to privacy protections enshrined by S. 8 of the Charter of Rightsis found in
Sections 3 and 4 of this paper. Privacy as set out in privacy legislation is not the focus of
this paper, except insofar as the existence of a privacy framework in Canada shows that
privacy isvalued as aright and there is an expectation outside of bare constitutional norms

that government will protect the privacy of individuals from invasion by the state.

17 Canadian Charter of Rights and Freedoms Part | of the Constitution Act, 1982, being Schedule B to the
CanadaAct 1982, ch. 11 (U.K.).
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13 The Anti-Terrorism Act and how it compares with the reactions to terrorism seen
in other jurisdictions

Where privacy is to be analyzed in the context of Canada's response to terrorism,
we must review what that reaction has been. We may also wish to examine how Canada's
reaction has compared with that of its allies. The initial response to terrorism adopted in
Canada after the attacks of September 11, 2001 came in the form of Bill c-36, now
commonly called the Anti-terrorism Act.”® This legisation was brought forward very
shortly after the attacks and represented the implementation of abroad range of legidative
provisions. Severa amendments were made to the Criminal Code, including a section
defining terrorism broadly, with arequirement that aterrorist activity be motivated for a
political, religious, or ideological purpose.’® The definition has been criticized for adding
nothing to the law, but instead adding a new and more difficult way to prosecute old crimes
such as conspiracy to commit murder.

Other aspects of the act include provisions for investigative hearings which would
compel individuals to provide testimony without the option of remaining silent,”® aswell as
provisions alowing for arrest without warrant and the holding of an individual without
judicial authorization for up to 24 hours.?* These provisions were subject to a sunset clause
requiring review and re-approval by parliament in late 2006. The sunset clause took effect,
and these provisions are no longer with us. There was widespread concern about the
effectiveness of these provisions and the need for exceptional powers, and even their

usefulness in preventing terrorism. Further, the use of motive as a portion of the definition

18 Anti-terrorismAct S.C. 2001 c. 41.
19 Criminal Code R.S.C. 1985, c. C-46, s. 83.01 (see appendix c)

11



of terrorism has been successfully challenged through Canadian courts, and that portion of

the definition has been struck down, leaving little to the residual definition of terrorism in

00

Canada. The immediate reaction bought about by the Anti-terrorism act has, in great
measure, gone by the wayside through sunset provisions and constitutional challenges.
What has remained unchanged is the belief in many quarters that terrorism isthe main
threat to Canada today, a notion that is contested in latter sections of this paper.

The United Kingdom, unlike Canada, has had along and tragic history of dealing
with terrorism in the form of violence in Northern Ireland. As such, the UK had already in

place anti-terrorism measures when Canada passed its Anti-terrorism act, and had revised

0%

it asrecently as 2000. The TerrorismAct 2000 Which defined terrorism broadly, as
broadly asin Canada, and including a motive element, and expanding powers of search and
detention beyond those permitted by those in the Canadian Anti-terrorism act. The UK act
allows for arrest based on 'reasonable suspicion’ without warrant, and the holding of a
suspect for up to 48 hours without hearing.* In some cases an individua may be held for
longer without charge. The United Kingdom has felt a much greater burden of terrorism
throughout the last several decades, and as such there seems to be a much greater
willingness on their part to abridge liberties than in Canada

In the United States, the PATRIOT Act was the main |legislative response to
September 11.% While the PATRIOT act covered a broad range of topics, like other actsiit
enhanced investigative powers and sought to compel the production of private information

20 Criminal Code R.S.C. 1985, c. C-46 s. 83.28 (see appendix c)

21 Criminal Code R.S.C. 1985, c. C-46 s. 83.3. (see appendix )

22 Khawagja v. the Queen, 2006 O J. no. 425 SCJ.

23 Tetrorsm Act (U.K.), 2000, el I .

24 TerrorsmAct (U.K.), 2000, ¢ 11. s. 41(3). (see appendix c)

25 Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct
Terrorism Act of 2001, Pub. L. No. 107-56, 115 Stat. 272 (2001).

12



in the absence of judicial authorization. Title V to the Patriot Act provided for the issuance
of 'National Security Letters which would require the secret provision of information by
an organization served with such aletter. A gag order conceaed the existence of such a
letter. This measure, providing for the secret collection of information without the
possibility of making alega challenge was struck down as unconstitutional by the courtsin
the United States.  Other privacy issues raised in the PATRIOT act include clarifications
of how electronic communications are to be intercepted, >’ broadening the types of
subscriber information that law enforcement can obtain from service providers (much like
the provisions of Bill c-74 would have done) And expands the authority to apply ‘pen
register' and 'trap and trace’ rulesto Internet and other electronic transmissions, much
as Lawful Access provisions recommended under proposals on transmission data. Like it
did in Canada, the anti-terrorism legislation in the United States contained significant
sunset clauses, but unlike in Canada, much of the PATRIOT act provisions were reinstated
after the sunset period.

To summarize the comparison of American, British and Canadian anti-terrorism
legidation, we see that Canada'sis likely the least rigorous, while the detention clausesin
the UK legidation are harsh enough that Canada did not re-enact much less stringent rules
surrounding arrest without warrant. In the United States, the breadth of the PATRIOT act

dwarfs the legidlative reaction in Canada, but parallels some of what was done, and

26 Doev. Ashcroft, 334 F. Supp. 2d 471 (S.D.N.Y. 2004).

27 Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct
Terrorism Act of 2001, Pub. L. No. 107-56,115 Stat. 272 (2001). S. 209.

28 Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct
Terrorism Act of 2001, Pub. L. No. 107-56,115 Stat. 272 (2001).s. 210.

29 Pen Register and Trap and Trace are terms referring to what in Canada would be referred to as DNR, or
Dialed Number Recorder, providing telephone routing information.

30 Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct
Terrorism Act of 2001, Pub. L. No. 107-56, 115 Stat. 272 (2001). S. 216.

13



foreshadows much of what has been proposed through Lawful Access. The PATRIOT act
has pointed he way for much of the Lawful Access regime proposed by the Department of
Justice, particularly in the area of production orders for transmission data. All the
legidation contains elements designed to attack terrorist funding and money laundering.
Canada's response to terrorism has been relatively restrained, and the stalling of the
process of moving forward with Lawful Access has shown that there is little political will

to create new security provisions without some new emergency creating an air of urgency.

14



14 The Current Status of Lawful Access Proposals

Lawful Accessis aterm used by the Department of Justice in Canada to refer to a
set of proposals brought out in the wake of the September 11 attacks which were designed
to alow for enhanced monitoring of individuals through electronic means. Highlights of
these proposals include the creation of two new production orders, one for 'tracking
information' and 'transmission data’ based on a 'reasonable grounds to suspect’
criteria, and extending those orders from sixty days to one year, expanding the application
of tracking warrants to include GPS or other location devices carried willingly by a suspect,
without the necessity of implanting a device for tracking as well as including debit and
credit card transactions in a tracking warrant, to expand DNR Warrants™ to cover all
transmissions on the Internet or any other means of communication, the creation of
'preservation orders which would be used by aw enforcement without judicial
authorization to order the custodian of information not to delete that information, and
allowing for terms in a preservation order to prevent disclosure of the order, and for an
order requiring a telecommunications service provider to disclose information about its

subscribers without the necessity of a court order.

31 information that would assist in determining the location of a person or thing at a particular time,
Department of Justice Canada, Lawful Access: Legal Review Follow Up Consultations: Criminal Cose Draft
Proposals, and Modernizing Investigative Techniques: Proposals, online: Canadian Internet Policy and
Public Interest Clinic online http://www.cippic.calen/proiects-cases/lawful-access/ at 19

32 datarelating to the telecommunications functions of dialing, routing, addressing or signaling that
identifies or purports to identify the origin, type, direction, date, time, duration, size, destination or
termination of a telecommunication generated or received by means of a telecommunications facility.
Department of Justice Canada, Lawful Access: Legal Review Follow Up Consultations: Criminal Cose Draft
Proposals, and Modernizing Investigative Techniques: Proposals, online: Canadian Internet Policy and
Public Interest Clinic online http://www.cippic.ca/len/proiects-cases/|awful -access at 21.

33 Criminal Code R.S.C. 1985, c. C-46, s. 492.2 (see appendix c)

15
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How will implementing Lawful Access change Canadian law as it stands today?
First, there would be a massive expansion of the information that authorities could collect
based on 'reasonable suspicion’ both by conscripting the suspects personal electronics and
use of telecommunications, but aso by making the application of those warrants
retroactive. Currently, if atracking warrant is granted, a tracking device must be installed.

Likewise for aDNR warrant. By adding electronic records to the means used to acquire
this information, they are not necessarily prospective in nature, and can collect information
gathered by electronic means prior to the raising of even reasonable suspicion and the
application for the order. By expanding the types of information and manner in which
information is collected pursuant to production orders, and extending the duration of those
orders from a maximum of sixty days without further judicial intervention to one year, the
level of invasion of privacy experienced by the subject of such an order isincreased
tremendoudly.

Other aspects of the proposals are not as troubling, such as the issuance of a
preservation order by law enforcement officials. It is extremely easy for electronic
information to be deleted, and it is not unreasonable for amechanism to be put in place to
permit authorities time to seek a warrant for production of suspect information. The
production of subscriber information without judicial supervision is somewhat
problematic, although there are circumstances, particularly in the prosecution of online
child exploitation, that a reasonable necessity for instant access to such information exists.

The firgt attempt to implement any of the proposals brought forward by the Lawful

Access provisions was bill C-74* in late 2005. That bill would have provided for the

34 Bill C-74, An Act regulating telecommunications facilities to facilitate the lawful interception of
information transmitted by means of those facilities and respecting the provision of telecommunications
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disclosure of subscriber information on the request of an authorized police officer™ and
required the creation by telecommunications service providers of a system permitting
government to acquire information from their data networks, thus forcing the private sector
to build and pay for law enforcement tools within their systems which would permit the
disclosure of private information without judicial authorization. This piece of legislation
only received first reading by the time parliament was dissolved for an election. Since that
time, notwithstanding the interest that the Conservative government has shown in issues of
security, little has been doneto revive these proposals. The difficulty that arisesis that until
the proposals are adequately dedlt with, thereis no legidative framework in place to govern
the production and use of abroad variety of data, and while it may not be advisable to
implement the proposals as drafted, some sort of principled approach to the

implementation of electronic data monitoring is desirable.

subscriber information, 1% Sess., 38" Pari., 2005, (1% reading 15 November, 2005).

35 Bill C-74, An Act regulating telecommunications facilities to facilitate the lawful interception of
information transmitted by means of those facilities and respecting the provision of telecommunications
subscriber information, 1% Sess., 38" Pari., 2005, (1% reading 15 November, 2005), s. 17.(see appendix c)
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15 Bill C-74

On November 15, 2005, even as the Libera government was on the verge of an
election, Bill C-74%, The Modernization of Investigative Techniques Act, was introduced
at first reading. The stated god of the bill was to require telecommunications service
providers to facilitate interception of communications and to provide subscriber
information to the authorities. Although this legislation did not advance in the form of Bill
C-74 due to achange in government, its key points were taken directly from the Lawful
Access proposals, which set out the Department of Justice's perceived needs for
revitalizing the abilities of authorities to dea with increasingly technology sawy criminals.
While we may never see this bill in Parliament again, its underlying motivations - those
of dealing with advancing technology in the context of criminal investigation and
establishing rules for surveillance of the Internet and telecommunications - remain as top
priorities in this country. This bill does not significantly extend interception or tracking
powers, rather as a preliminary matter it requires telecommunication providers to build in
atechnical capacity for the authorities to access telecommunications information, laving
the framework for future interception regulations and laws, and establishing responsibility
squarely with service providers for the construction of a surveillance system on a grand

scale never before seen for use on the Canadian public.®’

Bill C-74 aso establishes arequirement for TSPs to provide "subscriber
information™ such as address, name and location when requested to do so by apeace officer

or CSIS agent.® This would give the police the power to, for example, acquire the name,

% Bjll C-74, Modernization of Investigative Techniques Act, 1% Sess., 38" Pari., 2005, (1% Reading 15
November 2005).

37 Bill C-74, Modernization of Investigative Techniques Act, 1% Sess., 38" Pari., 2005, (1% Reading 15
November 2005). S. 11. (see appendix c)

% Bill C-74, Modernization of Investigative Techniques Act, 1% Sess., 38" Pari., 2005, (1% Reading 15
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address, and other contact information of an individual based on his or her instant message
signature or e-mail address. This power would be exercised without judicial authorization,
and monitoring would be minimal.* The only monitoring provided for in this section is
sdf-enforcing, with little oversight by any parliamentary or judicial authority. Those
reguesting information would be required to create a written record regarding the request
for the information, there would be no capacity for the person so investigated to become
aware of, and therefore object to, the provision of the data. This provision is much akin to
requiring the establishment of a reverse-directory for Internet applications, which in and of
itself isnot likely to lead to excessive concerns over privacy issues, especially if users are
aware of the information which is liable to be disclosed. Thistool is liable to be especially
useful in searching for Internet child predators, who use instant message technology to lure
children for sexua purposes. Again, however, the transparency of this provision ought to
be enhanced through the use of mandatory disclosure to the subject of the information
request after a certain period of time unless it can be reasonably justified that thereis a
pressing need to maintain secrecy. A third-party watchdog organization reviewing the
written records aready provided for in this section and ensuring that the public was aware
of information requests made about them would be beneficial. The privacy invasions
contemplated are too important to go un-monitored, an audit function must be included in
developing access legislation.”® If a person is being investigated, the fact of the
investigation and the reason for it ought to be made available to them subsequent to the

investigation in order to prevent abuse. Furthermore, to ensure that the public was aware

November 2005).

¥ Bill C-74, Modernization of Investigative Techniques Act, 1% Sess., 38" Pari., 2005, (1% Reading 15
November 2005).

40 Ira S. Rubinstein, Ronald D. Lee and Paul M. Schwartz, "Data Mining and Internet Profiling: Emerging
Regulatory and Technological Approaches’, (2008) 75 University of Chicago Law Review 261 at 269.
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of information requests made about them, the use of this tool in a 'fishing expedition’
manner or for other inappropriate purposes could be discouraged.

Oneissueto be dealt with in this respect is the continuing utility of the Internet after
the development of enhanced monitoring by the government. It is relevant to note that a
large part of the appeal of the Internet has been the sense of anonymity that it givesto its
users. Just as traditional mail has developed in a particular way because of the certainty of
privacy on the part of its users, the Internet and e-mail have developed in a certain way and
have expressed a certain kind of social utility based on its anonymity. The very nature of
atypica e-mail address,* often a pseudonym which does not describe the user in any
identifying detail and omitting proper names®, indicates that a certain type of obscurity is
desired by Internet users. The Internet is a marketplace of ideas and a forum for rapid and
universal communication. Itisaforumwhere one feels free to express thought and opinion
without fear that such expression will be connected to one's physical sdf. This providing
areverse directory application for Internet screen names and e-mail addresses which can
link a person to their physical location weakens that role of the Internet as an anonymity
granting social phenomenon. It is therefore important that the general public not have
access to any information system established by law to alow for policing. The social utility
of the Internet will be fundamentally altered if this provision leads to the establishment of
apublished equivalent to areverse telephone directory. It would be more than sufficient in
order to help prevent crimina abuse of the Internet to maintain a capacity for law
enforcement to backtrack to a user based on identifying information in limited

circumstances.

“! Particularly those chosen by the user, rather than assigned by an institution.
42 Ira S. Rubinstein, Ronald D. Lee and Paul M. Schwartz, "Data Mining and Internet Profiling: Emerging
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Likewise, by tracing IP addresses, the anonymity of web 'surfing' is lessened. The
Internet has created a vast network of informational pages on a variety of topics ranging
from academiato medical diagnosis, to the less savory areas of drug subculture and hard
core pornography. It has also acted as a catalyst for socia activism and the proliferation of
an alternative media, through the use of e-zines and blogs to distribute first hand reports of
news events. These have had a mixed effect, providing for the growth of aternative
viewpoints and creating avirtual spaceinwhich developing socia ideas can grow, but they
have also demonstrated that the law has lagged behind technology. Take as an examplethe
violation of a publication ban during testimony of the Gomery Inquiry in 2005.* At that
time, ajudicial inquiry operating under a publication ban partialy lifted the ban due to the
fact that firsthand accounts of testimony had been published on an American Internet site,
and that maintaining the ban was becoming increasingly difficult.** Take as another
example the use of the Internet, cell phones, mobile e-mail devices and the like to
co-ordinate mass public demonstrations. By providing instant mobile communication
which can be sent to dozens or hundreds of people at once, mobile communications
technology has alowed public protests a degree of organization and continuing
communication which was previously available only to the authorities operating to control
the crowds. In these cases, technology has advanced beyond control of the authorities.

Clearly there is aneed for an update of Canada's laws surrounding technology and

Regulatory and Technological Approaches’, (2008) 75 University of Chicago Law Review 261 at 277.

43 In 2005, during the inquiry of Justice John Gomery into the use of federal funds to purchase federalist
advertising through agencies friendly to the Liberal Party, an American Internet site violated the publication
ban that was in place, thereby circumventing the publication ban and making the restricted information
available in Canada. The Justice responded by partially lifting the ban.

“* Rondi Adamson, "Borderless Blogs vs. Canada Press Ban," Christian Science Monitor, April 13, 2005.
online, http://www.csmonitor.com.
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communication. Such electronic crimes as eemail fraud, spamming, DNS attacks, and
hacking have demonstrated a need for the Internet to be monitored more closely, especially
as so much of the commerce of the developed world now relies heavily on the instant
communication of the Internet, but it must not be at the cost of the socid utility which has
accompanied the economic gains alowed through technology.

The main danger of the provisions set forth in Bill C-74 is that of laying an
unobtrusive groundwork for an unprecedented electronic monitoring system. What is
liable to come after is much more invasive than what has already been proposed in
Parliament. It is well worth noting that had all of the provisions of the Lawful Access
proposals been put forward in an omnibus bill, the attention drawn would have likely been
much greater. By establishing the technical requirements first, there is the potential to
bring forward in palatable bites what might not be swallowed by the public in whole form.

There has aready been a groundwork laid providing for a requirement for
uncompensated provision of information pursuant to production orders on ex-parte
application.*” Financial compensation is not required where telecommunications service
providers or othersincur expense in compliance with aproduction order under the Criminal
Code of Canada. The remedy where costs of compliance would be so financially
burdensome on the subject of the production order that the results would be unreasonable
is an exemption from production.  While this may not be a concern where Telus is the

subject of a production order, there are alarge number of small service providers whose

**Sometimes called "phishing”, where a fraudulent but official looking e-mail is sent, allegedly from an
institution, requesting the confirmation or disclosure of personal information for the purposes of identity theft
or credit or bank fraud.

“® Denial of Service Attacks, in which awebsite is targeted for excessive traffic, causing a temporary
shutdown, which may lead to public embarrassment or loss of business.

47 Criminal Code, R.S.C. 1985, ¢, C-46 s. 487.012.

48 Tele-Mobile Company (a.k.a. Telus Mohility) v. Ontario, [2008] SCC 12.
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resources might make it more difficult to enforce production. This would appear to be a
major factor in the requirement under C-74 to install easy to use backdoor systems for the
collection and production of information useful to investigators. By front-loading the
expense of future production orders by requiring the installation of such a means of
collection of information at the time of a system upgrade, the government is seeking to
side-step the potential pitfalls of the Telus decision and eliminate the possibility that any

particular production order might be subject to an exemption.
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21  The Definition of Terrorism in Canada

Thereisagreat deal of debate surrounding the definition of terrorism. Much of this
debate stems from the virtual impossibility of creating a definition that will include all
perceived terrorist actions, while excluding all perceived non-terrorist actions. This
problem has essentially prevented an international treaty definition of terrorism, because
terrorism is, to a great extent, a crime of perception. Arguments of justification on behalf
of liberation movements and so-called freedom fighters, and differing perceptions of the
possibility of limiting civilian casualties in any conflict tend to stymie debate on a broadly
applicable definition.* For the purposes of combating terrorism from aloca standpoint,
however, any sufficiently broad definition of terrorism will work to some extent. Canada's
very broad definition allows for the prosecution of a vast array of offences under our

terrorism laws, while the requirement for political oversight™

theoretically prevents
overzealousness on the part of local law enforcement officials in using these powerful laws
against otherwise non-terrorist criminal elements. In spite of arguments that it is
inappropriate to include such a wide and subjective definition of terrorism, and one which
is dependent on political approval, so long as its application to other legislation does not
cause that legidation to overreach its rationa purpose this broad definition may well be

aufficient in the Canadian context considering that the search for amore specific definition

of terrorism which can cross cultura and political boundaries has gone on for decades.

49 Malvina Halberstam, 'The Evolution of the United Nations Position on Terrorism: From Exempting
National Liberation Movements to Criminalizing Terrorism Wherever and by Whomever Committed"”,
(2003) 41Columbia Journa of International Law, no. 3 p. 573 at 576.

* Criminal Code, R.S.C. 1985, c. C-46, s. 83.28(3) and s. 83.3(1).
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The history of asymmetric political violence is apath littered with the most
idealistic concerns for the improvement of society, and the most political and cynical
ambitions for self advancement. It is likely not possible to arrive at a single definition of
terrorism agreed upon by a wide enough cross section of the global community to be useful,
in large part because of the old saw, "One man's terrorist is another man's freedom
fighter." Eachinvolved party will attempt to define terrorism so as to exclude themselves
and to include their opponents. Especially at the United Nations, the prevalence of states
which have gained independence through asymmetric political violence muddies the issue
to the point where terrorism is legitimized in the context of war for self-determination. In
the 1970s, as modern international terrorism was experiencing a wave of media attention
and rising to prominence on the minds of many throughout the world, both inside and
outside the political world, the Genera Assembly adopted an early resolution condemning
terrorism but, "[reaffirming] the inalienable right to self-determination and independence
of all peoples under colonial and racist regimes and other forms of alien domination and
upholds the legitimacy of their struggle, in particular the struggle of national liberation
movements." The wording of such resolutions, failing to condemn terrorism in all
situations can be viewed as excusing national liberation groups from the UN anti-terrorist
stance.> The inclusion or exclusion of the state use of terror, the requirement for certain
types of motivations, the protection of revolutionary armed groups engaged in struggle
*! For example the resistance to Nazi occupation in Europe during the Second World War, or the fight against
Apartheid by the ANC.

52 "Measures to Prevent International Terrorism which Endangers or Takes Innocent Human Life or
Jeopardizes Fundamental Freedoms, and Study of the Underlying Causes of those Forms of Terrorism and
Acts of Violence Which Liein Misery, Frustration, Grievance and Despair and which Cause Some People to
Sacrifice Human Lives, Including Their Own, in an Attempt to Effect Radical Changes" G. A res 27/3034, UN
GAOR, 27" Sess,, Supp No. 30 at 119, U.N. Doc A/RES/27/3034 (1972)

53 Malvina Halberstam, "The Evolution of the United Nations Position on Terrorism: From Exempting

Nationa Liberation Movements to Criminalizing Terrorism Wherever and by Whomever Committed”,
(2003) 41 Columbia Journal of International Law, no. 3 p. 573 at 575.
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against particular governments or states from the terrorist label are al concerns which
prevent a meaningful resolution to the question of what the term terrorism actually means.
From a Canadian perspective, however, it isimmaterial whether there can be broad
international agreement on the definition of terrorism, so long as consensus can be attained
within a Canadian context. Most Canadians would agree that a non-state individual or
group using violence against civiliansin order to achieve apolitical goal ought to be at least
included in the definition of terrorism, even if that definition is not exclusive of other
potential meanings. This paper will use this definition unless otherwise indicated and will
reject the inclusion of the overt acts of any state or its publicly acknowledged officia
agents in the definition of terrorism>. Acts such as aerial bombing, massacres of civilians
by government forces and forced relocation of populations, while all may be designed to
cause fear in opposing civilian populations, are al acts of the state and are covered by
existing international law. Those who engage illegally in these acts are properly war
criminals, not terrorists. Acts of recognized state agents such as intelligence agencies,
while they may be in form similar to, or even indistinguishable from acts of terrorism, are
conducted by or on behalf of a state, and these actions are subject to an extant body of
international law which condemns the use of force by states or their agents under most
circumstances and outside of tightly prescribed conditions.” Where states or their overt
agents engage in war crimes or crimes against humanity, they ought to receive appropriate
® For example, | would not describe the assassination of a civilian by the secret service of a state in order to
bring about a change of government in athird state as terrorism, asiit is carried out by an acknowledged
officid arm of government. An individual belonging to a non-state group who committed the same act might,
however be guilty of terrorism. In the case of such groups as Hezbollah, who are alegedly funded and largely
directed by the government of Iran, but are not an acknowledged arm of that government, it would also be
defined as terrorism. The purpose of exclusion under this definition is to exclude the overt acts of states from

consideration as terrorist acts, as these acts are already regulated under existing bodies of established
international law.

55 Whether there is an effective enforcement mechanism or not for international cranial law is a matter
outside the scope of this paper. It is sufficient for these purposes to be aware that a new area of international
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sanctions under extant international law. To describe these actions as terrorism, however,
leads to an imprecision in our language as a result of rhetorical usage to denounce a
political regime with which one disagrees. This does not help to advance the cause of
promotion of the rule of law, rather it only resultsin increased vitriol between those who
use this terminology and those with whom they label it. It is not useful to attempt to
broaden the definition of terrorism to include an entire category of already denounced
illegal activity by drawing parallels between theillegal acts of states and non-states.

The greater difficulty with the definition of terrorism within Canada's
Anti-Terrorism Act is its breadth and the discretion allocated to the minister regarding
prosecutions and the listing of organizations as terrorist groups. The definition of terrorism
used in the Anti-Terrorism Act has been criticized for over breadth,* these criticisms
stemming from the fact that the definition leaves room for an incredible array of crimes to
be transformed into terrorist crimes based on amotivational political or religious element.
The preventative measure which is used to ensure that there will be no inappropriate
prosecutions is the requirement of consent of the attorney general to any prosecution which
is commenced. This leaves the definition of terrorism as whatever the cabinet decides is
terrorism, and perfectly illustrates the problems facing citizens where terrorism is
concerned. The difficulty this creates is an imbalance between the executive-legislative
branch of government, and the judicial branch. The "we know terrorism when we see it"
outlook taken by the government does not alow for predictability in relation to whether
oneisorisnot involved interrorist activity. The requirement that we as citizens trust

implicitly in the wisdom and even-handedness of our executive branch of government does

law does not need to be established in order to deal with state actions.
% See for example, Kent Roach, September 11: Consequences for Canada, (Montreal: McGill - Queen's
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not coexist happily with our conception of the rule of law and constitutionalism. This
problem has been recognized and partly dealt with in the Ontario Superior Court of Justice,
which recently struck down the motivation requirements of the definition of terrorism.>’
The issue identified as fatd to the definition was the potential chilling and discriminatory
effect of focusing the power of criminal law on political, religious, and ideological thought,
and the discrimination that would inevitably occur in the enforcement and investigation of
these laws.

Western strategic thinkers were so focused on state to state interactions during the
cold war erathat the notion that non-state-sponsored terrorism was simply not at the
forefront of concern. The West could not conceive of a substantial threat to its well being
coming from anon-state actor.® The inability to come to terms with sub-state level
violence is likely one of the causes of the state-level interventions in Afghanistan and Irag.

Unfortunately, through aggressive military campaigning in the Middle East in Irag and
Afghanistan, we seek to treat the symptom rather than the cause of terrorism, and in doing
so, may create conditions which will lead to terrorism in the future. Anti-terrorism
measures are creating animosities which will take lifetimes to dissipate. The result of this
is that domestic anti-terrorism measures will be perpetuated in a continuing environment
of pseudo-warfare, in which awar-like situation is cited as cause to continue policies which
[imit our natural and hard-won freedoms. During an extended pseudo-war period, the
executive branch of government will continue to seek to exercise wartime powers and
increase their security related capacities at the expense of civil rights. Should this continue
University Press, 2003.) pp. 56-64.

" Khawajav. the Queen, 2006 O.J. no. 425 SCJ.
58 See, for example, the analysis of Islamic Fundamentalist threats in Graham E Fuller, "Islamic

Fundamentalism”, in Conflict After the Cold War: Arguments on Causes of War and Peace, Richard K. Betts
ed. (Boston: Allyn and Bacon) 1994, 386-393 at 390-391.

28



indefinitely, we will see serious damage to our way of life. In the case of War on Terror,
there is no foreseeable end point, there is no practical way of achieving victory, and thereis
no limit to the level of expenditure of treasure, political capital, and freedom which can be
made to ensure the possibility of a successful outcome.

Just afew months after the September 11 attacks, cooler heads were promoting the
importance of ensuring the continuation of liberty in the face of adversity in order to
reinforce the legitimacy of the struggle in favour of the West. David Cole wrote in 2003
regarding the importance of ensuring legal protection for not just citizens but foreign
nationals,

[to only apply human rights standards to citizeng| is
counter-productive as a security matter. Counter productive
it seemsto me becauseit forfeits the legitimacy of the War on
Terrorism. If we are to win the War on Terrorism, we need to
be seen as acting in a legitimate and justice seeking mode.
Not in a double standard mode that says we are willing to
impose on you foreigner things we are not willing to tolerate
for ourselves. That undermines the credibility of the effort
and that then has two pernicious effects. First, it alienates the
very communities that we need most to be building bridges to
if we areto try to find the small numbers of Al Qaeda people
out there... Finaly, it isillusory, because if you look at

history, indeed, even recent history, what starts with foreign
nationals almost inevitably gets extended to US citizens.™

It is promising, however, that after a number of years of moving towards trading freedom
for security, many are questioning the reasonableness of so doing. In America, but aso in
other states including Canada and Great Britain, security measures have been taken which
many find incompatible with their perception of a free society, and many are willing to
begin to oppose those measures without fearing being labeled a friend to terrorists or

unpatriotic. Through this re-balancing we may find an appropriate balance of security and

59 David D. Cole, "Security and Freedom - Are the Governments' Efforts to Deal With Terrorism Violative
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civil rights. Examples like Maher Arar® and Khaled Masri are causing many to believe
that secrecy and unaccountability are dangerous tools in the hands of even the best
intentioned patriots, and that some form of protection from overzealousnessis necessary in

any case where secrecy and the power to sanction and detain overlap.

of Our Freedoms?' (2003) 29 Canada-United States Law Journal, 339 at 343.

60 Maher Arar was a Canadian citizen who was detained when passing through American customs based on
very little evidence, and who was ultimately transported to Syria and tortured to extract information about
terrorism - information which Mr. Arar did not have.
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2.2 TheWar on Terror - Conflict in Context

One way in which encroachments on privacy arejustified is through the rhetoric of
war used in relation to terrorism. The War on Terror is not like other wars in a number of
ways. Many have commented on its potentially indefinite duration, thus bringing into
question the viability of utilizing wartime measures in its prosecution. Others have
commented on the issue of whether it is properly awar at al.** Wesley Pue described the
difficulty of the war metaphor for counterterrorism succinctly,

TheWar on Terror, however, isnot areal war. Its parameters
are unclear, ranging from gunboat diplomacy to more or less
gratuitous rights violations at home. Linguistic slippage
threatens clarity of thought as the metaphor of war glosses
over agreat deal. Unlike the war against the Nazis, unlike
even Vietnam, this war involves neither afixed enemy nor an
identifiable objective. There are no criteriaby which to
declare victory or recognize defeat. Closer to the War on
Drugs than to 'hot" warfare as such, we find ourselves
confronting an endless state of emergency that ensures the
'permanence of the temporary’'. When the state intrudes on
fundamenta liberties, "temporary" tends to permanence as
surely as night follows day.*

For the purposes of privacy protection, the most important difference between traditional
warfare and counterterrorism is in the nature of the enemy. In traditional warfare the
enemy is identifiable. Even in modern revolutionary asymmetric warfare, the ultimate
goals of the insurgent will include establishing an alternative infrastructure and alternative

governing structure. At that point in an insurgency, asymmetric tactics will take aback seat

See for example, Wayne McCormack, "Is it Crime or isit War? Toward an International Law of
Terrorism", University of Utah S.J. Quinney College of Law Legal Studies Research Paper Series No. 05-01
online http://ssrn.com/abstracts= 747464
62 Wesley W. Pue, "The War on Teror: Constitutional Governance in a State of Permanent Warfare?"'
(Summer/Fall 2003) 41 Osgoode Hall Law Journal no 2/3 p. 267 at 269.
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to the development of an alternative state structure, which can then be directly targeted by
the threatened state entity.

The War on Terror's distinguishing feature is that the politics of anti-Western
Isamist terror are combined with radical theology to justify along-term campaign of
attacks with no real military elements, embracing instead an emotionally and theologically
motivated series of attacks on largely civilian targets. It is the very nature of the West that
inspires antipathy from elements within Islamic society, the West provides avisible
adternative to fundamentalist life,

More than ever before it is Western capitalism and

democracy that provide an authentic and attractive

alternative to traditional ways of thought and life.

Fundamentalist leaders are not mistaken in seeing in Western

civilization the greatest challenge to the way of life they wish

to retain or restore for their people.®*
By attacking the West, the relative power of the West to project itsway of lifeinto the Arab
world might be reduced. There is as yet no effort on the part of the 'other side’ of the War
on Terror to create an alternative American or British or Spanish or Canadian government
as would be expected under classical insurgent doctrine, but instead an attempt to
demonstrate the weakness of those powers' ability to protect their citizens and thereby
cause those citizens to force governments to change their policies regarding various areas
such as the Middle East. This eliminates the period of counterinsurgency warfare in which
the transition is made from hit-and-run attacks to more traditional military operations,

where atraditional state military can be most effective, and further delays or eliminates the

potential for an "end" to conflict. Instead, aperpetual shadowy enemy exists, which cannot

63 United States Army Fidld Manua FMI 3-07.22 Paragraph 1-30.

64 Bernard Lewis, "The Roots of Mudim Rage: Why so Many Mudims Degply Resent the West, and Why
Their Bitterness Will Not Be Easly Mallified", The Atlantic, September (1990) v. 266 n 3 p 47, at 53.

65 United States Army Fidd Manud FMI 3-07.22 Paragraph 1-3.
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be targeted traditionally, but must be searched out both inside and outside a state's national
borders. In particular, aterrorist cell within a state has, as one of its goals, to be
indistinguishable on the surface from any other citizen. For this reason, it becomes
possible to justify unprecedented observation of citizens by the state.

A major byproduct of this strategy of non-warfare is an absence of recognizable
enemies against whom to conduct combat. After the invasion of Afghanistan, and the
toppling of the Taliban government there, one of the few governments in the world which
was openly providing haven to Ilamist terrorists such as Osama Bin Laden, there remained
little for the collective military might of the West to attack. The invasion of Irag, touted at
the time as avital step to prevent the use of CBRN weaponry by terrorist organizations,
seems now at best to have transformed into part of a grand strategy to promote democracy
as amethod of ensuring stability of the current international system,*® (a strategy which
appears not to be effective, due to the difficulties of imposing a democratic form of
government externally) at worst an ill thought out and pointless exercise in militaristic
opportunism. It may well be argued, asit has by Bernard Lewis, that there is afundamental
cultural divide which makes the promotion of libera democracy especialy difficult in the
Islamic world, for example "Thereisno word in Arabic, Persian or Turkish for 'Citizen'....
The word is absent in Arabic and the other languages because the idea - of the citizen as
participant, of citizenship as participation - is not there."®” Because of the necessarily
drawn-out nature of the promotion of democracy in this way, this set of engagements has
left the United States military and those of allied nations overextended in a way which

brings into question the advisability of engaging in such adventures in the future.

% See, for example, Andrea Locatelli, "Towards Freedom and Democracy. |s Democracy Promotion a
Viable Grand Strategy?' (2005) 5 Crossroads no. 1 pp. 5-12.
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Asmilitary options are limited by the nature of the targets available, and traditional
militaries are largely unable to engage in unconventiona warfare of the type required to
win aterrorist conflict, the first step along along road towards what many perceive as
victory is the identification of individuals within our own societies and around the world
who areliable to engagein terrorist acts or to support terrorist organizations and to monitor
and censure such individuals. In order to do this, we must first determine what terrorist
groups areto be targeted by theWar on Terror. Isit only awar on Islamist terror conducted
by a Qaedaand its associated groups, or does the War on Terror include a genera assault
upon violent political groups around the world? The Canadian solution of providing a list
of terrorist organizations proscribed by order in council seems to establish a defined
"other" against which to struggle, but while the official position may be that those are the
groups to which we are opposed, the question remains: against which entities we will take
any action? Are we censuring only active terrorists? Active supporters of terrorists? Or
do we seek to target those who might fal only into the most technical definition of
terrorism support such as those who inadvertently contribute to charities which fund terror
groups?®

The next step, after determining the scope of how we define our enemy is to seek
out the individuals who make up organizations which have been proscribed, and those
outside those organizations who pursue similar goals by ssimilar means. Since the makeup

of modern terrorist groups is largely based upon political and religious attributes, one

67 Bernard Lewis, "Islam and Liberal Democracy: A Historical Overview" (1996) Journal of Democracy 7.2
52 at 54.

68 Commentary on the congtitutionality of the particular measure of outlawing membership in an
organization listed by order in council is a substantial matter in its own right and is outside the scope of this
paper.

69 Nina J. Crimm, "Muslim-Americans Charitable Giving Dilemma: What About a Centralized Terror-Free
Donor Advised Fund?' (2008) 13 Roger Williams Law Review, Symposium Issue, Islamic Law ad Law of

34



obvious method to use in the search for terrorists is to seek to monitor individuals who
ascribe to certain political and religious philosophies, and take an active part in those
communities. For example, we can monitor the membership of Tamil expatriate groups, as
these groups have been linked to suicide bombingsin Sri Lanka, or we could investigate
any Muslim man who has been to Afghanistan for more than afew days during the time that
it was used as alocation for terrorist training by a Qaeda. These approaches provide a
flood of suspects, which must be examined by an already overstretched counter-terrorism
apparatus, wasting resources and tying our security policy to ethnic and religious
discrimination, which might result in a constitutional challenge.”

Without more substantive criteria regarding who might be likely to be aterrorist,
the next obvious and easy choiceisto monitor individuals based on the persons with whom
they have contact.” In the United States, this process of attempting to use personal
connections to find terrorists has resulted in the collection and data mining of billions of
telephone records by the NSA. This process has been criticized as an invasion of the
privacy of millions of Americans, as, "Billions of call records were handed over and still
are streaming into the NSA's supercomputers from AT& T Corp., Bell South Corp., and
Verizon Communications Inc."™ Further, it has led to lawsuits against the companies

involved for privacy invasion.”* It is unknown what criteria are being used to search these

the Muslim World Research Paper Series at New Y ork Law School no. 08-29 at 5.
70 David M. Tanovich, "Using the Charter to Stop Racial Profiling: The Development of an Equality-Based
Conception of Arbitrary Detention”, (Summer 2002) 40 Osgoode Hall Law Journal no. 2145at 165

™ See for example the case of Maher Arar and the subsequent inquiry into his rendition and torture at
Commission of Inquiry into the Actions of Canadian Officias in Relation to Maher Arar, online
http://epe.lac-bac.gc.ca/100/206/301/pco-bep/commissions/maher_arar/index.html

"2 paul Koring, "Tracking of calls sparks furor in U.S.: Phone companies gave datato NSA," Globe and Mail
May 12, 2006, online www.globeandmail.com.

8 pPaul Koring, "CIA Nominee defends phone-data mining" Globe and Mail, May 15, 2006. online:
globeandmail.com.

™ Peter Grier, "For telecoms, a storm of lawsuits awaits." May 24,2006 Christian Science Monitor. Online:
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datarecords, or what other countries might be using similar techniques to investigate and
control their citizenry. The program was authorized by President Bush in secret, and
conducted over the course of years without public knowledge, without input from the
legidative or judicial branches of government in the United States. Y et, "Two out of three
Americans apparently agree that the hunt for al-Qaeda justifies the data mining of their
telephone records and the no-longer secret program isn't aworrisome invasion of
privacy..." "

Citizens who see terrorist attacks broadcast live on television are liable to
experience afear, justifiable or not, that they may be the next targets. The call for enhanced
security is not only from a group of law-enforcement and intelligence special interests, it is
from a mgjority of concerned citizens. The vast mgjority of people would never be
sanctioned by any sort of counter-terrorist measures adopted by the government no matter
how harsh and overreaching. Most people have nothing to hide from the government
regarding terrorism, even among communities which would be likely to be subject to
enhanced observation such as conservative Muslim groups. Thereis alikelihood,
however, that any individual will be subject to scrutiny under this type of program. While
most individuals do not have terrorist connections, it is possible to be in contact with
suspected terrorists on adaily basis without one's knowledge, by definition, terrorists
operate in secret. Once one is caught up in the counter-terrorist system, it becomes
extremely difficult to become disentangled due to the lack of transparency in the system,
and in some cases lack of due process. The danger of being subject to extraordinary

rendition and held prisoner at some "black site" isaterrible one. It is partly because of the

csmonitor.com.
" paul Koring, "CIA Nominee defends phone-datamining" Globe and Mail, May 15, 2006. online:
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dangers posed by the counter terrorism system to those who are wrongly entangled that we
need to keep a close watch on the manner in which our privacy is protected, but more

importantly, it isto protect ourselves from perpetual observation and depersonalization that
we ought to prevent the sort of technological surveillance state which is being put in place

inch by inch in our society.

globeandmail.com.
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2.3 What can Canada do to deal with terrorism?

Any increase in group or state security comes as a trade off with individual security,
privacy, and monetary expense. The question which must be asked regarding how we deal
with this trade off is to what extent we are willing to sacrifice these other areas for
protection from terrorist attacks. We may never know in a concrete fashion the benefits
gained from increased security within Canada, because atruly successful campaign against
terrorism would mean that the scale of potential damage could never be known. While a
plot might be uncovered before any attack takes place, we could never know if the attack
would have, in fact, eventually occurred, how successful it might have been, and whether
it would have come to light notwithstanding the enhanced security measures taken. Itis
therefore difficult to determinewhereiit is appropriate to draw apragmatic bal ance between
security and freedom from government observation and interference because neither the
potential for future damage nor the effectiveness of measures taken can be measured.

If no pragmatic balancing istruly possiblein the context of trading off civil liberties
with increased anti-terrorist security, we must then seek to adhere to principle in our
assessment of how we will deal with this balancing. We as democratic citizens must ask
what additional, incremental enhancement in our security is gained by sacrificing our civil
liberties, and whether the damage which is thereby done to our society isjustifiable in this
context. We must also ask whether any increase in security is worth fundamentally
changing our relationship with governmental authority. These questions are not ones
which we can ask once and then ignore, but rather are ones which we must ask ourselves
constantly, as our understanding of the world around us changes. The Canadian

Anti-Terrorism Act was drafted in an atmosphere charged with fear and doubt regarding
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the nature and scope of the threat of international terrorism to Canadians. Canadians,
along with many others around the world, feared that global terrorism, particularly Islamist
internationalist terrorism, was a monolithic force poised to commence a war on our
societies on a scale and in amanner heretofore unseen. Canadians saw an ominous and
distant aien culture whose unknown motivations and unknown uniformity of opinion and
capacity for violence established it as amgor perceived threat. We saw 9/11 as aharbinger
of anew era of warfare between East and West, with 1slam replacing the atheistic
communists as the primary threat to our way of life. After severa years, we can see that
ignorance of our opponent has led to an over-estimation of the danger posed. There exists,
certainly, an element within the international community that seeks to destroy Western
society. Thiselement istiny and weak compared to not only the military, industrial, social,
and ideological power of the West, but compared to non-extremist adherents to Islamic
belief (for example, in the case of ISlamist terrorism) or Sikhism (in the case of Skh
Nationalists) or any other non-extremist mgjority religious or ideological group. Just as
much as our society needs to condemn terrorist action, we need to embrace the larger
communities which form the basis for extremist offshoots. One certain way to alienate
these moderates, however, is by treating them as suspects instead of allies. Take, for
example the infiltration of Hindu temples in Canada and the United Kingdom by members
of the Tamil Tigers, or LTTE;"” if Tamil Hindus are marginalized through a campaign
directed in a generalized way against temples operating in the West, alienation will likely

result in disillusionment with government and potentially increased support for the LTTE.

76 Kent Roach September 11: Conseguencesfor Canada, (Montred: McGill - Queen'sUniversity Press,
2003.) pp. 56-64.

77 Human Rights Waich, "Funding the 'Final War": LTTE Intimidation and Extortion in the Tamil
Diaspord’, Human Rights Wetch Volume 18, No. 1 (c) a 21
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The same principle applies in ensuring that moderate elements in Iam are not driven
away from engagement with the larger society.

Such awar between cultures has not materialized, and to the extent that sectarian
conflict has arisen, it appears to have done so at |east partly based upon the military actions
taken by some Western powers including the United States in the aftermath of September
11. Whileterrorist attacks may well continue in the future, they will not pose so great a
danger that we must drastically alter our societies to meet that danger. Indeed, the danger
that we may face from heightened security and a focus on Muslim groups for scrutiny is an
alienation of those groups, even those who are born and raised in Canada, leading to the
potential for domestic terrorism, asin the case of the London Underground bombings™ and
abortive Toronto terrorist cell.

We cannot alow ourselves the conceit of believing that we can attain perfect
physical security, and we cannot ignore the fact that pursuit of perfect physical security, in
addition to being doomed to failure, is aso liableto drive more and more extreme invasions
of privacy and personal security in the name of national security. Where government
invasions of personal security overshadow the security threat to individuals from the
terrorist attacks being combated, we must seriously examine our goals and how we wish to

attain them.

78 In July 2005, a number of bombs were set off on public transit in London England by terrorists who had
been born and raised in the United Kingdom.

79 A number of native-born Canadian Mudlims were arrested and charged in relation to alleged plotsto attack
the Canadian Parliament.
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3.1 The Definition and Relevance of Privacy in Canada
What do we mean when we use the term privacy, and what is its importance as
compared with the importance of providing security from terrorist attacks on Canadians?
Each student of privacy must ask, "If 'privacy’ is such auniversal human need, which gives
rise to afundamental human right, why does it take such disconcertingly diverse forms?'®
For our purposes, it is not necessary to engage in in-depth analysis of the philosophical
underpinnings of privacy, it isenough to define our terms and allow others to attend to the
deconstruction. More important to us is the determination of what type of privacy ought to
be protected as against the government. It is of little utility to argue the philosophical
underpinnings of privacy at the expense of allowing genuine invasions of privacy to go
unchecked. Privacy is what creates space for the development of individuals within
society. Alysia Davies suggests three themes of privacy as being particularly relevant to the
anti-terrorism context.
The firgt is the freedom to explore various ideas, thoughts
and/or belief systems without being compelled or assumed to
commit to them. The second is the freedom from constant
observation and monitoring, the "right to be left alone”
identified by Warren and Brandies. The third is the freedom

to choose whether or not to share intimate information and
with whom.

What is clear is that privacy, which is among the most intimate of human rights - to those
who respect privacy as a human right - is largely contextual,

Whether aparticular action is determined aviolation of
privacy isafunction of several variables, including the nature
of the situation, or context; the nature of the information in
relation to that context; the roles of agents receiving

80 James Q. Whitman, "The Two Western Cultures of Privacy: Dignity VersusLiberty", (2004) 113 Yale Law
Journal, Yale Law School Public Law & Lega Theory Research Paper Series Research Paper # 64, at 1.

81 Alysia Davies, "Invading the Mind: The Right to Privacy and the Definition of Terrorism in Canada’,
(2006) 3 University of Ottawa Law and Technology Journal, No 1, 249 at 263.
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information; their relationship to information subjects; on
what terms the information is shared by the subject; and the
terms of further dissemination.

Different cultures conceive of privacy differently. In the Anglo-American tradition,
there is a history of distrust of government stemming from the English and American
experiences which influences the conceptions of privacy held by many in Canada. Canada
also shares with the United States a frontier history and immigrant mindset which
influences our thoughts on privacy. Immigrants and homesteaders are often people who are
individualistic to agreater degree than others amongst the popul ation, and they have a great
influence on our culture. From our earliest history, immigrants to Canada have sought to
free themselves from overbearing government, poverty, and crowded conditions by
uprooting their entire lives and moving to anew place. These individuals tend to have a
distinct sense of what is and is not the business of other people.

Generally recognized as one of the early defining works on privacy in the
Anglo-American context was Warren and Brandeis® In this work, the right to privacy is
likened to other non-property rights, and described as the right to be let alone,

It islike the right not to be assaulted or beaten, the right not
to be imprisoned, the right not to be maliciously prosecuted,
the right not to be defamed... The principle which protects
personal writings and all other personal productions, not
against theft and physical appropriation, but against

publication in any form, isin reality not the principle of
private property, but that of an inviolate personality.®

82 Helen Nissenbaum, "Privacy as Contextual Integrity”, (2004) 79 Washington Law Review 119 at 155.
8 TheRight to Privacy [ The implicit made explicit] Samuel D. Warren and Louis D. Brandeis, in
Philosophical Dimensions o//"n'vacy.Ferdinand David Schoeman Ed. (Cambridge: Cambridge University
Press, 1984) pp. 75-103

8 The Right to Privacy [ The implicit made explicit] Samuel D. Warren and Louis D. Brandeis, in
Philosophical Dimensions of Privacy'.Ferdinand David Schoeman Ed. (Cambridge: Cambridge University
Press, 1984)pp 82.
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The right concerning Warren and Brandeis was mainly the right of privacy as against
individuals and private interests, particularly the press, and to ensure that "the acts and
sayings of aman in his social and domestic relations be guarded from ruthless publicity."®
Privacy laws must take into account both public sector and non-public-sector invasions of
privacy, athough the remedies provided against either must, of necessity, be different. In
the case of a public sector invasion of privacy, the victim isliable to have the weight of the
government brought against him or her, which is difficult enough, but on the other hand, if
one's private affairs are broadcast through the media, one is opened up to the inspection of
society as awhole, and subject to the potential for humiliation and societal sanction, which,
while lacking the legal authority of state sanctions, can be highly disruptive to one's life.
Regardless of whether the invasion is public or private, "Some things al men alike are
entitled to keep from popular curiosity, whether in public life or not, while others are only
private because the persons concerned have not assumed a position which makes their

doings legitimate matters of public investigation."®

We must recall in balancing security concerns with civil rights the nature of our
society. Our tradition is one which respects and values the individual, and seeks to protect
a secure society that is made up of individuals.*” We do not lightly dispose of the rights of
the individual in order to protect the state, we respect the individual's rights as the
underpinning and central value of the state's existence. It is the case in our society that

"The protection of society must come mainly through a recognition of the rights of the

% The Right to Privacy [ The implicit made explicit] Samuel D. Warren and Louis D. Brandeis, in
Philosophical Dimensions o/Pnvacy.Ferdinand David Schoeman Ed. (Cambridge: Cambridge University
Press, 1984)pp 86.

% The Right to Privacy [ The implicit made explicit] Samuel D. Warren and Louis D. Brandeis, in
Philosophical Dimensions of Privacy.Ferdinand David Schoeman Ed. (Cambridge: Cambridge University
Press, 1984)88.

87 F.C. DeCoste, On Coming to Law: An Introduction to Law in Liberal Societies, (Markham: Butterworths,
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individual." To destroy or damage individua rights, then, isto damage our society as a
whole, not to protect it.

Theright to privacy, as defined in this early work, was concerned with publication
mainly, rather than with the invasion itself. Personal information has become so much
more valuable in the modern society that we must value privacy even in the absence of a
publication of non-consensually collected data. This has led to the development of much
modern privacy legislation and the idea of informed consent to the collection, disclosure
and sharing of private information.

The importance of privacy has led to alegidative trend around the world wherein
governments set out rules for the collection, protection, and dissemination of certain kinds
of information by both government and private organizations. These rules are generaly
directed towards information that is collected in the general course of events through
disclosure by the individual whose privacy isin question. This covers abroad spectrum of
information such as medical histories taken by health care providers, credit information
collected in the course of business transactions, and personal information collected by the
government in the course of collecting income taxes or census data. In all these cases, the
subject is or should be aware that information has been collected, and why. In the case of
surveillance and dataveillance, the subject isin no position to know that the data has either
been collected or collated, by whom, why, when, or how. Obviously thisis amuch greater
threat to individua privacy, as there is no baseline of knowledge on the part of the
individual in question to alow them to monitor their privacy, yet proposals from the
2001) at 8-11
% The Right to Privacy [ The implicit made explicit] Samuel D. Warren and Louis D.

Brandeis, inPhilosophical Dimensions ¢/"Pn'vacy_Ferdinand David Schoeman Ed. (Cambridge: Cambridge

University Press, 1984) pp 90.
8 See, for example, Freedom of Information and Protection of Privacy Act, R.S.A. 2000, c. F-25.



Canadian Department of Justice would alow for a much looser treetment of such

informeation.



3.2 Competing Conceptions of Privacy in the West
There are a number of competing conceptions of privacy in our culture, and

competing conceptions of the importance of aright to privacy generaly in the absence of
consensus on the meaning of privacy. Privacy is often regarded as an important but vague
notion, "In every corner of the Western world, writers proclaim 'privacy"” as a supremely
important human good, as a value somehow at the core of what makes life worth living."®
Whitman, in trying to define privacy illustrates the fact that what is considered private
depends largely on cultural context, however, there may be atendency in this approach to
draw too much from difference and not examine closely enough what different cultures
have in common regarding privacy. While Whitman argues that European conceptions of
privacy draw far more from the idea of personhood than American ideals which stem from
the conception of liberty and inviolability of the home, he plays down the importance of
similarities. Daniel Solove, on the other hand, attempts to draw together broad conceptions
of privacy notions by drawing on a 'Family Resemblance' theory.** This approach may
come closer to identifying key features of privacy by examining what differing privacy
conceptions have in common, and establishing abroad and inclusive framework into which
various notions can be fit.

Because privacy involves protecting against a plurality of

different harms or problems, the value of privacy is different

depending upon which particular problem or harm is being

protected. Not al privacy problems are equal; some are more

harmful than others. Therefore, we cannot ascribe an abstract

valueto privacy. Itsvalue will differ substantialy depending
upon the kind of problem or harm we are safeguarding
92

against.

James Q. Whitman, "The Two Western Cultures of Privacy: Dignity versus Liberty", (2004) 113 Yale Law
Journal, Yale Law School Public Law & Legal Theory Research Paper Series Research Paper # 64, Pg. 1
Online http://papers.ssrn.com/abstract=476041
°! Daniel J. Solove, "Conceptualizing Privacy”, (2002) 90 Cdlifornia Law Review 1087 at 1087
92 Daniel J. Solove, "'1've got Nothing to Hide' and Other Misunderstandings of Privacy” (2007) 44 San
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Rather than analyze the definition of privacy in general, more relevant in the
context of Lawful Accessis the question 'What type of privacy isit that we wish to protect
as against our government? It is unimportant to arrive at a consensus regarding the
ideological or philosophical underpinnings of privacy if one's telephone conversations are
being recorded or one's daily movements tracked. There are certainly areas where those
who are generally philosophically opposed can agree that there is an area of privacy, that
privacy in that areais important, and that invasions of that particular private area ought not
to be countenanced. There is inevitably some degree of subjectivity in notions of privacy,
simply because each individual may have differing conceptions of what is valued in terms
of privacy because privacy is afeeling as much as a material fact.

"Privacy looks like a simple thing: it concerns the sensation we experience when
we have the power to control information about ourselves and when we actualize that
power in conformity with our interests, aspirations, and desires. Inevitably, therefore, there
is apersonal or subjective dimensionto privacy.” Cultures view privacy differently. The
American line of jurisprudence, for example, permits privacy only in matters not disclosed
to third parties. This interpretation is long overdue for replacement in today's world of
dissemination of information.**

There is often an air of paranoiain the discussion of privacy, "It is the rare privacy

advocate who resists citing Orwell when describing [the dangers of invasion of privacy]."®

Diego Law Review, p. 745.

93 Barry Cooper, "Privacy and Security in an Age of Terrorism”, (October 2004) Fraser Institute Studiesin
Defence & Foreign Policy Number 3, at 8.

94 Omer Tene, "What Google Knows: Privacy and Internet Search Engines' (2007) online at SSRN.com
http://ssrn.com/abstract=1021490 at 71.

% James Q. Whitman, "The Two Western Cultures of Privacy: Dignity versus Liberty", (2004) 113 Yale Law
Journal, Yale Law School Public Law & Legal Theory Research Paper Series Research Paper # 64, Pg. 1
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While Orwell may be mentioned, there is little reason to believe that current directions in
privacy will lead to total observation of the individua to ensure loyalty to the state. The
danger, however, isnot in any one change in law leading to a police state, but rather in the
creeping extension of observation by millimeters overturning the protections which have
taken centuries to put in place. "Privacy is often destroyed by an aggregation of ... minor
encroachments, not aways by alarge exercise of state power."® It is vital to maintain a
keen observation of the manner in which our identities and our privacy are protected from

incursions in the name of providing total security.

We acknowledge that we will be seen by others as we move about on our daily
business. We accept that our pharmacist might know about our health problems, we
acknowledge that the government has aright to know, for the purpose of taxation, how
much income we earn. Every day, we take part in interactions with others in which we
exchange, amongst other things such as money or services, our privacy for goods, services,
or socia interactions. We accept these small but constant disclosures about ourselves
because they do not tend to eliminate our general anonymity amongst the population,
because we are aware of them and because they are more or less consensual. To the clerk
at the video store, our selection of entertainment does not raise much interest or suspicion;
to the bank teller, our chequings account is essentially uninteresting; to the gas station
attendant, the fact that we have filled our tank more often than usual this week is neither
here nor there. Because no individua has the capacity to draw together these disparate
disclosures, no one can use these observations to develop an overarching view of an

individual. A government which uses technology to agglomerate information about its

Online http://papers.ssrn.com/abstract=476041
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citizens through data mining, has the resources to compile these individual disclosures into
something more completely resembling a shadow of an individual's private life, and to
track changes or patterns which may require closer scrutiny.

The vagaries of technology ought not to be the determining factor in how we deal
with the interception of communications or acquisition of other private information. The
determining factor in such issues ought to be principle, and that principle is the balancing
of the need of individuals to communicate and live privately and the need of society to
ensure its own security. Even as our physical security might be enhanced by intrusion into
our communications, (and thereis an excellent case to be made that thisis simply not true
to the extent that law enforcement officials would like us to believe, because of the
technological problems associated with mass surveillance of communications) the security
of our society as we know it is damaged by the diminution of our private sphere. It isas an
association of individuals that our society is formed. We are not a collective, but distinct
individuals al of us not only deserving but truly needing respect for our human agency in
order for our society to function. The movement of government into our private spheres
ought to be carefully balanced against the reason for doing so, with amind to the

importance of privacy to the well being of the individual and society.

% Daniel J. Solove, "Conceptualizing Privacy”, (2002) 90 CaliforniaLaw Review 1087 1088-1155.
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3.3 Why Privacy?
The fear of government intrusion into privacy iswell rooted in, among other things,

a reasonable suspicion of the activities, understanding, and motivations of public officials
and bureaucrats. We do not implicitly trust people who do not know us and do not
understand the context of our lives, at whose true motives, moreover, we can only
speculate. Too often common sense and decency play only asmall role in the day to day
functioning of government. Where the demands of bureaucracy and an absence of personal
moral responsibility make an unjust outcome easier or safer for an individual in an office
of authority, there is a strong chance that decency and common sense will lose out. Even in
cases where moral responsibility is taken by those in government, bureaucrats who expose
abuse are ill protected from retaliation from those who pay the political price for amora
policy due to loose whistle blower protection. It is generally easier for a bureaucrat to
abandon personal morality and common sense when applying policy rather than face the
potentially unpleasant results of doing the right thing, whether that thing is exposing
corruption and waste, or exposing the invasions of our privacy, or preventing the
extrgjudicial rendition of persons to states willing to practice torture.

The exercise of public power isto be liberated from certain

constraints by the imposition of others, which are primarily

personal. Because the office is supposedly shielded from the

personal interests of the one who fillsit, what he does in his

officia capacity seems aso to be depersonalized. This

nourishes the illusion that personal morality does not apply

to it with any force, and that it cannot be strictly assigned to

his moral account. The office he occupies gets between him
and his depersonalized acts.”

Thomas Nagd "Ruthlesnessin Public Life" In Public And Private Morality Stuart Hampshire ed,
(Cambridge: Cambridge Universty Press, 1977) at 77.
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As suggested above, too often in officid life, acts which would defy common sense
and personal morality are committed in the name of security or political expediency. Take
for example, assisting in the extrgudicia deportation of one's own citizen to face torture in
athird country at the request of an allied nation, based on a mere suspicion of association
with terrorists in the case of Maher Arar. In that case, Mr. Arar received little help from the
Canadian government as he was detained by the United States government and deported to
Syria, where he was tortured.® Likewise we see that people who would normally never
consider mass violations of human rights legitimate, when faced with an external threat,
can rapidly go to extremes on behalf of a government, asin the case of the American
administration's use of what has been come to be called the American Gulag Archipelago,
mainly in Cuba and Afghanistan but also allegedly in other countries around the world.
From the common gaolers involved in this program, to the pilots of the aircraft which
whisk prisoners around the world under US custody, to the heads of the American
Administration, there are likely few individuals involved who would, in their personal and
private lives, seem any different from atypical citizen of the West. Their positions as part
of the security apparatus, however, have created a sense that they are not only able, but
obliged to engage in certain activities for the common good, which many fed violate the
values of the Western democratic tradition. Happily, as time passes and the events of
September 11 are seen more and more asisolated in their magnitude, rationality and control

IS returning to government in the West."

98 Online, Commission of Inquiry into the Actions of Canadian Officials in Relation to Maher Arar
http://epe.lac-bac.gc.ca/100/206/301/pco-bep/commissions/maher_arar/index.html

99 Seth F. Kreimer, "Rays of Sunlight in a Shadow 'War': FOIA, the Abuses of Anti-Terrorism, and the
Strategy of Transparency", (2007) 11:4 Lewis & Clark Law Review 1141 at 1220.
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The likelihood of policy exceeding the call of morality is even greater in the case of
the context of the War on Terrorism than in ordinary government. Nagel's examples are
drawn from the American involvement throughout Indochina during the Vietnam War and
come from a context with alarge, known, fixed enemy-the Soviet Union- which, although
engaged in a struggle for international domination, followed certain rules in pursuing its
goals.'® Terrorism creates, psychologically if not actually, a similar struggle between
fundamentally opposed cultures, but in this struggle, one side does not obey conventional
rules regarding conduct, is not fixed, and is not subject to nuclear deterrence to stave off the
worst excesses of behaviour. As a result, there is a fundamenta shift in the methodol ogy
being used in order to deal with this threat as opposed to the threats posed by historically
opposed nation-states. The new context creates even more motive for individuals to use
their officid functions as amoral screen to protect their personhood from terrible acts done
in the name of the common good, this context encourages officias to engage in a 'race to
the bottom' with terrorist organizations in a countervailing war of methodology. If
extrgudicial rendition, torture, illegal spying and flouting the rules of warfare are the
methods used by the ‘good guys' how can we continue to identify them as such, except out
of afear of the potential for even worse conduct from opposed groups. How far will we

accept this 'race to the bottom' to be run in our name?

The cost to the state of failing to detect terrorism would seem to outweigh personal
gualms on the part of public servants regarding the justice of their actions. In order to
prevent acts of terrorism, those persons in a position of authority may be inclined to

overreach their authority, morality, or even common sense as a prophylactic response to

10 Thomas Nage "Ruthlessnessin Public Life" In Public And Private Mor ality Stuart Hampshire ed,
(Cambridge: Cambridge University Press, 1977) a 77.
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terror, in which case, the human element which might normally act as a curb on the
behaviour of state entities would be rendered ineffective. Horrified as they are by the
methods used against the West, our officials may tend to see aneed to respond in kind or
with even greater severity to terrorist threats. The implications to apublic servant of
inaction on his or her part resulting in the facilitation of aterrorist act could also lead to
overzealousness in the application of anti-terrorism laws dissimilar to that in, for example,
ordinary criminal detection and enforcement. There are a number of reasons for this.
First, any problem created by terrorism is an emergent problem, that is to say that
the difficulties posed by terrorism are time sensitive. Whereas an organized crime network
might be expected to operate in certain areas and certain ways consistently with aview to
short and long term profits, aterrorist organization relies on surprise and asymmetric
tactics, and as aresult, if they are not stopped from conducting an attack at the first
instance, there is every likelihood of mass casualties and the ensuing panic and physical
and psychological disruption that follow. If they are detected but not captured or killed,
terrorist tactics are liable to change and intelligence gathered in that regard to that point
becomes lessuseful. Thereistherefore anincentiveto take matters as far and as fast asthey
can be taken, even if that means that the rules and restrictions which might accompany a

crimina investigation, or even military operation, must be abandoned.

Second, terrorism presents situations where many lives might be lost by acting
dowly and methodically rather than taking effective action immediately and dealing with
the consequences afterwards. The violent methods utilized by modern terrorists, such as

suicide bombings, are ableto kill many peoplein asingle attack. Many thousands or
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hundreds of thousands might be killed if these terrorists are able to gain access to CBRN
weaponry. When this potentiality is measured against the value of privacy, the act of
tracing e-malil or cell phone traffic or monitoring public areas with closed circuit television
might seem innocuous. Indeed, isolated incidents of privacy invasion which result in
successful counterterrorism operations would be perceived as highly beneficial. The
difficulty here, however, is that the privacy invasions needed are not isolated, but massive.
Third, the War on Terrorism is perceived by many around the world as a clash of
civilizations between the evangelical Christian fundamentalist movement alied
uncomfortably with the Western secular tradition, which derives from the European
enlightenment tradition, and fundamentalists within the Islamic world.’® This clashis
worthy of recognition, because whether it is acknowledged or not, it is acting on the minds
of those involved. There is aclear 'Us' and a clear "'Them' in this current conflict, and for
all the talk on the part of politicians of respect for other cultures and the non-representative
nature of Idamist extremism, two fundamentalist religious groups are squared off for this
continuing battle, and the moderate elements on either side are being dragged along with
greater or lesser degrees of willingness. This clash is depicted by many on either side as a
fight to the death between civilizations, or even an apocalyptic struggle leading to the end
of the world. In such aclash, to alow persona feelings to override the needs of the day is

less than likely for those who hold such strong beliefs.

All these factors establish an environment combining the impersonal and pervasive
nature of technology with enhanced willingness to err on the side of security rather than on

the side of individual liberty, where an individual might be subjected to arbitrary detention,

12 Chemicd, Biological, Radiological, Nudear.
102 GillesKepd, TheWar for MuslimMinds: Islamand the West, (Cambridge: The Belknap Press of the
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deportation, or even face torture based on probabilities and possibilities rather than clear
evidence. Where such actions are possible, a desire to exclude government from one's
personal affairsisnot irrational, it is not paranoid, indeed it would appear to be virtually
indispensable to persons concerned with their own safety and freedom. We need protection
from our government because the power wielded by government combined with the
tendency of individuals in officia positions to place the ends of government ahead of
private morality creates a potentially devastating mixture.

It is not only athreat of government sanction which causes us to desire privacy. As
we have seen, it is against the prying eyes of other individuals, companies, the mediaand in
fact anyone to whom we do not open our private lives against whom we seek to maintain
privacy. The argument, "if private information is recorded and observed but no adverse
consequences result, has there been an invasion of privacy?''® is not acceptable any more
so in the case of the private sector than the public sector. Privacy is not ssmply the absence
of sanction resulting from observation, it is freedom from observation itself. The damage
done is damage caused by the invasion itself and a consequent reduction in the individual's
feeling of security and personal well-being. Like aphysical trespass, the damage in an
invasion of privacy arises with a trampling of the (psychological) grass. Whether observed
by government or industry or the next door neighbor, invasion of privacy isan affront to the
freedom of the individua to be an individual, not forced to conform to an undifferentiated

mass of humanity, and the right of that individual to be Ieft to his or her own devices so

long as he or she does not interfere with the well being of others.

University of Harvard Press, 2004) at 1-9.
1% Payl Rosenzweig, "Privacy and Consequences: Legal and policy Structures for Implementing New

Counter-Terrorism Technologies and Protecting Civil Liberty" in 21% Century Enabling Technologies and
Palicies for Counter Terrorism.Robert Popp & John Yen, Eds. (Hoboken: IEEE Press, 2005) P 10.
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3.4 Section 8 and Constitutional Protections of Privacy:

Section 8 of the Charter of Rights and Freedoms has been interpreted to include
protection for privacy rights.*® *® This section states that, "Everyone has the right to be
secure against unreasonable search or seizure.” The criteria which have been established
for examining the constitutionality of legislation under Section 8 are that:

1) There must be an expectation of privacy.

2) The expectation must be reasonable.

With regard to the first requirement, in respect of the areas covered by Lawful Access
proposals, not only is there an expectation of privacy on the part of individualsin relation
to tracking and transmission data, but that the expectation is reasonable. Different aspects
of electronic data, whether content, transmission routing information, or information about
subscribers to electronic services will attract differing levels of privacy protection,'® but
they must al have some degree of protection. To summarize the above submissions, the
volume of information which modern technology makes available to investigators armed
with the latest technology is massive and growing. Transmission data can reveal the entire
socia network of an individual, the degrees of contact, and details of one's personal life
such as when one is awake and asleep, where one is at any given time, with whom one
communicates, what one reads on the Internet, how often, and for how long. Tracking data,
even more so, reveals intimate details about an individual, following movements with

shocking precision through electronic means, and giving away an individual's travel and

Canadian Charter of Rights and Freedoms Part | of the Congtitution Act, 1982, being Schedule B to the
CanadaAct 1982, ch. 11 (U.K.).

105 Hunter et al. vSoutham Inc., [1984] 2 SC.R. 1421.

106 Steven Penney, "Updating Canada's Communications Surveillance Laws: Privacy and Security in the
Digital Age", (2008), 12 Canadian Criminal Law Review 115 at 116-117.
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spending habits. It isnot unreasonable for an individual to expect that their movements and
communications be, for the most part and without very good reason, private from the
authorities. The court in Canada has recognized core privacy rights:

In fostering the underlying values of dignity, integrity and

autonomy, it isfitting that s. 8 of the Charter should seek to

protect a biographical core of personal information which

individuals in a free and democratic society would wish to

maintain and control from dissemination to the state. This

would include information which tends to revea intimate

details of the lifestyle and personal choices of the

individual .’
The Supreme Court of Canada has declared that " Section 8 protects people and not
places."  Therefore, privacy can be expected even in public places. Public anonymity is
avaluable commodity in Canadian society. Canadians ought to expect that unless one
engages in behaviour that merits investigation in public, that one will be free to go about
one's business without undue attention from the authorities. That is one great difficulty
with the proposed Lawful Access provisions. they seek to target individuals for inspection
on reduced grounds of suspicion, rather than reasonable grounds to believe that a serious
crime has been is being or will be committed. Reasonable suspicion is amuch lower
standard to which to rise than reasonable belief, and the basis of reasonable suspicion isthe
underpinning for expanded searches within Lawful Access in relation particularly to

terrorism offences - offences which are defined in an extremely broad fashion at any rate,

and which lack precision and focus.

The notion of basing an incursion upon Section 8 Charter rights on a 'reasonable

suspicion' is not new. Reasonable suspicion has arisen in recent jurisprudence as an

R. v. Plant, [1993] 3 SC.R. 281.
Hunter etal.v Southam Inc., [1984] 2 SC.R. 1421.
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appropriate standard for certain minimal incursions upon rights in certain circumstances.
In R. v. Mann, the Supreme court examined the use of search incidental to 'investigative
detention’, which is a state of pre-arrest detention used by police where there does not exist
the grounds yet for an arrest of an individual, but there is the belief that there may be some
causeto makeinquirieswith that individual. Theissue in question in that case was whether
evidence found during a search of the suspect incidental to investigative detention ought to
be excluded as having been obtained through an illegal search. The court ruled that there
would be cause to search individuals upon investigative detention in some cases, but that
this did not amount to a parallel of the general power to search upon arrest. The search
must arise from a reasonable suspicion that the officer's safety or that of othersis at risk.°
This suspicion, ".. .cannot bejustified on the bass of a vague or non-existent concern for
safety, nor can the search be premised upon hunches or mere intuition."*** Thereisa
requirement in the case of reasonable suspicion for there to be some evidence which can be
pointed to by the authority that there is cause for the particular means applied. A search of
an individual upon investigative detention must be based on objective evidence, not mere
suspicion. What results is a standard lesser than the standard normal for searches, but

greater than mere hunch.

The court goes on in more recent jurisprudence arising from the use of 'sniffer
dogs' for the purposes of locating narcotics to expand on the standard applicable in an

environment where there is a reduced expectation of privacy such as a bus terminal,** or

109 R. v. Mann [2004] 3 SC.R. 59.

110 R. v. Mann [2004] 3 SC.R. 59. at para40.
111 R. v. Mann [2004] 3 SC.R. 59. at para40.
112 R. v. Kang-Brown, 2008 SCC 18.
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a public school. The court was divided on a number of issues, however it held that the
infringement of the Section 8 right found in Kang-Brown could be justified based on a
ground of reasonable suspicion, but held the authority to a high standard in defining
reasonable suspicion, requiring that there be some connection with the individual being
investigated, not ssimply investigating every individual in an area where some crime of
some variety is suspected to be taking place. The court held that "A ‘reasonable’ suspicion
means something more than a mere suspicion and something less than a belief based upon
reasonable and probable grounds."*** In this case the evidence obtained by the dog sniff
was excluded as the investigating officer had not shown that there was any evidence that
would engage areasonable suspicion in the accused upon the search being made.
Likewise in R. v. A.M., the court found that while authorities may use dog sniff
searches based on areasonable suspicion, there is no grounds for a search based on
generalized suspicion.”™ Reasonable suspicion is not the basis for a fishing expedition,
there is arequirement for objective evidence that would indicate that a search ought to be
made. In the absence of such evidence, the search will be illegal. So while reasonable
suspicion is alower standard, the courts have alowed it to be applied in certain situations
where there is a reduced expectation of privacy, or in cases where such a search is for the
immediate and justifiable safety concern of the officer involved. The question remaining to
be answered is whether such a standard ought to be applied through legislation where it
affects areas without a reduced expectation of privacy and where the infringement of the

section 8 right is not minimal.

113 R v. AM. 2008 SCC 19.
114 R. v. Kang-Brown, 2008 SCC 18. at para 75.
115R. v. AM. 2008 SCC 19. at para 12-13.
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The Criminal Code at s. 492.2 sets out aprocedure for the application for awarrant
to obtain 'number recorder’ information based on areasonable grounds to suspect basis.
Number recorder information is information that indicates the calls received to and from
aparticular telephone device. In essence, it is awarrant to trace every incoming and
outgoing number to and from a phone. While the constitutionality of this provision has

117

been challenged unsuccessfully,™" the courts have focused on the fact that the number

recorder is a device that discloses aminima amount of persona information. Other courts,
however, have held that the use of number recorder devices is unconstitutional, as they do
not comply with the standards set out in Hunter v. Southam.” The definition of tracking
data as proposed under Lawful Access provisions would cover a great deal more than mere
telephone numbers and durations of calls. It is still suspect as to whether a grounds of
reasonable suspicion could be applied to Lawful Access as proposed by the Department of

Justice.

Accepting, then, that any particular individual would have an expectation of
privacy in relation to the information covered by the definition of tracking and transmission
data. In determining the reasonableness of an expectation of privacy,

Consideration of such factors as the nature of the
information itsdf, the nature of the relationship between the
party releasing the information and the party claiming its
confidentiality, the place where the information was
obtained, the manner in which it was obtained and the
seriousness of the crime being investigated allow for a
balancing of the societal interests in protecting individual
dignity, integrity and autonomy with effective law
enforcement...™*

116 Criminal Code R.S.C. 1985, c. C-46, s. 492.2 (1)
117 Cody v. R. [2007] QCCA 1276.

118 R. v. Nguyen et al, [2004] BCSC 76.

1R v. Plant, [1993] 3 SCR. 281.
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will need to be the guidelines we observe. In this case the nature of the information is a
core of biographic information about the intimate details of an individual's life. It would
be obtained from parties who have collected this information under express or implied
agreements™ to keep that information confidential. It will be collected through the use of
secret ex parte applications the existence of which will never be disclosed to the person
being investigated unless criminal charges are laid. The seriousness of the crimes to be
investigated, enumerated by the Department of Justice'® as being particularly terrorist
offences, are undisputable, but the real threat posed by them to society is minimal. As
argued earlier on the relevance of terrorism to Canada, and indeed the Western
democracies, it is concluded that while terrorism may provide spectacular news footage,
the actual threat to an industrialized or post-industrial society must be placed in context.
Our reaction to terrorism has created more of a monster than ever existed before through
both the process of validation of terrorism as a significant global force, and through violent
over-reaction in Middle East policy, which leads to a greater radicalization of people and
groups never before drawn to radica movements.'?

What kind of protection must we give to transmission and tracking data? The
contextual examination of a purported privacy right is important. We must examine the
full situation regarding the matter claimed to be private, and the context of the information.

A reasonable expectation of privacy is contextual. The
expectation does not have to be of the highest form of

privacy to trigger the protection of s. 8. For example,
someone who rents a hotel room does not own the room, and

120 As required by privacy legislation enacted throughout the country, both federally and provincially.

121 Department of Justice Canada "Lawful Access: Legal Review Follow up consultations: Criminal Code
Draft Proposals February-March 2005."  http://www.cippic.ca/uploads’JC_CCAmend 2.pdf

122 Take, for example, the radicalization of native-born Canadians and other Western citizens of Muslim
heritage, who make up the so called "homegrown" terrorist problem. This problem stems not only from
radicalizing external influences on young Muslims in the West, but from the perceived injustices stemming
from a shadowy "War on Terror".
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very likely understands that hotel management has a master
key. A reasonable understanding is that hotel staff will
access theroom, but for limited purposes. Thereis therefore
areasonable expectation of some privacy in the room, which
can be enhances by the display of a sgn requesting

123

privacy.
While data held on apublic computer network may be accessible to many individuals and
people, it is similar to the situation of the hotel room, or rented locker, whereby an
individua has intentionally or inadvertently (through their use of the network) stored data
within the system in a belief that there will attach to it a certain level of privacy. Although
e-mail and other electronic transmissions and data may be held within the electronic
archives of athird party such as an Internet service provider or telecommunications
provider, or point-of-sale service company, they do not lose their level of implied and
express privacy. Indeed, the systems of electronic banking and communications would
likely collapse were it to be the case that privacy was not assured in the use of these
services.

The extent of the protection under Section 8 hinges on whether an individual has a
reasonable expectation of privacy in regard to the monitored private matter. What
expectation of privacy is reasonable is debatable and will vary from context to context. For
example, in the case of R. v. Wise,"** which examined the legality of the surreptitious
implantation of an electronic tracking device into a suspect's vehicle without a warrant, the
majority held that an individual has a reduced expectation of privacy in regardsto his
behaviour in amotor vehicle because,

Society then requires and expects protection from drunken
drivers, speeding drivers and dangerous drivers. A

2R, v. Buhay, [2003] SCR. 631, para22
24 R v. Wise[1992] 1 SC.R. 527.
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reasonable level of surveillance of each and every motor

vehicle isreadily accepted, indeed is demanded, by society

to obtain this protection... athough there remains an

expectation of privacy in automobile travel, it is markedly

decreased relative to the expectation of privacy in one's

home or office®
In this case the mgjority of the court held that because we have a decreased expectation of
privacy regarding our state of sobriety or competence while operating a motor vehicle, we
have a generally decreased expectation of privacy in our automobile including the locations
to which we drive. In dissent La Forest J. disputes this particular application of a
diminished expectation of privacy, indicating that the diminished expectation in this area
was in relation to the operation of a motor vehicle on a public highway, rather than in the
movements one makes in amotor vehicle.’”® This would seem to be amore principled
definition of the reduced expectation of privacy in avehicle, because LaForest's
explanation of a reduced expectation of privacy in a motor vehicle is narrower, but till
allows for the societal goal of ensuring safety on the roads. The Supreme Court till
adheres to the mgjority in Wise, however it would be preferable for the purposes of
providing greater certainty prior to the use of technology for surveillance purposes for the
court to, at the very least, provide a more detailed outline of guidelines as to how they will
apply their interpretation of privacy rights to surveillance technology. While the state may
have alegitimate interest in the manner in which dangerous devices such as automobiles
are used, they do not have alegitimate interest in the ultimate destinations of every
individua traveling inside. It isthe destination or location which is disclosed by electronic

monitoring, and not necessarily the manner in which the vehicle is operated. LaForest J.

foresaw the development of increasingly powerful tools for monitoring individuals,

R v. Wise[1992] 1 SCR. 527 at 534
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devices which we now seewithin our society. 1n examining modern technology, his dissent
is preferable to the decision of the mgority, as it reflects more closely the state of our
society, and the state of technology. As such, the diminished expectation of privacy ought
not to apply to tracking devices, particularly to modern devices which are much more
advanced than those used in the instant case, which many individuals carry unwittingly.
LaForest J. establishes the principled connection to other more controlled forms of
monitoring, quoting R. v. Durate, "If the state were free, at its sole discretion, to make
permanent electronic recordings of our private communications, there would be no
meaningful residuum to our right to live our lives free from surveillance."**” and stating,
"This equally applies to monitoring our every movement."*?® It is upon principle such as
this that judicial and legidative control over constantly-changing technology must be
based, because principle does not change with technology. It isirresponsible for a court to
base a decision on technology which is subject to rapid change, because that decision will
guide the treatment of new technology, even where the new technology is much more
powerful and invasive than the old. If an approach by the Supreme Court is based on the
technology available at thetime, it is more than likely that the result will be as obsolete as
the technology even before the judgment is released. If the fledgling nature of arelatively
non-advanced technology for monitoring is used as cause to grant carte blanche usage to
law enforcement agencies, it is only a matter of time before technological innovation or
creative usage by the agencies creates a situation where a previously adjudicated
technology has transformed into something that is much more intrusive into the privacy of

individuals. The courts, when setting limits on the use of technology must recognize that

R v. Wise[1992] 1 SC.R. 527 at 561
R. v. Durate [1990] 1 SC.R. 30.
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technological advancement isincredibly rapid, and aline must be drawn early with aview
to controlling the outcome of the use of technology to prevent abuse of that technology as
it advances. ".. .one of the difficulties in assessing emerging technologies used in
crime-fighting is that the information they reveal may change or increase as the science
behind them develops further."*?

In order to control technology, a section 8 analysis must not be based upon the
realities of the current technology, whether it is accurate (say in the case of atracking
device) to locate only a compass bearing to a subject, or to locate a specific position within
kilometers, meters, or centimeters. It should be immaterial whether a device can transmit
data infrequently or frequently, accurately or inaccurately. What should matter is whether
the individual has aright to privacy in his or her movements. Some have argued that
location data ought not to attract the same protection as the contents of communications,*®
but this understanding of the importance of location datais flawed. Privacy is at least as
much about freedom of movement without observation as about freedom from
eavesdropping

The tendency to favour an examination of existing technology has not decreased in
recent years, despite the phenomenal growth in the capabilities of technological privacy
invasion and the rapid rate of development. In Tessling, the Supreme Court examined the

use of FLIR™!,

2 R v. Wise, [1992] 1 SCR. 527 at 559.

129 Alysia Davies, "Invading the Mind: The Right to Privacy and the Definition of Terrorism in Canada’,
(2006) 3 University of Ottawa Law and Technology Journal, No 1,249 at 271.

130 Steven Penney, "Updating Canada's Communications Surveillance Laws: Privacy and Security in the
Digital Age", (2008), 12 Canadian Crimina Law Review 115 at 159.

Blrorward Looking Infra Red Sensors - Devices which use an infra-red camera mounted in an aircraft to " see”

heat sources such as individual bodies, vehicles, and, in the relevant case, high intensity lighting for indoor
marijuana cultivation.
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...the reasonabl eness line has to be determined by looking at

the information generated by existing FLIR technology, and

then evaluating its impact on areasonable privacy interest.

If, as expected, the capability of FLIR and other technologies

will improve and the nature and quality of the information

hereafter changes, it will be a different case, and the courts

will have to deal with its privacy implications at that timein

light of the facts as they then exist.'*
Again here the Supreme Court has missed an opportunity to base law on principle rather
than on changeable technology. Where there could have been atest put in placeto establish
on what grounds FLIR use, or any intrusive technological system, for that matter, by police
would constitute invasion of privacy, the court simply indicated the reasonableness of that
technology as it stood at that moment in time, and gave no assistance to the court hearing
that "different case". As aresult, there isno predictability regarding the time or way in
which any particular technology becomes constitutionally unacceptable for the purposes of
invasion of privacy, even though the court appears to have indicated that at some point an
increasingly intrusive technology would begin to violate the constitution. The only way to
determine this matter with any finality is through litigation and an extended, untimely, and
expensive appeals process. An opportunity was missed by the court to provide real
guidance to investigators and courts regarding the principles on which Canadian privacy
law will be based. The court, in the following paragraph, adopts technology-centric view
of privacy law,

| agree with Abella J. A. that the specter of the state placing

our homes under technological surveillance raises extremely

serious concerns. Where we differ, perhaps, is that in my

view such technology must be evaluated according to its

present capability. Whatever evolution occurs in future will

have to be dealt with by the courts step by step. Concerns

should be addressed as they truly arise. FLIR technology at
this stage of its development is both non-intrusive in its

R. v. Tesding, [2004] SCC 67 at para. 29
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operations and mundane in the data it is capable of

producing. Itis clear, to repeat, that at present no warrant

could ever properly be granted solely on the basis of aFLIR
133

image.

What is necessary is not an investigation of the current capacity of atechnology, what is
necessary is the formation of judicial or legislative guidelines regarding what types of
activities are private and will therefore require greater judicial oversight where authorities
seek to observe those areas.

It isimportant not to neglect the fact that technological developments have changed
the nature of modern tracking data and its relation to the majority decisionin R. v. Wise™®*
by multiplying many times the precision and invasiveness of monitoring technology. The

majority in Wise stated,
It must be remembered that the tracking device used in this
case was unsophisticated and indeed simplistic. It did not
provide avisual record of the movement or position of the
vehicle. Norwasit ableto pick up and record conversations
in the vehicle. Rather, it was capable of giving only avery
rough idea of the vehicle'slocation... The evidence in this
case was that the device was used intermittently as aback-up
for visual surveillance of the appellant's car beginning on
July 17, 1987, particularly to attempt to locate the vehicle
when visual surveillance failled. Since the device was not
capable of pinpointing the vehicle with any degree of
precision, physical surveillance was aways required to fix
its proximate position.'®

This basis for this early case in the Supreme Court regarding electronic tracking ought not
to guide our understanding of the topic of tracking data today. The crude "beeper" device
used by the police in Wise bears no resemblance to the modern GPS enabled tracking

devices possible today, nor did the capability for using the inbuilt GPS capacity of a car,

R. v. Tessling, [2004] SCC 67 at para55.
R v. Wisg, [1992] 1 SCR. 527 at 527
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palm-pilot, or cell phoneto track an individual within inches at any time without any
knowledge on the part of the suspect exist when this decision was made. In 1987, in order
to trace avehicle or aperson's location electronically, a specific tracking device would
have to be implanted on that vehicle or person. In less than twenty years, however,
technology has evolved to apoint where a person cannot realistically avoid having their
movements electronically tracked while till taking advantage of the communication and
other technological conveniences common in society.

Technology has advanced to the point that it is within the power of a government,
through the application of electronic surveillance, to virtually eliminate privacy from an
individual's life without the knowledge of that individual Thereis, indeed, areason for our
[imitation on a government's ability to invade privacy,

The reason for this protection is the realization that if the
state were free, at its sole discretion, to make permanent
electronic recordings of our private communications, there
would be no meaningful residuum to our right to live our
lives free from surveillance. The very efficacy of electronic
surveillance is such that it has the potential, if left
unregulated, to annihilate any expectation that our
communications will remain private. A society which
exposed us, at the whim of the state, to the risk of having a
permanent electronic recording made of our words every
time we opened our mouths might be superbly equipped to
fight crime, but would be one in which privacy no longer had
any meaning. As Douglas J., dissenting in United States v.
White, supra, put it, at p. 756: "Electronic surveillance isthe
greatest leveler of human privacy ever known." If the state
may arbitrarily record and transmit our private
communications, it is no longer possible to strike an
appropriate balance between the right of the individual to be
left alone and the right of the state to intrude on privacy in
the furtherance of its goals, notably the need to investigate
and combat crime.

R v. Wise, [1992] 1 SCR. 527 at 534-535.
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The technology available now allows not only the recording of communications, but of the
movements of an individual with frightening accuracy and invasiveness. The Supreme
Court in Wong followed up the Durate decision, saying,

| am firmly of the view that if afree and open society cannot
brook the prospect that the agents of the state should, in the
absence of judicial authorization, enjoy the right to record
the words of whomever they choosg, it is equally
inconceivable that the state should have unrestricted
discretion to target whomever it wishes for surreptitious
video surveillance. George Orwell in his classic dystopian
novel 1984 paints a grim picture of a society whose citizens
had every reason to expect that their every movement was
subject to electronic video surveillance. The contrast with
the expectations of privacy in a free society such as our own
could not be more striking. The notion that the agencies of
the state should be at liberty to train hidden cameras on
members of society wherever and whenever they wish is
fundamentally irreconcilable with what we perceive to be
acceptable behaviour on the part of government. Asin the
case of audio surveillance, to permit unrestricted video
surveillance by agents of the state would seriously diminish
the degree of privacy we can reasonably expect to enjoy in a
free society. There are, asR. v. Dyment, 1988 CanLlIl 10
(S.C.C.), [1988] 2 SC.R. 417, at pp. 428-29, tellsus,
situations and places which invite special sensitivity to the
need for human privacy. Moreover, as Duarte indicates, we
must aways be dert to the fact that modern methods of
electronic surveillance have the potential, if uncontrolled, to
annihilate privacy."

Based on modern technology, it would be possible for the authorities to track, even
retroactively, agivenindividual's location and activities without leaving a well-equipped
office, simply tracking his cell phone calls and GPS location, credit and debit card
transaction locations, automobile GPS, Blackberry, or other electronic devices. Instead of

acting as a supplement to visua surveillance, electronic tracking threatens to become a

R. v. Durate. [1990] 1 SC.R. 30. 43-44.
R. v. Wong, [1990] 3 SC.R. 36. para 14.
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predominant method for surveillance. Indeed, many suspicious activities can be engaged in
by an individual in his or her home through the use of the Internet. The tracking device
contemplated in Wise is athing of the past, and rapidly advancing technology has created
an environment where technology has the potential to essentially eliminate privacy through
electronic means. Our society is already tracked, monitored, observed, recorded, anayzed
and minutely examined by any number of organizations. By providing law enforcement
with atool such as Lawful Access combined with data mining, we could effectively
remove the residuum to the right to privacy in our society. Surveillance law must be
flexible to respond to constant changes intechnology.  The appellate courts cannot react
quickly enough to control how technology is used in investigation, and because of this, the
courts ought to establish that whatever the technology, it is the type of information
collected, not the manner in which it is collected that is important, thus allowing the public
and the government to know what areas of private life are safe from warrantless
investigation.

How then do we apply appropriate principles to modern electronic tracking data?
As much as our society may have alegitimate interest in ensuring that motor vehicles are
operated in a safe and responsible manner, how much more important to our
communication infrastructure not be used as a roadway towards acts of mass political
violence? Where the goa of monitoring the vehicle in Wise was to trace the movements of
a suspected serial killer who was allegedly responsible for several deaths, how much more
willing will we be to monitor the movements or communications of individuals suspected

of planning or carrying out massive attacks on ourselves or our allies, where the casualties

138 Danid J. Solove, "Reconstructing Electronic Surveillance Law,"(2004) 72 The George Washington Law
Review 1701 at 1740.
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could number in the thousands? In times of threat against society, members of the society
are liable to be willing to make tradeoffs between privacy and security which would not
otherwise be acceptable. Likewise, when examining violations of the Charter, either from
aS. 1 perspectiveor aS. 24 analysis, courts in a society threatened by terrorism may
interpret violations of rights in a more security minded context than those not faced with

imminent danger.
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3.5 Our Privacy Rights:

We, as citizens of ademocratic rights-respecting state, have the right to carry on our
lives without fear that our government or others are constantly watching our every move,
unless there is a judicially approved and monitored reason for so doing. Indeed thereis a
growing international recognition of a fundamental human right to privacy throughout the
Western world.** There is some dispute about the philosophical underpinning and content
of aright to privacy, but many of the elements of the right are reasonably well established
in codes of practice, national legislation and international agreements. Some such elements
include rights of accessto information retained by an organization about the individual, the
right that the information be accurate and that incorrect information may be corrected, that
the information be securely held, and that the information collected be only what is
reasonably necessary.*®

These constantly developing privacy norms and our own domestic privacy
legidation' are in conflict, however, with the perceived need for security forces to
monitor potential terrorists and for police to pursue sophisticated crimina networks. Itis
not reasonable to expect that criminals or terrorists have access to information regarding
ongoing investigations into their activities, but what about the innocent people whose
privacy is invaded through these investigations? Should a cloak of security-related secrecy
be drawn permanently against inquiry by individuals regarding their privacy status? And if
so, how could we possibly believe that a complaints-based system of oversight of privacy
matters as is currently in place could be acceptable?

139 See, for example, Montrewc Declaration, issued at the 27th International Conference of Data Protection
and Privacy Commissioners, September 16, 2005. Article 11.
40 Montreux Declaration, issued at the 27th International Conference of Data Protection and Privacy

Commissioners, September 16, 2005, article 17.
11 See, for example, Privacy Act, R.S.C. 1985, ¢. P-21. and Freedom of Information and
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41 The War on Terror, Reasonable Expectation of Privacy, and Constitutional
Protection of Privacy in Canada:

Section one of the Canadian Charter of Rights and Freedoms provides that, "The
Canadian Charter of Rights and Freedoms guarantees the rights and freedoms set out in it
subject only t such reasonable limits prescribed by law as can be demonstrably justified in
a free and democratic society."'*? There has been a great deal of jurisprudence interpreting
this section, including the early leading Supreme Court of Canada case, R. v. Oakes." In
interpreting this section, the court placed strict limitation on the manner in which section
1 istobe applied. Thetest in Oakes sets out three considerations once aprimafacie charter
breach is found to exist, to determine whether a charter breach should fal within the
protections of Section 1.

First, the measures adopted must not be arbitrary, unfair or
based on irrationa considerations. In short they must be
rationally connected to the objective. Second, the means,
even if rationally connected to the objective in this first
sense, should impair "as little as possible" the right or
freedom in question: R. v. Big MDrug Mart Ltd.,... Third,
there must be proportionality between the effects of the
measures which are responsible for limiting the Charter right

or freedom and the objective which has been identified as of
"sufficient importance".***

The court goes on to state that, "The more severe the deleterious effect of a measure, the

more important the objective must be if the measure is to be reasonable and demonstrably

Protection of Privacy Act, R.S.A. 2000, c. F-25.
142 Canadian Charter of Rights and Freedoms, Part | of the Constitution Act, 1982, being Schedule B to the
Canada Act 1982(\J.K.), 1982, c. 11. s. 1.
143 R.v. Oakes, [1986] 1 SC.R. 103.
144R. v. Oakes, [1986] 1 S.C.R. 103. para. 70.
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justified in a free and democratic society."* The court later expanded on this test setting
out,

In many instances, the imposition of a measure will result in
the fill, or nearly full, realization of the legidlative objective.
In these situations, the third step of the proportionality test
calls for an examination of the balance that has been struck
between the objective in question and the deleterious effects
on consgtitutionally protected rights arising from the means
that have been employed to achieve the objective. At other

times, however, the measure at issue, while rationally
connected to an important objective, will result in only the
partial achievement of this object. In such cases, | believe
that the third step of the second branch of the Oakes test
requires both that the underlying objective of a measure and
the salutary effects that actually result from its
implementation be proportional to the deleterious effects the
measure has on fundamenta rights and freedoms. A
legidlative objective may be pressing and substantial, the
means chosen may be rationally connected to that objective,
and less rights-impairing alternatives may not be available.
Nonetheless, even if the importance of the objective itself
(when viewed in the abstract) outweighs the deleterious
effects on protected rights, it is still possible that the actual
salutary effects of the legidlation will not be sufficient to
justify these negative effects.'*

Leaving aside the applications of avful access which apply to the interdiction of child
pornography and organized crime, which are not the focus of this paper, and examining the
purposes of Lawful Access relating to terrorism, this paper will use the interpretation given
by the Supreme Court of Canada to the purpose of the Anti-Terrorism Act set out in Re:
Application under s. 83.28 of the Criminal Code, stating that the purpose of the legislation
was the prosecution and prevention of terrorism offences. ” Likewise, in the case of the

application of Lawful Access to terrorism offences, it will be assumed that the application

145R. v. Oakes, [1986] 1 SCR. 103. Para71.
146 Dagenais v. Canadian Broadcasting Corp., [1994] 3 S.C.R. 835 at 887-888.
147 Re: Application under s. 83.28 of the Criminal Code [2004] 2 S.C.R. 248 at para 39.
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of any Lawful Access provisions to terrorism offences will be or the purposes of the
prosecution and prevention of terrorism offences.

In order to determine whether the primafacie violation of our rights through the
invasion of our privacy is legal, we must determine whether this invasion isjustifiable in
a free and democratic society. The application of the Oakes test requires us to determine
whether the salutary effects of the measure (Lawful Access applied to terrorism
investigations) overcome the deleterious effects of the measure, and whether the
prevention and prosecution of terrorism offences is a matter of sufficient importance to
justify the measure.

We must therefore examine and attempt to strike a balance between these
competing interests. We must determine what kind of threat terrorism presents to our
society and the importance of counterterrorism, as well as understanding how imminent
changes in surveillance technology will affect the privacy of individuals. To this we must
add an analysis of the effectiveness of security measures that might be taken to enhance
security. "It is often assumed that the security measure taken to address the threat is
effective, and the only remaining question is whether the liberty interest is strong enough to
curtail the security interest."** Thisis simply not true. The balancing of the security and
the liberty interest must also investigate the effectiveness of the measure to be taken. In the
following section, this paper will examine the relative importance of the protection of

privacy interests and the prevention of terrorism offences.

148 Daniel Solove, "Data Mining and the Security-Liberty Debate”, (2007-2008) GWU Law School Public
Law Research Paper No. 278, 74 University of Chicago Law Review, forthcoming 2008.
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4.2 How important is counterterrorism in comparison to privacy?

International terrorism is not new. What is new is the scale of some recent attacks,
and the fact that they have occurred within the borders of Western states. They are made
al the more intimidating because we have no overt state-level threat to occupy our
collective consciousness as we did during the Cold War. Mass communication has created
an environment which empowers individuals through information and communication to
a greater extent than has ever been possible before, whether for good or evil. The
empowerment of small groups and individuals to communicate and spread their brand of
thought and opinion does not necessarily pose athreat to a functioning state, but where
mass communication combines with massive violence, small groups can seriously affect
the morale of a nation or the globe. The promotion of violence through mass
communication and the increase in deadliness possible through the use of modern
technology does not represent a threat to the rule of law any more than traffic accidents or
common street crime. They do not do more harm, and by far more people are killed each
year in the West due to any number of other causes than by terrorism.'* The threat of

terrorism is more psychological than physical.

Terrorism has long been one of the early techniques used by those who sought to
impose unpopular radical ideology on others, because it does not rely on persuasion, as
does ademocratic process, but rather relies upon fear and intimidation. Terrorism itself
cannot destroy Western society, but it acts as apolitical and socia ‘force multiplier'
allowing the ideals of a smaller group to be imposed directly or indirectly on a fearful
19 For example, in 1997, cancer and heart disease each killed over 50,000 Canadians, combining to kill more
than half of the 215,000 Canadians who died that year. Even Pneumonia and influenza killed over 8000
Canadians that year, more than the total number of Canadians killed by terrorism in al years combined.

Canadian Statistics - Selected Leading Causes of Death By Sex, online: <
http://www40.statcan.ca/101/cst01/heal th36.htm>
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population. Terrorism is the asymmetric parallel of the totalitarian police state. It relies on
fear and intimidation to promote the ideas and rights of a particular group at the expense of
others, without resort to informed discourse. Insurgent terrorism and totalitarianism are
two sides of the same coin - one embraced by the weak, the other by the strong. It would
be aterrible thing if, in our pursuit of security, we devolved into areflection of our enemies.
The threat of terrorism lies, therefore, not primarily without, but within. We have the
power to protect or destroy the society which we distinguish from that promoted by radical
terrorists, and that power shall be exercised through our response to terrorist activities
conducted against us.

At thistime, the actual physical threat posed by terrorism islow. Thisisnot to say
that terrorism, left unchecked, will not develop into amore serious threat to society,
especialy where it may appeal to large groups of disadvantaged individuals who are
susceptible to the influence of radical ideology. Communist revolutionary violence in the
nineteenth century may not initially have presented a genuine threat to the established state
system, but it grew in influence to the point where it became a contender for the ruling
political ideology in the world throughout the twentieth century. Communist
internationalist violence in the 1960s and 1970s, however, failed to lead to communist
revolution in the West.

Islamist violence may prove to be similar, adangerous force, and one which may or
may not lead to widespread revolution, or it may result in arealignment of conflict within
our society from east-west as it had been during the Cold War to Islamic and non-Islamic.

If viewed as an insurgency, the militaristic aspect of Ilamism isin its early stages. The
United States military recognizes three stages of insurgency, which isin turn drawn from

Maoist insurgent doctrine,”.. .insurgents are first on the strategic defensive (Phase 1), move
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to stalemate (Phase I1), and finally go over to the offensive (Phase I11)."  Whilenot a
major threat to Western societies at this time, this particular movement, which seeks to
overthrow the rule of law in secular states through violence, presents athreat for the future,
yet the greater danger that we face is creeping tyranny destroying our society from within.
External forces differ from internal forces greatly in the threats that they pose to our
society. A terrorist group can threaten exactly one thing in relation to our society: random
violent acts of aterrifying but statistically insignificant nature. The damage that can be
done to our society from within far exceeds that damage which is possible through
terrorism, both in seriousness and in extent, and the most dangerous part is that those who
would do this damage from within would do so with the best of intentions, and most likely
with the democratic support of the grateful nations of the West. By the time we have
achieved perfect physical security from terrorism through the creation of a surveillance
apparatus and the systematic destruction of foreign enemies and imprisonment of internal

foes, we would not recognize the state which had been secured.

Even if the ISamist terrorist movement ultimately fades away into political socia
and military irrelevance, it will no doubt be eventually replaced by another group using
violence to achieve an ideological end which cannot be achieved through peaceful political
dialogue. The nature of modern technology and mass media allows for small groups or
individuals to draw such attention to a cause through the use of violence that it isinevitable
that these methods will be used repeatedly in pursuit of dubious ends. It is therefore
incumbent upon societies which embrace the rule of law to have in place aflexible, just,
and effective system for combating political violence at the sub-state level. This system

must reflect our commitment to the elimination of political violence from our society and

150 United States Army Fed Manud FMI 3-07.22 Paragraph 1-30.
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societies around the world, our commitment to ensuring that our country does not become
a source of support for political violence elsewhere in the world, and our commitment to
ensuring that our principles of freedom and the rule of law are maintained even in the face
of the threat or use of violence. We ought not to abandon long cherished principles of the
relationship between government and society due to an external threat that is, at best, a
mediocre danger to our society. Notwithstanding the actua threat posed, the perception of
threat is great. Thisisbecause,

The public debate on policy issues - particularly on complex

issues or novel problems with unknown consequences - is

often dominated by these information entrepreneurs,

including activists and the media itsdf, who attempt to

engender information cascaded to further their own

particular agenda. 'An [information] cascadeis a

self-reinforcing process of collective belief formation by

which an expressed perception triggers a chain reaction that

gives the perception increasing plausibility through its rising

availability in public discourse.’ The result is often that

relatively minor risks can be overblown causing a high level

of socia anxiety, the expenditure or misallocation of

significant resources, and the imposition of costly regulation

in situations where other risks, of greater magnitude, are
ignored.™!

To agreater extent than ever before, the technological means exist in the hands of
governments to monitor the people inside and outside their borders. Through
closed-circuit television monitoring, tracing and monitoring of telephone calls and
electronic information transfers such as fax and electronic mail, and even the use of RFID
tracing devices and GPS enabled communications devices for the tracking of individuals
and the use of data mining to interpret all of that information, it is becoming possible to use

technical means to completely invade the privacy and anonymity of an individual without

151 K.A. Tripale, "Technology, Security and Privacy: The Fear of Frankenstein, the Mythology of Privacy
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their knowledge. It is aso conceivable for us to envision situations in which such an
invasion are entirely justifiable and desirable on the part of even the most liberal society.
By tracing the movements and communications of known terrorists, entire networks of
terrorist cells might be uncovered, monitored, and ultimately disrupted, potentially saving
thousands of lives. While this capacity is invaluable for tracking terrorists and combating
terrorism, the question remains to what extent will we accept the invasion of our privacy by
governments in pursuit of security, and how can we use the valuable and powerful tools to
assist in providing security without granting carte blanche to government to invade
privacy? Will this technology be used to track known terrorists, or will the powerful tools
in the hands of government be turned to a broader section of society through ethnic and
religious profiling? While the tools available to the state are powerful, they are not
unlimited, and "Whether used as the sole factor, or one factor among many, profiling
allows race, religion, or ethnicity to play a determinative factor in investigative

decisions."**?

The danger from Idamist terror lies not with terrorist acts, however damaging they
might be, but with the way in which they distract from dealing effectively with the global
cultura rift they expose as their cause. Thisrift cannot be mended or managed through the
application of security assets or military activities. Terrorism is the symptom of a greater
problem, that of a failure on the part of democratic powers to use their power to promote
physical and economic security and democracy in athoughtful and meaningful way, and
our acceptance of oppression of many people due to practical constraints- economic,

political, cultural and physical. The West may not be solely responsible for economic and

and the Lessons of King Ludd", (2004-2005) Y ale Journa of Law & Technology 125 at 135.
152 Syjit Choudhry and Kent Roach, "Racial and Ethnic Profiling: Statutory Discretion, Constitutional
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socia injustice in the developing world, ".. .but the poverty of, say, Algeria or Nigeria also
owes agreat deal to economic mismanagement by local elites. The underdevelopment of
the Arab world despite access to capital by the barrel-load, speaks volumes about the
cultural (and religious) obstacles to development."**® Terrorism prompts areaction from
the West that refocuses energy from peaceful pursuits to activities which aienate large
parts of the global population. The reaction of the West has resulted in greater suspicion
and dislike, and isliable to result in more terrorism, not less. Our collective anger in
response to terrorist attacks has had the effect of blinding us to realities of how we could
more effectively enhance our long-term security. Even officia government policy
statements in Canada reflect the preferability of a solution to terrorism that examine the
roots of the problem rather than the symptom, Canada's Department of Foreign Affairs, in
2005, stated that "We believe the best weapon against terrorist recruitment is the promotion
of accountable, democratic governments that respect human rights, allow for peaceful
dissent and fulfill the aspirations of their people."*>* This belief is all to often not put into

action.

There is one major exception to the notion that terrorism, or rather terrorist acts, in
and of themselves are not a mgjor threat to our society. The caveat must be that terrorism
in the absence of CBRN™ weaponry is not seriously dangerousin terms of aphysical threat
to our society. The use of CBRN weaponry moves terrorism from aminor threat to one of
significance. Francis Fukuyama elaborates his theory of the end of history in the context
of CBRN terrorism, saying,

Remedies, and Democratic Accountability”, (Spring 2003) 41 Osgoode Hall Law Journal no. 1, 1 at 2.
153 Christopher Bertram, "Afghanistan: A Just Intervention”, (2002) 6 Imprints: A Journal of Analytical
Socialism, No. 2.

154 Department of Foreign Affairs, Canada's International Policy Statement: A Role of Pride and Influence
in the World", 2005 at 12. online http://geo.international .gc.calcip-pi c/ips/overview-en.aspx
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There are certainly no new non-democratic powers to
challenge the United States... But aterrorist organization
armed with weapons of mass destruction is a different
matter: Although the organization may be a minor historical
player, the technological capability it can potentially deploy
is such that it must be taken seriously as aworld-class threat.

Indeed, such an organization poses graver challengesin
certain ways than nuclear-armed superpowers, since the
latter are for the most part deterrable and not into the
business of committing national suicide.**®

Numbers of people killed by terrorists compared with traffic accidents, smoking, hospital
errors™’, and common diseases are tiny.™ The threat posed by conventional terrorists
cannot rise even to the level of athreat posed by a small state against the West.
Furthermore, the threat posed by rogue states with weapons of mass destruction™® is far
greater in terms of the physical threat posed, although states may be susceptible to
traditional strategic deterrence models, while terrorists are not. Neither our country, nor
other Western countries, are liable to collapse or even lose significant international
influence due to conventional terrorist attacks. Provided that sufficient efforts are made to
ensure the security of CBRN weapons and precursors and the weaponization of otherwise
harmless technology such as aircraft, thereis little that terrorists can do that will create real

and substantive damage to the capacity of democratic states to function. Protecting items

156 Francis Fukuyama, "Has History Restarted since September 117", nineteenth Annual John Bonython
Lecture, Thursday August 8, 2002, Online http://www.cis.org.au/events/jbl/jbl02.htm

157 Canadian Institute for Health Information, "Patient safety in Canada: An Update" August 14, 2007 online
www.cihi.ca &t 6.

18 Canadian Statistics - Selected Leading Causes of Death By Sex, online: <
http:/AMmww40.gtatcan.cal101/cstO | /heal th36.htm>.

9 For example, North Korea, with a handful of suspected Nuclear Weapons, India and Pakistan, who are
confirmed to have nuclear weapons, and who have continuing conflict with one another, along with Pakistan's
susceptibility to Idamist influence, Iran, which may be seeking to establish a nuclear capability as quickly as
possible, and Israel, which likely has a nuclear capability and the willingness to use it in any number of
possible salf-defense scenarios.
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such as aircraft and chemicals from weaponization alows for the monitoring of items, not
individuals, expanding public safety while having no effect on individual privacy.
Domestically, the enhanced security measures taken to protect us from terrorism
may well be worse than the problem they are trying to solve, especialy if the rapidly
advancing technology of surveillance and data processing outstrips the controls which have
been put in place to protect privacy. If we relax rules regarding the collection of private
information about individuals due to the perceived need to protect us from terrorism and

organized crime, we will be left with a dangerously narrowed private sphere.
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4.3 How does a perceived terrorist threat alter the willingness of a society to abandon
liberties and alter a Section 1 analysis:

Crisis breeds poor policy, and in an atmosphere of 'bringing terrorists to justice' a
skewed moral compass is area possibility, threatening the foundation of our liberal
democratic society and placing itsvaluesin at least temporary abeyance. One of the critical
tests for a society is how it reacts in time of crisis."*® Using the threat of terrorism as a
justification for the extensive measures taken in the Anti-Terrorism Act and other
anti-terrorism measures presents two problems. First, by overestimating the dangers
presented to our society by terrorism, it creates afalse emergency, and second by declaring

161

astatus-quo " to be an emergency, it creates aperpetual emergency. With referenceto the

first problem, in his Speech to the Senate Special Committee on the Anti-Terrorism Act on
Monday February 21,2005, Irwin Cotler used alevel of rhetoric apparently designed to
continue to excite a sense in the Canadian people that terrorism is athreat worthy of
combating using whatever means necessary, saying, for example,

.. .we are not dealing with your ordinary or domestic
criminal, but with the transnational super-terrorist.. .we are
dealing with Nuremberg crimes and Nuremberg criminals,
with hostis humanis generic, the enemies of humankind.*®

This isrhetoric designed to create a sense that international terrorism is some kind of
monolithic force, assailing the very foundations of democracy, on a scale with that of Nazi

Germany or the Soviet Bloc. Thisis hardly reflective of the actual existence of a handful

160 AmosN. Guiora, "Legidative and Policy Responsesto Terrorism”, August 2005Case Researh Paper
Seriesin Legal Studies, Working Paper 05-30, online at http://ssrn.com/abstrafr=793344 at 9.

181 The Status quo of terrorism existing somewhere in the international community and in some manner
affecting Canada, a situation which has existed for as long as Canada has been any kind of player on the
international scene, and will continue to be the situation for the foreseesable future.

182 gpeech by the hon. Irwin Cotler, Minister of Justice and Attorney General of Canada
on the occasion of an appearance before the Special Committee of the Senate on the Anti-Terrorism Act,
Monday, February 21,2005 Online http://canada.justice.gc.ca/en/news/sp/2005/doc_31398.html
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of isolated extremists whose cellular organizational structure prevents any kind of
singularly coordinated attack on the West, but instead limits it to infrequent, although
sometimes atrocious, attacks without any overarching operational goals. Terrorists arein
large measure not dangerous on the scale of Nazi Germany or similar threats because they
have no effective way to achieve their strategic goals through the application of their
tactics.

There are three levels of planning and organization required to carry off a
successful war-fighting campaign. First is the tactical level, which concerns itself with the
physical actions which one's forces must take in order to gain immediate, small scale
physical success against an opponent. Al Qaeda has tactics: suicide bombing and terror
againgt civilians, propaganda, and a handful of others. Second, there must be a strategic
plan, which sets out the ultimate goal of a conflict and the conditions which must be
achieved to attain that goal. Al Qaeda and other Islamist terrorists appear to have a
strategic goa of overthrowing Middle Eastern governments and ultimately instituting a
global Idamist state. The third area of planning and organization is called the operational
level, which, smply put, isthe connection between tactics and strategy. It isthrough
operational planning that it is determined how one can use one's tactics in order to achieve
one's strategic goals. The difficulty for terroristsis that by their very nature as a cellular
organization without an organized command structure they are unable to apply their tactical
methods into an operational plan to achieve their strategic goals. The very organizationa
structure which makes them so difficult to detect and attack prevents their ultimate victory.
This has long been a difficulty faced by insurgent forces, and in successful national
insurgencies, there has inevitably been a stage at which the parallel pseudo-government of

the insurgents has attained a critical mass and established itself as an alternative state
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government, fighting the previous government's military through afina conventional
stage of warfare. In some states Islamist insurgencies have succeeded in this. Of particular
noteis, of course, the takeover of Afghanistan by the Taliban after the Soviet withdrawal.
The fact remains, however, that no insurgent force has ever overthrown a modern Western
state on its own territory.

The threat posed by Nazi Germany was that of global domination by organized
national warfare, and was athreat external to democratic states. The threat posed by
international terrorism is athreat in reality posed by democracies themselves and their
reactions to terrorism. The danger posed by terroristsisto individuals, but the threat posed
to democracy isminimal if we take reasonable steps towards prevention in accordance with
the laws which were aready in place before September 11. In Principle 6 outlined in his

speech’®

, Cotler cites the Proportionality Principle, requiring aresponse to be

proportionate to the threat posed, and the Contextual Principle, which requires that Charter
rights and any limits imposed on them be considered in the context of the factua situation
surrounding the rights. If these areas are examined dispassionately, it will be apparent that

the threat of terrorism is not nearly so great as it has been initially made out to be. Itisa

minor threat to individuals, and hardly at all to society as awhole.

"It is often merely assumed without question that the security threat from terrorism
is one of the gravest dangers we face in the modern world. The threat, however, has been
severely overstated."'™ The actual threat posed by international terrorism, not the
imagined threat of a super-terrorist, is small. Around the world, countries have been
183 Speech by the hon. Irwin Cotler, Minister of Justice and Attorney General of Canada
on the occasion of an appearance before the Special Committee of the Senate on the Anti-Terrorism Act,
Monday, February 21,2005 Online http://canada.justice.gc.ca/len/news/sp/2005/doc_31398.html.

164 Daniel Solove, "Data Mining and the Security-Liberty Debate”, (2007-2008) GWU Law School Public
Law Research Paper No. 278, 74 University of Chicago Law Review, forthcoming 2008.752.
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besieged by terrorism for decades and have not collapsed, or, in the case of those countries
who embrace democratic principles, totally abandoned those principles. The ordinary
terrorist with ordinary weapons has yet to topple a strong democracy, even over the course
of decades,'® and while it isimportant to fight terrorism, the ordinary methods of
intelligence gathering and criminal investigation, combined with international cooperation
againgt terrorism ought to make up our response. By abandoning rights in order to combat
anegligible danger, we do greater damage through legidation than terrorism can do
through bombs and guns.

External and internal threats to the state and the nation have been used in the past to
justify massive rights violations by the Canadian Government, such as the internment of
thousands of Japanese Canadians during the Second World War, and the arrest of over 500
Canadian citizens during the FLQ incident.’® These violations in the name of security
rarely seem like agood ideain retrospect, and can lead to national shame and remorse. Let
us not allow the post-9/11 period to be one of those sources of shame. It is not the actual
threat posed by the victims of rights abuses, however, which will make up our society's,
and to a great extent the judiciary's, assessment of how to deal with these individuals. If it
were, the presence of a few thousand Japanese shopkeepers and fishermen in British
Columbia during the Second World War would not have caused darm. Rather it is the
perceived threat. The use of excessive rhetoric to overstate the danger posed to society by

terrorism will lead to abuse in the future. We may well congratulate ourselves that we did

1% For example, Israel, The United Kingdom and Spain have suffered consistent terrorist attacks causing
significant casualties throughout much of the postwar era, and have not abandoned liberal democratic
principles. In fact, during the period of ETA separatist violence, Spain made the transition from the Fascist
Franco regime to a democratic constitutional monarchy.

166 In late 1970, the activities of the Front de Liberation de Quebec, an armed group in the Canadian
Province of Quebec culminated in the imposition of the War Measures Act by the Canadian Federal
Government and the application of martial law.
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not intern thousands of innocent Muslim, Arab, and South Asian Canadians immediately
after September 11 (although a large number of detentions did occur in the United

States ) but to do so would be to miss the point. Even if the provisions for preventative
detention and arrest without warrant based on suspicion are never used, and no-oneis ever
sanctioned for non-compliance with an investigative hearing, we have established a
structure designed to reduce freedom in order to provide afase sense of security and to
create an appearance of action while not actually addressing the underlying problem. Not
only have we abused rights by creating a system designed to reduce them, we have done so
for no reasonable cause. Thisis not acceptable, even where there istechnical charter
compliance. Michael Ignatief argues that "Terrorist attack canjustify abridgements of
liberty only if suspensions of liberty do actually enhance security.” *® Although a good
starting point, thisis afairly bare standard to set, and we must add to it that abridgements
will only be justified if the increase in security is reasonably balanced with the reduction in

liberty and civil rights.

A mgor problem with relying upon a 'War on Terrorism’ to justify the abridgment
of civil rightsis the problem that such an open ended crisis is essentially ajustification for
the extension of emergency powers indefinitely. The argument is ultimately this -
declaring War on Terrorism, as opposed to a particular terrorist group calls for the
continuation of a constant war against atype of behaviour which has an obvious appeal for
severely marginalized political groups. Terrorism is liable to continue to be aforcein
international society for as long as there are severely marginalized groups within the global

community, and depending on how broadly terrorism is defined, and in Canadait is defined

187 American Civil Liberties Union, "Detention,” (2003) online: American Civil Liberties Union
http://www.aclu.Org/saf ef ree/resources/| 6828res20030707.html .
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broadly indeed, it can encompass avast array of activities. It is, in other words, an
un-winnable war. Un-winnable because there is no fixed enemy and no condition which,
once achieved, we can declare victory or even loss. The problem with using a state of
emergency to justify a Section 1 analysis in the case of a War on Terror is that the
emergency can never be over, it can only change from threat to threat and in intensity, and
many have argued that security concerns ought to trump concerns for privacy.’® One
cannot 'win' aWar on Terror any more than we can win awar on crime, or poverty, or
illegal drugs. These things are products of human society, and cannot be eliminated. If we
accept the proposition that rights should indeed be significantly different during times of
emergency than in non-emergent situations, it fals to us to establish from the outset of the
emergency what recognizable conditions will constitute the end of an emergency, and in
this case that is not possible. While the inclusion of sunset and mandatory review
provisions in the Anti-terrorism Act ensure that at the very least a debate will ensue, the
initial justification of limitations on rights must be examined in the context of the perpetual

nature of terrorism.

Any limitations on rights brought about to combat terrorism will be permanent
unless they are struck down by the courts as unconstitutional or rescinded or replaced by
Parliament for reasons of ineffectiveness, political gain, or principle. They will not be
eliminated due to the end of terrorism. Scrutiny is demanded of our leadership where there
are attempts to justify limitations of liberties due to apparent emergency, "There are two
types of gquestions to ask about these emergency circumstances. First, are they actualy

necessary? And second, even if they are necessary, will they diminish respect for laws and

18 Michael Ignatieff, The Lesser Evil: Political Ethicsin an Age of Terrore, (Toronto: Penguin Canada, 2004)
p. 29.
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rights in the future?'*™® The nature of the threat to democracy, or lack thereof, from
terrorism does not establish an emergency, and reacting as though we were in a state of
emergency will permanently diminish rights without a chance of restoring them. Even
where such abridgements of rights are purportedly justified under a Section 1 analysis, "It
is not healthy when crimina justice policy is defined by minimum standards that citizens
can expect courts to impose on their governments."*™ It is the role of courtsto act in
protection of rights where |legislative and executive branches overstep their bounds, and we
as citizens must embrace and encouragethisrole,

Courts should not be criticized forjudging the effectiveness

of anti-terrorism laws when those laws violate rights because

the question of whether a measure is rationally connected to

preventing terrorism and whether there are less rights

invasive aternatives are central components of the

proportionality analysis that is the foundation for modern

rights protection. Courts can enrich the sources of

anti-terrorism laws by imagining and describing less
restrictive alternatives to current anti-terrorism measures.*’

Let us take as an example the internment of Japanese Canadians during the Second
World War. There was, indisputably, an emergency taking place during the course of the
Second World War, a global war between two alliances of great and middle powerswasin
progress, and there was a very rea fear amongst the public, if not areality, that enemy
agents might be lying in wait to spy, sabotage and kill. Unfortunately for the Japanese
Canadians, they were easily identifiable to the genera public and, unlike German and

Italian immigrants, they belonged to a culture which was aien to the majority of Canadians

169 Kenneth Einar Himma, "Privacy vs. Security: Why Privacy is Not an Absolute Value or Right", online
http://srn.com/abstract=994458. forthcoming in University of San Diego Law Review, at 13.

0 Michael Ignatieff, The Lesser Evil: Political Ethicsin an Age of Terror” (Toronto: Penguin Canada, 2004)
ap. 29.

¥ Kent Roach, September 11: Consequences for Canada, (Montreal: McGill - Queen's University Press,
2003.) at 76.

172 Kent Roach, "Sources and Trends in Post- 9/11 Anti-Terrorism Laws" (April 2006) University of
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at thetime. Germans and Italians, however different their culture may have been from the
British and French Canadian majorities, came from a European Christian background that
was familiar and comfortable. The Japanese were an aien group who looked different,
often practiced different religions, and came from a divergent cultural background. They
were obvioudly ‘other' and, as such, were cause for fear amongst the mgjority. The threat
perceived from Japanese Canadians was much like the threat perceived from Muslim
Canadians after 9/11 - the potential for sleeper cells of seemingly harmless immigrants and
native born citizens, secretly loya to an alien power, and biding their time until they are
ready to attack Canadafrom within. The mgor differences between the two situations were
that there would be an identifiable end to the crisis of the Second World War in the
immediate post-war period, whereas the War on Terror is potentially permanent, and the
threat posed by the Axis powers was very substantial. The result of the treatment of
Japanese internees, upheld at the timein the courts, was national shame and
embarrassment, and a permanent stain on our nation in what is considered one of our
darkest moments. Emergencies blind us to the damage that we do to ourselves in the name
of security.

Lord Wright, writing on the issue of deportation of Japanese Canadians after the
end of the Second World War succinctly illustrates the extent of deference by the Judiciary
to the Executive in times of emergency,

.. .if it be clear that an emergency has not arisen or no longer
exists, there can be no justification for the exercise or
continued exercise of the exceptional powers. The rule of
law as to the distribution of powers between the Parliaments
of the Dominion and the Parliaments of the Provinces comes

into play. But very clear evidence that an emergency has not
arisen or that the emergency no longer exists is required to

Toronto Lega Studies Series Research Paper No X X-06, at 28.

91



justify thejudiciary even though the question is one of ultra
vires, in overruling the decision of the Parliament of the
Dominion that exceptional measures were required or were
still required. To this may be added as a corollary that it is
not pertinent to thejudiciary to consider the wisdom or the
propriety of the particular policy which is embodied in the
emergency legidation.

Although the War Measure Act  and the National Emergency Transitional Powers Act
granting nearly unlimited emergency power to the executive branch of our government are
no longer with us, emergencies can influence the constitutional interpretation of
rights-offending statutes. What".. .can be demonstrably justified in a free and democratic

society,"" differs within the context in which that society exists. History has proved that

in emergent situations, the courts have leaned towards protecting the society ahead of the

individual.

Co-Operative Committee on Japanese Canadians et al. v. Attorney General of Canada et al. [1947] 1
D.L.R. pp 585-586. (JCPC)

" War Measures Act, R.S.C. 1927, ¢ 206.
15 National Emergency Transitional Powers Act, S.C. 1945, c. 25.

1% Canadian Charter of Rights and Freedoms, Part | of the Constitution Act, 1982, being Schedule B to the
Canada Act 1982(U.K.), 1982, c. 11. s.l.
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5.1 Dataveillance and Canadian Society: Tracking Data, the Electronic Age, and the
Panopticon:

Through the increasing collection and interpretation of information via automated
systems, and the potential for data mining to become a standard tool in law enforcement
and intelligence organizations, we must examine the effect that these technological
developments will have on our society, how communications technology, especialy the
Internet, is changing our society, and the utility of the Internet as a tool for privacy.

Electronic surveillance presents additional problems. Itisa

sweeping form of investigatory power. It extends beyond a

search, for it records behaviour, socia interaction, and

everything a person says and does. Rather than atargeted

query for information, surveillance is often akin to casting a

giant net, which can ensnare a significant amount of data

beyond that which was originally sought.*”’
Because of the fundamentally different nature of electronic panoptic surveillance from
traditional surveillance techniques, it requires particular consideration regarding how and
why it will beused. The law surrounding dataveillance isin flux. Enforcement agencies
are seeking to broaden their use of dataveillance, while the public has an interest in
controlling its use. With the pace of technological change accelerating, the courts and

legislature have an opportunity to tie privacy protection to the underlying privacy interest

invaded rather than the technological means used to invade them.

177 Daniel J. Solove, "Reconstructing Electronic Surveillance Law,"(2004) 72 The George Washington Law
Review 1701 a 1707.
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5.2 Isthe Reaction against Dataveillance just Paranoia?

When Sir Robert Ped established the first modern police force, the London
Metropolitan Police, there was an outcry that a government police agency was sure to
become an instrument of terror in the hands of the executive branch of the government.
Whilethis was not the case in England, in many states that is precisely what the police have
become. Throughout much of the Western world, however, based on the model of policing
that was laid down in London, the safety and security of the public is greatly enhanced to
the extent that it is impossible to imagine a modern Western society without an effective
police force. Isthe outcry against government intrusion into privacy and public anonymity
simply more of the same? Do we rail against what is ultimately a public good, which
inevitably will become as much avital part of our society as a professional police force?

| suggest that the difference here is that while the establishment of the Metropolitan
Police was done based on thoughtful principles which have become foundational to
effective policing around the world, and showed the public the respect which they deserve,
the invasion of privacy in the current context is being instituted in a purely expedient
manner, showing deference more to the needs of the bureaucracy, the government, and law
enforcement, than to the rights and needs of the public. Indeed while there is indisputable
need for a modernization of how communications surveillance is overseen, the very need
for enhanced investigative tools and lesser burdens of proof for warrants is questionable.
Structures which violate the fundamental rights of citizens must not be established with an
eye only to expedience and lip serviceto protecting rights. We must base organized
incursions on rights on strict principles to which we recognize a duty to adhere, otherwise

we are on the down side of the dippery slope upon which so many arguments about civil
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liberties centre, and we will have no rational basis upon which to determine how we will

balance the needs of the many against the rights of the few or of the individual.
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5.3 Interception of Electronic Mail and Monitoring of the I nter net
The average person in Canada probably believes that his or her e-mail is more

secure from prying eyes than it really is. The reality of email is that it can be intercepted
at a number of pointsin its transit from one user to another, whether by the local system
administrators, the administrators of intervening systems, by criminals seeking private
information or by authorities who may be engaged in the Internet version of awiretap. Our
behaviour regarding e-mail is guided by the ideathat it is areasonably private medium, like
its physical analog, traditional post. A great deal of the utility of the email system stems
from itsrapid and private nature. Much like traditional mail, we have come to rely on the
fact that although it is technically possible to open and read mail at virtually any point in its
transmission, this will not occur. The value of privacy in mail has been supported by laws
surrounding interference with mail.*"

By erecting alega structure to protect the privacy of letters,

our society shaped the practice of letter writing and using the

postal system. It occurred because of the desire to make

privacy an integral part of these practices rather than to

preserve the status quo.*™
If we desire to maintain private interpersonal communication via written media into the
technological age, we must embrace the ideathat it isasinvasive of privacy to intercept and
read aperson's e-mail asit isto intercept and read aperson's physical mail. To argue that

the fact that it is easy to illicitly read a user's mail makes it somehow morejustifiableis

nothing more than ridiculous. Both e-mail and its physical counterpart are manifestations

"8 Seg, for example Constitution of Mexico (1917) Title |, Article 25. and Postal Services Act, (U.K.), 2000,
C.26, s. 84. (see appendix C)
¥ Daniel J. Solove, "Conceptualizing Privacy”, (2002) 90 California Law Review 1087 at 1142.at 1143
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of written communication between parties which is expected by both parties to be private.
Both types of communication ought to be accorded the same level of respect.
Likewise, the use of the Internet as a broad means to search out criminal activity
ought not to overtake the social and economic usefulness of the medium.
Proportionately, the social harm that will result if people's
use of the Internet isimpeded or chilled outweighs the social
value that will be had in terms of the number of criminals
who could be 'caught’ by fishing on the Internet. Therefore,
like a telephone wiretap, the primary use of Lawful Access
should be as an extraordinary investigative technique as
opposed to a facility for general surveillance. It seems
reasonable to expect that an individual will be a suspect
before the process is invoked to obtain Internet
communications. This being the case, those seeking any
kind of warrant under Lawful Access proposals should be

able to achieve the higher threshold of proof (ie. reason to
believe).'®

The Internet represents one of the greatest advancements in communication and
information technology in the history of mankind. The speed and ease with which people
al over the world can communicate with one another and with which people can find
information is far beyond that which has been possible before. The marketplace of ideasis
expanded, just as the economic marketplace is expanded. It is now possible for virtualy
any business in the world with access to the Internet to sell to any other individua or
business regardless of location. Through electronic matchmaking services, methods for the
initiation of personal interaction between individuals have been profoundly changed. An

increasing number of people are searching for and finding companionship through the

Internet. All of these things are changing the way we live and interact with the world, and

Letter from Office of the Information and Privacy Commissioner (Alberta) to Irwin Cotler April 11,2005
Regarding Lawful Access Proposals, online:
http://www.oipc.ab.ca/ims/client/upload/L awful _Access April_II_2005.pdf
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itisat thistransitional time that we must recognize the importance of integrating our core
values into the framework of human interaction represented by the Internet. The danger of
decreased privacy isthe evil twin of the expanded market of communication represented by
the Internet. The threat to the public is clear,

With the increasing use of such sophisticated technology, a
great deal of personal information (eg. In the form of
electronic mail, Internet and 'listserv' postings, cached
information or data stored on computers) can be and is
transmitted and distributed electronically. Technology is
also making it easier to find, track, intercept and store such
information and communications; this makes possible the
compilation of more and more information about people,
their habits, preferences and other information, the creation
of larger and more detailed databases, and the ability to
match the electronic data with other kinds of information -
all much more quickly and to an extent wider than was
previously possiblein 'real space’. The decreasein the
ability to guard one's privacy is thus both quantitative and
qualitative.’™

It is easy for individuals within a governmental organization to forget that society
does not exist for the sake of governance, rather that governance exists to serve society.
As such, theinitial inclination of the authorities in regards to Internet security is to extend
control as far as possible by, for example, requiring providers to build in means for the
government to monitor communications, and reducing the evidentiary burden required to
legally monitor the communications and activities of an individual. Thiswill not assist the
development of the electronic sector of the economy, rather it will instill suspicion in the
user.

Like the traditional storefront economy, the new web-based

economy is dependent on establishing and maintaining trust.
Routine government surveillance is as capable of

181 Mary W.S. Wong, "Electronic Surveillance and Privacy in the United States After September 11,2001
The USA PATRIOT Ac",(2002) Singapore Journal of Legal Studies 214 at 229-230.
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undermining that trust as poor corporate security. Nor yet is
trust enhanced by transforming companies doing online
businessinto virtua agents of the state. And yet, since 2002,
federal legidation has been passed that encourages or even
requires such entities to engage in surreptitious evidence
gathering.’®

Some have chosen to object to such invasions, for example librarians in the United States
have objected to the release of information regarding the reading habits of their patrons.

Last June, alibrary user who took out abook there, 'Bin
Laden: The Man Who Declared War on America noticed a
handwritten note in the margin remarking that 'Hostility
toward Americais areligious duty and we hope to be
rewarded by God," And went to the Federal Bureau of
Investigation. Agents, in turn, went to the library seeking
names and information on anyone checking out the
biography since 2001. Thelibrary's lawyers turned down
the request, and agents went back with a subpoena... The
library fought the subpoena, and the F.B.I, withdrew its
demand.'®®

The surreptitious monitoring of individuals who might make such annotations (a quote

from Bin Laden in a book about Bin Laden) and basing the outcomes of enforcement
decisions on such monitoring is liable to be ineffective, is smply grasping at straws. How
many millions of people have taken a keen interest in terrorism since September 11,2001 ?
How many hundreds of thousands have taken such an interest that their library records
would place them injeopardy of counterterrorism investigation on the basis of a suspicion
of terrorist sympathies based on the above passage? Are investigative bodies so starved for

leads that they are reduced to tracking such trivial minutiae? Y et the monitoring of library

Letter from Office of the Information and Privacy Commissioner (Ontario) to Irwin
Cotler April 21,2005 Regarding Lawful Access Proposals. Online at:
http://www.ipc.on.ca/scripts/index_.asp?action=31&P ID=16087&N_ID=I&PT_1D=11457&U |
D=0Page2ofl 2.
18 Eric Lichtblau, "Libraries Say Yes, Officials Do Quiz them About Users," New Y ork Times, June 20,
2005. online: http://www.nytimes.com.
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records is only adrop in the ocean of potential violation of personal privacy when
compared with the monitoring of an individual's Internet activities.

In a sense, monitoring of an individual's web surfing is much akin to monitoring of
hisor her library transactions. The Internet is avast resource of information and knowledge
as well as atool for communications. The interconnected nature of it lends itself to
progressive, latera research methods which might lead an individual along a different trail
of ideas than might otherwise be obvious. While this path might often be adead end, it is
often a convoluted path towards an interesting synthesis of ideas. The other side of this
equation is that an individual might come across information which he or she might never
have normally found, information that they might deem irrelevant, unnecessary, or even
blatantly incorrect or offensive, such being the nature of the Internet, but they will likely
view this information in the course of web surfing on a fairly regular basis. Monitoring
patterns of Internet use will certainly not indicate with any ease whether or not an
individual is liable to break the law. Rather it will show the innate curiosity of the
individual.

An additiona problem with monitoring Internet usage is a method of enhancing
security is the sheer volume of material to be monitored. Without electronic data mining
utilities, monitoring of the Internet would be so vast atask as to be unimaginable. Data
mining is the key to modern surveillance. Without the prospect of electronic filter
programs to sort through the hundreds of millions of web user's habits, the notion that
Internet activity would be monitored would seem quaint or naive. One imagines abuilding
full of cubicles manned by tired civil servants searching for the crimina needlein a
thousand haystacks of searches for cookie recipes and nude photos of celebrities. By

adding the technology of today to the search, we find that an unthinking, untiring computer
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program would be invading the privacy of individuals and providing authorities with
warnings based on arbitrary criteria. Make the search too specific, everything will fall
through the cracks, make the search too general, and we return to the initial problem of too
many pieces of information to examine and too few resources. Internet search engines
agglomerate a massive amount of information about the stream of electronic thought in the
world, and such information is ripe for data-mining.”®* Were data mining of Internet
searches in Canadato bein place at this time, the research for this paper would be likely to
come under scrutiny due to the nature of web searches performed in the preparation of this

1% Monitoring Internet use is a combination of ineffectiveness and abuse of privacy

paper
and freedom of expression. While a total monitoring of the Internet would be impractical
even for modern data mining computers, it would certainly be possible for an organization
to designate subversive and dangerous web sites and monitor the traffic to those sites as a
means of finding potential suspects in an investigation. This technique is, of course, used
on aless technically advanced level by having undercover police officers monitoring and
participating in Internet chat rooms known to be used for the proliferation of child
pornography.

This techniqueis likely aso used by intelligence and security services in the
monitoring of Internet chat rooms relating to Islamist fundamentalism. When this

particular technique is compared with the indiscriminate monitoring of mass use of certain

web sites, it would appear to be less invasive and more focused, alowing the undercover

184 Omer Tene, "What Google Knows: Privacy and Internet Search Engines' 2007 online at
http://ssrn.com/abstract=1021490 at 2-3.

185 During the course of researching this paper | have examined such diverse and potentially subversive topics
in more or less detail as Idlamist fundamentalist doctrine and theology, details of airline and airport security,
infrastructure security, techniques and methods for the production of homemade expl osives and other terrorist
techniques and devices and sub-national CBRN proliferation. An assortment of searches coming from one
person which would almost certainly trigger some level of investigation were they to come to the attention of
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officer to focus on activities that are actually crimina - the trading of child pornography -
and taking place in a public forum. There can be no expectation of privacy in an Internet
chat room, because one is communicating directly with whomever might be in that room
without regard to who they might, inredlity, be. Statements made in a chat room or on a
forum or bulletin board are in the nature of public statements. They are not akin to private
telephone calls or letter mail. The monitoring of public media on the Internet is certainly
congtitutionally valid as a means of monitoring criminal activity. The monitoring of
transmission data of private communications and web-surfing is not. Of these, the

monitoring of web surfing may well be the more important concern.

the authorities.
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5.4 Electronic Tracking Data collection:

A less obvious but potentially even more invasive threat to privacy than the
monitoring of web surfing and e-mail s the monitoring, on a reduced evidentiary basis, of
tracking data. Even constant video monitoring of public placesis far less invasive of
privacy than dataveillance. While the public may have a more visceral reaction to being
physically or remotely looked at through optical monitoring, "video cameras can provide
real-time information on what people are doing within camerarange, but do not provide
information on who is doing it."**® This statement may go too far, but it is true that in the
case of CCTV, the activity is monitored separately from the individual, and a substantial
effort is required to link an individual to an image, whereas dataveillance can be linked
easlly to individuals. Tracking data, on the other hand, covers virtually one's entire
‘electronic signature.’ It includes such things as where one uses one'sATM card or VISA,
e-mall addresses they sent messagesto, where their cell phone's GPS locator has been, and
any number of other identifying pieces of information which, taken together, give a
remarkably invasive picture of one's life.

It is not necessary to 'listenin’ live to electronic
communications in order to capture an in depth data-rich
composite of our private and personal activities, movements,
intentions, relations, and associations. Access to data stored
by telecommunications companies, | SP's, banks, other
business and institutions, and at home can reveal that
personal profile at any time of the day or night. Indeed, the
private content of our live telephone communications may
be dwarfed by the private content in the digita trail or traffic
data created every time each of us sends an e-mail, surfs the

Internet, uses abank card or simply carries a cell phone or
text messaging device.™® [emphasis in original]

186 Barry Cooper, "Privacy and Security in an Age of Terrorism", (October 2004) Fraser Institute Studiesin
Defence & Foreign Policy Number 3 at 9.

187 |_etter from Office of the Information and Privacy Commissioner (Ontario) to Irwin

Cotler April 21, 2005 Regarding Lawful Access Proposals. Online at:
http://www.ipc.on.ca/scriptsindex_.asp?action=31& P_ID=16087&N ID=I&PT_1D=11457& U_ID=0at
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The problems examined in R. v. Wise surrounding the implantation of atracking device are
no longer of much relevance. We enthusiastically carry tracking devices with us from place
to place, in our pockets, in our vehicles, we leave an electronic trail behind us wherever we
go, like a ghostly electronic doppelganger perpetually frozen in time for so long as a
company or organization chooses to retain our electronic records. In order to fully function
within this society, we leave atrail, and the onus ought not to be upon us to minimize or
eliminate it in order to prevent random monitoring. Before they are able to use such
information in an investigation, the authorities ought to berequired to show probable cause
to do so. Far more so than simple video monitoring, dataveillance is the true panopticon of

our digital age.

page 3 of 12.
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5.5 Panopticism:
Even in Orwell's classic, 1984, the observation of individuals within that
surveillance society is limited by technical factors - there are ssimply not enough eyes to

watch al citizens at all times,'®

rather it was the constant fear of observation by a state
apparatus which sought conformity through brutal repression. The fear of observation was
enough to ensure general compliance within that regime, as it has within real totalitarian
regimes throughout history. This utility of fear of observation and sanction in creating
compliance is the theoretical groundwork for Bentham's Panopticon prison design,’® and
Foucault's concept of a panoptic society.™ In the past, however, technical means were
never able to rise above imposing the fear of observation by others. In our technological
society, however, CCTV, face recognition software, RFID chips, GPS tracking, and the
computerization of currency in the forms of credit and debit cards can create a remarkably
complete trail of observation, even in the absence of human intervention, and data mining
can be used to ensure that all of thisinformation is at least superficially examined. We
have advanced technologically to the point where we have the technical capability to far
surpass the level of monitoring described in Orwell's 1984 if we were to so choose. Should
it be considered necessary in order to establish complete security, it would be a simple
matter of time and money to build atotal security infrastructure in which there would no
longer be the fear of observation but the absolute certainty of it. The controlling factor

18 George Orwell, Nineteen Eighty-Four, (London: Martin Seeker & Walberg Ltd., 1949) .

189 Jeremy Bentham, "Panopticon; or, The Inspection-House: containing the Idea of a New Principle of
Construction applicable to Any Sort of Establishment, in which Persons of any Description are to be Kept
Under Inspection; and in particular to Penitentiary-Houses, Prisons, Poor-Houses, L azarettos, Houses of
Industry, Manufactories, Hospitals, Work-Houses, Mad-Houses, and Schools: with A Plan of Management
Adapted to the Principle: In A Series of Letters, Written in the Y ear 1787 from Crecheff in White Russia, to
aFriend in England," in The Woks of Jeremy Bentham, VVolume Four, John Bowering, ed. (New Y ork: Russell

& Russell Inc., 1962) Pp. 38-66.

1% Michel Foucaullt, Discipline & Punish: The Birth of the Prison (New York: Vintage Books: 1975.) pp.
195-231.
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would not be fear regarding whether or not one was being watched, because one would be
tracked in most of the materia aspects of one's life at all times. The controlling factor
would become whether the computer program sorting data about one's life were clever
enough to detect one's behaviour.

In actuality, the mere presence of a panoptic system of information gathering in our
society is more important than its efficacy for the purposes of producing casua compliance
with social norms. Bentham understood the role played by inspection in his regime as one
of turning the subject of the inspection into a piece of the machinery of control, ensuring
compliance not through external application of force but internalized conformity. "You
will please to observe, that though perhaps it is the most important point, that the persons
to be inspected should always fed themselves as if under inspection, at least as standing a
great chance of being so.. ."*** In Foucault's words,

A real subjugation isborn from afictitiousrelation. Soitis
not necessary to use force to constrain the convict to good
behaviour, the madman to calm, the worker to work, the
schoolboy to application, the patient to observation of the
regulations... The efficiency of power, its constraining
forces have, in a sense, passed over to the other side - to the
side of its surface of application. He who is subjected to a
field of visibility, and who knows it, assumes responsibility
for the constraints of power; he makes them play
spontaneously upon himself; he inscribes in himself the
power relation in which he ssmultaneously plays both roles,
he becomes the principle of his own subjugation. By this
very fact, the external power may throw off its physical
weight; it tends to the non-corporeal; and, the more it
approaches this limit, the more constant, profound and
permanent areits effects. it is aperpetual victory that avoids

Jeremy Bentham, "Panopticon; or, The Inspection-House: containing the Idea of aNew Principle of
Consgtruction applicable to Any Sort of Establishment, in which Persons of any Description are to be Kept
Under Inspection; and in particular to Penitentiary-Houses, Prisons, Poor-Houses, Lazarettos, Houses of
Industry, Manufactories, Hospitals, Work-Houses, Mad-Houses, and Schools: with A Plan of Management
Adapted to the Principle: In A Series of Letters, Written in the Y ear 1787 from Crecheff in White Russia, to
aFriend in England,” in The Woks of Jeremy Bentham, Volume Four, John Bowering, ed. (New Y ork: Russell
& Russdl Inc., 1962), p. 44.
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any physical confrontation and which is always decided in

advance.'
Panopticism on the scale of abuilding makes al the inmates co-gaol ers, panopticism on the
scale of a society potentially makes us dl into drones of social conformity. If our god is
security and success in eliminating terrorism, crime, or drug trafficking, why not go ahead
and complete such a structure, especialy if the notion of privacy is so ill defined?

The reason is that a person ought not to live their lives in afishbowl. The classic
dismayed interview with a Hollywood celebrity includes aplea for privacy, and an
expression of thetired irony that these celebrities, who have sought attention and approval
of othersall their lives, can now not go out in public undisguised and unhindered by armies
of photographers and tabloid journalists. These celebrities are subject to a constant
collection and analysis of their persona information (admittedly many encourage such
behaviour in order to maintain their careers) from the products they use to where they live,
to their personal relationships, incomes, socid life, drug and alcohol use and health status.
This information is then broadcast to anyone who will listen for their own enjoyment and
the enrichment of advertisers. The genera public, of course, is not subjected to such a
display of their private lives, but a great deal of information about individuals is already
collected. As most people are not famous, and this information never comes to light, they
might not fed that they are subjected to constant surveillance, because as far as they can
see, nobody is agglomerating the small pieces of personal information which they disclose
on adaily basis. No one, so far asthey know, is using this information in order to monitor

them as an individual.

Michel Foucault, Discipline & Punish: The Birth of the Prison (New Y ork: Vintage Books: 1975.) , pp.
202-203.
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In the case of individuals who are not the centre of a media frenzy like that
surrounding celebrities, agglomeration of information might go unnoticed, because the
results of that agglomeration are not published and broadcast. This does not make the
collection of private information any less real when relating to a private individual,
especialy when one considers the purpose of thisinvasion of privacy, which is not to
display lurid but essentially unimportant personal details to the public for profit, but to
further the application of governmental control of the population. To exercise some level
of control over the population is, in fact, the only reason for which a government might
collect data about its populace. If there were no desired outcome, there would be no reason
to collect the information. Information about income is used to establish and enforce rules
on taxation, information about age, diet, activity and the like is used to manage health care,
socia security and educational resources. If the purpose of government in collecting more
information and observing more, or at least having the capacity to do so, isto establish
some level of control over the population, what is the public interest in preventing the
agglomeration of information and generalized secret observation? Apart from the
instinctive reaction which most people raised in the Anglo-American tradition will have
against government observation,* there are a number of other practical reasons why high

levels of security oriented mass observation are not desirable.

The use of technical means to harvest vast amounts of information and process that
information is problematic first in that it is devoid of human judgment. A computer
algorithm is not capable of understanding the subtleties of human behaviour, and as such is

not a good substitute for human observation, yet the only way to process the masses of

193 James Q Whitman, "The Two Western Cultures of Privacy: Dignity versus Liberty" Yale Law school
Public Law & Legal Theory Research Paper Series Research Paper #64 Pg. 1 Online
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information which become available through el ectronic monitoring is through the use of
computer analysis. If human based observation were used to sort and analyze al the
information which became available through panoptic surveillance, the cost in terms of
human resources would be vast, forcing governments to expend tremendous amounts in
order to maintain the system. In a sense, the main advancement in technology is not so
much in the capacity to collect information about individuals, although that too is
increasing, but rather the ability of computerized systems to collate and anayze the
information collected in the absence of human intervention, thus leaving the human
element of any surveillance system free to concentrate on the pre-sifted intelligence
provided by the automated systems. The parallel difficulties presented by this are the
false-positive, which is more troubling for individuals being observed, and the
false-negative, which is more troubling for the observers.

In the case of afase positive, an innocent person will come under heightened
scrutiny because of the security agorithm which has examined his or her information. For
example, individuals with names similar to those used by terror suspects might be pulled
aside for additional screening during airport security checks. This problem can be more or
less dangerous for individuals depending on the degree of circumspection used by the
monitoring organization. It maybe as simple as asking afew additional questionsin airport
security in order to establish the person's true identity**, but it may be as severe as the case
of Khaled El-Masri ® who alleges that he was detained for months in an Afghan prison by
the United States as aterror suspect after having been kidnapped from Germany.
http://papers.ssrn.com/abstracfc=476041 at 2.

% Asin the case of Edward Allen, afour year old boy on aterrorist watch list, who was detained for
additional screening in Huston in December of 2005.

1% Extrordinary Rendition: Kahlid El-Masti - Statement (2005), Online: American Civil Liberties Union
http://www.aclu.org/saf efree/extraordinarvrendition/22201res?20051206.html .
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It took several months before they concluded he was the

victim of mistaken identity, the officials said. His name was

similar to an al-Qaeda suspect on an international watch list

of possible terrorist operatives, they said.

By then, Mr Masri, 41, a car salesman from Ulm in

Germany, had been flown on a CIA-chartered aircraft to the

prison under a secret US program of transferring terrorist

suspects from country to country. In prison, Mr Masri said,

he was shackled, beaten, photographed nude and injected

with drugs by interrogators who pressed him to reveal ties to

d-Q%da.l%
This sort of example shows us the potential danger of a false positive to the individual
involved. Obvioudly thisis an extreme example, but the fact that an innocent person might
be kidnapped form the street, flown to awar zone and tortured, al the while allowing his
family to believe that heis dead or has deserted them, based on faulty intelligence flouts our
traditional belief in the right of the individual to have legal recourse against imprisonment.
Until the rights of the individual against non-judicia imprisonment are appropriately
guarded, it is in the interests of every individual that their privacy be protected to the
greatest degree possible. It is this sort of incident which will cause us to examine, in
retrospect, our collective activities as a society during the last severa years and fed the
shame that has arisen so often before over the treatment of individuals and groups during
times of national paranoia. The extrgjudicia rendition to torture and other illegal actions
taken by our governments in recent times will be remembered in the same way as the
internment of Japanese Canadians (and Americans), the anti-communist witch hunts of the
1950s, and other dark periods of our history.

At the root of the problem of the extreme usages of information which cause the

dangers of afalse positive to be so great is the danger presented to the authorities by the

Innocent German Beaten By US Jailers," Sydney Morning Herlad, April 25, 2005, Online:
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parallel problem of the false negative. These problems are, of course, two sides of the same
coin. If the screening system were to fall in a false-negative fashion, and a terrorist attack
on the scale of September 11, the Madrid bombings, or the London Underground bombings
were to occur, the political repercussions could be terrible. The sense in such cases might
be that the current administration was incapable of effectively ensuring security, and that
a different administration ought to be established. The political goal for an administration
in atime of perceived terrorist crisis can only be the prevention of al terrorist attacks. This
god will tend to lead to the use of extreme measures, morally justified by the potential
danger posed by terrorist attacks.

In redlity, it isthe nature of the current terrorist problem that eventually, more large
scale attacks will occur. The main aim of security cannot be to stop all of them, but rather
to reduce their numbers and the effectiveness they can hope to achieve. The problem with
the automated detection concept is that there must be amore or less specific algorithm in
place to operate the sorting of information. If it istoo broad, the sorting of information will
not be effective enough, and massive demands will be placed upon human resources in
further examining data®” This would be wasteful, and would potentially reduce the
effectiveness of measures over time as a false sense of security overtakes the sense that
counterterrorismis avital pursuit. On the other hand, if sorting algorithms are too narrow,
thereis adanger that they will not catch their intended targets, and this could allow terrorist
attacks to take place unfettered. Security forces are caught in a dilemmawherein they must
daily balance the needs of the public to be free from unnecessary harassment, their own

needs to meet security goals within current budgets and staffing levels, and protecting

http ://mww. smh. com. aul.
197 |_owell Bergman, Eric Lichtblau, Scott Shane and Don Van Nattajr., "Spy Agency Data after Sept. 11 Led
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againgt possible large scale and devastating attacks. Electronic data collection is too
powerful atool for security agencies not to seek to use.

Concerted el ectronic monitoring may be more appropriate in another approach also
drawn from drug prohibition. Just as methamphetamine precursors have been placed
behind the counter in pharmacies around the country™®, so too should chemicals used in the
manufacture of explosives or chemical weapons be controlled and monitored. In this
circumstance an ounce of prevention isworth a pound of cure. Since tracking potentially
dangerous goods applies surveillance not to individuals but to materials, the degree of
privacy invasion is less, and morejustifiable. It isworthwhile for authorities to know, for
example, who is purchasing ammonium nitrate fertilizer, aprecursor to simple explosives
frequently used in terrorist attacks. It is much better to be able to track down and
investigate a potential bomber prior to the manufacture of an explosive than it is to use
CCTV cameras in atransit system to trace the last moments of a bomber and subsequently
track their origins as was the case in the London Underground bombings of July 2005.% |t
is better to detect unusual activities surrounding dangerous materials prior to their misuse
than to backtrack their path from aterrorist incident, in this way lives can be saved and
terrorist organizations might be compromised without the necessity of invading personal
privacy on any mass scale. Like the similarly controlled handguns and semi-automatic
rifles, these precursors have certain legitimate uses for private individuals (although in this

example, the uses of the items used for comparison are primarily recreational) and a

F.B.l, to Dead Ends," New Y ork Times, January 17,2006, online http://www.nytimes.com.
198

"Retailers to watch sales of meth-making medicines,” Globe and Mail, Wednesday, November 2, 2005,
Page S2

1% The suicide bombers on the London Underground in 2005 were captured on CCTV, and their identities
and prior movements traced with great speed following the incident. See "Four Suicide Bombers Behind
London Tragedy, Police Say," Globe and Mail July 12,2005. Online: http://www.globeandmail.com

112


http://www.nytimes.com
http://www.globeandmail.com

substantial danger of misuse for violent purposes. It is advisable for there to be a tracking
database of users of precursor materials, and the potential for at least a cursory
investigation regarding the legitimacy of the uses to which they are applied.

There is no perceived need in our society for amassively linked system of fire and
smoke detectors in each public and private space within our state linked electronically to
fire fighters, although there are some local systemsin certain areas, particularly public
areas. Instead, we rely upon the public to notice and report such dangers as fire and toxic
chemica spills to the appropriate authorities in atimely fashion, and thereby protect the
community and individuals within that community. The appropriate model in most areas
isnot CCTV and dataveillance, but amodel like that of fire fighting, a ssimilar model,
incidentally, as has served law enforcement for centuries aswell. Just as one would not
think twice about recognizing it as acivic duty to cal the fire department to report afire,
Most of the population, should they be aware of, for example, the purchase of alarge
guantity of weapons precursors by a person or persons who they cannot see having a need

for such materials, would not hesitate to contact the appropriate authorities.
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5.6 The Value of Public Anonymity:

Practically, then, there are reasons not to embrace intensive surveillance and
dataveillance in our society. The effectiveness of such systems would not justify their
expense in terms of resources which might be directed towards other ends, they create an
attitude of complacency in the general community and law enforcement, and it would be
extremely difficult to establish an appropriate balance between effectiveness and expense.
There are other reasons why we might not want to embrace panoptic surveillance which
stem from the desire and right of individuals to public anonymity. Rapidly advancing
technology will have broad-reaching and fundamenta effects on our society, and in order
to ensure that they do not eliminate our rights as they have existed for decades or centuries,
we must examine what it is that our privacy rights seek to protect. The use of dataveillance
to collate massive amounts of otherwise non-secret information about an individual and
thereby create a composite portrait of that individual's behaviours, attitudes, tastes, and
activities is potentially one of the largest diminutions of privacy ever conceived. The
simple act of 'Googling' an individual can disclose a huge amount of information that

previously never have been indexed or accessible within practical limits,*®

making each
member of society a potential warden in the societal panopticon as well as a subject. At
their height of paranoia, the most security minded dictatorshipsin history could never have

collected and analyzed the quantity of information about its subjects as democratic Western

countries now have the technological capacity to do to their citizens.

200 Omer Tene, "What Google Knows: Privacy and Internet Search Engines® (2007) online at SSRN.com
http ://ssrn.com/abstract= 1021490 at 7-8.
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The greater the ability of technological means to track, record and interpret our
movements and behaviour, the less and less we are able to exercise our right to public
anonymity. Paul Rosenzweig posits that,

.. .what we really must mean by anonymity is not apure form
of privacy akin to secrecy, Rather what we mean... is that
even though one's conduct is examined, routinely and
regularly, both with and without one's knowledge, nothing
adverse should happen to you without good cause.

From this he draws the conclusion that,

If there are no unjustified consequences (that is

consequences that are the product of abuse or error) then,

under this vision, there is no effect on a cognizable

liberty/privacy interest. In other words, if nobody is there to

hear the tree, it doesn't make a sound.?*
This view of anonymity as simply protecting one from the interference of the authoritiesis
far too narrow. It examines purely practical results rather than seeking the truth of what
underlies the need for individuals to maintain their privacy and anonymity. Thereasons for
adesire for privacy are not smply to avoid government sanction, but to maintain control
over one's most personal aspects. The damage caused by an invasion of privacy is not
simply in the active results of interference by authorities, but in the diminishment of one's
sense of being an autonomous individual actor of value within society.

Constant monitoring in a panoptic system of surveillance affects us in more ways

than through the potential application of government sanction, it affects our freedom of

expression, because of, ".. .the fundamental fact that we express private thoughts through

conduct as well asthroughwords."  Thenotion that once oneisin public he or sheisfair

Paul Rosenzweig, "Privacy and Consequences. Legal and policy Structures for Implementing New
Counter-Terrorism Technologies and Protecting Civil Liberty" in 21 Century Enabling Technologies and
Palicies for Counter Terrorism Robert Popp & John Yen, Eds. P 10.

%02 Pyl Rosenzweig, "Privacy and Consequences: Lega and policy Structures for Implementing New
Counter-Terrorism Technologies and Protecting Civil Liberty" in 21* Century Enabling Technologies and
Palicies for Counter Terrorism Robert Popp & John Yen, Eds. P 10.

203 Christopher Slobogin, "Public Privacy: Camera Surveillance of Public Places and the Right to
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game for any and al observation by the state smply because passersby might casually
observe the individual is ssmply not tenable because the two types of observation are
completely dissmilar. In the one case, there is casual observation by otherwise
uninterested parties, which is to be expected any time people come together in society with
one another. On the other hand there is deliberate, systematic collection and aggregation
of information. Further, the simple absence of a sanction does not establish that the
observation of that activity will not have a chilling effect, Solove postulates that "Even
surveillance of legal activities can inhibit people from engaging in them."?* And statistics
show the same thing. °

Moreover, data mining aims to be predictive of behavior. In

other words, it purports to prognosticate about our future

actions. People who match certain profiles are deemed likely

to engage in a similar pattern of behavior. It is quite difficult

to refute actions that one has not yet done. Having nothing to

hide will not always dispel predictions of future activity.

With regard to privacy the analogy has arisen in an article by Rosenzwig, "If atree

falsin the forest, does it make a sound,” that isto say, "If one's privacy isinvaded and no

0(Y7

governmental action results, does it make a difference?’  Rosenzwig suggests that it
does not, that privacy invaded without the knowledge of the individual will not affect
society or the individual unless the individual is doing something privately that merits
government action. That is not the case. If the populace is watched, they will fee watched,

and this will affect their behaviour. It is not through the application of sanctions that our

Anonymity", (2002) 72 Mississippi Law Journal 213at 217.

204 Daniel J. Solove, "'1've got Nothing to Hide' and Other Misunderstandings of Privacy" (2007) 44 San
Diego Law Review, at 17.

205 Dawinder S. Sidhu, "The Chilling Effect of Government Surveillance Programs on the Use of the
Internet by Muslim-Americans' Online at http://dnsi.org/research/I nternet/surveryresults.html.

206 Daniel J. Solove, ™I've got Nothing to Hide' and Other Misunderstandings of Privacy" (2007) 44 San
Diego Law Review, at 18.

27 payl Rosenzweig, "Privacy and Consequences: Legal and policy Structures for Implementing New
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behaviour is changed, through observation, as predicted by Bentham, we become our own
censors. Self-censorship will become the norm, and creative and diverse public and private
expression will be the victim of amania for security. Anindividua is less an individual
where he is forced by fear to conform to his own notion of what a good citizen might be in
the eyes of the government. The simple absence of sanction is not enough to alow for free
use of amedium, "Imagine an online dossier of yoursdf, residing on the servers of a
multinational company, laden with terms such as 'Britney nude,’ 'growing marijuana,’
'impotence pills," 'job search,’ 'genital wart," 'prozac side effects,” 'married gay men,’
etc." Where the use of search engines is monitored, the utility of free access to instant
information is reduced.

Competing notions of the importance of privacy range from the conceptualization
of privacy rights as unaffected where no sanction is enforced, to a broader analysis where
invasion of privacy is more similar to the traditional notion of damages in trespassing,
where the mere "trampling of the grass' might be actionable.

In modern society, especidly, retention of information about
oneself is extremely important. We may, for one reason or
another, wish or be compelled to reveal such information,
but situations abound where the reasonable expectations of
the individual that the information shall remain confidential
to the persons to whom, and restricted to the purposes for

which it is divulged, must be protected. 2
We see that in Canada, more than in the United States, the notion of a person having

a free-standing right to privacy in information that may already have been disclosed to

others is embraced by thejudiciary. Surely it will be argued that in Canada our

Counter-Terrorism Technologies and Protecting Civil Liberty" in 21% Century Enabling Technologies and
Palicies for Counter Terrorism Robert Popp & John Yen, Eds. P 10..

208 Omer Tene, "What Google Knows: Privacy and Internet Search Engines'2007 online at
http://ssrn.com/abstract=1021490 at 12.

29R v. Plant, [1993] 3 SC.R. 281.
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government would not inspire fear on the part of the citizenry, but the fact of the present
government's apparent lack of despotic ambition is no reason to put in place tools which,
in the wrong hands, could be used for just such despotic purposes. "Surveillance gives
significant power to the watchers. Part of the harm is not smply in being watched, but in

the lack of control that people have over the watchers. Surveillance creates the need to

91ft

worry about the judgment of the watchers." Furthermore, it is not fear of government
that will lead to conformity, but shame and embarrassment, and simple self-consciousness.
The reason why we, in our form of government, ensure a balance between legidative,
executive, andjudiciary power, is to ensure that each branch of our government remains
bound by law. To abandon the requirement that government be bound by law and held in
check by a balance of power isto surrender to any future government's ambition or ill will,
and is the height of foolishness. Our constitution must be protected so that it will survive
the worst possible case, not simply the good times of accountable and well intentioned
government. Our laws must protect us not only in times of peace and plenty, but in times
of war, paranoia and insurrection, when we are least able asindividualsto see the long term
effects of our political actions. We must maintain a principled and rules-based approach to
our rights, and not surrender to the notion that our government will always do the right
thing or what is best for us all. The great Canadian ideal of Peace Order and Good
Government is not an excuse to ignore constitutionalism, but an exhortation to protect
constitutionalism even in atime of crisis.

Theright to privacy cannot be limited by the mere borders of one's home; privacy

and anonymity as against the state are conditions which ought to follow an individual

210 Daniel J. Solove, "Reconstructing Electronic Surveillance Law," (2004) 72 George Washington Law
Review 1701 at 1708.
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wherever he or she goes unless they are removed by continuing consent or carefully
balanced and thoughtful judicial intervention. Prevention of wrongful sanction is one
purpose for protecting privacy as against the government and limitation on the
government's ability to inquire about its citizens, but it is not the only purpose for or benefit
of public anonymity. Rosenweig discards the argument that self-censorship in the context
of government scrutiny is likely to result in modification of behaviours which are not
specifically prohibited by the government but rather disapproved of by society as a whole
because, ".. .this data set of socially disdained behaviour is exceedingly unlikely to have
any relevance to any terrorism investigation."* This opinion disregards the powerful
non-judicia forces which drive individuals towards conformity, elements of our
socialization which would cause an individual to be extremely embarrassed were deviant
attitudes or behaviours to be observed. It is not for fear of being arrested that people are not
inclined to discuss their sexual behaviour in public, it is due to our desire to maintain
privacy despite the fact that we will face no consequences from the government. The mere
knowledge that a nameless individual could, without one's consent, examine the minutiae

of private mattersis disturbing and disruptive of one's sense of sdf.

This attitude also disregards the natural creativity of people regarding new
technology. The process called 'function creep' is aphenomenon whereby already existing
technology is expanded beyond its originally intended purpose to anew area. Where a
powerful tool like datamining exists, it is only akeystroke away from abuse or expansion
into new areas of enforcement. Take as an example, the CPIC computer system used by

Canadian police to maintain records on criminals and criminal activity, along with motor

21 payl Rosenzweig, "Privacy and Consequences: Legal and policy Structures for Implementing New
Counter-Terrorism Technologies and Protecting Civil Liberty" in 21* Century Enabling Technologies and
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vehicle and firearms records. This system has been in place for over 30 years, and is an
invaluabletool for police, however itisproneto abuse.  CPIC isliable to abuse by police
officers who seek information about police commissioners or journalists, so would any
enhanced technological information collection be liable to abuse by individuals seeking to
collect information for their own nefarious purposes. The more advanced and
comprehensive the system of data agglomeration, the more tempting its abuse would be.

Further, this position does not recognize the powerful psychological effect of being
watched. Within amodern city, there are few places where one can go for total solitude
outside one's own home, and often not there either, depending on one's family situation.
One must settle for the anonymity of the public space if one seeks to remove oneself from
the society of others. The pleasing effect of being not unobserved but un-remarked upon is
the reason why public spaces are an acceptable substitute for total solitude for modern
individuals. If one is distinctly observed, however, by electronic eyes or organic ones, the
effect is disrupted. A person is not likely to behave fregly, nor to fed relaxed if he or she
is being stared at. The use of technology is a multiplying effect on the upset caused by
staring, "the cyclopean gaze of the camera eye may be equally disquieting, and perhaps
more so given the anonymity of the viewer and the unavailability of normal
countermeasures, such as staring back or requesting the starer to stop."  This effect can
only be greater where in addition to camera surveillance there is total panoptic

dataveillance.

Palicies for Counter Terrorism Robert Popp & John Yen, Eds. at 12.

412 »Edmonton Police rapped for improper CPIC use," Edmonton Journal, March 8, 2006. online:
http :/Amww. edmontonj oumal .com

213 Christopher Slabogin, "Public Privacy: Camera Surveillance of Public Places and the Right to
Anonymity", (2002) 72 Mississippi Law Journal 213at 240.
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From ayoung age children are taught that it is not polite to point or stare at others.
The reason that it is not polite is that we are made to fed uncomfortable if we are singled
out for scrutiny. When on an elevator the typica rider will face the front and watch the
numbers light up above the door in order to avoid openly observing others in such an
enclosed and densely populated space, so ingrained is our feeling that when in public, one
ought to be able to blend into the background of humanity. There is even athriving but
controversial debate in psychology regarding whether the feeling of being watched is
actually linked to reality- that isto say, whether our aversion to being stared at is so strong
that we can detect staring even where we cannot determine a source of the staring.”** Such
research is inconclusive and controversial, but it does demonstrate that being stared at in
our society is so discomforting as to merit such afeeling, and that the feeling is so

widespread and universally recognized that it merits scientific study.

Empirical study has been made of the effects of perceived monitoring of Internet
activity on Muslim-Americans.™® This study found that of the Muslim American
respondents surveyed, a group that was anticipated to have strong reactions to perceived
government surveillance in the post-September 11 environment, only 11.6% had changed
their genera behaviour after September 11, 2001, and only 8.4% of respondents changed
their Internet use. While these numbers regarding an active, conscious change are
relatively small, 71.7% believed that the United States Government was monitoring the
activities of Muslim-Americans. The difficulty with this survey, and, in fact, any survey of
thistypeisthat it relies on self-reporting of changes of behavior consciously adopted by the
24 Schmidt S.; Schneider R.; Utts J.; Walach H "Distant intentionality and the fegling of being stared at: Two
meta-analyses'. (1 May 2004) 95 British Journal of Psychology, no. 2, pp. 235-247
215 Dawinder S. Sidhu, "The Chilling Effect of Government Surveillance Programs on the Use of the Internet

By Muslim-Americans' Forthcoming, University of Maryland Law Journal of Race, Religion, Gender and
Class, online http://papers.ssrn.com/sol 3/papers.cfm?abstract id=1002145.
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respondents in the survey, and does not delve into the unconscious reaction to being
monitored. Notwithstanding that this survey does not examine subconscious reactions to
surveillance, it does show that a substantial portion of Americans have changed their
behaviour based on a suspicion that they are being monitored by the government. This
effect could only be greater if there was a certainty that they were being monitored. Belief
in some kind of monitoring cannot have as strong an effect on behaviour as the certainty of
specific types of monitoring.

Were one to be aware of constant monitoring by an unblinking, recording,
analyzing, computerized eye, the sense of being watched could contribute to similar
negative feelings as those caused by intense persona staring. One simply will not behave
the same way when one is monitored as when unmonitored. If you believe that the nature
of liberty in our society is defined by an absence of interference from and observation by
others, especidly the state, then such monitoring is a distinct and discomforting practice
contributing to the malaise of life in atechnological society. Notwithstanding arguments
about whether authorities would or would not interfere with the actual activities of
individuals engaging in non-illegal practices, a society which is constantly monitored by
aloof authorities will be self-censoring, not only in the realm of terrorist activity, but in
many areas of activity which are not subject to outright prohibitions. Further, there are
economic and socia issues that arise where individuals are monitored, for example in the

workplace, "Monitored employees are likely to fed less trusted, less motivated, less loyal,

216 The psychological effect of mass surveillance is a broad area of study by itsdlf, and is outside the scope
of this paper. Any statements made regarding the psychological effect of panoptic surveillance are based on
an acceptance of the commonly held attitudes in the literature surrounding panopticism and are not based on
psychological research. The oppressive effect of panopticism is an accepted assumption for the purposes of
this paper.
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and more stressed than employees who are not subject to surveillance."?” Where this may
be an economic drawback to surveillance of the workplace, how much more will the
detrimental effects be felt where such surveillance is felt throughout society? The effect
that will be seen includes, "... aprevailing climate of suspicion, an increase in adversarial
relationships between citizens and government, and an increased tendency to opt out of the
officia level of society."*®

Where public appearance and private information are intensely electronically
monitored by the state, an individual's freedom to be an individual is diminished.

The man who is compelled to live every minute of hislife
among others and whose every need, thought, desire, fancy
or gratification is subject to public scrutiny, has been
deprived of hisindividuality and human dignity. Such an
individual merges with the mass. His opinions, being
public, tend never to be different; his aspirations, being
known, tend aways to be conventionally accepted ones; his
feelings, being openly exhibited, tend to lose their quality of
public warmth and to become the feelings of everyman.
Such abeing, athough sentient, is fungible; heis not an
individual.

Chris Slobogin argues that,

... Inasociety that wants to promote freedom of action,
camerasurveillance... is clearly not an unalloyed good, even
if it does significantly reduce crime. People who know that
they are under government surveillance will act less
spontaneoudly, more deliberately, less individualistically,
and more conventionally; conduct on the streets that is
outside the mainstream, susceptible to suspicious
interpretation, or merely conspicuous - even if perfectly
harmless - will diminish and perhaps even be officialy
squelched. Some people subject to public camera
surveillance, perhaps in particular those from minority

217 Christopher Slobogin, "Public Privacy: Camera Surveillance of Public Places and the Right to
Anonymity", (2002) 72 Mississippi Law Journal, 213 at 240.

218 Christopher Slobogin, "Public Privacy: Camera Surveillance of Public Places and the Right to
Anonymity", (2002) 72 Mississippi Law Journal, 213 at 240.

29 Edward J Bloustein "Privacy as an Aspect of Human Dignity," in Philosophical Dimensions of Privacy,
F.D. Schoeman Ed. (Cambridge Cambridge University Press, 1984) 156-202 at 188.
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groups, will fed significant anxiety and discomfort although

innocent of any crime, and some may react with disdain for

government, again despite and probably because of their

innocence. Public camera surveillance undermines an open

society because it circumscribes unordinary behavior and

makes everyone - including the ordinary - more conscious o

the government's presence, at least until behavior is suitably

conformed and the cameras can be forgotten.?°

Perhapsit is premature to say that CCTV monitoring and the collection and data

mining of tracking datawill turn usinto a society of Winston Smiths,?* but certainly it
cannot help our sense of individuality to be constantly monitored in the streets by an
unblinking electronic eye, or if our every movement is tracked, or if our every purchase or
telephone call is recorded centrally and examined for anti-socia behaviour. The potential
for abuse by individuals and the authorities is too high, and the benefits do not outweigh the
drawbacks for purposes of genera application. That is not to say, however, that advanced
CCTV and intensive electronic monitoring are never appropriate, but their use must be
limited and controlled, well known to the public, and justifiable based on a reasonable

belief that the absence of such measures will cause real harm to society. In other words, in

the race between technology and law, technology is winning.

220 Christopher Slobogin, "Public Privacy: Camera Surveillance of Public Places and the Right to
Anonymity", (2002) 72 Mississippi Law Journal, 213 at 245.
221 Winston Smith is the protagonist of Orwell's classic fiction on panoptic society, 1984.
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6.1 Bill C-74 and Proposed Lawful Access Provisions:

In order to deal with advancing technology, the government has sought to change
the manner in which monitoring of electronic communications is carried out. This update
is certainly due, as communications technology is advancing rapidly, and has been for some
time. Little hasbeen doneto dea with the policy concerns raised by dataveillance or video
surveillance, and "Meaningful legal strictures on government use of public surveillance
cameras in Great Britain, Canada, and the United States are non existent.”  E-mail,
instant messaging, cell phone text messaging, voice over Internet, electronic encryption are
all concerns for law enforcement seeking to monitor criminal activity. It isimportant for
us to ensure that this updating of the law is carried out in accordance with both respect for
privacy and an understanding of the role played by these new technologies. We must
remember that there remains atendency to embrace the notion that the War on Terror
constitutes an indefinite emergency, and that,"... in times of fear, government often looks
for ways to engage in prevention without being subject to the rigors of the criminal

process."**

Among the most important developments this area of legislation are the new
Lawful Access provisions which were proposed during private stakeholder consultations
and partially advanced as Bill C-74 in the find session of the Martin parliament. It is
important to delineate the boundaries within which new technology may operate in the
pursuit of criminal activity, and in this respect the Lawful Access provisions are a great
boon. Thereis, however, the danger that these provisions open the door for abuse on the

222 Christopher Slabogin, "Public Privacy: Camera Surveillance of Public Places and the Right to
Anonymity", (2002) 72 Mississippi Law Journal, 213 at 230.

223 David Cole, "The New McCarthyism: Repeating History in the War on Terrorism", (2003) 38 Harvard
Civil Rights - Civil Liberties Law Review, at 4.

125



part of law enforcement and the diminution of our privacy rights. Bill C-74, had it passed,
would have obliged telecommunications service providers to disclose information about
their subscribers to authorities without the necessity of a production order, smply on the
request of certain law enforcement agents, as well as to construct an infrastructure for the
implementation of information gathering on behalf of investigators. These provisions both
move some aspects of production orders out of the hands of judicial scrutiny and lay a
groundwork for future Lawful Access powers to be implemented

By establishing wide boundaries regarding the application of allegedly
non-intrusive technologies, the proposed legidation left open the possibility of function
creep and the extension of privacy invasion by technological advancement rather than by
judicial or legidative authorization. "Without a normative component, a conception of
privacy can only provide a status report on existing privacy norms, rather than guide us
towards shaping privacy law and policy in the future."?** It is indeed a normative
component that is needed in dealing with evolving technology. We must decide prior to the
development of new technologies what kind of protection we will give to particular kinds
of privacy. We must say, for example, that the constant close tracking of the location of an
individual's automobile or cellular telephone, or PDA, or convergence device of whatever
type, or an individual him or hersdlf, is not an acceptable invasion of privacy without prior
judicial authorization on a basis of reasonable grounds to believe that they have committed
or will commit aserious crime. Astechnology developsto provide more and more accurate
tracking information regarding an individual based on technological devices that are
becoming nearly universal in our society, perhaps even in aretroactive way, the potential

for abuse increases tremendoudly.
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The need for legidation controlling the new and rapidly changing area of electronic
surveillance through tracking devices and electronic intercepts is not new, and the courts
have called for such legidation in the past, for example Justice Cory in Wise states,

| agree with my colleague that it would be preferable if the
installation of tracking devices and the subsequent
monitoring of vehicles were controlled by legislation. |
would aso agreethat thisis aless intrusive means of
surveillance than electronic audio or video surveillance.
Accordingly alower standard such as a"solid ground" for
suspicion would be abasis for obtaining an authorization
from an independent authority, such as ajustice of the peace,
to install adevice and monitor the movements of avehicle.”

But as noted above, the technology available to police during this period (almost
twenty years ago, before the common use of GPS and cell phones) was rudimentary and did
not alow for nearly the close monitoring and intrusion of modern electronic surveillance.
Today, a much more accurate picture of a person's activities can be amassed smply
through GPS enables cell phone or PDA, signatures. This enhanced monitoring can take
place without the difficulty of implanting a tracking device, as the electronic trail left by
most people in our society is so distinct at this point.

Justice La Forrest in his cogent dissent in Wise discusses the importance of looking
past the current capabilities of a technology and instead concentrating upon the
implications of the invasion created by the technology.

| should note at this point that | am not impressed by the fact
that the beeper in this case was arather unsophisticated
device. Aswe saw, the police with admirable ingenuity
were able to track the location of the appellant at all times.
But quite apart from this, in this era of explosive technology,
can it be long before adevice is developed that will be able

to track our every movement for indefinite periods even
without visual surveillance? ... Thisisthe timeto begin

Danidl J. Solove, "Conceptualizing Privacy", (2002) 90 California Law Review 1087 at 1142.
R v. Wise, [1992] 1 S.C.R. 527 at pp. 548-549.
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regulating the use of electronic tracking devices while they
are still in their infancy and before the law enforcement
authorities begin routinely using them as part of their work
habits.?°
Today Justice LaForest's dissent seems prescient. We see that tracking technology,
particularly through the use of GPS location systems, is much more precise than in the past.
Furthermore, the massive success and proliferation of the devices commonly called POS
systems, which are used to process credit and debit card transactions electronically, as well
as the market dominance of ATMs for banking creates an electronic trail behind an
individual which can revea an enormous amount about an individual's movementsin
retrospect, or potentially in real time, given some of the provisions of the Lawful Access
proposals. It is just this type of expanding and expansive technology which La Forest J.

warns against. The dissent in Wise is indeed much more reflective of the state of modern
technology than the majority decision.

It is good that the previous Canadian government, after an extended period of
consultations with stakeholder groups around the country, prepared draft legislation to deal
with the relative legal vacuum in which electronic surveillance and tracking exist,
beginning with the late session introduction of Bill C-74 just days prior to the collapse of
the Liberal minority government. These proposals and outlines illustrated the areas which
the bureaucracy believes is important in order to enhance their ability to monitor and
control illegal activities in the future. Some of the areas covered by the proposals include
requiring telecommunication providersto build in back door surveillance capabilities when

establishing or upgrading systems, allowing for reduced evidentiary requirements for

26 R v. Wise, [1992] 1 SC.R. 527 at 560.

7 Department of Justice Canada, Lawful Access: Legal Review Follow Up Consultations: Criminal Code
Draft Proposals, and Modernizing Investigative Techniques: Proposals, online: Canadian Internet Policy and
Public Interest Clinic <http://wwuw.cippic.calerj/projects-cases/|awful-access/>
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gaining access to telecommunications data,  criminalizing hacking tools and viruses,
requiring the production of electronic tracking data, and transmission data.

Tracking warrants would be easier to obtain, and their duration would be extended in the
case of terrorism and organized crime cases for up to one year without renewal, again based
on areasonable grounds to suspect threshold.  To put the new tracking warrants simply,
if an individual were simply suspected of links to terrorism or organized crime, the
authorities could gain access to awarrant to track al of their electronically traceable
locations and a host of other information for one year without further judicial oversight.
This would include such things as the GPS location of mobile phones, automobile GPS
information, electronic debit and credit transactions, RFID signatures, e-mail and instant
message session locations, and would, in fact, give an in depth view of an individual's life

for an extended period with minimal judicial oversight.

The information produced would include where a person was at al times that they
carried a cell phone or other traceable electronic device, drove avehicle with a (more and
more common) GPS system or onboard emergency system such as General Motors OnStar,

where and when the suspect bought anything with electronic funds transfer, how they paid,

Bill C-74, An Act regulating telecommunications facilities to facilitate the lawful interception of
information transmitted by means of those facilities and respecting the provision of telecommunications
subscriber information, 1% Sess., 38" Pari., 2005, (1% reading 15 November, 2005).

2 Department of Justice Canada, Lawful Access: Legal Review Follow Up Consultations: Criminal Code
Draft Proposals, and Modernizing Investigative Techniques: Proposals, online: Canadian Internet Policy and
Public Interest Clinic <http://www.cippic.ca/en/projects-cases/|awful-access>, p. 10.

20 Department of Justice Canada, Lawful Access: Legal Review Follow Up Consultations: Criminal Code
Draft Proposals, wad Modernizing Investigative Techniques: Proposals, online: Canadian Internet Policy and
Public Interest Clinic <http://www.cippic.calen/projects-cases/|awful-access/> p. 17.

Department of Justice Canada, Lawful Access: Legal Review Follow Up Consultations: Criminal Code
Draft Proposals, and Modernizing Investigative Techniques: Proposals, online: Canadian Internet Policy and
Public Interest Clinic <http://www.cippic.calen/projects-cases/lawful-access>, p. 20.

%2 Transmission data is defined in Bill C-74 very broadly, giving rise to the problem that the data sought
provides much more information about the communication than a simple telephone record would provide, but
retains a low requirement for evidence - that of reasonable grounds to suspect.

2 Department of Justice Canada, Lawful Access: Legal Review Follow Up Consultations: Criminal Code
Draft Proposals, and Modernizing Investigative Techniques: Proposals, online: Canadian Internet Policy and
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and how much they paid, possibly what they bought, and if they do not use electronic
payment, where and when they withdraw cash from abank or bank machine and how much
they withdraw. The authorities would be privy to the intimate details of an individual'slife
for ayear with little evidentiary requirement, and minimal judicial supervision. Thisis
well beyond what the public might expect from the authorities. Future mandatory
identification cards could contain aready available RFID  capability which can track
movements of identifying tags through the use of detection devices. Even without the
inclusion of these devices in identification cards, they are becoming a more and more
common inclusion in the packaging or substance of tens of thousands of products. They
can be used for inventory tracking, keyless entry to secured areas, even as a substitute for
payment by credit card smply by waving a properly programmed tag in front of a scanner.
The convenience and low cost of these tagsis causing an explosion in their use, and along
with them an explosion in the potential tracking data that could be collected.
| P addresses and URL s create even deeper problems than those created by the
location information disclosed with RFID, GPS and other spatial tracking data.
With a complete listing of 1P addresses, the government can
learn quite alot about a person because it can trace how that
person surfs the Internet. The government can learn the
names of stores at which a person shops, the political
organizations a person finds interesting, aperson's sexud
fetishes and fantasies, her health concerns, and so on.
Perhaps even morerevealing are URLs. A URL is apointer.
It points to the location of particular information on the
Internet... Therefore, URLS can reveal the specific

information that people are viewing on the Web. The URL
can aso contain search terms.

Public Interest Clinic <http://www.cippic.calen/projects-cases/lawful-access/>p. 23.

%4 Radio Frequency Identification. This technology is used in areas ranging from the tracking chips placed
in pets and cattle to point-of-sale devices to replace barcodes and inventory tracking.

235 Daniel J. Solove, "Reconstructing Electronic Surveillance Law," (2004) 72 George Washington Law
Review 1701 at 1727.
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In the case of these pieces of electronic tracking data, the type and scope of information
disclosed is huge and potentially intensely personal. It is obvious that such detailed and
personal information is of a nature to touch on the "Core of Biographical Information" 2%
contemplated by Canadian courts in determining what ought to be protected by privacy
law.

Much like certain of the provisions of the Anti-Terrorism Act, the government
expects that we as citizens will trust the use of the above-mentioned authority without
guestion. We are assured that any misuse of investigative technologies or powers will be
treated serioudly by police forces, and that such powers will not be abused either
institutionally through the officia over extension of the powers granted in the legislation,
or individually through the over-zeal ousness or maliciousness of an individual
enforcement officer. The BC privacy commissioner, in response to such suggestions in the
consultation process stated

Assurances that public officids only act in good faith are no
substitute for the rule of Law... The assurance at our briefing
that, as apractical matter, departments will not give all
officers [the power to compel production of subscriber
information] is not meaningful. Nor is the assurance that

misuse will be punished internally a sufficiently weighty
safeguard >’

236 R.v. Plant, [1993] 3 SC.R. 281.

7 | _etter by the BC Privacy Commissioner In Response to 2005 Lawful Access Proposals online at
http://www.oipcbc.org/pdfs/public/! 67631awful accesdtr(April8-2005).pdf at p 6.
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6.2 Adequacy of complaints-driven monitoring of privacy issues:

The privacy problems raised by proposed Lawful Access provisions are serious
because, inter alia, if the authorities conduct themselves in a competent manner, most
people whose privacy isinvaded by the new provisions will never become aware of what
has happened unless crimina charges or at least apolice investigation results. For those
facing aterrorism investigation who are wrongly investigated the first way that they may
become aware of the problem might be when RCMP agents arrive at their door seeking to
arrest them without warrant and hold them without charge. The proposed measures adopt
a complaint-based mechanism to prevent abuse, but if thereislittle chance of an individual
becoming aware of abuses of the system, there islittle value in a complaints based system.

Redress through the courts via a Charter challenge or to gain an injunction against
surveillance is time consuming, expensive, and outside of the means of most Canadians.
Furthermore, there is every likelihood that individuals bringing applications regarding
what they suspect to be invasions of privacy (which, as they are secret by nature are liable
to be denied by investigators) will be publicly ridiculed as paranoid and delusional, further
victimizing the subjects of this privacy invasion.

One of the pillars of privacy legidation around the world has been the concept of
informed consent to the collection and storage of information about the individual. Clearly
thisis not possible in the case of crimina or security investigations, but surely there must
be a capacity for individuals to become aware of the problem in order to go forward within
a complaint-based system of control. This would not be the case under the proposed
regime, as subjects of observation would not even be aware of the secret collection of their

data.
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Innocent individuals subject to surreptitious invasions of

thelr privacy may never be in aposition to file for, let aone

find redress. Any in depth public scrutiny of such mattersis

the exception to a general rule of secrecy.®
During the consultation process, the Department of Justice pointed to a number of
safeguards in place, specificaly, the Charter of Rights and Freedoms, privacy legislation,
the courts, annua reporting to parliament, commission for public complaints against the
RCMP, the Security Intelligence Review Committee, and the Privacy Commissioner.
The remedy structure however, obvioudly, cannot include a capacity to retroactively alter
the behaviour of the authorities. The best that an individual can hope for is to use these
structures, after the fact, to prevent even more difficulty arising from their already difficult
situation. In fact, in the absence of a court ruling that certain behaviours will primafacie
result in exclusion of evidence, thereis little reason for the authorities to respond to
criticism in atimely or effective manner when faced with many of these sanctions. One
wonders with what seriousness Maher Arar's torturers would have listened to complaints
that in the course of his deportation that his privacy concerns were not addressed. The
Supreme Court has ruled that analysis after the fact, as in the case of a complaint driven
system, would be inadequate.

... post facto analysis would, however, be serioudly at odds

with the purpose of s. 8. That purposeis, as | have said, to

protect individuals from unjustified state intrusions upon

thelr privacy. That purpose requires a means of preventing

unjustified searches before they happen, not simply of

determining, after the fact, whether they ought to have
occurred in the first place. This, in my view, can only be

Letter from Office of the Information and Privacy Commissioner (Ontario) to Irwin
Cotler April 21, 2005 Regarding Lawful Access Proposals. Online at:
http://www.ipc.on.ca/scripts/index_.asp?action=31 & P_1D=16087&N_1D= 1 &PT ID= 11457& U ID=0 at 5.
%9 Modernizing Investigative Techniques: Overview - online at
http://www.cippic.cal/en/proj ects-cases/| awful -access/Page 6
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accomplished by a system of prior authorization, not one of
subsequent validation.?*
One could argue that there is prior authorization in the case of tracking data where a

one-year order is issued based on mere suspicion. This prior authorization of tracking
warrants, if it goes forward unchanged from the proposed form, will be among the weakest
forms of judicial supervision ever seen in our judicial system, unreasonably weak in
relation to the privacy invasion authorized.

In response to these problems within the Lawful Access proposals, the Ontario
privacy commissioner has called for the creation of a 'Surveillance and Access Review
Agency' an independent, active, and arm's length agency to monitor all Lawful Access
applications and investigations, and to provide reporting of these privacy invasions not
only to Parliament, but to individuals caught up in the investigation once the danger that
such disclosure would disrupt an ongoing investigation has passed. The role of the agency
would be to supervise access to personal information, tracking interceptions and warrant
applications, monitoring voluntary disclosures to law enforcement, notifying individuals
whose privacy has been affected by Lawful Access, and providing information to the
government and the public regarding the use of these new powers.?*

By having an agency which has as its sole responsibility the vetting of Lawful
Access reguests, Canada could go along way towards controlling the negative influence
that Lawful Access might have in our society. Rather than allowing a subsuming paranoia
regarding who or what is being watched and why, this agency could bring these mattersinto
the open in a controlled way, and thereby provide an important brake on the potentially
20 Hunter et al. vSoutham Inc., [1984] 2 SC.R. 1421. Para27.

21 | etter from Office of the Information and Privacy Commissioner (Ontario) to Irwin
Cotler April 21,2005 Regarding Lawful Access Proposals. Online at:

http://www.ipc.on.ca/scripts/index_.asp?action=31&P 1D=16087&N 1D=1&PT 1D=11457&U ID=0 at
12.
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overreaching hand of surveillance while at the same time reassuring Canadians that they
will know what their government might be doing to them behind closed doors. They would
act as the conscience of the authorities, ensuring that privacy is not trampled upon, but
instead tiptoed around, and that individuals who have their privacy invaded have the
knowledge required to move forward into the complaints-driven framework of control over
Lawful Access. The notion of a government spying on its citizens in ajudicial vacuum
without any potential for an informed public to respond is anathemato the rule of law, and
gives rise to accusations of creeping totalitarianism, which are easily dispersed through a
process of openness whereby the public would be aware of the actions of the government.
"Transparency is essentia to promote accountability and to provide the public with away
to ensure that government officias are not engaging in abuse."** Transparency must be
the key to any increase in government surveillance powers and to counter-terrorism policy

generaly.

Transparency, however, is not sufficient. It is important that such an agency have
two aspects. Firgt, it must be located outside the investigative and prosecution branch
authorities, and, indeed, outside of the executive branch. The role of this body ought to be
like that of the auditor general, reporting to the pubic factually without concern for politics
or position. Also, reporting to the public, and not just to the public at large but to the
particular members of the public who are affected by Lawful Access investigations, on
each and every Lawful Access information request that is made, is needed in order to
ensure that a complaints-based monitoring system of Lawful Accessis areasonable option.
242 Daniel Solove, "Data Mining and the Security-Liberty Debate", (2007-2008) GWU Law School Public
Law Research Paper No. 278, 74 University of Chicago Law Review, forthcoming 2008.
at 14.

243 Kent Roach, "National Security, Multiculturalism and Muslim Minorities®, (October 2006) University of
Toronto Legal Studies Series Research Paper No. 938451 at 33.
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It must be inevitable for the person investigated to become aware of the investigation in
order to allow him or her to protect their privacy and aso their persona security from
incorrect data. This body would have the discretion to withhold information regarding an
access request provided that they could be satisfied that there was an ongoing investigation,
and that disclosing the request would disrupt the investigation, but upon the completion of
the investigation disclosure would be made. The onus would be upon the investigative
authority which is making the access request to apply for non-disclosure of the request, and
to demonstrate on an ongoing basis that the investigation would continue to be threatened

by disclosure of the request.
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6.3 What controls are necessary for Lawful Access to operate safely and effectively?

What is necessary in order to protect the public in the area of electronic surveillance
is openness and transparency? In our society, actionswhich take place in the public eye are
subject to the most important moderating factor in a democratic society, that of the will of
an informed public. While the immediate aftermath of 9/11 was an environment of fear
and paranoia, we can now look back through the past severa years and see that the global
crusade and counter-crusade that many imagined asjust around the corner is no closer to
reality. Calmer voices can begin to prevail, among both the judiciary and the public,
recognizing that we can and we must continue our freedoms as we did before, clinging to
our way of life as more valuable than total physical safety exercised in a society foreign to
our ideals.

At aminimum, safeguards on the invasion of privacy by the government should
include a mechanism for the public to become aware of the invasion, and gain access to
redress for any wrongdoing. Power exercised in private is liable to lead to abuse. In our
society, we demand that power be held accountable as a safeguard against abuse, and it is
impossible to hold anyone accountable for the invasion of privacy which occursin secret
and never becomes apparent. Further safeguards which ought to be put into place are an
outright ban on holding individuals in secret. A prisoner has no capacity to advocate for
him or herself if they are held in secret away from public and judicial scrutiny. Our
government must also commit to opposing and attempting to prevent the extrajudicial
rendition of Canadians, and use whatever means it can to assist any Canadians who are
caught up in an extrgudicial rendition. These areas overlap in their abuse of individual
rights to access to justice and protection of the individual. They al remove the opportunity

of the individual to object through legal means to their treatment.
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One necessity to ensure the appropriate functioning of Lawful Access without
unnecessarily abusing rights is an independent agency devoted to ensuring that Lawful
Access requests are disclosed in order to protect the public and inform them of the
invasions that are being made into their persona information, the stated reasons for the
invasion, and the ultimate disposition of the matter, as suggested by the Ontario Privacy
Commissioner would establish atechnical framework for a rights-respecting Lawful
Access regime.

A second necessity is a framework under which the authorities know in pursuit of
what crimes or activities they can utilize the more invasive aspects of Lawful Access
provisions in order to prevent the creep of these powers into typical investigations. These
powers, if they are to be exercised at all, must be exercised as extraordinary powers, not as
atypica investigative technique. Monitoring tracking information can have the effect of
providing a constant update on the location and communication and economic transactions
of an individual, an invasion of privacy if there has ever been one, and thisis a powerful
tool, which is appropriate in the tool chest of law enforcement only under judicial scrutiny,
and on the basis of having a reasonable reason to believe that a serious crime has been or
will be committed and that the use of this technique will be appropriate to solve that crime.

Basing authorization on suspicion of an individual of any crime of any seriousness could
rapidly result in fishing expeditions on individuals who run afoul of the authorities,
resulting in a situation where a citizen might be monitored constantly as a form of
harassment or as a prophylactic measure against misbehavior, a type of police-imposed

probation.

The problem of defining what investigations might legitimately use tracking datais

that terrorism is defined so broadly in the Anti-Terrorism Act, and through that act in the
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Crimina Code, that a wide array of investigations could use Lawful Access provisionsin
order to collect information. We must, if we are to include terrorism investigations in the
realm of potential Lawful Access applications - which we ought to do - narrow the
definition of terrorism used in this context, or add additional criteriato the requirement,
such as arequirement that in order to access the more invasive techniques of Lawful
Access, the applicant agency would need to demonstrate that there is areasonable grounds
to believe, rather than suspect, an individual of terrorist activity prior to authorization.

The Lawful Access proposals would permit the collection of tracking data based on
a lesser standard of proof than that required for most warrant applications. Tracking data,
however, is defined as broadly as possible, and the danger isthat tracking datawill continue
to expand in density and content to a point where seeing someone's tracking datais the
equivaent of seeing most of their life spread before you on a computer screen. A standard
of proof must be established which rises above suspicion for the collection of private
information regarding electronic tracking data, much less the content of electronic
communications, but more importantly, the type of information which is to be collected
ought not to expand along with technological advancement. Are we to be told by
legidlators that because our credit cards or identity cards contain an RFID tracking device
that can monitor our location, that the government is entitled to know our whereabouts at
all times with limited if any judicial supervision? It is far more appropriate for the
authorities to be required to apply for awarrant based on areasonable cause to believe
standard if they wish to access information that could, for example, disclose al of a
person’'s movements, where aperson purchased items or withdrew cash from an ATM, and
in what amounts, what websites the person visited and with whom they corresponded.

Lawful Access provisions ought to establish a controlled framework for the collection of
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data based on the type of information the data discloses, rather than the type of data
collected. Separate warrants ought to be required for the collection of differing types of
data, rather than a blanket warrant for al types of tracking data. It is the agglomeration of
the large amount of information provided by 'tracking data’ that creates the major privacy
concern. The definition of tracking data as it stands is smply too broad and requires
categorization based on capability, that is to say, what kind of information is disclosed
through the use of the data. In essence, we must establish a system of control over
el ectronic monitoring that bases the grounds for a warrant to apply methods of tracking and
information collection on the nature of the information collected, not on the method used.
Intercepting private communications ought to be governed by similar rules regardless of
the medium. Tracing anindividual's location on an ongoing basis ought to be governed by
the same rules whether the tracking is done via aprimitive directiona 'beeper' or the GPS
transmitter in acell phone or the electronic transaction records an individual leaves behind

in the course of transacting their day to day business.

Few would suggest that interception or seizure of private communications by the
authoritiesis aways inappropriate, few would argue that the police ought never to track the
movements of an individual, few would argue that it is never appropriate for authorities to
examine with whom certain people are communicating and how. That being said, there
must be a balance in our society between the rights of the citizen to be left alone by others
- particularly by the government - and the responsibility of government to establish a secure
and controlled environment for the public. Asit stands now, and as the proposals for
Lawful Access come forward, the balance is tipped heavily in favour of governmental
scrutiny. Judicial scrutiny of certain investigations will be at a minimum, the average

citizen will not have the capacity to effectively dispute the collection of data about them by
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the state, and advancing technology is outrunning the capacity of legislatures and courts to
come to terms with the implications of new technology in atimely manner.

By establishing limitations on the types of investigations that would qudify for the
kind of tracking data and communications disclosure contemplated by the Lawful Access
provisions, we may take a powerful tool from the arsenal of law enforcement in certain
circumstances, but we provide protection for the rights of individuals, which is the essence
of security in a democracy. By regecting the open ended definition of tracking data
proposed in the Lawful Access provisions, and instead requiring tight oversight of
electronic invasions of privacy in the future, we can more closely control the way in which
technology allows the invasion of privacy by government. These limitations, combined
with awatchdog organization which can provide timely and meaningful information to the
public so as to make the complaints-based scheme workable would go along way towards

protecting privacy, as compared with the provisions as currently suggested.
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7.1 Conclusion:

Technology will always be one or more steps ahead in the race between technol ogy
and the capacity of the law to protect privacy, unless we change the rules of the race. The
only way to remove the multi-year head start of technology is to eliminate technology as a
consideration, replacing it with a recognition of the underlying privacy interest regardless
of the technology used to investigate. As technology advances, it permits us to place old
activities, such as communication, into anew context, such as e-mail or Internet
publication. The fundamentals of human existence, however, remain constant. We may
change the ways that we communicate and interact with other members of society, but the
central aspects of the communication remain the same. Likewise, as technology advances,
our integration into agloba data network through RFID, GPS and electronic transaction
data permit usto be traced with alevel of accuracy and completeness that was never before
possible. Simply because there is access to such data and information does not mean,
however, that unfettered use of that material by government is appropriate. Some argue
that within the context of preservation of Western society from extremist terrorism and
organized crime, such investigative powers are appropriate, but it is not possible to show
that either the seriousness of the threat posed or the effectiveness of the measures taken are
appropriate when considered next to the damage to our society that could occur from

omnipresent and undisclosed monitoring of the genera public.

There is aneed for continual judicial oversight of the electronic invasion our
privacy, more so now than before terrorism came to the fore as amaor concern in our
society. Kent Roach and Gary Trotter state that,

History tells us that the War on Terrorism makes our criminal

process more falible. Common sense suggests that, by
fighting what are in reality criminal cases outside of the

142



rights-protective criminal process, we exponentially increase

the risk of serious miscarriages of justice while at the same

time not producing criminal convictions that might be

subsequently revealed as wrongful convictions.?**
And further that, "The courts as bodies committed to precedent and reason have an
important role to play in reminding us about our deepest and most lofty commitments in
times of crisis."** Judicial oversight is not enough, however, where bare minimum
constitutional protections leave practical remova of privacy in our society. Government
must fashion its laws for information gathering on a fundamental respect for privacy. Itis
likely that if brought forward as proposed, Lawful Access legislation would past
‘constitutional muster' inthe courts. This does not mean that we should adopt this standard

as that which we will accept from our government in the application of investigative

technology.

The ability of courts to intervene for the protection of rights, including privacy
rights, must not be thrown off in response to perceived crisis. As technology advances to
apoint where virtually al of our activities can be monitored to some extent, the temptation
on the part of the peopleisto alow minor invasions of privacy without oversight, or with
reduced grounds for invasion, in order to streamline the process of investigation and law
enforcement. The temptation to use all the tools at our disposal to ensure security and
lawfulness without regard to the potential for abuse must not cause us to abandon the idea
that in our society aperson isinnocent until proven guilty, and that aperson's privacy is of
inherent value. The need exists regarding privacy in thisrapidly changing world to

embrace the principle, not the technology, and thereby ensure that a consistent legal

244 Kent Roach and Gary Trotter, "Miscarriages of Justice in the War Against Terrorism", (August, 2005)
University of Toronto Legal Studies Series Research Paper No. 04-05, At 71
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framework surrounding privacy will be maintained regardless of technological
underpinnings. We cannot change the law fast enough to respond to changing technology,
therefore we must attempt to establish laws which will take into account the ever-changing
nature of technology and protect our rights regardless of technical capacity. Total panoptic
observation is the ultimate weapon in the arsenal of the totalitarian, and arelatively benign
security tool in the hands of alibertarian, but oncethetool isput in place, who isto say how
it will be used in the future? Our system of government was established in
post-revolutionary Britain by men who reasonably feared that too much power in the hands
of the King would lead to tyranny. They believed that the rule of law was not only for the
common man, but for all, including the state. How is our age so different from that in
which our system was founded? Technology has advanced, empires have risen and fallen,
nationalism has overtaken the divine right of kings and now stands teetering on the verge
of what no one knows, but people remain people, power remains power, and leadersremain
leaders.

The difficulty for those leaders is to make the difficult decision to choose options
for the enhancement of security that will protect the public both physically from attack by
externa forces, as well asinternally from the very mechanisms designed to protect them
This presents a problem.

Government officials [often] try to do something - the
problem is that the "something" they try to do is not the
result of an informed and thoughtful policy analysis, but
often a cheap gimmicky solution that will grab headlines.
The choice for officids is not between doing something or
nothing - it is between doing something symbolic versus

doing something meaningful but more nuanced and
complicated. When it comes to security, the symbolic

245 Kent Roach, "Did September 11 Change Everything? Struggling to Preserve Canadian Values in the
Face of Terrorism", (August 2002) 47 McGill Law Journal no 4 893.
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measures often have high civil liberty costs with very little

security payoff. Left unexplored are the many more

meaningful alternatives where the benefits might outweigh

the costs.**®
The temptation is for the imposition of differential standards of privacy protection where
investigation is of differing suspected offences due to a differing expectation of privacy by
those engaged in differing proscribed activity, as proposed by Andrew Song "the
expectation of privacy that is reasonable should depend on the degree of harm that the
government is trying to protect or deter."*’ The problem that this poses is that this throws
conceptions of privacy protection into arealm of real and perceived risk, whether physical,
asin the case of the risks posed by terrorism, or societal, such as the hazards posed by
online sexual predators or drug traffickers. We cannot base a reasonable expectation of
privacy on the activity that is suspected, because if we do so any individual suspected of
heinous crimes, without the necessity of oversight, will lack the protection of constitutional
rights. Protection of privacy rights must not rely on the crime being investigated or the
means used to invade the privacy, the use of areduced evidentiary requirement for
obtaining dataveillance warrants is problematic, and while it may not actualy violate the
Canadian constitution, it would still represent a serious diminution of the private spherein
Canada with little if any tangible benefit.

Many philosophers and statesmen have echoed the sentiment that eternal vigilance
is the price of freedom, and it has only rarely been the case that this idea has focused on
external threats. Itisnot by casting our eyes outside, in asearch for ‘them’ or 'they' that
we will protect ourselves and our way of life. It is by ensuring, even when 'them’ or "they'
246 Daniel Solove, "Data Mining and the Security-Liberty Debate", (2007-2008) GWU Law School Public
Law Research Paper No. 278, 74 University of Chicago Law Review, forthcoming 2008 at 15.

247 Andrew Song, Technology, Terrorism and the Fishbow! Effect: An Economic Analysis of Surveillance

and Searches', (May 2003) Harvard Law School Public Law & Legal Theory Research Paper Series no. 73,
at 20.
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seem to be the greatest danger, that we protect our way of life not only from them but from
ourselves and our desire for safety above al else. "They that can give up essential liberty
to obtain alittle temporary safety deserve neither liberty nor safety.”  We may well
believe, and we may well beright, that in Canada our government has the best of intentions
and means us no harm, but surrendering liberties to authority, even where that authority is
benevolent, is folly. Ilamism, terrorism, communism, fascism, none of these terrors is so
powerful as tojustify retreating from the establishing principles which have made our
society different from those which came before, which is the principle that whether
commoner or king we are al bound by the same law, and that the individual is the
fundamental unit of our society. Our society has survived worse terrors than it faces today
without sacrificing essential liberty. It isour duty to ensure that the sacrifices made by
those who have fought and died for our way of life were not in vain and that we will not
destroy our own liberties in an attempt to protect ourselves from danger, illusory or
otherwise. Such a coursewill destroy us more completely than any attack from outside our
society. Neither bomb nor gun, nor army can harm us more powerfully than the idea that

we must fundamentally alter our liberties in order to protect ourselves from danger.

Attributed to Benjamin Franklin.
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Appendix A: List of Acronyms

CBRN - Chemical Biological, Radiological, Nuclear. A reference to particular types of
weapons of mass destruction, commonly weapons at which anti-proliferation measures are
targeted.

CPIC - Canadian Police Information Centre. A computerized system containing
information on criminal records, missing persons and stolen property.

CSIS - The Canadian Security Intelligence Service.

DNS - Denial of Service. An error resulting from an over-loaded website.

FLIR - Forward Looking InfraRed. A type of sensor used from aircraft to find sources of
heat such as bodies, vehicle engines and exhausts, and in some cases, marijuana grow
operations.

ISP - Internet Service Provider.

LTTE - Liberation Tigers of Tamil Eelam. A Hindu separatist group using suicide
bombings and other violent means against the government and people of Sri Lanka.

NSA - Nationa Security Agency. The intelligence agency within the United states

Government responsible for intercepting and decoding communications outside of the
United States.

PDA - Persona Digital Assistant. A pocket-sized computer used for simple purposes,
particularly scheduling.

RFID Chip- Radio Frequency Identification Chip. A small electronic device implanted in
many common items which can be scanned and identified with areader from some distance
away.

TSP - Telecommunications Service Provider.

URL - Uniform Resource Locator. A string of characters that represents a location on the
Internet.
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Appendix B: Definitions

American Gulag Archipelago - A term used by some more inflammatory commentators for
a series of more or less secret prisons operated by the United States government outside of
its territory. The application of legal and human rights in these prisons is questionable.

Ammonium Nitrate Fertilizer - A chemical fertilizer that is little used in agriculture in most
of North America, but which forms a powerful and easy to make explosive when mixed
with common chemicals. The resulting explosive is commonly used in mining, and has
been used by terrorist groups inside and outside North America.

Asymmetric Political Violence - A blanket term for insurgency, guerrilla warfare and
terrorism.

Blackberry - A hand-held communication device that combines telephone, e-mail, text
messaging and other features.

Black Site - A location used for the purpose of making an individual disappear from
society, usually for interrogation.

Blog - Short for web log. An electronic journal posted on the internet by the user for others
to read.

Data Mining - The practice of using powerful computers to sft through vast quantities of
personal information in order to seek patterns.

Dataveillance - The use of electronic means to compile personal data about an individual
by examining the electronic records left behind by their participation in society.

E-Zine - Electronic Magazine, atype of newsletter forwarded by subscription to users of
the internet.

Extraordinary Rendition / Extrgjudicial Rendition - The transfer of an individual into the
hands of a state's authorities outside the normal deportation or extradition processes.

Googling - Inputting an individual's name into the search engine Google or a similar
search engine) and examining the results.

Idamist / Idamism - A term used to describe certain |damic fundamentaist and Islamic
Nationalist movements and the adherents to those movements.

Lawful Access - A term describing a series of proposals brought forward by the Canadian
Department of Justice which would establish rules surrounding the use of electronic media
for the survelllance of the public.

Panopticon Prison - A proposed prison design which would consist of a series of cells,
totally exposed to view from a centralized station which,, in turn, was unobservable to the
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prisoner, thus creating uncertainty in the mind of the prisoner regarding whether or not he
was being watched.

Panoptic Society- A society where monitoring of individualsis so great that each member
imposes a strict observance of al rules and norms.

Tracking Data - Datarelating to the location of an individua as provided by electronic
means such as GPS devices, cdl phones, RFID chips and debit and credit card information.

Transmission Data - Data relating to the size, origin, recipient and routing of electronic
communications.
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Appendix C: Legidative Provisions

Canadian L egidation

Bill C-74, Modernization of Investigative Techniques Act, 1% Sess., 38" Pari., 2005, (1%
Reading 15 November 2005).

11. (1) When atelecommunications service provider installs new software for a
transmission apparatus that the service provider operates, the service provider shall meet
the operational requirements in respect of that apparatus to the extent that would be enabled
by the installation of the software in the form available from the software's manufacturer
that would most increase the service provider's ability to meet those operational
reguirements.

(2) Subsection (1) applies even if the form of the software in question would require the
telecommunications service provider to acquire additional software licences or
telecommunications facilities to achieve that increased ability.

17. (1) Every telecommunications service provider shall, in accordance with the
regulations, provide to aperson designated under subsection (3), on his or her written
reguest, any information in the service provider's possession or control respecting the name
and address of any subscriber to any of the service provider's telecommunications services
and respecting any other identifiers associated with the subscriber.

(2) A designated person shall ensure that he or she makes arequest under subsection (1)
only in performing, as the case may be, a duty or function

(a) of the Canadian Security Intelligence Service under the Canadian Security Intelligence
Service Act;

{b) of apolice service, including any related to the enforcement of any laws of Canada, of
aprovince or of a foreignjurisdiction; or

(c) of the Commissioner of Competition under the Competition Act.

(3) The Commissioner of the Roya Canadian Mounted Police, the Director of the
Canadian Security Intelligence Service, the Commissioner of Competition and the chief or
head of a police service constituted under the laws of a province may designate for the
purposes of this section any employee of his or her agency, or a class of such employees,
whose duties are related to protecting national security or to law enforcement.

(4) The number of persons designated under subsection (3) in respect of a particular
agency may not exceed the greater of five and the number that is equal to five percent of the
total number of employees of that agency.

(5) The Commissioner of the Royal Canadian Mounted Police and the Director of the
Canadian Security Intelligence Service may delegate his or her power to designate persons
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under subsection (3) to, respectively, amember of a prescribed class of senior officers of
the Roya Canadian Mounted Police or a member of a prescribed class of senior officials
of the Canadian Security Intelligence Service.

(6) A designated person shall, with respect to requests made by the person under
subsection (1),

(a) keep, in accordance with the regulations, arecord that
(1) identifies the duty or function referred to in subsection (2) in the performance of which
the request is made,

(i1) describes the relevance of the information requested to that duty or function and
includes any other information that is necessary to know the reason for the request; and

(b) ded with the information provided in response to those requests in accordance with the
regulations.

Canadian Charter of Rights and Freedoms Part | of the Constitution Act, 1982, being
Schedule B to the Canada Act 1982, ch. 11 (U.K.).

1. The Canadian Charter of Rights and Freedoms guarantees the rights and freedoms set
out in it subject only to such reasonable limits prescribed by law as can be demonstrably
justified in a free and democratic society.

8. Everyone has the right to be secure against unreasonable search or seizure.

24. (1) Anyone whose rights or freedoms, as guaranteed by this Charter, have been
infringed or denied may apply to a court of competent jurisdiction to obtain such remedy as
the court considers appropriate and just in the circumstances.

(2) Where, in proceedings under subsection (1), a court concludes that evidence was
obtained in amanner that infringed or denied any rights or freedoms guaranteed by this
Charter, the evidence shall be excluded if it is established that, having regard to all the
circumstances, the admission of it in the proceedings would bring the administration of
justice into disrepute.

Anti-terrorism Act S.C. 2001 c. 41.

1 (b) an act or omission, in or outside Canada,
(1) that is committed

(A) inwhole or in part for apolitical, religious or ideological purpose, objective or
cause, and
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(B) in whole or in part with the intention of intimidating the public, or a segment
of the public, with regard to its security, including its economic security, or
compelling aperson, agovernment or a domestic or an international organization
to do or to refrain from doing any act, whether the public or the person, government
or organization is inside or outside Canada, and

(i) that intentionally
(A) causes death or serious bodily harm to a person by the use of violence,
(B) endangers aperson's life,

(C) causes a serious risk to the health or safety of the public or any segment of the
public,

(D) causes substantial property damage, whether to public or private property, if
causing such damage is likely to result in the conduct or harm referred to in any of
clauses (A) to (C), or

(E) causes serious interference with or serious disruption of an essential service,
facility or system, whether public or private, other than as aresult of advocacy,
protest, dissent or stoppage of work that is not intended to result in the conduct or
harm referred to in any of clauses (A) to (C),

and includes a conspiracy, attempt or threat to commit any such act or omission, or being
an accessory after the fact or counselling in relation to any such act or omission, but, for
greater certainty, does not include an act or omission that is committed during an armed
conflict and that, at the time and in the place of its commission, isin accordance with
customary international law or conventional international law applicable to the conflict, or
the activities undertaken by military forces of a state in the exercise of their officia duties,
to the extent that those activities are governed by other rules of international law.

Criminal Code R.S.C. 1985, c. C-46

Definitions 83.01 (1) The following definitions apply in this Part.
"Canadian”

: "Canadian" means a Canadian citizen, a permanent resident within the
« Canadien »

meaning of subsection 2(1) of the Immigration and Refugee Protection
Act or abody corporate incorporated and continued under the laws of
Canada or aprovince.

«egrtllttié[/e . "entity" means a person, group, trust, partnership or fund or an
unincorporated association or organization.
«l I;fﬁ eentlty "listed entity" means an entity on alist established by the Governor in

Council under section 83.05.
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"terrorist u C e

b e terronst activity means
acta\éﬁ\)fte (a) an act or omission that is committed in or outside Canada and that,
terroriste » if committed in Canada, is one of the following offences:

(i) the offences referred to in subsection 7(2) that implement the
Convention for the Suppression of Unlawful Seizure of Aircraft,
signed at The Hague on December 16,1970,

(i) the offences referred to in subsection 7(2) that implement the
Convention for the Suppression of Unlawful Acts against the Safety
of Civil Aviation, signed at Montreal on September 23,1971,

(iii) the offences referred to in subsection 7(3) that implement the
Convention on the Prevention and Punishment of Crimes against
Internationally Protected Persons, including Diplomatic Agents,
adopted by the General Assembly of the United Nations on
December 14, 1973,

(iv) the offences referred to in subsection 7(3.1) that implement the
International Convention against the Taking of Hostages, adopted
by the Genera Assembly of the United Nations on December 17,
1979,

(v) the offences referred to in subsection 7(3.4) or (3.6) that
implement the Convention on the Physical Protection of Nuclear
Material, done at Vienna and New Y ork on March 3, 1980,

(vi) the offences referred to in subsection 7(2) that implement the
Protocol for the Suppression of Unlawful Acts of Violence at
Airports Serving International Civil Aviation, supplementary to the
Convention for the Suppression of Unlawful Acts against the Safety
of Civil Aviation, signed at Montreal on February 24, 1988,

(vii) the offences referred to in subsection 7(2.1) that implement the
Convention for the Suppression of Unlawful Acts against the Safety
of Maritime Navigation, done at Rome on March 10,1988,

(viii) the offences referred to in subsection 7(2.1) or (2.2) that
implement the Protocol for the Suppression of Unlawful Acts
against the Safety of Fixed Platforms Located on the Continental
Shelf, done at Rome on March 10, 1988,

(ix) the offences referred to in subsection 7(3.72) that implement the
International Convention for the Suppression of Terrorist
Bombings, adopted by the General Assembly of the United Nations
on December 15,1997, and
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(x) the offences referred to in subsection 7(3.73) that implement the
International Convention for the Suppression of the Financing of
Terrorism, adopted by the General Assembly of the United Nations
on December 9, 1999, or

(b) an act or omission, in or outside Canada,
(1) that is committed

(A) inwhole or in part for apolitical, religious or ideological
purpose, objective or cause, and

(B) inwhole or in part with the intention of intimidating the
public, or a segment of the public, with regard to its security,
including its economic security, or compelling aperson, a
government or adomestic or an international organization to do or
to refrain from doing any act, whether the public or the person,
government or organization is inside or outside Canada, and

(i) that intentionally

(A) causes death or serious bodily harm to a person by the use of
violence,

(B) endangers aperson's life,

(C) causes aseriousrisk to the health or safety of the public or any
segment of the public,

(D) causes substantial property damage, whether to public or
private property, if causing such damage is likely to result in the
conduct or harm referred to in any of clauses (A) to (C), or

(E) causes serious interference with or serious disruption of an
essential service, facility or system, whether public or private,
other than as aresult of advocacy, protest, dissent or stoppage of
work that is not intended to result in the conduct or harm referred
toin any of clauses (A) to (C),

and includes a conspiracy, attempt or threat to commit any such act or
omission, or being an accessory after the fact or counselling in relation to
any such act or omission, but, for greater certainty, does not include an act
or omission that is committed during an armed conflict and that, at the
time and in the place of its commission, is in accordance with customary
international law or conventiona internationa law applicable to the
conflict, or the activities undertaken by military forces of a state in the
exercise of their official duties, to the extent that those activities are
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8

governed by other rules of internationa law.
"terrorist group” means

(a) an entity that has as one of its purposes or activities facilitating or
carrying out any terrorist activity, or

(b) alisted entity,
and includes an association of such entities.

(1.1) For greater certainty, the expression of a political, religious or
ideological thought, belief or opinion does not come within paragraph (b)
of the definition "terrorist activity” in subsection (1) unless it constitutes
an act or omission that satisfies the criteria of that paragraph.

(2) For the purposes of this Part, facilitation shall be construed in
accordance with subsection 83.19(2).

83.28 (1) Inthis section and section 83.29, "judge" means aprovincial
court judge or ajudge of asuperior court of criminal jurisdiction.

(2) Subject to subsection (3), apeace officer may, for the purposes of
an investigation of aterrorism offence, apply ex parte to ajudge for an
order for the gathering of information.

(3) A peace officer may make an application under subsection (2) only
if the prior consent of the Attorney General was obtained.

(4) A judge to whom an application is made under subsection (2) may
make an order for the gathering of information if the judge is satisfied that
the consent of the Attorney General was obtained as required by
subsection (3) and

(a) that there are reasonable grounds to believe that
() aterrorism offence has been committed, and
(i) information concerning the offence, or information that may
reveal the whereabouts of a person suspected by the peace officer of
having committed the offence, is likely to be obtained as aresult of
the order; or

(b) that

(1) there are reasonable grounds to believe that aterrorism offence
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will be committed,

(i) there are reasonable grounds to believe that a person has direct
and materia information that relates to aterrorism offence referred
to in subparagraph (i), or that may reveal the whereabouts of an
individual who the peace officer suspects may commit aterrorism
offence referred to in that subparagraph, and

(ii1) reasonable attempts have been made to obtain the information
referred to in subparagraph (ii) from the person referred to in that

subparagraph.

Contents of

order (5) An order made under subsection (4) may

(a) order the examination, on oath or not, of a person named in the
order:

(b) order the person to attend at the place fixed by thejudge, or by the
judge designated under paragraph (d), as the case may be, for the
examination and to remain in attendance until excused by the presiding
judge;

(c) order the person to bring to the examination any thing in their
possession or control, and produce it to the presiding judge;

(d) designate another judge as the judge before whom the examination
isto take place; and

(e) include any other terms or conditions that thejudge considers
desirable, including terms or conditions for the protection of the
interests of the person named in the order and of third parties or for the
protection of any ongoing investigation.

Execution of

order (6) An order made under subsection (4) may be executed anywhere in

Canada.

Variation of

order (7) The judge who made the order under subsection (4), or another

judge of the same court, may vary its terms and conditions.

Obligation to
answer
guestions and
produce things

(8) A person named in an order made under subsection (4) shall answer
guestions put to the person by the Attorney General or the Attorney
General's agent, and shall produce to the presiding judge things that the
person was ordered to bring, but may refuse if answering a question or
producing athing would disclose information that is protected by any law
relating to non-disclosure of information or to privilege.

Judge to rule (9) The presiding judge shall rule on any objection or other issue
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relating to arefusa to answer a question or to produce athing.

(10) No person shall be excused from answering a question or
roducing athing under subsection (8) on the ground that the answer or

thing may tend to’incnminate the person or subject the person to any
proceeding or penalty, but

(a) no answer given or thing produced under subsection (8) shall be
used or received against the person in any crimina proceedings against
that person, other than a prosecution under section 132 or 136; and

(b) no evidence derived from the evidence obtained from the person

shall be used or received against the person in any criminal proceedings
againgt that person, other than a prosecution under section 132 or 136.

(11) A person has theright to retain and instruct counsel at any stage of

the proceedings.

(12) The presiding judge, if satisfied that any thing produced during the

course of the examination will likely be relevant to the investigation of
any terrorism offence, shall order that the thing be given into the custody
of the peace officer or someone acting on the peace officer's behalf.

83.3 (1) The consent of the Attorney Generad is required before a peace

officer may lay an information under subsection (2).

(2) Subject to subsection (1), a peace officer may lay an information

before a provincia court judge if the peace officer

(a) believes on reasonable grounds that aterrorist activity will be
carried out; and

(b) suspects on reasonable grounds that the imposition of a
recognizance with conditions on aperson, or the arrest of a person, is
necessary to prevent the carrying out of the terrorist activity.

(3) A provincia court judge who receives an information under

subsection (2) may cause the person to appear before the provincial court
judge.

(4) Notwithstanding subsections (2) and (3), if
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(a) either

(1) the grounds for laying an information referred to in paragraphs
(2)(a) and (b) exist but, by reason of exigent circumstances, it would
be impracticable to lay an information under subsection (2), or

(i) an information has been laid under subsection (2) and a
summons has been issued, and

(b) the peace officer suspects on reasonable grounds that the detention
of the person in custody is necessary in order to prevent aterrorist
activity,

the peace officer may arrest the person without warrant and cause the
person to be detained in custody, to be taken before a provincia court
judge in accordance with subsection (6).

Duty of peace

of fiicer (5) If apeace officer arrests a person without warrant in the

circumstance described in subparagraph (4)(a)(i), the peace officer shall,
within the time prescribed by paragraph (6)(a) or (b),

(a) lay an information in accordance with subsection (2); or

(b) release the person.

When person to
be taken before
judge

(6) A person detained in custody shall be taken before a provincial
court judge in accordance with the following rules:

(a) if aprovincia court judge is available within aperiod of
twenty-four hours after the person has been arrested, the person shall
be taken before a provincial court judge without unreasonable delay
and in any event within that period, and

(b) if aprovincia courtjudge is not available within a period of
twenty-four hours after the person has been arrested, the person shall
be taken before a provincial court judge as soon as possible,

unless, at any time before the expiry of the time prescribed in paragraph
(a) or (b) for taking the person before a provincial court judge, the peace
officer, or an officer in charge within the meaning of Part XV, is satisfied
that the person should be released from custody unconditionally, and so
releases the person.

How person

dealt with (7) When a person is taken before a provincial court judge under

subsection (6),

(@) if an information has not been laid under subsection (2), thejudge
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shall order that the person be released; or
(b) if an information has been laid under subsection (2),

(1) thejudge shall order that the person be released unless the peace
officer who laid the information shows cause why the detention of
the person in custody is justified on one or more of the following
grounds:

(A) the detention is necessary to ensure the person's appearance
before aprovincia courtjudge in order to be dealt with in
accordance with subsection (8),

(B) the detention is necessary for the protection or safety of the
public, including any witness, having regard to all the
circumstances including

(1) the likelihood that, if the person is released from custody, a
terrorist activity will be carried out, and

(1) any substantial likelihood that the person will, if released
from custody, interfere with the administration of justice, and

(C) any other just cause and, without limiting the generality of the
foregoing, that the detention is necessary in order to maintain
confidencein the administration of justice, having regard to all the
circumstances, including the apparent strength of the peace
officer's grounds under subsection (2), and the gravity of any
terrorist activity that may be carried out, and

(i) thejudge may adjourn the matter for a hearing under subsection
(8) but, if the person is not released under subparagraph (i), the
adjournment may not exceed forty-eight hours.

Hearing before

judge (8) The provincial court judge before whom the person appears

pursuant to subsection (3)

(a) may, if satisfied by the evidence adduced that the peace officer has
reasonable grounds for the suspicion, order that the person enter into a
recognizance to keep the peace and be of good behaviour for any period
that does not exceed twelve months and to comply with any other
reasonable conditions prescribed in the recognizance, including the
conditions set out in subsection (10), that the provincial court judge
considers desirable for preventing the carrying out of aterrorist
activity; and

(b) if the person was not released under subparagraph (7)(fr)(i), shall
order that the person be released, subject to the recognizance, if any,
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ordered under paragraph (a).

(9) The provincia court judge may commit the person to prison for a
term not exceeding twelve months if the person fails or refuses to enter
into the recognizance.

(10) Before making an order under paragraph (8)(a), the provincial
court judge shall consider whether it is desirable, in the interests of the
safety of the person or of any other person, to include as a condition of the
recognizance that the person be prohibited from possessing any firearm,
cross-bow, prohibited weapon, restricted weapon, prohibited device,
ammunition, prohibited ammunition or explosive substance, or all of
those things, for any period specified in the recognizance, and where the
provincia court judge decides that it is so desirable, the provincial court
judge shall add such a condition to the recognizance.

(11) If the provincial court judge adds a condition described in
subsection (10) to arecognizance, the provincial court judge shall specify
in the recognizance the manner and method by which

(a) the things referred to in that subsection that are in the possession of
the person shall be surrendered, disposed of, detained, stored or dealt
with; and

(b) the authorizations, licences and registration certificates held by the
person shall be surrendered.

(12) If the provincial court judge does not add a condition described in
subsection (10) to arecognizance, the provincial court judge shall include
in the record a statement of the reasons for not adding the condition.

(13) The provincial court judge may, on application of the peace

officer, the Attorney Genera or the person, vary the conditions fixed in
the recognizance.

(14) Subsections 810(4) and (5) apply, with any modifications that the
circumstances require, to proceedings under this section.

487.012 (1) A justice or judge may order a person, other than a person
under investigation for an offence referred to in paragraph (3)(a),

(a) to produce documents, or copies of them certified by affidavit to be
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true copies, or to produce data; or

(b) to prepare a document based on documents or data already in
existence and produceit.

(2) The order shall require the documents or datato be produced within
the time, at the place and in the form specified and given

(a) to apeace officer named in the order; or

(b) to apublic officer named in the order, who has been appointed or
designated to administer or enforce a federa or provincia law and
whose duties include the enforcement of this or any other Act of
Parliament.

(3) Before making an order, thejustice or judge must be satisfied, on
the basis of an ex parte application containing information on oath in
writing, that there are reasonable grounds to believe that

(a) an offence against this Act or any other Act of Parliament has been
or is suspected to have been committed,

(b) the documents or datawill afford evidence respecting the
commission of the offence; and

(c) the person who is subject to the order has possession or control of
the documents or data.

(4) The order may contain any terms and conditions that thejustice or
judge considers advisable in the circumstances, including terms and
conditions to protect a privileged communication between a lawyer and
their client or, in the province of Quebec, between alawyer or anotary and
thelir client.

(5) Thejustice or judge who made the order, or ajudge of the same
territoria division, may revoke, renew or vary the order on an ex parte
application made by the peace officer or public officer named in the order.

(6) Sections 489.1 and 490 apply, with any modifications that the
circumstances require, in respect of documents or data produced under
this section.

(7) Every copy of adocument produced under this section, on proof by
affidavit that it is atrue copy, is admissible in evidence in proceedings
under this or any other Act of Parliament and has the same probative force
asthe origina document would have if it had been proved in the ordinary

way.
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(8) Copies of documents produced under this section need not be
returned.

492.1 (1) A justice who is satisfied by information on oath in writing
that there are reasonable grounds to suspect that an offence under this or
any other Act of Parliament has been or will be committed and that
information that is relevant to the commission of the offence, including
the whereabouts of any person, can be obtained through the use of a
tracking device, may at any time issue awarrant authorizing a peace
officer or a public officer who has been appointed or designated to
administer or enforce afederal or provincial law and whose duties include
the enforcement of this Act or any other Act of Parliament and who is
named in the warrant

(a) to install, maintain and remove atracking devicein or on any thing,
including athing carried, used or worn by any person; and

(b) to monitor, or to have monitored, atracking device instaled in or
on any thing.

(2) A warrant issued under subsection (1) isvalid for the period, not
exceeding sixty days, mentioned in it.

(3) A justice may issue further warrants under this section.

(4) For the purposes of this section, "tracking device" means any
device that, when installed in or on any thing, may be used to help
ascertain, by electronic or other means, the location of any thing or
person.

(5) On ex parte application in writing supported by affidavit, the justice
who issued awarrant under subsection (1) or a further warrant under
subsection (3) or any other justice having jurisdiction to issue such
warrants may authorize that the tracking device be covertly removed after
the expiry of the warrant

{a) under any terms or conditions that the justice considers advisablein
the public interest; and

(b) during any specified period of not more than sixty days.

1993, c. 40, s. 18; 1999, c. 5, s. 18.
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492.2 (1) Ajustice who is satisfied by information on oath in writing
that there are reasonable grounds to suspect that an offence under this or
any other Act of Parliament has been or will be committed and that
information that would assist in the investigation of the offence could be
obtained through the use of a number recorder, may at any time issue a
warrant authorizing a peace officer or a public officer who has been
appointed or designated to administer or enforce a federa or provincial
law and whose duties include the enforcement of this Act or any other Act
of Parliament and who is named in the warrant

() to install, maintain and remove a number recorder in relation to any
telephone or telephone line; and

(b) to monitor, or to have monitored, the number recorder.

(2) When the circumstances referred to in subsection (1) exist, ajustice
may order that any person or body that lawfully possesses records of
telephone calls originated from, or received or intended to be received a,
any telephone give the records, or acopy of the records, to a person named
in the order.

(3) Subsections 492.1(2) and (3) apply to warrants and orders issued
under this section, with such modifications as the circumstances require.

(4) For the purposes of this section, "number recorder" means any
device that can be used to record or identify the telephone number or
location of the telephone from which a telephone call originates, or at
which it isreceived or is intended to be received.

Freedom of Information and Protection ofPrivacy Act R.S. A. 2000 c. f-25,

(2) (n)"personal information" means recorded information about an identifiable individual,

including

(i) theindividual's name, home or business address or home or
business telephone number,

(i) theindividual's race, national or ethnic origin, colour or religious
or political beliefs or associations,

(i) theindividual's age, sex, marital status or family status,

(iv) an identi;?/i ng number, symbol or other particular assigned to the
individual,

(v) theindividual's fingerprints, other biometric information, blood
type, genetic information or inheritable characteristics,
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(vi) information about the individual's health and health care history,
including information about a physical or mental disability,

(vii) information about the individual's educational, financial,
employment or criminal history, including criminal records where
a pardon has been given,

(viii) anyone else's opinions about the individual, and

(ix) the individual's personal views or opinions, except if they are
about someone else;

Privacy Act RS.C. 1985 c. p-21

2. The purpose of thisAct isto extend the present laws of Canadathat protect the privacy
of individuals with respect to persona information about themselves held by a government
institution and that provide individuals with aright of access to that information.

3. The purpose of this Part is to establish, in an erain which technology increasingly
facilitates the circulation and exchange of information, rules to govern the collection, use
and disclosure of personal information in a manner that recognizes the right of privacy of
individuals with respect to their personal information and the need of organizations to
collect, use or disclose personal information for purposes that a reasonable person would
consider appropriate in the circumstances.

British L egidation

Terrorsm Act (U.K.), 2000, el |

41 Arrest without warrant

(2) A constable may arrest without a warrant a person whom he reasonably suspects to be
aterrorist.

(2) Where aperson is arrested under this section the provisions of Schedule 8 (detention:
treatment, review and extension) shall apply.

(3) Subject to subsections (4) to (7), aperson detained under this section shall (unless
detained under any other power) be released not later than the end of the period of 48 hours
beginning—

(a) with the time of his arrest under this section, or

(b) if he was being detained under Schedule 7 when he was arrested under this section, with
the time when his examination under that Schedule began.

(4) If onareview of aperson's detention under Part |1 of Schedule 8 the review officer does
not authorise continued detention, the person shall (unless detained in accordance with
subsection (5) or (6) or under any other power) be released.

175



(5) Where apolice officer intends to make an application for awarrant under paragraph 29
of Schedule 8 extending a person's detention, the person may be detained pending the
making of the application.

(6) Where an application has been made under paragraph 29 or 36 of Schedule 8 in respect
of a person's detention, he may be detained pending the conclusion of proceedings on the
application.

(7) Where an application under paragraph 29 or 36 of Schedule 8 is granted in respect of a
person's detention, he maybe detained, subject to paragraph 37 of that Schedule, during the
period specified in the warrant.

(8) The refusal of an application in respect of a person's detention under paragraph 29 or
36 of Schedule 8 shall not prevent his continued detention in accordance with this section.

(9) A person who has the powers of a constable in one Part of the United Kingdom may
exercise the power under subsection (1) in any Part of the United Kingdom.

Postal ServicesAct, (U.K.), 2000, c.26,

83 Interfering with the mail: postal operators

(1) A person who is engaged in the business of a postal operator commits an offence if,
contrary to his duty and without reasonable excuse, he—

(&) intentionally delays or opens a postal packet in the course of its transmission by post, or
(b) intentionally opens amail-bag.

(2) Subsection (1) does not apply to the delaying or opening of a postal packet or the
opening of a mail-bag under the authority o—

(a) this Act or any other enactment (including, in particular, in pursuance of a warrant
issued under any other enactment), or

(b) any directly applicable Community provision.

(3) Subsection (1) does not apply to the delaying or opening of a postal packet in
accordance with any terms and conditions applicable to its transmission by post.

(4) Subsection (1) does not apply to the delaying of a postal packet as a result of industrial
action in contemplation or furtherance of a trade dispute.

(5) In subsection (4) "trade dispute" has the meaning given by section 244 of the [1992 c.
52.] Trade Union and Labour Relations (Consolidation) Act 1992 or Article 127 of the [S.].
1995/1980 (N.I. 12).] Trade Union and Labour Relations (Northern Ireland) Order 1995;
and the reference to industrial action shall be construed in accordance with that Act or (as
the case may be) that Order.

(6) A person who commits an offence under subsection (1) shall be liable—

(&) on summary conviction, to afine not exceeding the statutory maximum or to
imprisonment for aterm not exceeding six months or to both,
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(b) on conviction on indictment, to afine or to imprisonment for aterm not exceeding two
years or to both.

84 Interfering with the mail: genera

(1) A person commits an offence if, without reasonable excuse, he—

(&) intentionally delays or opens a postal packet in the course of its transmission by post, or
(b) intentionally opens a mail-bag.

(2) Subsections (2) to (5) of section 83 apply to subsection (1) above as they apply to
subsection (1) of that section.

(3) A person commits an offence if, intending to act to aperson's detriment and without
reasonable excuse, he opens apostal packet which he knows or reasonably suspects has
been incorrectly delivered to him.

(4) Subsections (2) and (3) of section 83 (so far as they relate to the opening of postal
packets) apply to subsection (3) above as they apply to subsection (1) of that section.

(5) A person who commits an offence under subsection (1) or (3) shall be liable on
summary conviction to afine not exceeding level 5 on the standard scale or to
imprisonment for aterm not exceeding six months or to both.

American L egidation

Uniting and Strengthening America by Providing Appropriate Tools Required to
Intercept and Obstruct Terrorism Act of 2001, Pub. L. No. 107-56,115 Stat. 272 (2001).

SEC. 209. SEIZURE OF VOICE-MAIL MESSAGES PURSUANT TO WARRANTS.
Title 18, United States Code, is amended—

(2) in section 2510—

(A) in paragraph (1), by striking beginning with ‘and such' and all that follows through
"communication’; and

(B) in paragraph (14), by inserting 'wire or' after "transmission of; and

(2) in subsections (a) and (b) of section 2703--

(A) by striking "CONTENTS OF ELECTRONIC* and inserting "CONTENTS OF WIRE
OR ELECTRONIC" each place it appears;

(B) by striking "contents of an electronic' and inserting "contents of awire or electronic'
each place it appears; and

(C) by striking "any electronic’ and inserting "any wire or electronic' each place it appears.

SEC. 210. SCOPE OF SUBPOENAS FOR RECORDS OF ELECTRONIC
COMMUNICATIONS.

Section 2703(c)(2) of title 18, United States Code, as redesignated by section 212, is
amended—

(1) by striking "entity the name, address, local and long distance telephone toll billing
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records, telephone number or other subscriber number or identity, and length of service of
a subscriber' and inserting the following: "entity the--

"(A) name;

"(B) address;

"(C) local and long distance telephone connection records, or records of session times and
durations;

'(D) length of service (including start date) and types of service utilized;

"(E) telephone or instrument number or other subscriber number or identity, including any
temporarily assigned network address; and

XF) means and source of payment for such service (including any credit card or bank
account number),

of a subscriber'; and
(2) by striking 'and the types of services the subscriber or customer utilized,'.

SEC. 216. MODIFICATION OF AUTHORITIES RELATING TO USE OF PEN
REGISTERS AND TRAP AND TRACE DEVICES.

(8) GENERAL LIMITATIONS- Section 3121(c) of title 18, United States Code, is
amended—

(2) by inserting "or trap and trace device' after "pen register’;

(2) by inserting ", routing, addressing," after "dialing’; and

(3) by striking "cdl processing' and inserting "the processing and transmitting of wire or
electronic communications so as not to include the contents of any wire or electronic
communications.

(b) ISSUANCE OF ORDERS-

(1) IN GENERAL- Section 3123(a) of title 18, United States Code, is amended to read as
follows:

"(a) IN GENERAL-

"(1) ATTORNEY FOR THE GOVERNMENT- Upon an application made under section
3122(a)(1), the court shall enter an ex parte order authorizing the installation and use of a
pen register or trap and trace device anywhere within the United States, if the court finds
that the attorney for the Government has certified to the court that the information likely to
be obtained by such installation and use is relevant to an ongoing criminal investigation.
The order, upon service of that order, shall apply to any person or entity providing wire or
electronic communication service in the United States whose assistance may facilitate the
execution of the order. Whenever such an order is served on any person or entity not
specifically named in the order, upon request of such person or entity, the attorney for the
Government or law enforcement or investigative officer that is serving the order shall
provide written or electronic certification that the order applies to the person or entity being
served.

"(2) STATE INVESTIGATIVE OR LAW ENFORCEMENT OFFICER- Upon an
application made under section 3122(a)(2), the court shall enter an ex parte order
authorizing the installation and use of a pen register or trap and trace device within the
jurisdiction of the court, if the court finds that the State law enforcement or investigative
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officer has certified to the court that the information likely to be obtained by such
installation and use is relevant to an ongoing criminal investigation.

"(3)(A) Where the law enforcement agency implementing an ex parte order under this
subsection seeks to do so by installing and using its own pen register or trap and trace
device on a packet-switched data network of a provider of electronic communication
service to the public, the agency shall ensure that arecord will be maintained which will
identify—

"(1) any officer or officers who installed the device and any officer or officers who accessed
the device to obtain information from the network;

"(ii) the date and time the device was installed, the date and time the device was uninstalled,
and the date, time, and duration of each time the device is accessed to obtain information;
"(hi) the configuration of the device at the time of itsinstallation and any subsequent
modification thereof; and

"(iv) any information which has been collected by the device.

To the extent that the pen register or trap and trace device can be set automatically to record
this information electronically, the record shall be maintained electronically throughout the
installation and use of such device.

"(B) The record maintained under subparagraph (A) shall be provided ex parte and under
sedl to the court which entered the ex parte order authorizing the installation and use of the
device within 30 days after termination of the order (including any extensions thereof).".
(2) CONTENTS OF ORDER- Section 3123(b)(1) of title 18, United States Code, is
amended--

(A) in subparagraph (A)~

(1) by inserting "or other facility' after 'telephone line'; and

(i1) by inserting before the semicolon at the end "or applied’; and

(B) by striking subparagraph (C) and inserting the following:

"(C) the attributes of the communications to which the order applies, including the number
or other identifier and, if known, the location of the telephone line or other facility to which
the pen register or trap and trace device is to be attached or applied, and, in the case of an
order authorizing installation and use of atrap and trace device under subsection (a)(2), the
geographic limits of the order; and'.

(3) NONDISCLOSURE REQUIREMENTS- Section 3123(d)(2) of title 18, United States
Code, is anended—

(A) by inserting "or other facility' after "the line'; and

(B) by striking", or who has been ordered by the court' and inserting "or applied, or who is
obligated by the order'.

(c) DEFINITIONS

(1) COURT OF COMPETENT JURISDICTION- Section 3127(2) of title 18, United States
Code, is amended by striking subparagraph (A) and inserting the following:

"(A) any district court of the United States (including a magistrate judge of such a court) or
any United States court of appeals havingjurisdiction over the offense being investigated;
or'.

(2) PEN REGISTER- Section 3127(3) of title 18, United States Code, is amended-

(A) by striking "electronic or other impulses and all that follows through "is attached' and
inserting "dialing, routing, addressing, or signaling information transmitted by an
instrument or facility from which awire or electronic communication is transmitted,
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provided, however, that such information shall not include the contents of any
communication’; and

(B) by inserting 'or process after ‘device' each place it appears.

(3) TRAP AND TRACE DEVICE- Section 3127(4) of title 18, United States Code, is
amended—

(A) by striking 'of an instrument’ and al that follows through the semicolon and inserting
‘or other dialing, routing, addressing, and signaling information reasonably likely to
identify the source of awire or electronic communication, provided, however, that such
information shall not include the contents of any communication;’; and

(B) by inserting 'or process dfter 'a device'.

(4) CONFORMING AMENDMENT- Section 3127(1) of title 18, United States Code, is
amended--

(A) by striking 'and’; and

(B) by inserting', and 'contents' after 'electronic communication service'.

(5) TECHNICAL AMENDMENT- Section 3124(d) of title 18, United States Code, is
amended by striking 'the terms of.

(6) CONFORMING AMENDMENT- Section 3124(b) of title 18, United States Code, is
amended by inserting 'or other facility' after 'the appropriate line'.

Other Legidation

Consgtitution of Mexico (1917)

Article 25. Seded correspondence sent through the mail shall be exempt from search and
its violation shall be punishable by law.



