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Abstract

Cyber-physical systems (CPSs) integrate the cyber world and physical en-
tities via seamless combinations of sensing, communication, and control. One
typical feature of CPSs is that massive data packets are transmitted through
unreliable wireless networks, which can be intercepted or manipulated by ma-
licious agents. These cyber-attacks may lead to confidential information leak-
age, system performance degradation, and even serious industrial incidents.
As a prerequisite, the investigation of worst-case attacks from adversary’s per-
spective is essential to reveal vulnerabilities of CPSs and establish a basis for
subsequent development of countermeasures. Therefore, this thesis focuses on
the design of worst-case attacks in industrial CPSs with energy and stealthi-
ness constraints.

Two research topics are considered. First, we study the scenario where
an adversary launches denial-of-service (DoS) attacks against control chan-
nels of a linear quadratic regulator (LQR). Owing to energy constraints, the
attacker can only launch consecutive attacks with a fixed horizon to maximize
the LQR control cost. Necessary and sufficient conditions are derived under
which the optimality of attacking from the initial instant can be preserved
despite the randomness of initial states. Second, we consider the scenario that
malicious agents can intercept and modify sensor measurements of a remote
state estimator, with the purpose to degrade the estimation quality while re-

maining undetected by anomaly detectors. This scenario is composed of three
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topics: ) An innovation-based linear attack fusing all available information
is proposed, which clarifies a counter-intuitive issue in existing work. Explicit
expressions of optimal stealthy attack coefficients are obtained without solving
optimization problems numerically. i) The optimal information-based attack
that achieves the maximum greedy performance and deceives x? detectors is
derived. For both attacks with strict and relaxed stealthiness, the optimal
compromised innovation is shown to be a linear function of the conditional
minimum mean-square error (MMSE) estimate of prediction errors. A unified
framework and a separation principle are proposed to handle more general sce-
narios that the attacker has access to different levels of online information. i)
The optimal information-based stealthy attack leading to the maximum holis-
tic performance is obtained. The compromised innovation is constructed as a
linear combination of the MMSE estimates of all historical prediction errors;
then the combination coefficients are obtained by solving a convex optimiza-
tion problem. Moreover, the proposed attack can be generalized to deceive
interval x? detectors with different lengths. It is shown that the worst-case
attack effect is determined by both the amount of online information and the
duration of the detection interval.

The effectiveness of the proposed methods is demonstrated by theoretical
analysis, numerical examples, as well as comparative studies with existing
work. These findings lead us to a better understanding of vulnerabilities of

industrial CPSs and facilitate development of protective measures.
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Chapter 1

Introduction

In this chapter, the research background for cyber-physical system security
is introduced and a literature survey is provided to summarize the recent
development of worst-case attacks and defensive countermeasures. Thereafter,

the contributions of the thesis are listed, followed by a thesis outline.

1.1 Research Background

The last decade witnessed a rapid progress in the development of cyber-
physical systems (CPSs), which are tight integrations of computational, net-
working and physical components. CPSs provide a general modeling frame-
work that covers various industrial processes and critical infrastructures, e.g.,
power grids [41, 43, 45], water distribution networks [2, 75, 79], intelligent
transportation [21, 55|, smart medical devices [13, 33|, and industrial control
systems [1, 32, 80, 82, 91]. The normal operation of CPSs depends on re-
liable transmission of data packets, which could be craftily manipulated by
malicious agents particularly if wireless networks are deployed. Stuznet is one
such well-known cyber-worm that caused great damage to nuclear facilities in
Iran by injecting falsified commands [32]. In 2015, a synchronized and coordi-
nated cyber-attack compromised three Ukrainian regional power distribution
companies, resulting in electric outages affecting approximately 225,000 cus-
tomers for several hours [41]. A recent cyber-attack that crippled the largest

fuel pipeline in the U.S. and led to energy shortages across the east coast was
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Figure 1.1: Cyber-attacks on industrial control systems.

Security of CPSs can be regarded as a composition of three main at-
tributes: confidentiality, availability, and integrity. The corresponding cyber-
threats impairing these properties are respectively termed as eavesdropping
attacks, denial-of-service (DoS) attacks, and false-data injection (FDI) at-
tacks [14, 27, 76]. The later two contribute the greatest portion in real-world
incidents and have been the focus of academic research on CPS security since
a decade ago. Fig 1.1 illustrates typical cyber-attacks targeting an industrial
control system, where the dashed lines represent vulnerable data transmis-
sion channels. In DoS attacks, the adversary broadcasts noisy data to block
communication channels between different components; as a result, the useful
information is not available at the receiver’s side [6, 81, 89, 90]. FDI attacks,
also known as deception attacks, require more resources in practical implemen-
tation, since attackers need to intrude into communication links and modify
original packets or inject falsified data. In both cases, the nominal performance
of CPSs will be significantly damaged; the impact can be increased control
costs [82, 91], degraded state estimation quality [4, 24, 89], and even instabil-
ity of closed-loop systems [43, 51]. Eavesdropping attacks seem moderate for
that the attacker’s behavior has no direct impact on the system performance,
but the leak of critical information can also lead to devastating consequences
(17, 25, 88]. Other less common cyber-threats in power distribution grids in-
clude topology poisoning, load redistribution, and data framing attacks [47].

Despite inevitability of these malicious attacks, it is impossible for adversaries



to launch uncontrolled attacks owing to countermeasures deployed by system
defenders, such as the virus firewalls, anomaly detectors, and data encryp-
tion mechanisms [49, 60, 65]. The attacker’s resource budget and restricted
information also confine the feasible set of attack policies.

To enhance the security level of CPSs, it is necessary to study cyber-
security from attacker’s perspective, investigating inherent weaknesses of CPSs
by exploring worst-case attack strategies. In existing studies, synthesizing
optimal attacks that cause the maximum performance loss and developing
defensive countermeasures to mitigate their negative impacts are two major

research topics.

1.1.1 Worst-Case Cyber-Attacks

The ancient proverb “If you know both the enemy and yourself, you will
fight a hundred battles without danger of defeat” points out the necessity
and significance to study optimal cyber-attacks that maximize the adversary’s
benefit. Using “optimal”, we emphasize attack impacts from attackers’ per-
spective. It is also called “worst-case” attack when we highlight system perfor-
mance degradation from defenders’ point of view. In an adversarial network
environment, investigating the system performance evolution under influence
of malicious attacks is a prerequisite for subsequent development of defensive
countermeasures [27].

Launching cyber-attacks is a resource-consuming task. In DoS attacks that
block wireless channels, the adversary may have to configure powerful emitters
to mask original signals [48]. The attacker should design a sophisticated DoS
schedule to achieve the maximum attack impact with limited energy supply.
For example, in the case that an attacker intends to compromise a remote
state estimator but can block only limited steps of measurement transmission
in a fixed horizon, there exists an optimal schedule that causes the greatest
estimation performance loss [89]. Unlike DoS attacks that can be readily

noticed by defenders, FDI attacks are carefully synthesized to cause severe



consequences without triggering anomaly detectors. The capacity to avoid
being detected is called stealthiness, which is the main property that makes
FDI attacks differ from randomly occurred component faults. The pioneering
work on stealthy FDI attacks dates back to [45] in smart grids and [51] in
dynamic linear systems. For DoS attacks, the optimal trade-off between attack
effects and energy consumption is the main concern; while in FDI attacks more
efforts have been paid to reach a satisfactory balance between performance loss
and stealthiness level.

Additionally, attack performance depends also on the amount of informa-
tion the adversary can gain [24, 97, 98]. When synthesizing optimal attacks,
we usually assume the worst happens, i.e., a malicious agent has access to all
necessary resources and information to facilitate his/her purpose. The infor-
mation includes system parameters, controller and estimator configurations,
and online data. This assumption is in accordance with the Kerckhoffs’s prin-
ciple, which states that the security of a system should not rely on its obscurity
[73]. Though difficult, it is often assumed that adversaries can infer system
parameters using techniques like system identification and controller invasion
[16, 46]. The online information refers to the eavesdropped data in unreli-
able transmission links, namely, real-time sensor measurements and control
commands. In some cases, an attacker can not only intercept original sensor
outputs but also obtain more information of system states by placing extra
sensors [24, 40, 97]. How to fully utilize all available information to achieve the
maximum attack impact is a challenge task that has not been fully addressed
in existing studies.

As a summary, the design of worst-case attacks is to synthesize optimal
attack sequences that cause the maximum performance loss in CPSs, with the

following practical concerns:

1. The available information for attackers should be fully utilized.
2. The consumed attack energy must not exceed the budget limit.
3. The attack is capable of deceiving anomaly detectors.
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1.1.2 Defensive Countermeasures

The ultimate goal of current studies is to develop efficient countermeasures
that eliminate or mitigate the impacts of cyber-threats. These protective
mechanisms can be classified as preventative and compensatory measures [58].
In many aspects, cyber-attacks bear some similarities with physical faults
and transmission errors. DoS attacks can be regarded as coordinated packet
dropouts in the sense that both of them impair information availability [64, 83];
the manipulation of sensor measurements can be modeled in a similar way as
additive and multiplicative faults [15, 19, 20]. However, existing methods
on fault detection and fault-tolerant control can not be applied directly to
tackle cyber-attacks. Faults are usually considered as physical events that
occur randomly and affect the system performance in an uncoordinated way;
whereas cyber-attacks are intentionally designed by attackers, making their
detection and mitigation a more challenging task.

Preventative methods are proactive countermeasures that increase the dif-
ficulty of launching cyber-attacks or reveal their occurrence at an early stage.
Data encryption [67, 72, 95, 96], moving-target defense (MTD) [11, 30, 77],
water-marking [53, 61, 63, 78|, and novel attack detectors [28, 34, 44, 86| are
typical representatives. To resist FDI attacks, the core idea is constructing
strict stealthiness conditions such that it is much more expensive or even im-
possible to launch cyber-attacks without triggering alarms. Data encryption
has been widely adopted in computer networks, which relies on the confiden-
tiality of security keys and robustness of encryption algorithms [67]. In data
exchange units without enough computing resources, deploying data encryp-
tion module could be prohibitive. MTD is a protection technique borrowed
from computer security, where a stochastic switching structure is utilized to
dynamically and continuously alter the parameters of the system and hinder
the attacker’s ability to conduct successful reconnaissance. This type of pro-
tection requires frequent switching of operation modes and thus is often at

the sacrifice of optimal control performance [30]. Water-marking is a physi-



cal authentication algorithm that adds a random biased signal to the optimal
control input; the manipulation of nominal data can be revealed by checking
whether the water-marking signal is correctly reflected in the sensor output
[53]. However, one needs to put efforts to balance the attack resilience abil-
ity and control performance by designing an optimal authentication signal,
since the control input is artificially compromised and the process runs in a
non-optimal mode. Designing novel attack detectors without hindering nom-
inal system behavior is a more challenging task. Though there is some work
extending fault detection algorithms to reveal cyber-attacks, these methods
are effective only for some special types of control systems and data injection
[86]. Finally, it is noted that the aforementioned proactive countermeasures
are usually not suitable to resist DoS attacks, which are easily notified by
system defenders and thus active mitigating methods can be adopted.

As a comparison, compensatory methods refer to those active countermea-
sures that take effect only after an attack is detected. For industrial control
systems, the core mission is to achieve attack-resilient control and estimation,
namely, the capacity to maintain system performance at a minimum level
even when cyber-attacks are unavoidable. The basic idea is similar to fault
tolerant control, where there exist several preset operation modes and robust
controllers will be activated after a critical anomaly is announced [94]. It is
seen that the attack resilient performance depends on the efficiency of attack
detection algorithms. There is also some work assuming that dynamic actions
of attackers and defenders are known to each other. As a result, each side will
react optimally based on the opponent’s optimal action. The decision-making

process for both sides is studied in a game-theory framework [17, 35, 37].

1.2 Literature Survey

The thesis focuses on the derivations of worst-case DoS attacks on LQR
control channels with energy constraints and FDI attacks on remote state

estimation with stealthiness constraints. This section presents a detailed lit-



erature survey on the recent development of these attacks and corresponding

countermeasures.

1.2.1 Optimal DoS Attacks

In situations where a plant is controlled by a remote controller, both con-
trol commands and sensor measurements can be compromised by attackers.
Currently, a majority of existing work on DoS attacks concentrates on sensor
networks in open-loop systems, where the goal of attackers is to degrade the
estimation quality. Zhang et al. proved that an optimal DoS strategy against
sensor channels of linear quadratic Gaussian (LQG) systems was consecutive
attack at active periods when attackers only had limited resource [89]. Li at al.
formulated a DoS attack and defense strategy in a game-theoretic framework
and showed the optimal strategies for sensors and attackers constitute a Nash
equilibrium [37]. The authors extended their results to signal-to-interference-
plus-noise ratio-based DoS attacks, where a more complex scenario that both
the sensor and the attacker can choose their actions with multiple energy lev-
els was investigated [35]. Zhang at al. studied the optimal schedule for DoS
attacks to degrade the performance of a remote state estimator, where sen-
sor measurements were transmitted through a band-limited wireless channel
under the round-robin protocol [90]. For an energy-constraint jammer on re-
mote state estimation, Gan at al. investigated the problem of how to select
the number of channels at each attack time to maximally deteriorate the CPS
performance. Qin at al. considered the scenario that an energy-constrained
adversary launched DoS attacks on packet-dropping networks and proposed
some defensive countermeasures [62]. Compared with attacks on open-loop
sensor channels, there are only few papers studying DoS attacks on closed-
loop controller links. In general, analysis on the influence of attacks on control
performance is more difficult than that on estimation performance because the
system dynamics will not be altered in the later case.

Zero-input and hold-input are two compensation strategies under DoS at-



tacks in existing literature [29, 66, 93]. In both strategies, the system dynamics
switch between two subsystems and the attack sequence design can be refor-
mulated as an optimal switching problem. Wu et al. investigated the FDI
optimal attack in LQR systems when attackers had only limited access to
actuator channels [82]. The best attacked channels and falsified data were

obtained simultaneously by solving a switched LQ problem.

1.2.2 Optimal FDI Attacks

A stealthy FDI attack compromising state estimators was brought for-
ward by Liu et al. in smart grids, where it was found that the estimation
error of least square estimators could be manipulated arbitrarily large by in-
jecting falsified measurements [45]. Moreover, if the injected data lied in the
column space of measurement matrix, the attack could completely deceive a
residual-based bad data detector. This interesting conclusion has stimulated
substantial investigation on this topic, mainly with the extension from static
systems in smart grids to dynamic ones in networked control systems. The
capacity of FDI attacks to remain stealthy is the most concerned issue in aca-
demic research [22, 51]. In fault detection, the residual (or innovation) is the
difference of actual and predicted outputs and often utilized to reveal anoma-
lies [15]. The stealthiness property in existing studies is thus defined in two

different ways:

1. From a deterministic point of view, an attack is stealthy if the difference
of residuals (or outputs) with and without the attack has a bounded
norm [26, 51, 52, 56, 74, 92]. Zero-dynamic deception attacks that can

compromise non-minimum phase systems is a typical representative [59].

2. From a statistical point of view, an attack is stealthy if the Kullback—
Leibler (KL) divergence of the step-wise innovations with and without
the attack is bounded by a given threshold [22, 24, 24, 36, 38-40, 68,

69]. There is also some work utilizing the KL divergence of nominal



and compromised innovation sequences to define a similar stealthiness

measure [4, 5, 91].

In both cases, an attack is said to be strictly stealthy if the threshold is set as
zero; otherwise the attack is relaxedly stealthy, where more attack performance
can be achieved by sacrificing the stealthiness property.

Mo and Sinopoli gave the first residual-based stealthiness definition and
proposed the stealthy deception attack for the perfect attackable systems,
which could be destabilized, but the residual change was bounded [51]. With
the same stealthiness metric, Hu et al. found an insecurity condition for the
existence of stealthy attacks that could cause unbounded estimation perfor-
mance degradation [26]. Chen et al. investigated the stealthy deception attack
with the objective of driving system states to a desired region [10]. A similar
problem was studied in [92], where a self-generated stealthy attack leading to
unbounded estimation errors was proposed.

The second stealthiness measure is widely applied in optimal deception
attacks on remote state estimation, which is motivated by the fact that an
interval x? detector is usually deployed to reveal anomalies. Although a lot
of research has been carried out on this topic, existing work has been mostly
restricted to the case of innovation-based linear attacks. In the pioneering
work [22], Guo et al. proposed an attack policy that an affine transformation
of the nominal innovation was transmitted to the remote end. The optimal co-
efficients were obtained recursively by solving semi-definite programs (SDPs)
that maximize the estimation error subject to stealthiness constraints. If the
attacker can intercept only the original measurements, the optimal attack
completely deceiving a x? detector was shown to be just flipping the sign
of nominal innovations [22]. Guo et al. extended their results to the cases
where attackers could use extra sensors to measure system states [24] and
attacks with relaxed stealthiness [23]. A counter-intuitive conclusion showed
that the additional information would not benefit the attacker’s purpose for

unstable scalar systems. Zhou et al. studied a different strategy to utilize side



information [97]. All these attacks were linear functions of only the current-
step nominal innovation, and thus the compromised innovation was zero-mean
independent and identically distributed (i.i.d.). These attacks could success-
fully deceive an interval x? detector, but they satisfied an overly restrictive
stealthiness constraint. To improve attack performance, Li and Yang designed
a linear attack based on the current innovation and an additional historical
one that was beyond the sliding window of x? detectors [39]. However, the
information available to the attacker was not fully utilized, thus the attack
did not achieve the maximum estimation quality degradation. To tackle this
dilemma, Shang and Chen studied a general scenario that an interval of histor-
ical nominal innovations could be utilized to design linear attacks. This policy
caused more severe estimation performance loss compared with the previous
work, but the compromised innovations were correlated in every two consecu-
tive steps, making the attack only be able to bypass a single-step x? detector
[68]. Other relevant papers that studied either the innovation-based linear
attacks, or defensive countermeasures against linear attacks can be found in
9, 36, 38, 67, 70, 71, 84]. In summary, it is challenging for innovation-based
linear attacks to deceive interval x? detectors without sacrificing attack per-
formance. How to properly handle the stealthiness constraint associated with
interval anomaly detectors is still an open problem.

Additionally, very few studies consider the scenario that the attacker can
gain some side information of system states by placing extra sensors, though
in practical cases this information can be obtained easily. For instance, an
adversary may implement another radar to measure the speed of a UAV
[18], or deploy an extra thermometer to measure an object’s temperature.
In [24, 40, 97], different innovation-based linear attacks making use of side
information were compared. As will be shown in this thesis, all these policies
had an innovation-based linear form and fell short in leveraging the available
information efficiently. A systematic understanding of how the additional in-

formation affects attack performance is still lacking.
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Finally, the above studies focused on the so-call “greedy” attack perfor-
mance in remote state estimation, i.e., at each step the compromised online
measurement is designed only to maximize the current-step estimation error.
How to maximize the estimation quality degradation in a fixed interval is a
more difficult task. The main challenge is that the compromised innovation
has an impact not only on the current-step estimation quality but also on all
subsequent estimation errors. Currently, only a few studies considered holistic
performance, but all of them were restricted to the case that the attack has
an innovation-based linear form [38, 69]. The derivation of optimal attacks
maximizing holistic performance without presupposing specific models is still

an open problem.

1.2.3 Attack Detection and Resilient Control

It is a challenging task to detect cyber-attacks and take measures to
mitigate their impacts, especially for stealthy FDI attacks that can deceive
anomaly detectors. In most cases, system security is enhanced with an extra
cost, like the tolerable degradation of the optimal control performance. When
the widely-used x? detector failed to distinguish the residual under nominal
and attacked conditions, Mo et al. proposed an active detection method in [53]
by intentionally injecting a noise signal into the control input. The so-called
watermark signal improved the attack detectability at the cost of increased
LQG control effort. Similarly, Romagnoli et al. designed a deterministic wa-
termark in [63] using the technique of pseudo-inversion, which could avoid
undesirable behavior caused by physical watermarking. Attack resilient es-
timators could be found in [54, 57], where fundamental problems of reliable
state estimation under sensor attacks and bounded noises were investigated.
Miao et al. proposed a new attack-resilient framework which consisted of
multi-combinations of controllers, estimators and detectors for balancing the
system’s security overhead and control cost [50].

More research work has been done in attack resilient control under DoS
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attacks. Since system dynamics will be altered in a simple way under DoS,
it is natural to formulate the resilient control problem in the framework of
switching control. In [31], Lai et al. proposed to transmit auxiliary control
signals as a single package in every sampling instant. The actuator could use
the information contained in the latest received package if it did not receive
the command in the next step. By virtue of switched system theory, the pro-
posed method could ensure the closed-loop stability under DoS attacks with
maximal length constraints. Kanellopoulos et al. established a moving-target
defense framework in [30]. The defender designed several optimal controllers
with each corresponding to a subset of actuators. The real implemented con-
troller switched among these optimal ones in a random manner. Owing to
the moving-target property, it was hard for attackers to identify the effec-
tive controller to launch malicious attacks. Recently, Zhu et al. studied the
observer-based control to stabilize a closed-loop system, assuming the sys-
tem was subject to periodic DoS attacks in both measurement and control
channels [99]. Yong et al. modeled the systems under attacks as hidden-
model stochastic switching linear systems with unknown inputs, and proposed
a multiple-model inference algorithm to tackle security issues [87].

Compared with the synthesis of optimal attacks, the effort in attack detec-
tion and resilient control is still lacking. There are few pieces of work study-
ing attack resilient control in the presence of FDI attacks. The “stealthiness”
property brings forward the main difficulty in designing effective countermea-

sures.

1.3 Thesis Contributions

To reveal the vulnerabilities of industrial CPSs, this thesis focuses on the
design of optimal cyber-attacks with energy and stealthiness constraints. The

major contributions are summarized as follows:

1. We have studied an optimal DoS attack problem against control channels

with energy constraints in LQR systems. Two common compensation

12



strategies under DoS attacks are considered. Necessary and sufficient
conditions are derived to ensure attack optimality from initial instants.
A general scenario that feasible attacks are not required to be consecutive

is also discussed.

. We have proposed a novel innovation-based attack policy fusing available
information and proved that it always outperforms the strategies using
only partial information, which clarifies a counter-intuitive conclusion in
existing work. More general scenarios are considered, including the cor-
related measurement noises between two sensors and time-varying means
of the injected bias. For attacks that can completely bypass x? detec-
tors, we give explicit solutions for optimal attack policies, which avoid

solving optimization problems numerically at each sampling instant.

. We have revealed that the optimal FDI attack that can compromise
Kalman filters and deceive single-step x? detectors is based on the MMSE
estimate of prediction errors. A unified design framework and a sepa-
ration principle are proposed to handle more general attack scenarios,
where the attacker may obtain more (or less) measurement data than the
remote estimator. The results are extended to the case that multi-step

x? detectors are deployed to reveal anomalies.

. In addition to greedy attack performance, we have also investigated op-
timal FDI attacks that maximize estimation errors of Kalman filters in
a fixed interval. Such information-based attack policies are shown to
be a linear function of MMSE estimates of historical prediction errors.
The framework covers various scenarios that attackers have access to
different levels of online measurements. The optimal stealthy attack
compromising a Kalman filter is determined by both the amount of on-

line information and widths of y? detectors.
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1.4 Thesis Outline

The remainder of the thesis is organized as follows.

In Chapter 2, the problem of optimal consecutive DoS attacks against LQR
control channels with energy constraints is investigated. In Chapter 3, an
innovation-based linear FDI attack that compromises remote state estimators
is studied when adversaries can gain side information of system states with
extra sensors. In Chapter 4, the information-based optimal attack that causes
the maximum greedy performance in remote state estimation and deceives a
single-step x? detector is proposed. The results are extended to the case that
multiple-step x? detectors are deployed to reveal anomalies in Chapter 5. In
Chapter 6, the optimal information-based FDI attack leading to the maximum
holistic estimation performance loss in Kalman filters is derived. In Chapter 7,
concluding remarks of the thesis and some potential directions of future work

are provided.

14



Chapter 2

Optimal DoS Attacks against
LQR Control Channels*

This chapter investigates the problem of DoS attacks against LQR control
channels. Owing to energy constraints, the attacker can only launch consec-
utive DoS attacks with a certain length m to block communication channels
between the controller and actuator. We consider two compensation strate-
gies commonly found in the literature, namely, zero-input and hold-input when
control packets are blocked. It is shown that jamming from the initial instant
is not always optimal for attackers. Necessary and sufficient conditions are
given to ensure the optimality of blocking from the initial instant despite the
randomness of initial states. In the case where attackers know the initial state,
a finite-interval search method is given to obtain the optimal starting instant
of DoS attacks. A general scenario that feasible attacks are not required to
be consecutive is also briefly discussed.

This chapter is organized as follows. Section 2.1 formulates the nomi-
nal system model and DoS attacks that block control channels. Section 2.2
studies optimal DoS schedules when zero-input and hold-input compensation
strategies are adopted by system defenders. Numerical examples are given in
Section 2.3 to illustrate the theoretical results. Conclusions are provided in

Section 2.4.

xA version of this chapter has been published as: Jing Zhou, Jun Shang, Yuzhe Li, and
Tongwen Chen, Optimal DoS Attack Against LQR Control Channels. IEEE Transactions
on Circuits and Systems II: Express Briefs, vol. 68, no. 4, pp. 1348-1352, April 2021.
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2.1 Problem Formulation

In this section, we consider the scenario that an adversary can block the
transmission channels of LQR controllers. The nominal and compromised

system models are formulated.

2.1.1 Nominal System Model

Consider a discrete-time LTI system given by
Tpr1 = Axp + Buy. (2.1)

where x, € R” is the state, uy € R™ is the control input. Let ) > 0, R > 0,
(A, B) controllable, (A,Q2) observable. An LQR controller u, = Kz, =
—(R+ BTPB)"'BYP Az, is adopted to minimize the quadratic cost:

(z} Quy, + uy Ruy) (2.2)

NE

J:

>
I

0

with P the solution of the Riccati equation:
P=A"PA—-A"PB(R+ B'PB)'B"PA+ Q. (2.3)

The closed-loop system is xy, 1 = A.z, with A, = A4+ BK. The cost under

nominal condition is J* = z§ Pxy.

2.1.2 DoS Attack against Control Channels

We assume attackers can obtain system parameters using some techniques,
e.g., system identification by intercepting sufficient input/output data, or con-
troller invasion by exploiting system loopholes. Considering Fig. 2.1, attackers
can block all communication channels between the controller and actuator in
consecutive m steps. The attack performance is measured by (2.2) where wuy, is
the actual control implemented by actuators. If the attack is not consecutive,
the problem is equivalent to designing an optimal switching strategy between

two subsystems to maximize the quadratic cost, which has been proven to be
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Figure 2.1: Consecutive DoS attack with length m.

The attacker has to decide when to launch the DoS attack to cause the
greatest performance loss. Intuitively, an earlier consecutive attack is better
than a later one, since the LQR controller will eventually stabilize the system.
A too-late attack has little impact on control performance. If an attacker
does not know the randomly-configured initial state, he or she should launch
DoS attacks from the very beginning. We show this intuitive strategy is not
always optimal in the sense of maximizing the performance in (2.2). The
optimal delay 7*, which is determined by system parameters and initial states,
is derived based on the available information for attackers.

We explore two simplest compensation strategies commonly found in the
literature: the zero-input strategy, where the input to plants is set to zero if
a packet is dropped, and the hold-input strategy, where the previous control
input is used if a packet is lost [66]. When the control channel is blocked at

kth instant, set u, = 0 in Case I and u; = ug_1 in Case II.

2.2 Main Results

As indicated in Fig. 2.1, the time horizon is divided into three subintervals.
To calculate the attack performance in (2.2) under DoS attacks, define the
mapping hx : S" X N — S" as

hx(®, k) =® — (XF)Tox* (2.4)
The next two subsections solve the optimal attack problem with zero and
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hold-input strategies, where the attack performances are denoted by super-

script z and h respectively.

2.2.1 Optimal Attack against Zero-Input Strategy
The costs in the first and third intervals are given as
Tz (o) = 2 [P — (A7)" PA)ag (2.5)
JZ(10) = xg (AD)T(A™)TPA™ Al (2.6)
Notice that u, = 0, the cost in the second interval is
T5(wo) = g (AD) '[P — (A™) T PA™] ALz (2.7)
where P satisfies the Lyapunov equation
P=A"PA+Q (2.8)

To ensure equation (2.8) has a unique solution, we assume /_\,-S\j £ 1,
Vi, \j € pa, where py is the spectrum of A. When the open loop system
is stable, (2.8) has a positive-definite solution. The cost in the finite interval
can be expressed as (2.7). When the open loop system is unstable, (2.7) and

(2.8) are still valid. To show this, consider

—_

J(wo) = g (AD) [} (A") " QA" Al (2.9)

i

3

I
=)

Keep multiplying left and right sides of (2.8) with (A")" and A?; we have
ATPA = (A2)TPA? + ATQA

(A2>TPA2 — (A?))TPA?) 4 (A2)TQA2

(Am—l)TPAm—l — (Am>TPAm 4 (Am_l)TQAm_l.

Summing the left and right sides and canceling identical terms, we have

3

(AHNTQA" = P — (A™)TPA™ (2.10)

<.
Il
o
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which indicates that equations (2.7) and (2.9) are identical.

Define JZ(zo) = Ji(z0) + J5(20) + JZ (o) as the attack performance when
attacks are launched from time 7 and the initial state is zo. In the rest of the
brief we denote JZ(zo) as JZ for brevity. When attacks start from 7 = 0, we
have

Ji = a5 [P — (A™)TPA™ 4+ (A™) T PA™)x. (2.11)

Let P = P — P, the performance difference between J§ and JZ can be

obtained by AJ = J§ — J? = x3 W,xo, where W, is given in the form
W, = ha[ha(P,m), 7] (2.12)

Givenm € N, zy € R", the attacker needs to find the optimal attack delay
7 to maximize J?, which is equivalent to solving the following optimization

problem to minimize AJ since Jj is a constant:

7" = arg IIliI{% xo W, (2.13)
TE

In reality, the initial state of control systems is randomly configured by
system operators and can hardly be obtained by attackers. It is reasonable
for attackers to launch an m-step consecutive DoS attack from the initial
instant because of the limited information. It is necessary for attackers to find
conditions determined by W, under which the optimality of blocking from the

initial instant can always be preserved despite the randomness of initial states.

Proposition 2.1. For any m € N, ha(P,m) > 0.

Proof. Define Q = PB(R+ B"PB)~'BTP. From (2.3) and (2.8), we have
P=ATPA+ ATQA. (2.14)

Substitute (2.14) into h (P, m) and consider the iterative equation

ha(P,m) =P — (A™"PA™ = A [h4(P,m — 1) + Q]A. (2.15)

Define Q = ATPA+Q—P = ATQA = 0. Since ha(P,1) = Q, we conclude
that for any m € N, ha(P,m) = 0. [

19



When A is stable, (2.14) indicates P = 0. When A is unstable, P is not

positive definite; but Proposition 2.1 shows that h A(Is, m) = 0 always holds,

1/2

which ensures X7'/¢ in Theorem 2.1 is well-defined.

Theorem 2.1. For a given m-step consecutive attack, the attack from initial
instant is the best strategy for an arbitrary initial state if and only if Q >0,
ha(P,m) =ULUT H=20TA WS 2, 0y (H) < 1.

Proof. (Sufficiency) Since Q = h(P,1) = 0, by (2.15) we have ks (P,m) > 0
for all m € N,.. Notice that ¥X~2%2UT = ], we have H™ = Sz 0T ATUS 3.
If o1(H) < 1, the following norm inequality holds for any 7 € N, \ {1}:

o(H) < oy(H)o (H) <oy (H™Y) (2.16)

which indicates that o1(H") is a descending sequence. oy(H") < 1 for any

7 € N,. It is equivalent to the condition
(HNYH™ < I,. (2.17)
Considering W, in (2.13), we have
W, = ha (USUT 7) = UX0T — (A)TUXwT AT
= UXUT — U () Y 20T UReTUN e TR ¢
= UX:[I, — (H)"H|2207" = 0 (2.18)
then for arbitrary zo € R", AJ = xiW,zo > 0. In this case the optimal
attack strategy is to block the control channel from the initial instant.
(Necessity) If the attack from the initial instant is the best choice regardless

of xy, it is necessary to ensure that the attack from 7 = 0 is no worse than

7 =1 for any xo € R", i.e.,
:cOTW1:c0 = xOThAC[hA([f’, m), 1xg >0 (2.19)

then we have

ha[ha(P,m), 1] = U2UT — AT wT 4,
(2.20)
= US2(l, — HTH)$2 0T = 0.

Thus 01(H) < 1. [
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Remark 2.1. Q > 0 s necessary to ensure the optimality of attacking from
the initial instant. If Q = 0, let zo € Null(@), we have :chxo = 20ATPB(R+
BYPB)'BTPAxy = 0, then Kxy = 0, indicating the optimal input ug = 0.
It is not the best choice to attack from the initial instant since the attacker will
waste ‘one-step’ attack energy. In other words, if@ = 0 the attacker cannot

guarantee the strategy to attack from T = 0 is always optimal.

Notice that ha [ha(P,m),0] = 0, if the condition of Theorem 2.1 is sat-
isfied, the optimal solution of (2.13) is 7* = 0 for any 2y € R". The best
strategy is blocking control channels from the initial instant in consecutive m
steps. The result can be extended to the scenario where the M-step attack
is not required to be consecutive, but the best strategy for attackers is still
launching an M-step DoS attack consecutively from the beginning. It can
be regarded as a special case of the NP-hard problem [85], as concluded in
Theorem 2.2.

Theorem 2.2. For a given total attack step M, the M -step consecutive attack
from the initial instant is the best strateqy among all possible attack sequences
for an arbitrary initial state if and only if Q = 0, hA(P,m) = 9,5,
Hyy = S20T AW, 52, max{o(Hy,),m € [1, M]} < 1.

Proof. (Sufficiency) Suppose an arbitrary attack strategy is randomly choos-
ing M steps in an infinite horizon and setting the control signals to zero. We
group the blocked M steps into N subintervals, in each of which the DoS
attack is consecutive. Suppose the length of last interval is Ly, 1 < Ly < M,
the last instant of the penultimate interval is k¥ ~!. Since max{c,(H,,), m €
[1,M]} < 1, we have 0y(Hp,) < 1. By Theorem 2.1 we know this strategy
can be improved by setting the starting point of the last L y-step consecutive
attack as kN1 + 1, i.e., combining the last two consecutive DoS intervals as
a single one yields a better attack strategy. Repeating the reasoning we con-
clude that the M-step consecutive attack from the initial instant is always the

optimal strategy for an arbitrary initial state.
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(Necessity) Suppose there exists m € [1, M] such that oy(H,,) > 1. It
indicates there must be some initial states such that m-step consecutive at-
tack from the initial instant is not optimal. In other words, we can always
improve the strategy of consecutive blocking M steps from the initial instant
by separating it into two consecutive intervals (with length M — m and m).
We conclude that blocking M steps from the initial instant consecutively is

not the best attack strategy. [ |

Proposition 2.2. For scalar systems, the M -step consecutive attack from the

initial instant is globally optimal for any M € N, and initial states.

Proof. For a scalar system, for any m € [1, M], ha(P,m) is a positive real
number. Let hy(P,m) = U, 5, ¥" with U,, = 1,%,, = ha(P,m), then H,, =
A, ¥m € [1, M]. Since o,(A.) < 1, we have 01(H,,) < 1. By Theorem 2.2 we
know the optimal attack strategy should be launched from the initial instant

for any xq and M. [ |

Remark 2.2. Proposition 2.2 indicates that for scalar LQR systems, the at-

tacker should always launch DoS attacks consecutively from the initial instant.

From the attacker’s perspective, if the condition of Theorem 2.1 does not
hold, i.e., o1(H) > 1, since W, is not positive semidefinite for some 7, there
always exists some xg such that jamming with 7-step delay yields larger per-
formance loss. The attacker must intercept xy to obtain the optimal attack

delay. From (2.5)—(2.7), the performance function is rewritten as
Jr (o) = 2 Pxo + 28 (AT ha(P, m) ATz (2.21)

Let ha(P,m) = VTV, J.(x0) = a3 Pxo + ||V AT2o||3. Tt is not trivial to
find 7 € N that maximizes |V AZzo||» for a general z5. The most direct way is
brute-force search; but we need to calculate infinite many values since 7 can
be any positive integer. In the following, we show that only a finite number of
calculation is needed to find the optimal 7 using the property that the spectral

radius of A, is less than 1. Assume A, has n independent eigenvectors, denoted
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as qi, ..., qn. The corresponding eigenvalues are Ay, ..., \,,. For a given zy € R"
we have zg = Y 0, tiqi, pi € R. Let 8; = ||V q;]|3, notice that |\ < 1,
define 7 = min{r € N: > Bi|\[*" < >0, Bi}. Since ATq; = A¢;, when
T > T, we have

Tr(wo) = wg Pro + || Y N Va3 < x5 Poo+ Y Bil\il*"

i=1 =1
n
< x5 Pro + Z Bi = Jo(x0)
i=1
which indicates that an m-step consecutive attack starting from 7 > 7 causes
less performance loss than the attack starting from 7 = 0. Thus the optimal

attack delay can be obtained by

" = arg max |V ALzo|2- (2.22)

2.2.2 Optimal Attack against Hold-Input Strategy

In this subsection we consider Case Il where the control input will hold
constant as the previous step under DoS attacks. The system dynamic in the
interval [1,7 4+ m — 1] is given as

Thy1 = Axk + Bu

(2.23)
U= qu—,l = KAZilﬂlo
The dynamic can be written as
i1
Trpi = Az, + Y ATTTIBKAT g (2.24)
=0
Substituting z, = Alxy, A. = A+ BK into (24), we have
ey = [AT 4+ (ATBK)|AT g, i€ [0,m — 1] (2.25)

§=0
Let A; = AM1 43" (A'BK), ®,, = Y1 ' (A; QA;) +mEK T RK. Notice that
Trim = flmAZ_lxo, the control performances in the second and third intervals

are given by

Jh(xo) = g (A7) @, AT 2 (2.26)
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Jﬁ(mo) =25 (ATHTAL PA,, AT g (2.27)
Therefore, the attack performance in Case II is given by
JI =[P — (A7) PAT + (A7) @, A7
+ (AT A PA, AT Y a 229

Attacking from 7 = 0 is the same as Case I since u_; = 0. Here we consider
the special attack launched consecutively from 7 = 1; the attack performance
becomes

Jh=a2l(P— A, PA,+®,, + A, PA,,)x (2.29)

Define
Oy = A, PA,, +®,, — A, PA, (2.30)

The performance difference between JJ and J" is given by
AJ = JP — I =alhy (Q, 7 — 1)ag. (2.31)

The next proposition shows that €2, is also positive semidefinite. Necessary
and sufficient conditions to ensure the optimality of attacking from k& = 1 is

given in Theorem 2.3.
Proposition 2.3. For any m € N, Q,, = 0.

Proof. It is sufficient to show Q,, = Q,,_; and Q; = 0.
Q= Qg = AL PA, — AT  PA,_ 4+ &, — O,
=AY (A"PA+Q - P)A,._1+K"'B"PBK
+ A ATPBK + K"BTPAA,,_, + K"RK
Substituting K = —(R+ BTPB) 'BTPA, since Q = ATPA+Q — P = 0, we
have
Qm - Qm—l - A;Fn—lc?Am—l + Q - A;—IQ - C?A’Zlm—l
= (A1 —DTQ(A,_y — 1) = 0. (2.32)
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Next we consider €;:

O = A PA, + &, — A PA,
— A, PA, + A,QAy + KTRK — ATPA,

~

= (Ac—DTQ(A. - 1) = 0. (2.33)
From (2.32) and (2.33), we have Q,, = 0 for m € N,. |
Theorem 2.3. For a given consecutive attack step m, let Q,, = UXUT

H = Z%‘IITAC\IIZ_%, attack from ™ = 1 is the best strateqy for arbitrary
zo if and only if Q = 0, oy(H) < 1. For a given total attack step M, let
Qp =V, 2,90 H, = Eén\I!ElAC\I/mE;L%, m € [1, M], the M-step consecu-
tive attack from T = 1 is the best strategqy for an arbitrary initial state if and

only if Q = 0, max{oy(Hy,),m e [1, M]} <1.
Proof. Similar to the proofs of Theorems 2.1 and 2.2, and thus omitted. W

To summarize, the attacker can launch an M-step DoS attack based on
the budget. For Case I, if the conditions in Theorem 2.2 hold, the M-step
consecutive attack from the initial instant is globally optimal among all feasible
attacks for any xg € R™. If Theorem 2.2 does not hold but the conditions
in Theorem 2.1 hold, the M-step consecutive attack from the initial instant
is optimal among all consecutive attacks for any xo € R"™. Furthermore, if
Theorem 2.1 does not hold, the optimal delay 7* of M-step consecutive attacks
can be obtained by (2.22). Same conclusions can be drawn for Case II, where
the optimal strategy is obtained by comparison between 7 = 0 and 7 = 1 if

the conditions in Theorem 2.3 hold.

2.3 Examples

Given R = I3 and system parameters A, B as

A 1.0305 —0.0263 B— 0.04 0.02 0.04
n 0 099 |> | 0 0.02 0.06

25



Let @ = diag(4,q),0.1 < ¢ < 0.6. Consider the zero-hold strategy, the
consecutive attack satisfies 1 < m < 50. The minimal eigenvalues of W, and
o1(H,,) are plotted in Fig. 2.2. As we can see, only when o1(H) < 1, the
minimal eigenvalue of W is 0, indicating W, € S7 for any 7 € N. When
m = 30, 01(H,,) <1 for ¢ € {0.4,0.5,0.6}, then a 30-step consecutive attack
from 7 = 0 is the best attack strategy. o1(H,,) > 1 for ¢ € {0.1,0.2,0.3}, let
T = [0.353,0.936]", the optimal attack delay is obtained by (2.22). The attack
performance with different 7 is illustrated in Fig. 2.3, where 7* is marked with
a black cross. JZ(x) will converge to J* as T increases to infinity, indicating

a too-late DoS attack causes negligible impacts on the control performance.

5 T T T T T T T T T
g=0.1 g=0.2 q=0.3
q=0.4 X
————— Threshold

Min-Eigenvalue of W,
o

UI(H)

0 5 10 15 20 25 30 35 40 45 50
Consecutive Attack Step m

Figure 2.2: Minimal eigenvalue of W, and oy(H,,).

When ¢ = 0.6, m = 30, 01(H;) < 1Vie [1,m]. For this system a 30-step
consecutive attack from 7 = 0 is globally optimal for all feasible attacks, which

are not required to be consecutive.
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Figure 2.3: 30-step consecutive attack performance.

2.4 Conclusion

This chapter studies the problem of DoS attacks against LQR control chan-
nels. Specifically, we demonstrate the counter-intuitive fact that an earlier
consecutive DoS attack is not always better than a later one except in scalar
LQR systems. The optimal delay of consecutive attacks is given under two
compensation strategies. Necessary and sufficient conditions are derived un-
der which the attacker can ensure that consecutive blocking from the initial
instant can achieve the greatest performance loss. Future work can be the
extension to LQG systems where both controller and sensor channels are vul-

nerable to DoS attacks.
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Chapter 3

Optimal Innovation-Based
Linear Deception Attacks with
Side Information”®

This chapter studies the problem of FDI attacks against remote state es-
timation. The scenario that malicious attackers can intercept original data
packets and also eavesdrop on some side information of system states with
extra sensors is considered. To clarify the counter-intuitive issue in existing
work, a different innovation-based linear attack policy fusing all available in-
formation is proposed. First, the evolution of the a posterior: estimation error
covariance under FDI attacks is derived. Then, explicit solutions of optimal
stealthy attack coefficients are obtained without solving optimization prob-
lems numerically. The condition under which there exist multiple optimal
attacks is analyzed. Additionally, an easy-to-check criterion for comparing
two information fusion methods in scalar systems is given. Simulation results
show that, compared with existing work, the proposed attack strategy can
completely deceive the anomaly detector and cause more severe performance

degradation in remote state estimation.

*xA preliminary version of this chapter has been published as: Jing Zhou, Jun Shang, and
Tongwen Chen, “Optimal linear FDI attacks with side information: A comparative study,”
in 4th IEEE International Conference on Industrial Cyber-Physical Systems (ICPS), Van-
couver, May 2021. A full version entitled “On information fusion in optimal linear FDI
attacks against remote state estimation” has been submitted to IEFE Transactions on
Control of Networked Systems for publication.

28



Xk
Remote Estimator }—'

‘ Process }-&(’{ Sensor 1

Anomaly Detector }—'

Attack?

Vi Zy

Figure 3.1: Innovation-based FDI attacks with side information.

This chapter is organized as follows. Section 3.1 describes the process
model and formulates the optimal attack problem. Section 3.2 studies the
estimation performance evolution with FDI attacks. Section 3.3 gives the
explicit solutions of optimal attack coefficients. Section 3.4 uses numerical
examples and a simplified flight control system to verify the theoretical results.

Section 3.5 concludes the chapter.

3.1 Problem Formulation
A discrete-time LTI process is given by

Thy1 = Al’k -+ Wy, (31)

where x;, € R™ denotes the state vector; y, € R™ is the sensor measurement;
w, € R™ and v, € R™ are zero-mean i.i.d. Gaussian noises with covariance
Q) € ST and R € ST, respectively. The initial state g is zero-mean Gaussian
with covariance 1y € S7, independent of wy and vy, Vk € N. Assume m < n
and the pair (A, C) is detectable.

The configuration of remote state estimation is shown in Fig. 3.1. Smart
sensor 1 is deployed by system defenders’. At each instant &, it runs a local
Kalman filter and sends the innovation z; € R™ to the remote estimator

through an unreliable wireless channel [22; 36]. The steady-state Kalman

tSensor 1 represents the set of all sensors deployed by system defenders but not limited to a
single sensor. Same notation applies for Sensor 2.
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filter is given as follows:

Thjp—1 = ATp_1)p—1 (3.3)
Tkl = Tlk—1 T Kz, (34)
2k = Yk — C«Tk\k;—l (35)

where wy,—1 and zy denote the a priori and a posterior: state estimates,
respectively. The optimal state estimate at the remote end is obtained by

running a duplicate Kalman filter:

Tppp—1 = AZp_1jp—1 (3.6)

jk\k = ka“g_l + KZk (37)

with Kalman gain K = PCT(CPCT + R)~! and P the solution of Riccati
equation h[gic,z(X)] = X. In the nominal condition, the steady state inno-

vation is zero-mean Gaussian with covariance ¥ = CPCT + R [22].

3.1.1 Attack Model

We consider a malicious attacker who can obtain all system parameters,
intercept the original innovation {z;} and also place an extra sensor (denoted

as Sensor 2 in Fig. 3.1) to measure system states:
Qk = él’k + @k (38)

with ¢ € R™*" and 9 is a white Gaussian noise with covariance R € ST
Owing to common environmental disturbances, the measurement noises in
these two smart sensors may be correlated, i.e., E[vif}jT] = 0;;5 with S €
R™ ™ Assume the pair (A, C) is detectable and the attack starts from k.
The information available to attackers at instant k is denoted by the set
I = Loy U{zk, 0k}, Iz = 0, where {2z} and {gx} refer to intercepted data
and side information, respectively. Based on the combined information, the

attacker sends fake innovation {Z;} to the remote estimator. The attacker’s
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goal is to deteriorate the estimation performance, measured by the a posteriori

estimation error covariance:
Py, = B[(xx — Expe) (2x — Tagp) "] (3.9)

To obtain the optimal attack sequence, attackers intend to find the map-
ping Z; = f(Iz) to maximize P,. In this work, we consider a special attack
strategy that Z, is a linear combination of the intercepted innovation and the

one based on 7y, i.e.,

where T}, € Rmxm,Tk € R™ ™. b € R™ is Gaussian distributed with mean
p € R™ and covariance @5, € ST, 2, € R™ is generated by the local Kalman

filter of sensor 2:

-1 = AZp—1jk—1 (3.11)
T = Trpor + K2 (3.12)
2 = g1 — Clnpp (3.13)

with the fixed Kalman gain K = PCT(CPCT + R)~" and P the solution of
hlgie.p(X)] = X. In steady state, % is i.i.d. zero-mean Gaussian with co-
variance & = CPCT + R. Let Hy, = [T}, T;;] € R™ ™™ and z, = [+, é,ﬂT;

(10) can be rewritten as

3.1.2 Problem of Interest

The attacker cannot launch uncontrolled FDI attacks owing to existence of
x? anomaly detectors. To ensure that 7, can successfully bypass the anomaly
detector, z;, and z; must follow a same probability distribution, which imposes

the following constraint [22, 24]:

Ze ~ N(0,3). (3.15)
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The aim of this work is to derive the optimal stealthy attack strategy, which

is given as the solution of the optimization problem:

Ps: a Tr(P, s.t. (3.15).
3.1 H%kfuk r( k|k) ( )

Specifically, the following issues should be addressed.

1. How will the estimation performance be degraded under the innovation-

based linear attack in (3.14)7

2. What is the optimal policy that can cause the maximum performance

loss and also bypass the anomaly detector?

3. Will the additional information for attackers always improve the attack

performance?

3.2 Evolution of the Estimation Error Covari-
ance

Attackers can adopt different strategies at each instant to deteriorate the
system performance. In this section, we study how the estimation quality will
be affected by FDI attacks at the remote end. Assume all Kalman filters have
reached steady states before the attack starts. The main result is given in the

following theorem.

Theorem 3.1. The a posteriori estimation error covariance of the remote

estimator under innovation-based linear attacks in (3.14) evolves according to

Pklk = Apk,”k,lAT + W + KikKT + K,ukp,r]fKT
—K(HyYy, — Q) — (HY), — Q)T KT (3.16)

where

k-1
S = HyIlH) + @, Q= »_[nf KT (AT
i=k

TAT o
1 )y O@Q+S]’Yk:{OPk}

~ |¢ecT + st 5 cp’
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The constant matriz © € R™™ s the unique solution of
0= (A—AKC)O(A - AKC)T + AKSTKT AT + Q (3.17)
and PZ, P,f are given recursively by

P = (A— AKC)(PY, —©TCTTE  KT)AT

+AKSTY (KA +Q (3.18)
P’ =(A—AKC)(P!_,—0C™T!  KT)AT
+AKS™TE [ KTAT +Q (3.19)

with initial conditions P’ | = P, PEB—1 =0, Tiy = Iy, Tioy = Opsms
fi-1 = Opx1, @y = 0 and Py = (I, — KO)P.

Proof. Let eyi—1, €xr—1 and €yx—; denote the a priori estimation errors of
Kalman filters in smart sensor 1, sensor 2 and the remote estimator, respec-

tively. It follows that
Ch+llk = (A - AKO)ek‘k,l — AKwvy, + wy, (320)
ék+1\k = (A — Aké)ékw,l — Akﬁk + wg. (3.21)

The remote estimator utilizes the compromised innovation Z, to update state

estimation. From (3.10), it can be obtained that

Zr = Tr(Cegjp—1 + vi) + Ti(Cérpp—1 + Ox) + by
= chek|k—1 + Tkéék|k_1 + Tkvk + Tk@k + bk (322)

From (3.6)—(3.7), we have
Chlk—1 = Tk — Tpp—1 = ATp_1 + Wp—1 — ATp_1jp1
= Ay 1pn + wp1 — AKZ . (3.23)
Substituting (3.22) into (3.23) yields
k-1 = Abp_1jh—2 + wp—1 — AK[T}_1(Ceg—1jj—2 + Vk—1)
+Tk71(éék—1|k—2 + Op_1) + bi_1]
= —AKT,_Cep_1jp—2 — AKTk—léékfuka + Aép_1jk—2
—AKTy_yvp_y — AKTy 10—y — AKDbp_y + wy_y. (3.24)
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Define the state vector 1, € R*" and matrices

Exlh—1 A— AKC 0 On
N = ék|k71 ,Gk: On A—AKC On
Ehlk—1 —~AKT,C —AKT,C A
—AK  Opm I, Oxm| 1R g
Fo=| Open  —AK | M= || ,E=|Opm ,R:[ST f%]
—AKT, —AKT, I, —AK

N

Then (3.20)—(3.24) can be written in a compact form

Zr = Limi + Hyvy + by. (326)

We now consider the a posteriori error covariance of the compromised

remote estimator:
Py = El(Exp—1 — K2) (Ep1 — K5)7)
= Elerp—16p_1] + KE[Z 2 K"
—KE[Zréqy, 1] — ElegpZi 1K (3.27)

Define P;' = E[nn]. Note that éx,_1 = Nng; the penultimate term of (3.27)

satisfies
ElZeénn_1) = E[(Lemk + HyOr) (N1k)" + brégyy, ]
= E[Lgneng NT + Hytgng NT] + Elbeégy, ]
= Ly BIN" + ppEleg, ). (3.28)
The last equality is from the facts that vy is zero-mean and independent of

Nk, and by, is independent of é;,_1. Note that P} is a 3n x 3n block matrix,

the recursion of which can be derived from (3.25):

Pl = GyPGy + FRE + MWM" + Epypuy B
+EDLEY + GRE[mpy BT + EmElng |Gl (3.29)
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From (3.23), we obtain
E[ék\k—l] = AE{ék_”k_Q] — AK/JJk,I. (330)

Because the FDI attack starts from instant k and the a priori state estimate

is not compromised when k = k, we have E[€gr—1] = Opnx1. It follows that

k-1 k—1
Elexn-1] = A" Elegz] — Y A K == A K, (3.31)
i=k i=k

The state estimates of two smart sensors are unbiased, leading to E[n] =
[015n5 0135 E[ég‘k_l]]T . The last two terms of (3.29) are obtained from (3.31).
Substituting all matrices into (3.29), after some mathematical manipulations,

we have

P? = (A— AKC)PH (A — AKC)"
+AKSTKTAT +Q (3.32)
PP =(A— AKC)PP? A" +Q — (A— AKC)P! | (AKT;,_,C)*
—(A— AKC)P,(AKT,,,C)*
+AKR(AKT, )" + AKS(AKTj_)" (3.33)
where P2 and P!? are the (2,1) and (1, 3) block matrices of P, respectively?.
Since both Kalman filters in two smart sensors are in steady state, P! also
converges to a constant matrix, given by the unique solution of (3.17). Note

that P!! is the covariance of ekjk—1; We have Pl = P, then the two terms in

P3 vanish because of the equality:
AKR(AKT, )" — (A— AKC)P! (AKT,_,C)*
= A[K(CPC" + R) — PCT|(AKT,_1)" = 0,.
Let P¥ = P! and substitute P! = P, P!2 = ©T; we obtain the recursion of

Pg in (3.18). Let P} = P2; the recursion of P; can be derived in a similar

way. Now with Ly, N and P, we have

LyPINT = T,C P + T,,C P} = H.Yx. (3.34)

{Note that P;' € R3"*3" which can be partitioned as a 3 x 3 block matrix. The (2, 1) block
matrix of P}’ denotes P;'[n+ 1:2n,1:n|. Same notations apply for P, i,j € [1, 3].
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The last two terms of ]5;,3‘;c in (3.27) are obtained by substituting (3.31) and
(3.34) into (3.28). From (3.26), the second term of Py becomes

E[zZ2) ] =Ly P} L} + HLRH, + E[b.b;]
=T\ STF + T ST + T, (COTCT + RYTT
+ T(COCT + ROTY 4+ @ + pppf

=HyILHY + @5, + pupti = Si + pupiy (3.35)

The cross-terms vanish because vy, is independent of all other variables, and b,
is independent of ej;—; and é,—1. The first term of ﬁm k18 from the equality
Pk:\k—l = A]Bk_”k_lAT + (@ because attacks have no impacts on the prediction
step of Kalman filtering. Summarizing the above analysis, the recursion of
Py is derived and given by (3.16).

When the process is under the nominal condition (without FDI attacks),
erk—1 and €y are identical. Thus the initial value of P3! is equal to the
steady-state value of P!'; the initial value of P2 is equal to the steady-state
value of PZ'. We obtain P = P, P£—1 = © and lf’,;_”,;_l = (I, — KC)P.
Since the attack is launched from k, we have T;_; = I, Ti1 = Omxm,

Wiy = Opx1 and @z_; = 0y, [ |

Theorem 3.1 shows that the evolution of ]5k|k involves two-layer recursions.
The attack strategy at instant k has explicit impacts on the estimation perfor-
mance at both current and subsequent steps (by recursions of P and Plf ). It
brings additional difficulties if attackers intend to optimize the overall perfor-
mance degradation in a fixed interval [38]. In this work, we consider only the
“greedy” attack strategy that maximizes ﬁk‘k given pk,uk,l. Before moving

to the design of optimal attacks, we briefly discuss some special cases.

1. If there is no FDI attack, we have T}, = I,,, Tk = Opxin, bk = Opx1, Vk €
N, then ¥ = 2, Q) = Opxp. From (3.19) and (3.34) we have P® = P,
H,Y, = CP. In this case, f)k|k = (I,—KC)P,Vk > k, which corresponds

to a nominal Kalman filter.
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2. If pux = 0,,%1 and attackers can only intercept the original innovation, we
have T}, = Opyxm, P* = P,Vk € N. Tt follows that H,Y, = T,CP, Q =

Ounxn, Which reduces to Case I in [24].

3. If ux = 0,,%1 and attackers can only obtain side information with extra

sensors, we have T, = Opxms 2 = Opxn, VE € N. It follows that
P} =(A—-AKC)P] A" + Q.
Then H,Y;, = TkC‘P,f , which reduces to Case II in [24].

From (3.31), it is observed that the state estimate is biased if E[b;] #
0; then ]5k|k denotes the second moment of €y, which can still be used to
indicate estimation quality with FDI attacks. From (3.26), the compromised

innovation is Gaussian under linear deception attacks, i.e.,
Ze ~ N (g, HJITHE 4 ®4). (3.36)

In the above analysis, the compromised innovation is generated by an
LTV system in (3.25)—(3.26). The coefficient matrices can be determined
offline. However, since the system is driven by white Gaussian noises, this
model cannot be used to generate Z, in practical applications. Compared
with existing studies, the model facilitates the theoretical analysis of attack

performance evolution.

3.3 Optimal Stealthy FDI Attacks

In this section, we consider optimal stealthy FDI attacks. To satisfy the
strict stealthiness constraint, attackers must ensure E[Z;] = 0,,x1, which di-
rectly leads to g = O,x1 and Qx = 0,,xn, VE € N. According to Theorem 3.1,

the recursion of Z5k|k has the following form:

Pyp = APy 1 1 AT+ Q+ KSK” — KHY;, — VPHIKT. (3.37)
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At the kth sampling instant, the first three terms of Pk‘ . are constant; since the

last two terms have the same trace, P3; reduces to the optimization problem

P, : I?liqr)l Tr(H Y, K) (3.38)
ks*k

st. HJIH! + &, =X (3.39)

d, = 0. (3.40)

Remark 3.1. In (3.14), we do not presuppose that the injected bias has zero
mean. Though it is straightforward to verify that py = 0,,x1, Vk € N with the
stealthiness constraint in (3.15), this assumption facilitates the performance
analysis and optimal design of relaxed-stealthy FDI attacks measured by KL
divergence [23]. The optimal attack can be obtained by formulating optimiza-
tion problems. In such cases the assumption that by is Gaussian with non-zero
mean is not conservative, because one can prove that the optimal compromised
innovation is indeed Gaussian owing to the fact that Gaussian distribution has
the mazximal entropy among all probability distributions with the same covari-

ance [23]. In this work we focus on only strictly stealthy attacks.

3.3.1 Optimal Attack Strategy: Information Fusion I

Although the above semidefinite programs can be solved numerically, at-
tackers need to conduct optimization at each sampling instant, which can be
time-consuming. In the following theorem we give the explicit solution of
P35. It reduces the computation burden and also facilitates analysis on the

uniqueness of optimal attack policies.
Theorem 3.2. The optimal stealthy FDI attack in (3.14) is given by
H = =22 (VUE = Vo, U012
O; = SV (I = WVHVIS2, 1 = 00t
where r, = rank(H’%YkKZ%); U, Vi satisfy the compact singular value de-

composition (SVD):
M2V, K22 = UpS, VT
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Uy, and Vj, are orthogonal complements of Uy, and Vj,, respectively; Wi, is a free

parameter satisfying WiWE < Ly, .

Proof. We start by considering the equality constraint in P3,. Denote H; =
¥~3 HI1z. Left- and right-multiplying (3.39) by Y2, we have

HH! + 570,573 = I, (3.41)
Denote Y, = H_%YkK Z%; the objective function becomes
Tr(HyY:K) = Te(H T 2V, KX2) = Tr(H,Yy).

Let &y = X320, Y3, According to (3.41), P35 becomes

min  Tr(HyY:) st. HH! +®p = 1, (3.42)
®),€5T

Note that U, € R™™>m G, ¢ S 'V, € R™"*. The objective function

satisfies

Tk
i=1

where Hy, = V' H,U;, € R™*" and X% denotes the (,7) entry of X. It is
easy to verify that H,H," =< I,,, leading to I:I,E;”] € [-1,1],Vi € [1,rg]. From
(3.43), we have

Tk
Te(HYr) > = > S0 = —Te(Sy). (3.44)
i=1
The equality is attained only when H), = VIH.U, = —1I,,. Solving this

equation, we obtain the optimal solution to (3.42):
Hy: = =VUTF + X0 + Vi (3.45)

where &}, € R™*(m+m=rk) and ), € Rm—76)x(m+m) are free parameters. To

fulfill the stealthiness constraint in (3.42), it follows that
(XkU,;r + kak — VkUE)(XkUkT + ‘N/kyk — VkUkT)T + ék =1,. (346)
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Left- and right-multiplying (3.46) by V,.' and V}, respectively, we have
VIXXIV + ViIo, =0,

It leads to ViF Xs = Orpxmtm—ry)s Vi @k = Opyxm. Left- and right-multiplying
(3.46) by V;I and Vj, respectively, we obtain

VEROL — U OV + V) + ViEow Vi = 0y x(mry)-

This implies that ViU, = O¢n—ry)xr,- Let Xy, Vi be free parameters; X, and
Y, can be parameterized as X, = Vi, Xy, Yy = J_ikUkT Now (3.45) becomes

o; = ViUl + viw, ot (3.47)

where W, = X}, + V), € Rm=7e)x(m+m=%) ig an arbitrary matrix. Notice that
H;(H)T < 1,,, we have

ViV + VOWWEVE < I, (3.48)

It follows that WWE < I, . (TDZ = I, — Hy(H})". The optimal solution
to P3.2 is

Hf =S:H: 0172, &F =x2diye,
The optimal coefficients are obtained with (3.47). |

Note that [V}, f/k] and [Uy, Uk] are orthogonal matrices. The simplest way
to design Vi and Uy is performing full-size SVD: Y;, = U,SiV;l; then let
Uk, Ux] = Uy, [Vi, Vi] = Vi. The policy for designing z; is given in Algo-
rithm 3.1. Ty, 77 and ® are independent of real-time sensor outputs; thus
they can be calculated beforehand to reduce the online computation burden.
At each instant, the fake innovation Z is sent to the remote estimator. With
this strategy, the attacker can cause the maximum increase in the trace of

error covariances, meanwhile remain undetected by the anomaly detector.

Remark 3.2. If Y, K has full column rank, i.e., 1, = m, then Wy and Vi
vanish. We have H; = —ZVkU,;fH_%, O = 0y,. It follows that by, = Opyx1-
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The optimal compromised innovation is unique. If rank(C) < m, we have
re < m. The freedom to select Wy leads to multiple optimal solutions, all
of which have the same attack performance. For simplicity, one can choose

Wi = O(m—ry)x (m+m—ry), leading to
* 1 Tr—1 % 1l OTwd
Hk:_EQVkUkH 2, k:E2‘/k‘/]€ 22

or alternatively design Wy such that WkaT = Ip—r,. This solution yields

®; = 0,,, which eliminates the compensation noisy term in Z.

Remark 3.3. If attackers can only intercept the original measurement, we
have m = 0,11 = 2.V, = YICKY: = X :0PCTY . It follows that
Yy, = ViSi Vil Uy = Vii; we can choose Wy, = —I_.,. Then

Hf = -S: (VI + ViVDE™2 = — 1, ®f =0,.

The optimal attack is zZ; = Hjz, = —z,. We see that if rank(C) = m,
flipping the sign of nominal innovation [22] is the unique optimal attack. If
rank(C) < m, Z} = —z; is only one of the optimal attack policies. The freedom
to adopt different optimal policies makes it a more challenging task to design

effective countermeasures.

The following corollary shows that the attack based on combined infor-
mation always outperforms the ones based on only partial information®, thus

clarifying the counter-intuitive conclusion in [24].

Corollary 3.1. The attack performance of (3.14) based on full information

15 greater than that of the linear attacks based on only partial information.

Proof. Easy to verify by noticing that Z, = Tyz, + by and Z = Tkék + by, are
special cases of (3.14). [

§Partial information refers to the measurement data from only Sensor 1 or Sensor 2. In [24],
the authors proved that in some cases, the attacker should only use partial information to
design the optimal attack policy.
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Algorithm 3.1 Optimal Attacks With Information Fusion I

Input: Intercepted data {2} and side information {y;}
Output: Optimal compromised innovation {Z;}
1: Calculate © with (3.17).
2: Initialize P* | = P,P)  =0©,P 43, = (I, — KC)P.
3: Set Ty = Iy, TE—l = Opxrm-
4: for k=k:1:00do
5: Run the Kalman filter (3.11)—(3.13) to obtain Zzj.

6:  Update P2, P} with (3.18)(3.19).

7 Do full-size SVD: Y}, = UkSkaT.

8: Set [Uk, Uk] = Uk, {Vk, Vk] = Vk Choose W,.

9: Design Hj;, ®;. according to Theorem 3.2.

10:  Generate compensation noise by ~ N (051, PF).
11: Design z; with (3.14).

12: Evaluate attack performance with (3.37).

13: end for

3.3.2 Optimal Attack Strategy: Information Fusion II

In the combined information case in [24], the optimal compromised inno-

vation is based on the globally optimal state estimation, i.e.,
Zr = Hpzp + by, by ~ N(OmX17 q)k) (349)

< . X X AT o 11T o . .
where 2, = 7, — C¥pp—1; C' = [C’T, C’T] S Uk = [y,?, yg] ; Tp|k—1 is the optimal
a priori state estimation using combined information and P is the solution of

Riccati equation: hlgis z(X)] = X. The attack performance is evaluated by
DBy = APy 141 AT+ Q+ KXK" — PCTHIK™ - KH,CP.  (3.50)

Lemma 3.1. [2/, Th. 1] Let [T = CPCT + R; the optimal attack policy in
(3.49) is given by the solution of the following optimization problem:
min Tr(H,CPK) st. HJIH <% (3.51)

Hy,

with &% = ¥ — HTI(Hy)T.
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Contrary to P32, all parameters in (3.51) are constant at each sampling
instant, leading to time-invariant coefficients in (3.49). The following theorem

gives the explicit optimal solution.
Theorem 3.3. The optimal stealthy FDI attack in (3.49) is given by
Hy = =X (ViUT + V)T
& =2V (L, — WWT VTS
where Uy, Vi satisfy the compact SVD:
M=TI"2CPKY: =U, 5V, S, €S,

and Vi is the orthogonal complement of Vi; W is a free parameter satisfying

WWT = [m—ra WU, = O(mfr)xr-
Proof. Define the Lagrange function associated with (3.51):
L(Hy,v) = Tr(HyCPK) + Tr[v(HITH! — %)]

where the Lagrange multiplier v, is symmetric owing to the symmetry of

HiITH," — . The stationary point satisfies

(CPE)" + 2vp Hyll = 0y () (3.52)
ve(H JTHE — %) = 0,,. (3.53)

Since IT is non-singular, from (3.52), we have 22 Hyllz = —Z%(C’PK)TI:I_% =
—MT. Tt follows that

A3y HITH 1,37 = MTM. (3.54)
From (3.53), we have Z%VkaﬂHkTVkE% = ZéykEukZ%, then (3.54) becomes
407,50, 57 = MTM.

It leads to 2%21,X2 = (MTM)z. Note that the other equality is dropped
because v, € S'. Denote H, = E‘%ka[%; according to (3.52), we have

2%21, Y2 [y = —MT (3.55)
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which yields (MTM)z H, = —MT. Note that
(MEM)2] " = Vs,
The matrix equation yields
Hf = -ViSTVIMT + VW = —ViUT + ViW

where W € Rm=7)x(m+m) s an arbitrary matrix. To satisfy the constraint in
(3.51), it follows that H; (H;)T < I, i.e.,

Sl

N
“wu, owwr | || 2

— m-

v Vi

Thus WU; = 0¢n—r)xr, WWT < I .. Then H;g = —ViU{, leading to H} =
Y2 H ,’;f[_%. Substituting H; yields the optimal attack coefficients. [ |

The optimal attack policy is unique when rank(M) = m, i.e., rank(C) =
m. Multiple optimal solutions exist if rank(C') < m; then the attacker can

simply choose W = 0(,—)x (m+m), leading to
Hf = —S2 VU2, & = 52 (L, — ViV]T)E2

or design W such that WW?" = I,,,_, to eliminate by,.
The strategy for designing optimal stealthy attacks in (3.49) is summarized
in Algorithm 3.2. The resulting time-invariant policy is easier to implement

compared with Algorithm 3.1. But there are also some practical concerns:

1. If Sensor 1 is a smart sensor [22], the nominal innovation is transmitted
to the remote end; it is easy to intercept z, but more challenging to
obtain y;; thus stacking all available measurements to perform optimal
state estimation is difficult; Algorithm 3.2 is not applicable in this case

(2 is not available).

2. With numerical examples, we find that in most cases the policy in Algo-
rithm 3.1 is preferable because it can cause more severe performance loss.

Specially, if attackers can obtain only side information with Sensor 2,
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Algorithm 3.2 Optimal Attacks With Information Fusion II

Input: Intercepted data {y} and side information {yy}
Output: Optimal compromised innovation {Z;}
Initialize PE—l\E—l = (I, — KC)P.
Do full-size SVD: M = 015_’1_1_/1T.
Set [Uy, Uy] = Uy, [V, V1] = V4.
Choose W. Design H};, ®; according to Theorem 3.3.
for k=4k:1:00do
Run the Kalman filter to obtain Z.
Generate compensation noise by, ~ N (0yx1, D).
Design Z; with (3.49).
Evaluate attack performance with (3.50).
end for

,_.
<

Algorithm 3.1 still yields an optimal policy but Algorithm 3.2 only gives
a suboptimal one (the optimal policy is time-varying but Theorem 3.3

yields a time-invariant solution).

In general, comparing attack performance of two different information fu-
sion methods for higher-order systems is difficult, especially when considering
“oreedy” attack policies. Recall that when we formulate P33, the first three
terms of IBM » are constant. But if different attack policies are adopted, ]5;6_1‘ k1
is not consistent; then it is hard to verify whether one policy is always better
than another one at each sampling instant. Only in some special cases a lower
bound of pk\k can be obtained, which enables us to compare performance of

stealthy attacks in (3.14) and (3.49) more efficiently.

3.3.3 Performance Analysis for Scalar Systems

For scalar systems with uncorrelated measurement noises in two smart
sensors, the following lemma provides an easy-to-check criterion for selecting

the preferable information fusion method.

Lemma 3.2. Assume n = m = m = 1 and S = 0; let Y = CP, YV =
[CP, O@}T. The optimal attack in (3.14) outperforms the one in (3.49) if
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and only if YTII7'Y > YTII-1Y.
Proof. See Appendix A.1. |

For unstable scalar systems, the above condition always holds. To demon-

strate this, define the following matrix

1 1 -1 = 1 -1
sl Al 2} -l 8
0 e 0 e P oo

If |A| > 1, with the matrix inversion lemma and the fact that II = 0, P > P,

™M

it can be shown that
2
YTy = Z Al >
i=1,j=1
(A2-1)P+W
> PE

Pt (A2-1)P+W
Y A2

=Yy,

From Lemma 3.2, the optimal deception attack in (3.14) achieves greater
estimation performance loss in unstable scalar systems compared with the

one in (3.49).
Remark 3.4. Define oy = [ékm_l,é,ﬂT, O = [ék\k_l,éﬂT. Recall that
Ckki—1 = €Rjs—1- From the proof of Theorem 3.1, we have

Efogoi] = [5 ?[T] - Elbufi] = [5 H |

It follows that

Elerr|2:]) = YT %, Elegpal 5] =Y %
The variances of the above estimation errors are given by
Co=P Y'Y, Cs=P—-Y'II'Y.

This provides an intuitive explanation for Lemma 3.2: the performance of
innovation-based linear attacks depends on the estimation quality for égj_;.
It also partially explains why using Zy to design zx does not guarantee to yield
an optimal attack [24], because the goals of optimal estimation for xy and

€klk—1 are not alway consistent.
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3.4 Examples

In this section we use numerical examples to illustrate the theoretical re-

sults. Consider a stable system with following parameters:

0.7 0.4 0 0.8 010
A=10 05 03], Q=diag{ |1.2 ,0_{1 . J,
0 0 07 0.5

wam{[2]) -t a-am{i)

Assume k = 6. The performance of optimal attacks in (3.14) and (3.49) is
illustrated in Fig. 3.2. The stealthy attack from Theorem 3.2, i.e., Z; based
on suboptimal state estimations from two smart sensors, can cause greater
performance loss compared with that based on globally optimal state esti-
mation. Both policies using combined information outperform the ones using
only partial information. Fig. 3.3 shows the performance of FDI attacks on an
unstable system (see parameters in [24]). The estimation errors will diverge
under all optimal attacks, but the one from Theorem 3.2 has the fastest di-
vergent rate. It can also be observed that the attack from Theorem 3.3 based
on combined information causes less performance degradation compared with
the ones using only partial information. This comparative result verifies the
effectiveness of the information fusion method in Theorem 3.2.

We then consider a simplified linear model of a longitudinal flight control
system. The state variables are the pitch angle, pitch rate and velocity (see
parameters in [39]). Assume the attacker can use an extra sensor to mea-
sure the pitch angle, with C' = (1, 0, 0], V = 1.5. The attack starts from
k = 31. The performance of different policies is plotted in Fig. 3.4. The theo-
retical evolutions of attack performance are given with (3.37) and (3.50); the
empirical ones are obtained by simulating process (3.1)—(3.2) with randomly
generated noises for 20,000 times and averaging corresponding square errors
at each sampling instant. One can observe that the attack from Theorem 3.2

causes more severe performance loss compared with the one from Theorem 3.3.
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Figure 3.2: Performance of different attack strategies for a stable system.

Fig. 3.5 illustrates the stealthiness property. Set the threshold of the single-
step x? detector as 5; the false alarm rate in the nominal condition is 17.18%.
The empirical alarm rate with FDI attacks fluctuates in a narrow interval
around the theoretical one, indicating that the stealthy attack can completely

deceive the anomaly detector.

3.5 Conclusion

In this chapter, we consider the case that a malicious attacker can gain
additional information of system states with extra sensors. Using different
data fusion methods, the explicit solutions of attack coefficients are derived.
The performance of these attack policies are compared using both theoretical
justification and simulation examples. Future work will be exploring secure

state estimation algorithms to mitigate the impacts of stealthy FDI attacks.

48



2500 T T T T
Attack with combined info. (Theorem 3.2)
Attack with combined info. (Ref. [24])
————— Attack with only intercepted data (Ref. [22])
2000 F | .. Attack with only side info. J
————— Without Attack /
[0)
e
© 1000 i
E 1500
£ 950
o)
< 900
X
§ 1000 [ 4
< 850
800
500 - 18 :
0 " i - L
0 5 10 15 20 25

Time Step k

Figure 3.3: Performance of different attack strategies for an unstable system.

80 T T T T T

60 [

40+

Attack with combined info. (Theorem 3.2)

Attack Performance

30 Attack with combined info. (Ref. [24])
————— Without Attack

20 —-%-— Empirical performance (Theorem 3.2) 4
—-B-— Empirical performance (Ref. [24])

10 7

Q ¢ seoeax B L 1 - —_
0 50 100 150 200 250 300
Time Step k

Figure 3.4: Theoretical and empirical attack performance.
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Figure 3.5: Theoretical and empirical alarm rates under FDI attacks.
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Chapter 4

Optimal Information-Based
Deception Attacks with
Single-Step Anomaly Detectors
X

This chapter studies the problem of deception attacks against remote state
estimation from an information perspective. The Kullback—Leibler diver-
gence between the compromised innovation and nominal one is utilized as
the stealthiness measure. Without presupposing a linear attack model, the
optimal attack policy that can cause maximum performance loss and deceive
the false data detector is derived. For both attacks with strict and relaxed
stealthiness, the optimal compromised innovation, which is shown to be gener-
ated by a linear time-varying system, can be determined with two steps. First,
the minimum mean-square error (MMSE) estimate of the prediction error is
obtained using attackers’ available information. Then, the faked innovation is
designed as a linear transformation of the MMSE estimate. Within a unified
framework, this separation principle enables handling more general attack sce-
narios, where the attacker may obtain more (or less) measurement data than
the remote estimator. The optimality of the information-based strategy is

verified by theoretical analysis, numerical examples, as well as comparative

*xA version of this chapter has been submitted for publication as: Jing Zhou, Jun Shang, and
Tongwen Chen, Optimal deception attacks against remote state estimation: An information-
based approach, IEEE Transactions on Automatic Control. (Accepted as a full paper)
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Figure 4.1: Deception attacks against remote state estimation with a single-
step x? detector.

studies with existing methods.

This chapter is organized as follows. Section 4.1 describes the system
model and formulates the deception attack problem. Section 4.2 focuses on
the optimal deception attacks with strict stealthiness. Section 4.3 studies the
optimal attacks with relaxed stealthiness. Section 4.4 discusses the scenarios
that the attacker has different levels of online information. Section 4.5 provides
some numerical examples to verify the theoretical results. Finally, section 4.6

concludes the paper.

4.1 Problem Formulation

The system architecture for remote state estimation is illustrated in Fig. 4.1.

The discrete linear time-invariant process is given by (3.1)—(3.2).

4.1.1 Remote Estimator

The measurement gy, is sent sequentially through a wireless channel to the

remote end. A standard Kalman filter without time delays and packet loss is
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deployed to estimate system states [3]:

Thjp—1 = AT 1)k (4.1)
P11 = AP i1 AT+ Q (4.2)
Ky = Py 1CT (CPy s C" + R) ™ (4.3)

2 = Y — CTpp— (4.4)
Tk = Trjp—1 + K2 (4.5)
P = (I — Ki,C) Pyjr— (4.6)

where Tk|k—1 and Tk denote the a priori and a posteriori state estimates, re-
spectively; Ppr—1 and Py, are the corresponding estimation error covariances.

In steady state, Pyx—1 converges to the unique solution of the Riccati equation

P = hlgic,r(P)]

and the nominal innovation z, € R™ is i.i.d. zero-mean Gaussian with covari-

ance ¥ = CPCT + R.

4.1.2 Anomaly Detector

The innovation is sent to the false-data detector at each sampling instant,
in order to reveal potential faults or attacks. In this work, we assume that a
widely-used x? detector is deployed on the remote side [22-24, 68, 97]. The

detector evaluates the following index function:
g(zr) = 2t 71z,

which is x? distributed with m degrees of freedom. An alarm is raised if g(z;)

exceeds a pre-designed threshold.

4.1.3 Deception Attack

The wireless channel in Fig. 4.1 is unreliable and can be attacked by ma-
licious agents. The attacker can intercept and manipulate y. As a result,

the compromised measurement g is sent to the remote end. Let Ty, and
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Iy, denote the a priori and a posteriori remote state estimates with presence

of deception attacks, respectively. The corresponding error covariances are

defined by

pk|k—1 =E[(zr, — Tap—1) (@ — Tppp—1) "]

P = El(xr, — Eape) (w2 — Fagse) "]

The attacker’s goal is to cause the maximum deterioration of estimation
performance, measured by Tr(]5k|k). Assume the attack is launched at the kth
sampling instant; the estimator has entered steady state before k. To study

the worst-case attacks, we make the following assumptions.

Assumption 1. The attacker knows all the system parameters and the state

of remote estimator (#f;_;) when attack starts.

Assumption 2. The attacker can eavesdrop on the measurement of Sensor I;
they may also obtain some side information of system states by placing extra

sensors (denoted by Sensor IT in Fig. 4.1). The extra measurement is given by
ik = Cy, + O,

where g € R™,C € R™": . € R™ is a zero-mean i.i.d. Gaussian noise
with covariance R € ST, . The measurement noises of the two sensors may be
correlated with covariance S = E[vy 0] € R™*™. In practical systems, the side
information could be obtained more easily compared with directly intercepting
the original measurements. This scenario has not received deserved attention
in existing studies. A majority of published papers considered only the case
that the attacker can merely modify the measurement of Sensor I; whereas

our work studies a more powerful attacker by adding Sensor II.

Remark 4.1. Assumption 1 is common in the literature on cyber-security
[23, 24, 38, 39, 42, 68, 97]. It is in accordance with the Kerckhoffs’s prin-
ciple [73], which stated that the security of a system should not rely on its
obscurity. Though it might be difficult in practice to obtain system parame-

ters, we often assume the worst happens that attackers can obtain them using
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techniques like system identification and controller invasion. Stuxnet cyber-
worm is such a real industrial example [32]. By assuming that attackers have
the maximal knowledge of target plants, we can investigate the impact of the
worst-case attacks. Additionally, it is not necessary to know the initial state
of the estimator in case that smart sensors are used [22]; but if the transmitted
data is the raw measurement, the knowledge of Tpg_q is required because the
attacker needs an extra Kalman filter to obtain the nominal innovation [23].

Note that Typ_y = Tgp—1 since the filter is not altered before k.

At the kth sampling instant, the information available to the attacker is

denoted by the following set:
I,=1,,U {yk; gk}, Vk > ]2; Hl_cfl = (. (47)

Remark 4.2. With Assumption 2, we can define a general information set.
If the attacker cannot eavesdrop on any measurement data, I, = 0. If the
attacker can only intercept the original measurement, I, = Iy U {yx}. If the
attacker can eavesdrop on the original measurement and also obtain some side
information by extra sensors, I, = Iy_1 U {yk, yr}. All these scenarios will
be discussed in Section 4.4 as special cases of (4.7). Note that a majority of

existing work focused only on the second special case.

4.1.4 Problem of Interest

Owing to the existence of false-data detector, the attacker should design
the compromised measurement ¢, carefully to remain stealthy. After receiving

Uk, the innovation becomes
gk = gk — Cik\k—l‘ (48)

Similar to [23], we use the KL divergence between the nominal innovation
and compromised one as the stealthiness measure. Let 6 € R, be the stealth-
iness level defined by attackers; Z. should satisfy the following constraint to

deceive the false-data detector:

Dxr(Zkl|zx) <6 (4.9)
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where the KL divergence is defined by

dt

D (all) = [ pa ()P

If the attacker sets 6 = 0, then p;z, (t) = p,, (1), i.e., Z is also zero-mean Gaus-
sian with covariance X. In this case, the attack is strictly stealthy, because
the attack detection rate and false alarm rate (FAR) in the nominal condition
are the same. If 6 > 0, the attack is relaxed-stealthy, in which case more
severe performance degradation can be achieved by sacrificing the stealthiness
property. It is worth mentioning that evaluating directly the influence of at-
tacks on the alarm rate or g(zy) is generally a tough task, which may require
extensive analysis and computational resources. The cost can be prohibitive
for attackers with limited resources. Using the KL divergence as the metric
of stealthiness is a common practice [4, 23, 91].

The problem studied in this paper is to derive a stealthy attack sequence
to maximize the current-step estimation performance loss, i.e., at each instant,
design 7, to maximize Tr(]-:’k‘ k). This performance criterion is called “greedy”
attack performance [22-24, 68]. We formulate it as

P,;: max Tr(pk|k) s.t. (4.9)
Gr= (Ix)
where 7 () denotes the general attack strategy at the kth sampling instant
based on all available information. It is known from (4.8) that designing the
compromised measurement ¢ is equivalent to designing Z;, [22, 23]. In the rest
of this paper, we use 2, = m(I;) and g = m(Ix) interchangeably to denote

the general attack policy.

Remark 4.3. In almost all existing work on the same problem, attacks are
presupposed to be a linear function of the nominal innovations. By defining
7k (Ig), we do not require that attacks have a specific form. The aim is to find
the stealthy attack policy that makes full utilization of available information

and achieves the mazximum performance degradation.
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4.2 Attacks with Strict Stealthiness

In this section, we study optimal attacks with strict stealthiness. Let § = 0;

the compromised innovation satisfies
Zr ~ N(0,%). (4.10)

4.2.1 MMSE Estimate of the Prediction Error

Denote the a priori estimation error (prediction error) with deception at-
tacks as €yp—1 = ¥ — Tpp—1. The Kalman filter estimates system states

recursively by

Thjp—1 = AZp_1jp—1 (4.11)

‘%k\k = i’k|k—1 + Kz (4.12)

where K = PCOTY 7! is the steady-state filter gain; 7 is given in (4.8). Sub-
stituting (4.11) into (4.12) yields

-1 = ATp_qpp1 + AKZ,_1. (4.13)
Then, we obtain the dynamics of éx,_; from (3.1) and (4.13):
Cjh—1 = Ap_1jp—1 — AKZp_1 + wp_1. (4.14)
Define the following matrices:
oot [e - a1 3
The measurement data at the kth sampling instant is
. = Cwy + . (4.15)
Define the “virtual sensor” output as

Ty = ?714: - C’j:k|l<:—1' (416)
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Though there does not exist a real sensor that outputs r, the definition helps

clarify the subsequent analysis. From (4.13), we have

k—1
~ k—k k—igrz
Trk—1 = A" "Tppog + Z ATV K Z;.

i=k
This shows that Zj,—; is determined by all historical compromised innovations
and zpz_,. This information is available to the attacker at the kth instant.

Since g, is the online measurement, 7, is available to the attacker. Substituting

(4.15) into (4.16) yields
ri, = Cékjk_1 + V. (4.17)

Remark 4.4. The above equation can be regarded as the “virtual measure-
ment” of €yx—1 that is corrupted by a white Gaussian noise with covariance
R € ST*™. The dynamics and measurement of €kjk—1 play an important role

i deriving the optimal attack policy.

At the kth sampling instant, Z;_; is a known variable. By virtue of (4.14)
and (4.17), we use the following Kalman filter to obtain the MMSE estimate

of ex—1:
§p = A1 — AK % (4.18)
&=E& + Ki(r, — C&) (4.19)
K= PeCT(CPiCT + R)™! (4.20)
Pt = AP (AT +Q (4.21)
P =(I-K:C)Pt (4.22)

where &, and &, denote the a priori and a posteriori estimates for Ehlk—15

respectively. P and P are the corresponding estimation error covariances,

defined by

Pt =FE[(ppp-1 — &) (Expp—1 — &)Y (4.23)
Bt =E[(Exr1 — &) (@rip—1 — &) ]- (4.24)
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The recursion starts from the kth sampling instant. Since no measurement
information is available before k, the optimal a priori estimate is 0 and the
error covariance is P. Therefore, the initial state of the Kalman filter in
(4.18)—(4.22) is & = 0, P¢ = P. Because the error of MMSE estimation is

orthogonal to the estimate, we have
E[erje-16k ) = El6&s ] + El(Ere-1 — &8 ] = Elgrés -
Define PS = E[££F]; expanding (4.24) yields
P = Pyy1 — Pf. (4.25)

4.2.2 Optimal Attack Policy

The estimation error covariances evolve according to

sz|kz—1 = Apk—llk—lAT +@Q (4.26)
Py = Popp1 + KE[Z KT — KE[Zépy ] — Elewp—1Z | K. (4.27)

To evaluate the performance of strictly stealthy attacks, substituting E[z,Z}] =

¥ and (4.26) into (4.27), we obtain
Pup = APe_1p1 AT + Q + KXK" — KE[%65;, 1] — Elépu—15t | K"

At the kth sampling instant, the first three terms of ]—T’k‘  are constant; hence,
maximizing Tr(f’;d k) is equivalent to minimizing the trace of the last two terms.
We have the reformulated problem as follows:
P,o:  min  Tr{KE[Zé&y, ,]} st (4.10).
Zp=mr(Ix)

It is worth noting that P45 is not a standard convex optimization problem;
our purpose is to design the random variable that has a given probability
distribution and also minimizes the objective. If it is assumed that Z; is a
linear function of zx, P4o can be solved by SDPs [22]. Before we discuss the

optimal attack policy, three lemmas are provided.
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Lemma 4.1 (see [8, p. 20]). For Ae R™™, Qe St if
ATQ+ QA =0
then Ry, (A) < 0,Vk € [1,n].
Lemma 4.2 (see [7, p. 9]). For A€ S%, BeSY, if
A—B>0
then A2 — B2 = 0.

Lemma 4.3. If Iy = Iy U{yx, O}, or Iy = L1 U {yx}, then rank(P,f) >,
rank(KTPEK) = 7.

Proof. If I = Iz 1 U{ys}, we have C' = C, R = R. The recursions of P¢, Pf
and filter gain in (4.18)—(4.22) are the same as the ones in (4.1)—(4.6); then P¢

also converges to P. Note that P¢ = P; (4.18)—(4.22) reduces to a steady-state
Kalman filter, leading to

K: =K, Pt = (I, — KO)P, Yk > F.

If T = T 1 U {yg, Jx}, additional information is used for state estimation.

Then P¢ < (I, — KC)P, Yk > k. In the above two cases, we have

Pf=Pyp1— P{ = Pyp1 — P+ KXK"
K'PK = KT(Pyy_1 — P)K + K"KYK"K.

Because R is positive definite, ¥ is nonsingular; this implies that rank( KX K1) =
rank(K) = r. Since deception attacks will not improve the estimation per-
formance, we have ]5k|k,1 —Pc St, VE > k. Tt follows that rank(P,f) >,
rank(KTPK) = . |

With & and PS obtained from (4.19) and (4.25), the main result in this
chapter is given in Theorem 4.1. The case that I, = () will be discussed in

Section 4.4.
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Theorem 4.1. If I, =T U{yk, 4}, or I = L1 U{yx}, the optimal attack

policy with strict stealthiness is given by
(L) © 9p = Cgpor + Tp&p + by, b ~ N(0,0) (4.28)
with the coefficients
Ty = —(V+ V) (VISV) UL (UTPEU) =0T
0=VVov -qvisveghHv?

where [V V] is a unitary matriz, G = VIXV(VISV)™L UV and Uy, Vi

satisfy the economy-size singular value decompositions (SVD):
K =USVT, (UTPU):S(VTSV)2 = U, S, VL.

Proof. The proof is divided into two parts: we first show how to derive the
attack policy in (4.28) and then prove its optimality.
Part 1: Note that (4.28) is equivalent to designing the optimal compro-

mised innovation as:
= Ty& + by, b ~ N(0,0). (4.29)
Define the following variables and matrix:
G=V"%, éo=U%p_1, 2=VIZV €S,
then P4+ can be reformulated as
 min Te{SE[5er]} st. 2 ~N(0,5). (4.30)

Let fk = U7T¢, denote the MMSE estimate of éj. Pk = UTP,fU is the co-
variance of ék It can be obtained from Lemma 4.3 that P, € S . We now

consider the following attack for (4.30) based on MMSE estimate:

2, = Ty + bg, by, ~ N(0,0}) (4.31)
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where l;k is independent of all other variables. Tk and @k are adjustable
coefficients to ensure stealthiness and optimize the attack performance. Sub-
stituting 2 into (4.30) yields

P,s: min Tr(Tkpkg)
Tk ,OK

O, = 0.
_ A1 a oAl A
Denote T}, = Z_%Tk 2, Sy = Pp? S3s. Multiply on both sides of the equality
constraint by 3~ and eliminate the slack variable @k; then P43 becomes

min Tr(TxS;) s.t. TxT; — I, < 0.
Tk

Notice that Sj, = UkSkaT. The objective function satisfies

TI‘(Tkgk) = TF(WTTkUkSk) Z - TI‘(Sk)

Because V}, and U}, are orthogonal matrices and TkaT =< I,,, the minimal value
is attained only when V,.IT,U, = —1,, i.e., Ty = —V3UEL. For P43, we have

the unique optimal solution
. . 1
Ty = -SsVUTP 2, 6 =0,. (4.32)

It leads to ZA)k = 0,,Vk > k; the optimal linear attack based on MMSE estimate
in (6.7) is 25 = T;&. Since %, = VT, is not a bijective transformation, one
optimal solution to (6.7) corresponds to multiple optimal solutions to Pys.
Solving the matrix equation z; = V1Z}, the general form of optimal attacks

in P4, satisfies
Z=Vi+Ve (4.33)

where ¢, € R™" is an arbitrary random vector. The second term of Z}
lies in Ker(K); it has no impact on the attack performance, but will affect

the covariance of Z;. To ensure that (4.33) satisfies the strict stealthiness
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constraint in P4, €, must be zero-mean Gaussian and the following equality

holds:

E[z(z)"]) = VEVT + VE[eref VT + VE[5Eef VT
+VE[er(25)TVT =32, (4.34)

Now we decompose ¢ into two parts, i.e., €, = GZ; + €. The first part
is correlated with Z; and &, ~ N(0,©,) is independent of all other variables.

Substituting € into (4.34) yields
V+VOR(V+VE " +T70 VT =3 (4.35)

Note that VIV = 0pn_pyxr, VIV = I, and V'V = I,_,. Left- and right-
multiplying on both sides of (4.35) with VT and V, respectively, we have

VYV =Gy
Multiplying on both sides of (4.35) with VT and V, we obtain
VsV = auGT + 0.

Since Y is nonsingular, G and O, are derived directly from the above two

equations. Substituting e into (4.33), the compromised innovation becomes
=V + V@) + Ve, (4.36)

Let b, = Vé&,; we have b, ~ N (0,VO.VT). Substitute 2} and G into (4.36),
then the optimal attack policy 7} (1) in (4.29) based on MMSE estimate is
obtained.

Part 2: Now we prove that Z; in (4.29) based on the MMSE estimate
is optimal among all feasible attacks, which can have an arbitrary form (not
necessarily a linear function of z;). Note that 7} (I ) is a recursive attack policy.
At the kth sampling instant, (4.19) indicates & = K,—ir,-c; from (4.16) we know
73 is Gaussian. This implies that &, and consequently Z7 in (4.36), are also

Gaussian. By linearity, (4.18)—(4.19) shows that & is Gaussian distributed if
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Z¥ Vi € [k, k — 1] is Gaussian. Therefore, the recursive attack policy satisfies
the strict stealthiness constraint.

In (4.33), one can find that Z; consists of two parts. Ve is a compensa-
tion term to guarantee stealthiness. Since only V' Z; is effective for performance
degradation, it is sufficient to study the attack performance of Z; for (4.30).
Assume that 2, = m,(I},) satisfying 2, ~ A'(0,%) is an arbitrary attack strat-

egy. Define the error covariance matrices
Py =E[(5 — Tren) (35 — Trén)™
Pt =E[(2 — Tréw) (5 — Tién)T).

Note that T} is a constant. 2} is the MMSE estimate for T}°¢;. Thus, the

following matrix inequality holds':
P < P (4.37)

Multiplying on both sides of (4.37) with S, expanding the inequality and

canceling identical terms, we have

STRElen(20)7]S + SE[£¢;)(T3)"5

=STE[ex281S + SE[2e8)(T7)*S. (4.38)
Define W, = —ST,;‘ and the following matrices associated with the objective

function of (4.30):

X, = E[ex(2)7]S, Vi = E[é27)S.

1

1 R 1 .
From P2SY2 = UpSiV,', we have S = P, 2U,S,V,'¥"2. Together with
(4.32), it can be obtained that

-

W,=P QUkSkUk ) (4.39)
From (4.38), we have

Wi( Xy — Y5) + (X — V) TW, < 0. (4.40)

1This inequality can be shown by the proof that MMSE estimation is the conditional expec-
tation [3, Th. 3.1].

64



By Lemma 4.1, (4.39)-(4.40) implies that all eigenvalues of X; — Y} have

non-positive real parts. Then

Tr(Xp — Vi) = ) R (X — V) <0.

i=1
Compared with 2, 2; leads to no larger objective value for (4.30). Since 2 is

arbitrary by assumption, the above analysis proves the optimality of z;. W

If rank(C) = m, K has full column rank; then V vanishes. It follows that
0 =0,z =T, Ty = —VZA]%VkUkTJAD,;%UT. The optimal attack policy is
unique. If rank(C') < m, there exist multiple optimal policies leading to the
same attack performance. Theorem 4.1 gives the simplest one. The first reason
is that in (4.33) we can design ¢, with a general form, i.e., e = hg(Ix) + &.
hi(I) is the mapping (possibly nonlinear) that reflects the correlation of e
with Z; and € is an independent term. Any hy (1) that ensures € is Gaussian
and satisfies (4.34) corresponds to an optimal solution to P45. Since ¢, does
not affect the attack performance, we can simply design hi(-) as a linear
function of 2z, which gives the result in (4.28). The freedom to design V
also leads to the non-uniqueness of Z;. Note that the columns of V form an
orthogonal basis for Ker(K). One can do full-size SVD: K = USVT, then

construct V and V as the first r and last m — r columns of V, respectively.

Remark 4.5. It is known that MMSFE estimation is the conditional expectation

given all available information [3]. Therefore, (4.29) can be written as

This is the reason that m;(Iy) is called an information-based strategy. It is
interesting to notice that the attacker needs to run another Kalman filter in
order to compromise the existing one; the design of optimal attack policy is
recast as an optimal state estimation problem. The optimality of the proposed

attack is quaranteed by the optimality of MMSE estimation.

Remark 4.6. Comparing (4.29) with the linear attack model in the pioneering
work [22, 23], it can be found that in order to maximize Tr(PMk), the attacker
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should use a linear function of &, namely, the “best guess” of the current

prediction error, to design the compromised innovation.

Note that sz in (4.25) depends explicitly on ]5k|k,1, which by (4.26) is
determined by ]Sk_1|k_1. To make the calculation a closed loop, ]5k|k should be

evaluated at each instant. Substituting Z; into (4.27), we have
Py = AP 1p 1 AT+ Q + KXKT — KT PS — PL(T})"K™. (4.41)
The penultimate term of (4.41) satisfies

A Al AL
KTy Pt = ~USY: VUL P, U P
2 _UP 2USVIVIUL P, 2UTPE

—~
=

2 _UP 2(PFSSSPE): P 2UT Pt (4.42)

where in (a) and (b) we use respectively the following equalities:
S5 = B PUSYVY, (PESSSEY): = UpSUL.

With (4.41)—(4.42), the attack performance can be evaluated without solving
T explicitly. If A is stable, Pk|k will converge to a constant. For a scalar

system (m = n = 1), the performance evolution becomes

Py =a*P_ 11 +q+ Ko+ 2\/k20(a2]5i_1|i_1 +q— PY). (4.43)
To avoid ambiguity, we use ¢ to denote the time index and symbols with
lower cases to represent the corresponding constant parameters. The recursive
attack policy is summarized in Algorithm 4.1. In real attack scenarios, the
computational complexity to obtain the optimal attack sequence should also
be one of the attacker’s main concerns. Yet in this work, the computational
burden to design ¥, is not a serious issue. Because all involved matrices in
Algorithm 4.1 are independent of measurement data and can be calculated
offline. Theorem 4.1 involves only SVD and matrix multiplications; both of

them are computationally efficient.
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4.2.3 Separation Principle

The attack policy in Theorem 4.1 can be determined with two steps, lead-
ing to the so-called “separation principle”. First, the MMSE estimate for
€kjk—1 is obtained based on available information; then, the following attack

strategy is adopted:
Zr = Ti&h + bi, b ~ N(0,0y). (4.44)

Substituting this general attack model to P45, the explicit optimal solutions

for T}, and ©;, can be derived.

Remark 4.7. It is interesting to notice that the investigated problem in this
work bears some similarities to LQG control [91]. According to (4.14), (4.17)
and Py, we can treat Z as the input of the linear time-invariant system.
The control objective is to minimize the performance index, which measures
the weighted correlation between system states and inputs. The differences
from LQG control are that there is an additional constraint restricting the co-
variance of the input, and the one-step performance function without quadratic
control and state costs is considered. Despite the differences, the well-known
separation principle in stochastic control still holds. The optimal input is a
combination of MMSE estimation and linear transformation. The controller
gain in LQG is obtained from difference Riccati equations, whereas in this
work the gain is derived by solving SDPs. Moreover, since T} is determined
by P,f, which depends on the estimation error covariance for éy—1, it is clear
that T}, depends implicitly on Kf,i € [k,k —1]. It reveals another difference
with LQG control, where the recursions determining controller and estimator

gains are completely decoupled.

4.2.4 Dynamic Linear Attack Model

In existing studies [22-24, 36, 38, 39, 42, 68, 84, 97], the attack is assumed

to have a static linear model. For comparison, Theorem 4.1 shows that the
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Algorithm 4.1 Optimal Attacks with Strict Stealthiness

Require: zj;_; and online measurement yy;, J.
Ensure: Optimal compromised measurement ;.
1: Initialization: Set & = O, P,f =P, f’,;|,;_1 = P.
2: Do SVD: K = USVT. Calculate G and ©.
3: Calculate r; = yz — C’x,;|,g_1.
4: for k=Fk:1:00 do

5:

optimal attack has a dynamic linear form, owing to the fact that Kalman filter

is a dynamic linear system. To show this, from (4.13) and (4.29), we obtain

Calculate K¢, &, and P¢ with (4.20), (4.19) and (4.22).
Calculate P¢ from (4.25).

Design T} and by, according to Theorem 4.1.

Calculate z; and g; with (4.29) and (4.28).

Evaluate Py, with (4.41).

X ] Vi Wireless Channel =

________________ X
Process Sensor [ | ' Ve N Remote Estimator
L_‘ Tyk Zk  Attack?

O = Gy—16k_1 + Fyyx + Fi Yy + Eby_
k feo1k-1 . Sl k=1/'| False Data Detector
Sensor II '—'}_]
|3

Ve = TxOx + by (Attacker)
Figure 4.2: Deception attacks generated by a LTV system.

Tpjp—1 = AZp_1jp—2 + AKT}_ §q + AKby_y.

According to (4.18)—(4.19), we have

Substitute (4.45) into (4.16), then it can be derived from (4.29) and (4.46)
that

&= (I — K:C) (A& — AKZ ) + Kby

&= (A— K:CA— AKT} )& s
- KgéAi‘k_uk_z + K,grk - AKbk_l.
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Consider the partitioned matrix K,E = [K}, K}], where K} € R™™ K} €
R™™ and define the state vector 6, € R** and matrices

2 Tar * 178/
oo— | & ] g, o [A-KCA-AKT, —K{CA
'Tk|k:—1 AKkal A

K}l - K? —AK| = .
From (4.28), (4.45) and (4.47), one can verify that g is generated by the LTV

system

Or = Gr105_1 + Frye + Fri + Ebj_ (4.48)
i = T + by (4.49)

T
with initial condition 0 = [(KET%)T’%T\E—J . by is an i.i.d. Gaussian noise.

Note that
[1 I] G {1 Jr _ [A— KSCA 0
0 I 0 I AKT; . A—-AKT; |
The eigenvalues of Gy_; consist of eigenvalues of A— K CA and A— AKT} .
This shows that the filter gain K,f and controller gain 77 can be designed
separately, which coincides with Remark 4.7. The diagram of stealthy de-
ception attacks against remote state estimation is illustrated in Fig. 4.2. In
practical cases, to reduce the online computational burden, the attacker can
calculate the coefficient matrices of the LTV system offline with Algorithm 4.1,
then generate the optimal compromised measurement with (4.48)—(4.49). The
online computational cost is negligible.

A similar problem to P4s was studied in [68], where it was assumed that
besides the current (nominal) innovation, a fixed interval of historical innova-

tions could be used. The attack has the following static linear form:

Tk

Zo= > Tz + b, b ~ N (0, D) (4.50)

i=0
where the interval length 7, = min{k — k, 7} is fixed for large k. With this

assumption, P, reduces to a convex optimization problem*. From (4.50), we

1The optimal solutions for T[i],i € [0, 7] and @, are given in [68, Th. 1].
k
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see that increasing the length of the historical interval always leads to better
attack performance, because we have more degrees of freedom to design Zj.
Ideally, letting 7, = k — k, namely, using all historical innovations, achieves
the maximum attack performance. However, in this case there will be a grow-
ing number of decision variables (T,Li]) as k increases, making the calculation
intractable. Note that in [68] the attacker can only intercept the original mea-
surement. In the remainder of this section we show that the attack in (4.29)
with I, = I3 U {yx} and the optimal one in [68, Th. 1] utilizing all historical
innovations have the same attack performance. If rank(C') = m, these two

policies lead to the same Zj, and consequently, the same .

Proposition 4.1. The attack in (4.29) with I = Iy U {yx} is equivalent to
the optimal attack in (4.50) with 7, = k — k.

Proof. See Appendix A.2. [

Remark 4.8. Proposition 4.1 shows the connection between the proposed strat-
egy and that in [68]. Two different methods lead to the same optimal policy
when I = Ty U{yx} and 7, = k — k, but the one using static linear com-
binations becomes intractable as k tends to infinity. The proposed method in
this paper is a recursive policy that has a simple form and is computationally

efficient.

4.3 Attacks with Relaxed Stealthiness

In this section, we study attacks with relaxed stealthiness. Let > 0; the
compromised innovation satisfies (4.9). Recall that K = U SVT; we define the

following variables:
K =8V é=U"%1, & =U"%, P, =U"PU.
According to (4.27), P41 can be reformulated as

Pyy: min  Tr{—KE[Z3 K" + 2E[6:2F K™Y st (4.9).

Zp=mp(I)
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To solve Py 4, we first study the following MMSE estimate based linear attack

and then prove its optimality.
Zr = Tur + bi, b, ~ N (Br, Op). (4.51)

4.3.1 Linear Attack Based on MMSE Estimate

For brevity, denote ﬂk = E[ék], M = E[gk], Zk = COV[Ek] and ijk = E[ékékT]

Substitute (4.51) into P, 4, then the objective function becomes
F(Sky T, Br) = Tr[— K5 KT + 2(PTT + fuBY) K.

By linearity, Z; is Gaussian distributed. The KL divergence between Z; and

Zk 1s given as
1
DKL(ZkHZk) = 5 TI"(E_IE]C) + /UL;CFE_I,U/]C —m+In—/|.

To obtain the optimal linear attack, the attacker needs to solve the follow-

ing optimization problem at each instant to obtain 7}, 8; and ©j:

Pys: min £ Sk, T, Br)
By 2k s 2k, Tk Bk, Ok
st. ThlPy — fnfip | TE + Op = i (4.52)
S+ fiiy = Sk (4.53)
Tyt + Br = p (4.54)
9(Zk 2k <0 (4.55)
O, >0 (4.56)

where (4.55) is the stealthiness constraint with g(-) defined by

. - by
g(Ek, Ek) = Tr(E’lEk) + In ||E_|| —m — 20.
k

The independent variables in P45 are f]k,Tk and [i. At the kth sampling
instant, jiy = UTE[£]. Since the MMSE estimation is unbiased, i.e., E[&] =
E[€kjk—1], according to (4.14), we have

El&] = AE[§k—1] — AK i (4.57)
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with initial condition E[¢{z] = 0. This equality is used recursively to determine
fLg. P, denotes the second moment of fk and is obtain from (4.25). Hence, fi
and P, are constant parameters at the kth instant.

In (4.51), by serves as a compensation term to ensure stealthy. Contrary
to the case of strict stealthiness, it is assumed that by may have non-zero
and time-varying mean. With this model, Z; can have an arbitrary Gaussian
distribution. In the following proposition, we show that the optimal compro-
mised innovation should have a compensation term with zero mean, which
can reduce the complexity of P45 and also provide additional insights on the

attacker’s optimal behavior.

Proposition 4.2. The optimal attack based on MMSE estimate in (4.51) with

relazed stealthiness satisfies

Bk =0, Vk > k. (4.58)
If rank(C') = m, then b, = 0.
Proof. See Appendix A.3. [ |

Now P45 reduces to

P,¢: min Tr(—f(Ekf(T + 2f(Tkpk)

Tk, X

by
st. Tr(X7'%) +In % —m—20<0
k

TP TF — 2 < 0.
The first constraint is convex in ¥, and the second one can be reformed as
a linear matrix inequality by applying Schur complement. P, 4 is convex and
can be solved efficiently.

In this section, we have derived the optimal linear attack based on MMSE
estimate with relaxed stealthiness. The linear model preserves Gaussianity; as
a result, the compromised innovation is Gaussian distributed. Both the objec-
tive function and stealthiness constraints of P44 have analytical expressions,

which enables derivation of attack coefficients by solving convex optimization
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problems. However, the constraint in (4.9) does not require that Z, be Gaus-
sian. In the following section, we will show that the MMSE estimate based
linear attack is optimal among all feasible Z,, which can have an arbitrary

probability distribution.

4.3.2 Optimal Attack Policy

With & and PS obtained from (4.19) and (4.25), we have the following

result.

Theorem 4.2. If I, =T U{yk, U}, or Iy = Ly_1 U{yx}, the optimal attack

policy with relaxed stealthiness is given by
(L) : G = CEpp1 + TrU & + bi, by, ~ N(0,0y) (4.59)
where T} is obtained by solving Pyg, Oy = X5 — Ti P(TF)T.
Proof. According to (4.59), the optimal compromised innovation is
5= Tré+ b, b ~ N(0,0y).

At the kth sampling instant, assume that z2 = m(I) is an arbitrary attack

policy (not necessarily Gaussian). Denote
Elz%) = i, E[(Z — ip) (3 — ip)"] = 5%
Consider the following optimization problem:

min  Tr{KE[5er]} st. %~ N (g, 25). (4.60)

Zp=mi(I5)

The optimal policy obtained from (4.60) is denoted as z2. Note that (4.60) is
a similar problem to (4.30). Following the proof of Theorem 4.1, we see that

%Il—; has the form
20 = Tré + by, by ~ N(jig, Op)

where Tglf’,;(f 4 )T+ ©r = Xj. Since z¢ and Z,l—; have the same second moment,

according to the proof of Theorem 4.1, it can be verified that the objective
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value of 2 for P4 is no greater than that of z¢. Let pza(t) and Pz (t) denote

the probability density functions of Z and 25—2, respectively. Note that
/ s (TSt = (S EL()T)

/ gy (TS et = Te(S B[ )

It follows that

DKL(%%H%) - DKL(%I%”ZE)

P (1) pas (1)
:/m Pz (t)In dt — /m pza(t) In dt

Pz (t) Pz (t)

1 1
={-&2 + 51n[(2yr)m|2|} + 5/ pgg(t)tTE_ltdt}—

m

1 1
{=& + 3 @) [2] + 5 / pee ()T bt}

m

:gg(} - 5213 S 0
k k

The last inequality is due to the fact that Gaussian distribution has the max-
imum entropy among all probability distributions with the same variance
[12, 23]. It shows that for any feasible policy z¢, we can always find another
MMSE estimate based policy 2]’—;, such that ,'z“g can cause no less performance
loss and also satisfy the stealthiness constraint. Since 7 (I;) is a recursive

strategy, following the same arguments it can be verified that the conclusion

holds Vk > k. The above analysis proves the optimality of Z;. [

The algorithm for designing deception attacks with relaxed stealthiness is
similar to Algorithm 4.1, where 7} and ©j, are obtained by solving P, ¢, and

the attack performance is evaluated by
Py = AP 1y 1 AT+ Q + KX K™ — KTy PE — PH(T)TKT.  (4.61)

Remark 4.9. Theorem 4.2 shows that the separation principle still holds for
designing attacks with relaxed stealthiness, i.e., the attacker first utilizes all
available information to obtain an MMSE estimate for éyy—1, then the opti-

mal transformation matriz in (4.59) is derived by solving convex optimization
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problems. Consequently, the optimal attack policy can also be generated by the
LTV system in (4.48)—(4.49).

Remark 4.10. With the optimal attack based on MMSE estimate, Proposi-
tion 4.2 leads to Eléyg—1] = 0 and E[Z,] = 0, Vk > k. This implies that the
remote estimator still provides unbiased state estimation with compromised
measurements. The performance degradation is due to the increase of estima-
tion error covariance. The conclusion is different from [38], where the interval
attack performance is considered and by, # 0 for large 9, leading to biased state

estimation.

4.4 Performance Analysis and Comparison

In this section, we study further the optimal attacks with different infor-
mation sets. The general scenario in (4.7) can be tackled by the separation
principle. Some interesting results are obtained when we investigate the spe-
cial cases. We consider only the attacks with strict stealthiness. The extension

to the case of relaxed stealthiness is straightforward.

4.4.1 Null Information: I, = ()

In practical cases, owing to some defensive countermeasures deployed by
system operators, attackers may not be able to eavesdrop any measurement
data. Then I, = 0,Vk > k; attackers can still launch stealthy deception
attacks if they can modify the transmitted packets. Note that it is equivalent
to assuming Ay, (R) — oo. From (4.18)(4.22) we have K5 = 0, &, = &, and
P¢ = Pg; then

§r = A1 — AKZp (4.62)

P¢ = AP AT + Q. (4.63)

In this case, Theorem 4.1 cannot be applied directly because P, can be sin-
gular. For example, when attack starts, we have P = UT(P,;“;_l - PE)U = 0.

The optimal attack policy is summarized in the following theorem.
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Theorem 4.3. If I, = (), the optimal attack policy with strict stealthiness is
given by

me(lk) © Gy = CTpp—r + Tk + b, by ~ N(0,05) (4.64)
with the coefficients
T = —SE0IL 2 OTSE K0, 0T 4+ 230, XA, 20T + ), 07
0; = D3 d, (1 — X X0 PFx:
where @y, @y, 11, and ¥y, Uy, Ay, satisfy the spectral decompositions:

1 1 -+ [1, 0] [®F -
SeKTPEKY? = [B), Oy {O 0} LD%}, I, € ST,

- . [A, 0] [U] s
= e w3 9 [4] cs,
and Xy, € Rm=7xs Y e R™X(=5) qre free parameters satisfying
X XTI, XAZUTKES:0), = 0. (4.65)
Proof. See Appendix A.4. [ |

When I, = (), optimal attack policies are not unique even if rank(C') =
m. All policies with different feasible X} and ), are stealthy and have the
same performance, but the effects of these free parameters are different. )
exists because P,f can be singular. The last term of 7} does not influence
the constraint in (A.31) and satisfies yk\IIEP,fK = 0, indicating that different
values of )}, contribute the same change to Pk‘k, not only the same increase
to Tr(ﬁk‘ k). On the contrary, Xj has an impact on the stealthiness constraint;
hence, ©) serves as a compensation term to ensure stealthiness. Different
selections of X}, result in different changes in f’k‘k, which, by the recursion in
(4.26)—(4.27), will influence the attack performance in the subsequent steps.
In this paper we consider only the greedy attack policy, which maximizes
Tr(]sk‘k) given 151471\1@71; hence, X}, and ), can be chosen freely. Let X, = 0
and YV, = —E%CI)kH,;%CI)gZ%KT\IIk; an optimal strategy with a simple form is

Ty = —X:dIL 2022 KT, Of = £:8,87 %2,
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At the kth sampling instant, & = O,Pg = 0. It can be verified that T}
is an arbitrary matrix and ©7 = 3. The compromised innovation satisfies
Zz ~ N(0,%). The algorithm for designing Zj is the same as Algorithm 4.1,
where T} and ©j, are obtained from Theorem 4.3. The attack performance

can be evaluated by (4.41).

Remark 4.11. If I, = (0, one feasible attack policy is designing ), as a white
Gaussian noise, i.e., Zj ~ N(O,Z),E[Eié;r] = 0,Vi # j. In this case the a

posteriori estimation error covariance evolves according to
Py = APy AT+ Q + KEK™. (4.66)

Compared with this intuitive strategy, one can verify that (4.64) causes more
severe performance loss. This is because the attacker makes full utilization of
the information contained in {Z, ..., Z,_1} to design Z.. Note that at the kth
sampling instant, these two attacks are identical (in the sense of leading to the

same attack performance).

4.4.2 Symmetric Information: I, = I;_; U {y;}

A majority of existing studies concentrates on the scenario that the at-
tacker can only eavesdrop on the original measurement. In this case, I =
Ix_1U{yx} is the symmetric information that is available to both the attacker
and remote estimator.

Since C = C,R = R, Pt = P, (4.18)(4.22) is a steady-state Kalman
filter, leading to K% = K, P¢ = (I — KC)P, Yk > k. With fixed P¢, P is
determined only by ﬁk| x—1; thus Algorithm 4.1 can be simplified. The following
proposition reveals the connection between policy (4.29) and the conclusion

in [22].
Proposition 4.3. If I, = I,y U {yx}, the attack in (4.29) satisfies
K(3 + 2) =0. (4.67)

If rank(C') = m, then Z

* __ -
];:_—Zk.
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Proof. See Appendix A.5. |

From (4.67), one can verify that z; from Theorem 4.1 and Z; = —z; have
the same attack performance, indicating the equivalence between these two
attacks. If C' has full row rank, the unique attack policy is z; = —zz, which
is consistent with the conclusion in [22]. When k > k + 1, more information
can be used to obtain a more accurate estimate for é€j,—;. This is the reason
that the attack in (4.29) outperforms the one in [22] if only (4.10) serves as
the stealthiness constraint?.

An interesting observation is that, in case of symmetric information and
rank(C') = m, if we just flip the sign of 7}" in Algorithm 4.1, Pkl  will eventually
converge to (I — KC)P; that is, the estimator becomes a nominal Kalman

filter. Consider a similar optimization problem to P45 but with an opposite

objective:
min  —Tr{KE[Zé, ,]} st (4.10).
Zp=mr(Ix)
It is clear that the optimal solution to the above problem is z;, = —T}§; and

will result in a standard Kalman filer.

4.4.3 Full Information: T, = T;_1 U {yx, s}

The solution to the full information case is given in Theorem 4.1. The
Kalman filter in (4.18)—(4.22) is time-varying and will eventually converge to

a fixed-gain filter. The filter gain is

K¢ = lim K{ = PcCT(CPCT + R)™

k—o0

where P¢ is the unique solution of the Riccati equation

P° = hlgie.5(P))-
In the extreme case that the attacker has a very accurate measurement,
ie., R=0, (4.22) implies P¢ = 0 and P,f = ]5k|k,1,Vk > k; this leads to some
simplification of Algorithm 4.1.

§In this paper, the x? detector utilizes only the current Zj to calculate the index function.
It is not necessary to require that E[ElZ;F] = 0,Vi # j. In this case, the MMSE estimate
based attack outperforms other feasible attacks that satisfy the stealthiness constraint.
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4.4.4 Performance Comparison

In Theorem 4.1, we see that the attack performance depends on the es-
timation quality for €jx—;. Additional information will always benefit the
attacker’s purpose. In this section, we use the scalar system to better explain

this idea. Consider the following special cases for (4.43):

Pji=dP 11 +q— Ko (4.68)
Py = a*Pi_1-1+q (4.69)
Py =a*P i1 +q+ ko (4.70)
p@'h’ = Cﬁppl\zel +q+ ko + 2\/]{20'(612}31‘71\@41 +q— Pf) (4.71)
Py =a*P 11 +q+ Ko+ 2\/k20(a2]5i_1‘2-_1 +q— P°) (4.72)
Pﬂi = a2]52-_1‘,-_1 +q+ Ko+ 2\/]620'(0121’5@_1‘2'_1 +q— P¥) (4.73)
pi|i = CLQpi—l\i—l +q+ Ko+ 2\/]?20(@2151‘—1\2'—1 +q) (4.74)

where (4.68) is the performance evolution when there is no deception attacks.
It corresponds to a standard Kalman filter. We have ]5“2- = (1—kc)P, Vi >1i.
(4.69) is the case when the measurement data is unavailable for estimation up-
date; this can be regarded as DoS attacks (the attack cannot remain stealthy).
(4.70) corresponds to (4.66), where Z; is a white Gaussian noise. (4.71) is the
case when I; = (), where P¢ is given recursively by (4.63). One can verify that
Pf > (1—kc)P,Vi > 1. (4.72) is the case when I; = I,_; U{y;}. P° = (1—ke)P
is a constant. (4.73) denotes the general case when I; =1, _; U {y;, 9;}. In the
proof of Lemma 4.3, we have shown that P < (1 —kc)P,Vi > i. (4.74) is the
extreme case when R = 0.

In (4.71)—(4.73), the attacker’s information set becomes larger in sequence.
We see that the first three terms of f’i‘i are constants, and the last term
increases in turn. This implies that the additional information causes more

severe estimation quality deterioration. Specifically, (4.74) corresponds to

the maximum performance loss the attacker can expect. If |a| < 1, ﬁ“i will
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converge to the fixed point of the nonlinear equation
P = (\/aP + q+ Vk20)2.

4.5 Examples

In this section, we use numerical examples to verify the optimality of the

proposed attack policy. Consider a stable LTI system with the following pa-

rameters:
0.482 —-0.134 0.037 0.612
A= 1-0.061 0.572 —0.061|,Q = diag 0.435
—0.109 —-0.029 0.446 0.754

1326 0.756 2.352 _[{[1054]) -
=1 1319 0.921 0.395} R = diag { l2.026] } R=2

C'=[0505 1214 1.984], ST =[0.132 —0.814] .

Assume I, = I,_; U {y}; the attack is launched from k = 301; the attack
performance with strict and relaxed stealthiness is illustrated in Fig. 4.3. The
theoretical evolution of Tr(ﬁk‘ k) is derived from (4.41) and (4.61); the empirical
one is obtained by simulating (3.1)—(3.2) for 20,000 times with randomly gen-
erated noises and averaging the corresponding square-errors at each sampling
instant. It can be observed that the proposed attack can degrade the estima-
tion quality significantly. For the considered stable system, Tr(]5k|k) converges
to a constant. It is also interesting to notice that the innovation-based lin-
ear attack with relaxed stealthiness (§ = 0.1) in [23] causes less estimation
performance loss compared with the strictly stealthy attack in Theorem 4.1.
Note that m = 2; by setting the threshold of y? detector as 4, the theoretical
FAR in the nominal condition is 13.5%. Fig. 4.4 shows the empirical FAR.
It is clear that the strictly stealthy attack can completely bypass the false-
data detector (the empirical alarm rates with and without attacks fluctuate
in a narrow interval, and coincide with the theoretical one). The attack with
relaxed stealthiness causes more severe performance loss, with the price of a

higher alarm rate.
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Figure 4.3: Attack performance with strict/relaxed stealthiness.

Assume I, = I_; U {yx},k = 16. Fig. 4.5 compares the attack perfor-
mance with symmetric information. It can be observed that the proposed
information-based policy leads to more performance degradation compared
with innovation-based ones. Specifically, the marked blue line illustrates the
performance of the linear attack in (4.50) with interval length 7 = 3. When
16 < k < 19, both policies of Theorem 4.1 and (4.50) are optimal, since all
historical innovations are utilized. When k£ > 20, the innovations in [16, k —4]
are out of the preset historical interval; hence (4.50) is no longer optimal and
yields less estimation error. This is the reason that the two performance
curves diverge apart when k£ > 20. Note that all optimal attacks with strict
stealthiness have the same performance when k = 16. The simulation verifies
Proposition 4.1.

Assume I = I;_; U {yk, yx}. Fig. 4.6 illustrates the attack performance
when the attacker has additional measurements. Compared with existing
work, it shows that the information-based policy leads to greater performance

loss. Let S =0 and R vary from 0.001 to 1000. Fig. 4.7 shows the impact of
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Figure 4.4: Empirical alarm rates with/without deception attacks.

side information on the steady-state attack performance. It is observed that a
more accurate measurement of system states improves the attack performance.

Assume I, = (. Fig. 4.8 illustrates the attack performance when the
attacker cannot eavesdrop any measurement data. Compared with the white
noise attack in (4.66) and DoS attacks, the proposed strategy can cause more
severe performance degradation. Note that the attacks from Theorem 4.3 and

(4.66) have the same performance when they start (k = 16).

4.6 Conclusion

In this chapter, optimal deception attacks with both strict and relaxed
stealthiness against remote state estimation are studied from an information
perspective. General scenarios in which the attacker has different information
sets from the remote estimator are investigated in a unified framework. Con-
trary to existing studies, we have designed an information-based stealthy at-
tack policy that can cause the maximum performance loss. It is found that the
attack performance depends highly on the estimation quality for the prediction
error. The optimal compromised measurement is generated by an LTV system
whose coefficient matrices can be determined without knowing the online mea-

surements. The future work will be exploring the optimal information-based
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Figure 4.5: Attack performance with symmetric information.

stealthy attack considering the interval performance criterion, and studying

the defensive countermeasures against deception attacks.
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Chapter 5

Optimal Information-Based
Deception Attacks with
Multiple-Step Anomaly
Detectors *

This chapter studies the problem of optimal deception attacks on remote
state estimation, where an interval y? detector is deployed to reveal anoma-
lies. The information-based attack policy that can bypass the anomaly detec-
tor and cause the maximum estimation quality degradation is derived. For
both attacks with strict and relaxed stealthiness, the optimal compromised
measurements can be designed with three steps: obtain the minimum mean-
square error estimation of the prediction error, de-correlate the estimate with
historical compromised innovations, and design the compromised innovation
as an optimal linear transformation. All available information for attackers is
fully utilized for performance maximization while the stealthiness constraint
is satisfied precisely to deceive the anomaly detector. The attack effect de-
pends on both the amount of online information and the duration of detection

interval. Contrary to well-studied innovation-based attacks using static linear

xA preliminary version of this chapter has been published as: Jing Zhou, Jun Shang, and
Tongwen Chen, “Worst-case stealthy false-data injection attacks on remote state estima-
tion,” in 47th Annual Conference of the IEEE Industrial FElectronics Society (IECON),
Toronto, Oct. 2021. A full version entitled “Optimal deception attacks on remote state
estimators equipped with interval anomaly detectors” has been submitted to Automatica
for publication. (Provisionally accepted as a regular paper)
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combinations, the information-based deception policy is shown to be gener-
ated by a linear time-varying system, whose coefficients can be completely
determined offline. The optimality of the proposed attack is verified with
numerical examples and comparative studies.

This chapter is organized as follows. Section 5.1 describes the system
model and formulates the deception attack problem. Section 5.2 focuses on
optimal attacks with strict stealthiness. Section 5.3 studies optimal attacks
with relaxed stealthiness. Section 5.4 uses numerical examples to verify the

theoretical results. Finally, Section 5.5 concludes this paper.

Xk yy Wireless Channel X
Process Sensor [ — g;:—’{ Remote Estimator %’
T)le 1Zk Attack?

Attacker} [Interval x? Detector

Vi
Figure 5.1: Deception attacks on remote state estimation with a multiple-step
x? detector.

5.1 Problem Formulation

The system architecture for remote state estimation and deception attacks

is illustrated in Fig. 5.1.

5.1.1 Process Model
The discrete linear time-invariant process is given by

Tpr1 = Axp + wy, (51)

yp = Cxy + vy, (5.2)

where £ € N is the time index; x; € R™ denotes the system state, y, € R™
is the measurement of sensor I; w, € R™ and v, € R™ are i.i.d. Gaussian

noises with covariance ) € S and R € ST, respectively. The initial state

xo € R" is zero-mean Gaussian with covariance Iy € S, independent of wy,
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and vg, Vk € N. Assume m < n, the pair (4,/Q) is stabilizable and (A, C) is
detectable.

5.1.2 Remote Estimator

At nominal conditions, the measurement of sensor I is sent to the remote
end sequentially through a wireless channel. A standard Kalman filter without

packet loss and delays is adopted to estimate system states [3]:

Thjp—1 = ATp_1jp—1, (5.3a)
Tpk = Trjk—1 + Kpzk, (5.3b)
2k = Yr — CTpip—1, (5.3¢)

Ky =P, CY(CP;C"+R)™*, (5.3d)
Pyr—1 = APt AT + Q, (5.3e)
Py = (I — KiyC) Py, (5.3f)

where xy,—1 and ), denote the a prior: and a posteriori minimum mean-
square error (MMSE) state estimates, respectively. Pyp—1 and Py are the
corresponding estimation error covariances. It is known that the Kalman
filter converges from any initial condition. In steady state, Pj,—; is given by

the unique solution of the Riccati equation:

P = hlgic,r (P)], (5.4)

and the nominal innovation z, € R™ is zero-mean i.i.d. Gaussian with covari-

ance ¥ = CPCT + R.

5.1.3 Anomaly Detector

To reveal potential component faults, transmission errors and cyber-attacks,
we assume that a widely-used interval x? detector is deployed at the remote
end [22-24, 36]. Let 7 € N denote the width of the sliding window (detec-

tion interval). At each sampling instant, the anomaly detector evaluates the
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following detection function

k
Ty —1
Gk (Zh—rg1s 0 5 2k) = Z z; X7z,
i=k—141
Ir+1()
f—%

Ziez  Zk—z  Zk—1 Zy Zis1  Zk+2 Zpys
I Y o ----- ®----- @------ ®*----- ®----- .-
I\ v J \ v J
9z () ies2()

Figure 5.2: Interval x? detector with 7 = 3.

5.1.4 Deception Attack

(5.5)

Since yi is transmitted through an unreliable wireless link, a malicious

opponent may implement a spurious transmitter to send falsified data to the

receiver [22]. Assume the attack starts from instant k. To investigate the

impact of worst-case deception attacks, we assume that the attacker has the

ability to modify y; to g, and also
1. knows all system parameters and g ;_q,

2. can eavesdrop on the measurements of sensor I,
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3. can also place an extra sensor (denoted as sensor II in Fig. 5.1) to obtain

some side information of system states:
Uk = Cxg, + g,
where 0y, is 1.i.d. zero-mean Gaussian with covariance R € ST, . Owing

to common environmental disturbances, the measurement noises of the

two sensors can be correlated, i.e., E[vs0]] = d;;S with S € R™*™.

At the kth sampling instant, the information available to the attacker is de-
noted by the set
I = oy U{y, G}, Ty = 0.

Note that I defines a general information set that covers different attack sce-
narios. If owing to some defensive countermeasures, no online measurements
can be obtained, then I, = (). If only the original measurement can be in-
tercepted, then I, = Iy U {yx}. If only the side information is available,
then I = 1 U {gx}. All these cases will be studied in a unified framework
in this paper. Additionally, the assumption for knowing xy;_; is standard in
existing work on innovation-based linear attacks if the transmitted data is the
raw measurement, i.e., sensor I is not a smart sensor [23, 24]. In this case,
Tgj5—1 1 indispensable to infer the nominal innovation.

Based on I, the attacker sends the faked measurement g to the remote
end to degrade the estimation quality. Let Zyx—; and Ty, denote the a priori
and a posteriori state estimates under deception attacks, respectively. pk\kq

and Py, are the corresponding error covariances:

pk\kfl =E[(z, — Tup—1)(Tr — Trpp—1) "], (5.7a)
P = El(zi — Zup) (z — Tap) ™). (5.7b)

The attack performance is evaluated by Tr(f’k|k).

5.1.5 Problem of Interest

Owing to the existence of an interval x? detector, the attacker should

design the falsified data g, precisely to remain stealthy. In this paper, we
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study the optimal information-based attack policy

which can maximize Tr(f’k| x) step by step while satisfying the following stealth-

iness constraints:

DKL(ngZk) S 5, (59&)
B[z = O, Vi€ [k — 7+ 1,k — 1], (5.9b)

where Z; is the compromised innovation, m(-) is a general attack strategy
based on all available information, Dxr(-) denotes the KL divergence', and
0 € Ry is the stealthiness level. Since Z; = 4, — CTyp—1 Where Ty, will be
given by (5.12), designing Zj; is equivalent to designing ¢ [23]. Hereinafter,
we use gy = mi(Ix) and Z; = m(I}) interchangeably to represent the general
attack strategy. Without loss of generality, we assume the remote estimator
has entered steady state before k —7 -+ 1. To ensure that (5.9b) is a consistent
constraint in the early stage of deception attacks (see Fig. 5.2), we define
% = 21, Vk € [k — 7+ 1,k — 1]. For clarity, (5.9b) is also called the “interval

uncorrelation” constraint.

Remark 5.1. In (5.8), () denotes an information-based attack policy. Con-
trary to existing studies on deception attacks on remote state estimation [22-
24, 86, 39, 67, 68, 72, 97], we do not presuppose that the attack is innovation

based or has a linear form.

Remark 5.2. In ezisting studies, constraint (5.9b) has not been explicitly
addressed. Specifically, in [22-24], and [97], Zx was a linear function of the
(current) nominal innovation, leading to i.i.d. compromised innovations. This
attack could successfully bypass an interval x? detector, but it posed an overly

restrictive constraint on Z (T = 00). In [68], an interval of historical nominal

7The KL divergence is a well-established metric that measures the statistical distance of

two random variables. Dxki,(Zk||zx) can reflect the influence of deception attacks on the
probability distribution of zx, and thus is a reasonable choice to indicate the stealthiness
level.
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imnovations was utilized to design a linear attack, but the resulting compro-
mised innovations were correlated in every two consecutive steps. The corre-

sponding attack could deceive only a single-step x? detector (1 =1).

5.2 Optimal Attacks with Strict Stealthiness

In this section, we let § = 0 and derive the optimal deception attacks
satisfying (5.9). It is known that 2, and z; have the same probability distri-
bution with zero KL divergence; thus the alarm rate under deception attacks
is also «. In this sense, the attack is called strictly stealthy. When k > k, the

estimator becomes:
-1 = ATp—1jk—1, (5.10)
Tl = Tpjp—1 + K2, (5.11)
where the fixed gain is K = PCTX™!. It follows that
Tpph—1 = ATp_1pp—o + AKZ_y. (5.12)

Since the estimator is not altered before k, the initial condition is TRt =
Tgjr—1- According to (5.12), Ty, is determined by all compromised innova-
tions in the interval [k, k — 1] and Tgjk—1, thus it is a known variable at the

kth instant. From (5.10)—(5.11), (5.7) becomes
Pk\k—l = A]Bk_”k_lAT + Q, (513&)
Puje = Pt + KE[£Z] K" — KE[Zé8, 1] — Elér-1Z0 KT, (5.13b)
where éy,_1 = T — Tpx—1 denotes the prediction error with deception attacks.

Note that pk,l‘k,l is a constant at the kth instant. According to (5.13b), the

design of Z;, can be formulated as

Ps;:  min  Tr{KE[Zé&, ]}

Zp=mp (Ix)

st Zg ~ N(0px1,X) and (5.9b).

Next we consider a special type of deception attacks and find the optimal

solution to Pj .
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5.2.1 MMSE Estimation of Prediction Errors

Define the variables and matrices:

— | Yk | Vk ~ q 5 R ‘S
=l =i o= lef =l 3]

The online measurement becomes g, = Czy, +v;. For plant (5.1), the attacker

uses the following Kalman filter to obtain an optimal state estimation:

a = Aay_1, )
o = ay + Ki(g — Cay), )
Ky = PECTY(CPCT + R), (5.14c)
Pi= AP | AT +Q, (5.14d)
Pg = (I, - K,C)F, (5.14e)
where @ and oy, denote the a priori and a posteriori MMSE state estimates,
respectively. P¢ and P¢ are the corresponding error covariances. Since the
attacker does not have any online information but knows wy;_, before instant
k, the initial state of the above Kalman filter is a; = Thik—1 P¢ = P. Recall

that €x—1 = Ty —Tpp—1 and Tyx—1 is a constant at the kth instant; the MMSE

estimate for €y, is therefore given by
Bk = E[ék\k—lmk] = | — ik\k—l- (515)

Denote P = E[8,57]. Since the MMSE estimate is orthogonal to the estima-

tion error [3], we have

Pl = E[éklk—léak—l] — E[(Exp—1 — Br) (rje—1 — Br)"]
= Elep—165_1] — E[(zx — i) (2 — i) "]
= Py — P (5.16)
Denote é; = K ég,_1 € R™; the MMSE estimate of é;, and its covariance are

given by

or = Elep[Ii] = K" By, (5.17)
P} =E[¢wor] = K'P/K. (5.18)
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The objective function of P5; becomes
Tr{E[24(K " epp) ']} = Tr{E[enZ;]}. (5.19)
5.2.2 Linear Attack Based on MMSE Estimates
Let 7, = min{7, k — k + 1}, 7, = m7, and define the following vector
O = [oF, L., -, 2. .] eR™ (5.20)
The deception attack based on the MMSE estimate of é; is designed as
Zr = Hpbp + b, bk ~ N (0x1, D), (5.21)

where by, is an i.i.d. Gaussian sequence and independent of all other variables;
Hj, € R™*™ and &, € ST are decision variables. We now give the following

proposition to simplify the “interval uncorrelation” constraint.

Proposition 5.1. The attack in (5.21) satisfies E[Z,21] = 0, Vi < k < k.

Proof. See Appendix A.6. |

Since Zj is independent of z;, in the early stage of deception attacks (k <
k + 7), we need only to ensure that Zj is uncorrelated with all compromised
innovations in the interval [k, k — 1]. The “interval uncorrelation” constraint

in (5.9b) becomes
E[z1%]] = Om, Vi € [k — 7 + 1,k — 1]. (5.22)
We now evaluate the objective function in (5.19):

Tr{E[érz; ]} = Te{E[éx0; ] H, }
~ T {[Blewel] Elail,] - Eles, ] B}
=T { [P Mysa -+ Mip—r) H}, (5.23)

where E[éor] = Elpror] = P?, and M, is defined as
M, ; =Ele;Z[] = El¢:Z]], i,j eNi—1>j > k.
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The first stealthiness constraint in P5; becomes

lz;f M1 0 Mpg—rt1
o, Bkl . . HI + &, = . (5.24)
Mig—rsr  Om o )

The first “interval uncorrelation” constraint in (5.22) is

E[Qﬁkgl%l] Mk,lcfl
. _ E{Zk-12;_] by
E[Z 2] = HyE[0kZ;_1] = Hy e I < 7 I I
E[gk—Tk+1gg—l] Oy

where we use the fact that Z;_; and Z,_; are uncorrelated Vi,j € [1,7, —
1],7 # j. Similarly, all “interval uncorrelation” constraints can be written in

a compact form as
Mip—1 - Mpg—r1
3 - 0,,
Hy, : . : = O (7p—m)- (5.25)
0,, - )

Define the following matrices

M= [Mig—1r -+ Mpg—nsa], (5.26)
5, = blkdiag {%, - , 3} . (5.27)
—_———

Tr—1 times

According to (5.23)—(5.25), the optimization problem becomes

P, i T { [P? HF
52 HkERmegaékEST g { [ k Mk} k }
P M
s.t. Hy {/‘/ﬁf 2:] HI + &, =13,

Hk’ |: Ek :| - OmX(ﬂcfm)'

Remark 5.3. Without knowing the structure of Zx, the original problem Pk is
not a standard optimization problem. By assuming a linear attack model based
on the MMSE estimate, it is reformulated as a convex optimization problem.

In next section we show how to obtain the constant parameters in Ps.
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5.2.3 Recursion of Parameters

The recursions of P{ and X, are given by (5.18) and (5.27), respectively.
From (5.14a)—(5.14b), we have

ap = AOék,1 — f(kédk —+ f(kgk (528)
Combining (5.12), (5.28) and g = Cxy, + Uy, yields
6k = Aﬁk—l + Kké(l‘k — O_ék) + Kkl_}k — AKEk_l. (529)

Since Zy_1 is based on the information set I,_; while z;, — @y, is independent
of I_1 (by the orthogonality property of MMSE estimation), and oy is inde-
pendent of Z;_1, (5.29) implies that

E[BrZ—1) = AE[Br_12,_,] — AKE[Z12;_,]. (5.30)

We now evaluate the second term in (5.30). Because by, is independent of Sy,

we have

E(BeZe ] = E[Bi(Hybk + i)' = E[Bi0, | Hyy
= [EBeor] EBezl ] - BBz, 1]] Hy (5.31)

Define the matrix
W, =E[BiZ], i,jeNi—1>j>Fk (5.32)
Since E[Br¢7] = E[Br8]K = PK, it follows from (5.30)(5.31) that
Wipo1 =A[PL K Wiina - Wiiikn ) Hiy — AKS.  (5.33)
Similarly, when ¢ > 2, from (5.29) we have
E[Brz_i] = AE[Be_17_],

where again we use the fact that z,_; is independent of z,_1, vy and xp — ay.

It follows that

Wk,k—i = AWk’—l,k—iy Vi e [[Q,Tk — 1]]. (5.34)
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Note that M, ; = KTE[/BZ-ZJ-T] = K™W, ;. The parameter M in Pj is recur-
sively determined by (5.33) and (5.34). At the kth sampling instant, 0 = ¢,
then My and Yj vanish. The optimal coefficient H; can be obtained by
solving P5o. When k = k + 1, we have

Wi 15 = APYKH; — AKS, (5.35)
This is the initial condition of parameter recursion.

5.2.4 Explicit Solution of Attack Coefficients

In this section we derive the explicit optimal solution to P55. The main

result is summarized in the following lemma.

Lemma 5.1. The optimal solution to Pss is given by

M

Hi = -3 (US;'UF + 2,005 1, —MS Y,
& = ¥ 0,075z,
where Uy, and Sy, satisfy the economy-size SVD:
S (PY — MRS MP): = UuS, VT, Sy, € ST

U, is the orthogonal complement of Uy. P,f’,/\/lk and Y are recursively given
by (5.18), (5.26) and (5.27), respectively. If 7, = 1, then 0y = ¢, My and

Yy vanisht. Z;, € R™<m="8) 4s o matriz of free entries.

Proof. At the kth sampling instant, define A, = [Ak Ak} € R™* such
that

Ak {/;/l:] = AkMk + AkEk = Omx(;—k_m), (536)

then Hj can be parameterized as Hy, = H,Ay, where H;, € R™ ™ is a matrix

of free entries. Note that the second constraint in P55 is eliminated. Since

1This happens in two cases: i), V7 € N, 7, = 1. i), if 7 = 1, then 7, = 1, Vk > k.
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Yk is non-singular when 7, # 1, we have A, = —AkMkElzl. The objective

function becomes

AT
el )iy = e{ (e |35 )
— Ty {(P,fA}f + MkAg)ﬁ,;f} —Tr {(P,j’ . Mkz,;lMg)A;fH,?} . (5.37)

The stealthiness constraint is

P M
=~ x A1 PP M
= X [P /\/l I
=Hi Ay [ —MkEkl] { /\f} E:] {_ - MT} AL H) +
=H Ap(PY — MRS P MEOATHY + @ = 3. (5.38)

Define the temporary variables
Hy, = 72 HyAp (PP — M S MYz,
Y, = E%(P,f - MkZ,Zl/\/l;f)%, 1y, = rank(Yy),
O = L2007,

According to (5.37)—(5.38), P52 becomes

~ min Tr (Y, HY) (5.39)
erRme7(I)kEST
s.t. ﬁkf}g + (T)k =1,. (540)

Now perform economy-size singular value decomposition (SVD): Vi = Uy Sy, VL.

Subsequently, the objective function in (5.39) satisfies
Tk
Te(VHY) = Te(USVTAY) = Te(S VAR U = S sEa, (5.41)

where H;, = V' HU, € R and X[+ denotes the (i, j)th entry of X. It is
clear that H,HY =< I,,, leading to H'"! € [~1,1],Vi € [1,7;]. It follows from
(5.41) that

Te(YoHY) > Z S = —Tr(Sy), (5.42)
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where the equality is attained only when H = VkTI:IEUk = —1,,. Solving this
matrix equation, we have
H = —UVE 4+ U X + VeViE (5.43)

where X}, € R™=76)xm and Y, € R™(m="%) are matrices of free entries; ﬁk
and Vj, are orthogonal complements of Uy and V, respectively. Note that we
have obtained the optimal solution to (5.39). The next step is to derive H}

from H ». According to the definitions of H r and f/k, we have
VESTH AT = ()T
The matrix equation yields
STEHPAYTSTE = (RO + [l = (R 2,
where Z € R™™ is a free parameter. Substituting (Y;7)* = U,S; VT and
(5.43) into the above equation, we obtain
Hi A, = —S3 (U8 UF — Db X ViSUT — ZR0,07) 52 (5.44)
Note that Y,Y;T = UpS2U. The stealthiness constraint in (5.38) becomes
HIAS YIS 2 (H AT + &
=(H{ DY 2 U Sy) (HE A S 2 ULS,) T + @
=22 (Uy — Up Vi) (Ui — U X Vi) TS24+ &F = 3.

Since @} € ST, the following inequality holds:

L“k o VkT XI::F IZkT
Up

Uk U vy, g
which directly leads to X, Vi = Ogn—r,)xr,- Then (5.44) reduces to

} = I, (5.45)
Hi A, = =22 (US; ' UF + 2,055z, (5.46)

where the free parameter is re-defined as Z; = —Z_Eﬁk. From (5.38), the
covariance of by, is given by &} = E%UkUEZ%. Recall that

Hj = HiNy = HiAL [In =M (5.47)
Substituting (5.46) into the above equation yields H}. [
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Remark 5.4. In (5.36), Ay is defined to eliminate the “interval uncorrela-
tion” constraint. From (5.46)—(5.47), it is not necessary to explicitly calculate
Ay at each sampling instant. The explicit solution of optimal attack coeffi-
cients not only reduces the computational burden, but also serves as a key

ingredient in Theorem 5.1 to establish the optimality of the attack in (5.21).

Since Plf in (5.18) depends explicitly on ]5k|k,1, which by (5.13) is de-
termined by Pk_1|k_1, to make the recursion a closed loop, ]E’k_1|k_1 should
be evaluated at each sampling step. From the definition of é;, we have
er—1 = (KT)*éy, + [I, — (KT)TK'ey,, where ¢, € R™ is an arbitrary vec-

tor. It follows that
Elégp-12 )K" = (K" E[éxzi |K" + [I, — (K )K" |E[exz ]K". (5.48)

The second term has zero trace, thus it does not affect the attack perfor-
mance. For simplicity, one can choose €, = 0,,x1, leading to E[éy_12; | KT =

(KT)TE[é,zf]K™. Then (5.13b) becomes

Pk = Popr + KSK" — KH; [PP M, K+
—(KN*[P? M) (H)TKT. (5.49)

Remark 5.5. We see from the objective function of Py that if rank(K) < m,
the attacker can always design a part of Zy that lies in Ker(K). This com-
ponent does not affect the attack performance but will impact the stealthiness
constraint. The definition of é;. eliminates this phenomenon; but it should be
pointed out that the technique s valid only when we consider the “greedy” at-
tack policy. That is, the attack only maximizes Tr(]-:’k|k) provided that ]—f’k_l‘k_l
1s given. In this setting we can design €, = 0,x1 because the choice of e
has no impact on Tr(ISMk). Otherwise, if an interval attack performance is
considered [38], different values of e lead to the same Tr{E[eyy_1Z KT} but
different Eléy—12, | K", which, by the recursion in (5.13), will affect the at-
tack performance in subsequent steps; thus the influence of Ker(K') cannot be

1gnored.
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5.2.5 Optimal Attack Policy

In the above analysis, an optimal linear attack based on the MMSE esti-
mate of é; is derived. In this section, we prove that this attack strategy is
indeed the optimal one among all feasible policies satisfying the stealthiness

constraints. The following theorem summarizes the main results in this paper.

Theorem 5.1. The optimal deception attack policy with strict stealthiness is

given by
Zj; = Cfik\k—l —+ H]:@k + bk, by, ~ N(Omxb (I)Z)v (550>

where Ty—1 and Oy are given by (5.12) and (5.20), respectively, and H}; and

®; are given in Lemma 5.1.

Proof. The optimal compromised innovation from Theorem 5.1 is 2z = H}0,+
bi. by is only a compensation noise to ensure stealthiness; thus it has no im-
pact on the objective function of P5;. Since ®; is a constant, one can verify
that 2; = H}0) is the optimal linear attack based on MMSE estimate that is

derived from the following optimization problem (similar to Ps1):

Pss: min  Tr{E[Z.é}]}

Zp=mp (Iy)

s.t. 2k ~ N(Omxl, > — CI);;) and (522)

Assume Z; = mg(Iy) is an arbitrary attack policy satisfying the above con-
straints. Define the following matrices associated with the objective functions

of Z; and Z:
Fi. =E[&ér], Fr =E[5él].
Let 1T, = —HAy. From (5.47), we have
2= Hibpy = 1L [I, — M, 0 = 1105, (5.51)
where 6, € R™ is given by
O = — M [EE, oo ] (5.52)
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Define I} = {Zx_1, -+, Zk—r,41}. For brevity, the set that contains all infor-
mation in I, and excludes all information in I7 is denoted as IV\*. Note that

or = E[éx|Lx]. Since 6y is jointly Gaussian, (5.52) can be written as:

O = EleIVV]. (5.53)

At the kth sampling instant, 11} is a constant; then 2} is the MMSE estimate of

17V

—I1.é; conditioned on . To satisfy the “interval uncorrelation” constraint,

2, must also be designed based on ]Iz\z. The following matrix inequality holds:

E[(—gér — 25)(—Tpér — 20)"] 2 EB[(—11gér — 21) (—1pér — %)), (5.54)
Expanding the inequality and canceling identical terms, we have
(Fy — Fi)" + (Fp — F)ll; < 0. (5.55)

In (5.46), Z; is a parameter that can be designed freely. Let Z; = AU, where
A > 0; then

I, = $2 (UpS; UL + MO U %

: Sit Onextmero| [Ur | 5o
[Us Udlmmquk YA iﬁ‘x - 0. (5.56)

N|=

=X

By Lyapunov stability theory and (5.55)(5.56), all eigenvalues of F; — Fj
have non-positive real parts. It follows that

m

Te(Fp = Fi) = YR (Fr — Fi) < 0. (5.57)

i=1
The inequality implies that the objective value of z; for Pj 3 is no larger than
that of Z,. Since Zj is an arbitrary attack policy by assumption, the above

analysis proves the optimality of Z;. [

Remark 5.6. There exist multiple optimal attacks owing to the freedom to
design Zy.. All of them have the same attack performance. If P,f—MkEglME
18 non-singular, i.e., r, =m, Zj and U, vanish; then the optimal compromised

innovation is uniquely given by z; = H0. If 1, < m, the simplest design
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Algorithm 5.1 Design of optimal attacks in Theorem 5.1

1: Input: Online measurements yy, J

2: Output: Optimal compromised measurement gy
3: Initialize a5 = &7, & = &7, P = P, Py = P.
4: for k =k : 00 do

5: Set 7, = min{7, k — k + 1}, 7, = mm.

6: Run the filter in (5.14) to obtain oy, Pf.

7. Calculate ¢y, P? with (5.17)~(5.18).

8: if 7, =1 then

9: Set 0, = ¢p, Yy = L2 (PP)z.

10: else

11: Set By as (5.20), Vi = D2 (PP — ME MYz,
12: end if

13: Do SVD: Y}, = Uy Sy ViF, design Uy, 2.
14: Design H;, ®;, Z}, y; with Theorem 5.1.
15: Evaluate P, with (5.49).

16: if 7, # 1 then

17: Update Wk—i—l,k with (533)

18: fori=2:7,—1do

19: Update W j—; with (5.34).
20: end for

21: end if

22: Calculate Myy1, Xp41 with (5.26)—(5.27).
23: end for
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is Zk = Omx(m—ry)s Uk U] = U, where U, € R™™ and Y} = UkSkaT is
the full-size SVD. The design of the optimal attack policy is summarized in
Algorithm 5.1.

Remark 5.7. From Theorem 5.1, the optimal attack policy can be derived
with three steps. (1) Obtain the MMSE estimate of é, based on 1., denoted
by ¢n; (2) de-correlate ¢y, with {Z;_y, -+, Zi_, .1} to obtain Oy; (3) design
Z¥ as a linear transformation of 0y, added by a compensatory Gaussian noise.
The online measurement is utilized only in step 1. This separation principle
allows for handling different information scenarios in a unified framework.
The “interval uncorrealtion” constraint is tackled in step 2, which provides
the freedom for attackers to deceive anomaly detectors with different width.
The worst-case estimation performance degradation is determined by both the

amount of online information and the width of detection interval.

The optimal attack has made full utilization of online data {yz, ..., yx } since
the state estimation in (5.14) is based on I;. In practical cases, the attacker
needs to design g, firstly, then replace the nominal data with the compromised
one. This process can induce transmission delays and may cause the attack
being notified by the remote estimator. One solution to tackle the issue is
to adopt a one-step ahead predictor instead of (5.14) for state estimation.
Then g is based on the information set {yz, ..., yx—1}. The design procedure
is similar to Theorem 5.1. It is clear that this policy leads to less performance

degradation, but has lower level requirement on real-time calculation.

5.2.6 Dynamic Linear Attack Model

In this section, we show that the optimal attack policy in Theorem 5.1
is the output of a dynamic linear system, the model of which is given in the

following theorem.

Theorem 5.2. The optimal compromised measurement is generated by the
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LTV system:

with the initial condition ny = [og, BT and coefficient matrices:

An _ A —_Kk_C_YA On Bu _ OnX(‘T'kfm)
k—1 —KkCA Al’ k —AKLk ’

B! = {%] , C}=[C H{K'-C], Dy =H;,
where H,f e R™™ Hf and Ly are given by
= (17 1] L= [ Oioam]
The control input is up = [(Z_1)", -, (Zi_r ) "]"
Proof. From (5.14a)—(5.14b), we have
o = (I, — K;,C)Aag_1 + K. (5.60)

Combining (5.60) and (5.12) yields
o — Tpjp—1 = Alog—1 — Tp—1p—2) — KpCAop
—AKZ |+ K.
Since Z;_; = Lyuy, it follows that
Br = ABj_1 — K1 ,CAay_1 — AK Liyuy, + K0y (5.61)

Define the state vector ny = [af, BF]". From (5.20), (5.60)-(5.61) and the
facts that gy = 2z + CTyjp—1, 2 = H O + by, and Zyp_1 = ap — By, it is easy

to verify that the above conclusion holds. [ |

Remark 5.8. All the involved matrices of the LTV system are independent
of measurement data and thus can be determined offline with Algorithm 5.1.

In practical cases, to reduce the computational burden, the attacker can store
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the parameters offline and generate the compromised measurement online with
(5.58)~(5.59). Note that if T, = 1, By, D}t and uy vanish; then the system is
driven only by the online measurement 4. Theorem 5.2 also indicates the dif-
ference of the information-based attack from the innovation-based one, where

a static linear model is adopted [22, 39, 68, 69, 97].

The filter in (5.14) will reduce to a fixed-gain estimator when & tends to
infinity; then A} and B} converge to constant matrices. If 7 # oo, 7 and
L, will become constants when k > k + 7 — 1; then B} is a constant. (5.58)

reduces to a linear time-invariant system.

5.2.7 Some Special Cases

From the separation principle in Remark 5.7, the attack performance de-
pends on the length of the detection interval and estimation quality for ey;,_.

In this section, we discuss some special cases of Ij.
Theorem 5.3. If Iy = Iy_1 U{yx}, an optimal attack policy at the early stage

of deception attacks is given by zj = —z, Vk € [k, k+7—1].

Proof. We prove by induction. In the case that only the measurement of
sensor I is available, we have 7, = yx,C = C, R = R. The Kalman filter in
(5.14) is the same as the one in (5.3). Since Pf = P, the filter is in steady
state; then Ky = K, P¢ = (I, — KC)P, Vk > k. Tt follows from (5.14) that

ap — Aak,l + KZk. (562)
Combining (5.62) and (5.12) yields

Br = ABk-1 + Kz — AKZj,_4

k—1 k
= AREg ST AMIKE + Y AR (5.63)
i=k i=k+1

When the attack starts, we have
By = o — Tpp—1 = Thjp — T = K 2. (5.64)
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Let k <k <k + 7 and assume that
2= —z,Vk € [k, k—1]. (5.65)

From (5.63)—(5.64) we have

k-1 k-1
By = AMFR 4 Y AT Ky 4+ Y A Ky 4 Kz, (5.66)
i=k i=k+1

Recall that ¢ = K'3;. To satisfy the “interval uncorrelation” constraint,
¢;, should be made uncorrelated with all historical compromised innovations
in the interval [k, k — 1] to obtain 8; (sce the proof of Theorem 5.1 and the
separation principle in Remark 5.7). According to (5.65)—(5.66), the statement
directly leads to 9_,% = KTKz;. Then Z; is designed as

Z = —ILK Kz + by, by ~ N (01, ). (5.67)
Since E[0,0]] = Pff ~MEMT = KTKSKTK, from Theorem 5.1, we have
I, = —H A = D2 (U, ST 'UT + 2,00)57, (5.68)
where $2 (KTKSKTK): = U, S VT, It follows that
1 1
S:KTKY? = UpSiU;. (5.69)
According to (5.68)—(5.69), we have
ILKTK = —II;Y 3 (82 KTKY2)% s
= i UTE (5.70)

If rank(C') = m, (~]k vanishes; then ®; = 0,,, (5.70) implies —I[ KTK = —1I,,;
hence (5.67) leads to the unique optimal attack 7 = —z;. If rank(C) < m,
we choose

by = —S:0 0TS 24
With (5.70), we see that b;, is independent of —II; KT K z; and thus is a legit-
imate choice. It follows from (5.67) that

= _E%U];Ugg_%zk + by = —2. (5.71)
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The above analysis shows that if (5.65) holds, then —z; is an optimal
attack at instant k& (not necessarily unique). Now it is sufficient to prove —zz

is an optimal attack at instant k. Since ¢ = KTf; = KTKz; and
3 D— e
P? = K"P/K = K" (P, — P{)K = K"KCPK.

From Theorem 5.1, the optimal attack is given by z; = Hj ¢y + by, with the
coefficients

Hf = —X3(UpS; 'UF + ZU7F)s3,

where $2(KTKCPK)2 = UpSiV;". Note that CP = XK'. Following the
same arguments as in (5.67)-(5.71), one can verify that 7 = —z; is indeed an

optimal attack. This completes the proof. [ |

Remark 5.9. If the attacker can only eavesdrop on the original measurement
and the compromised innovation is required to be white Gaussian (the width
of the anomaly detector is T = 00), our results reduce to [22], i.e., flipping the
sign of the current nominal innovation is the optimal attack policy. Note that
if rank(C) = m, Zf = —z 1is the unique optimal attack, otherwise there exist

multiple optimal solutions.

Theorem 5.4. If I, = 0, the optimal attack policy {Z}, k € [k, k +71 —1] is

a white Gaussian sequence.

Proof. If the attacker cannot gain any online information, the filter in (5.14)

becomes
o = Aoy, PE= AP AT +Q,

with the initial condition o = zgg_y, P = P. Following the similar ar-

guments as the proof of Theorem 5.3, one can verify that the conclusion

holds. [ |

Remark 5.10. If I, = 0, the attacker can simply generate a white Gaussian
noise in the early stage of deception attacks to design 3. When k > k +
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T, the information contained in {%7 <o 25} can be utilized to design Z,
making {Z;} no longer white. This is the reason that the optimal attack policy
in Theorem 5.1 outperforms the intuitive one that Zj is designed as a white

Gaussian noise in the whole time horizon.

5.3 Optimal Attacks with Relaxed Stealthi-
ness

In this section, we set 6 > 0 and study the optimal deception attacks with
relaxed stealthiness. According to (5.13b), the problem is formulated as

Pss: min  Tr{-KE[3Z[|K"} + 2Tr{E[6,2]]}

Zp=mp (I)

s.t. DKL(ZkHZk) §5 and (5.22).

The optimal attack can also be obtained with the separation principle in
Remark 5.7. In this scenario, the linear transformation coefficient in the third
step is derived by numerically solving an optimization problem. The main

result is given in Theorem 5.5.

Theorem 5.5. The optimal deception attack policy with relaxed stealthiness

15 given by
U = Copp1 + HiO + by, b ~ N (Opxa, 7)), (5.72)
where H; and ®; are obtained by solving

cmin - Tr(-KS KN + 2T {[P? M) HE}
g, Hy, @y

- by
st. Tr(X7'%) +1In "2—‘ —m —26 <0,
k

P M =
M,

Hk |:Ek :| = Omx(?k—m)7

P, >0
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P,f is given by (5.18). Xy and My, are re-defined as

M= [Mygpo1 - Migor],
Sk = blkdiag{;_, -+, S5, 1}

with M; ; = KW, ;. The recursion of W is given by (5.34) and

Wip-1=A4 [P;f_lK Wi_1p—2 -+ kal,kak,l] H: L
—AKYE .
Proof. See Appendix A.7. [ |

We see that Theorem 5.1 is a special case of the above result when ¢ = 0.
In P54, Z; under KL divergence constraint can have an arbitrary probability
distribution. Theorem 5.5 shows that the optimal compromised innovation is
zero-mean Gaussian. The filter under deception attacks still provides unbiased

state estimation. The attack performance is now evaluated by

Pop = Pypy + K5 K™ — KHy [P? M,] K
~(KT)F [P M) (TR, (5.73)
The design of optimal attacks with relaxed stealthiness follows a similar pro-

cedure as Algorithm 5.1. Accordingly, y; can also be generated by an LTV

system.

5.4 Examples

Numerical examples are provided in this section to verify the theoretical

results. A stable LTI system is given with the following parameters:

0.717 —0.043 —0.082 0.612

A= |-0.043 0.666 —0.025|,Q = diagq |0.435

—0.082 —0.025 0.718 0.754

1.326 0.756  2.352 1.054
C=1[-1319 0921 0.395 |,R = diag<{ |2.026
0.896 1.564 —1.887 1.648
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Figure 5.3: Performance evolution of optimal stealthy deception attacks (0 =
0) with different x? detectors.

Assume k = 51, the attacker can only eavesdrop on the original measure-
ments (I = Iy_1 U{yx}). The performance of optimal deception attacks that
can completely bypass different x? detectors is illustrated in Fig. 5.3. It shows
that the worst-case attack impact can be mitigated by increasing the width of
the detection window. 7 = 1 and 7 = oo correspond to the performance limits
of two extreme cases. The simulation also justifies the necessity to implement
multi-step x? detectors in practical systems. Compared with a single-step
detector, the multi-step one is not only more robust to disturbances but also
reduces the attack performance by imposing a more strict constraint for at-
tackers. The enlarged figure illustrates the effectiveness of Theorem 5.3, i.e.,
Z¥ = —2z, is the (unique) optimal attack when k < k + 7.

The performance of optimal innovation-based and information-based at-
tacks is illustrated in Fig. 5.4. Both the attacks in Theorem 5.1 (7 = 1) and
[68] using 4 historical nominal innovations can only deceive a single-step 2

detector. Note that when k < 55, these two attacks have the same perfor-
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Figure 5.4: Performance comparison of innovation-based linear attacks and
information-based attacks.

mance because all information is fully utilized. When k > 55, the latter one
is no longer optimal. Both the attacks in Theorem 5.1 (7 = 2) and [39] can
deceive a 2-step detector. The figure shows that the information-based attack
can cause more estimation quality degradation compared with the innovation-
based ones.

We conduct Monte Carlo simulations for 5,000 times to show the stealthi-
ness property. Assume k = 301, the detection window is of size 2 and J,;, = 10,
leading to a theoretical FAR a = 12.47%. Fig. 5.5 indicates that the stealthy
deception attack from Theorem 5.1 with 7 = 2 can completely deceive a 2-step
detector. If the attacker mistakenly uses 7 = 1 to design the optimal attack,
Fig. 5.6 shows that the attack is no longer strictly stealthy as a higher alarm
rate is induced.

We then use the stable LTI system in [24] to illustrate the impact of side
information (I = I U {yx, 9x}). Let k = 31,5 = 0y and

0.8 06 0

A=10 05 0.3 C:Eéﬂcz{é?(ﬂ
0 0 0.7
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Figure 5.5: The optimal attack in Theorem 5.1 (7 = 2) can completely bypass
a 2-step anomaly detector.
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Figure 5.6: The optimal attack in Theorem 5.1 (7 = 1) cannot deceive a 2-step
anomaly detector.

Fig. 5.7 shows that additional information can always improve the attack
performance. Since the attacks in [24] and [97] were based on the MMSE
estimate of x;, but not €,_1, these policies have not utilized the online infor-
mation properly and thus did not achieve the maximum performance loss. We
also see that the attack performance depends on both the amount of available
information and the width of detectors.

Let 6 = 0.1. Fig. 5.8 illustrates the performance of attacks with relaxed
stealthiness. It is clear that the attacker can achieve greater performance

degradation by sacrificing the stealthiness property. The information-based
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Figure 5.7: Attack performance with/without side information.

policy also outperforms the innovation-based one with the same stealthiness

level.

5.5 Conclusions

In this chapter, the problem of deception attacks on remote state esti-
mators equipped with interval anomaly detectors has been solved completely.
The major challenge is how to properly handle the stealthiness constraint such
that the attacker’s behavior is not overly restricted. A separation principle
consisting of three steps is proposed to design the information-based decep-
tion policy. The attack performance depends on both the amount of online
information and the width of the x? detector. Contrary to existing studies
that assume innovation-based (static) linear attacks, the information-based
one is shown to be generated by a dynamic LTV system. The result reduces

to optimal innovation-based attacks in some special cases.
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Figure 5.8: Attack performance with relaxed/strict stealthiness.
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Chapter 6

Optimal Information-Based
Deception Attacks with

Maximum Interval Performance
*

This chapter studies the problem of optimal deception attacks against re-
mote state estimation, where the measurement data is transmitted through an
unreliable wireless channel. A malicious agent is capable of intercepting and
modifying raw data, with the goal to cause the maximum estimation quality
degradation and deceive an interval x? detector. Contrary to existing studies
that focused on greedy attack performance, we consider a more general sce-
nario that the attacker aims to maximize the summation of estimation errors
in a fixed interval. It is shown that the information-based optimal attack
is a linear combination of MMSE estimates of all historical prediction errors.
The combination coefficients can be obtained by solving a convex optimization
problem. The effectiveness of the method is verified with numerical examples
and comparative study with existing work.

This chapter is organized as follows. Section 6.1 gives the detailed prob-

lem description. The optimal attack structure and coefficients are derived in

*xA preliminary version of this chapter has been submitted for publication as: Jing Zhou, Jun
Shang, and Tongwen Chen, Deception attacks on Kalman filtering with interval estimation
performance loss, 5th IFAC Workshop on Linear Parameter Varying Systems, Montreal,
Sept. 2022. (Accepted)
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Section 6.2. Section 6.3 discusses some special cases when multiple-step >
detectors and whiteness detectors are deployed to reveal anomalies. Numerical

examples are given in Section 6.3, followed by conclusions in Section 6.4.

6.1 Problem Formulation

The system architecture is illustrated in Fig. 4.1. In this Chapter, we
consider the same process model, remote state estimator, anomaly detector,
and cyber-attacks as in Chapter 4. The attack impact at each step can be
evaluated by Tr(]% k). The problem of concern is to design an optimal stealthy
attack sequence I, such that the compromised innovation {2} satisfies Zj, ~

N(0,,,%) and the following performance index in [k, k] is maximized:
k ~
i=k

Remark 6.1. Compared with mazimizing Tr(]sm-) directly step by step, the
optimization of Jy,y is a more challenging task. The main difficulty is that
the attack effect at each step will propagate through the evolution of the filter
dynamics. Instead of analyzing the step-wise correlation of Z, and prediction
error, the attack effects of Zi in the entire time horizon should be considered

as a whole for interval performance optimization.

6.2 Preliminaries

With presence of deception attacks, the compromised Kalman filter be-

comes

Tpjp—1 =ATp_1jp—1, (6.2)

ik\k :i’k\k—l + KZ,. (6.3)
The dynamic of the prediction error is given by
ék|k—1 = Aék_”k_g - AK%k_l + Wg—1. (64)
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From (6.2)—(6.3), we see that Ty, is determined by Zpz_; and 2,4 € Ik, k —
1]; thus it is a known variable at instant k. According to (4.16), the “virtual

measurement” for €, can be defined as
e £ g — Coypor = Clppt + Uy (6.5)

The attacker adopts the following Kalman filter to obtain an MMSE estimate

for épjp—1:
Op = A1 — AKZ,_y, (6.6a)
Op = 01, + Ki(ri, — COy), (6.6b)
Ky = PCT (CPCT + R) (6.6¢)
Pf = AP; AT +Q, (6.6d)
P = (I, - K;,C) P, (6.6¢)

with initial condition 0 = 0,, P; = P. According to (6.5) and (6.6a)—(6.6b),

we have
Qk = (In — f(kC’)AQk_l — AK,%k_l

+ R’kC'Aék_”k_g + Kkéwk,1 + Kkl_)k. (67)

Using the orthogonality property of MMSE estimation, we know that the

covariance of 6 is given by
P! =E[0,0}] = ﬁk|k—1 — P (6.8)

The following lemma establishes the connection between an information-

based constrained optimization problem and MMSE estimation.

Lemma 6.1. Let S € R™™ 11 €8S, ¥ € ST, and X be a random Gaussian
vector X ~ N(0,,I1). The observed information set for X is denoted as I,;
then a vector that satisfies Y ~ N (0,,, %) and also minimizes Tr{SE[YXT]}

s given by
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where X = E[X|L,] is the MMSE estimate of X, b, is a Gaussian noise, and

the coefficients are given as

L,=-R"5",
¢, =% — L,P,L!,

1

with R = $72(N2P,N2)2x"2, P, = ST(Il — P.)S, and P. the estimation

error covariance:

Proof. See Appendix A.8. [ |

An example is provided to briefly illustrate the intuition in Lemma 6.1.
Assume z ~ N(0,1). z; and z3 are measurements of x corrupted by Gaussian

noises:

21 =2z +wy, wy ~N(0,1),
29 = 3w + wq, woy ~ N(0,3),

then the random variable that satisfies y ~ N (0,4) and also minimizes E[zy]

is given by
y* = L,E[x|21, 20] = —0.53452; — 0.2673z5.

In this example we have ®, = 0, indicating that the Gaussian noise is not
needed to satisfy the constraint. Note that )* is not unique when Py is
singular. Multiple optimal solutions can be obtained by selecting different
free parameters Z and Z. All of them achieves the same minimum objective
value. The details on the uniqueness of Y* are discussed in the proof of
Lemma 6.1. Specifically, if rank(P;) = m, we have L, = R71ST, &, = 0,,.
The compensatory noise term vanishes.

The optimal deception attack that can completely deceive single-step x?
detectors and achieve maximum interval performance is given in the next

section.
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6.3 Main Results

We first study the attack performance. Let s = k— k41 denote the length
of attack horizon. Define P = (I, — KC)P, ¥ = KX K™ +Q and the following

matrices

?r
s

Y= S ATV A, € [ k],

i
o

Lemma 6.2. The interval attack performance in (6.1) is evaluated by Jyj, 1 =

—Qj[,;,’k] + Tr(C), where

ZTr{YKE Zeh )} (6.9)

and C is a constant matriz given by

C= ZZAJEAT +ZA’ P(ATY.

i=1 7=0

Proof. See Appendix A.9. |

According to Lemma 6.2, we see that maximizing the interval performance

is equivalent to minimizing j[,;,,k,]. The problem of concern is formulated as

Pe1: min  Ji
6.1 iias 38 %, k]

st. Zi~N(0,,%), Vi€ [k K]

6.3.1 Optimal Attack Structure

The information-based attack in Pg; can have an arbitrary form. In this
section we show that the optimal policy minimizing JA[,;,,C} is a linear transfor-
mation of the MMSE estimate for é€,—;. The main result is summarized in

the following theorem.

Theorem 6.1. The optimal compromised innovation at instant i € [k, k] is

given by
2; = L;0; + bi) b; ~ N(Oma (I)i)a (610)
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the coefficient matrices satisfy L; = =R M} &, = ¥ — L;P;L} where R; =
N3 (S2PXE)EN 3, Py = MIPIM; and

M =Y K - A"MLAK — ALY MPAK,
with initial condition M = K.

Proof. Let t € N and satisfy k < ¢t < k. Assume Vi € [t, k], (6.10) holds and

the corresponding optimal cost-to-go function has the form:
Jim = T{ME[Z &), ]} + Ci, (6.11)

where M; € R™™ and C; € R are constant parameters. We first consider

j[k,k]; i.e., the attack performance in the last step. Note that Y, = I,,; we have
Jiesg = Tr{KE[Zé,_,]}-
From Lemma 6.1, the optimal attack at instant k is
Zi = Lpbp + by, b, ~ N (0, D),

where Ly = —R; K*, @, =3 — LyP L} ; thus (6.10) and (6.11) hold for i = k
with M; = K and C; = 0. We now consider j[t_uﬂ :

iy =_ min_ {ag + TelYit KE(Z 16 )]}
:jﬁk] + Ignin Tr[Y}_lK]E(gt_létT_”t_Q)]

= min TI{ ME[Z/ e}, ] + Y11 KE[Z16 1, o]} +Ci, (6.12)

Zt—1
where the last equality is from the assumption in (6.11). Since z; = L;0; + b,

and b; is independent of other variables, it follows from (6.4) and (6.7) that

E[gjégt—l] :EKLtet + bt)(Aét71|t72 — Ath,1 + wt,l)T]
:LtE{[(In - f_(tC_')AHt_l - Ath—l —|— [_(tCYAét,”t,Q
+ K,Cw;—1 + K,y (Abiqjp—2 — AKZ, 1 + we—1)"}
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Note that z;_; is designed based on I,_; and thus is independent of w;_1, vy;

the noises are mutually independent. Using the following equalities

E[@t,lé;r_1|t_2] = Ptg_la E[ét—l\t—ZétT—Ht—Q] = pte—17
E[(é—1jt—2 — 9t—1)é;r—1|t—2] =P, - P,
E[gt—lgtT—l] =2, E[wt—lw;r—l] =@,

E0, 12" )] = El& 1o ],
we can verify that

]E[it*éﬁt_l] == LtAKE[gt—létT—ut—ﬂAT
— LAAE[E o7 JKTAT + €,

where C,_; is independent of %,_; and given by
Croy =L AP? (AT + LLAKSKT AT + LK,CQ
+ LK, CA(P;, — PL)A".
It follows from (6.12) that
jf;—l,k] = gtl}rll Tr{Mt—lE[gt—létT—l\t—ﬂ} + Ci1,
where
M =Y K — AAMLAK — ATLI M} AK,
Ciy = Tr(M,Ci_y) + C.
According to Lemma 6.1, the optimal attack at instant ¢ — 1 is given by
2 =L 10, 1+ b1, b1 ~ N0, Pp_q),

where L; 1 = —Rf M, &,y =% — L P, L} |. Repeating the above

argument from ¢ = k to k completes the proof. [ |

Remark 6.2. In this section, we utilize dynamic programming to show that
the optimal attack at each instant is a linear function of 0y added by a Gaus-

sian noise. Though the optimality has been established, it is a challenging
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task to find these transformation matrices and covariances of b;. The main
difficulty lies in that P{ is given by (6.8), which is determined by all previous
attack coefficients Ly, t € [k,i— 1], but the recursion of M; in Theorem 6.1 is
backward from k to k. This leads to a dilemma: in order to find L;, one has
to know Ly, t € [k,i — 1], but the later ones can only be obtained after L; is
available. Since L; and ®; can not be calculated in a recursive manner, one
has to find the matrices that satisfy these coupled equations simultaneously.
These attack coefficients are not unique if min{rank(P;),rank(M,)} < m.
Newvertheless, the most important finding in Theorem 6.1 is that the optimal

attack has a particular structure. In next sections we will show that the attack

coefficients can be obtained by solving a convex optimization problem.

6.3.2 Augmented Vectors of ¢;,_; and 0,

We firstly define e = éj;_, and the following vectors:

&= [éET\EA é%+1|fc égﬂkr e R,
O=[0 6, - 6] eRCT,
z=[ 2, o A er™

W= [wl Wl - wf]" eRr,

y=_[oF F, - or]" € ROmFmEH)

In the considered attack horizon, all uncertainties in the system come from e,

W and V. Their covariances are respectively given by

P, = E[ee’] = P,
P, = EWWT] = blkdiag(Q, s),
P, = E[VW'] = blkdiag(R, s + 1),

From (6.4) we have
i k-1 k-1
Crpor = A Fepp = AR E 4+ AR,
i=k i=k
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It then can be verified that the augmented vector £ can be written as
E=HZ+GW + Ee, (6.13)

where the constant matrices are given by

;

Onxm, J =1

Hipm)(i,§) = { —AK, j=i—1
| AHp (i = 1,7), j<i—1
(0,, j>1i

Gl (4,J) = In, j=1—1
(AGm(i—1,7), j<i—1

B ) I, i=1
n,n]\?, = . .
n,nl] AE[n’n}(Z — 1, 1), 7> 1

Now define A, = (I, — K,C)A and substitute the solution of (6.4) into
(6.7). When k > k + 2, we have

Or =Apbk_1 + [_(kC_'Ak_kéE\Eq — AKZp 1 + Ky,

k—2 k—1
— KO ATKzZ + K C Y AN (6.14)
i=k i=k

From (6.6b), when k = k, the initial condition of 6} is

Op = O + Ky (r, — Off) = KpCegyy + Kyuy,
when k = k + 1, we have
(9,;.4_1 :A,;HH,; — AK%;; + K];_i_lC'Aé];“;_l
+ Ki1 Cwi + K1 Ug 41

It is clear that the LTV system in (6.14) admits a solution that is a linear
combination of Zy, w, Uy, and €g;_;. Therefore, © can be written in a compact

form:
©=HZ+GW + MV + FEe, (6.15)
where the constant matrices are constructed as follows:
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(4) Hjnm(i,j) denotes the transformation matrix from Zz,; | to 65 ;.
Since 6; is independent of Z;,Vj € [i, k], we have H, (i, ) = Opsem, Vj >
t. When ¢ = j+1, the linear subsystem where Z,; , serves as the input
in (4.31) is extracted as:

z

z _ A- 3
91}4_1‘_1 - Ak+i719k+i_2 - AKZkaQa

thus Hp, i (i,i — 1) = —AK,Vi € [2,s + 1]. Similarly, when i > j + 2,
from (6.14) we have

0z

_ i z - A A= 7o 5o
fric1 = Aryiabg — Kpyy 1 CA7T Kz .

k+i—2

It follows that

H[”’m} (i,7) = A%+i—1g[n,m} (i—1,7) = Kyt CATK.

(#6) Gium(i, ) represents the transformation matrix form wy i1 10 Opy g

Note that (6.14) implies G (4,7) = 0,,Vj > i. When j < i, we have

IE

= Aj w < CATT s
fric1 = Aryia1by + Kp 1 CA Wiy 1-

k+i—2

Then Vi € [2,s+1],7 € [1,7 — 1], the recursion holds:
G[n,n} (Zaj> :Al_chiflé[n,n] (2 - 17]) + Kl_chiflC_(Aiijil'

(iii) Similarly, M and E can be obtained by

Onx (mam),t < J

Mipmen) (1 5) = 4 Kiicayi = j
A ricaMpmym) (1 —1,5),0 > j
B (5,1) = {i{:f_iE[nln] (i—1,1) + Kgyy (CA™L i > 1

Remark 6.3. The augmented vectors £ and © have been expressed as linear
functions of Z, W, V, and e. The two equations in (6.13) and (6.15) serve
as the basics for the subsequent design of optimal attacks. Note that all these
coefficient matrices are independent of online data and thus can be calculated
offtine. In the case that only the original measurement is available (I; =
L1 U{y}), we have K; = K, A; = (I, — KC)A,Vi € [k, k]; the recursions
for H,G,E and H,G,M,E can be simplified.
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6.3.3 Optimal Attack Policy

We now design the attack coefficients in (6.10). In Theorem 6.1, it has
been proved that the optimal attack Z; is a linear function of ;. Vi € [k, k],
we consider a more general attack model:

%

Z= Ff;+bi b~ N0y, ®,). (6.16)
j=k
Define the matrices
B Omxn o+ O
N I A |
B OFh, o B
B=[oF b, - ], &5 =E[BB"],

X = blkdiag{V; K, Y, K, -, Y, K},
then (6.16) can be written in a compact form as
Z = FTO + B, B ~ N (O, Ds), (6.17)
the attack performance in (6.9) becomes
Js = Tr{T"XE[ZE"]}. (6.18)
From (6.15) and (6.17), we have
Z=FTHZ+FTGW + FTMV + FTFEe + B. (6.19)
It can be verified that I,,; — FTH is invertible. Define the new variable
F= (I, — FTH)'F, (6.20)
then (6.19) and (6.15) yield

Z=FTGW + FTMYV + FTEe +, (6.21)
E=(HFTG +GW + (HFTE + E)e + HFTMYV + Hb, (6.22)
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where b = (I,,, — FTH)~'B denotes the compensatory Gaussian noise. Define
the constant matrices
X =H"T"X,
X =TGP,G'T"X + TEP.E'T" X,
X =TGP,G'T" + TEP.E'T" + TMP,M"T".
From (6.21)—(6.22), the attack performance in (6.18) can be written as
T = T(FXF" + )X + FX], (6.23)

where ® € S'** denote the covariance of b. The covariance of Z is obtained

from (6.21), i.e.,
E[Z2Z") = FXFT + . (6.24)

To satisfy the stealthiness constraint in Pg1, the diagonal blocks of E[ZZT]
should be constants that equal to X. Note that F' € Bl ns(m,n); from
(6.20) one can check that F' € BLyys s (m,n). It poses an additional con-
straint on F.

Define an auxiliary variable S = FXFT + & Summarizing the above
analysis, the optimal attack policy in (6.17) can be obtained by solving the

following optimization problem:

P : I%llél Tr(SX + FX)
s.t. F[m,n](z',j); Omxn, Vi€ [l,s—1],5 € [i +1,s],
Sim.m (i,7) = , Vi € [1, 5],
S—FXF'»o.
Then F* is reconstructed from (6.20), i.e.,
F* = F*(Ips + THF*) ™, (6.25)
and the covariance of B is
&% = (s — F*TH)®* (I, — F*TH)"
= (Ipns — F*TH)(S* — F*XF*1) (I, — F*TH)".
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Remark 6.4. Pgo has linear objective and equality constraints; the last con-
straint can be reformulated as a linear matriz inequality by applying Schur
complement. Thus the problem is convex and can be solved efficiently. Though
the definition tells that F' € BLijys s (m,n), but in numerical examples one
can find that F* in (6.25) is a block diagonal matriz. This in turn verifies
the effectiveness of Theorem 6.1. Another difference from attacks with the
mazimum greedy performance is that @y is not necessarily block diagonal, in-

dicating that the compensatory Gaussian noise can be mutually correlated.

The estimation error covariances evolve according to

Prjp—1 =AB_ 11 AT+ Q, (6.26)
Py =Pup1 + KXK' — KFFP? — PY(FF)TKT, (6.27)

with initial condition ]5,;,1“;,1 = (I, — KC)P. At each instant, (6.26) is used
in (6.8) to calculate P?, thus closing the loop of iteration (6.27).

6.3.4 General Cases

In Pg,, we assume that a single-step x? detector is deployed to reveal
anomalies. In this case, Zx ~ N (0y,x1,2) is the only stealthiness constraint;
the compromised innovation {Z;} can be correlated; the corresponding attack
cannot completely bypass a multiple-step x? detector. To tackle this issue, one
can simply add another constraint to the optimization problem. Pgo becomes

P¢s: min Tr(SX + Ff()
F.S

I
o

mxn» VZE [[LS_ 1]]a] S [[i—Fl,S]],
Simm) (i, J) = O, Vi € [1,5 —1],5 € [i + 1, 7],

where 7, = min{i + 7 — 1, s} and 7 € N is the width of x? detectors.
The corresponding attack policy leads to a sequence {Z;} that is uncorre-

lated in a sliding window of size 7; thus it can completely deceive a T-step x>
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detector. Specifically, if the compromised innovation is required to be i.i.d.
white Gaussian (the width of x? detector is infinity), the second and third
constraints reduce to
S = blkdiag {3, --- ,X}.
—_——
k—k+1 times

This attack can completely bypass a whiteness detector. We also see that if
a x? detector with larger 7 is deployed, there will be more constraints im-
posed on S, leading to a greater optimal objective value; thus the worst-case
attack performance can be reduced. This conclusion justifies the advantage
of adopting multiple-step x? detectors in practical systems. Compared with
a single-step detector, a multiple-step one is more robust to disturbances and
can also mitigate the attack impact by imposing a more strict stealthiness

constraint.

6.4 Examples

In this section, we use numerical examples to illustrate the effectiveness of

the proposed method. Let

o= o =10 3]
The system parameters A and C' are 2x2 matrices that are randomly generated
with Matlab for 10,000 times. Let &k = 31 and k = 34; we compare the
estimation performance loss within a 4-step interval.

Fig. 6.1 shows the difference between the interval performance and the
summation of greedy performance in [98]. Both policies have made full uti-
lization of online information; but the one in this work is designed to maximize
Ji31,34) directly. Since the performance difference is bounded below by zero,
we claim that for all randomly generated systems, the attack policy in this

chapter causes more severe estimation quality degradation in the considered

horizon. Now consider a stable LTI process:

4 [F00658 0 o [290405 09765
01972 0.9558]° 7 T |-1.9122 —0.6873| "
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Figure 6.1: Difference of interval and greedy performance.

The interval performances with different attack policies are listed in Table 6.1.
In [68], two historical innovations and the current one are utilized to design
a linear attack. It is clear that the proposed attack in this work achieves the

maximum interval performance.

Table 6.1: Attack performance comparison

Attack POIICY TI'(P31|31 -+ P32|32 + P33|33 + P34|34)
22] 929.5806
[68] 324.0134
98] 342.0293
Theorem 6.1 342.0417

We then simulate the process for 10,000 times with randomly generated
process and measurement noises. The threshold of y? detector is set as 6,
leading to a theoretical alarm rate 4.98%. Fig. 6.2 shows that the alarm rate
remains unchanged after the attack occurs, thus verifying the stealthiness

property of the proposed attack.
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Figure 6.2: Theoretical and empirical alarm rates.

6.5 Conclusions

In this chapter, the optimal information-based attack that can maximize
performance degradation of Kalman filters in a fixed interval and also com-
pletely bypass x? detectors is studied. The attack is presupposed to be a linear
combination of MMSE estimates of all historical innovations; then the combi-
nation coefficients can be obtained by solving a convex optimization problem.
The proposed method can accommodate more general scenarios that an inter-
val x? detector is deployed to reveal anomalies; the worst-case attack impact
is determined by the amount of online information and width of detector. Ad-
ditionally, it can be shown that the optimal compromised measurements can

be generated by an LPV system.
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Chapter 7

Conclusions and Future Work

In this chapter, remarks are provided to conclude this thesis, and then

some potential research directions are pointed out for future work.

7.1 Conclusions

This thesis focuses on the design of optimal cyber-attacks on industrial
CPSs with energy and stealthiness constraints, aiming at revealing vulner-
abilities of CPSs and establishing a basis for the development of defensive
countermeasures. The outcomes of the studies in this thesis are summarized

as follows:

1. We have studied a DoS attack problem against control channels in LQR
systems, which has not been addressed in existing literature. Two com-
mon compensation strategies under DoS attacks are considered. Nec-
essary and sufficient conditions are derived to ensure attack optimality
from initial instants. A more general scenario that feasible attacks are

not required to be consecutive is also briefly discussed.

2. We have proposed a novel linear attack policy based on the combined
information and proved that it always outperforms the strategies using
only partial information, which clarifies the counter-intuitive conclusion
in [24]. More general scenarios are considered, including the correlated

measurement noises between two sensors and time-varying means of the
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injected bias. For attacks that can completely bypass x? detectors, we
give explicit solutions of the optimal attack policy, which avoids solving
optimization problems numerically at each sampling instant. Uniqueness
of the optimal stealthy attack strategy is analyzed. For scalar systems
with uncorrelated measurement noises in two smart sensors, we give an
easy-to-check criterion to compare the information fusion method with

existing work.

. We have revealed the connection between FDI attacks and MMSE es-
timation of prediction errors. The optimal stealthy attack policy that
makes full utilization of attackers’ available information and causes the
maximum estimation performance loss is obtained. With theoretical
analysis and comparative studies, it is proved that there does not exist
another policy that outperforms the proposed one considering “greedy”
performance criterion and the KL divergence stealthiness constraint. It
is found that the optimal attack policy can be derived by recursively
solving a constrained optimization problem, which is different but simi-
lar to LQG control. The well-known separation principle still holds; the
optimal attack policy is a combination of MMSE estimation and linear
transformation. For attacks with strict stealthiness, the optimal trans-
formation matrix is obtained analytically without solving SDPs. For
attacks with relaxed stealthiness, it is shown that the optimal compro-
mised innovation is zero-mean Gaussian. The estimator with falsified
measurements still provides unbiased state estimation. In contrast to
existing literature that assumes static linear attacks, the optimal com-
promised measurement is shown to be generated by a linear time-varying
(LTV) system, the coefficient matrices of which are independent of mea-
surement data and thus can be determined offline. The cases that the
attacker has different information sources are studied in a unified frame-
work. It is found that the attack performance depends on the estimation

quality for the prediction error. The attacker’s additional information
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will always benefit his/her purpose.

. We have extended the information-based FDI attacks to the case that an
interval anomaly detector is deployed to reveal anomalies. The optimal
deception policy that makes full utilization of available online informa-
tion and successfully deceives interval y? detectors with different width
is derived. Contrary to existing studies, the linearity assumption is re-
moved and stealthiness constraints are fulfilled precisely. As a special
case, if only the original measurement is available and the compromised
innovation is required to be white Gaussian, the result reduces to the

well-known conclusion in [22].

. Finally, we have derived the optimal information-based FDI attack that
maximizes the estimation error of Kalman filters in a fixed interval. It
is shown that the information-based optimal attack is a linear combi-
nation of the MMSE estimates of all historical prediction errors. The
combination coefficients can be obtained by solving a convex optimiza-
tion problem. Moreover, the proposed attack can be generalized to de-
ceive interval x? detectors with different lengths by slightly modifying
the stealthiness constraint. For both attacks with greedy and holistic
performance, the worst-case attack impact is shown to be dependent on

the amount of online information and the width of detection interval.

The findings in this thesis also provide some insights on defending against

cyber-attacks in industrial CPSs. For stealthy FDI attacks producing compro-

mised innovations with unaltered statistical properties, the detection mecha-

nism based on only the probability density change of innovations is not suf-

ficient to reveal anomalies. Though increasing the width of x? detectors can

mitigate the impact of worst-case attacks, defenders need to incorporate ad-

ditional information or detection algorithms to completely resist stealthy at-

tacks. In Fig. 3.1, it is not difficult to ensure 2z, ~ N(0,X) if attackers can

read and manipulate all measurements in the wireless channel. However, if
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the data packets of at least one sensor are secured by encryption mechanisms
and cannot be modified, it will be much harder for attackers to design com-
promised innovations that have a known probability distribution. From the
defenders’ point of view, protecting only a subset of sensors can greatly en-
hance the security of remote state estimators; this can be achieved by either
transmitting some measurements by wired channels or securing one dimension
of y, with data encryption. In addition to y? detectors, monitoring the co-
variance change of state estimates directly can be utilized as a complementary
detection strategy. These two detectors running in parallel may work more

efficiently to resist stealthy attacks.

7.2 Future Work

The future research directions on CPS security are summarized with the

following aspects:

1. Develop effective countermeasures that can mitigate the impacts of worst-
case cyber-attacks. In this thesis, it is shown that for standard Kalman
filters with Gaussian process and measurement noises, using statistical
properties of innovation sequences to configure anomaly detectors can-
not reveal the existence of stealthy FDI attacks efficiently. In order to
resist FDI attacks that compromise remote state estimators, proactive
defensive methods could be more suitable choices, such as encryption
algorithms that prevent manipulation of transmitted data and physical
authentication that enhances attack detectability with some sacrifice of
control performance. Therefore, two research topics can be investigated:
i) Designing optimal encryption algorithms that consume minimal com-
putational resources and achieve maximum resistance effects; i) De-
signing optimal water-marking signals that can prevent stealthy FDI
attacks and have minimal or no negative impacts on the nominal system

performance.
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2. Explore worst-case deception attacks considering more general scenarios
like transmission delays and packet dropouts, which are common in net-
worked systems. A majority of existing work concentrates on only the
case that transmission links are perfect when there is no cyber-attack.

Little attention has been paid to these practical issues.

3. Study data-driven design methods for stealthy FDI attacks. In Section
5.1.4, three items are listed to describe attackers’ ability. The second
and third ones can be relaxed because even if attackers cannot gain any
online information, they can still launch stealthy deception attacks if
the transmitted raw data can be modified. The first assumption that
attackers know all system parameters is the most important one in or-
der to launch successful attacks. In practical cases, obtaining system
parameters is not an easy task; thus studying the vulnerabilities of re-
mote state estimation with limited knowledge is a meaningful topic. One
possible research direction is investigating data-driven design methods

that synthesize optimal attacks using only the online intercepted data.
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Appendix A

In this appendix, we collect proofs of some of the results in the thesis.

A.1 Proof of Proposition 3.2

For notation convenience, we use letters with lower cases to represent cor-
responding constant parameters (a = A,k = K,w = W,ec = C,¢ = C,0 =
,0=0,p=Pp= P) and t € N to denote time index. First, consider the
optimal attack in (3.14) at t = ¢ (when attack starts). From (3.18)—(3.19), we
obtain P = p, Pf = @. In Theorem 3.2, it can be verified that r; = m =1,
then Wr vanishes; it follows that

Hi = —/oV.U'T 2, & =0 (A1)

where V,, U, satisfy U.S.V.} = /{;\/EH_% [cp, E@]T. Note that this is a column
vector; the SVD becomes

Vo=1,8. = |kv/oll # [ep,cb]" |.

It follows that

1 T
U — k/ol1™2 [cp, ] (A2)

|ky/aTI2 [ep, 8] |5

The objective value in P35 becomes

Tr(H:Y;K) = —/oV,UTTI 2 {?9’] k= —8..
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Similarly, by Theorem 3.3, the objective value in (3.51) is
= < 1 4T
—Se = —||kv/oIl"2 [ep,ep] ™ |la-

In (3.14), we apply the constant attack strategy denoted by A : {H, =
H? & = &5}, vt > ¢. Consider the recursions of P and PP with policy A.
From (3.18), we have P* = P? | = p and

Py — P =a (P — Py) 4 as(Ti—a — Tiy)
B {—alé’ékTa t=f+1

_ A3
a (P —Py) t>1+2 (A-3)

where a; = a?(1 — ke) > 0,a2 = afck. T, = H?[0;1], i.e., the second
entry of Hr. From (3.17), we have # > 0. According to [97], we obtain
sen(T,) = —sgn(ked) = —sgn(ke). It follows that —a,0¢kT, > 0. Then (A.3)
indicates Pf, > P, vVt € N. Following similar arguments, one can verify
Pf = PE’B_ , = 0 and PﬁH > Pf ,Vt € N. Both P and Pf are non-decreasing
sequences with policy A. Now we compare the objective values of A and

{T;,T;} for Pyo at instant t. Let T, = H7[1;0]; we have

JL, = kePPT) + kePlT; < kePPT, + keP/T,
= kepT, + kedT, + ke(P® — p)T, + k&(PP — 0)T,

(b)
< kepT, + kT, = Jt , = —8. (A.4)

opt —

where (a) is because that {1}, T;} is the optimal solution and (b) is from the
facts that sgn(T,) = — sgn(ke), sgn(T,) = —sgn(ké) [97] and P> > p, PP > 6.
The optimal objective values of P3, and (3.51) are denoted as J;,, and Jt

opt?

respectively. By Theorem 3.2, we have J!, = —S., Vi > ¢.
If YTII7'Y > YTII7'Y, then —S. < —S,. It follows from (A.4) that
Jgpt < jgpt,Vt € N. For scalar systems, this inequality is sufficient to show

that the attack performance of (3.14) is better than that of (3.49). One
the other hand, if (3.14) is a better policy, when attacks starts it holds that
—S, < —S., which directly leads to YTII"'Y > YTII'Y.
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A.2 Proof of Proposition 4.1

We first show that (4.29) can be written as a linear combination of all
nominal historical innovations. Notice that in case I, = Iy U {yx}, we have
Uk = Yp, O = 05, C = C, R = R and K,g = K, then the “virtual measurement”
is

Ze = Uk — COpp—1 = 2k + C(Tpjp—1 — Tijp—1)- (A.5)
From the dynamics of Zj,—1 and Zyp—1:
Tpp—1 = ATy + AKZ;_,
Tpp—1 = ATy + AK 2z
we have

Tpih—1 — Thp—1 = A(@rjp—1 — Thpp—1) + AK (21 — Z;_1)- (A.6)

Define the state vector 1y = ZTpp—1 — Tpr—1. Substituting (4.29) into (A.6),

we obtain
N = Ank—l — AKT]:_lék_l + AKZk_l - AKbk_l. (A7)

Define Fj, = (I — KC)(A— AKT}). Substituting (4.29) and (A.5) into (4.46),

we have

§e = Fro1&pm1 + Kzp + C(Zpp—1 — Tpp—1)] — (I = KC)AK by
=Fp &1+ KO+ Kz — (] - KO)AKbk_l (AS)

From (A.7)-(A.8), it can be obtained that

fk :(Fk—l - KCAKT]:Ll)fk_1 + KCAT]k_l
+ Lkzk + KCAKZ]{,1 — AKbkfl. (Ag)

Now define the state variable 0, € R?>" and matrices

o _ [&] 5  _[A-KCA-AKT;, KCA
k — nk; ) k—1 — _AKT];kil A
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- [KCAK] ;: [K —AK]| A .
L:[ AR },L:[O],E:[_AK],Tk:[Tk 0].

From (4.29), (A.7) and (A.9), we have

Hk = Fk_lek_l + I_/Zk_l + Ezk + Ebk_l (AlO)
Z5 = Ty + by (A.11)

The compromised innovation Z; in (4.29) is the output of the above LTV
system. Notice that Zp;_1 = Tg_ leads to n; = 0; & is the MMSE estimate

of ez From (A.5), we have
Zr = Zj.
Since K ,—g = K, from (4.19), we obtain the initial value
F= G+ K5 - 0&) = K5 = Kz

Thus the initial condition of (A.10) is 6y = [(Kz)T, O}T. It is observed that
the optimal attack policy in (A.11) is a linear combination of all nominal inno-
vations in [k, k], added by a compensatory Gaussian noise. The combination

coefficients can be obtained recursively. For clarity, we write (A.11) as:

k
= Hzi+b, b~N(06) (A.12)

i=k

where H;,i € [k, k] and © are known parameters determined by Theorem 1.

When 7, = k — k, (52) is a presupposed innovation-based attack model:

e
|
|

T2 i+ b, b ~ N (0, D) (A.13)

A
B
|
Il
o

i

where T,ii] and ¢y are parameters to be optimized. With (A.13), the attack
performance and stealthiness constraints in P4 have analytical forms; thus

the optimal attacks can be obtained by solving the following optimization

152



problem [68, Th. 1]:

=0
LI T Al4
st Y TP (T,L”) +O, -2 =0, (A.14)
=0
@), = 0.

where W,Ei]s are constant variables determined by system parameters. Note
that when I = Iy U {yx} and 7, = k — k, [21] and this paper solve the
same problem. The objective functions and stealthiness constraints in (A.14)
and P4o are the same. We can study the equivalence of (A.12) and (A.13) by
comparing their objective values.

Suppose the optimal attack obtained from (A.14) is Z;. The objective
values of Zj for (A.14) and Z; for P,y are denoted as fx(Z;) and fi(Z;), re-
spectively. Since (A.12) is a special realization of (A.13) and also satisfies
Zi ~ N(0,X), we know that Z; is in the feasible region of (A.14). Because Z}

is the optimal solution of (A.14), we have

fe(Z0) > fu(Z). (A.15)

In the proof of Theorem 1, we have shown that z} is an optimal information-
based strategy that is no worse than any other feasible attacks, which directly

leads to

fe(ZR) < fe(ZE)- (A.16)

The above two inequalities yield fx(Z;) = fx(25). In this sense, we claim that
the optimal attack in (31) with I = I,_; U {yx} and (52) with 7, = k — k are
equivalent because they have the same attack performance.

If r = m, both the optimal attacks in (4.29) and (4.50) are unique. Because
the involved optimization problem has a unique optimal solution, one can

verify that these two attacks lead to the same Z; and hence the same .
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A.3 Proof of Proposition 4.2

Denote the optimal solution to problem Py 5 as Of = {u;, X5, f]z, Ty, 55, O5 ).
At the kth sampling instant, (4.19) implies ji; = UTE[¢] = 0. The objective

function becomes
f,;(i)];, T;) = Tr(—f(ifckT + QR'T]‘CPI‘C).
The corresponding optimization problem is

min fe (5, Tr)
252k T, Ok

st. TpPTY + 05 =3 (A.17)
Sr+ wimp = S (A.18)
9(%5.5) <0 (A.19)

o5 = 0. (A.20)

We first show (A.19) holds with equality for O;. Assume g(X7, f]};) =—€<

0. There exist wy, € R™ and Q = wzw] such that
wi & ker(K), Tr(S7'Q;) = e

Let pi, € R™ satisfy pppui = p(us)" + Q. By setting S = f)l’—z + Qj, it can

be verified that {uz, X7, Sz, T, 0;} fulfills the above constraints and

HCRT) — (35T = - Te(KQEKT) <0 (A.21)

which contradicts the optimality of O;. Therefore, we have g(ZZ, XA]};) =0.
Now fixing u;,¥; and flz, we see that {17,0;} is the solution to the

optimization problem
min (2T A.22
rer i con Je (35, Tk) ( )

s.t. T,;p];Tg + @,;, = Zz.
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Denote Qf = px(pf)" = 0. Consider the candidate solution OF = {yu%, X%, SE T o1},

k' "k
where px = 0,%% = ¥* + Q) Tr = f]*, and {T7,0r} are obtained by solving
k k k k k k' k
min f,;(f]i,T,;) (A.23)

TEGR"LX",QEGSK_L

s.t. T,;P,;Tg + O =37,
One can verify that O satisfies (A.17)—(A.18) and (A.20). Note that
9(4,25) =9(54, ;) + n || — In |55
=In || — In|XF + Qz] < 0. (A.24)

This implies that O is a feasible solution. For (A.23), multiplying on both

sides of the equality constraint by (Zz)’%, we have

(5P TRBTE (S7) 7 + (50) 2 0p(S)) 2 < . (A.25)
~ AL ALloA
Denote Ty = (3%)72T;P?,Y;, = P?K(X%)2. Note that the first term of

g

f,;(f]i, T}) is a constant. (A.23) reduces to the following problem:

‘min  Tr(T3Y;) st. Tg A,—;F < I
T eRmxr

The constraint implies that o1(7%) < 1. The objective function satisfies

Te(T3Y;) > = Y IN(TYR) > = oil(T7Y5)
i=1 i=1
> =Y 0i(Ti)oi(Ye) > = oi(Y3). (A.26)
=1 =1

Therefore, the minimal objective value for (A.23) is
R T) = ~KSiET -2 o 00)
i=1
— KK —2Tr[(vY)2). (A.27)
Similarly, for (A.22), we have the minimal objective value
S 1) = KSR =23 ()
i=1

— —KSKT — 2 Tr[(Xp XT)?) (A.28)
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A ~

where Xj = P? K(¥} )z. It follows that

Bl NS

1 _ AL
XiX§ -V = -P?KOQ;K'P? < 0. (A.29)

From (A.27)-(A.28), we have
filE5 1) = filS5 T7) = Z 0i(Xp) = 0s(V)]
=2 Tr[(X;X7T)2 — (Y3Y{)?] < 0. (A.30)

The last inequality is derived from (A.29) and Lemma 4.2; the equality is
attained when i € Ker(K (). (A.30) implies that the objective value of Oz is
no larger compared with that of O;. If uf # 0, (A.24) is a strict inequality
constraint. From (A.21), we see that there exists another feasible solution
that is strictly better than OF. This contradicts the optimality of O;. We
have p; = 0. (4.54) leads to ; = 0. Recall that P45 should be solved at
each sampling instant; from (4.57), we have fiz,; = 0. Following the same
arguments it can be verified that g; = 0,Vk > k.

Ifr=m,Y;, = Isk%f((EZ)% € R™ is nonsingular. Then o;(Y)) # 0,Vi €
[1,7]. In order to achieve the lower bound in (A.26), we have o4(T}) = 1,Vi €
[1,7], ie., T, = I. Then (A.25) implies ©; = 0; hence, b, = 0,Vk > k.

A.4 Proof of Theorem 4.3

Similar to the proof of Theorem 4.1, it can be shown that the optimal com-
promised innovation is a linear function of the MMSE estimate. Substituting

(4.44) into P45, we have

min Tr(TiPEK) (A.31)

TLERMXN ©p EST

st. TRPETY + 0, =
_ 1 1
Let T}, = E_%Tk\IJkA,'j K = A2 \IJEKZ%; (A.31) is equivalent to the optimiza-

tion problem

min  Tr(TpKy) st. ThT; — 1 =0. (A.32)

TkeRan
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The objective function satisfies

Define the Lagrange function
L(Tk, l/k) = Tr(ka(k) + Tr[yk(TkTE — I)]

where v, € R™*™ is the Lagrangian multiplier, which is symmetric owing to

the symmetry of T,T;F — I. The stationary points satisfy v = 0 and

K! +2uT, =0 (A.34)
(T T,E — 1) = 0. (A.35)

The above two equations lead to Kl K) = 4T, T vy, and v, T, T vy = V2,

respectively. Then KK} = 4v?. Tt follows that
2vp = (KT K2, (A.36)

Because Im(K}[) = Im[(l_(kT}_(k)%], (A.34) is a consistent equation. The general

solution is

Ty = —%V,jl—(kT + (I — v vg)We

where Wy, € R™*¢ is an arbitrary matrix. Substituting (A.36) into T} yields
Tr = 0,11 0T KT + 8,87 W, (A.37)

It follows that

Ti(T)" = DO WWLBDT — 0,11, 28] KW G, 8]

8,3 W, K @11, 20T + 0,07

then the constraint in (A.32) becomes

I 1L, 2T KIWI®,

I S ’ <1
—OTW K BIL 2 STW WD,
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It can be derived that
SIWWED, < I, OLW, K P IT, 2 = 0. (A.38)

Let &), = ®TW),, € R(™~7%s be the free parameter, then (4.65) is obtained im-
mediately from (A.38). Substituting X}, K into (A.37), we have the optimal

solution
Tp = =@, IL 2 OIS KTU A2 + Oy X, (A.39)

Since Im(®;) = Ker(KIKy), Ker(K;) C Ker(KIKy), we have K,®;, = 0;
then

Because the last term of T} does not change the objective value, it follows

that

T

) == oi(Ky).

i=1
The lower bound in (A.33) is attained. Therefore, (A.39) gives the solution

set for (A.32). Note that T, ¥, = Z%Tk/\,?; the solution to P, 5 satisfies

T o=

Tr(T; Ky) = — Tr(I1

Ty = $3TPA 20T 4 )07 (A.40)
Or = N2 [I — T (T)"|x2 (A.41)
where )}, € R™*("=9) is an arbitrary matrix. The optimal parameters in (4.64)

are obtained by substituting T; into (A.40)—(A.41).

A.5 Proof of Proposition 4.3

From Theorem 4.1, we have
A1 L1
KTy = —KVS: VUL P 2U™.
Substituting K = USKT yields
KTiK = ~USS: VUL P 2 UTUSVT

~bgyr
. 2V
1,
2SvT. (A.42)

A

= —UP, *UpSi Vi ViUF



Note that lf’,;|,;_1 = P,P¢ = (I — KC)P. From (4.25), we have Pg = KXK'
Then P; = UTPEU = SES. Substituting it into (A.42), we obtain

KTK = -USVT = - K.
From (4.19), we have & = E[ég;_1|Iz] = Kz;. It follows that
Kz = K(Tp& + bp) = KT K2 + KV = —K 2.

If rank(C') = m, K has full column rank. Then Z

* —

A.6 Proof of Proposition 5.1

We prove by induction. Vi < k, let ke N, k > k, and assume the following

statement holds:
E[Z2"] = O, VE € [k, k]. (A.43)
According to (5.17), (5.20) and (A.43), we have
El%..7 ] = HY, K"EB 7, (A.44)

where Hgﬂ is composed of the first m columns of Hj ;. From (5.14a)—(5.14b),

we have

Qj, = Aak—l — K];C'O_é]; + K,;C%k + Kl%@l}' (A.45)

Combining (A.45) and (5.12) yields

ap = Tppy = Al — Tyiy) + KiClay — ap)

+Ki€17f€ - AK’EIQ:—I‘ <A46)
It follows that
Bir = ABy, + Kléﬂé(xieﬂ - dfc+l)

+K]%+1T)]%_,’_1 — AK%,;. (A47)
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Since x, ; —@j,,, is independent of all historical measurements up to instant l%,
it is easy to verify that x;_, —a;,; and v, are independent of z; then (A.47)

leads directly to E[f; ;2] = AE[B;2]]. Repeating the same arguments yields
Elf2 ] = AP FEB]) (A.48)
At the kth instant, from (5.14a)—(5.14b), we obtain
Bk = 0 — Tpp—1 = A — Lo = O — O
= Ki (5 — Cog) = Ki[Cay, — Eyp_y) + Ux)- (A.49)
Since z; is determined by the set {01, %o, . .,%:} while x5 — Zg5_ is inde-
pendent of {Zo_1, Yo, - - ., Yr_1}, O; is independent of z; i.e., E[Bzz!] = Opxpm.
According to (A.44) and (A.48), we have E[Z; 2] = 0y,
It is now sufficient to prove E[Z;z1] = 0,,. Note that z; = Hy¢y + by; we
have
E[Zizi | = HiEldz ]| = Hi K E[Brz]] = O,

which completes the proof.

A.7 Proof of Theorem 5.5

The KL divergence constraint in P54 does not restrict that Z; must have a
specific form: neither be Gaussian distributed nor have zero mean. To prove
Theorem 5.5, it is sufficient to show that Vk > k the optimal compromised

innovation has the following form:
Z = H} 0k + bi, b, ~ N(Opx1, Pr), (A.50)

where H}; and @ are obtained by solving Pj5 4 after substituting z, = H0) +
bi, b, ~ N (0px1, ). We prove this statement by induction. Let k €N and
k> k. Suppose that (A.50) holds Vk € [k, l%]] When k = k + 1, assume that
an arbitrary feasible attack policy (not necessarily to be Gaussian or with zero

mean) is given by
Zipr = g L), (A.51)
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then we define
Mz—l—l = E[gfc-‘rl]’ 224_1 = COV[ng’_]_]- (A52)

Consider the following linear attack policy based on the MMSE estimate of

~

Cr:
2l§+1 - H1§+10f<:+1 + bl%+17 bfc+1 ~ N(“EJA? (I)}:Jrl)’ (A.53)
where H1§+ , and (I)£+ , are derived by solving
H;;.T»iggﬂ Tr { |:Pl§)+1 Ml%-&-l} HIQTH}
¢ )
st. Hiy /\l}il /;l:r;] H12T+1 + O = Zzﬂ’
Hy,, {/\E/‘kiil} S — (A.54)
;. = 0. (A.55)

The above optimization problem is obtained by substituting (A.53) into P54
and replacing the KL divergence constraint with the first equality constraint

(restricting Cov|[Z;_,]). Three facts are incorporated: i), ¢;, is independent

ket
of b;,4; i), 0, has zero mean, which follows directly from (5.29) and the
assumption that (A.50) holds Vk € [k, k]; and iii), the second moment of Z
is a constant and equals to that of Z;,, in (A.51), thus the first term of the
objective function in P54 is omitted.

Note that the above optimization problem is similar to P55. Following the
same arguments as in the proof of Theorem 5.1, one can verify that Z:]fﬁr , in
(A.53) causes no greater objective value for P54 compared with z; , in (A.51).
Additionally, since Z;,, and 2]§+ , have the same covariance and ilfH L s Gaus-
sian, by using the fact that Gaussian distribution has the maximal differential
entropy among all probability distributions with a specified covariance [12], it
is easy to verify that 2]§+ . satisfies the KL divergence constraint (see a similar
proof in [23]). We conclude that for an arbitrary attack in (A.51), there always

exists an MMSE estimate-based policy that causes no less attack performance
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and also satisfies the stealthiness constraint. It then suffices to limit the scope
of our discussion to the linear attack based on MMSE estimate. Suppose that

the optimal policy at instant k+1is given by

k+1 - Hl:+19k+1 T bjs1s bpr ~ N(M2+17 @ZH)
H P ML and CI)I%+ , are obtained from the following optimization problem

min Tr(—K S, K7+ 2{ [P, My | BE )

Afc+1 k+1 k+1
P’ M,
1 k+1 T
s.t. Hk+1 Ml—r . Hk+1 + q)k—f—l - Zk-}-lv
k+1 kE+1

Y T Nl%+1ﬁ‘1;+1 = Yt
9<21%+1721%+1) <0,
(A.54) and (A.55).

where 3; ., and ¥;_ | are the covariance and second moment of Z;_ , respec-
. . ~k . . -d - . . .
tively. Since zj is Gaussian, g(X;,, %} ) is the KL divergence constraint

function:

5 s s =)
g(E,;H, Z:/7%+1) = Tr(Z 121%+1) +In | ay
k+1

—m — 26.

For brevity, we denote the optimal solution as Af = {H]ir N LD Y-S }

k1 Thar Ther )
When p7_ >* and X% are fixed, {H?

Pl h1 } is the solution of

k+1’ k+1

min  Tr(—K5* KT)+2{[P¢ M,;H] HT }

k+1 1 k+1
H,;+1,‘I>;;+1 + k+ +
P¢
s.t. H; kil H' +&, =3¢
k+1 0 AMqT E k+1 k+1 k+17
E+1 k+1

(A.54) and (A.55).
Assume MZ+ , 7 Omx1. Consider the attack policy

* * * *
k+1 { +1’ Fiir (I)k+1’ Ek-s—l’ 2k+1}
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* _ ok R R e * * T * *
where g = Omx1, X, = X3, = 30, +a,(Wg,,)7, HE, and &7 are

obtained by solving

min  Tr(—K%: K%) 42 { [P;’H ./\/l,;H] H! }

k+1 k+1
Hic+1v<bfc+1 + *
P? M, .
. E+1 k+1 T L
st Hi [ ! o Hi + @i = S0
kE+1 k+1

(A.54) and (A.55).

EEH)

Note that f]"éﬂ b SEOYE = izﬂ. When i,;H is fixed, g(ikw

17 T
is a decreasing function with respective to |3 +1]- Tt then can be verified
that AZJF | satisfies the KL stealthiness constraint and thus is a feasible attack
policy. Denote the objective values of AEH
optimization problems as f; (A7 ) and f., (A7 ), respectively. According

and Aic+1 for the above two

to the explicit solution derived in Section 5.2.4 [see (5.42)], we have

fl%+1(“4;5;+1) - fl%+1("42+1)

1o, 1 1 & 3
=2 Tr[(QEHEEHinH)Q = (7, 2 )

NI

] <0,

where €0 | = Pfirl — MI%HZ;LM/;TH' Additionally, it can be shown that
the optimal attack policy must satisfy Dk, (Z5]|zx) = 0. If ,uer ) # 0,nx1, then
g(EZH, EZH) < g(EZH, EEH) = 0. One can always find another attack policy
that causes strictly smaller objective value of P54 compared with A}; X The
above analysis contradicts the optimality of Ag+ .- It follows that ,u;r L = O

When k = k, we have z; = H;¢p + bg. Following similar arguments
one can verify that zZZ must have zero mean, i.e., '“2 = 0,,x1. It follows
that uf = Opx1, Vk > k. The optimal attack has the form in (A.50), which
completes the proof. The recursion of Mj is re-defined similarly as in the
analysis in Section 5.2.3. According to (5.30), the last term in (5.33) is replaced
by —AKfIZ. Note that Y denotes the covariance of [2111, SRR 2,17”1}?

Thus it is defined accordingly.
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A.8 Proof of Lemma 6.1

Define the following variables:
X, =STx, X, =E[xL) = STX, P, = E[x.&xL].

The proof is divided into two parts.
Part 1: We first assume that ) is a linear function of )ES added by a

Gaussian noise:
V=LX,+b, b~ N(0,,P), (A.56)

where L € R™*™ and ® € ST are parameters to be designed; b is independent
of other variables. Substituting (A.56) into the objective and constraint yields

the optimization problem:

min Tr(LP,), s.t. LPLY + & =13, (A.57)

L&
Note the constraint can be rewritten as LP,LT —¥ < 0 to eliminate ®. Define

the Lagrange function
L(v,L) = Tr(LP;) + Tr[v(LP LT — X)),

where v € ST is the Lagrange multiplier. The station point satisfies v > 0

and

P, + 2wILP, =0, (A.58)
LP,L" —¥ =0. (A.59)
Denote Z = L[(I,, — P+Py)Z — I,]; from (A.58), we have LTv = Z, where

Z € R™™ is an arbitrary matrix. Multiplying on both sizes of (A.59) with v
and substituting LTy, we have ZTP,Z = vXv. It follows that

(D2p¥z)? = N2 ZTPp 25,
Since ZTP,Z = iPS, the above equation yields

1
v =5 5(ZEP,52) 5

=
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Note that P, can be singular. From L™v = Z we have L = v Z% + (I, —
1/+y)2,7 , where Z € R™*™ is a matrix of free entries that satisfies LP,LT < .
Assume z € Ker(v), ie., vo = 0; it can be verified that P,z = 0. Thus
Ker(v) C Ker(P,); we have P,(I,, —v*v) = 0. The free parameter Z does not
affect the objective value in (A.57). Note that Z can also be designed freely.
We chose Z = Z = 0,,; then Z = —%Im, which yields

1
L' =—gut, (A.60)

" =% — L*P(L*)". (A.61)

Part 2: We now prove that Y* in (A.56) with L and ® given in (A.60)—(A.61)

is the vector that achieves the minimum objective compared with any feasible
V.

Define r = rank(v) and the eigenvalue decomposition v = WII¥UT where

I €S, ¥e R™ is an orthogonal matrix. Then v* = WII"'W™*. Since

all choices of Z and Z yield the same objective value, we let Z =0, and

Z=X2ZT = —%Im where A > 0 is a free parameter. It follows that
1
L =— §[y+ + M1, — vty
1 _
= §(x11rr1\1/T + AUTT)

1 T, ! Orx(m—r) ot
T 5 [\Il \Ij} O(m—r)xr )\Im—r \I/T = 0’

where ¥ € R™*(™=7) is the orthogonal complement of W. The covariance of b
is ®* =X — L*P,(L*)T. For a given A\, ®* is a constant. Since b merely serves
as a compensatory term to satisfy the constant in (A.57), it can be verified

that Y* = L*X, is the optimal vector that solves the following problem:
m);n Tr{E[YX!]}, st. YV ~N(0,,3— o). (A.62)

Assume ) is an arbitrary vector that satisfies the constraint in (A.62). It is

now sufficient to compare objective values of Y* and Y. Let S* = Tr{E[Y*X ]},
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S = Tr{E[YXT]}. Since Y* = L*X, is the MMSE estimate for L*X;, we have

E[(y* - L*Xs)(y* - L*XS)T]
< E[(Y - L*X)(Y - L*X,)"].

It follows that
—(S§* — S)(L*)T —L* (8" — S)T =< 0.

Since —L* > 0, the inequality indicates Tr(S* —S§) < 0. Thus Y* achieves the
minimum objective value compared with an arbitrary feasible vector. This

completes the proof.

A.9 Proof of Lemma 6.2
According to (3.1) and (6.2)—(6.3), we have

Cklk = Cklk—1 — Kz,

Crlh—1 = ACh_1jp—1 + Wi—1.
It follows from (4.26)—(4.27) that

P =EEepéiy] = El(Er-1 — K2) (Erpr — K2)")
=Elerp—184y1] + KE[ZZ] KT — KE[Zé,_,]
—Eleyp1 2] K"
=E[(Aé_1jp—1 + w—1)(Aép—_1j5-1 + wr_1)"]
+ KXK' — KE[Zéy, 1] — Elegr—12, ] K"
=AD, 11 AT+ Q + KXKT — E[ey 127K T
- KE[gkég\k—l]

Iterating the above equation from k = k to k and using ]5,;_”,;_1 = (I,—KC)P,

one can verify that the holistic attack performance has the given form.
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