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* - ABSTRACT

. Statlstldal databases prov1de statlstlcal 1nformatron
to user querles. The securlty problem for a Statlstlcal
database is to llnlt the use - of the database so ‘that - no
sequence of querlee 1s suff1c1ent to deduce confldentlal
rnformatlon about any 1nd1v1dual In this thesis, the
security problem of statlStlcal databases is 1nve§}19ated an
the context of a statlstlcal database (SDB) d851gn. New |

'results 1nvolv1ng a comprehen81ve secure SDB design are

described.

A partitionirg model of“the SDB 1is dlscussed in orderh
to be used as a tool in the SDB de51gn. Primitive change
operatlons are allowed in the model, and the conditions are
derived to prevent compromlse. Varlatlons of the
partltlonlng model which use elther roundlng, or data

perturbatlon or both are 1ntroduced to remove some of the

assumptlons made 1in the partltlonlng model .

The importance of seﬁantic meaningfnlness of users'
‘queries is stresSed It is argued that it will enhance ‘the
security by not permlttlng mallclous users to form /
meaningléss queries in order to use their reSponse ‘in
combinatoriallformulas fbr compromlse. Wlthln the context. of
a formal framework, an SDB design u51ng securlty conltralnts

at the conceptual data model level is proposed. Three

different structural, semantlc and redundant data



; ‘ ; ' "
investigated and the b—A model [Snith and Smi th, 1977J is
cnosen as‘a conceptual.data model of the SDB.-The pOpularion‘
conoept is utlllzed to 1dent1fy semantlcally well deflned |
objects about whlch statlstlcal 1nformatlon ls revealed to
users. For this purpose, the Population Definition Construcr .

(PDC) . is introduced for each population in the”conceptual

nodel.

It‘is.argued that,.formCOmplete proﬁecﬁion, users'
,addltlonal knowledge shpuld be malntalned and kept

up*to-date:'Users additional’ knowledge may take the form of
: L3
general rules and explicit facts. The SDB design proposed

herein maintains only the users' knowledge of protected

property yalues of individuals in the SDB using the User

Knowl edge Construct (UKC). '/

In order_ro keep the PDCs and UKCs up—toédate, to
enforce.phe security constraints and"toknelp rhe.DBA {n
‘securiterelatedldeciSion problems,'the constraint enforcer
’and'checker (CEC) is proposed. The CEC, UKCs and PDCs
{comprise tne Sratistical Security Management Faeillty

'Y

(SSMF). Implementation issues of the SSMF are briefly

discussed. . o

Different tYpes of inferences by users are identified,
and possiblelsecurity constraints for different types of
statistical queries are investigated. It is demonstrated

‘ 3 ST )

that, usually, simple sécurity constraints can be defined to



Wy
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protect the SDB from cqmpromise.b

: Extensions to the SDB.design are described which
) - . : . . '

includes a Questioh—Answering System, a §ecurity kernel and

3

a set of security*felated high level commands. for h@andl ing

the changes in the SDB.
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% CHAPTER 1

-

INTRODUCTION
1.1 Computer Security

Computer security has always been an important issue.
However, due to the wide-spread usage of computers and large
quantities of shared data, the issue has gained far greater

importance.

Parker [Parker, 1976] reports that the median and the
total known loss in the cases of computer agﬁge were around
$200,000 and $100 million annually. These figures are
expected to rise [Denning and‘Denhing, 1979] unless s
countermeasures are taken. Goal of ‘the computer security
research is to devise safégua&ds to prevent,possible
comp;ter ;buse. ' ‘ - ' !

Definitions of Security, Privacy. and Confidentiality
are presented below [ACM, 1974]:
Security. Data security is the protection of data against
accidential or ‘intentional destruction, discloéure,‘or
modi fication. Computer security refers to theAtechnological

safeguards and managerial procedures which can be applied to
~1- :



computer hardware, programs, and dataAto assure that
organizational assets and individual privacy are protected.
Privacy. Privacy is a concept which applies to an
individual. It is the right of an individual to decide what
~information (s)he w1shes to share w1th others and also what
in%ormatioq (s)he s w1lllng to accept from others.

a3 .
Confidentiality. Confidentiality is a concept which applies
to data. It is the staggs accorded to data which has been
agreed upon between the person or organization furnishing

the data and the organization receiving it and which

describes the degree of protection to be provided.

Security mechanisms may be classlfied into two groaps
.[Denning and Denning, 1979]. Internal security mechanisms

. control the operation of the eomputer system in four a;easﬁ
aecess control to stored objects, information flow control
between stored.objects, encryption of confidential data
transmitted on communications lines, and ihference’contrel
of confidentialvdata stored in statistical databases
[Denning and Denning, 1979; Hsiao et al., 1978; Madnlck
1979]. External securlty/mechanlsms control operations
outside the main computing system,‘examples are flrev

protectlon, personnel screening, etc. [Madnick, 1979:;

Shankar, 1977; Nielsen et al., 1976]. ,

This thesis is concerned.with the inference control of

confidential data stored in statistical databases.



1.2 statistical Database Security -

o

L

A statistiéal database (SDB) has been defined as one
which returns statistical informétion, such as frequency
counts of records satisfyiné some given criteria, as opposed
to a database which returns complete details of a record,
for example name and address of an éméloyee. Such
statistical databases have wide applicability in medical
research,.health pianning and, political plahning[ to name

just a few.

«

The securitY~probiem for avstatistical database is to
limit its use so that only statistical information is
available and no sequence df querieé is sufficient to derive
coﬁfidential information about any(ihdividual.$When such |
information is obtained the database’ is said to be -
compromised (or disclosure has occurred). Notice that the
protected informatipn does not necessarily.reside in the

database.

k4

In order to clarify the nature of the security problem,
three examples are now presented. First consider an on-line

system that gives information about the number of

N

individuals having certain pfoperties (i.e., COUNT

information is revealed). The system tells the user that a

total of three people have the folléwing‘properties; age 39,

+I_n this thesis, the terms database and statistical database
will be used interchangeably.



male,\fmrried,live in:Edmonton and are lawyers. Suppoee
further that the user knows a particular lawyer having all
of above\cnaracteristics and his data is included in the
database. Now if the‘ueer enquires the number of people
havind all bf the above properties and in addition-with :
earnlngs over $5ﬁ P90 a year, and gets an-answer of 3, then
the user u knows immediately that this- partlcular lawyer

earns over $50,000 a year.

AsjanOther example, consider an off-line system, e.g.,
a census publiCation office, that puolishes tablee of
.Statistical 1nformatlon. Suppose a small county has six
‘hardware stores and a c1ty within the county has four of
them. If retail sales are publlshed for the county and for‘
the city then each of the two out -of-town stores can |
determine the other's sales simply by taking differences

between the published county and city&figures,

For the. third example consider an on-line database of
employees of a’company, in which salary ranges for employees
are not protected. It is also known that every electrical

engineer with s%lary'< $2Z,Qb@, at least 5 years working

‘ j ~. .
experience.and é B.S. degree has Had'at least one "bad"
rating .from hlgimanager. Suppose the user knows an
electrlcal englneer with a B. S. degree and experlence for\'

more than 5 years 'in the company If both queries, “"number
of electrlcal engineers with B.S. degree and at least 5

years experlence" and "number of electrical engineers with



B.S. degree, at least 5 years experience and salary <

$20,@@@”‘have the same answer then that particular
electrical engineer has had at least one "bad"vrating from

his manager.

The first two examples illustrate_two differént kinds
Qf'applica@ions,an on—liné and off—line:application while
the thlfd example illustrates the fact that the infdfmation
deduced by the user may not bé stored invthe databaéé. Fdr‘
the off-line application, stétiétical*offices tradiﬁionally
examine their pﬁblicatibns carefully to ensure‘thatlﬁhere'is
no disclosure. Howéve; increasing.deméndﬁfbf detailed |
inférﬁatibn"and possible use of cohppiers fOr_éorrelating
Sevefai publiéationé to discldéé further information héve
prompﬁed researchers to consider more strict.seCurity- a
measures, sﬁéh as data\pertdrbétibn‘techniq&es-[Hansén.
1971; Nargundkér and Saveland,,l972} Fellégiiand Phillips,.
1972]. In the éasé of on-line databases, instead of storing
aggregate information, the daﬁabase contains,anonymods but Y
individual_reéofds, and réturns statié;ical shmﬁaries of
those records whiéh satisfyvthe'specific characteristics
given in therquéry. Changes to the database, such aé |
insertions, deletions and updates,‘are allowed'and'responses
to queries are expected to geflect the curfentstaﬁué of the

database. .
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In Chapter 2, an overview' of the prev1ous studies on
{

SDB security is prov1ded Using a set of 'goodness
i , .
criteria, proposed.protection policies are discussed and

evaluated. , ;

A partltlonlng model for dynamic SDBs is 1nvestlgated
‘in Chapter 3. The information revealed to the,uSers during
the insertions, deletions ‘and updates'is characterized and
it is shown that, under certain condltlons, the model is
secure. Data perturbatlon and roundlng are proposed to
remove scme of the dlsadvantages of the model . Some securltyv
measures which help the DBA to assess how secure the SDB is

o

.at a certain time are defined.

Using a formal framework in Chapter 4 the desigubof\an.v»
SDB which employs securlty constraints at’ the conceptual
data model level is 1nvestlgated. Three'redundant,
structured and semantic data models are . analyzed for their
SUltablllty as a conceptual model of the SDB. In the SDB,
information revealed to users is well-deflned in the sense'
‘that it can at most be reduced to 1nd1v151ble Anformation
1nvolV1ng_a group”of.lndiv1duals.rAny'information involving
few individuals (and therefore rlsklng compromlse) is

-recorded and kept for audltlng purposes.‘

In Chapter 5 the de51gn of SDB is extended w1th a

\
Questlon-Answerlng System, a securlty kernel and a set of



secyrity-related high level commands.
. " } . . \

Finally,‘the overall sighificance of all‘the fesults
and an over;iew of the ﬁotivation-for the research is
outlined. ogﬁstanding problems and areas that reqﬁire
;fqrther investlgaﬁion are indicated. |

13
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CHAPTER 2 -

o~

SDB MODELS AND PROTECTION SCHEMES

Proposed protection pOllCleS for SDB models are

discussed and evaluated using a set of "quality" crlteria.
2.1 SDB Models

» Below is .an SDé model propOsed by Dennlng [Dennlng,
1978 Denning et al. 1979].

A statistical database can pe viewed as a set of n
,records.bEach record&has k attribute (property)ivaluesl
'correSpondingpto attributes Al'Aé"";Ak’ amonb-which some
are protected attributes Values of the protected attrlbutes
for each record are confidential and only statlstlcal
summary information about these attrlbutij,ls available. An
example is. a database of employees. Each record has |
attributes NAME, ADDRESS, SEX, AGE, POSITION, etc. and a.

protected attribute SALARY.

A query is some statistical function, e.g. MEAN,

MEDIAN, etc., applled to 'some subset of the records in the

database. Every query has a characterlstlc expression C

-8~



whlcQ is a logical expreSSLOn us1ng the logical operators,
conjunction (&i} dlS]UnCtlon (v) and negation (™). The set
of records satisfying the-cheracteristic expressionic of a

‘ query islcalled the query set,fé(c). For example; in the
database of employees, C ((AGE<4@)&(POSiTION—programmer)) is

a characterlstlc expre551on and its query set S(L) contains

all the programmers ‘under 49 years of age.

ya

The most common statlstlcal query types can be defined
as follows.
COUNT(C)=Is(o)I; the size_of s(c)
SUM(C,Ai)=sum of the ith ettribote velues of those records
in 8(C), 1lgisk -

th

'AVERACE(C,Ai)=average of the 1 attribute values of those

records in S(C), 1<igk

MAX(C Ay )=the ma ximum of the 1th attribage xglhes of those

N L

records in S(C), 1l<igk '

A MIN(C,Ai)=the minimum of the ith

attribute values of those
records in S(C) 1<igk
MEDIAN(C A )—the median of the 1th attribute values of

those records in S(C), 1<igk

The database is compromisable if one can deduce from
_the responses 0§ thevéueries”some,protected attrioute Values'
of records. Clearly this definition is'less general than the
one given in the,intronCtion since although an attribute
may not be confidential’ it may nevertheless be necessary to-

protect it 1f it leads to the derivation of some



confidential information, not necessarily in the database.

In some other SDB models key SpGleled queries are. used
to describe query séts [Dobkin et al., 1979; DeMillo et al.
1978; Reiss, i979a]. Binary‘k—bit‘keys are used to describe
attribute values of records and the'k—bit queries WitH g's,
l's’and *'s (don:t care) for the query sets [Kam and Ullman,
1977} Chin, 1978]. An m-response system suppresses answers
to queries uitn the query set size 1ess than m.

2.2 Protection Schemes ' ;

bThe proposed protection schemes may be classified into
the follow1ng six categories- Vo '
l)bcontrolling the size of the query set,
2) limiting excess1ve overlap between query sets,
.3)‘partitioning‘the database, |
4) output perturbation,

5) random sampling,

- 6) data distortion.

~In general protection schemes impose restrictions on
the system. In order to compare the "quality"” of these
schemes, the following factors will be considered:

(a):EffectiVeness: restrictions should guarantee

security to a reasonable extent. We will also discuss the
effectiveness of restrictions under dynamic databases and
users' knowledge about the real world that the database'

models.‘
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(b) Feasibiligy: it ie‘possible that some restrictions

are sufficient to guarantee security but the sysﬁem has no
way to enforce them. The enforcement of restrictions should
'be feasible, :

(c) Effieiency:'thewimplementation should be'efficient.”

Any:seheme which is;yirtually impBSSible to implementfor‘
ihvolves too mﬁch,overhead, should be'ayoidea. '

'(d) Richnese: restricﬁions when eppiied‘eﬁould>notA
conceal. too much ;nfbrmaﬁioe. In other Qords,_the databaée 

should still be rich enough to be‘usefﬁl for users.

:Protection by Cdntrelling the Size of the Query Set:

One ef the earliest and moet,straigh;fofyard protectiod
ecﬁeﬁes‘isﬁto suppress queries Whose query set size ‘is small
v[Hoffman.end.Miller, 197674Hansen,/l97l]. The ekamplesigiven:
in Sectioh 1.2 illustrates that thevéeeurity of the database
1s endangered by allowiné'ahsWers'to qeerieS'with shall
query set size.'In [Chin,’1978], anvmfresponse syétem uelng
k—bit:bihary keys to describe.characteristics of reCOrds'is
introdueed.'lt allows only SUM'and.COUNT queries.ahd
prohibits’answering those Queries whosekquery sets have less
thae m recéf@s. Necessary and'stficient conditions to
'quaranteevyhe"éecurity 6f'eu2;respen;e"5yetem is‘givenefef a
bstatic detabaée (i.e., nol;hsertiene, deletidns and changee
in the datébese).eUﬁfoftunatelyeﬁhis reeult‘imposee too many
.:eserictions od the-syetem‘and'limits the,riehnessiof the

databese.vMoreover, as illustrated by the second example in
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Section 1.2,'siuce any two usefs of a pafticular kdnd'in a .
2-response syétem midht easily know each otheff:iaﬁis»a.um
‘generally aoCepted practice to have enfm-responselsysiem.
with mLB..However, the properties of a m-response system for :

[

m23 are not well understood.
) . |
3 | , |
It can be shown that information can also be deduced if

queries with a large query set size are ehsyered [De ning et .
~al., 1979];‘Thus the system euouid i%mit dueries with very
smali and very 1aige duery sets. Unfortunately,'yhis
protection scheme can easily be subverted by a device calied
tracker [Schlorer,'l9753 Dehning et -al., 1979]. A precker isi
some auxiliary cﬁqracteristio expression whicﬁ,.when added
to‘ﬁhe original‘chafacteristic/expressiou{ broduoes an
answerable duer?. The-usér"then uses thiS'ahswer with some
others tovdeduoe:theranswervfor the'original unanswerabie

' query; This idea is furthe:_extended to double trackers'and
general. E;ackeré which are’applied ﬁo more réStficted ranges

A

-of answerable query set sizes.

For ké?¥speoified.MEDIAN‘queriee, the number of queries
to'comoromise the SDB is lower bounded by'O(log2k) queries
and upper bounded by O(logzk) queries [DeMlllo and Dobk in,

1979 Reiss, 1979]

The above results show that thertechnique~of
controlllng the size of the query set is not effectlve

(although fea51ble) and merely makes. the intruder's job .

e N



harder.‘.

Protection by Limiting.Ercessive OverlaprBetween,Query Sets: -

The protection,scheme of llmiting query.set‘overlap
‘assumes a static database . of n records and a flxed query set
size k, and 1nh1b1ts the respouses to querles whose query
sets have too. much - overlap (say, more than r records) with
the query sets of other answered querles.VIt is shown that,’
fordSUM statistlcal gueries, the,smallest number 5; queries
surricient tovcompromise the'SDBViS'lower bounded by S=(2k-
(t+l )/, where t 1s the number of records whose protected
attrlbute values are known by the user [Relss,,l979] It is.
also shown that this bound S, is Optlmum fbr r=1 and t=0, 1
[Dobkin, 1979] There are two problems with' the protectlon
by controlling query set'overlaps. First, .it may not be
feasible since extensiVe setrfntersection‘checks are |
required. Secondv since a prev1ously answered query may
inhibit the responses of several other more useful queries,
thlS protectlon scheme may severely llmlt the rlchness of

the database.

"Threat;monitorlng‘is‘another prOposedlscheme that does
»not guarantee securlty but ls claimed. to prov1de a deterrent
for intruders [Hoffman, 1977 Dennlng,,1978] The system o
- monitors querles that have/been answered and tries to detect

exce581vely actlve perlods of use of a database and to

'detect 1nstances of many succe551ve and 51m11ar querles.
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This scheme however can easily be made ineffective by

masking queries [Schlorer, 1976].

Protection by Partitioning the Database:

In this protection scheme the whole database is

- partitioned inté,groups of records, eaéh of which are in

partitions defined over k attribute domains [Yu and Chin, -

1977]. Each partition has either no records or at least u

records with u>l. Queries are modified to report over

partition boundaries. In other words; queries always involve.

'pré—specified groups of records and never subsets of these

groups. Thus records inside a group cannot be isolated by
averlapping queries ;né bnly information concerning wholé
groups can be derived. However,'if the\databasevis dynamié,
i.e. insertions, deletions and upda es qf records are
allowed then each change in a g’ougacan be.dgtected and the
changed record c;h~be disclosed. To iilustrate va;ious
c;mpromises,lconsider the example in Figure 2.1 which
¢on§ains the customer accounts of a database and its

partitioned model. Assume a query is presented for the total

accounts of engineers with annual income > $38,000. This

* query is modified so that it returns the total accounts of

the engineer customers with salary > $40,000 (i.e.'partition
Py in Figure 2.1). Since the records corrésponding to
engineer customers with income > $40,000 form a partition

(pl) and since there is only one customer record in that



Record No.

Name
r N
1 1
r N
2 2
r N
‘r3 N3
4 4
r N
5 5
r N
6 6 .
r N ¥
7 7
r N
8 8
r N
9 N9
* Mg 10

(a)bRecords in the database

A.I.>540,000

$20,000<A.1.

£540,000

. £$20,000

’

15

[¢]

Income Profession Account
$19,000 Engineer S167

$15, 000 Politician . $410

$45, 000 Lawyer $24
$20,000 Politician $4219
$8,000 Engineer $325
$30,000 ~Doctor S12,000
$25,000 Dgctor $S500
$50,000 Lawyer $300

$60, 900 Lawyer $123
$90,000 Engineer S20,000

‘ pl p2 l p3 l p4 j
| I I l
{ ‘1g Z{ T3:Tg'Tg { {
| + + —]
s 6 {7 | P |
l r.,r | l |
I &7 | |
| + +

{ﬁp9 Pi1g } P13 { Py2 |
i £,/ re | l Iy, l

(b) Partitioned Model

Figure 2.1. Partitioned Database of Customer Accounts
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Assume a new politician customer N with annual income

11

\ N
$12,009 has opened an account. If a user knows that the
! ¢ .
politician.custemer le has annual income < $2ﬂ)ﬂ?6 and that
‘ Nll has recently opened an account in the bank then he can

deduce the amount in N..'s account by querying the partition

11
Py, before and after the insertion of Nll's record. Thus
chanées in the databasé must be processed in a controlled

manher.

The partitioning model haé the following deficienéies.

(1) Modifying queries to repbrt over;pértition
boundaries may concéal too much information unlesé the
partit&on sizes are small, uniform and independent of the
distributions of'records’ attributes. However, in order to
avold partitions with'less'than.u records, variable.si;e
partitions aré4proposed [Yu and Chin, 1977], and unless u is
small, this condition may createﬁlarge paftitions reducing
the usefulness of the database. Also checking and modifying
queries so that phey report over partition béundéries; and
acceséing nonuniform partition boundariés may be costly.

(é) If the databaseois‘currently‘undergoing éhanges
(i.e. insertions, deletfons and'updates) then each change
haé the.danger of being deﬁectéd and the valdgs of those
fecords involved.may be discloséd. In [Yu and Chin, 1977],

it is suggested that these changes:be claésified into three

different groups (insertions; deletions,énd updates) and any

changes in a partition should not be implemented ‘until there

x5
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are t changes in the same group for that'partition.gThis
policy introduces  an error in SUM queries, which is
dependent on the values of records with changes and for
large t, this error may reduce the usefulness‘of the -
statistical information. In.the_other extreme,'however, if a
change 1is 1mplemented 1mmed1ately after it is requested then
by .querying before and after the change, the information in
the record involved with the change can be disclosed.

(3) In certain cases, users may already know some
: :

/“t

record values from sources other than the database. When
this happens, some mechanisos are neededbto decide which’
other record valoes are in danger. In other words( exact
information revealed to users must be recorded and kept for
;auditing purposes. |

‘ (4) Some records may'contain more sensitive information
than the others and. whlle performlng changes in these
records, the database system may want to ensure that their
‘dlsclosure 1is 1ndependent of the dlsclosure of other record
values. In other words, the database system may want to

exercise some control about thellnformatlon revealed to

users during changes in the database.

In Chapter 3, some proposals are made to remedy these

deficiencies.

A variant of partitioning is grouping (or

microaggregation) which is used in off-line appl ications



Phillips,kl974]. Records are grouped together and only
aggregate statistical information is given. These‘two
techniques, partitioning and grouping, have also'the
llmltatlons of possible: lOSS in the rlchness of £he system,

espec1ally when the groups are 1ill- formed

Protection by Qutput Perturbation:

‘All the protection me thods discuésed so far provide the
-user.exact statistical-informaﬁiou of the query—set. Another
'oprotect{on schome ie to perturb the‘fesponses'to the queries
without losing too much of the meaningfulness of the
informatiou_in the.database. Roundino [Hansen, 1971;
Nargundkar and Saveland,. 1972 Achugbue and Chin, 19797 is a
technlque commonly used in off llne cross-tabulations
publlshediby census offices. Instead of true values, rounded
vaiues are returnéd to the user. Introducing randomization
-into the rounding processlis expected~to enhance security.
However,‘since correct answere can be‘deduced‘by ave:aging~
responses to queries, this randoﬁization should in fact be.a
pseudoeprocess, producing the same responses_to.the same
dueries.'Unfortunately, even.with’random—rounded tables,
roompromise is still possible. Also, rounding_meihods assume:

a static database with no user knowledge of protected

values, thus thelr effectlveness is limited.

One interesting study on SDB security allows the system

to "lie" [DeMillo et al., 1978]. ResﬁOnse to a query for the



.19
median of a key-specified query set may be the value of any
arbitrary record in the query set. It is shown that
'compromise is still possible with O(k2) querles, where k 1is

the fixed query set size.

Protection by Random Sampling:

Samgling the database is another technique which does - .
not always-give true answers to queries [Hansen,_197l]. Only
‘a small sample of the entire database is used for answering

queries. The U.S;'Census‘Bureau has used the principle of -

" random sampling of records with the‘sampling ratio 9.901.
Since the set of records is n0“1onger selected by users, the

chances of compromis&pis small.

Denning [Denning, 1979] prOposed random sampling for

on- line databases 1n which large samples of query sets are
used for answers. Queries for frequenc1es and averages are
COmputea using fandom_samples drawn from the query sets. It
is shoun that the relative error’in the Statisttcs decreasées
- as the query. query set size increases; and the effort
requ1red to compromlse 1ucreases w1th the query set size due
to larger absolute errors. However the database is assumed |

static and users ' supplementary knowledge_ls not conside;ed.
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protection by Data Distortion:

i1

IanDalenius, 1977]; the notion.éf "statisticai
disclosﬁre“ is'pfoposéd: a.disclosuré has occurréd_if; using
informgtion'from a series of queries, users can estimate a
database value ?i more closely tﬁan'waé poSSible without
this infOrmation.,Undér'this definition, however, disclosure
‘cannot be prevented; it can only be coﬁtrolled [Daleniﬁs,

1977].

In‘one approach, récords are sﬁored-togéiher with a
perméﬁent fperturbatidn factor", and responses tb-SUM
QQeriesvéontain these peﬁturbation faqtoré [Beck, 1979].‘The
definition of éompromisability used‘in [Beck, 1979] states
that the SDB is statistically compromisable if it is

possible to estimate data value Y with y: such that

St-dev(yi) ; qui - Mean(y)[
where'Stfdev_is the sﬁahdard deviatioh;,gfis a constant and
Mean(y) is the mean'valué'of”alliyi‘s'in the SDB. This
approaéh aséumes‘a static database énd-doés not consider

~users’' supplementaty knOWledge:of protected data.



. CHAPTER 3

PARTITIONING MODELS WITHIDATA AND OUTPUT PERTURBATION

Variations of £he partitioning model are investigated .
fo,reﬁOVe some_éf the disadvahtages'of the hodel‘ Some‘
‘simple security,megsuréé are defined by means of an
‘undifectedbgraph to help the DBA tO assesé the sécurity of
‘thélsDB at a certain ;ime, The.partitioniﬁg models of this
chapter will be utilizéd'in the context of an SDBides{gn in
Chapters 4 and 5.
3.1 A-Pértitioning Médel

Consider a database in which e?ery.record r, has k
éttribute doméin valuésgahd onerprbtected domaih value, Vi
eaqh record belongs to sgme parﬁition\pj, 1 <3 < m, which
has k dimenéibns'defined over k éttributeldomains. The.\
’database of customer‘accounts 1; Figﬁre 2.1.of Section 2.2
is partitioned’according‘to'att;ibute.aomalns incomevand
profession,’i.e. pattitioné are‘2—dimensiohai} Eacthﬁery q
is modified‘to report ovef partition boundaries and thé
syStém_:eturns thé st,-S(q),»and’cQunt, C(q),.of recqrds in
partitions. in additioh, chahges in the database such as

insertions, deletions and updates are also allowed. Clearly
: : ~ -21= -
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this mode} is a variation of the SDB model in Section 2.1 in
that a query set consists of records of a‘gfoup of

partitions.

_Hpre
. The following assumptions are made,abodt the database
. 3 % . )
and .the users.
(a) As discussed in Section 2.2, 1f a change is
implemented as soon as it is requestedithen there_is a

danger of disclosure. Changes in a partltlon are assumed to

be processed in palrs.

(b) An update in the attribute domain values of a-
record may cause the record to move from one partition to.
another. It is assumed that an update operation can be

replaced by a pair of insertlon and deletion operations.

(c) 1t is assnmed‘that the deleted records are not4
normally re- 1nserted 1nto the database, or if they are re-
inserted, they have independent protected domaln values. For -
example, for a statlstlcal database of customer‘accounts in
-a' bank it is assumed.that whenba data'person closesvhis.

account and re-opens it some time later, the amounts in his

- new and old accounts are independent of each other.

-{a) The user is assumed to know the prOpertles of the
: database such-as what the partitions are and how the' system
processes querles and changes. This assumption 1s in accord

with the U.S. Privacy Act [Privacy Act, 1974]. 1t .is also
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belongs. In what follows, an undirected‘graph'called the
information graph is used to characterize the information
revealed to the userS-and some of. the properties of
information graph are‘presented. It is shown that if each
partition has even number of records and no record value is

known initially then the database is secure.

a«

.3.1.1 An Information Graph

For any partition the sequence’of records to be

inserted and deleted forms the change sequence Records in

the change sequence are called dynamlc records, otherw1se

‘they are called statlc records. Since record'changes are

processed in palrs, ‘we form tuples of two records when they

are processed.together, thus the change sequence is grouped
into a sequence of 2-tuples. Depending upon the operation

needed for each record ra; rb in a'tuple,'there can be three
different tuples;_namely;‘(r;,ré) (

_'tuple), (rg,rg) (deletion—deletion tuple), and (r;,r

insertion-insertion

d
b’

(insertion-deletion tuple). Since changes in‘a tuple are

‘processed at the same time,'a tuple is unordered.

Assume records r, and ry with values vy and vy are both
to be inserted into (i.e. the tuple (r;;ré)) or both to be
deleted from (i.e. the tuple (rg,rg)) the partition p. -
Querying-befOre and after the change, one can obtain the

equation vty where c, is a constant. Similarly, the

b C1

| i.dy, . RS o
change (rc,rd) gives the equation V,~V4=C, where c, is a
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constant. The example below further illustratesﬁderivablé

equations and their equitalent form.

'Example 3.1

Consider partition p; with the change sequénce_(in the

A ‘ ' i i i d i i _d i d
order Qf,occurrence) Iy+ Tpy T3o Iyy Xy Ty Tou Iy, Iq,
i .da..a -4 a _ d i : :
Tgr T Tor T3r Tigr T11r Ty

static | | i i o ia i a4
| rec.. | le—(r7,r3), (r3,r)), (rg.rg), (rg.r3).

d i, ,.d .d d d a _i
(rgirgl, (rgirg), (ry,ry), (ry.r),)

partition P

Derivable equations:

~(thples to be processed)

vlfv2=cl ‘v4+v5=c4 v6—v7=c5’_' Vll_vi2=08_
vi~V3=c, V77V8~C%
y3+vlg=c3 v8+v9=c7

where c;'s are constants.

. Equivalent system of equations:

=~

vlfy2=cl' .v4+v5=c4 v6+v9=clg
_v2+v3=c9 R , v7+v9=cll-
V3tVi1g=C3 Vgtvge=cy

3

where ci's are constants.

Thus users. may derive equations involving either sums

or differences of two.record values. Moreover, if there are

equations Vi~Vp=C

b

1 b

the equivalent equations v tv =

and v +v_=c, then one can replace them by

c3 and v +vc=c where

b 2’

cy=c;tc,. As-lohg as the equations with differences have
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«repetitiQely change equationé‘ihvolVing differences into
'equatlons with sums.-Eventually one w1ll arrlve at ‘an
equ1valent system of equatlons where the set of record

. values vl 1nvolved in the ‘sum- eduatlons are totally dlsj01nt_

fw1th those 1in the equatlons w1th dlfferences

In order to characterlze the propertles of the
equlvalent system of equatlons an undirected labeled graph

is employed ‘An’ undlrected labeled graph G#~(v  E) is ‘said to-

be an ;nformatlon gragh’of<part1t10n P if v, the set of
L is the set of’dynamic records in p;; and E, the

,1or d-labeled edges representlng the sum and

fce equatlons, is formed by con51der1ng each tuple in

fnge sequence one by one-and performlng the follow1ng
Ta) if the tuple to be:processed is (r;,rg) or

gq) then form the edge (ré,rb),with-labelrs unless

Qfdy formed}hlf the tuple to'be processed is (r;,rg)

theglform’the edge.(ra,rb)'with label 4 and

(b) ~repetitively replace the d- -edges Wlth s-edges, for
example, -f there are two edges, say (rc,rd% and (rd,re)‘
‘w1th labels d and s reSpeotively, replace thebedge‘(rc,ra)
‘with-the s-labeled edge (rc,re).

a

Figure 3.1 contains the information graph G, of

in the above example. Notice that each B o

' conne 3pomponent in the graph G, in Figure 3.1 has either
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AT

11

A

12

Figure 3.1 Information Graph‘of Example 3.1.
3.1.2 Properties of the Information Graph and a.Secﬁrity

ReSult

A vertex is 1nact1ve 1f it corresponds to a deleted
record in the partltlon, otherw1se it is calléd actlve.
ZNotice that-because of assumption (c),.a vertex,oan be -
inacfiQated‘only once.!Aleo-the information grapﬁ canvbg

extended only from its acti?e vertices by inactivating them.

End vertices of a bath are the two vertices at the end of a
path, both with degree one. Belowfthe;properties of possible o

“t

paths are specified.

Propergy 1. In an 1nformatlon graph, edges. w1th label d form

,chalns and all the vertlces but one of the end vertlces ln

'such a chain are inactive..

‘ Proof. Clearly s- and d-labeled edges cannot be in the same

" path due to the repetltlve deletion of d labeled edges -
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it suffices to show that d-labeled edges‘form chains with

only one active vertex.

A s1ngle lsolated d- labeled edge can be formed only by
an 1nsertlon deletlon tuple (r;,rg) where rb was 1n the

database when the database was formed and has not been
involved in any change sequenee ‘Now the chaln rb,r' " has .
‘vonly one-active vertex, namely r,-. It can be’extended only
by another insertion-deletion tuple (r ,r ) ‘in whlch case .

another d- labeled edge is added to form the 1solated chaln

b'r"rc with rC belng the only actlve vertex ThlS* 
fprocedure can be repeated only. by 1ntroduc1ng another d-
labeled edge from the actlve end vertex ‘Thus only cha;ns

can be formed. e o ﬂ - ) ("h.l” , #

' Property 2. In an 1nformatlon graph (a) there Can be’at'

"most two active vertices in any path, and (b) 1f there
.ex1sts a path w1th two actlve»end vertlces, the length of

&

“the path is always odd

‘TProof. The prqof is by induction on the number of tuples, né

in the change sequence.

Basis. The property can be ea51ly verlfled for n equals‘f

l and 2.

Inductlon step. Assume that the 1nductlon hypothe51s is
true for all n- tuples ‘and that the (n+l)st tuple 1nvolves r,

and rb &' | ﬁ
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f(ra,rb) with aceive vertices r_ and ry ie:addedAto'the'
information graph and thehproberty is obviously true.

(b) If the (n+l)st tapie is (;;,rg), fhere are three
cases. | -

(1) 1f record r, has né¥ been.inVolved in any change
seéuence previously (i.e. existed initialiY); an isolated d- . %
labeied edge (ra;rb) with ‘inactive ry is formed.

(ii) If vertex r, is the only actiQelend vertex in a
"chain di with d—labeled edges kfrom prop;fty 1) then ry is
inactivated and }é becomes the only active vertex in the
isolated'ehain u . . ' \

~éiii) If vertex r, is connected to a paﬁh L S
rj,'rb with an s-labeled edge (rjérb)ltheh two new paths with
s—-edges, u3=rm,f..,rj(r;‘ané ué=rb;rj,ra, are formed and rb'
is inactivated. Path u, has only one actiV@\vertex, namely
I,- Thus the property holds for u,. By the fnduction
hypothe51s, i1f there is another active vertex in Us, it must
be of oddtlength to I'y and hence to Fa‘ Also by the
induction hypothes}s, u, canchave at most two active
vertices one\qf which beihg rb; thqs ry ie inactivateq and
the new path ug ean at most have twd active ve:tices, one of
which beiaé fa. |

1

. ' ‘ ' %
(c) If the (n+l)st tuple is (rg,rg), there are three
cases. © J
o]
(i) If neither record Lov Ty has been 1nvolved in any

change sequence then an isolated s-labeled edge (r',r ) is

formed. _f o ‘
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(ii) I1f only one of the records, say r_, has not been

involved in any change sequence then the paths r. belongs

‘ b
lose their active vertex.

(iii)bif both récor@s r, and ry have involvéd in the
change sequence previously then éitherkthey are the two
active vertices of an odd—length path u or they are the
activé‘yertices Oof two disconnected paths uy and u, . Fér the
former u wili become an even-length closed path with all
lnactive vertices. For the latter, (1) if Uy and uz"are d~ u
Tabeled chains then from property 1 the resultant connected
chain has no active vertices; (2) if one of u; or u,
initially has two active vertices and the other has a single
active vertex thenbthe pgw path formed'by'joining u; and u,
Qill‘have a sing%e-actiye vertex; (3) if ui has another
active ver?ex, say ri, and uz has another aéﬁive vertex, say
rj, then by induction hypdthesis, ri~;s at an odd length to
T, and‘rj is at an odd lengﬁh to rb,bthUs the new path

r ...,ra,rb,...,rj‘is of odd length and has exactly two

i?

‘active vertices, r, and rj. Thus the'prOperty 2 holds for

- this case.

Since (a), (b) and (c) cover all possibilities, the

property holds for the (n+£)st tuple. #

- Property 3..Cycles in an information graph are even-length

and contain only inactive vertices and s-labeled edges.

Proof. From property 1 all d-labeled cﬂﬁins contain. only one

active vertex and cannot form a cycle. Thus cycles can only
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be formed from s-edges by ihactivating two active vettices
in a path. Assume r, and I, are two active vertices and u is
the odd- length path of s-edges contalnlng them (from
property 2). Now when the records correspondlng to vertices
ra and r, are deleted tdgethe: u becomes an even-lentgh
cycle containing only inactive vertices and s~labeled edges.

/ , #

Below it is stated that if the users' supplementary
ﬁknowledge does not include any protected domain value Vi
and if each partition:initially has even'number of records,

then the partitioning model is secure.

Theorem. If no protected domain value .is known initially,

the partitioned databese described in Table 3.1 is secure.

Proof. Information graph Gi_of partition P; contains all the
‘equations abouththe dynamicArecorde of 1= that are revealed
to the user. Frem property 3, it is known that'all the
cycles in the information graph representlng the system of
equations are.even. Such a graph is well-known to be 2-
colorable [Harary, 1969]. Therefore, one can construct an.
infinite number of solutlons for this system of equations by
adding an arbltrary number to all the records which have the
same colqr and subtractlng‘the same amount from all the
records with other color. Thus protected domain values of

dynamlc records cannot be dlsc105ed Consider the statlc

records of partltlon P; since there is always an even
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number of records in P (zero or 22), protected domain
values of static records cannot be disclosed and the

database is secure. ‘ : b - #

Table 3.1 The Partitioning Model

(1) The database is divided into disjoint partitions and
each partition either contalns an even number of records or
is empty. ‘ -

(2) Changes in the database are processed in pairs.i
(3) Each query is modified to report over partition
‘boundaries and the system returns the total number of

records in the partitions covered by the modified query q
and the sum of their protected domaln values.

4

Nofe that this security result even holds with some
supplementary knowledge of usere; For example,‘éhe user’may~
know the protected domain valees of all staricrrecords in Py
except two ' records ra-and Ly then all the protected domain
values of records in p; are srill secure iﬁsthe eenSe that
the ueer'eannOt extend his supplementary knowledge. If the
users' supplementary knowledge includes the protected domain
values of some dynaﬁic and some static records in partition
Py then all the other dynamic records which have a path to
the known dynamic records in the information graph can be

¢ S
"deduced. Moreoyer, if there is only one static record.,rC
whose protected domain value is unknown among the static
records in partitioe:pi and if, during the proceésAof the
change sequence, partition P contains only r and the set

of disclosed records, then the protected domain value of r,

ma§ be deduced.
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3.2 Partitioning Models with Data -and Output Perturbation

In Section 3.1, an SDB model is presented with the
follqwing assumptiohs._ |

(1) There are even number of records in each‘partition.

(2f Changes in partition Pi must wait for some time
. until the next changé in Py ?

(3) Users»do not have,aﬁy supplementary knowledge of
proteéted property values. |

When the above assumptions,are'r915xed, tﬁe~mode1
bécOmes insecu;e. Assumption'(l) introduces implementation
difficulties»and variable—size-partitiohs. Assumptiod (2)
introduces an error which is dependent on the prqtected
domain values of dynamic records waiting to be processed.
Finally, assumption (3) may not always hold and may lead to
a compfomise; Iﬂvthis section} several Variations to ﬁhe
'partitioning model, which utilize data apd/or . output
éértdrbatioh are proposed and_théir effectiveness‘in

AY

preventing compromise is analyzéd.
3.2.1 A Partitioning Model with Data Perturbation

Aséumptions (1) and (2) c N be relaxed by introducing

dummy records for each nonempty partition where the value xj
of a dummy record drj is a random variable with zero mean
and a small variance. Thus an answer to.a query may contain -

an error due to dummy records, but this error is pre-

controlled by adjusting the mean and variance of the random ..
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‘yariable whereas in the mcdel in Section 3.1, the error is
dependent on the protected domain values of dynamic records
waltlng to be processed and is uncontrollable Dummy records
may bevimplemented as follows: if initially partition P;
contains odd»number of records, a dummy record is inserted
-into. the partition making the numberdchrecdrds in pi even.
Assume the following‘sequence'ef changes‘is tc~be'made in
partition p] which 1n1t1ally has even number of records

i i d

r rr, r rk,-
a’ b’ "¢’ 74’

adding and deleting dummy records as,follows: (ra,drl)f

.... This sequence can be changed by

(r b'dr ). (r drl), (r dr ),..., where.drj;‘

j=1’2"”f” are dummy records.

The distributlon.of the randemivariable xj of dummy
recerd drj must have certain.prcpertres._lts mean should be
zero andrdifferent partitions should have independent random
varlables SO that E( ¥ J 1 J)—@ (E is the expected value
and xj, j=l,2,..,jn, are 1dentically dlstrrbuted,' ‘ £
independent random variahleS'of dummy records drj); This
»property is needed since for a query 1nvolv1ng‘several
partitions the expected value of the error introduced due to
dummy records should be zero. A normal dlstrlbutlon with

zero mean may be a good choice for xj.

The standard deviation of xj is particularly important

y ' Ty, » -
and dependent on the factors like the properties of ‘the

database, the requlred level of . security, the accuracy of \

the statlstlcal lnformatlon to’ge revealed to .the users, and
\ :
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other requlrements of the database system. It is the
4

‘database admlnlstrator s respon51b111ty to decide about the,
most‘sultable value for the standard deviation. For example,

it should be a function of (1) sum of ‘the protected values,

| . ;
V. 1n N
i’ p]

(2) the dlstrlbutlon of vl s in the partlthn (e.qg. the

(e.g upper bounded . by ﬁ 05 of X vy vi is in pj),
standard dev1at10n of xj-the standard dev1atlon of v, ) and
”(3) the protected domain value of the dynamlc record with |
which it forms a tuple in the change sequence (e. ‘g assume

r, and. dr] are to form a tuple, 1f v, (=annual
1ncome) $2ﬂﬂ 009 then the standard deviation of X -$50 299,

or if v, (= =annual 1ncome) $lﬂ @00 then the standard devlatlon‘

of x;=$3,000).
3.2.2 A Partitioning Model with Rounding

Consider the partitioning model in Section 3.1. Assume -

: SUM7query responses‘for eaCh‘partition are rounded using a
rounding base b and let m be the true answer to the query q.

Then the rounded response, S(q), is defined as

)

_m if r=0
S(q)= <. m-r . if r < L(b-1)/2 ]
| meber ifr 2 L(h—l)/ZJ.

where r=m - Lm/bJ-* b and b is odd. Clearly,

‘m & [S(q)-(b-1)/2, S(q)+(b-1)/2].

Now consider partition p with response S to SUM
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- queries. Assume S' beComee the response to the user after
records r; and rz,with property values v, and v, are added

| to p. Clearly one has

yl+v2

€ [(s'-s)- (b~ “1), (8'-8)+(b-1)7
[kb (b- l) kb+(b l)]
.Later.on,'if rl and rzlare deleted together from p one may

have | Vp#V, € [K'b=(b-1) k' b (b- 1)]

If k#k', one cen dednce ; range for vl+v2’bfgsize (b—é).

- Similarly# if a deletion and an insertion are processed
tOgetner; one can obtaln a range of size 2(b-l)‘for~v.2--vl of
172"

: Let us now investlgete the'possibility.ofva compromise
if a user knows only one protected property value, say Ql of
record r,, in the partition_ﬁ. Define the graph-G'=(E,V)Tof
p'where the vertex set V is.the set of records in the change
sequence of p, and<(ri,rj)‘is an s (d}‘—labelediedge in E
i1ff ri and"rj form insertion—insertiOn or deletion=deletion
(insertion-deletlon or'deletion-inéertion) tuple in the
- change sequence. It is easy to see that r, in.a cycle in G'
is a necessary condition for compromising the SDB as shown~'

in the"example below.

Example 3.2 . ’ : " -
Let q denote the query for p only. v,=6 is known, b=5 and
originally S(q)=13.

Change segquence: fi,r;,r?,r3,r;.ré.r§,r2,rg.ri
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(vl,vz,v3,v4,v5,v6)=(6,8,7,8(2,})

s

: Procéssing the change sequence leads to the‘range'inferences

Vtv,€ [6,L4] ‘Y3—Vl€ [1,9] ;V4~V3e [l,QJ vytv,€ [16,24]."

Knowledge of vy=6 leads to v,e[s,8], ve[7,15], v,6[8,24]

and v26[8,32] in the given order. Thus v2‘isgdisc105ed} #

Thus frém the éﬁoye example one 'can see that a singl¢‘
prOpérty knowledge may lead to other disclosdtes.*Héwever;i
the probability of its odcuff%nce is Qery small.'Conéider G;
in the above example. For eécﬁ edge in the cyclé one can
deduce'the range [MIN(x);MAX(x)];for x=vi+vj or.x=vijvj
depending on whether it is an s or d‘edge. In order to have
disclosure in the above‘situation, one mus;vhéve the |

‘condition that (i) a portion of consecutive edges in the

-cycle have MAX(x)-x=@ and (ii) other edges in the cycle have

Xx-MIN(x)=0.

o !

Y
\

Assume initially the sum of protected property values

. . J : . .
in the partitiop p is S. Two records with values vy and v,

2
for x as [MIN(x),MAX(x)]. Assuming §,=(s) (mod b) and

are added to p. Let x=vl+v-; We would like to find a range

X, =(x) (mod b) are equally likely anYwhere‘in_[ﬂ, b-1] (b is

“
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the rounding base) and independent from each other, we have,

N

‘for_xb=i, Qsisb—l,

"[(k 1)b+1, (k+l)b—l] wi‘th p'ro.b‘.“ (b-i)/b
[MIN (x),MAX (x )l < ‘ ;
'—[kb+l, (k+2)b-1] - with prob. i/b

‘Thus for xb=i, Q;iib-l,

r-(b 1)-i with'prob; (b-1)/b
MAX ( —_—
L-Zb ~1-i with prob. i/b

giving : | .
S ,E(MAX(x)-x)=b—l -
’Similarly,,‘~
E(x-MIN(x))=b-1

Also Prob(MAX(x)-x=@)=Prob(x-MIN(x)=0)=1/b%. For b=1g, this
probability is .91 and notice that any cycle in C‘ consistsy
of at least 4 edges. Thus probablllty of compromlse is

<< 1/b% (with the assumptlons of equally llkely and

R

independent x and S values)

Dlsclosure due to a 51ngle property value knowledge can
be prevented with a 51mple Strategy using. the notlon of
'actlve vertex in Section 3.1. For each path with two active
vertlces in G', keep addlng MAX(x)-x values into Yy and X-

MIN(x) values into Yoo Clearly, any slngle property value

‘ knowledge of an’ 1ntruder may decrease the ranges of other

property values, Vie in the path to at most yl+y2'and does

i
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so only when that path turns into a cycle. Thus the database
system may prevént,thé formation of a cycle using dummy

records if y +y,=0.

3.2.3 A Partitioning Model with Rounding and Data

Pérturbation

Consider the partitioning model in Séction 3.2.1, i.e.,
insertions and deletions are processed together with dummy
‘fécords. SUM ‘query response, S(q), which covers partitions

B

i=15"i" where

pi,~1$i$j,»is defined as follows. S(qg)= 3J s*
S‘i is the rounded sum of property values of records and the

dummy record in‘pi.r.‘

léleafly this médel removes gssuﬁptiéﬁs (1) and (é)";nd
is better than thé partitioning models in the‘preyious'twof
,sections (3.2.1 énd 3.2.2). Bélow if'ié'shown;that'under}
normal Eiréumstances; the expected érrdr iﬁ this model is
Zero. | |

& ST
- Assuming N records equally likely anywhere in the
database and n partitions, the probability that the number
of recordé; Z, in partition p is k is-givén’by

N S

%) (n-1)Nk | <
k=0’l' o.c-,‘N

Prob(z=k)=p, (k)= =
| o

where Py is the probability function for z.

Thus Z has a binomial distribution, and its mean and
variance are ' '
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N(i/n)(l—l/n)

k

be a sequence of independent and
j‘y distributed réndOm variables (r.v.) representing

- Let V. S Y
-‘the pro#ﬁ:ty-values of records in p, and the mean and
varlance ~f these r.v.s be denoted by MV and Var(V). Let T

be a r.v. ffor the dummy record in p with mean MT o and

variancef; ). The sum of property values of records in p -
. - Z : o o
is defin€d as S= ¥ V +T. Assuming Z is . independent of V,'s
i=1 ' v ' ’

and T, we have

E(S) = E(E(s|z))

and E(sfz=k$ = ké(V)‘+ My %fk&?

giving' E(slz) = zM, |

‘and '; E(S) = E(ZMV) = M, .M, _' - ‘ .(2f'
Alep 'd : | Vaf‘S) =vE(Var(eIZ)) + Var(E(SlZ))A
| but " | Véi(slz%k) =nkVar(v) +Var(T)

| Vaf(SlZ)d= zvar(v) + var(T)

‘Hence ‘Var(S) E(zvar(v) + var(T)) + var(zM,,)

A

var(T) +'MZ}Var(v) + Var(Z).M%
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= var(T) + (N/n).var(v)

+N(.1/'n)(1-1_/n)‘.mg 3

Let R#(S) mod b Thus the response to a ‘SUM query for
partltlon o) w1ll be (S+b—R) if R> (b-1)/2 or (S—R) if

-

R ¢ (b- l)/2. Then the error W will be

/ [—T +b-R  if R> (b-1)/2

t-T - R otherwise

If Vi-s and T are symmetrically distributed about MV and MT

; respectively,IWe havev‘
Lemma. If M .M, = kb, k € Integers, b is odd, then
(a).Mw = |
“and” (Db) Vaf(W)‘= Ver(T)'
Proof. See Appendix A. ' ~fi o #

Thus if the.databaeeesystem,has‘centhl Qvef the Sizee
bf,the-pa;titions,(which may not be possible) and Vi's ere
symmetfically distributedbgboet M MZ (given: by (i))'Can be
adjusted to obtain Mw=0,ei:e.; the‘ekpected erger introduced’

"in a query is zero.

Notice that for a partltlon with relatlvely large |

. number of records, u31ng the central 11m1t theorem [Mood et
al., 1974], S is normally dlstrlbuted (and hence symmetrlcal
'ebout M ) even 1f V 's are not symmetrlcally dlstrlbuted.

'Thus the assumptlon of symmetrlcally dlstrlbuted V s are H

s
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‘not needed for partltlons w1th suff1c1ently large number of
‘records. Moreover, s1nce the variance of error 1s equal to

var(T), (i) it can be adjusted along the llne of suggestlons

in Section 3.2.1, and (11)'Var(T) may«be'lncreased for'paths{

WithAYi,:y2?='ﬂl(described in‘Sectionﬂ3}2f2f;in order to

~ have better’'protection.

3.3 Securitvaeasures'Related to the Information Graph'

The information graph in Section 3.1 has another usage. |

Clearly/'usersT knowledge of one property value'of'an
1nd1v1dual r in the model in: Sectlon 3.1 is suff1c1ent‘to
dlsclose all other property values of 1nd1v1duals that are
ih the same connected component with r in the related |
1nformatlon graph..Thus; a measure of security may.be'
defined in terms of the number of connected components of

1nformat19n graph The reachabllltﬂnse% Rs 1is deflned as_a._

subset. of the 1nd1v1duals in partition p smch that they are

-%

in the same. connected component We also defl%ﬁ

2

S S . no. of Rs in. the inf. graph
Reachability Constant Wy D
: no. of vertices in the lnf graph

Clearly 9 < wis l,;and‘wl'E.L implies relatively,"more“
security (more connected components in the information
~graph) and wl-ErQ impliesvrelativelyﬁ"less" security.

_ Another security measure'may be largeSt reachable set size

wy, i.e. w,=MAX|Rs| for all reachablllty sets Rs. Thus

relativelybsmall wé and wl : l lmpl;es relatlvely "more"’

-



security. For example, if the user's knowledge includes x
dynamic records of partition p, he can at most increase his

- _
knowledge by (w,-1)x more protected domain values.

i The two"described measures of security, wj and wzk are
not ‘controllable in the modei described in'Section 3.1. For
some databases, dﬁmmy records may be used to control andl
~change the sizes of. the reachability sets'of records and,
tHu;, control the se¢urity measﬁres.wiiand Wy In Appendix
B, some ways of applying dummy records té control thOSew

paths with too many vertices are briefly discussed.



CHAPTER 4

STATISTICAL DATABASE.DESIGN

The SDB Security problém is investigated at the
conceptual,ﬁodel level. Threé different data modéls are
analyzed for their Suitability as a conceptual model of SDB.
Uéing a formal ffamewofk, the design of an SDB is
investigated. Possible types of inféfences are classified,
security constraints are defingd, and enforced.

Implementation issues of the design are discussed.
4.1 Introduction

Below some shortcamings of previous studies on SDB

security are discussed.

1) Statistical databases'provide-statistical

f information about groups of individuals in the real world.
The assumption is pﬁgt statistical information about a group
of-individuals conveYs a meaningful aspect of that groﬁp of
individuals. However, statistical.information‘about an
arbitrarily chosen group of individuals may not have a

useful meaning attached to it. Previous SDB security. studies

have not dealt with the question of whether or not
-43-
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statistical information is ﬁmeaningful", and some.have set
forth questions (and given answers) with-éssdmptions like
"every possible combinétion of records can be requested" or
"all possible'medians éf any sets of records are queriable"
[Dobkin et al., 1977; Dobkin et al., 1979; Reiss, 1979].
rThese types of assumptions cause an explosion in‘the
complexity of the problem, and consequently,the protection
measures highly limit the richness of the SDB (see Chapter
3). However once a proper defihition of thé "statisticé%
information" is used, and an a 1ysis‘of the portion of the
. real world represented by an SDB is made for determining its
statistical info;mation, ﬁhese éombinatorially explosive

possibilities perhaps can be reduced or even eliminated.

2) The SDB models used in previous studies (see
Chapter3) used terms like recqrds, record fields) etc, .
Databases are more than colleétionS‘of records, and the
information in-databases may be highly complex. Databases
contain a model of some portion of thé real world;
| effecti&eness of protection measures, if treaied at that
level, may increase. In all previous studies, the SDB models
used were closer to the physical level, rather than the
conceptual level, of the database. Thus they encountered the .
problem of Security at a very low level, that éf physicél
records. Although these studies_héve contributed to our
understanding of the problem, their SDB models were

incomplete, and the results were usually negative in tohe.
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3) All previous studies (except [Yu and Chin, 1977])"

A}

considered static databases in order to simplify the

=

problem. Changas may occur not only at the le:él of
insertions, deletions or updates of individuals (i.e.,
primitive changes as discussed in Chapter 3),‘but at the .
level of the conceptual model (i.e., high-level changes éuch
as different views, abstractions, etc:). fhe prbblem of SDB

security should also be investigated for dynamic databases

to capture the dynamiés of the real world.

4) In the real world, users' additional (supplementary)
* ' .
knowledge may take the form of general rules, relationships,
or simply, protected property'values. if the databasé'
administrator (DBA) is aware of this information, effective

security measures can be imposed easily. The example below

il lustrates this situation.

Example 4.1 Consider a database of employees of a certain
ccmputer manufacturlng company in which the sum of salarles
of employees is queriable. Assume the following 1nf9fmatlon
(which' is no£ represepted‘in the database and hence unknan
go_the database system)'exists.

(a) Salary range éf a new systems analyst with B.S. is
S[10K,12K]. | |

(b) Salary range of a new systems analyst with M.S. is
$[12K,14K1.

Now aSSQMe two new systems analysts are hired and
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1nformatlon about them is inserted into the database. If the

change in the sum of" salarles of systems analysts is $27K,
, A , . N o
then users can conclude that the new employees have Ms

degrees. B
Most problems in SDB security can be removed by a-good

model of the real world environment so that‘the‘DBA can take,
effective protection measures; Thns existing relationships
yand semantics of the 1nformatlon should always be con51dered
for an effectlve SDB design. o

' 5) When users' additional knowledgevincreases, some
mechanisms are are needed for tne DBA to decide'(i) Qhat,
other information hasbbeenudisclosed'by'users, and (ii)'wnat
protective measures should be taken. In other Qords, exact

1nformat10n revealed to users should be kept in some compact .

i : \

form for audltlng purposes. SOme previous studles proposed \

\

investigation of log trails for audltlng [Hoffman and N

Miller, 1978; Dobkin'et.al., 1977; Hoffman, 1977]. However, \\
for very large'databaées, the enormous amount of information
in log trails is of llttle help for checking securlty (not

to mention the "masking",of queries by users [Denning et

al., 1979; Schlorer, 1976]).

4.2 Statistical DatabasevDesign

AN
This section gives formal definitions of the SDB and
the security problem (section 4.2.2) and discusses the

design of an SDB which employs'security constraints at the
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) o o .[ ‘
conceptual aata moael'level. aelow are the desirable
featares of the SDB design in terms of the "gobdness"
criteria introduced in Section 2.2. ¢
'(a) EffectiQeness of the proteétion. In order'for‘the

'SDB system to be effective, the database should be equipped

with the fdllowing information.

. : , [ .

1) A "good" conceptual model. As a response to
problem 2 in Section 4.1, the SDB security should be
elevated to the éonceptuai model level.

2) Well-defined statiStical information.

L4

Statlstlcal 1nformatlon must be well~- deflned and .an analySLS
-of the specific 1nformat10n and 1ts statlstlcal constltuents
should be made. This will help to reduce the size of the
security problem (crystallize the compléx relationships,
'deflne the information to be secured, etc.) and thus
ellmlnate problem 1 mentloned before. |

| For the real world model, the statistical information
. revealed to users will only be about pre-defined groups of
'individuals. The intefsection of these groups of individuals
will giVe a set of indivisible groups of individuals and any

\

statistical information about these indivisible groups of

1nd1v1duals will constltute atomic 1nformatlon. Thus the

» database system is no longer 1nterested in giving out |
uncontrolled,vrandom statistical information to users, which
may eaéily be exploited, but rather it will give out well-
defined information that can at most be reduced to atomic

information.
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3) Controlled changes in the database. The DBA

~'should be equlpped with data manlpulatlon operators, and

dynamics, as well as statlcs, of the real world should be

revealed to users‘(problem 3). However this should be done

in a controlled manner and the information revealed due to

the changes in the environment should be recorded for,t

auditing. (Note that 1974 US Pr1Vacy Act [Privacy Act, 1974]

nece551tates the inclusion of changlng aspects of the

env1ronment ) . /

' 4) Information about users' additional knowledge;

4

Users' additional knowledge should be maintained and kept

up-to-date in the SbB. It is assumed that the DBA is

correctly 1nformed about users' addltlonal knowledge of

' protected information.

- }b)’Effiéiency of the.protection.'Below featdresﬁof‘the
SDB_to 1mprove the eff1c1ency of the protection are |
descrlbed. ' |
l) Disjoint user groups should be defioed to
utilize the fact that their initial knowledge may be
substantlally dlfferent from each other .or they may not
necessarlly have the same access authorlzatlon to dlfferent
parts of the. database.

2) Different levels of statistical information
should be reyealed tO‘different_users. For example,.some
users may not be allowedgto acceés certain detailed
statistical:information. |

3) For each group of individuals. about wh%ch
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statistical information_is to be revealed, allowable
statistical query‘types are defined.vfhisbleads to different
‘security constructs and’mechanisms foi different‘types of
statistical informatién. |

wc)'RiChhess of-the,infdrmatiOn’révealed to users.
-vClearly, investigating thé security érqblem at the.
‘conceptuaiymodélvlevel p;oQides the databasefdésigners with]
mOrelcontfél>over‘the richness and usefulness of the SDB.
'HOWever; apomic information‘should not be further'
decémposable by tempfate$ior by queries such és join, select
and p;ojeét,operators'in a rglétidnal modei [Codd, 1970;
.Cédd, 1974]. It is alédzassumed’that the DBA confirms the
security and c¢ paﬁibility of any néw view beforengranting

access to it,

\

4.2.1 Coﬁatitugnts of Statistical Information

Statistics studies SpecifiC‘aspects of individuals in a
population which may be ébncéptual Qt physical. The

individuals in the population have something in common so

that théy‘altogether form the population. Most statistidalv
methdds can be viéwéd as.ways of making ipferepcés about a
poéulation. Such inferences:are made after thé examination
‘of a "gample" from the population; A.database may_cohtainf
fhe\whole_éopulqtioﬁ or a:sampie df»the_pppulationf The user

may or may not use the statistical information for -

i
<

statistical inferences. In any case the central concept is

the population concept. For the specific environment at
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)

hand, once the populations to be studied are identified then
the individuals are no longer important, and two individuals
with nothing in common will not be includ&d in the answer of

the same statistical query.

‘The database system should aisé differeﬁtiate the
quan;itativé ?ropérties of'individualé for which statistiéal
infofmation is to be revealed and the defining
vchéractsrisﬁiés‘of a population. Forvexémplé,i"sum of
salaries of employees" is a guantity related-with the
employee population but “sum of salaries of eﬁploYees'where
salary >$12Kf'gi§es information,about;a diffefent .
 population. Not.distinguishing:this diffe;enée may cause

. { _
protection probfems. Similarly, for example, "number of

employeeé" and ."number of employees conviéted of felony"

give information about two différent populations.
4.2)2 Formal Definitions of the SDB and the Sééurity Problem

In order to provide insight to the features of the SDB
and a framework within which to investigate the SDB design,
formal definitions of the SDB and.thé'security problem are

given in this section.

Ih genefél, there may 5e two different approachés ip
modeling a}databage system: set theoretic models or finite
'state models. For finite state modeling there may-bertwo
approaches: (a) state snépshot,‘in,which thé rules are given
to define valid states of the database,-(b{ state N

R

.Q .

;o
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transition, in which legal database operations are given, Y
‘and these operations are guaranteed to preserve the security
of the SDB. In this section, a finite state model of an SDB

~with state transition_apprbach is described.

The database system models some portion of the real

world which is called the application. The application can

be thought of‘aS‘having a state and certain allewed

transitions between states. The gppliCation state represents
a "snapshot” of the épplication at a given time. An
application is represented in the database system by an SDB

deta model . ' : ) ;
SDB Data Model:
SDB Data Mddelvié.a syStem'of 4¥tuples

(schema, Query Ty pes Set, Query Mapping Function,

Operation Types Set)

Schema contains descriptions of populatlons and thelr
’prOpertles.vFor ‘example, schema for the D-A Model [Smith and.‘
Smith, l977a] contains hlerarchles of object types. The
Schema for the E R Model [Chen, 1976] contains the
descrlptlons of - entlty sets and relatlonshlp sets. The _HEEX

5,‘conta1ns allowable statistical query types such as

MAX, MIN, SUM, MEDIAN, etc.. The Query Mapping Function
‘identifies which statistical query types are allowed for
properties of populations in the schema, i.e.,

,

'~
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Query Mapping . Prbperties of  Subsets of the
Function ‘Populations Query Txpes Set

Operation Types Set contains two differentrgrougs of

operation types:

Operation Type-l i : Schema x Arguments --> Schema 1<igml

Operation Type¥2 i Schemé X Arguments'XgDatabase State

---> Database State 1£i<m2 -

Typefl operations correspond to‘high—levellschemé_
modification 0peratiohs_such as "decémpose poPUlatiQn" or
"deletg population“, etc.. Type-2 ope;ations correspoﬂd to.f
low level operatiohé such as '‘insertion, deletion or update
vofvind1§iduals. Nétiée that . (unlike in [Borkin,>1978])‘the

schema 1is not assumed to be static. The Database State of

) the SDB consists of each user groﬁp'é-knowledge set (to be
‘aescribed)>ana a represéntation of ﬁhe application state.
The fepresentation>of the appliCatiqnvstate may‘bé a mapping
‘from the sghema to the>subsets of indi&idual objects and
relétionship tpples specifying thé individuals beloﬁgihé to

the populations in the schema.

Given a schema and a set of arguments for O§ération
_'type-l, one can,generate_opération (;) corresponding to

argument (i) as.

Operation (i) : schema ~-> schema ,

]



Or glven a’ schema, a set of arguments. and the database
st&ie, one can generate operatlon (1) correspondlng to

| argument (i) as
operation (i) : Database State —--> Database . State

SDB Knowledge Base:

- SDB Knowledge Base is a syStem

(User Groups Set, Knowledge Sets,

,Knowledge Base Operation Types Set)

User Groups Set consists of user groups, and each user

: belongs to one user group. For each user group, there is one

Knowledge Set containing the users' additional knowle@ge

about the application, which is in the form of expllClt
factS»and general rules.” Explicit facts can be represented:
by a set of predlcates descrlblng elther the relatlonshlps
between ent1t1es 1n the appllcatlon or the. property values

of entltles. Knowledge Base Operation Types Set contalns

. avallable knowledge base operatlon types, and given a set of
arguments and a knowledge set, one can generate the

'grresponding to any operation type as

ion : - Knowledge Set --> Knowledge Set

© general rules may be "Every programmer has a

An exanmpl@
", [Minker, 1978] refers to general ryles as

'B.S. degree”.
llaxims "
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ASinee thelonly'database states of concern are those
which can be’reached_hy~the set of allowed operatiohs, the
set Ofwvalid database states caﬁ be defihed"as cohslsting of
.sOme'initial_state'and;those states'consisting.of the |
closu;e of theyéDB_data modelﬁs set of allowable operatlons

"and_knowledge base operations of user.groups.
Statistical Database:

‘The SDB specifies the SDB'data medel, the:csrrent
database state, all pos51ble state tran51tlons and a set of
securlty constralnts about the representatlon of the
appllcatlon state. Securlty constraints are dynamlc‘i”@
‘condltlons that are always satlsfled at any database state.v7
-securlty cohst:alnts are depehdent on Qgers addltlonal
'knOWledge, representatién of;the'applicatioh state, the
.quefy mappihg funCtioh,feter. SeCurlty censt:aints;nwheh'"' '

applied to the dser group's statistical queries,'are in the

[

form ef'eithef suppress ‘user group u's statlstlcal querles
.of type i for populatlon p if condltlon C holds“ or "remove
V1nd1v1duals X, y,...,z from statlstlcal querles of type i for

populatlon p if condltlon C holds . Thus the SDB is a system

Y, , .
(Data Model, Database.State,}Security’Constraints)

N

dSeéurity‘Pfoblem.of_the SDB:

- For each user group, the set of exp11c1t facts relevant

to the appllcatlon represented by the SDB 1s cla381f1ed as'
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"of{thé unknqwn general rules set, I.. Ihen tbevstrqnglz~

i

confidential (Fc)for\nonconfidential.(Fn),and Known (F)
unknown GFQ)(Sée Figure 4.1). (Note that F

-

k

by the.KnOWledge Set and the represéntation'of the

: application‘state;) Compromise (or discloshre) occufs_if

uUser. in a user group changes F. ' (i.e. F_. & F_) into
ST v STEER M, e u c’

F' - where F!

+ -.. R . , ' |
u;c u,c c Fu,c : Slmllarly;_ﬁhe sét-of
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or

'isvreprésénted_

a

geperal rules is classified as known (Ik) and unknéwn;(lg),

and the unknown set of general rules. is classified as

stréngly-compromisinggglgt), weakly-compromising (1) and

w
safe‘(Isf)»as follows:

v

- (1) Let pi, 1<igk, and k € integers, be a diéclosure

procédufe,which, in order to'comprdmise'the SDB, usés only

some known facts and ‘general rules and a nonempty subset

t

: cbmpromising set of gehéral rules is<defined as IS' =

-
1t

nhac~

>

procedure which uses only some known facts and general

‘rules, a 'noneir,lpty‘subset,,I:":J

, S
a.n’ of unknown :
' .

-

Con o t _ ] :
 rulgs }s‘deflned:is Iw =jgllj - Ist‘ Moreove;
; e , _ J ) .
- we def;ne_Fu'nﬁ—_U»Fu,n._Clearly,
‘ . , 1=l o o .
'F' CF S |

"u,hn u,n’

*c heénS'fpropér subset”. : o

J

I

I

1<j<t and t '€ Integers, be a disclosure

‘non¢onfidential facts and a nonempty subset Ij bf’unknown -

“general ruieég Then thefweakgy—compromising setwa general.

,-G. .
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The set of safe general rules is defined as

Tsg = Iy - (Iw 9 Ige)

/

Clearly, at any valid database state, Fk is closed over
I, in the sense that any disclosure procedure using only
“known facts and known general: rules can only infer known

expl icit facts.

For the éecurity of the 'SDB, the set of unknown

confidential facts, Fﬁ o+ and the strongly-compromising .

’
¥

set of general rule§, I should be protected. Moreover the

st’ R

database system should protect either F& n °f Iw or a
[ ' . ' “ :
subset Fu,n of Fu,n and a subset I, of I, such

that there does not exist any disclosure procedure which

uses only (F' - F"') F,

u,n u,n k and~(Iw‘- 1)~

The securlty problem of SDB can now be defined as
follows: the SDB is secure at & database state iff Fk is.

closed and the database system ensures protections of

v

: [] : ) " - .
*FuTC’ Ist and either Fu,n or I or (Fu n and

I&).



Known:

Unknown

-F
u

" Set of explicit facts

Confidential Nonconfidential

F

F
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C n
Fklc Fk,n
u,c u,n

Known Unknown
Ik Iu
| Ist
Ik. Iw
) Ist

Set of general rules

Figure 4.1.cClassification of explicit facts and general

rules relevant to the application.
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4.2.3 Conceptual Data Models for SDB Design

The SDB data model should be similar td'the éonceptual
data model of any other general -purpose database.AThére are
séveral reasons for this requirement, besides effectiveness
of the protection énd the richness of the SDB.

1) For some users and at least for the DBA, the SDB is
juét a normal database and these users should have access to
all informafion in the database (not just aggregates). |

2) It is necessary to have total infofmation aboﬁt the
environment in Qrdér ﬁo enfgrce secdrity, integrity ahd

E

validity in the database. ‘ ; -

AlthoughvSection 4.2.2 givés the;definition‘of ;he SDB
data model it doés not advocate any specific déta model.
With the recehtly rénewed interest in conéepﬁual-data
modefé, over thirty different data models are mentioned in
[Kefschberg et al., 1976; Nijssen, 1976]. From the security
viéWpoint, our concern is twofold. We are'copcerned'apout'
the ‘structure of the conceptual data model in order to
define atomiq;information-and to give out controlled

statistical information..We are also concerned about the

semantics ané the redundancy of the conceptual model in
:orderrto sucFessfully mirrér the real world environment so
. that (a) thqisecurity measures c;n easily and naturally be
provided ané (b) the database is sﬁill a highly fich and

useful one for users. Thus a structured, semantic and

redundant conceptual model for the SDB is required. In this
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chapter, the Data Abstraction Model (D-A Model) [Smith and

Smith) l977a; Smith and Smith, 1977b] will be used in the‘
design of the SDB. The choice of the D-A Model among Qgher
structured, semantic?and redundant data models ié moti&atgd
by thé:ease in applying protectioﬁ measures without‘bringing
many ektra constructs and restrictions to the conceptual
model. However, tﬁe SbB design may easily bq}médified for
any cher §tructqréd, redundant and gemantic data model; and
below, two other data models, namely, the Entity-
Reiationship Model [Chen, 1976] and the Extended Relational
Model [Codd, 1979], are discussed for their suitability as a
conceptual model of the SDB. It should be noted that the aim‘
is to investigate the needed'modifiéétions (i.€. rules and
constructs) in order to define populations clearly and to
analyze and control inférences. Thus the.data models are
only briefly described, and other issues such as expressive
power,-semanticg, naturalﬁesé, etc., of the data models are

‘not discussed.

The Data Abstraction Model:

In this section, the D—A-Model for sDB design 1is
sdearized and modified. Our goals are to augment the
conceptual data model with the population concept and to

identify atomic information.

Smith and Smith introduce two kinds'of;database

abstractions. Aggregation (naming relationships) is an

K
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abstraction which tu®ns a relationship between objects into

an aggregate objebt.'Generalization (naming classes)_is an
abstraction which turns a class of objects in£o a generic
object. All objects (individual, 'aggregate, generic)vare'
given 'uniform tfeatment in the D-A Model. The real world is
-modeled as a set of aggregation hierarchieé intersectihg
Qith a set of generalifation hierarchies. AbStract>object$ -
‘(i.e. generic and aggregate objects) 6ccuf only'ét £he
péints of intersection. In the éontext of the feiationél
model [Codd, 1978; Codd, 1974], the D-A Model is:proposed as
a conceptual model. Our aim is to’modify'lhg general;;ation"
hiéfarchy in such a wéybthat all populationscarg idéﬁtified
in a systematic manner and a generic object in the hiefa#chy

E Y

consists of a (group of) population(s). "
In the D-A Model, for a class of individual objects
~corresponding to a géeneric or aggregate object G, the set of
"attributes (or properties) which are common to all

individual objects are called G-attributes (or G-

properties). Clearly, individual objects of all generic
objects that are descendants of G in the generalization

hierarchy also have the same attributes.

Consider the same example of empiéyees_of avcertaiﬁ
‘"computer ménufécturiﬁg compény. Figure 4.2 illustrates>§ne -~
particular decomposition of‘Computer_Scientist into lower

level generic oﬁ%ects. Notice that there-ége.twq mutually\

exclusive groups of partitions (also called clusters) of
3 .
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‘Computer Scientist, one is {Programmer, Systems Programmer;
Sygtéms Analyst} and the other is acCordiné to the degree"
.Obtained. Now assume‘that ohé also has the "countfy in which
Pﬁ.D. was'bbtained“ informaﬁion about Computef Scientists.
Clearly one may ask aboutvthe Vpopulaﬁidn of US-educated
systems analysts with Ph.D.A. In [sﬁith and Smith, 1977b]
vth;s,inférmation is kept as én‘attribute.Of objects in e
generalization hierarchy aﬁd theré:is no proyision for
further paftitiohing. The reason for this is that each

' abstract object is required to be explicitly named using

natural:Tanguage noungl(eng. PrOgrammef, Systems Analyst,
etc.) and these names help us to relaté our understanding of
’the real world with its intended'refléction-in the relation

;defiq%ﬁion. However, the generic‘objéCt “US-educated systems
anély;t>with Ph.D." 1is certainiy described‘by'a phrase, not

by a_natural language noun and yet we are interested in this
parﬁicular object and it}has'té'exist‘in the hieraréhy. Thus
'for SDB.deSigh pﬁrposes we will take mofe‘freedom at this
- point and use phrasés'£o desqribe populationé. Figure 4.3
contéins the partitioning of Systems.Progrémmer With Ph.D.
and Systems Ahalyét with Ph;D.'acqording to thelattr;bdﬁe

“country:in which Ph.D. is obtained".

Now assume thathE‘also have the "years of programming
experience" information for Programmers. Populations using 
‘this information‘may be formed, such as "prbgrammers with 5

years of programming experience" or "programmers with Ms and®&
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.\\ 2 months of programming eXperience" etc. . At this stage a
design decision problem appears. If the "vears of experience
in the_company" 1nformation uniquely identifies many
individuals by.creating large numberslof populations with
single individuals, thecsecnritylis endangered. We assume
that SDB designers make tne decomposition decisions using

”their knowledge of users' needs, i.e; if there are very many
pOpulations each with few individuals, then the designersr
w1ll cut down the number of populations and still preserve a
good model of the real- world. However this does not mean
that initial deSign decisions cannot be changed, 1ndeed if
a need arises, some mechanisms w1ll be available to the DBA

" so that, w1th an. assessment of/the security of protected l&
information, the decompOSLtlon of objects may be changed
some tlme later. Figure 4.4 shows one particular design
dec1s1ongabout the usage of "years of programming‘ /
experience® information for decomposing the object - /

Programmer.

In_rhe SDB,‘statistical‘information abour individuals
in a‘population-is made available to users. Clearly, each
abstract object in the D-A model forms a pOpulatiOn of
1nd1v1dual objects. We call smallest nondecomposable group

of 1nd1v1duals an Atomic Population (A-populatlon) For

example, in Figure 4.5, ASSIGNMENT-IN-DATABASE-PROJECT,
«lPROCRAMMER and PROJECT are A-populations. In order to

preserve the indivisibility property of A-populations the



folloWing‘rule is applied: any population corresponding to
any abstract object in the model 'is composed of mutually
exclusive A-populations that expliditly exist‘in.thé mode 1

(Rule 1). The restriétion-that A-populations explicitly

63,

exist in the conceptual model may bring'limitatibns to the .

richness of the SDB. However, it is needed to provide:
systematic assurance of the security of protected

information in the SDB..
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COMPUTER-SCIENTIST

, COMPUTER~ .
SYSTEMS- P , SCIENTIST-
PROG_ WD WITH-PHD

- SYSTEMS- SYSTEMS- SYSTEMS- PROG- PROG- SYSTr' SYST- SYST-
PROG- PROG- PROG- WITH- WITH- A-BS A-MS A-PHD
-WITH~BS WITH-MS- WITH-PHD BS MS ' .

(&)

Figure 4.2. Decomposition of the generic object Computer _
Scientist o - '

3

COMPUTER-SCIENTIST-
' WITH-PHD

SYSTEMS~ CANADA-
PROGRAMMER- EDUCATED-
WITH-PHD COMPUTER-

SCIENTIST-
WITH-PHD

SCIENTIST-
ITH-PHD

Us- o ys- " CANADA- CANADA~-

EDUCATED~ EDUCATED- - EDUCATED- EDUCATED~-
SYSTEMS- SYSTEMS- ’ SYSTEMS- SYSTEMS~
PROGRAMMER- ANALYST- - ' PROGRAMMER~ ANALYST-

WITH-PHD WITH-PHD ' ~ WITH-PHD . WITH-PHD

Figure 4.3. Decomposition of the generic object Computer
Scientist with PhD R
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SECRETARY

. SYSTEMS-
PROGRAMMER

. EXPERIENCE

pRoq;éT

PROGRAMMER

SYSTEMS-
ANALYST-
WITH-g-4-
YEARS-

ASSIGNMENT-IN-
DATABASE~

 SYSTEMS-

ANALYST- ANALYST-
WITH~5-1¢- WITH~MORE-
YEARS~- ' THAN-10-
~ EXPERIENCE .YEARS-

.66

ASSIGNMENT

/ | - |
\ ASSIGNMENT-IN--

NRELIABILITY-
ROJECT - /

PROJECT

SYSTEMS-

EXPERI ENCE

Figure 4.5 Database ‘'of employees, projects and assignmer:x‘ts
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. i
The Entity-Relationship (E-R) Model:

The E-R Model -adopts the view that the real wdrld 

_consists of entities and relationships. An entity is a thing

which can be diStinctiy_identified. A relationship is anj
association amohé entities. Entities aré classified into
"differenﬁ-enti£y'sets such as EMPLOYEE, PROJECE and
_bEpARTMENT; similar1§ re1atiohships are cléssi§£ed into
reiationship sets'suqh as PROJECT?WORKER‘and DE?ARTMENT-

EMPLOYEE.

. In the SDB, entities and felationShips correspond to

£nd each entity set or relationship set is a

population. Statistical information about values in

individuals,,

attribute-value pairs of entities or rela io%fhips e
» o i 3

revealed to users. However, in order to define A—populations

Ed ‘ .

and;ternfdice security constraints, we need additional

' : i . .
rules and constructs as described below.

1) Ssome means are needed to identify the A-populations

thatAa_populatiqn contains. For exampie, the fact that
entity ‘6et. MALE-PERSON is a subset of the entity set PERSON

should be easily accessible to the database system. Thistis |
vneeded,:for example, when constraints applLéd.to individuals
in an A-population are also applied to all populations that

include the same A-population (the details of this

requirement will be diécussed_in the latef_seétiqné)./- -

2) Each entity set or redationship set must %é éompdsedﬁgf

AN et
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of some mutually exclu51ve entlty sets’ or relatlonshlp sets

(rule l)

,3) The protectlon mechanlsm of the SDB should be able’
‘to locate all pOpulatlons that contaln a given A-populatlon.
Thxs 1s needed, for example, whlle proce551ng 1nsertlons, o
ldeletlons or updates of indiv1duals. In‘the‘E~R'Model, |
tflocatlng all populatlons contalnlng a glven A-populatlon

requlres addltlonal structures or rules.

Finally, in the E-R Model; the job of definihg the -

allowable types of statlstlcal querles in a systematlc

e ag

manner relles on the/DBA whereas thls t‘\k ls\eas;er 1n the

i

D-A model hecaUse of its hlerarchicaljstructure (see\Section.‘\
4.2.4). 7

“ The Extended Relational Model (RM/T):

In RM/T, there are entities and entity types classified
by whether they
l) £ill a subordlnate role in descrlblng entltles of

some other type, in whlch'case they are called

characteristic.
2) fill a,supérordinate]role‘iﬁ”inter—relating.

entities of other types, in which'caseftheyzarefcalled;,

associative,

3) neither of the above, it which case ‘they are called e

' kernmel. =~ . L,

- a8
o

Using these 'entity types, the semantic structures_defined

PR
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are7Characteristic tree, asSOCiation‘graph,~cartesian.

aggregatlon, generallzatlon and cover aggregatlon Carteslan

aggregatlon is the aggregatlon abstractlon of the D-A Model.
Below each of the new sepantlc structures of RM/T and
related SDB issues as to how to Obtain populatlons and

»

1nd1v151bbe A-populatxons are d;scusﬂhd;\\

a) Characterlstlc tree. The characterlstlc entrty types

that prov1de descrlptlon of a given kernel entlty type form :
' a characterlstlc tree.fExaxﬁle 4.2 below is from [Codd

19797 .

{3

LR

EMPLOYEE

A N

DATE-  NAME-OF-

ATTAINED-  POSITION ,
POSITION . : ’ o
' DATE-OF-  NEW-SALARY
SALARY- BT ]

| . CHANGE

#

kFEgure 4.6. A Characteristic:Tree

-

Example 4. 2 EMPLOYEES (a kernel entlty type) have a EOB-

HISTORY (characterlstlc entlty type subordlnate to EMPLOYEE)

- -

whose 1mmed1ate propertles ‘are DATE-ATTAINED-POSITION and
NAME OF-POSITION (see Flgure 4 6) ThlS 1nﬁprmat10n is

augmented by SALARY-HISTORY (charag%erlstlc entlty type f

| ﬁ?i

Vel



70

subordlnate to JOB- HISTORY) whose immediate propertles are
DATE- OF SALARY-CHANGE and NEW~SALARY. The mapplng between
entltles in the parent and child nodes is one- to—many,»e g.
one EMPLOYﬁE has many JOBfHISTORY‘entities and one .JOB-
HISTORY entity has many SALARY-HISTORY entities.

.EaCh'of EMPLOYEE, JOB-HISTORY and SALARY-HISTQRY nodes

.
forms a populatlon. A- p0pulat10ns of these populatlo%s may

o

be formed by decomp031pg/them (as generalization

\"4

. abstractions) using their propertiee, their mapping‘to‘the
parent nodes) etc.{ For example, SALARY-~HISTORY mey be
-decompOsed§usingA(e) EMPLOYEE individ@aié, (b) NAME-OF-~-
POSITION of JOB-HISTORY, (c) date, (d) saiéry ranges. Notice
that, for the SDB, if the dfcomposition of a popuiation.in.
the charecteristie tree is;effected byvits parent °
populatiene, some limitations may be brought on the

w,infor‘mav.\‘t'i'c.m revealed to users in order to prevent

compromi se.

b) Aséocietion.GraEh “An assoclative entity-inter-

relates entltles of othe{ types, and this inter-relation is
,represented by the assocxatlon graph in the RM/T If the
&ssociation among 1nd1v1duel entltleS'ls\to be protected |

" then sorie iimitations:should>beybtehght on the information
,reveeled to users about the essocietive éhtitiee,or the

T

entltles that they inter-relate.
I\ ~

c) Generalization. Codd [Codd, 1979] renames the
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generalization abstraction of the D-A Model as Unconditional

Generalization Inclusion (UGI), and also describes an

abstraction called Alternative Generalization Inclusion

(AGI), which is an alternative or conditional inclusion of
entities of an ent1t§ type into some: other entity types.
Clearly, the only structural difference between the UGI and
the AGI is that the AGT decomposes a population P into
mntually equusive populations that are one level above P in
the hierarchy. Thus controlling inferences for the AGI is

the same as the UGI.

d) Cover Aggregation. Cover aggregation is an

aggregation in‘which'a subset of entities of the same type
forms another entity with a different‘entity type. For
example, a CONVOY-OF-SHIPS is a cover entity of entity type
SHIP, or a CLUB that some people belong to forms a cover.

aggregate of PEOPLE.

J St 2 . .
For the SDB design, cover aggregate entity types

partition the group of entities resulting in smaller
populations. Intersection of these smaller populations gives

A-populations of covered individuals.
4.2.4 statistical Information Related to each Population

Fox each population in the conceptual model of the SDB,

the following is defined. (Note that (a) and (b? below are

e

dgfined by the schema and the Query Mapping Function,.

’ &
re ctively,in the formal definition of the SDB in Section

5
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4.2.2).

(a) the properties of the population+ for which
statistical information is tofbe revealed, e.g. SALARY or

ABSENT-DAYS for the population EMPLOYEE,

(b) whether COUNT queries’reqquting_the number of
individuals in.the pobulation are permit;ed; and /
: $
(c)'the allowable types of statistical information for
each property of the population whiéh may be one or more of
| MEAN, |
SUM, b
MAX, MIN, MEDIAN, K—LARGEST (order statistics)
VARIANCE, | |
STANDARD QEVIATION;

!

k_MOMENT, k=2’3, LI

Clearly, if, in Fiqure 4.4, SUM query forithe SALARY
property of PROGRAMMER and SYSTEMS-PkOGRAMMER,is allowed
., then SUM informétion for the SALARY of SYSTEMS-ANALYST is
deducable. Thus, unless individuai security needé of
populations requife otherwise, the following-two rules are
found'neceséary:for the un}formity of the revealed

- ‘statistical informatiod and richness of the database.

Rule 2) The allowable set of statistical query types

~+By "the property of a population", ."the property o
individuals in the population” is meant. .

a8
iy
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should be identical for the same property of all populations
in‘the'same cluster. (Subpopulations created by a mutually

c i
exolusive decomposition of a population in the

generalization hierarchy form a cluster).

:Consider Figure 4.4. Assume that SALARY is an attribute
of all the objects in the hierarchy and SUM query 1s allowed
for SALARY of Programmer. SUM query should be also allowed

for SALARY of Systems Programmer and Systems Analyst. .

Rule 3) The allowable set of statistical query types

for a property of any population should be the subset of the
. _ ' L -
allowable set of query types for the same property (if it

exists) of its father population in the generalization
-hierarchy. - . »

Consider Figure 4.4. Assume the statistical query SUM
of SALARY is allowed in populations Programmer, Systems
Programmer, Systems Analyst and statisticdal query MEDIAN of

SALARY is allowed in populatlons Computer 501entlst w1th Bs,

Ms and PhD. ‘Statistical queries SUM and MEDIAN are allowed

for the population of Computer Scientist.

t

Slnce COUNT queries do not directly reveal information
about protected propertles of populatlons,'applylng

: -

protectlon_measures down to A-populatlons may unnecessarily

restrict ‘the rlchness of the SDB .. Thus, a securlty atom

populatlon (SA—populatlon) is deflned to be the largest®

population such that no statistical information about any

»

- A
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property Qf any of its proper subsets can be revealed to
users. Notice that an ‘SA-population contains one or more A-
populations. The set of-valdes to be protected for each

property 1in a SA—populatlon is called a securlty atom value

\

set (SA—value set). The follow1ng example 1llustrates Sa-

populatlons«

‘Example 4.3 Consider Figure 4.4. Assume there are only two -
protected properties, SALARY and ABSENT-DAYS, and
(i) for éll'populatibns, COUNT query is allowed.

, (ii) SUM query for SALARY and‘AESEfoDAYS is éllowed
for populations al, a2, a3 and a4; MEDIAN query for SALARY
is allOWed for populations al, a5, ‘a6 and a7. Also; SUM
query for ABSENTﬁDAYS 1s allowed for pdg;latlons alﬂ, all
and al2. Clearly, populap;ons a8, a9, al3, al4, al5, alé,
a23 and a24 contain nondecompesable SALARY inférmation’
revealed to users. Similarly, populations alg, all, al2, a3
and a4 contain nondecompoéable AESENTfDAYS information
revealed to users. The intersections‘of these populations
will give SA-populations 517‘ a18, a19 a20, a2l, a22, al3,
al4, al5, ai6 a23 and a24. Notice that a SA-populatlon may

contaln one or more A-populations (e.g. a23 and a24)
4.2.5 Security Constraints

Dynamics of the real world or the;existence of complex

. K . N |
.relationships‘between populations may ‘lead the DBA to impose
constraints on the security related information in
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populafions; The DBA should be1ablevto state rhe conditions “
under which any statiétidal”query aboutkany proteceed d
prooerty of a‘population may be reported to users. SinCe the

aim of this sectlon is only to prov1de the DBA with the

x

power to do so, in general three types of constralnts wrll
be‘distinguished. (Deflnlng.these constralnts 1s very muéh
dependent on the spec1f1@7env1ronment and we are unable to

‘ give more detalled analy51s end structural epeCLfrcatlons of
the‘cons;ralnts-as done by [Hammer and McLeod,,l975] for

s

‘sémantic integrity constraints).

1) Security Atom Constraints (SA—constraints) apply to

>

'the SA—value set 1in a SA-populatlon A‘ﬁﬁd all populatlons
that contain A. An eXample lS. ‘sum salaryslnformatlon must
not include the salary x of employee a infSA—value'set w

until there is another employee hired or fired.

2) Global constraint’s (Type 1) apply to the individuals

in a population A and individuals of all or some of the

" populations in the hierarchy that contain A.~

_ : .
iConsider Figure 4.4 and the ‘éxample 4.1 gii{:
‘introduction. Assume user group u«is‘allowed todi“ _"%odn
to Systems Analyst in the hierarchy. Now the n}rdng of t%o
‘new Systeme Anaiygts with_Ms and with total'selary‘$27K.
shou}d-not be inéorporaeed intomthe populétion-Systems

t
_Analyst However if the range of salarles of Computer -

Sc1entlsts w1th Ms include $14K due to its. other chlld

i . .
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populations, then the new change may be incorporated into
the populétions'Computer:Scientist with Ms and Computer

. R t . |
Scientist (if other constraints are also satisfied).

3) Global constraints'(Type 2) -apply to the individuals

of a population A ahdrtp lndividuals of another population B

in a different part of the hierarchy.

'Example 4.4..Considef ﬁhe'databage of employeés, projects
and assignments in E;gure'4.5.-1t is known that'at least ten
programmers aﬁd,ohe:EYStems analyst thh'more than ten years
working experienée.are inQoived in ghévdatabasg deve lopment
project. Assume tﬁe user u‘also knéas‘that a project leader
must be a systgms—ahalyst Qith ?hD. NoW~ifiCOUNT queries of
SYSTEMS-ANALYST—WITHEMORE-THAN-lﬂ-YEARS—EXéERIENCE and
ASSIGNMENT-IN-DATABASE-PROJECT return 1 and 11,
reséectively,*ahd the user u knows a»systemé—analyst x‘Qith.
- more than 10 years e#perieﬁ;e,ﬁhen the user u discloses that
x is the project'léaderuof the database development project
and also has a PhD. To prevent this d%éélosure, typé 2 -
global constraints apglieb to SYSTEMS-ANALYST-WITH-MORE-
~THAN-lﬂ-YEARé-EXPERIENQE and ASSIGNMENT—IN-DATABASE—PROJECT
may state thét if COUNT information of'thesé‘two.pOpulations
are smaller than al and iﬂ+a2, respectiveli, Qheté ai and a2
are properly chosen‘émall inteder constants, ﬁhen COUNT

' informétion of both’ofvthe.populéﬁioqs are not revéﬁled;to
users. | | |

v
»
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'Example 4.5 Consider Fiéure 4.5, Assume th programmers are
hlred Now if COUNT 1nformatlon of both PROGRAMMER and
ASSIGNMENT-IN- DATABASE-PROJECT increase by two then the new
programmers are as51gned ‘to the database development o

: prOJect. If thls 1nformatlon is to be protecbed then type 2
:global constralnts applled to child populatlons of
ASSIGNMENT may state that new asslgnments in Chlld
populations.O£ ASSIGNMENT. are reported_only when'there are'

new assignments in two or more projects.

"4.3 A StatiSﬁiCéi Security Management Facility

s . : ) . .
- . _ . B |
The formal definition of the SDB-in Section 4.2.2

includes type—lloperations for high-level schema
modifications and SDB-KhoWledge Base with its own set of
loperations; For the-simplicity and the efficieocy'of the
desigﬁ,Athe SDB design in tbis'seetion will‘not ibclude
type—l operations, and a very llmlted ver81on of "the
‘Knowledge Base will be 1ntroduced However, an SDB design
‘that permlts type-l operations and a more general SDB

'Knowledge Base will be discussed in Chapter 5.

'In'tbis sectionj“apstagastical secority maaagement

facility (SSME) mith three_pr;ncipal eomponents is proposed.
1(1) A Population Definition.Construct'(PDC)‘
(2) A User,Knowledge“Construot (UKC)
-(3)’A.Constraint Enforcer aad-CheCRer (?EC).

The PDCAof<a.p0pu1ation contains information;about tbe>

-

L'
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‘population, related security;constraints, changes of the
lpopulation, etc., inrorderfto‘achieve’effective protection.
The:UKC of a user group isgdesigned to record users'
additional knowledge and SA-constraintsf Finally, the CEC:

7 consists of several algorithms’designed toikeep the PDCs and
UKCs up- to -date, to enforcé@the security constralnts and to

help the DBA in security—related decision problems. -

'arv

AX

Population Definition*Construct:‘

For'each-popuiation P,-there'is one PDC which containst
the follOwing infornation.-'v l
(a) Description of the popuiation‘and its.parent, child
Vand 51bling popula&nons.
(b) Lowest permissable user group level.»A
:(C) Information as to how changes are included in P.
,(d) Allowable stat13t1dal query types for each property '
of P. ' "' S | |
(e)'Global’constraints of P.
(£) If p is'an>SA-p0pulation then description of SA-
constraints‘for each SA-vaIue set‘ofIP. o

| | ‘ o |
(a), td) and‘(f) are seif—explanaﬁgfy;
’(b)’Assume'user‘grOupe are ciassified‘by 1eVeis such
Jthat user groups with hlgher levels have more access power
to the database than Ehe user groups w1th lower 1evels.

Lowest permissable user group level is a leVel n such that

~ user groups with level'm-z n can access that-population._
" . - : . . .
i ‘ . .



Population PROGRAMMER
SR descrlptlon [Phrase], ~
'~ parent populations [ COMPUTER- SCIENTIST],

child populations [ (PROGRAMMER-WITH-BS, PROGRAMMER-
WITH-MS), (PROGRAMMER-WITH-@-4-YEARS- EXPERIENCE,
PROGRAMMER—WITH 5-10~YEARS~ -EXPERIENCE, .
. PROGRAMMER- -WITH-11-OR-MORE-YEARS- EXPERIENCE)]
-other populations in the same clusger [SYSTEMS-
~  PROGRAMMER, SYSTEMS-ANALYSTJ;
lowest permissible user group levél 2,
allowable query COUNT, ‘
changes processed in PAIRS,
protected property SALARY,
‘allowable query SUM, -
- protected property ABSENT DAYS,
o allowable qu?ry’MEDIAN
' global cqn tr&1n§
cons¥faint, 1% 5 ’
descrlptlon [Phrase],
“call VIOL CSl,

constraint 2" -
description [Phrasel],
call VIOL- CSZ,

“end. v

A

Figure 4.7. The PDC of Programmerﬂ e
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(c) Changes}due to the dynamlcs of thé real world may
be processed in many ways. How these changes aré/hanﬁled is
.y'dGSQFlbed in the PDC.

(e).Gfobal constraints may be static or dynamic. They
may'eyolvevand change as therDBAImodifies them, e.g. a.

. mana@er changes COmpanles, thus extends his knowledge and:\
the DBA should take necessary ‘actions. For‘each globala |
constraint, the-PDC contalns the descrlptlon of the |
Aconstraint and a cald_for a rout}ne'inethe case ofiviolation,
of the.constraintr Figure 4.7 contains the,PﬁC of Programmer
in;the generic.hierarchyvdescrihed in Figure.4,4.

" User Knowledge COhstruct:

<

For each user group u, the,UKC records tthe,dsersi

additional knowledge'about individuals in the SDB. Figure

%

'4.8'contains the UKC of[userhgroup€§%for the generic
hierarchy described in Figure 4.4. | »

ftq
Assume user group'u is. at the 3rd level which can
access all'populations in the hierarchy.

N o . : .
Users in user group u can identify the individuals that

are updated, inserted or deletedhfrom thg:population
HﬁRdGRhMMERf(e;g. the’newiy insertedf.deleted or"updated :
programmer An the populatlon PROGRAMMER is known by the user'
group u). For each populatlon, this 1nformat10n is deflned _
after the'keyword "identifiable’dynamics in the UKC.

Clearly, protectuon measures to be applled should be -
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different-for a user,oroup which ideptifies ohly insertedv
individuals of a population andla‘USer‘grOUp‘whioﬁ | )
idehtifies‘bothuinSerted and oéleted indiVidualsrof the sahe
population. (There’maygbe otﬂer.Varlations;vfor exahple,:'

voeers in'user.groop,w,may identify‘updatedAindibiduals when ~

the update:is from Systems"Programmer;to SystemsaProgrammer,

etc..)

Each‘SA—population cbntaine,one SAévalue set. for eaéh
of its properties.'Dynamice ofra SA-pOpulatioh (i.e.
“inserted, deleted,,updated individuals)'are recorded in a\

list called the change seguence in the order of obcurrencée

of changee.'(This list may be kept separately if the ‘ {
‘expected number of changes is large). Depending'on'the'type

of statistical information revealed, the change sequence is

. { .
) H

used in eeveral‘procedures to decide~yhetherxthe security‘of
ihdi?iduals'and the proteoted information areiin oanger. |
Foraseogrity;purposes,,changes may be prooesseépinl
i groups,say triplets. In such cases, some inoividoals may be
~waltlng to be processed hfse lﬂdelduals are descrlbed and
malntained in SA—constralnté“For each SA-value set,‘users‘
‘.may know global upper or lower boé;ds of the property values .
of 1nd1v1duals, and upper or'lower bounds:for some ‘specific

f,1nd1v1duals.‘For example, 1n Flgure 4.8, users in user group

'u know that ‘the salary of programmer Ian Munroe is less than

$118K.7 ' - - @
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"USER GROUP U-[user-id, user-id, ...,user-id],
user group level 3; ° ' :
population COMPUTER-SCIENTIST, = : }
- " identifiable dynamics INSERTION, DELETION, UPDATE,
populatlon PROGRAMMER,

: identifiable dynamics 'INSERTION, DELETION, UPDATE,
populatlon PROGRAMMER—WITH—@ -4-YEARS~- EXPERIENCE
' [sA-POPULATION], =
_identifiable dynamics INSERTIQN, DELETION, UPDATE,
protected property SALARY, , | _
security atom constraint:° {JOHN DOE} is '
~included, . - //fff’/ngt

change sequence parameters . ,W$

active individuals set {(STEVE HART, = f%}ii

ROCK HO,28), ;..,(JOHN GRAY,,B)} SRR 1
. reachability constant 0.1, _ ' T
' largest reachability set size 20, _
~ known value set {(JOHN SO),...,(ALAN POE) }, _
known global.upper bound $34K, o R
krniown global lower bound $8K;— .

known upper bounds set {(IAN MUNROE, $18K) ; . . ., .

: (GEORGE HO, $20K)d, , . ,
“known lower -bounds set {¢} ‘ : .
.change sequence .{[ (JIM JOE, INSERT), S
(JACK YU, DELETE) , (OLD MEDIAN '$15K),
(NEW MEDIAN, $14K)],...,

 [(PHILIP 'HO,DELETE) , (JACK FU DELETE) ' e

e (NEW MEDIAN,$18K)1}, : _ R
protected prOperty\ABSENT DAYS, . - | o
‘security atom constraint: ‘{STEVE HUDSON]} is
" not included, T o
change sequence parameters
active individuals set {(STEVE- HART,,lS),
‘ ..., (JOHN GRAY,,7)},
reachability constant 9.2,.
largqgt reachable set size 15,
known value set {0}, : v
'known ‘global upper bound 9g, -
known global lower bound g,
known upper bounds set {p}, -
_ known lower bounds set (g}, . ~
- change sequence {[(JIM JOE,INSERT)], = -
N - [(JACK YU,DELETE), (CHEN. TU, DELETE),
\ (oLD suM, 450) , (NEW SUM, 345)],.. '},
populatlon PROGRAMMER—WITH—S lﬂ—YEARS-EXPERIENCE
[SA-POPULATION], ‘

|

end.

Flgure 4.8. The UKC of user group u: for the generlc hlerarchy ‘
descrlbed 1n Figure 4.4. v : _

’. i

LAt
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‘ 2, SR
' Change sequence parameters are descrlbed as

FU

:ylreachablllty constant wl and 1argest reachable se§’51ze w2

s(see Sectlon'3 3) For each change sequence, an active

‘1nd1v1duals set 1s also malntalned (A Vertex is inactive‘if'

it corresponds to an. 1nd1v1dual deleted from the populatlon,;

\1t is called.actlve.lf it corresponds to an 1nd1v;dualv

[

preViouslyfinserted’but'not yetﬂdeleted from:the

pOpulation). An actlve 1nd1v1duals set contalns one set

v

ol e
& ‘v v

) element for each connected component W1th one or two actlve
1nd1v1duals. Each set element contains the names of*the_
actlve 1nd1v1duals and the number of‘verg;ces in that‘l
connected component (1 e: the reachabﬂllty set 31ze) For
example, ln Flgure 4. 8 the 1nformat1on graph of . the

1popu1atlon of Programmer w1th 2-4. years of eXperlehce . ;Vr

1

contains a connected component with' two actlve ve tlce§4for
indlv;dualsvSteve Hart and Rock Ho, and_the ‘number of

vertices in that connectéd: component ige2

“ Constraint Enforger and Checker:,

The CEC lS composed of several algorltﬂés. Tt ut111aes

fPDCs and UKCs to perform the follow1ng twp/ba51c task5°
: !

J— f . (

(a) For each statlstlcal query, it 1s 1nvoked to flnd
,_‘out the global and SA-constralnts by trac1ng the related PDC
: and the - UKC, to enforce these constralnts by executlng the

‘

trelated proced&res (and thus alterlng the answer to the
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»

(b) For each change (i.e. insertion, deletion or upda
of individuals) in the populations of the D~-A Model, it 1is

invoked to modify the constraints, to decide whether to
®

’ )
process (i.e. to include into users' statistical queries)
the change for each SA-value set, and (if the changg is
> ) > : \\.

processed) to modify the related change sequerice and dts

parameters for each user group u.
\ H

Other than above, the CEC helps the DBA in several
'seCurlty relatéd decision problems by providing lists of

individuals whose security is threatened under events,

described below.

)
A4

4
11

(1) Changes in user groups. User .groups may join,

K

te

decompose, Or users nay.move from one user group to another.

In these cases, additionaﬂ°knowledge of a user group may

v -

increasé, and further dLsclosed information is then decided

by the CEC using the UKC of the user group. and change

sequences.

bl

[ >

(2) Changes in the\concepthél model‘sudh as
B R R ‘}'

decomp051ng a populatlon or re‘partltlonLng a populatlon. In-

¥

these cases; the Cé: flnds SAR and A-populations, re-

arranges UKCs, modlfles securlty measures afd reports
o . A
disclosures. %

.

(3) Changes. in users' additional knowledge such as
. ' . . K ° ,/ ' .
modified known value set or an updated known upper bounds

a
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User User S T User J
~Group u Group w ® Group z
& .
DBA
|
| - _ UKC
CONCEPTUAL : = —
MODEL CEC
(
PDC
MF
y
SECURITY

REPORTS

Figure 4.9 Statistical Database Model
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L
set. In these cases, further disclosures are decided by
' N N « B Sy }

tracing the change sequences and considering possible

inferences. discussed in Section 4.4.

4
. S
Another job of the CEC is to modify and maintain
.several security measures related to the change sequenée of
each SA-value set in ordeTf to give the DBA a measurg of how

secure the systém really is at a particular time. Some of

these measures are discussed 1n Section 3.3.

The general scheme of the SSMF is depicted in Figure
- 4.9. The CEC utilizes .the conceptual model, PDCs and UKCs to

enforce security constraints and modify statistical queries. -

‘
Individual‘inseriions,wdeletiqns‘énd updéteé into
populations in the conéepéual‘model are intercepted, and

. ' » -
modifi¢ations of security constraints, change .sequences and
theirtbarameters ar; doné by'the CEC; Ih the‘case of
disclosures, the DBA'is notified, and security-reléted
reports ‘such as the values of security ﬁeasurés,.the number
of‘constraints in effect, the ndmber of indiViduéls not

included into statistical queries and the introduced error,

‘etc., are reported by the CEC.
4.3.1 Implementation Conéiderations

In this section, implementation and maintenance issues

of security-related structures are discussed.

To answer a statistical query, conventional database
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~

query processing is performed to obtain the answer, and then

‘related security Cénsgraints (i.e. gldbal and SA-

constraints) are enforced. To retrieve SA-constrainpts, the
user group,of the user is determined and the related UKC is

. . ' ) * .
access8d. To retrieve global constraints, the PDC of the .

population described in the user's query is accessed. Thus

» Fl o , . ) . .

the additional time ovérhead to the conventional database .
query processing involves two ;accesses and the\processing of

se€curity constraint routines.

To process changes (i.e. .insertion, deletion or updates

. 4
¥

of indiéiduéls),'iq addition to the.bonventional!database
qﬁery proceésiﬁg,vthe related PDC is accessed to modify
global‘constraints, and then, for each user group, the UKC
is retrieved to updaﬁe SA4constraints, the user group's

knowléﬁge and change sequence and its parameters.

c.

.Below possible operations on the Known Value Set (KVS),
thé Known Upper énq Lowér Bounds,Sets (KUBS and KLéS),“
change sequences and their parameters in the UKC are
discussed. The following notation is used for an SA~
_pbpqlation with m inaividuais,and p’propefties.;Tﬁe ith
property value of jth individual in tﬁé‘popglation is denoted
by pij’ The KUBS of the ith propérty for the user group G is

denoted by KUBS(i,G). v is the known'uppef bound value for

1]
the ith property of individual j in the SA-population. vij is
either an elemefit\of KUBS(i,G) or equivalent to the known'
, , = ,
th ' '

.global upper bound for the i = property. - ,

<7
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.. The operations on the KVS are set membefship check, '

- n — - o v .
insertion and deletion. Clearly, the KVS is a dictionary

N -
' . A es—y

‘fﬂﬁﬁAhd et al., 1974]. Thus'a balanced tree (a 2-3 tree orfan
. . oo i -
+ AVL tree) may-be used to process an operation ogsthe'KVS in

»
,

O(loqzﬁ)+ t:ime, where m is the number of individuals in the

" population. S b ‘ L

. - . . ! -

‘ , , Y
The KUBS(1i,G) should support the'following operations:

a) Search for o | , o

l)\'11 for a.given 7,
?) all i such ‘that ViyPig S C c is a constant,

+ b) 1nsertlon of vij into KUBS(i:G) for a qiven»i,
. KY

c)- deletlon of vy from KUBS(l G) for ‘a qlven i,

i
R

. d) update of vlJ ‘for a qlven 1\1 ©o

0perat10n a-2 may be -required to assess how “clOSeﬂ.the

\\m,‘

v

%
4

users“ knowledqe of the’ upper boqnd value vli‘to pij»is. The

~

operatlons on the KLBS are 51m11ar.

:
For the KUBS(1i,G), operation d is equivalent to two”

. 4 : 5
operations, operations b and c. Thus, operations a-l1, b, c

and 4 imply.a dictionary, and the ballanced tree Tl with each

leaf node j (7 is an individual in the population)

o

-

containing Vig € KUBS(i,G) may be used. For operation a-2,
. A i

if it is executed rarely then a sequential search is

sufficient-otherwise,another balanced tree T2 (a 2-3 tree or

an AVL tree) mavy be used, whose‘external node is a linked-
( . . . .

+O—notation‘is des%ribed in [Aho et al., 1974].

.

"
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K

\\

Jdist containing individuals j with the same (v, .-p..) values

i)

, and é%ch external node is llnked to the external node to

1]

. g
"its right. Thus, 1f there are ni dlfferent (V ij” J) values

in the SA—pOpUlatlon, operatlon a-2 requestlnq all j such

.

. that (v j-p ) < c requlres O(loq2 ) comparlsons for

determlnlng the external node e contalnlng 1nd1v1duals J

1

with (VlJ le)=c, and then sequentlal traversal~of the

1

external nodes to the left of the external node.e is
suff1c1ent to complete Operatlon a-2. If‘each'extefnal node
[

i of Tl contalnlng vlj € KUBS(i,G) also contalns a p01nter
!

to the 1nd1v1dual j s correspondlng node in T2 then

maintenance of T2 due to operations b, ¢ and d take
m '

O(lOani)' 0(1) and O(logzn ) time, respectlvely Thus\

operations a-1, a- 2, b, c and d take O(log2 m) tlme.

The change sequence is consulted durlnq checking for

+

dlsclosure, and. modlfled durlng a change in the population.
Py X . .

The operations on’ the change sequence are:

1}\{§;ett1ng a' new change:into tme change sequénce and

~

/ modifylng‘the change sequence parameters,
2) finding a certain reachability set from the change

sequence, %

L4

3) finding all reachability sets from the chandge
‘ P

-

sequence.

The change seqlience may be implemented as a list.

a

Including a new change into the change sequence can then be

achieved by simply inserting a node at the front of the

EN
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list. To modify the active individuals set, a search' in the

-

active indiViduals set lS needed for each deleted .
. indiVidual If there are few active individuals then a
linear search is‘sufficient. In‘the case of large number of
»active-indigiduals, this search may be faster by
implementing a dictionary, e.g. by keeping the active
lnleldualS in the*ﬁeaves of the balanced tree T3 Each .
active individual jn T3 contains a. pOinter to the other
active indiVidual in the same connected component 'of. the
information graph. Thus maintenance of the active
individuals set can be performed in.O(log2k) time, where X
is the number of indiViduals in the-active individuals set.
The reachability constant w, can be updated without extra
time complexity if e%ch active individual in. the leaves of"
T, also contains the name' of its reachability set. For the
largest reachable set size Wo maintaining the name of the
largest reachable set énd keeplng in each leaf node' of T3
the number of indiVidualS\in the related reachability set is
' ,guffiCient to maintain Wy Without any extra time compleXity

"Thus operation 1 can be processed in O(logzkl,time, where k

is'the size of‘the'active individuals set,.

All reachabjlity setsvof an‘SA—population may be found

by a single sequential backward tgaversal of the change
‘,’l . .
sequence as follows:
’ | . : . G K
(i) Create one reachability set Rsi for each elementy in

_ o :
the active individuals set. Also for each active individuals



set element having.a single active individual, r,» or two

active individuals, Iy, and r_, create an elemeny for a .set A

]

(initially empty) as (r

a,,_Rsi) or ({b,rC,st)\respectlvelvi

yhere"Réi and st'are‘the felated‘reachability sets.

(i1) Tfaverse the change sequenge bagkwardé and for
each change sequgncettuole, (rgy rt), Deerrm'a, b and c
below and stop. ;

' (a) If each of r is not in anv‘3—tuole x of +..

k' Tt
A, create a new reachability set Rsi with 5ndividuals Lo o/

L} . . ’

Ty, and greate the set element (rk, rt,'Rsi? for A.A* 

- (b) If only ro(r.) is“in a 3-tuple x of A then’
replace rk(rt) with rt(rk) in x. Add rh(rk).td the
reachability set specified in the 3-tuple x.

(c)va both rk ahd r, are in a 3-tuple x of A

i/

\

then remove x from A.

v .
by

If each external node in T3 is linked to the external
node to its ;iqht, then step.i'éan be performed by Qcahninq'
the active indiQiduals°se£ in 0O(k) time,‘yhére k is the
number of individﬁalé in the active individuals éetl Set A
can be implemented as a dicgionarv. For-éxamplé, a baléﬁéed
tree S Qhose leaf nodé containinq‘ah individual in a 3-tuple

of A , related reachability set and g pointer to the other

- individual in the 3-tuple may Dbe déed.\Then<step (11i) takes

0({tlog,s) time where t is the number of tuples in the change

sequence and s is the maximum size of A at any time'. Thus

"opefatién 3 takes O(k+tloq25) time.
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»

Another implementation issue is.a fast‘access to all A-

oopulatlons of a given populatlon Wthh is needed to

enforce SA constralnts. This problem requ1res a traversal 'in

the related UKC. Note that Usz are expected to ‘be verv
large data,structdres. In the D-A model, th;s problem takes
the form of hierarchioal traversal. Since the UKC 1s ;er§
large, one may assume that it resides in’the‘eecondarv
memory.’Each‘useglduery.triqqefs aptréversal in the UKC, and

in a paging environment, there are page defaults. The aym.ié
. N . ) "~ (, . N td .

to minimize these defaults. . s

It may be assumed that the population S pe 1fied by the

»

auery is accessed usinq a table or, for example, using base

¥

dlsplacement. Thus it 1is sufflclent to con51der onlv the

problem of flndlnq its A- populatlons. Clearlv, given a

nopulation, there are several\Daths to access its A~
populatlons since. a node in the UKC mav have severalV¥

clusters. Thus access paths in the UKC which, require minimum

" number‘of node visits must be determinednfirst; This can be

. ’

. performed in O(n) time, where n is the number of nodes in

the hierarchy, by a simple algorithm as follows:,(a) start
f

from level k, k=(highest level in the hlerarchv) 1, (b) for

each node at 1evel k, find its gluster to be used 'in the

access path. Record the "number of edges to be traversed",

-

(c) decrease kX by 1. If k>1, qo to (a)‘othefWise'stop.~

Assuming the frequency of access of each node'vi.in the

(-

J



,hierérchy 1s R(Vi) and P 1s the page size, the prdblen now

"becomes optimum partitioning of- the gréph,formed by access
-paths. This problem is known to be NP-complete [Garey and

Johnson, 1979]. There .are however sohelhéUristics‘which~

2

. v . .
require o(n®) or o] log,n) tjme [Kernighan and Lin, 1970].

. - v

One approaCh 1s to change the access path graph into a tree

4 <

‘by an{épproximation algorithm in O(n) time, and then find

the optimum partitioning of the tree using dynanic
. » . . L oA :

programnring approach in O(mpz) time [Lukes, 1974]..
‘ ' “, 3 o
4.4 Protection Requirements for . Different Statistical
ueries . :
: 2 f

¢ ¢

S » L .
In this section possible security *constraints for

different .statistical query types. are investigated. First,

iqﬁerences avallable to users are 1dentif1ed, then related

securlty constraints to enforce security are briefly

//

N . g . . ' . \7
described. One distinguishes three different types of

[

inferences by users.. . =~ . ' ‘ oo

" (a) Type .S infeﬁencés'aue to the hierarchical structure

of the conceptual model. : ' ) -

c

¢

(b) Type D inferences due to the'dynaﬁicé of the real

o
. W

world. . e
; ,

o ale) sze'R inferencgg‘aue to ekisting relat¥onships.

between individuals in different populations or in the same

“ ‘.

population,

Disclosures 1in éxamples 4.1, 4.4 and 4.5 are.due to

; . i - N\
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type R.inferences. Type R inferences are dependent on the
specific environment In this chapter, 1t‘is assumed that
.global constraints are deflned by the DBA to prevent
'dlSClOSQIeS due to type R 1nferences. That is, the DBA 1is
respon51ble for 1dent1fy1ng type R 1nferences and applylng
protectlon measures to prevent compromlse ‘Another approach
‘may be to deflne formally type R 1nferences and use a
theorempro;er to decide about the 1nferred knowledge and
the disclosed information. In Chapter 5 this approach is
outlined, whlch usesia Questlon Answerlng System to enhance

‘the security of the SDB.

<

Below only type S and type D inferences are considered.:
The follow1ng are suggested scheines for a sample’ of
dlfferent types of statistical querles, the others can be

deTrived slmllarly.
4.4.1 COUNT Queries.

Assnme only COUNT dueries are allowed and individuals

A

in populations are 1ldentifiable. Assume Systems fnalyst with
Bs 1s decomposed into two subpopulatlons as "Systems Analyst
with Bs and conV1cted of felony and Systems Analyst wlth )
Bs and'not convicted of felony". It rs well known Lqufman

bl ! ~

and Miller, .1970] that ' o v

COUNT(Systems Analyst)—COUNT(Systems Analyst with Bs) -
with Bs and COUVlCted of felony

~

* John Doe 1s a Systems Analyst w1th'Bs



95
. ———3 John: Doe is conv1cted of felony
51mllarly,
‘ | , s T
,vr-COUNT(Systems AnalySt with Bs and 1 |
| not convicted of felony)=0 | — John Doe 1is
l-John Doe is a Systems Analyst with BS-J , convicted of

felony.

~

Thus for type S 1nferences we need the follow1ng global
constraints.

¢, (a) dn population SYST-ANALYST-BS-CONV-FELONY,

If COUNT(any superpopulation of SYST-ANALYST-BS-CONV-FELONY)

- COUNT(SYST-ANALYST-BS-CONV-FELONY) £ a
then individuals creating above difference are not
reported in COUNT querles.,

\

(b) in population SYST-ANALYST-BS-NOT-CONV-FELONY,:

L

If COUhT(SYST ANALYST-BS-NOT-CONV-FELONY) < a :
then COUNT(SYST ANALYST-BS-NOT-COKV- EELONY)
' is not - answered. -
o e
The abSVe disclosure type and constraint have been proposed
" and discussed widely in reqent studies [(Schlorer, 1975;

SChlorer, 1976 Dennlng et.al., 1979]. If introduced in a

controlled env1ronment, it 1s a v1able protectlon procedure.

¥

The constraints desoribed above can be easily modified. .

to consider the users' knowledge described in\the UKC by
changing a to (a+x) where x is the size of the user group's
)’ . . %} : . e ’

knowledge in the population. o

s

Type D inferences may peAavoided likewise, e.g. only

w

——>» means "implies” or "imply"
\ . g

-+



%
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. . .
’ ¥

when there are (al+x) insertions or (a2+x) deletlons from
eitMer populations of SYST- ANALYST BS- ~CONV~ FELONY or SYST-

AhALYST -BS- -NOT~ CONV FELONY then changes are reported to user

.

group u, where insertion and deletlon of SYST ANALYST BS are

1

1dent1f1able

v . [

. P '
4.4.2 'SUM and COUNT Queries

: Con51der Flgure 4.4 and assume.only SUM and COUNT
) &

‘ querles are allowed for all populatlons Assume‘further.that
. : o Y

*

.users ln user group u can alwaysdldentlfy if a programmer is
hired or-fired-but c nnot‘identifyiif he 1s a systems
g‘programmer or a systems analyst Now any chan@es in
populatlons Systems Analyst or Systems Programmer can bel
reportéd to user groUp u immediately but care must be‘taken
in reportlng changes in the populatlon Programmer. In what
follows it lS assuned that insertions and deletlons 1nto a
populatlon are 1dent1f1able and only type D 1nferences are‘

g

con51dered. Iiater type S inferences are also discussed.

.Uslng‘the ;nfornatron graph;yitylsdshown in‘Chapter 3
" that there are<several ways\Of securlng the SDB for SUM'and.
COUNT querles. Clearly, these results should 1ncorporate'
users knowledée in order to be meanlngful. If 1nd1v1duals
w1th known {or suspected) property values are processed in
parrs only w1th ‘known 1nd1v1duals then the SDB w1ll Stlll be

.secure, since unknown values w1ll be separated from known

values in the equatlons in pairs. Thus in order to prevent
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.dlsclosures due to type D inferences, we have
(a) populations with even numbef of iﬁdividuals, and
(5) for each SA-value set in each UKC, there is a SA-
constratnt which delays the processing of (known and/or
unkdown) individuals with receqt changes until-gpother

change ,occurs. (see SA-constraint in Figure 4.9.)

i

Cleariy, if each popuiation has an-even‘numbef of
1nd1v1duals then the size difference between a populatlon
and any of 1ts parent populatlons nmust be either zero or at
least two. Thus type S. inferences eannot cause any

‘disclosure.
; .

A population A may contain 'several SA-populations and
thus several individuals may(be_ya%&ing forTinclusion in

. - [ P . *
statistical answers of A. To prevent that, when t unknown

- -\'

(known)Aindividuals are walting then they may'be'ﬁncluded in

the statlstlcal answers of A. Thls can be spec1f1ed by

. J

globachonstralnts in A and 1ts parent populaﬁlons The

Y
"_‘

: boundet must. be large enough so that the information

reVeZ;ed to users will be-practically'useleseféh¢§§31-

disclosure’ purposes. o
; . -

EEE 'Y ! )
4.4.3 MEDIAN and COUNT Queries -

R

Assume only MEDIAN and COUNT QQeries are allowable for

ell_pOpulations in the_conceptuai.aata'model. Both type S

~and type D inferences may lead users to obtain upper or

lower bounds for protected pgoperty uses if insertions,
1 ‘ S : ‘ ‘

AT
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deletions, or updates are identifiable. The following
examples 1llustrate the possible inferences.
s : X

/ i
Example 4.6 (type S inference)-

4

8

~ Consider Figure 4.4. Assume individuals are
idéntifiable'ang'there is only one Programmer with Ms whose
'éalar; is x. Thus queries about Programmer with Ms are not
;permitted{ However, the following information is obtainable.
MEDiAN(PROGRAMMER—BS,SALARY)=a MEDIAN(PROGRAMMER, SALARY) =al
COUNT(PROGRAMMER—BS)=H . 'COUNT(PRQGRAMMER)=n+l
Now, ' ﬁm&?d —> X>a and al<a —» x<a | }

Thus one has an inference abdut the salary x of the only

‘pProgrammer with Ms.

E#ample 4.7 (type D inferenc;7 , _ )
Consider Figure 4.4 and assume changes are
identifiable.
: MEDIAN(SYSTEMSfANALYST—WITH—BS,SALARY)=a
IJCOUNT(SYSTEMS—AN&LYSTQWITH¥BS)=m
Assume a new Syétems Analyst with Bs and salary x is hired:
MED IAN( SYS TEMS-ANAL YST-WITH-BS, SALARY ) =al
COUNT(SYS¢EMS—ANALYST¥WITH—BS)=m+l:

Now .al>a —» x>a and Al<a —» 'X<a

We would like to avoid above inferences.



Processing Changes in Pairs:

First type D inferences will be considered then type S

inferences will be discussed. Cansider population A with
protected property B and assume all changes are prgééssed in
palré. |
MEDIAN(A,B)=a COUNT(A)=n
Two individuals with property B values x @gd y are added.to
A, then
MEDIAN(A,B)=al  COUNT(A)=n+2
Now (a) n 1s odd
al<a ~—» 'x,y < al
al>a —» X,y zﬁal
(b) n is even

>

al<a — at least one of x,y < al

i

al>a — at least one of x,y 2 al '
Cleariy; (b) is better than (a) in the sense that it does

not allow an Qpper or lower bound inference for any of the

$

property values X, Y.
Consider now

MEDIAN(A,B)=a an individual with
: - "' property x is added

o o> ‘ , >
COUNT(A)=n an individual with o COUNT(A) =n
property y is deleted .
J from A :

and we have the following inferences

(a) n i1s odd

to A . . ‘MEDIAN(A,B)=al

>
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al)&(y 2 a)

A

al<a —» (x.

al>a —» (x al)&(y < a)

v

(b) n is even

al<a ——; X <y

‘al>a —> x > Y
Thus 1f every population always has an even number of
individuals fhen procesSing changes 1in pairs préventé any
direét inference of the proéerty values of individuals. Ohe
can also use_this'result for type S inferences by having:the
global constraint that the différ?nce in size between any
population-and its parent populatibn should at least be two.
This réquiremént actually is always éatisfied if all

populations start with an even humber of individuals.
Processing Changes, in Triplets:

Having populations with aq;e;en number of individuals
and processing changes in pairé still has the follbﬁing
defiéigncy. Let tﬁe median'Qalue a be the average of two
protected property values u_ahd vV, usv; and two indiviqﬁgls°
’with protected property val ues X and y are added intq/the
iPOpulatiQn, then ' . : 2/

x,y‘E'[ufv] & (ai;a) —> X, y<al" |
and X,y £ [u,v] & (al>a) — x,y>al.
Thus for largebpdpulation size n and al<a it is highly
probablé that x,y<al or similarly for large n and §l>é, we
have x,y>al with high probability. If this dégiciengy and

the requirement of even population size are not tolerable
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then changes are processed in triplets. The following:
inferences are possible. |
Assume MEDIAN(A,B)=a and'eoUNT(A)¥nu;
(a) individuals with property values x,y,z are added.to
population A.
MEbIAN(A,B):al’ doUNT(A);n+3
Fdr even‘or odd n, ,
al<a — at least two of X,Y,z%al
al>a —» at least two of x,y,zial
-(b) en 1nd1v1dual with prOperty value x 1s deleted from
A and individuals w1th property values yiz are added to A.
MEDIAN(A,B)—al ' COUNT(A)=n+l |

-

 For even or odd n,
a It
“al<a —> at least one of Y.zsgal
al>a —» at least one of Y,z2al : ///
1

Other changes (i.e. one ‘addition and two deletloré or three

deletions) result in similar-inferences.

slmllarly,'to prevent dlsclosures due, to type S
1nferences one caﬁ'have a global constraint_that the size
difference between any population and 1ts parent population
should at’least”bevthree‘og the individuals creating this
.difference are not reported. Also hierarchical struceure of
the conceptual model should be taken into account for type D
inferences. Consider, Figufe 4.4,:assume three Systeme
Analysts with Bs and with salaries x;y,z;are hired ehd

‘median salaries of populations Systems Analyst with Bs,
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\Systeﬁs Analyst and Computer Scientist have .changed from
al,a2,a3 to bl,b2{b3‘where bl<al, b2<a2, b3<a3.;Now if the‘
DBA learns that user group u had in fact known the value of

‘ ! : . .
z > hax?al,a24a3} then X,y £ min{bl,b2,b3} is revealed. Thus
this inference should be recorded into the UKC of user group

u. ‘ ' ,

Changes (whether.proceésed ih pairsﬁor triplets) should
be recorded'intOvthé reléted.cﬁénge>séquénce for auditing
and for other tasks of the CEC described in Section 4.3.3.
Also individuals with known (or suspécted) propérty values
éhould'be processed»only wi'th kno%n individual§ to avoid

direct inferences about -protected property values,



\
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CHAPTER '5

EXTENSIONS FOR A SECURE SDB DESICN

Exténsions to the protection scheme of employ 1ng
. ’ R L3 ‘ -
constraints in the conceptual data model are discussed in

order to increase the effectlveness of the protectlon scheme - .

3
and the richness of- the SDB. It is argqued that a

- Questlon Answerlng System w1th deductlve 1nference
mechanisms‘may be very useful for the database System in
deciding inferred'knowledge. A set b0f seclrity-related

-

commands for controlled changes about individuals and
' populations in the conceptual data model are proposed. The

behefits of a security kernel architecture for the SDB are
N .
discussed. Finally, a complete SDB design is discussed,

which includes protection déta, Question-Answering System,

security-related commands and a security kernel.

1)

5.1 Introduction

-1

This section dlscusses p0551ble exten51on§ to the SDB

d

de51gn in Chapter 4.

»

5.1.1 Inferred Knowledge and a Quéstion-Answering System

- In Chapter 4, inferences due to exlstlng relationships
. - -193- —

\ -~
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in the real world environment (i.e. type R inferences) are
controll ed in an ad hoc manner . That is, the'DBA is

responsible for identifying these general rules and applying

security measures to prevent compromi se. Moreover the SDB

de51gn in Chapter 4 does not maintain users' knowledge of
general rules. The UKC contains a part of users' knowl edge,
qanely, the protected prOperty values of 1nd1v1duals.

Al thoygh the SDB Knowledge Set defined in SeCthﬂ 4.2. 2 .

contains users' knowledge relevant to the appl ication, the

‘UKC does not contain users' knowledge of

(a) expllc1t facts that are not represented in the
gonceptual model which may be utilized for disclosure, e.g.
"individual a is the brother of individual b", and'

. » » . X .

- (b) general rules that may lead to disclosure, e.g.

% : —

(l)'Income‘of,a and b is x.

(2) b is not working. and | Income of a= lﬂ@x/ l@ﬂ+w)
has no eéxtra income. ‘ © and’

> Income of b=wx/(108+w)

(3) b is the ex-wife of a.

(4) Every nonworking ex-wife |
gets w¥ of the income of J'
ex-husband. , :

Global security constraints are propOSed in Chapter 4 to

avoid this kind Of compromise. However, facts (2)’andf(3)

may not exist in the conceptual model (they are perhaps only

needed for security purposes) and general rule (4) may (or
may not) be known to some users. Clearly, a static global

constralnt may fall short for security depending on

particular users' additional knowledge. For example, a
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certain user equipped wigh other exolicit facts and generel
rules may be able 'to deduee more. A better approach @ay be
the formel ereatmént§of the question "what can be inferred -
with'certain knowledge?“.’(lt is assumed that the database

system is correctly informed of each user's knowledge) .

[

’
.

In order to maintain users' additional knowl édge
relevant to the security‘of t?e SDB, and make decisions

about the impkicit deducible information, the following

/

(1) As described in Section 4.2.2, a Knowledge Set for

. ' e
extensions are now proposed.

each user group, containing security-relevant general rules .

and explicit facts -that are known by the® users and are not

described in the conceptual model, and’

(2) a Questlon Answerlng System (QAS) with a deductive

capablllty Notice that the Knowledge Sets and the QAs will
only be used“by the DBA or the security-related procedures.

Advantages of adding the QAS With deductive capability

include the following:

-(a) The QAS may help the DBA in the problems
concernlng security- related dec1s1ons by answerlng
condltlonal questions. For example,, 'Is the salary of

dataperson A deduc1ble by user group u if A is assigned to

’ progect p?" may be answered by the QASwas 'ves, if he is

a551gned as a manager or if he is an engineer with a Ph. D

The QAS can_generate answers for the DBA to those questions

[
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asking whether compromise ma? occur (or hés‘Occurred) during
events such as changes in the database (say, insertioh of
individuals),\ehaﬁges in the conceptual model.(say, new
'populatioes) or changes in the;knowiedge sep_of use:s (say,
_iearnipg‘a few general ‘rule). If some of the actions to
.these ezents are pre spec1f1ed (such as enforcing.a‘certain
constraint), then these events may be aetomatically‘
processed py seCurity—related procedures withodf eOnsulting

the DBA.

(b).The QAS may return the reasopina for.fts answers
about Qhe securlty of 1nformatlon in the SDB. Thls helps the
DBA dec1de how and.where to apply securlty constraints
'effectlvely w1thout unnecessarlly reduc1ng the rlchness of
the database. Also, even in cases when the QAS is unable to
give a definite answer, ips line of reasoning may help the

C o .
DBA to decide about the answer.

'Sinee type S and type D inferences may be
pre- 1nvestlgated wilthout u51ng the QAS analysis and
preventlon of type S and type D 1nferences can be dealt

separately so as to increase the eff1c1ency oﬁlthé'

RS .
> [

protection and the QAS may be used only when ﬁostaneeaed.
Several QASs ‘have been reported in the literatdfe

[Green, 1969; Minker et. al., 1973]4'Mostly, the resolution

[Robinson, 1965] technique with several improved search

strategfes [Cheng_and Lee, 1973; Nilsson,;197l] has been’
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’

used to derive answers. However, lately, Natural-Deduction ¢
systems [Bledsoe and Bruell, 1974] have been offered as

alternatives to resolution:

The‘idea of incorporating a aedUCtiQe capability into a
database sysﬁem 18" not new. Kellogg et.lal, [Kéllbgg et.
al., 1976] report £he‘implementation‘of a ;elationél
database with'é deductive processor and ge@eral'ruieé filé.

".Minker [Minkef& 1978Jﬂéroposes an inferehtial sysﬁem in

which there are explicit facts (i.e. extensional database)

l

‘and general rules (i.e. intensional datqbase).vThe general

. rules and explicit facts are’ used to derive implicit .facts

within the system. For relational databases with 1arg;>sets-
of explicit facts and relatively smalfdéets of inferefce

rules, Reiter [Reiter, 1978] proposes a theorem prdver which
onl?“lboks at the intensional database. The theorem prover'é
'‘output, which is a set of queries, 1s then extensipnally

evaluated. .

A

For the SDB security, the main concern is to decide

"whether or not a property value of .a single individual is
i ’ . . .

compromised.¥The%aeductive3search for an answer to this
"quéstion is likeiy to deal withAvéfy fe;-e«piicft facﬁs:
Moreover, thé number of general rules relevanﬁhto.the
. dedqctive‘prgcéss of anéwériﬁg a'particﬁlar seéurity<'
questibn.is usuailyﬂsmall. Aidiné the dédugtivé séarch Qith

semantic information ‘may be very useful in increasing the

N ‘efficiency of’t%e QAS. To.state  explitTit facts .and general
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 rules, 1st ordéf predicate célculus seems to be genérally
sufficfént}lln those cases where higher drdef general rules
in ﬁhe reél world exist, the direct interventioh dnd
analysis of the DBA are_assuméd; Below, the inpUt‘and the

output of the QAS are briefly deséribed.

Usingkthé definition of SDB security in Section.4.2;2.,
the aatabase system is expected to protect confidentiai
facts and some nOnconfidehtiai facts. This:proteCtioﬁ can be
reduced to the protetﬁion of property values of indiyiduals 

in the SDB. The fact,that-individual $ has the property -

value s can be répresénted by the pré;icaté,P(a,;). When “the
DBA wants to check.whether user‘u-can«disclose'the property
value s,;f indiviaual a, he QSks;the question Q:'Ex'P(a,x)+

o

together with a pointer to the Knowl edge, Set of user u. In

——”

other words, The DBA wants to prbve Fhat the well-formed
formula Ex P(a,x) 1is valid. if 0 is'valia then as the
;nSWér; hyeé" andlé term+t aré retufned. If Q is‘nbtivalﬁd 
" then there are two poséibilitiesf eitherithe i@ference

t ‘ ‘ .8

3

+ X means "there ex1st x". , o o

The answer can be (i) a term involving only known -
(non-skolem) constants,: functions, and variables, or (ii) a
term involving a skolem ‘constant or function. In case (i), u
can compromise the value S. In case (ii), ~the x in question
is known to exist, but because of the involvement of skolem
constant or functions,»its,value_remaihs unknown. If the .
user u's knowledge of the existence of s is not desirable by
the system then the answer “yes" will protect this
information. Otherwise, the answer "yes" may ‘be replaced
with "no, insufficientminformation'due to a skolem (cont'd)

v

A"
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A

procedures..run out of time, space"orisome-other,criteria in

/ 2Ty

which case they return cannot be answered due to“search

S

limitations" or the inference rocedures come to a halt in
P

searching relevant 1nferences in whlch case the answer

‘returned‘is "no due to insufficient information", The iatter
answer 51mply says that the - system cannot infer that there

exists x with P(a X) u51ng the glven Knowledge Setwﬁf the

user u and hence, nor ‘can the user u. Slnce the DBA is only

\

interested in whether Or not user]u can 1nfer P(a,s), for

[

our purposes, a_ "no due to 1nsuff1c1ent 1nformatlon answer -
L \

implies the securlty of the- protected value s. If the QAS
returns cannot be answered due to search llmltatlons"
either the DBA is notified or the search is re—tried.w;th

different parameters. ‘ ' - \\
: ) . . . . -\\
y

5.1.2 Changes and Adaptability of the Conceptual Model

&

It is generally agreed [weber, 1976; .Winograd, 1973]
that a’ statlc representatlon of knowl edge 1is 1nsuff1c1ent to
1 model the real world correetly.'Moreover cOmpleteness of'a ‘~‘§

conceptual model is dependent on: a) the ablllty of the

de51gners who create the model and (b) the purpose the model

’

serves [Weber, 1976]. Therefore every_aSpect of the

. .
2 oL ' . L)

function". Certainly the answer “no" may unnedessarlly
restrict the: usefulness of the QAS. Perhaps a change .in the
theorem prove @may resul t with case (i) as an answer rather
than' case (ii). More research is needed to eliminate case"
(11) as the answer to the questlon.
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cbhceptual‘data model should have dynamic capabilities, 1i.e.

(populations maY’be formed, deleted or;decomposed; .
rndividuals may be inserted, deleted or (their properties)
updated; relationships\may be added or deleted from them

‘ conceptual'model For the SDB these‘capabllatles are
procedurally descrlbed by the Operatlon Types Set in Section

4.2.2 and are of4utmost 1mportance since users do not have

-

hlgh level data manipulation operators.-Note} however, that
‘changes to the SDB data model should either be-extensicns or

reflect changes in the real wcrfd environment [Date; 1977]
Moreover, these changes have to be made only by’the DBA.-

) The conceptual mcdel'of a general—purpose database is
. defined by means of the conceptual schema whlch is
represented by a spec1ally prov1ded language, perhaps'a dat§
‘,deflnltlon language [Date, 1977]. The-complledAform of the
conceptual schema is bsed'by the‘database management'systém”
’and the sonrcevfdrm seryes as a reference documentv For a
general-purpose databaSe) changes tc'thé cOnceptdal»model

can be achleved by re—wrltlng a new cg ptual schema and |
K J

| then complllngzlty‘Hoyever, for the SDB s¢hema (deflned }n’
Section 4. 2 2), (a) Itructural nulés; 3f any, have,to'be
Satlsfled (e g. rule l'ln Section 4. 2 3), (b) the danger of
compromlse due to changes has to be checked, (c)vusers
Caddrtlcnal knowledge‘has to be_recorded in the UKCs and

Knowledge Sets, (d) PDCs for new pOpulatlons have to be .

,constructed, and (e) securlty constralnts related w1th the
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‘changes ﬁaye to oe'spscified. It is therefore desirabie to
have a set af high-level operations ( or commands) for
changes in the SDB schema. These operations are‘proce?ﬁrally
defined»by type-2 ooeratlon types 1n SDB data model and
- Knowledge Base Operation Types Set in Section 4.2.2.

K}

The job of the SSMF can be extended to check for ¢

compromise by - consultlng the QAS and to process (c)-(e). One
/—"\

1TP0rtant advantage of these addltlons to the SDB is to ease

CV@m vthe job of the DBA by deferring some of his duties to the

A

SSMF.
, ; . '
5.1.3 Security Kernel for the SDB

Certification of the security mechanism of the SDB is
needed to guarantee that it works correctly. Since
certlflcatlon by provlng the correctness of programs is

-

known to be a dlfflcult task, it is desirable to minimize

-
/

the softWare needsd for certification.

Security kernels have been successfully applied in
operat%pg systems 1n order to 1mprove the reliability of the
system. Recently ([Downs and Popek, 1977], [Downs and Popek,

©1979]) have reported a general design for a secure database
management system (DBMS), together wgga a case study
1mplementatlon u51ng INGRES relational DBMS. The de31gn
supports data securlty through the use of a kernel
architecture whlch-mlnimizeS'anduencapsulates the software

- upon which correct protection enforcement depends. The main



112
advantage of a security kernel 1s to reduce the security

relevant code for certification.

In.statistical databaSes, a securlty kernel can be
designed by having certified separate modul es containing all
security relevant code. The security kernel design .in
Section 5.3 may be considered as the exﬁens;on of [Dowhs and

Popek, 1977] to statistical databases.
5.2 The Extended SDB Design °

In this section, an SDB design to'inclﬁde the
considerations in Section 5.1 is discussed. To illustrate
the désign, the D-A Model is used as the conceptual data
model of the SDB. However the des1gn“is5independent of the
choice of data model and, may easily be modified for any

other stfuctured, redundant and semantic data model .
: ¢ ,

Some users of the SDB have :statistical access to the
database as Well as primitive change operations such as
retrieval, insertion,'delgtion or upd&tes of some. .
individuals‘in the SDB. For examﬁle, managers may change the
infbrmation abbuﬁ empioyées in their bwn department, or an
emplojee may retrieve and cﬁange his own information in the
SDB. In order to avoid simple direct disclosures, users may
be permitted to inséft or del ete any individual only once,
and'éhangeSvaré p;oposedﬁto be’revealéd go users in pairs,

tripl ets, etc.»(Seé‘Chapter 3). It is also assumed that
, _

different views of the data and high-level data manipulation



113

operators such as join, project operators in the relational

model are not permitted to users for statistical queries. .

t

Clearly, letting users perform controlled inseftiong,
‘ : . W
. 4 '
del etions and updates makes the authorization and
enforcement of authorization rules a formidable task.

However, in the USA, for example, laws concerning privacy"

require [Privacy Act, 1974; Davida et. al., 1978] that

(1) a means must be provided for an individual to

review his own information in database and how it is used,

(2) the individual must be provided with a means of
correcting orbamending his own identifiabie ihformation.,
In the SDB\design, it is assumed thét‘authorization and
jenforcement of authorization rul es are achievea using
mechanisms similar to oﬁe of [Hartson and Hsiao, 1976; -
Fernandez et. al., 1976; Griffiﬁs and Wade, 1976] and will

not be discussed here.

In the SDB, usérs and the DBA deal with logical
objects, and security constraints are defined over logical
Vlndividual objects (or individuals) in the conceptual daﬁé
moéel; Since the enforcement of security constfaints (and
authorizétion rules) are most reliably dohe at access time
on physical objeéﬁs, a secureomapping of physical aﬁd
logical individual objecﬁs is needed for a secure SDB. In

[Downs and Popek, 1977] this mapping is achieved by using

tags on each separately protectéble data in the physical
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database. In this design the same mechanism is used, and”
each property value of an individual in the physical

database is attached with its logical name and the logical

\J

name of 1its property. ¢ ?

—

N

The DBA and the SSMF have access to the protection data

which is described in Section 5.2.1. Section 5.2.2 contains

descriptions of the (extended) SSMF and the QAS. The DBA can

insert, delete or update :(properties of) individuals in the
SDB, make changes in the conceptual model and use other

security-rel ated cofmgégg‘zgvzzsurevthe security of the SDB.

Section 5.2.3 discusses the set of security-related commands

]

. avallable to the DBA. Section 5.3 discusses how statistical

queries, insertion,deletion and update queries of users .as

well as commands available to the DBA are processed.

»

5.2.1 The Protection Data

The protection data contains the following.

1) A Knowl edge Set which contains a user group's -
addi‘!bnal knowl edge of general rules and ekpllcit facts and

a User Knowl edge Construct (UKC) are needed for each user

group. General rules and expl icit facts are properly
expressed first order predicate calculus formul as.. The UKC

contains SA-constraints, some global constraints, users'

'knOWLedge of the protected property values in

SA-popul ations, chahge sequences and change éequence

arameters. Note that now, unlike in Chaptefv4, the UKC may

=
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contain some gl obal constraints to avoid some type S and
type D inferences. The reason for this changé is to enable
the DBA to apply different constraints to different users so

that the richness of the SDB may be less restricted.

2) A Population Definition Construct (PDC) for each

population.

3) Logical Name Tables of individual objects in the

SDB. To achieve correct mappinglbetween physical and logical
individual objects, the logical name tables of individuals

are maintained.

4) Authorization Information.
5:;.2 The (Extended) SSMF and the QAS

The Exteﬁded) SSMF con51sts of three certlfled

,modules- the Query Controller (QC), the Constraint Enforcer

and Checker (CEC) and the.Conceptual Model Modifier (CMM).

All three modules of the SSMF have access to the protection
dara. The Question¥Answering_Sygtem (QAS) is not certified,
but works isolated from users,‘has'only read access to the
protection data and is used onlyAby the SSMF and the'DBA.
Similar to‘[Downs and Popek, 1977], the security unrelated
portions of the database management system are separated and.

put into another module: the Database Management Modulé 

(DBMM) ..

Statistical queries of users should specify the
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popul ation's name (e.g. EMPLOYEE) and property (e.g.

SALARY), and the statistical query type(s) (e.g. SUM). These

queries are called population-specified queries. Another
~variation to population-specified queries 1s by specifying
the characteristics of the popul ation using conjunctions of

boolean clauses instea;\ofvthe pbpulation'§ name. These

queries are called characteristic—ggecified queries.
Functions of the QC include (a) parsing the query and (b)
mapping characteristic-specified popul ations into existing

. 2N X . '. . '
~popul ations in the conceptual model.

Function of'tﬁe‘CMM is to help the DBA to aésééé
‘possiblé'inferences when there are changes in the conceptual
model (ife. when using ¢oncéptuai rnodel modification
commands),»and the‘CMM ﬁses ﬁhe QAS fér deciding about'thé.

securlity of individuals.

The CEC.util izes the PUC, the UKC and the QAS to
enforce or to médify‘secu;ity constraints. The CEC also
helps .the DBA in several security4related decisign probiéms 
by’providing 1iéts of in;zVidualsthbse security are |

threatened under events such as changes in user groups or in

users' additional knowledge.

The QAS is invoked when (a) users (or the DBA) request
insertion, deletion or updates of individhals, (b) users
gain "some more" knowledge and further inferences ‘are to be

i

‘decided, or (c) the DBA wants to change, the conceptu@% model
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and the QAS is called through the CMM. In all these cases
the function of the QAS is to decide about the inferred

knowl edge.

5.2.3 Conceptual Model Modification and Security-Related

Comm£nds

Conceptual Model Modlflcatlon commands are used for

creatlon, deletlon or decomp051tion of popul ations and for -

attribute deletion or addition to populations. It is equallf

: important to have‘commands.fo insertiohs or deletions o
users' additional knowl edge a ‘well as for‘changing Secori y
eonstfaintsvand users' allowed s?&tistioal ouery types. All
canmands can only be used‘by the DBA. All commands have a
test mode in which case the operation is not executed, but
the consequences if it were executed ‘are reportedsto the DBA
(e.g. possible disclosures i1f the modificatioh took Place
are reported, etc.). The test mode may be identified by *"*"
preceding the command, e.g.'*CﬁEATE; *DECOMPOSE;.etc.. Bel ow
we descrlbe these commands based on the D-A Model However,
they may be modified slightly for the use of other semantlc
data models. Note -that while processing theSe cOmmands, the
rule (1) for the D-A model (Section 4 2 3) is not checked by

~ the SSMF, -but 1s conflrmed by the DBA.
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Populatibn Formation in a New Generalization Plane:-

Create population command in Figure 5.1 creates a new

popul ation EMPLOYEE in é new generalization plane.
Popul ation EMPLOYEE has only one property, SALARY, for which
SUM~,AVMEDIAN and COUNT queries are allowed. IND is a binary
relétion (previously p;epared’by the DEA) with one tuple for
each EMPLOYEE individual, i.e. (empname,salary). EMPLOYEE.
object is nbtAan aégregate of other abstract objects (thus

PR

the keyword aggregatenof may be deleted).

-

.Security information gives security-related

' informétibn.IINS-DEL is a relation with one tuple for each
user, 'i.e. (userid,id—ins;id-dél),‘wheré.id;ins and id-del
déséribe whether insertion or deletion of‘individuals into
EMPLOYEE population are identifiablé (that is, whether t?e
user group can identify}thé deieted or inserted‘individual).
SAL—OPDT is a,bihéry #elatioﬁ‘with a tuple (userid,id-upd)
for each user grbup, where id-upd describes whether salary.
uantes can be identifiable; a

FACTYis a binary relation with tuples (userid, fcts),
where fcts describés‘an explicit fact known by the user
.group“and not éxisting in the cdnceptuél model or in the
protection°aata. Similarly,fbinary.reiations INFRNCES and
VSET describe general rul es involving'the EMPLOYEE o
POPUIationuand SALAkY values of EMéLOYEE individuals that

are known to user groups. Users' kmowledge of upper and
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SN

o

Create populatlon EMPLOYEE, .
pbroperties SALARY(SUM +MEDIAN, COUNT),
individuals IND,
aggregate of,
security information

identifiability
insertion-deletion INS- -DEL,
property- update SALARY(SAL-UPDT),

knowl edge .
facts FACT,
~general rules INFRNCES,.
known-value set SALARY(VSET)

gl obal constraints,

‘changes processed in PAIRS,

disclosure check EMPLOYEE(SALARY)
end. i

Figu;e S,l.vThe‘Create.Population Command N

L S )
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lower bounds about empl oyees' salaries may also be specified

similarly if -deemed necessary.

There are no global constraints for EMPLOYEE population

(hence the keyword global constraints may be deleted).‘If'
there were, procedure names would be given. Finally the
command also speCifies that changee (i.e. insertions,

deletions and updates) in EMPLOYEE population are processed

in pairs in order to prevent disclosure.

Execution of the create pogularion comﬁand includes the
following. |

(1) Conceptual_hodel is modified.

(2) Proteotioh_data ie modified, i.e. a new PDC is
":created; the UKC anq knowledge beseVOf each user group are
updated, logical ‘name tables‘ofiindividuals are modifiedr
(We assume that the authorlzatlon information is epec1f1ed
'by other means) . |

(3)_The CMM using the QAS checks further discloSures"
(e.g. SKLARY property velues of all EMPLOYEE individuals in
Figure 5.1 are checked), reports any disclosure to the DBA

and records them in the UKC and the Knowledge Set.
Population,DecOmposition in the Generalization Plane:

The decomeose command 1n Figure 5.2 partltlons the
‘populatlon of systems programmers in Flgure 4. 5 into three

populatlons, systems programmers with B.S., M.S. and Ph.D.

The first part of the.deCOmEosé*command describes the
PO o

i
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‘modifications to the conceptual schema and the second part

gives information about each newly created population.

The dechEose commend initiates the foliowing

operations. n |
(1) Modifications te the conceptual schema are made.

Some consistency requiremenes such as all G—pfoperties (see
Section 4.2.3) of a newly created popul ation ex1st in its
subpopulatlons in the- geneéallzatlon hierarchy, etc., are
satlsfled.

(2) Properties. of eech newly created pOpulatlon and
_user s knowl edge are entered 1nto the protectlon data.
| - (3) The ‘CMM using the QAS de01des about the inferred

'knowledge
Cluster Deletion of a Population:

The delete cluster command below removes the cluster

consisting of the populations ASSIGNMENT-IN-DATABASE-PROJECT

- and ASSIGNMENT-IN~RELIABILITY-PROJECT in Migure 4.5.

delete cluster (ASSIGNMENT-IN- DATABASE -PROJECT,
ASSIGNMENT- IN-RELIABILITY PROJECT)

‘The delete cluster command initiates the following

operatians: |
(1) Clusters spec1f1ed in the command are deleted from
the SDB schema. . - R ' S -
. (2) G—properties,of deleted populétions»are removed

from the remaining subpopulations in the generalization

-
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deccmpose
parent SYSTEMS- PROGRAMMER with cluster
(SYSTEMS-PROGRAMMER-BS, SYSTEMS-PROGRAMMER- -MS,
SYSTEMS~PROGRAMMER-PHD) , .
new population SYSTEMS-PROGRAMMER-BS,
‘properties SALARY(SUM, COUNT),
individuals REL1, :
.aggregate of,
security information
. identifiability
v insertion-del etion INSERT- -DELETE,
property update SALARY(UPDATE),
knowl edge,
global constralnts ROUTINEZ
changes processed 'in TRIPLETS,
disclosure check PROGRAMMER(SALARY),
new populatlon SYSTEMS -PROGRAMMER-MS,

End . . ~. )

Fig f-c Decompose Command

¢ pojll ation SECRETARY,
individuals INDVS, '
mrity information - A
lentifiability : \
Aproperty update SALARY(UPDT),
~disclosure check EMPLOYEE(SALARY),

end.

Figure 5.3. The Create Property Command -
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“hierarchy. )
(3) The PDCC is modified. Global constraints in other
‘ populations'ihvolving“deleted popul ations are deleted. All

UKCs are updated.
Insertion and Deletion'of-G—prope:ties{:

For consistency reasons, inserted properties in a
population can only be G—prOpertieS~and thus, "should be the
NN N
\
property of all its sub-+ populatlons in the generallzatlon

hlerarchy The create proPerty command in Figure 5”3 adds

/

tthe property SALARY to the populatlon SECRETARY Notlce that

'the Create progerty command attaches the same statlstlcal

query types to each sub—populatlon If this is. not
des1rable, the change ccmmand'(descrlbed below)ymay be used
t make modi fications. <t |

In addltlon to the SDB data model and protectlon data

modlflcatlons, the QAS is also executed to dec1de further

l
;dlsclosures (51mllar to the create populatlon or the
decomp05e commands) .
Foric 51stency, only G—propertles are deleted from all
Jsub-populatl ns hav1ng them ‘An example may be
delete attribute SALARY,
'.population EMPLOYEE;

ot

glmllar to the del ete cluster cammand conceptual schema and

protectlon data are updated as a result of the delete
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attribute command,

z
.

Changing'the User Group's Knowl edge in a Knowledge‘Set:

General rules or expllc1t facts may be 1nserted or

deleted us1ng commands described below.

(1) add general ruleg INFERS ' ot - :
disclosure chec¢k EMPLOYEE(SALARY), ENGINEER(DEGREE);

(2) add facts FACT, -
S disclosure check EMPLOYEE(SALARY),
individual JOHN-DOE(DEGREE);

(3) delete general :ules INFERS;
(4) delete facts FACT;

INFERS in ll) and (3)zis a>binary reletion wlth tuples. e
(dserid‘infrrdle)j where inf- rule descrlbes an general rule.
Slmllarly FACT in (2) and (4) is a blnary relatlon w1th

tuples (userld fcts),'where fcts descrlbes an exp11c1t fact.
| In (2), the DEGREE of JOHN DOE 1s checred for dlsclosure as

_Well as the SALARY propertiés of- all 1ﬂd1v1duals in EMPLOYEE

populatlon-' ' :
SR AR | q : T
Changing Constraints and Other Secutity-Related Information:

-

R

The add cbnstraint and the delete cbnstreint'commandsh

may be used to 1nsert or remove constralnts from -

populatlons, for example,

-add constraint ‘(ROUTINE33,ASSIGNMENT(COUNT));
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delete constraint (R31,EMPLOYEE(PAY-RATE));

ugOUTINE33 and R31 are the names of modules which belong to
the CEC. Notice that all these constraints‘are inserted into
the PDC of related éopulatlon. Constraints may also be
1nserted into the UKC of spec1f1c user groups similarly.

Finally, the change command may be used to modify the

J
security-related information in the PDCs or UKCs. An exampl e

may be

change population EMPLOYEE,
identifiability INS-DEL,
statistical query types SALARY(SUM, MEAN) ,
changes processed in PAIRS,

end. \

3

5.3 Processing Queries and Commands

In this sectlon we describe how statistical querles and

Mo

secur}ty felated commands arg processed. Note that the DBA
may be equipped with high<~level data manipulatiOn operators
(such as joiQ, project‘of sel ect of relational model).‘

However,,qeeries involving these operators may be pfecessed

as-described in [Downs and Popek, 1977] and will not be

discussed here.

Statistical Queries:
!
i

: Figure 5.4 shows the steps in processing statistical
queries. The queries may be characteristic-specified or

7

popul ation~-specified. The QC parses the statistical

L% \ - .
. (s]
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Figure 5.4. Retrieval Operation for Statistical Queries

-
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retrieval request and retains the request type (SUM, MAX,

MEAN, €tc.) and the logical name for population-specified

- gueriles..

For Ccharacteristic-specified statistical'queries,
whether the specified characteristics describe an éxisting
-pepnlation in the D-A model or not is checked. if 50, the
name of the population and the query type are retained,

otherwise the query is rejected.

The QC then passes to the main kernel the type of the
query, thef(oglcal popul LONn name and the user's
‘identification suppl ied by the operating syetem At the same
time the request is also sent to the DBMM The DBMM
- functions llke a normal database management system: access
paths and access methods are decided, performance and other
statistics are recorded, etc,; However the DBMM is not
allowed direct‘access to the database, ané it prepares and
_passes to the -Main kernel e read command specifying the

Rl

physical’locations that are to be accessed.

Accesses to the physieal database are only done by the

certified Main Kernel. The Main Kernel consists of I/0 and
euthorizatien modules and the CEC. Before allowing access to
the infermation.in thebdatabase, the Main Kernel checks the
protectiondata's authorization information to see if the
user is allowed to access the partiCulef population. The

request from the DBMM includes physical location parameters
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and iogical individual names. (Both of these information are
verified correct by thé Main Kernel after the accesses are

made). Since the protection data identifies individuals and

populétioné by their names in logical name tables, the Main
Kernel first accesses phyéical property values,wmatchesltheﬁ
with the logical individual names and their related property
specified by the requést from the QC and verifies the

¥

correctness of the physically retrieved data.

Once the data is retrieved, the CEC in the Main Kernel
enforces the security constraints and returns the resul t to

the user directly.

In the above fetrieval process, all the security
unrelated functions of the database are separated from
;ecurity related functions. Al though the DBMM makes
optimization decisions (access path fidding, etc.), i£ hés
no authority to change the_conceptual model, the protéction
data or the physical database. In fact, theiDBMM does not
knéw the existence of the protection data. Two
security—related.modules, the QC and the Main Kernel, are
certified and, hence, assured of secure operation. The
protection data 1is aCcessed only by kernél modul es during

the statistical.retrieval operation.
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User (or DBA) -Requested Insertion, Deletion or updates of :

¢

_ individuals:

Figure 5.5 shows the execution of a change operation.
.Up to the Main Kernel , the processes are similar ' to the
execution of statlstical queries. If the change is the
insertion of an individual, the CEC checka(say,_by scanning
the change sequence) to verlfy that this is the only |
ilnsertlonwof the 1nd1v1dual The change (say, insertion of
individual x into an SA-population) is recorded into the
related change sequence of the user group requesting the
change. Then for each user group u and for each property
value of x and.other 1nd1v1duals (if any) to be processed
-w1th x, the CEC sends the proper questlons (see Section
5.1.1) to the QAS,(w1th the temporary inclusion of the
knowledge of proce551ng X and the other 1nd1v1duals into the
'Knowledge Set of u). If the QAS confirms that there is no
‘dlsclosure then the change 1is processed for the user group u
(i.e. it is revealed to the users in user group u and |
-recorded 1nto the related change sequencé of u). Otherw1se
the change is not processed and the change 1nformatlon is
stored as a SA-constraint in the UKC of the user- group u.
The constralnt and the possible disclosure are also reported fﬂ/

to the DBA.

Normally, the change 1mmed1ately takes place in the
phy51cal database and the conceptual model. However, some

securlty constraints may exist requiring the change not . to

N
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be reflected into the answers of the statistical queries.
DBA-Requested Conceptual Model Changes:

In'Secéiop S.2.3?ysix conceptual mo?eL’modifidation
coﬁménds héQé been identified: créate popul ation, decompose
populatioﬁ, delete cluster, change pOpulatioh, create
property,aqd'deleﬁeAproperty commands . The éertified;CMM
.cOntrOIS éhe executidh of these commands; The general
functions of the CMM aré given bel ow.

‘(a) The CMM keeps the conceptual model consistent durihg
changes, and the Seéurity—rélated rules are satisfied. :

(b) The CMM prepares the input to'the.QAS and the 6u£put_v
to the DBA about the disclosures due to the‘proposed.
céncéptual.model chédéés.bThé pOpulations‘and ﬁheir
properties specified by the diéclosure'éheck keyword in the
commané identify the'scdpe of search for disclosurei

(c) The CMM updates the protection data és specified by
the comménd. New individual objeéts,aré‘récofded intoAﬁhe
‘logical name Fableé. Thé CMM also enters disclosures found
by the QAS intd-the UKC and the Knowledge_éet Qflﬁhe user

' A\
group.

(d) The-CMM del egates the task of makihg’changes intthe
conceptual-schema,.externai/conceptual mappings,
cdnceptdal/physical mappingsvahd the data dictionary to the
DBMM sincé they are not sedurity—related.

(e) Physical database changes réquested by_tﬁe”DBA {such
as new individuals, new atttibutes, etc.) are paésed 6n to
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the Main Kernel by the CMM.

Figure 5.6 shows a DBA-requested conceptual model
change OPerationf The QC parses the query,'converts the -
explicit facts and éeneral rules into an internal form and
sends the request type; changesrandfother'securrty—related'
information to the CMM. TheaCMM makes consistency checks,
‘detects further dlsclosure by communlcatlng w1th the QAS and
reports 1t to the DBA, delegates the task of maklng
dconceptual model changes to the DBMM, updates the protectlon
data and sends the phy51cal data changes to the Maln Kernel

and the DBMM

The DBMM-decides’about access-paths and access methodsr
prepares necessary locking information of the“physicalt
datahase,retc., and sends . the I/0 request together with
physical ldcations to the Main Kernel. The Main Kernel t
retrieves property_valnes'of individuals,‘compares
individuals‘for correct logical-physical mapping, .ensures
correctness of'the operation, makes the changeS‘and informs

the DBA about the completion of the operation.

DBA-Requested Security-Related Commdnds:

N

Section 5.2.3 lists six security-related commands,
namely, addition and deletion of general rules, explicit
facts and security constraints. All of these cammands can

only be used by the. DBA and effect only the protectlon data.

Executlons of these commands are 81m11ar to‘!he
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DBA-requested change operations except that there are no
- physical database changes and thus the DBMM and the Main
Kernel are not involved. Figure 5.7 showsythe execution of a

DBA-requested security-related command.
5.4 Discussion ) : Y

The SDB design prOpOSed.in this chapter increases the
effectiveness of the protection scheme and the richness of
the SDB. However effLC1ency of protectlon may degrade for
two reasons.

(1) The QAS confirns the secnrity.of information‘by
showing that thelinformation is-not deducible. As it has
.been~podnted cut'to us [Schubert,'l979] the best way to
.show that somethlng is not provable may not be to try to
prove it. Clearly, conflrmlng the security of secure J
"information may becdne‘ineff}cient if.the_whole search space
is.to be searched. Improvement regarding this prcblemlis
: pcssible when (a) the search space is very small, (b)
‘irrelevant data“or general rules are avoided during the
vdeductlve process, and (c) the deductive search is aided by
semantlc 1nformat10n. Another approach which may 1mprove the
eff1c1ency of the SDB is to COmplle the 1nten51ona1 part of
each user group s Knowledge Set once, using'a suitably
designed interactive theorem prover‘[Reiter, 1979] One of
the advantages of thls approach is that it ellmlnates the’
need for a -theorem prover at query evaluation time. |

(2) storage requirements of.the protection data may be
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too high when there are several Knowledge Sets with.
duplicate information. A solution may be to keep a single

knows

Knowl edge additional information as to "who"

HWhat" .



dapartltlonlng model.,

'CHAPTER 6

CONCLUS IONS

In thls thesis the securlty of statlstlcal databases 1s
1nvestlgated in the context of a statlstlcal database :

design. The lmportance_of semantic meaningfulness‘of'users‘

/ ‘ v
Quer{es/ls stressed. It is argued that this w1ll enhance the

‘security by not permlttlng malicious users to form _A

P

meaningless querles,ln order to use-their responses in-

comblnatorlal formulas for compromlse. A natural extensaon

N

of this argument and others led to the usage. of semantlc,

redundant and structural conceptual data models in the
de51gn of a Statlstlcal database. New results 1nvolving a
comprehen51ve secure SDB de51gn'haVe been described in this
theSisf |

ALY

‘The partltlonlng model is dlscuésed in order to be used -
as a’ tool in the SDB de51gn. Pr1m1t1ve change bperatlons are.
allowed in the model, and the condltlons are derlved to

prevent compromlse. Varlatlons of the partltlonlng model

'whlch .use roundlng, data perturbatlon and both - are

introduced to remove some of the assumptlons made in the

-137+
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wlthin the context of a formal.framework; an SDB deslgn
usxng'securkty constraints at'the conceptual‘data model
level 1s proposeg' Three dlfferent structural, semantlc and
redundaqt data. models are 1nvest£gated‘and the D-A model

LN

[Smlth .d/Smlth 1977] is ‘chosen as a conceptual data model
.of the SDB. The populatlon concept is utilized to identify
semantlcally well deflned objects ‘about whlch statlstlcal;
1nformatlon is revealed to users. For thlS purpose, a 51mple

.construct called the Populatlon Deflnltlon Construct (PDC)

‘is 1ntroduced_for each population in the conceptual model.

It is argued that, ror complete protectlon, usersb
‘addltlonal knowledge should be maintained and kept up to-l
.date.;Users addltlonal knowledge may take the form of
general rules and exp11c1t facts The SDBvde31gn proposed
herein malntalns users' knowledge of only protected prOperty
.values of 1nd1v1duals in the SDB, and. th1s is 1mplemented
vn51ng a 51mple construct called the User Knowledge Construct.

il

(UKC) .

In’order'to keep'the bDCsvand UKCsjutho—date, to
enforce the'security constraints'and‘to‘hefp the‘bBA in
"securlty related decision problems, the constralnt enforcer
and checker (CEC) is proposed The CEC, UKCs and ga? ¢
ccmprlse the Statlstlcal Securlty Management Fa0111tyﬁ

(SSMF) Implementatlon 1ssues of the SSMF are brlefly

' discussed.
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A.novel preperty of tne SDB design in Chapter 4 is that

Ay

"it can be "added on" to an-existing general-purpose database

Y.

system without major modifications to its DBMS. This feature

may b? useful 1f the general—purpose database has

confldentlal 1nformat10n apout which statlstlcal queries are

permitted. Invsuch a case, the SSMF is added to the existing‘
.. )

DBMS and security constraints are enforced for each

statistical user query.

Different types of inferenees by users are identified,
and possible. security constralnts for\different types of
statlstlcal queries are investigated. It is demonstrated
that, usually simple security constraints can be defined to

protect the SDB from compromise.

Extensions to the SDB design are described in order to
1ncrease effectlveness of the protection and the richness of
the SDB A questlon-Answerlng System with deductive

inference mechanisms is proposed for dec1d1ng the 1nferred

knowledge. For each user group, a Knowledge Set which keeps

the user group's additional knowledge of general rules and

exp11c1t facts relevant to the appllcatlon is prOposed A
set of security-related commands for changes in the

conceptual model are proposed (for. the D-A model) in order

to give the SDB the capability to reflect the changes in the

real world. It is arqued that a security kernel architecture

'

- .will enhance the security of the SDB. Finally, an SDB design
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is discussed which includes these extensions. Problems with

the efficiency of the design are summarized.

There are several avenues of research related with our
approach of SDB design. One direction of research is to find
some at least semi-autcmated security measures to help the
DBA assess how secure the SDB is. In this thesis, using the
information graph, two very simple eecurity measures are
defined. However, both of these measures are very crude and
apply to only SUM and COUNT queries. Some, maybe
probabilistic, securlty measures are needed for all types of
statlstlcal queries. Another research area is the deductive
components of the QAS. Clearly more research is needed there
to'make.the SDB design in Chapter 5 efficient. Finally, the
.picposed SDB design has yet to be implemented and tested in
a real-world application.:This may shed new light on the

problem of secure SDB design.
: : Y

The SDB design in this thesis was motivated by the
premise of supplylng the SDB users with only what they need,
i.e., as a prerequisite, a semantically meaningful
information. It seems to the author that further
categorization of the needs‘of ueers may dictate a
hierarchically designed SDB with totally different atomic
information‘units, security conetraints and constructs at
each levei of t%e hierarchy.‘Consider,4for example, a large

company with its executives, managers and englneers, etc, .

‘Clearly the statistical information needed by engineers for
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research purposes is quite different than the statistical
information needed by its executives for decision-making

purposes.

In fhis theeis, output and data perturbation technlques
have been used only to remove some def1c1enc1es of, the
part;tlonlng model. These protection techniques and sampling
ﬁay be very useful in‘those casee where SDB users' needs are
Very diverse or the implementation of a conceptual model and
the SSMF are not feasible. There are promising research
_ results about the protection techniques of data perturbation
and random sampling [Beck, 1979;’Denning,'l979], however,
our underseending about the efficiencyk effectiveness and
usefulness of .these techniques is yet to be furthered.
Ahother research directioh may be to investigate'auditing.
Clearly, one measure of the SDB security problem is the
‘number of querles that the user has asked, i.e. the more
queries, the more llkely danger of cémpromise.rFast auditing
algorithms under different SDB models may be yet aﬁother

research direction. o : } s
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Appendix A
' ¢

Proof of Lemma in Sectlon 3.2.3: Let b'=(b- l)A2 and

b"=1+(b-1)/2. We will first show that pR(')—pR(b J),

1<¢j<(b=1) /2, where .Pp is the probability function for the
r.v. R. Slnce the vl s and T are symmetrlcally dlstrlbuted;
from (2) and (3) in Section 3.2.3, S is also symmetrlcally

dlstrlbuted about the mean MS—MV MZ and its variahée/is

Var(s) = var(T) + M, .Var(V) +'var(z).Mg

Clearly, for 1l<j<(b-1)/2,
: = N . ~' oyt
Since’MSFkblbfor -k<igk, l$j$(b—l)/2, we have
Pg((k=1)b+j) ‘= po((k+i)b-3) = (1)

and for.i=-1.—2f...;'and lﬁjs(b—l)/2; we havé
pg(ib+3) = pg((2k+[1l)b-3) | (2)
and '
Pl (2k+11l)b+3) = pg(ib-j) B )

Addition of (1),(2) and (3) givés
Ipg(ib+j) = gps(ib—J) 

or  pp(§) =pg(-i) o (4)

*rhe notation ¥ denotes summation over all possible.
integer y values. Y
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To show (a): N\
Since . |
b-1 . T
pw(w) = ‘Prob(W=w) = ggProb(w=wlR=r)‘pR(r)
‘ E b-1
Pp(w).pp(9) +r§lpT(w+r)-pR(§? +r§b"pT(W+r-b)-pR(r)
we have , /
-— b'-
My =.pR(E)3 %pT(w).w‘+r§lpR(r).[ % w.pT(w+r)]
- b-1 ‘ L _ i
+r§b"PR(r)-[ > wf?T(w+rfb)]
bt | | b-1 » |
=r§l (r).[ =(t- r)pT(t)] +_r§b prir).[ %(;+b—r)pT(t)]
b-1 b Db '
.=r§£ (b- r)pR( r) - , Z r. pR(r) f rflr[pR(b r)‘— pR(r)]
' ¥‘ﬂ'due to (4);
1To show (b):
Var(w) = B(W3) = = w2ep(w) = 2 p (r) i ><t 1) opo(t) ]
TG W Pyt = PR ¥ Pr
b-1 .
frfg PR(r) [ s'(t+b—r) pT(t)]
bt ,. b=l o -
=¥ pR(r) (var(T)+r“) + % pR(r) [var(T)+(b-r)“]
r=9 } r=b" .
| b' 2' b-1 '
=Var(T) + ¥ r (r) + L JPrir). (b ~2br+r?)
r=9 =b" v '

' 2 . b=1 ' ‘
= Var(T) + E(R“) +vb.,Z£“pR(r).(b—2r)
r= ,



T
& | 2 .bl
= Var(T) + E(R°) - b. ¥ (b-2r)
r=1 ‘
='Var(T)
since '
2 b-1 2 .

E(R®) = ¥ r .pé(r) and, using (4) we have
, r=1 T I |
A bl 2 ‘ 2 . bl» . R

= ¥{r“+(b-r) )‘pR(r)',= b pR(r) . (b-2r)
’ . r= _

- r=1 ,

1
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. : ‘ Appendix B

Usage of Dummy Records in the Partitioning Model&f

(1) Assume a path has two active vertices, then while
inaéti?étipg thé activelverti§¢s (during theif deletion),
oﬁe may'uéeAth dummy fécords, and then forces.the.path }nto
a éyélé by delé;ihg the two ‘dummy records. |

':(2) AsSQﬁe.a éath has a single acﬁive'vertéx, then
-~ while inactivating’thé;a¢tive veftex.(GUring its’deletioh); 
.one€ may ihtrqducé a new_éétive‘dummy feCQrd, drj;_and‘later_,'
on, when tbere_ére}sUfficient‘(é.g. t) dummy records like‘

drj,‘they may be deleted from the partition altogether.

(3) Assﬁme'ra énd‘rb‘aré requested to be in differe@t,.'
'feaéhability sets. Assume also the‘vertex'fa'is al;eady in
the information gtaph-andIVerték rb-islto bé'fbrmed; if 

' :Ve;tex tb has‘a*danger of beiqg cdnnected toJVefte# ré-thén

the system uses a durmmy record_drj to create a new péth with
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vertices r, and dr ; afterwards, either by checking at each

change operation or making one of the‘paths that ré and fb ,
belongs to inactive, théfsystem may keep the,twé-paths~

separate. , S e

Some of the‘updated'recbrds may run the dangér'ofnbeing
traced by the user. When this happens, ‘there is a
possibility of an odd cycle since the informatiangraphs of

two different partitions are connected. When the usage of
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'dummy records are allowed, . a procedure simiiar to (3)
descrlbed above can be used to prevent the formatlon of odd
,cycles for "traceable update operatlons- if two records r_,

ry which are in the same reachablllty set of partltlon p

/*are moved to another partltlgg pJ then they may be kept in

two dlsconnected paths using (3) descrlbed above.



