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Abstract

Today, the world witnesses a growing demand for the connectivity between
systems. The connectivity can span vast distances and information can be
transferred between the systems in a relatively insignificant time. This is
evident in different applications, such as process facilities, remote medical
operations, traffic networks, as well as power generation, transmission, and
distribution. Thus, there is a need for the advancement of approaches for the
control of connected disperse systems.

In a typical control system topology, a plant system is regulated using a
controller system. In this thesis, an alternative control system topology is
proposed and its associated design is presented. In the proposed topology,
a plant system can be connected to a controller system and/or a set of dis-
tributed and inter-connected nodes that form a network system. The set of
distributed and inter-connected nodes are capable of routing information be-
tween all the nodes of the topology, in addition to performing computational
tasks. Thus, the plant system is regulated using the controller and network
systems, in an individual or a cooperative manner. This introduces both cen-
tralized and decentralized control paradigms in the proposed control system
topology.

In this thesis, the proposed topology and its associated design are ad-
dressed from different perspectives, while delivering modelling frameworks,

condition requirements, and design procedures as well as under ideal oper-

i



ating scenarios, failures and cyber attacks, induced connectivity constraints,
and additional specifications in terms of model reduction and segregation of
the nodes of the network system into two disjoint sets of nodes with different

objectives.
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Chapter 1

Introduction

1.1 Background and Motivation

In a standard control system topology, a plant system is regulated using
a controller system*. The plant system has sensor nodes to provide measure-
ments and actuator nodes to implement control commands. The controller
system has input nodes to receive measurements and output nodes to send
control commands, and is capable of making control decisions. An example
standard control system topology is depicted in Figure 1.1.

Suppose the plant system has a set of sensor nodes & = {sy,...,s,} and
a set of actuator nodes A = {ai,...,a,;,}. It is modelled as a linear time-

invariant (LTT) system in discrete time as
xg(k+ 1) = Axg(k) + Bu(k), 1)
y(k) = Cxg(k) + Du(k), '

where the vectors xg(k) € R™, u(k) € R™, and y(k) € RP denote its state,
controlled input, and measured output, respectively, and all of its system
matrices have suitable dimensions. Then, suppose the controller system has a
set of input nodes I' = {71, ...,7,} and a set of output nodes © = {6,...,6,,}.

It is modelled as a LTT system in discrete time as
Xk (k+1) = Agxg(k) + Bry(k), (1.2)
u(k) = Cix (k) + Diy(k), '

where the vector xx (k) € R" denotes its state, and all of its system matrices

have suitable dimensions'. Further, the standard control system topology in

xThe notion of topology refers to the setup of a closed-loop control system.
fNote that |S| = |I'| and | A| = |©|, and that typically n =r.
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Figure 1.1: Standard control system topology with a plant system (left block)
and a controller system (right block), where the sensor nodes (yellow circles)
and actuator nodes (green circles) of the plant system as well as the input
nodes (red circles) and output nodes (cyan circles) of the controller system are
connected using wired and/or wireless communication links (black arrows).

Figure 1.1 is that of a centralized control system paradigm, where the control
decisions are made in a centralized manner in the controller system.

In addition, the use of a communication network to connect the nodes of
the plant system in (1.1) and the controller system in (1.2) forms a closed-loop
networked control system*. More specifically, the use of a wireless communica-
tion network forms a closed-loop wireless networked control system (WNCS)
(or wireless control system (WCS)). The use of a wireless communication net-
work offers additional advantages, compared to its wired counterpart. The
advantages include an associated reduction in the amount of wiring, trou-
bleshooting, and maintenance as well as an enhanced flexibility in the deploy-
ment, mobility, configuration, and connectivity of largely disperse nodes and
systems. However, challenges also arise; for example, when the nodes are to
become more geographically distributed as well as connected, when the infor-
mation is to be transferred between the nodes in a relatively short time and

with a high accuracy, when the control decisions are to be made in a decen-

$The notion of communication network refers to a set of communication links/channels that
are used to transfer information between communicating nodes.



tralized manner, and when the closed-loop control system is to be robust to
failures in the operation of the nodes and in the transfer of information as well

as to cyber and physical attacks.

1.2 Literature Survey

1.2.1 Control of Connected Systems

Recently in the literature, there has been a growing interest in studying
the control of connected systems. The earlier studies investigated the use of
communication networks in control systems (for example, see [20, 22, 53]). The
more recent studies specifically investigated the use of wireless communication
networks in control systems. The investigated challenges that are directly and

indirectly related to a WCS include the following:

i. The effects and limitations of using wireless communication;
ii. The improvement of the communication;
iii. The existence of cyber attacks;
iv. The formation of topologies; and

v. The application in industrial settings.

More specifically, the studies that addressed challenge (i) include the stabi-
lization of the control system with communication channels subject to fading
[15], the design of a predictive control and a self-triggered sampling scheme
for networked systems with communication subject to delays and data loss
[30, 43], and the use of delay impulsive systems to model WNCSs with vari-
able sampling intervals, delays, and packet dropouts [36].

The studies that addressed challenge (ii) include the minimization of the
power consumption of the communication system [46], the design of optimal
control and communication power management policies [19], the adjustment
of the probability of successful communication using redundant transmission
in communication protocols [34], and the investigation of the maximum area
coverage while accounting for the convergence of the estimator [26].

The studies that addressed challenge (iii) include the control and estima-

tion of linear systems under corrupted sensor and actuator nodes [16], the
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development of techniques to detect integrity attacks on the sensor nodes [35],
the resiliency of the control system under replay attacks [62], and the char-
acterization and modelling of a control system under different types of cyber
attacks [55].

The studies that addressed challenge (iv) include the placement of an adap-
tive controller system in a wireless sensor and actuator network (WSAN) un-
der the presence of erasure channels [45], the development of a decentralized
event-triggered approach over WSANs [33], the characterization of the con-
trollability of complex networks [31], the investigation of strategic approaches
for multi-layer network formations [48-50], and the development of a wire-
less control network (WCN) that delivers a distributed control strategy and
eliminates the need for a centralized controller system [32, 3742, 52].

Finally, the studies that addressed challenge (v) include the use of wireless
communication networks at the field level for factory automation [13], the de-
ployment of a wireless fieldbus for plastic machineries [17], the evaluation of a
distributed estimation and collaborative control scheme for WSANs in indus-
trial control systems [9], the integration of a wireless interface for sensor and
actuator nodes into wired fieldbus networks for factory automation [27], and

the investigation of an H,, fault estimation scheme for industrial applications
[57].

1.2.2 The Wireless Control Network

As previously discussed, the development of the WCN [32, 3742, 52] de-
livers a distributed control strategy and eliminates the need for a centralized
controller system. This makes it a promising topology for the control of con-
nected systems. More specifically, in the control system topology that utilizes
the WCN, a plant system with sensor nodes S = {s1,...,s,} and actuator
nodes A = {ay,...,a,} is regulated by only using a set of distributed and
inter-connected nodes V = {vy, ..., vy} that collectively form the WCN. The
nodes are capable of having connections with each other as well as with the
sensor and actuator nodes of the plant system through the use of wireless com-
munication links, in addition to performing computational tasks. An example
control system topology that utilizes the WCN is depicted in Figure 1.2.

Further, suppose the WCN is utilized to regulate the plant system in (1.1).

Each node of the WCN updates its state based on its current state as well as
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Figure 1.2: Control system topology that utilizes the WCN [42] with a plant
system (left block) and the WCN (right block), where the sensor nodes (yellow
circles) and the actuator nodes (green circles) of the plant system as well as the
distributed and inter-connected nodes (blue circles) of the WCN are connected
using wireless communication links (black arrows).

the current states of its neighbouring nodes (namely, those of the WCN and
the sensor nodes of the plant system)?. Similarly, each actuator node of the
plant system updates its state based on the current states of its neighbouring
nodes. The update procedure is modelled for each node of the WCN with state

xn, and for each actuator node of the plant system with state w; in discrete

time as
ey (k+1) = waan, (k) + D wigzn (B) + D Aygy;(k),
vje/Vvi Sjet/i/vi
wilk) = Y vy (k) + Y k),
UjEr/Vai SjEr/Vai

where the coefficients w;j, A;j, vij, and &;; denote the weights assigned to the
states received by node ¢ from node j, and w;; denotes the weight assigned
to the self-connectivity link. The states of the nodes of the WCN and the

actuator nodes of the plant system in an augmented manner (namely, in a

8The notion of neighbouring nodes refers to the set of nodes that directly transfer information
to the receiving node.



stacked format) provide a LTI system in discrete time as

XN(k + 1) = QXN(k) + Ay(k),
u(k) = Txy(k) + Zy(k),

where the matrices €2, A, T, and = contain the coefficients denoting the weight
assignments. The values of the matrices are determined to deliver a control
system configuration that satisfies specific objectives (e.g., stability and per-
formance), and they are therefore considered as the design variables.

The topology that utilizes the WCN in Figure 1.2 offers several advantages,
compared to its standard control system topology counterpart in Figure 1.1.

The advantages include the following:

i. An enhanced compositionality that accommodates for the scalability of

the control system;

ii. A utilization of simple scheduling schemes to transfer information be-

tween the nodes; and

iii. A requirement of low computation and communication overhead.

Further, the control system topology that utilizes the WCN in Figure 1.2
is that of a decentralized control system paradigm, where the control deci-
sions are made in a decentralized manner by the set of distributed and inter-
connected nodes of the WCN.

1.3 Contribution and Organization

First, consider nodes and systems that are physically distributed over a
wide geographical area and that are required to transfer information over
communication networks. In this thesis, such an apparatus is referred to as
a connected disperse system (CDS). Further, this thesis addresses the topo-
logical design for the control of connected disperse systems; it proposes an
alternative control system topology and presents its design. In the proposed
topology, a plant system can be connected to a controller system and/or a set
of distributed and inter-connected nodes that form a network system. The set
of distributed and inter-connected nodes are capable of routing information

between all the nodes of the topology, in addition to performing computational



tasks. More specifically, the proposed topology is a hybrid combination of the
standard control system topology in Figure 1.1 and the control system topol-
ogy that utilizes the WCN in Figure 1.2. Thus, the plant system is regulated
using the controller and network systems, in an individual or a cooperative
manner. This allows for the introduction of both centralized and decentral-
ized control paradigms in the control system topology. The contribution and
organization of this thesis are as follows.

In Chapter 2, the definition of the operation of the nodes and the connec-
tivity between the nodes of the proposed topology are discussed; the modelling
of the closed-loop control system and the modelling framework to facilitate the
design of the proposed topology are presented; conditions required to charac-
terize the existence of the design of the proposed topology are provided; and
the design procedure of the proposed topology by using algorithms for com-
puting its design variables is addressed.

In Chapter 2, the provided results are for the proposed topology under ideal
operating scenarios. In Chapter 3, the design of the proposed topology under
abnormal operating scenarios is considered. The abnormal operating scenarios
can be a result of failures in the nodes and in the transfer of information
between the nodes as well as cyber attacks. More specifically, the modelling
framework, the condition requirements, and the design procedure of Chapter
2 are extended to accommodate for failures in the nodes and in the transfer of
information between the nodes. In addition, a detection scheme is discussed,
where an intrusion detection system to detect cyber attacks in the proposed
topology is modelled and designed.

In Chapters 2 and 3, the provided results are for the proposed topology
with full connectivity, such that all nodes and communication links between all
the nodes are utilized. In Chapter 4, the design of the proposed topology under
induced connectivity constraints is considered. More specifically, the definition
and the modelling of the proposed topology with using a decentralized control
system (DCS) setup as well as the modelling framework to facilitate the design
of the proposed topology are presented; conditions required to characterize
the connectivity between the nodes are provided; a strategic formation of the
connectivity between the nodes of the proposed topology is demonstrated;
and the design procedure of the proposed topology by using an algorithm for

computing its design variables is addressed.



In Chapter 5, the design of the proposed topology under two additional
specifications is considered. For the first additional specification, the design of
the proposed topology with using a model reduction approach to remove nodes
and associated communication links is considered. This offers an alternative
approach to that of Chapter 4, in order to result in utilizing a reduced number
of nodes and communication links between the nodes of the proposed topology.
For the second additional specification, the design of the proposed topology
by segregating the set of distributed and inter-connected nodes of the network
system into two independent sets of nodes (namely, disjoint sets) is considered.
One set of nodes is responsible for the transfer of information from the plant
system to the controller system, and the other set of nodes is responsible for
the transfer of information from the controller system to the plant system.
More specifically, for the design of the proposed topology under each of the
two additional specifications, the modelling of the closed-loop control system
and the modelling framework to facilitate the design of the proposed topology
are presented; and the design procedure of the proposed topology by using
algorithms for computing its design variables is addressed.

Finally, in Chapter 6, a conclusion is provided and several possible direc-

tions for future work are suggested and discussed.



Chapter 2

Alternative Control System
Topology for the Control of
Connected Disperse Systems

2.1 Definition of the Topology

As discussed in Section 1.3, the proposed control system topology is a
hybrid combination of the standard control system topology in Figure 1.1 and
the control system topology that utilizes the WCN in Figure 1.2. It consists of
the following systems: a plant system, a controller system, and an intermediate
network system (namely, similar to the WCN).

The plant system has a set of sensor nodes & = {si,...,s,} and a set
of actuator nodes A = {ay,...,a,}; the controller system has a set of input
nodes I' = {71,...,74} and a set of output nodes © = {6,,...,6,}; and the
intermediate network system has a set of distributed and inter-connected nodes
V = {v1,...,vn}. In the proposed topology, nodes of different sets of nodes
are capable of having connectivity with each other with no restriction. More
specifically, the sensor nodes of the plant system provide measurements to the
actuator nodes of the plant system, the distributed and inter-connected nodes
of the network system, and the input nodes of the controller system (namely,
to any node from the sets of nodes A, V, and I'). Similarly, the output
nodes of the controller system send control commands and the distributed
and inter-connected nodes of the network system transfer information to any
node from the sets of nodes A, V, and I'. The connectivity between the nodes
of the proposed topology is achieved using a set of wireless communication

links £ = {e1,...,ec}. An example of the proposed control system topology
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is depicted in Figure 2.1, where the connectivity from the sets of nodes S, V,
and O to the set the nodes A is represented using solid, dotted, and dashed
red arrows, and is denoted by Es_, 4, Ey_4, and Eg_, 4, respectively; that from
S, V, and © to V using dashed, solid, and dotted black arrows, and is denoted
by Es_v, Evoy, and Eg_sy, respectively; and that from S, V, and © to I' using
dashed, dotted, and solid yellow arrows, and is denoted by Es_,r, &y, and

Eo_r, respectively.

o

Figure 2.1: An example of the proposed control system topology with a plant
system (left block), a network system (middle block), and a controller sys-
tem (right block), where the sensor nodes (yellow circles) and actuator nodes
(green circles) of the plant system, the distributed and inter-connected nodes
(blue circles) of the network system, and the input nodes (red circles) and out-
put nodes (cyan circles) of the controller system are connected using wireless
communication links (different colors and shapes of arrows).

Suppose the plant system, denoted by G, is modelled as a LTT system in

discrete time as
xg(k + 1) = Axq(k) + Byw(k) + Bou(k),
z(k) = C1x¢(k) + Diyw(k) + Digu(k), (2.1)
y(k) = Coxg(k) + Daw(k),
where the vectors xg(k) € R”, w(k) € R®, u(k) € R™, z(k) € R?, and y(k) €

RP denote its state, external input, controlled input, output to be controlled,
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and the measured output, respectively, and all of its system matrices have
suitable dimensions. Then, suppose the controller system, denoted by K, is

modelled as a LTI system in discrete time as
g(k) = CKXK<k) + DKf(/{Z),

where the vectors xx (k) € R", f(k) € RY, and g(k) € R’ denote its state,

input, and output, respectively, and all of its system matrices have suitable

(2.2)

dimensions. Further, similar to the update procedure of the WCN as discussed
in Section 1.2.2, each node of the network system updates its state based on its
current state as well as the current states of its neighbouring nodes (namely,
those of the network system, sensor nodes of the plant system, and output
nodes of the controller system). Similarly, each actuator node of the plant
system and input node of the controller system updates its state based on the
current states of its neighbouring nodes. The update procedure is modelled
for each node of the network system with state xy,, actuator node of the plant
system with state u;, and input node of the controller system with state f; in

discrete time as

o (k+ 1) =wirn, (B) + > wyaw, () + Y Agys(k)+ D igi(k),

’UjEJVUi SjEv/Vui 6]'6/1/111-
wik) = > wvgan, (k) + D &yik)+ Y Gig;(k),
UjEJVai SjE«/Vai QjEL/Vai
fik) = > mgen, (k) + D ouy(k)+ Y ¢igi(k),
vj€My, s €M 0;€M;

where the coeflicients Wij, /\ija 1/)2‘]', Vij, fij, 5ij7 Tijy Oij, and d)ij denote the
weights assigned to the states received by node 7 from node j, and w;; denotes
the weight assigned to the self-connectivity link. The states of the network
system, the actuator nodes of the plant system, and the input nodes of the con-
troller system in an augmented manner provide the network system, denoted
by N, which is modelled as a LTI system in discrete time as
xy(k+1) = Qxy(k) + Ay (k) + Yg(k),
u(k) = Txy(k) + Zy(k) + Ag(k), (2.3)
f(k) = TIxy (k) + Xy (k) + Pg(k),
where the matrices Q, A, ¥, T, Z, A, II, X, and ® contain the coeflicients

denoting the weight assignments. The values of the matrices, in addition to
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those of the controller system in (2.2), are determined to deliver a control
system configuration that satisfies specific objectives (e.g., stability and per-
formance), and they are therefore the design variables.

Further, in the proposed topology, the plant system can be connected
to the controller system and/or the network system. If the plant system is
only connected to the controller system, the proposed topology reduces to the
standard control system topology in Figure 1.1. In contrast, if the plant system
is only connected to the network system, the proposed topology reduces to the
control system topology that utilizes the WCN in Figure 1.2. Thus, the plant
system is regulated using the controller and network systems, in an individual
or a cooperative manner. Moreover, the proposed topology shares the same
advantages as those of the control system topology that utilizes the WCN
in Figure 1.2 (namely, as discussed in Section 1.2.2). Further, the proposed
topology offers several additional advantages, compared to its control system

topology counterparts in Figures 1.1 and 1.2. The advantages are as follows.

e Connectivity: In a connected disperse system, the plant system may
be physically far away from the controller system. The inclusion of the
network system allows for bridging the plant and the controller systems
(namely, through its set of distributed and inter-connected nodes). This
provides additional flexibility in the deployment, mobility, configura-
tion, and connectivity of the nodes of the plant, controller, and network

systems.

e Practicality: In practice, some applications require the control decisions
to be made in a centralized manner (namely, using a dedicated and
centralized controller system). In contrast, some other applications re-
quire the control decisions to be made in a decentralized manner. The
inclusion of the controller and network systems in the control system
topology allows for simultaneously having centralized and decentralized
control system paradigms. More specifically, the use of the controller
system provides a centralized control system paradigm, and the use of

the network system provides a decentralized control system paradigm.

e Availability: The inclusion of the controller and network systems allows
for having two independent systems in the control system topology that

can stabilize the plant system. Thus, if one of the two systems fails,

12



the resulting control system topology reduces to either the standard
control system topology in Figure 1.1 or the control system topology
that utilizes the WCN in Figure 1.2. In either of the two topologies, the
plant system can be stabilized. In addition, the use of the distributed
and inter-connected nodes of the network system facilitates the transfer
of information between the nodes of the plant, controller, and network
systems using several paths. Thus, if one path becomes unavailable, an
alternative path can be utilized to maintain the connectivity between

nodes of the systems.

e Generality: The inclusion of the controller and network systems in the
control system topology delivers a more generic topology. Namely, it
captures the standard control system topology in Figure 1.1 as well as
the control system topology that utilizes the WCN in Figure 1.2. In
addition, the modelling of the plant, controller, and network systems is
also generic. Namely, the plant system in (2.1) is modelled as a standard
system with external input and output vectors (namely, w and z, respec-
tively), the controller system in (2.2) is modelled as a dynamic output
feedback system, and the network system in (2.3) captures all possible
connectivity scenarios between the nodes of the plant, controller, and

network systems.

2.2 Modelling Framework of the Topology

The plant system in (2.1), the controller system in (2.2), and the network
system in (2.3) are connected through feedback (namely, through the commu-
nication links between their nodes). This results in the feedback setup of the
closed-loop control system depicted in Figure 2.2.

The closed-loop control system is modelled as a LTI system in discrete

time as
o e s B
X(k’ + ].) = %1 %2 %3 X(lf) + %2 W(k)),
ol alyy a3 P
N - S (2.4)
o »
z(k) = [ G Gy G ] x(k) + 9w(k),

€
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Figure 2.2: Feedback setup of the closed-loop control system consisting of the
plant, controller, and network systems.

where the vector x = [xL x4 x%]T denotes its state, and the system matrices

are defined as
1= A+ By(E4+ A(I— Dg®) ' DgX)Cs,
2y = Ba(T + A(I — Dg®) ' DgII),
i3 = ByA(I— Dg®)~'Ck,
oy = (A+ V(I — Dg®) 1 DpX)Cy,
oy = Q-+ V(I — D®) ' DgII,
gty = W(I— DK‘I))ACK,
y = Bg(I—®Dg) 'S0,
3y = Bg(I—®Dg) ',
a3 = Ay + Br(I— ®Dy) 10k,
Py = Bi+ By(E+ A1 — Dg®) ' Dg¥) Doy,
By = (AN+ V(I — Dg®) 'DgX)Dyy,
By = Br(1—PDg) XDy,
¢ = C1+ Dpp(E+ A — D®) ' DgX)Cy,
6 = Dip(T+ A1 — Dg®) ' DgII),
65 = D1oA(I— Dg®)"1Cf,
9 = Dy + D1o(E+ A1 — Dg®) ' DgX)Dy;.
As can be observed from the system matrices of the closed-loop control
system in (2.4), the system matrices of the plant, controller, and network
systems are coupled together in a nonlinear manner. Thus, the computation

of the system matrices of the controller and network systems (namely, the

design variables) becomes more difficult. In order to facilitate the computation
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of the design variables, the approach presented in [21, 51] is applied. More
specifically, the system matrices are expressed in terms of matrices affine on
the system matrices of the controller system and the network system.

First, consider the controller system K in (2.2). It regulates the augmented

plant and network system, denoted by P, which is modelled as

Xp(/{ -+ 1) = b(Z{po(k) -+ %le(k) + %ng(k),
Z<k) = %P1XP(k) + @Puw(k) + @ng(k)? (25)
f<k) = CKP2XP(]€) + @PmW(k) + .@pmg(k?),

where the vector xp = [x£ x4|7 denotes its state, and the system matrices

are defined as

[ A4+ BECy, ByY [ Bi+ By=Dy [ BA
Ip = AC, Q }"@Pl_{ ADy; },%&—{ ] }

Cp, = [ Cy+ D1x=ZC5 DyppY } ,Cp, = [ Y0y 1T } , Dp,, = D11+ D12=Doy,
Dp, = DA, Dp,, = XDy, Dp,, = ©.

Then, let & = 0 (namely, Zp,, in (2.5)) to simplify the derivation, and suppose

the associated controller parameter is denoted by K and defined as

K — [gg i; ] (2.6)

The system matrices of the closed-loop control system in (2.4) are expressed

in terms of the controller parameter as

A (K) = Ap + Bp,KCp,,
B(K) = Bp, + Bp,KDp,,,
% (K) =Cp, + Dp,KCp,,
2(K) = Dp,, + Dp,,KDp,,,

where the matrices are defined as

AP:[%P 0:|7BP1:|:%P1:|,BP2:|:@P2 0‘|’CP1:|:CgP1 0]’

Cr, 0 7
CPQZl (1;2 I:|7,DP11:@P117,DP12:[@Pl2 0}’IDP21:|: (])321:|.

Now, consider the network system N in (2.3). It regulates the plant system,
with or without the controller system. Then, let Dx = 0 in (2.4) to simplify
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the derivation, and suppose the associated network parameter is denoted by

N and defined as

N=|A 2.7)
>

=2
o >

The system matrices of the closed-loop control system in (2.4) are expressed

in terms of the network parameter as

g (N)=A+ BNC,
%(N)261+BND21,
Cg(/\/’) = Cl +D12NC,
@(N) - DH + Dlnggl,
where the matrices are defined as
A0 O B, 0 0 Cy 0O
A=]10 0 O (,B=) 0 I O (,C=]101 0 |,
0 0 Ax 0 0 By 0 0 Ck

B D
61:{ 01]’61:[01 0],Dy =Dy, Dia=| Diz 0]’1)21:[ 021]

2.3 Condition Requirements of the Topology

First, consider the conditions required to characterize the existence of the
design of the controller system. The existence of such a design depends on the
stabilizability and detectability of the augmented plant and network system P
in (2.5). Further, suppose the set of eigenvalues of the matrix «7p are denoted
and defined as /~\,Q/P = {S\fip :l=1,...,n+ N}, of matrix A are denoted and
defined as Ay 2 {\*:i=1,...,n}, and finally, of matrix Q are denoted and
defined as A £ {5\? :j=1,...,N}. Then, applying the approach presented
in [11], the controllability and observability of the system P is characterized in
the following two theorems; and from which, the stabilizability and detectabil-

ity can be easily deduced.

Theorem 2.1. Suppose any of the following scenarios holds:
(i) A =0 and = = 0;

(i) A=Zand A =¥ (with p =t); or

(iii) A = WA= (with m =t and A is square and invertible).
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Then, the system P is controllable if and only if the pair (€2, ¥) is controllable

and

A=MI BT BA
0 Q-MI U

rank }:n—l—N

for all M € Ay.

Proof. The system P is controllable if and only if the pair

A + BQECQ BQT BZA
ACs Q ’ v

is controllable. Consider the Popov-Belevitch-Hautus (PBH) test for control-
lability. The system P is controllable if and only if

A4+ BoECy — NPT ByY ByA

k .
e { ACy Q- NPT U

}:n—I—N

for all X7 € A,,. Now, consider scenario (i) and setting A = 0 and = =

The system P is controllable if and only if

A—NI  ByY ByA

Kk .
ran{ 0 Q-\N U

} =n+N (2.8)
for all \; € AqUAq. Assuming the pair (€, ¥) is controllable; namely, rank[Q—
AL U] = N for all \? € Ag, then

A=MI BT BA

k -
ran[ 0 Q-MI U

]zn—l—N

for all 5\;“ € A 4. This proves sufficiency. For the proof of necessity, the control-
lability condition of (€2, ¥) must hold. For scenario (ii), by post-multiplying
the matrix used in the PBH test by
I 0O
0O IO
—Cy 0 1
and setting A = = and A = ¥ (given that p = t), condition (2.8) is obtained
and the proof follows the same steps. Similarly, for scenario (iii), by post-

multiplying the matrix used in the PBH test by

I 00
0 I 0
—A’lEC’g 0 I
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and setting A = WA= (given that m = ¢ and A is square and invertible),
condition (2.8) is obtained and the proof follows the same steps. O

Theorem 2.2. Suppose any of the following scenarios holds:

(i) Y =0and == 0; or

(ii) ¥ == and T = II (with m = d).

Then, the system P is observable if and only if the pair (II, §2) is observable

and
A=MI 0
rank AC, Q=XM1 |=n+N
X0, I1

for all A € Ay.

Proof. The system P is observable if and only if the pair
A+ B=ECy BT
([zgnw =
is observable. Consider the PBH test for observability. The system P is
observable if and only if
A+ ByECy — NPT ByY
rank ACy Q—S\fypl =n+N
Y% I1
for all A € A,,. Now, consider scenario (i) and setting ¥ = 0 and = =

The system P is observable if and only if

A— NI 0
rank | AC, Q-NI|=n+N (2.9)
»C, Il

for all \, € Ay UAq. Assuming the pair (IT, ) is observable; namely,

0O -\
J —
rank[ H ] N

for all 5\? € Aq, then

A=XMI 0
rank | AC, Q—-MI|=n+N
>Cy II

18



for all :\;4 € A4. This proves sufficiency. For the proof of necessity, the ob-
servability condition of (II, {2) must hold. For scenario (ii), by pre-multiplying
the third row by —Bs and adding it to the first row of the matrix used in the
PBH test, and setting ¥ = = and T = II (given that m = d), condition (2.9)

is obtained and the proof follows the same steps. m

Next, consider the conditions required to characterize the existence of the
design of the network system. The existence of such a design depends on
the stabilizability and detectability of the plant system G in (2.1), and is

independent of the controller system.

2.4 Design Procedure of the Topology

The design procedure of the proposed topology is addressed for the follow-

ing three scenarios:

i. The design of the controller system K for a given plant system G and a
given network system N (namely, designing the system in (2.2) for the
systems in (2.1) and (2.3));

ii. The design of the network system for a given plant system and a given

controller system; and

iii. The joint design of the controller and network systems for a given plant

system.

The design procedure of the proposed topology is achieved by extending
the approach presented in [32] and [21]. First, consider the following definition
from [51] and [21].

Definition 2.1. For a discrete-time system with input vector w and out-
put vector z, the energy-to-peak and energy-to-energy gains are denoted and
defined as V., = SUDjy |, <1 | z ||;, and V., = SUD|y |, <1 | z ||;,, respectively.

The ly-norm and the Io.-norm of a discrete-time signal are expressed as || . ||;,=

V2o I P and || [l = supgsg | - I, respectively.

Then, suppose the set containing the controller and network parameters is
denoted and defined as Q@ = {K, N}, and consider the following lemma and
theorem from [51] and [21].
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Lemma 2.1. Consider the closed-loop control system in (2.4). Suppose there

exist matrices X, Z, ), and Y such that the following matrix inequality holds:

X1 0
*

X Z J(Q) #Q)
Yoo 7@ |, (2.10)
* I

*
*
*
Then, the closed-loop control system is asymptotically stable.

The proof of Lemma 2.1 can be obtained by observing Lemma 6.1.2 and
Corollary 2.3.7 from [51] and Lemma 1 from [21].

Theorem 2.3. For an asymptotically stable closed-loop control system and
a given positive scalar x, the following statements are true:

(i) Vep < & if and only if there exist matrices X, Z, ), and Y such that
kI —Y > 0 and condition (2.10) holds.

(ii) Vi, = ||€(Q) (21— (Q)) " B(Q) + Z2(Q)||2 < k if and only if there exist
matrices X, Z, @, and Y such that x*— trace(Y) > 0 and condition (2.10)
holds.

(iii) Vee = [|€(Q)(2I — Z(Q)) ' B(Q) + 2(Q)]|x < r if and only if there
exist matrices X, ), and Y such that kI —Y > 0 and condition (2.10) holds
when Z = 0.

For Lemma 2.1 and Theorem 2.3, the non-convex term X ! in (2.10) can
be linearized as presented in [21], by utilizing a linearization operator of a

matrix X ! at a positive definite value X denoted and defined as

OX LX) =X = XM (X — X)X, !
= X 20— XX, ).

Thus, with the linearized term, the condition (2.10) becomes a linear ma-
trix inequality (LMI). Then, using Theorem 2.3, the controller parameter C in
(2.6) and the network parameter A in (2.7) are computed to provide a closed-
loop control system that is stable as well as optimal (namely, according to the
performance measures specified in Theorem 2.3). First, consider scenarios (i)
and (ii), the design procedure of the proposed topology is achieved using the
following two algorithms.

In Algorithm 2.1, initial values are computed for the matrix X. Also, the

computed values of the parameter () result in a closed-loop control system
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Algorithm 2.1 Algorithm for the Design of Initial Controller and Network
Systems
Step 1. Specify the feasibility parameter n > 0, £ = 0, and X, as an
arbitrary symmetric matrix.
Step 2. Compute X by solving the convex optimization problem,
[X] =arg min 7
X,Z,Q,Y

subject to
X Z JZf((Q)) @é@;
x Y € (Q 2(Q
v ox o XOE-xxhy oo |70 (2.11)
* * * I

Step 3. If n < 0, exit; else, set k = k£ + 1 and return to Step 2.

Algorithm 2.2 Algorithm for the Separate Design of Optimal Controller and
Network Systems
Step 1. Specify the convergence threshold ¢ > 0 and k£ = 0, and use the
initial values for X computed using Algorithm 2.1.
Step 2. Compute ), Y, and k by solving the convex optimization problem,

[Q,Y, k] = arg in s

subject to
condition (2.11), and
kI =Y > 0 if solving for V,,,
k? — trace(Y') > 0 if solving for Vy,, or
k*I—Y > 0 (with Z = 0) if solving for V...
Step 3. If k < ¢, exit; else, set k = k + 1 and return to Step 2.
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that is stable, but not optimal. In Algorithm 2.2, the initial values computed
in Algorithm 2.1 are used, and the computed values for the parameter @ result
in a closed-loop control system that is stable as well as optimal. Moreover, the
computation of the initial values are essential for the design procedure of the
proposed topology. Thus, if it is not feasible to compute such initial values,
changes in the construction of the proposed topology need to be considered
(namely, the size of the systems, the number of nodes, and the connectivity

between the nodes).

Remark 2.1. The presented design procedure of the proposed topology allows
for the design of the controller system and the network system to be of a
specified size. In contrast to the standard control system topology in Figure 1.1
that requires the plant and controller systems to be of the same size, the
presented design procedure of the proposed topology allows for the size of
the designed controller and network systems to be less than that of the plant

system. Thus, a simpler design can be achieved.

Algorithms 2.1 and 2.2 deliver the design of the proposed topology for sce-
narios (i) and (ii). Namely, they compute the controller parameter IC or the
network parameter N separately and for different given systems. Next, con-
sider scenario (iii); the design procedure of the proposed topology is achieved

using the following two algorithms.

Algorithm 2.3 Algorithm for the Design of a Restricted Optimal Network
System

Step 1. Specify ® = 0, and obtain initial values for X such that condition
(2.11) holds.

Step 2. Specify exr > 0 and k£ = 0.

Step 3. Compute N, Y, and x by solving the convex optimization problem,

IN,Y, k] = arg in ok

subject to
condition (2.11) (with ® = 0) and
kI—-Y > 0.
Step 4. If kK < ey, exit; else, set k = k + 1 and return to Step 3.

In Algorithm 2.3, Algorithms 2.1 and 2.2 are combined and extended by
adding a constraint for the computation of the network parameter N with
® = 0. More specifically, Algorithm 2.3 computes the restricted network pa-

rameter to satisfy the performance measure defined in terms of the energy-to-
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Algorithm 2.4 Algorithm for the Joint Design of Optimal Controller and
Network Systems

Step 1. Set the iteration step number | = 1, and specify the controller
parameter K as an arbitrarily matrix with Dg = 0.

Step 2. With the controller parameter K, compute N using Algorithm 2.3.
Step 3. If exr(l) = enr(l — 2), exit; else, set | =1+ 1.

Step 4. With the network parameter A/, compute K using Algorithm 2.3
(while making the appropriate variable replacements).

Step 5. If ex(l) = ex(l — 2), exit; else, set [ = + 1 and return to Step 2.

peak gain (namely, by incorporating the condition kI—Y > 0 that corresponds
to V., in Theorem 2.3). For the computation of the controller parameter, the
variables NV, €y, and ® = 0 need to be replaced with the variables K, ex and
Dy = 0, respectively. In Algorithm 2.4, the computation of the controller
and network parameters is implemented iteratively until there is no signifi-
cant change in the performance measures. Namely, the network parameter
N is computed first to result in an optimal network system; then, using the
optimal network system, the controller parameter is computed to result in
an optimal controller system. Then, the computation continues iteratively
until the optimal controller and network systems do not result in lower perfor-
mance measures (namely, in the values of the convergence thresholds ey and
€x). As can be noted, Algorithm 2.4 starts with an arbitrary controller pa-
rameter. For starting with an arbitrary network parameter, the replacement

of the respective variables is needed.

Remark 2.2. Suppose the plant system G in (2.1) is stabilizable and de-
tectable, and there exists initial values of X for computing the controller
parameter K in (2.6) and the network parameter A/ in (2.7). Algorithm 2.4
delivers a local optimal design of the controller system K in (2.2) and the

network system N in (2.3) to control the plant system.

2.5 Simulations

The design of the proposed topology is demonstrated by applying the de-

sign procedure discussed in Section 2.4. First, consider the second-order plant
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system given as

xa(k+1) = [éé O%}x(;(kw[oél Of]w<k)+[1'8]u<k),

0
2(k) = { 0%2 061 } xa (k) + { 8:; 8:61i } wi(k)+ { 0(.)2 } u(k),

y(k)=108 1 ]xc(k)+[0 02 ]w(k).

Algorithms 2.3 and 2.4 are applied to compute the controller parameter
in (2.6) and the network parameter A in (2.7), in order to design the controller
system in (2.2) and the network system in (2.3), respectively. In the simula-
tion example, the controller and network systems are specified as second- and
fourth-order systems, respectively. In addition, the convergence thresholds
ex and ex are obtained using a bisection approach. The implementation of
the algorithms is achieved using MATLAB’s Robust Control Toolbox, and is
performed for two case studies. In the first case study, Algorithm 2.4 begins
with an arbitrary initial controller system, and in the second case study, it
begins with an arbitrary initial network system.

In the first case study, the computation of the controller and network
parameters led to the results presented in Table 2.1. The use of an arbitrary
initial controller system or an optimal controller system did not affect the

performance measure (namely, the value of the convergence threshold €y).

Table 2.1: Results of the joint design of the controller and network systems in
the first case study

Iteration EN €x
Step
1 1.096556 -
2 - 1.096556
3 1.096556 -

In the second case study, the computation of the controller and network
parameters led to the results presented in Table 2.2. The use of an opti-
mal design of the network system did indeed affect the performance measure
(namely, the value of the convergence threshold ex).

For the second case study, the computed network and controller parameters

result in the system matrices of the network and controller systems given as
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Table 2.2: Results of the joint design of the controller and network systems in
the second case study

Iteration EN €x
Step
1 - 2.956359
2 1.096556 -
3 - 1.096556
4 1.096556 =

T 0.0326  —0.0367 0.0480  0.0331

o_ | —0:0367 —0.0271 0.0214 —0.0612
— | 00480 0.0214 —0.0230 0.0836 |’
| 0.0331  —0.0612 0.0836 —0.0545
[ 0.5416 0.0089
4.3967 —0.0137

A=1 63640 | 'Y= 00357 |

| 6.5458 —0.0096

T=[-02181 —0.1231 0.0523 0.1576 |,
= = —0.1094, A = 0.0001, % = —5.1254, & = 0,
IT=[ —182765 —10.5233 4.6238 12.9098 |,

Ak =1 03304 —0.1950 1.2614

Cx =1[94716 —5.7718 | , Dk = 0.

—0.5479  0.3894 ] {0.5308]
7BK = 3

The computed system matrices of the network system N contain the coeffi-
cients denoting the weights assigned to the states received from the neighbour-
ing nodes (namely, w;;, Aij, Yij, Vij, &ijs 0ijs Tij, 045, and ¢;;) as well as those of
the self-connectivity links (namely, w;;). For example, in the computed matrix
Q, w2 = —0.0367 is the weight assigned to each state value which node v,

receives from node vy of the network system at any time instant k.

Remark 2.3. In the implementation of Algorithms 2.3 and 2.4, the use of
the same initial values for the controller parameter K and the convergence
threshold e, resulted in different optimal designs of the network system. Sim-
ilarly, the use of the same initial values for the network parameter N and
the convergence threshold e resulted in different optimal designs of the con-

troller system. Further, the use of different optimal designs of the network and
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controller systems as initial systems did not lead to lower values of the conver-
gence thresholds ex and ey, respectively. Finally, the value of x that decreases
below the values of ex and e) was different in different implementations of

the algorithms.

2.6 Summary

In this chapter, the following were delivered:

e The definition of the operation of the nodes and the connectivity between

the nodes of the proposed topology;

e The modelling of the closed-loop control system and the modelling frame-

work to facilitate the design of the proposed topology;

e The conditions required to characterize the existence of the design of the

proposed topology; and

e The design procedure of the proposed topology by using algorithms for

computing its design variables.
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Chapter 3

Design of the Topology Under
Abnormal Operating Scenarios

In Chapter 2, the provided results are for ideal operating scenarios. Namely,
the behaviour of the proposed topology was assumed to always be reliable and
is not subject to any failure or intrusion. In this chapter, the design of the
proposed topology under abnormal operating scenarios is considered. The ab-
normal operating scenarios are the failures in the nodes and in the transfer of

information between the nodes as well as cyber attacks.

3.1 Design of the Topology Under Unreliable
Nodes

The sensor nodes S and actuator nodes A of the plant system G in (2.1),
the input nodes I' and output nodes © of the controller system K in (2.2),
and the nodes V of the network system N in (2.3) can become unavailable.
Their unavailability may result from several factors, including scheduled main-
tenance, malfunction, battery drainage, and disconnectivity. In this section,
the design of the proposed topology is addressed when a subset of its nodes

becomes unavailable during operation time.

3.1.1 Modelling Framework of the Topology

The design of the proposed topology under unreliable nodes is achieved by
adopting the approach presented in the fault-tolerant control literature (for
example, see [32, 54, 59-61]). Namely, each node of the proposed topology,
a; € A and s; € S of the plant system, +; € I and 6; € © of the controller
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system, and v; € V of the distributed and inter-connected nodes of the network
system, is associated with a pre-multiplier coefficient. The coefficient switches
between 1 and 0 to capture the availability and unavailability of the associated
node, respectively. For example, suppose a node v; € V is associated with a
coefficient denoted by f*¥:. For the set of nodes V, the coefficients of the
nodes are combined in a pre-multiplier matrix denoted by F*~ such that
the coefficient of each node v; € V is placed along its diagonal. Similarly,
the sets of the nodes A, S, I', and © have associated pre-multiplier matrices
denoted by F " F Y, F f and F & respectively, that contain the pre-multiplier
coefficients of the associated nodes.

Next, consider the plant system G in (2.1), the controller system K in (2.2),
and the network system N in (2.3), each input vector that represents the nodes
of the proposed topology is associated with the respective pre-multiplier ma-
trix. More specifically, the vectors u, y, xy, f, and g are pre-multiplied by the
pre-multiplier matrices F®, FY, F*v Ff and F$, respectively. In addition,
in the network system, the matrices 2, A, and ¥ are pre-multiplied by the
pre-multiplier matrix £*¥. This leads to the extended models of the plant,
controller, and network systems denoted by G, K,and N, respectively. Then,
the modelling framework of Section 2.2 is extended to account for unreliable
nodes of the proposed topology. Thus, the closed-loop control system (namely,
the augmented plant system G, controller system K, and network system N )

is modelled as a LTI system in discrete time as

x(k +1) = @x(k) + Bw(k),

- - (3.1)
z(k) = €x(k) + 2w(k).

The system matrices of the closed-loop control system in (3.1) are ex-
pressed in terms of matrices affine on the system matrices of the controller
system and the network system. First, let & = 0 to simplify the derivation,
and consider the controller parameter K in (2.6). The system matrices of the
closed-loop control system in (3.1) are expressed in terms of the controller

parameter as



Then, let Dg = 0 to simplify the derivation, and consider the network
parameter A/ in (2.7). The system matrices of the closed-loop control system

in (3.1) are expressed in terms of the network parameter as

A (N) = A+ BENNFYC

BN) =B, + BF;VmNFpostDm,
EN) =C + DlepreN postC
P(N) =Dy + DlepreN pOth21’

where the matrices are the same as those presented in Section 2.2, while

incorporating the matrices Fu FY Fxv [ Fg as well as

Fu* 0 0 FY 0 0
Flo=10 P 0 |,and Y, =| 0 F* 0
0 o Ff 0O 0 F=

Remark 3.1. In the presented modelling framework, when the coefficients of
the pre-multiplier matrices are all set to 1 to capture the availability of the
nodes (namely, Fu By [y Ffoand F8 are identity matrices), the same
modelling framework as that presented in Section 2.2 is obtained. Thus, the
modelling framework presented in this section is more generic, compared to

the modelling framework counterpart of Section 2.2.

3.1.2 Condition Requirements of the Topology

First, consider the conditions required to characterize the existence of the
design of the controller system. The existence of such a design is characterized

in the following theorem.
Theorem 3.1. Suppose the pairs (A, BQFU) and

A+ ByF"SFYCy By Y B 0
FAFYCy N QF™Y v UFe

are stabilizable, and the pairs (FYCj, A) and

. A+ ByFU=FY(Cy ByFuYF*N
f XN - - 5 -
(“’ FALE ]’[ FXNAFY(C, FXN QFXN

are detectable. Then, there exists a controller system in (2.2) that can provide

a stable closed-loop control system in (3.1).
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Proof. Consider the following two scenarios: (i) there is no direct connection
between the controller system and the plant system (namely, the matrices A
and X are zero matrices), and (ii) there exists a direct connection between the
two systems. For scenario (i), the controller system communicates indirectly
with the plant system through the intermediate network system. The aug-
mented plant and network system (namely, with state vector xp = [x& x4]"

Y

input vectors w and g, and output vectors z and f) has the following system

matrices:
o 2 A+~32ngﬁyc2 BQF“TFXN
r FAFYCy QP |7
0 -
e - [F"N\I}F’g ] ’Cgp?é [ 0 ITF>N }7

for the vectors xp, g, and f. Thus, if the pair (/p, Bp,) and (€p,, op) are
stabilizable and detectable, respectively, in addition to adding the effect of
the availability of the input nodes of the controller system (namely, using the
term Ff%p,), a controller system in (2.2) can be found to provide a stable
closed-loop control system. For scenario (ii), the plant system can be reached
directly from the controller system (namely, A and 3 are not zero matrices).
Thus, if the pairs (A, By F ") and (F Yy, A) are stabilizable and detectable,
respectively, a controller system can be found to provide a stable closed-loop
control system. Therefore, under any of the two scenarios, or a mix of the two

scenarios, a controller system can be found. O]

Next, consider the conditions required to characterize the existence of the
design of the network system. The existence of such a design is characterized

in the following theorem.

Theorem 3.2. For the design of the closed-loop control system in (3.1), a
network system in (2.3) can stabilize the plant system in (2.1) if and only
if the pair (A, ByEF™) is stabilizable and the pair (FYCy, A) is detectable, for
actuator and sensor nodes whose availability are captured by the matrices F™™

and FY, respectively.

Proof. Similar to the discussion of Section 2.3, for designing the network sys-
tem (namely, by computing the parameter A), it is only required that the
plant system is stabiliazable and detectable. The controller system does not

impact the existence of a network system (namely, in the worst case where the
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controller system is unavailable, the proposed topology reduces to the control
system topology that utilizes the WCN and the closed-loop control system
can still be designed to be stable, in a similar manner to the work in [42]).
Further, the matrices F™ and EFY capture the availability of the actuator and
sensor nodes, respectively, and their effects are therefore added to the sys-
tem matrices of the plant system By and Cj, respectively. Based on those

arguments, the result in Theorem 3.2 is obtained. [

Further, consider the condition requirements that characterize the maxi-
mum number of unavailable nodes which the proposed topology can tolerate*.
The maximum number of unavailable nodes which the proposed topology can

tolerate for stability is characterized in the following corollary.

Corollary 3.1. The controller system in (2.2) and the network system in (2.3)
can be designed for a closed-loop control system in (3.1) that is stable and
can tolerate a maximum number of unavailable nodes by finding a solution to

the optimization problem,
minimize  trace(diag(F® FY F*NFf [8))
subject to the pairs (A, B,™) and
A+ ByFUEFYCy By Y P> 0
FXNAFYCy FXNQFxN |7 | F*VUEe
being stabilizable, and the pairs (FYCy, A) and

L A+ ByFUZFY(Cy ByEFuYFxy
f XN - - o -
<[ O F HF } ’ |: FXNAFYC2 FXNQFXN

being detectable, and the maximum number of unavailable nodes is the num-
ber of zero entries along the diagonal of the matrix diag(ﬁ uw By [yt R g).

Proof. By observing Theorems 3.1 and 3.2, and that the number of nonzero
entries along the diagonal of the matrices Fu FY [*v Ff and FS specifies
the number of available nodes of the plant, controller, and network systems,

the result in Corollary 3.1 is obtained. O

*xThe notion of tolerance refers to the proper operation of the proposed topology under
abnormal operating scenarios.
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3.1.3 Design Procedure of the Topology

First, consider again Lemma 2.1 and Theorem 2.3 of Section 2.4 (namely,
based on the results from [21, 51]), @ = {K, N'} denoting the set containing the
controller and network parameters, and V., denoting the energy-to-peak gain.
The extension of the lemma and the theorem for the design of the proposed

topology under unreliable nodes is presented in the following lemma.

Lemma 3.1. Suppose the closed-loop control system in (3.1) is asymptotically
stable for a given set of matrices Fu, FY Fxv ' oand F2. Given a positive
scalar x, the energy-to-peak gain satisfies V., < & if and only if there exist
matrices X, Z, O, and Y such that Y < kI and the following matrix inequality
holds:

X Z 4(Q) #(Q

x Y ¢(Q) 2(9)

. s X! 0 > 0. (3.2)
* % * I

Next, the maximum number of unavailable nodes which the proposed
topology can tolerate for a prescribed performance is characterized in the

following theorem.

Theorem 3.3. Suppose the closed-loop control system in (3.1) is both asymp-
totically stable and satisfies the energy-to-peak gain V., < & for a given posi-
tive scalar k. The closed-loop control system can tolerate a maximum number

of unavailable nodes by finding a solution to the optimization problem,
minimize trace(diag(F™ FY F*v [t F8))
subject to condition (3.2) and kI - Y > 0,

for given matrices X, 7, Q, and Y, and the maximum number of unavail-
able nodes is the number of zero entries along the diagonal of the matrix
diag(F™ FY F*vFf F8),

Proof. By observing Lemma 3.1 and that the number of nonzero entries along
the diagonal of the matrices [, FY, F*N Ff and F' specifies the number of
available actuator and sensor nodes of the plant system, nodes of the network
system, and input and output nodes of the controller system, respectively, the

result in Theorem 3.3 is obtained. O
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Then, Algorithms 2.1, 2.2, 2.3, and 2.4 of Section 2.4 are extended and gen-
eralized to design the proposed topology under different operating scenarios.
Namely, in each scenario, a subset of the nodes of the proposed topology can
become unavailable during operation time. This is presented in the following

algorithm, where p denotes the number of operating scenarios.

Algorithm 3.1 Algorithm for the Design of the Controller and Network Sys-
tems Under Unreliable Nodes
Step 1. Specify Ag, Bk, Ck as arbitrary nonzero matrices, D = 0,
n=nyv >0,e=ev >0 Q=N, k=0, Xy as a symmetric matrix;
and further, for each operating scenario i € R = {1,..., p}, specify the set
Fy 2 {F», FY, XV EFf EF®} to reflect the unavailable nodes.
Step 2. Compute X by solving the convex optimization problem,
[X] = arg Xrgin n

,Q,Y
subject to
Xz 40  %(Q
) 7,(Q) o
f e X2 - XX 0 >0VieR=A{L1,...,p}.
* ok * 1

Step 3. If n < 0, set 7 = 0 and go to Step 4; else, set £ = k+ 1 and return
to Step 2.

Step 4. Compute Q, Y, and k by solving the following convex optimization
problem,

Q.Y k] = arg _min x

subject to
the LMI conditions in Step 2 and kI — Y > 0.
Step 5. If solving for N and k < ¢, go to Step 6; if solving for K and k < e,
exit; else, set 7 = j + 1 and return to Step 4.
Step 6. Set n =n > 0,e =¢x >0, Q =K, k=0, and Xj as a symmetric
matrix, and go to Step 2.

In Algorithm 3.1, the first optimization problem of Step 2 delivers a stable
closed-loop control system, and the second optimization problem of Step 4
delivers a stable as well as optimal closed-loop control system. The matrices
Fi“, ]:}y , ﬁ’ixN , ﬁ’if, and Fig are specified for each operating scenario to define
the subset of the nodes of the proposed topology that are unavailable. In
addition, the algorithm begins with utilizing an arbitrary controller system,

as an optimal design of the network system is independent of the controller
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system, as discussed in Section 2.3.

Remark 3.2. In the presented design procedure, when the matrices ﬁ’i“, ﬁ’iy,
F;‘N, Fl-f, and Fz-g are all set to identity matrices for a given ¢, the same
design procedure as that presented in Section 2.4 is obtained (namely, the
ideal operating scenario). Thus, the design procedure presented in this section

is more generic, compared to the design procedure counterpart of Section 2.4.

3.2 Design of the Topology Under Unreliable
Communication Links

The transfer of information between the sensor nodes S and actuator nodes
A of the plant system G in (2.1), the input nodes I' and output nodes © of
the controller system K in (2.2), and the nodes V of the network system N
in (2.3) can become unavailable. The unavailability may result from several
factors, including packet dropouts, cyber attacks, and disconnectivity. In this
section, the design of the proposed topology is addressed when the transfer of

information between the nodes becomes unavailable during operation time.

3.2.1 Modelling Framework of the Topology

The design of the proposed topology under unreliable communication links
is achieved by adopting the approach presented for handling erasure channels
[42], [15], [29]. Namely, the status of the transfer of information is modelled as
a Bernoulli random variable for each communication link e; € £. The random
variable is denoted by ¢ and switches between 1 and 0 to capture the avail-
ability and unavailability of the associated transfer of information (namely,
successful and unsuccessful receipt of information), respectively. Given the
probability of an unavailable communication link denoted by p, the probability
of successful receipt of information and the probability of unsuccessful receipt
of information are P(J(k) = 1) = 1 —p and P(J(k) = 0) = p, respectively. The
random variable ¥ has a generating distribution mean and a finite variance
denoted and defined as p = E{J} = 1—p and 6% = E{(J(k) — u)?} = p(1—p),
respectively. Thus, the transfer of information between the nodes is modelled
with a deterministic time-invariant mean p and a stochastic time-varying A
with zero mean and variance 62 (namely, 9(k) £ u + A(k)). The random

variable ¥ is considered independent and identically distributed for & > 0,
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and the random variables for multiple communication links are considered in-
dependent but not necessarily identically distributed. Further, for simplicity,
the random variables associated with all communication links of the proposed
topology are considered to be the same (namely, having the same value of p).
Next, consider the network system N in (2.3). It is extended to capture
the status of the transfer of information between the nodes of the proposed
topology. This is achieved by applying a modelling approach similar to that
presented in [42]. Namely, each communication link in the proposed topology
is associated with an identifier label denoted by I € {1,..., L}, where £ = |&|
is the total number of communication links in the proposed topology. This
allows for each communication link to be mapped to an identifier label using
a bijective mapping operator denoted by M. For a communication link of the
proposed topology ¢; € £, the transfer of information is defined as
(k) L= M(sy, ),
&y;(k) if I = M(s,a:),
o1y, (k) if | = M(s;,7),
wizn, (k) if = M(vj,v4)
r(k) = ¢ vy, (k) if | = M(vj,q;),
ma; (k) if | = M(vj,v),
g, (k) if | = M(0;,v;),
0g;(k) if | = M(6;,a,),
( ¢19;(F) if [ = M(0;,7)-
For the set of communication links &£, the transfer of information is defined as
r(k) £ [y Gen Yelly(k)T xn(k)T g(k)T]", where the matrices are defined as

(N i L= M(sj,v),

g & if | = M(s;,a;),

YLl ) oy if | = M(sj,7v),
(0 otherwise,

(W if L= M(vj,v),

@ ) il = Mvj, @),

NI m if | = M(vj,v),
L 0 otherwise,

( wl 1fl=M(9],vl),

g )] if | = M(6;,a,),

glLil ) o if 1 = M(0;,7v),
0 otherwise.

\
Next, consider the update procedure of Section 2.1 for each node of the

network system, actuator node of the plant system, and input node of the con-
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troller system. It is extended to incorporate the deterministic and stochastic
components of the status of the transfer of information, in order to model the
unavailability of the communication links. This leads to the extended model

of the network system defined as

xy(k+1)=Q.xn(k) +Ay(k) + V,g(k) +
u(k) =T, xn(k) +=,y(k) + Aug(k) + ZuA(k)r(k), (3.3)
f(k) =, xn(k) + X,y(k) + @,.8(k) +
where the system matrices are similar to those of the original network system

in (2.3), A € R? is a diagonal matrix with elements A; along its diagonal for
le{l,...,L}, and

1 ifl=10
o~ o )
Fxy li] — { 0 otherwise,

1 if =1

- 7

Fuli) { 0  otherwise,
1 ifl=0D

[ - ’

T[] { 0 otherwise,

where I = M(vj,v;) V M(s;,v;) V M(8;,0:),1" = M(vj,a;) V M(sj,a;) V
M(8;,a;), and 17 = M(vj, 7)) V M(s;,7) V M(8;,7). In the extended model
of the network system in (3.3), the terms associated with vectors x, y, and g
capture the deterministic components, while the terms associated with vector r
capture the stochastic components, of the status of the transfer of information.
The matrices Py, Fu, F¢, and A specify the stochastic components to be
added to the deterministic components for the communication links.

Then, the extended model of the network system in (3.3) is decomposed
into two subsystems. The first subsystem is a deterministic network system
denoted by N, (namely, with inputs y, g, and s as well as outputs u, f, and
r). The second subsystem is a stochastic system denoted by A (namely, with
input r and output s, such that s(k) = A(k)r(k)). In the presented modelling
framework, when the stochastic components associated with the status of the
transfer of information are all set to zero, the extended model of the network
system reduces to that in (2.3).

Further, let the matrices associated with the vectors w and z of the plant
system in (2.1) as well as the matrix Dk of the controller system in (2.2) to

be zero matrices to simplify the derivation. The closed-loop control system
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(namely, the augmented plant system in (2.1), deterministic network system
N,,, and controller system in (2.2), with input vector s and output vector r),
denoted by M,,, is modelled as a LTI system in discrete time as

X(k +1) = #,x(k) + Bus(k),

3.4
r(k) = €,x(k), (34)

where the system matrices are defined as

A+ ByE,Cy By,  ByA,Ck

o), = A, Cy Q, v,Ck ,
Bk, Co Bgll, Agx + Bg®,Ck
BZ}\u
B=| Fey | € =940 %, %Cx].
B F

As can be observed from the closed-loop control system in (3.4), only the
system matrix 7, contains system matrices similar to those of the network
system in (2.3) (namely, with coefficients denoting the weight assignments).
Thus, it is expressed in terms of the system matrices of the network system
in (2.3) (namely, similar to the approach presented in Section 2.2). First,
consider the matrix I, defined as a diagonal matrix with p; along its diag-
onal. An extended network parameter is defined as N, = I, N1+ Nz, where
the matrices N; and N, denote the network parameter N in (2.7) without
and with the weights of the self-connectivity links of the nodes (namely, w;;),
respectively, such that N' = N; +N,. Next, the system matrix .7, is expressed

in terms of the extended network parameter N, as
o, (N,) = A+ BN.C,
and further, the closed-loop control system is modelled as

x(k+1) = (o, + B.AK)E,)x(k). (3.5)

3.2.2 Condition Requirements of the Topology

First, consider the conditions required to characterize the existence of the
design of the controller system. The existence of such a design is characterized

in the following theorem.
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Theorem 3.4. Suppose the pairs (A, By) and

A+ ByE,Cy ByY, 0
A,Cy Q, ||,

are stabilizable, and the pairs (Cy, A) and

A+ B,)E,Cy BT,
([O H#}’{ AuCh Q,

are detectable. Then, there exists a controller system K in (2.2) that can

provide a stable closed-loop control system in (3.5).

The proof of Theorem 3.4 follows the same argument and derivation as
those presented for Theorem 3.1. Then, consider the conditions required to
characterize the existence of the design of the network system. The plant
system in (2.1) can be stabilized using a network system if and only if the pair
(A, By) is stabilizable and the pair (Cy, A) is detectable.

3.2.3 Design Procedure of the Topology

First, consider the mean square stability of the closed-loop control system

based on the the following definition from [15].

Definition 3.1. Consider the closed-loop control system in (3.5) with state
vector x, it is mean square stable if E{x(k)x(k)’} is well defined for k& > 0
and lim E{x(k)x(k)T} = 0.

—00

Next, the network system of the proposed topology under unreliable com-
munication links is characterized based on the following theorem from [42] and
[15].

Theorem 3.5. The closed-loop control system in (3.5) is mean square stable

if and only if there exists a matrix X > 0 and a vector a« € R with positive

elements for all [ = 1,..., L, such that the following matrix inequalities are
satisfied:
X — B, diag{a} B’ o,
[ u*{} r Xfl]>0, (3.6)
{f“g@}>u (3.7)
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In Theorem 3.5, g, relates to the probability of an unavailable commu-
nication link p, such that 62 = p(1 — p). Further, 6; can take a number of
values while the resulting closed-loop control system is stable. Then, consid-
ering Theorem 3.5 and Remark 3 from [42], and observing that the set of all
possible values of the probability of unavailable communication link p relates
to the incrementally ordered set Y = {Omin, - - -, Omax}, & network system
that results in a closed-loop control system in (3.5) that is mean square stable
and tolerates a maximum probability of unavailable communication link p is

designed by finding a solution to the optimization problem,

A

maximize 0y
subject to the matrix inequalities
in (3.6) and (3.7)
and the maximum value of &; corresponds to the largest value of p and is
also the largest value of the set $,. Thus, the design procedure of the net-

work system of the proposed topology under unreliable communication links

is achieved using the following algorithm.

Algorithm 3.2 Algorithm for the Design of the Network System Under Un-
reliable Communication Links
Step 1. Specify Ax, B, C'kx as arbitrary nonzero matrices, Dx = 0, p = 0,
n>0,and k= 0.
Step 2. Compute N and « for [ = 1,...,L by solving the convex opti-
mization problem,
NV, a,d)] = arg min 7

,N,Oé

subject to

[ X — B, diag{a} B o, (N,)
% X eI - XX,

o 61(%.)
x X (2l- XX
diag{a} O
* X

>0,
1 > 0, and

> 0.

Step 3. If n < 0, go to Step 4; else, set k = k 4+ 1 and return to Step 2.
Step 4. If p corresponds to .y, €xit; else, set p = p + 0.01, specify n > 0
and k = 0, and return to Step 2.

In Algorithm 3.2, the optimization problem of Step 2 delivers a network

system such that the closed-loop control system is mean square stable and
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tolerates a given value of p. The algorithm begins by finding a network system
for p = 0 (namely, all communication links are available), and then, it finds
network systems by incrementally increasing the value of p to its maximum
value while the convergence of the algorithm remains feasible. It should be
noted that the value of p is increased by 0.01; however, a different value can
be specified or an alternative approach for the increase can be implemented
(e.g., bisection).

Thus far, the modelling framework and the design procedure address the
design of the network system of the proposed topology while the controller
system is given a-priori. However, the use of different controller systems can
result in different values of p. In order to obtain a higher maximum value of

p, the optimization problem is solved based on the result from [15],

fias (M, A) = inf inf || M0,
0 K

where the notation || G ||ys= max_ \/ Zle | Gi.j |13 defines the mean square
i=1,...,

norm of a system G, K and the inverse of pirg (M, A) denote the set of
all stabilizing controller systems and the largest mean square stability mar-
gin, respectively, and 0 is a diagonal matrix and is positive definite. The
largest margin corresponds to the highest value of the maximum probability
of unavailable communication links. Further, the solution to the optimization
problem and the construction of the controller system can be achieved using
Theorem 6.6 of [15]. More specifically, it is achieved by using the augmented
plant system in (2.1) with w = 0 and z = 0 and the deterministic network
system N, of Section 3.2.1, denoted by P,, and defined as

xp(k +1) = opxp(k) + Bp,s(k) + Bp,g(k),
r(k> = (gple"(k) + Qpns(k) + 9P12g(k)7
f(k) = Cr,xp(k) + Dp,,s(k) + Dr,,8(k)

where the system matrices are defined as

~ A+ By=,Cy By, Y } ~ { By %, }
p = Z bl B, = ,
P [ A, Co Q, P Fn
. BA - .
@Pg = |: &/ . :| 7%1:’1 = [ gyCQ gXN j| 7@P11 - 07
m
921312 - ggu ~P2 = [ E#CQ HM } 7921321 - g\fv @Pm - CI)M‘
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In this approach, the controller system has the same size as that of the
augmented system (namely, n + N). To deliver a controller system of a re-
duced size, approaches that utilize reduction methods can be investigated. For
example, model reduction and iterative computational approaches can be ap-
plied to compute the network and controller systems, while providing a higher

maximum probability of unavailable communication links.

3.3 Design of the Topology Under Cyber At-
tacks

The transfer of information between the sensor nodes S and actuator nodes
A of the plant system G in (2.1), the input nodes I' and output nodes © of
the controller system K in (2.2), and the nodes V of the network system N
in (2.3) can become subject to cyber attacks. The attacks may result from an
intruder, which can access as well as manipulate the transfer of information
between the nodes. In this section, the design of the proposed topology is
addressed when the transfer of information between the nodes is subject to

cyber attacks during operation time.

3.3.1 Modelling Framework of Topology

Cyber attacks are classified into several categories [55], including denial of
service (DoS), replay, and bias injection attacks. In a DoS attack, the intruder
blocks the transfer of information between the nodes that are communicating.
In a replay attack, the intruder eavesdrops the communication links, records
the transferred information, and re-transfers the information at a subsequent
time. Finally, in a bias injection attack, the intruder manipulates the transfer
of information by injecting bias values.

The design of the proposed topology under cyber attacks is achieved by
adopting the following approach (namely, for the three mentioned categories).
Each node of the proposed topology, a; € A and s; € S of the plant system,
v; € I and 60; € © of the controller system, and v; € V' of the distributed and
inter-connected nodes of the network system has a state that is composed of
attack-free and attack-dependent components. For example, consider a node
v; € V of the network system, its state under cyber attacks, denoted by Zx;,

is defined as 7y, (k) = zn,(k) + V,an,(k), where Vy, € B is a time-varying
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coefficient that switches between 1 and 0 to capture the existence and non-
existence of a cyber attack, respectively, and ay, (k) = x4, (k) — zn, (k) is the
associated attack signal containing the type of the cyber attack defined in z%; .
The type of the cyber attack is defined such that %, (k) = xn,(kpos) under
a DoS attack, where the last received information at time k = kpog is used;
x4, (k) = xy,(k — 7) under a replay attack, where the delayed information
by time 7 is used; and x4, (k) = ¢ under a bias injection attack, where an
injected bias value p is used. Thus, the actual state xy, of node v; is omitted
and a modified state that incorporates the cyber attack (namely, defined by
N, (kpos), xn,(k — 7), or o) is used as the received information. For the set
of nodes V, the coefficients of the nodes are combined in a coefficient matrix
denoted by V, such that the coefficient of each node v; € V is placed along
its diagonal, and the attack signals are combined in a vector denoted by ay.
This leads to the modified vector X,y that denotes the state of the nodes under
cyber attacks. Similarly, the sets of nodes S and © that transfer information,
respectively, have modified state vectors denoted by y and g, which contain
the coefficient matrices denoted by Vy and Vg, and the attack signals denoted

by a, and ag. Next, consider the following two assumptions.

Assumption 3.1. Suppose the transfer of information from a given node
of the proposed topology is under a cyber attack. All of the transferred in-
formation from the node (namely, transferred to different nodes) is attacked

similarly according to the category of the cyber attack.

Assumption 3.2. Suppose there is no direct communication between the
plant and controller systems, and that the plant and controller systems are
connected only through the distributed and inter-connected nodes of the net-
work system. Let Dx = 0, and suppose the sensor nodes of the plant system
and the output nodes of the controller system only transfer information to
the nodes of the network system. The system matrices A, ¥, =, and & are

therefore omitted.

Then, consider the plant system G in (2.1), the network system N in (2.3),
and the controller system K in (2.2). The vectors y, xy, and g are replaced
by the vectors y, Xy, and g, respectively, to capture the cyber attacks on
the transfer of the information from the nodes. Thus, the closed-loop control

system (namely, the augmented plant system, network system, and controller
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system) is modelled as a LTI system in discrete time as

A BQT 0 Bl
X(k + 1) = ACQ Q @)% X(k) + ADQl W(/{)
0 Bgll Ag 0
0 BYVy O
+ | AV, QoVN WV, |a(k), (3.8)

0 BgllVy 0
Z(k) = [ Cl D12T 0 } X(k) + DHW(]C)
+ [ 0 D12TVN 0 } a(k:),

where a = [a] a}y a;]" and the matrix Qo has zeros on its diagonal and the

same off-diagonal entries as the matrix € in (2.3).

3.3.2 Modelling Framework of the Intrusion Detection
System

For the detection of cyber attacks in the proposed topology, an intrusion
detection system (IDS) is designed. This is achieved by adopting an approach
similar to those in the fault detection and isolation literature (for example, see
(23] and [12]). Namely, each actuator node a; € A of the plant system, input
node y; € I' of the controller system, and node v; € V of the network system is
associated with a detector system that monitors the transferred information
from the neighbouring nodes. This allows for the distribution of the intrusion
detection scheme amongst the nodes of the proposed topology, such that each
node is capable of detecting cyber attacks on the transfer of information from
its neighbouring nodes. For example, consider a node v; of the network system,

its detector system is modelled as a LTI system in discrete time as

where x]l\)]i and rﬁi denote its state and residue, respectively. The states of the
detector systems of all nodes of the network system of the proposed topology
in an augmented manner provide the intrusion detection system at the nodes

of the network system, denoted by Dy, which is modelled as a LTI system in

discrete time as
xRk +1) = ADxR (k) + BExn(k),

(3.9)
ry (k) = Cyxy(k) + Dyxn(k),
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where the vectors x§ € RY and r§ € RV, and all of its system matrices

are diagonal and have suitable dimensions. Similarly, the intrusion detection
systems of the actuator nodes of the plant system and the input nodes of the
controller system, denoted by D4 and Dr, are modelled as LTI systems in

discrete time as
xQ(k+1) = AQxR (k) + BEYxn (k) + BEYV yay(k),

3.10
rQ (k) = CExB (k) + DETxn (k) + DEYV yay(k), (3.10)

and
xB (k + 1) = APxP (k) + BPTIxy (k) + BETIV yay (k),

(3.11)
rR (k) = CEXE (k) + DETIx (k) + DETIV yay (k),

respectively, where the vectors x4 € R™ rf € R™ xF € R? and rf € R,
and all of their system matrices are diagonal and have suitable dimensions.
The closed-loop control system (namely, the plant system G in (2.1), controller
system K in (2.2), network system N in (2.3) as well as the intrusion detection
systems Dy in (3.9), D4 in (3.10), and Dr in (3.11)) is modelled as a LTI

system in discrete time as

x(k) = ax(k)+ Bv(k),
(3.12)
alk) = Fx(K) + Dv(R),
where the vectors x = [x}, x4 xk XQT XﬁT X?T]T, v=[w"al ay al]", and

q=[z" rQT rﬁT rl T]T denote its state, input, and output, respectively, and

its system matrices are defined as

[ A BY 0 0 0 0 ]
AC, Q U¥Cx 0 0 0
o — 0 Bl A 0O 0 O
- 0 By o AR o0 o |’
0 BY 0 0 A% o
0 BPFII o0 0 0 AP
[ B 0 DBYVy 0 ]
ADy AV, QoVy UV,
B - 0 0 BgllVy O
- 0 0 BEYVN O ’
0 0 0 0
0 0 BPIIVy 0 |
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[ C, DY 0 0 0 O
o |0 DERTY o C} o0 o
o DY o o cP o |’
0 DPIT O 0 o0 CP
[ D;; 0 Di;TVy O
g_] 00 DRYVy 0
0 0 0 0
. 0 0 DPIIVy O

Then, the stability of the closed-loop control system in (3.12) is character-

ized in the following theorem.

Theorem 3.6. Suppose the augmented system consisting of the plant, net-
work, and controller systems defined in (3.8) is stable. Then, the closed-loop
control system in (3.12) is stable if and only if each of the systems D4, Dy,
and Dr is stable.

Proof. The matrix </ in (3.12) has a lower triangular form with the system
matrix of the augmented system in (3.8) in the upper left block and the
system matrices of systems Dy, Dy, and Dr in the lower right block along
the diagonal. Thus, given that the augmented system is stable, the stability
of each of the systems D4, Dy, and Dr is necessary and sufficient for the

stability of the closed-loop control system. O

Further, the system matrices of the closed-loop control system in (3.12)
are expressed in terms of matrices affine on the system matrices of the intru-
sion detection systems Dy in (3.9), D4 in (3.10), and Dr in (3.11) (namely,
similar to the approach presented in Section 2.2). First, suppose the detector

parameter is denoted by D and defined as

(D 0 0 C§ o0 o0

0 DY 0o o0 CcP o

0 0 D o o CP
B 0o o0 AR o0 o

0 BY 0o o AQ o

0 0 B 0 0 AP |

(3.13)

Next, the system matrices of the closed-loop control system in (3.12) are
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expressed in terms of the detector parameter as

where the matrices are defined as

A BY 0 0 0Y 0O
| AC, Q UCk O ~[oo o 1T 00
=10 Bl Ag 0 ’%2_[0 I}’"%?’_ 01l 00}
0 0 0 0 0 00T
B 0 BYVy O 0000
B — ADy AV, QoVy UV, P I 00
= 0 0 BgllVy O 2T 00 00 0|
0 0 0 0 0 00T
[0 YVy O
o o0 o [ ¢ DY o ~[o o
B3 = 0 IIVy O ’(5“_{ 0 0 0  G12 = I 0/’
0 0 0
0 00O
[ Dy 0 DpYVN O ~|Too0o0
In = 0 0 0 0 T2 = 0000
0010

3.3.3 Design Procedure of the Detection Scheme

The detection of cyber attacks in the proposed topology during operation
time is achieved by monitoring the residue of each of the intrusion detection
systems Dy in (3.9), D 4 in (3.10), and Dr in (3.11). The residues are sensitive
to cyber attacks, such that when Xy # Xy, ¥ #y, and g # g, there is an as-
sociated and relatively significant change in their values. Next, the maximum
number of attacked nodes for which the IDSs are computed is characterized

in the following theorem.

Theorem 3.7. Suppose for some nonzero matrix diag(VyV V), the opti-
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mization problem is solved,

maximize trace(diag(VyVyVyg))

X Z (D) A(D)
. x Y €MD) 2(D)
subject to . s X 0 >0
* % * I

Then, the maximum number of attacked nodes for which the parameter D can
be computed such that the closed-loop control system in (3.12) is asymptot-
ically stable is equal to the number of nonzero entries along the diagonal of
the matrix diag(VyVyVy).

The proof of Theorem 3.7 can be easily obtained by considering Lemma 2.1
of Section 2.4 (namely, based on the results from [21, 51]) and replacing the
parameter () with the detector parameter D as well as the structure of the
matrix diag(Vy,VyVy).

Next, the design procedure of the intrusion detection scheme of the pro-

posed topology is achieved using the following algorithm.

Algorithm 3.3 Algorithm for the Design of the Intrusion Detection Systems

Step 1. Set the outer-layer iteration index ¢ = 0, and the diagonal entries
of the matrix diag(Vy,V V) with 1s and 0Os elsewhere.
Step 2. Specify the feasibility parameter n > 0, the inner-layer iteration
index k£ = 0, and X, as an arbitrary symmetric matrix.
Step 3. Compute D by solving the convex optimization problem,

[D] = arg min 7

X,ZD,Y
subject to

X 7 (D) A(D)

x Y ¢ (D) 2(D) 0

s o« XQI-XX7H) o | T

x % * 1

Step 4. If n < 0, exit; else, set k = k 4+ 1 and return to Step 3. If no
solution exists, go to Step 5.

Step 5. In the matrix diag(Vy,V yVy), sequentially replace a 1 with a 0 in
each entry of the diagonal, increment ¢ by 1, and return to Step 2. If all
attempts are made, use the last feasible solution.

In Algorithm 3.3, there are two layers. The first layer precisely spec-

ifies the number and location of cyber attacks and the second layer com-
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putes the detector parameter D in (3.13). The algorithm begins with assum-
ing that all transferred information is under cyber attacks (namely, letting
diag(VyVnVg) = I), and then in a sequential manner, it removes an attack
until the algorithm converges. Thus, the algorithm delivers the design of the
IDSs that are sensitive to a maximum number of cyber attacks on the transfer

of information between the nodes of the proposed topology.

3.4 Simulations

The design of the proposed topology under abnormal operating scenarios is
demonstrated by applying the design procedures discussed in Sections 3.1, 3.2,
and 3.3. More specifically, the design of the proposed topology under unreli-
able nodes and communication links is demonstrated using a four-tank process
system, whereas the design of the intrusion detection scheme is demonstrated

using a numerical example.

3.4.1 The Quadruple Tank Process System

The quadruple tank process (QTP) system from [25] is depicted in Fig-
ure 3.1. It consists of four inter-connected tanks, where tanks 1 and 2 are
placed below tanks 3 and 4, and the liquid flowing to tanks 3 and 4 is regu-
lated using valves V1 and V2 as well as pumps P1 and P2. The positions of the
valves are fixed during operation time, the levels of tanks 1 and 2 are measured
using sensor nodes that provide voltage measurements (namely, the outputs
of the system) and the pumps use voltages applied to operate them as desired
(namely, the controlled inputs of the system). The QTP system is modelled
with a state vector x¢ = [vg, Tq, Ta, Ta,)T, input vector u = [u; us]?,
and output vector y = [y; yo]7. Its linearized model, discretized with a dis-
cretization time of 0.1 while under a nonminimum phase characteristic, has

the system matrices defined as

0.9984 0  0.0026 0 0.0048 0
A 0 09989 0 00018 | , _ 0  0.0035
- 0 0 0.9974 0 P2 0 0.0077 |’
0 0 0  0.9982 0.0056 0
05 0 00
C11:C2:|: O 05 0 0:|aBlzlaD11:D12:D21:D22:0~
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Figure 3.1: Quadruple tank process system [25] with four tanks, two valves,
and two pumps.

In the two subsequent sections, the proposed topology consists of the QTP
system (namely, as a plant system), a second-order controller system with a
single input node v; and a single output node #;, and a fourth-order network

system with four distributed and inter-connected nodes vy, vq, v3, and vy.

3.4.2 The Topology Under Unreliable Nodes

In this section, the design of the proposed topology under unreliable nodes
is demonstrated. Algorithm 3.1 is implemented using MATLAB’s Robust
Control Toolbox, where it is assumed that the input and output nodes of the
controller system as well as the nodes vy, v9, and vz of the network system are
unreliable and can become unavailable during operation time (namely, given
a mixture of possibilities of unavailable nodes). In the worst case, the plant
system is solely regulated using node v, of the network system. Algorithm 3.1

begins with an arbitrary controller system (namely, with eigenvalues within
the unit disk) defined as

0.1 0.2 0.9
glk)=1[2 1.3 ]xg(k).

sk +1) = { 0.5 0.4 } xic (k) + { 1.2 ] £(k),
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Then, the computed network and controller parameters result in the system

matrices of the network and controller systems given as'

o_ [ 723425 1599357 [0 0 0 5315747 , _[0.0013
=7 736337 17.0340 |7 T |0 0 0 525635 |77 [ 0.0012 |
0 0 000 0 0

0 0 000 0 0
A= 0 0 =10 00 o0 =10
| —1.9950 —0.5769 0 0 0 —0.2562 0
£ =[00001 0],T=[0 0 0 0],®=0,

A [ 09960 0.0211] , _ [ 0.0083
E=10.0412 0 VPR T 3354874 |

Cx =] 19538 0.0321 |, Dk = 0.

Next, a simulation example is implemented, as presented in Figures 3.2
and 3.3. In the figures, the nodes of the proposed topology are initially all
available and operate perfectly (namely, ideal operating scenario). At time
3901, the nodes y; and 6; of the controller system become unavailable (namely,
the QTP system is regulated solely using the network system), and thus, the
proposed topology reduces to the control system topology that utilizes the
WCN in Figure 1.2. At time 5901, the nodes of the controller system become
available, but node v4 of the network system becomes unavailable, up until
time 5951. At time 7001, the nodes v; and 6; of the controller system and
nodes vy, vy and vz of the network system become unavailable (namely, the
QTP system is regulated solely using node vy of the network system), up
until time 8000. It can be observed that the trajectories of the states and
the voltages are not significantly affected when +; and 6;, and when nodes
v1, 01, v1, vg, and v3 are unavailable. This is because the design of the proposed
topology allows it to tolerate such abnormal operating scenarios of unavailable
nodes. However, this is not the case when node v, becomes unavailable. It can
be observed that there are spikes in the values of the trajectories of the states
and the voltages. Thus, impractical results are obtained. This demonstrates
the importance of achieving a design of the proposed topology that allows
for tolerating unreliable nodes, and more precisely, those that are prone to

become unavailable during operation time.

tSince the objective is not the optimality of the designs of the network and controller systems,
the respective convergence thresholds were not lowered to their minimum values.
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Figure 3.2: Simulation of the proposed topology under unreliable nodes - the
states of the plant, network, and controller systems.
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Figure 3.3: Simulation of the proposed topology under unreliable nodes - the
controlled inputs and measured outputs of the plant system.

3.4.3 The Topology Under Unreliable Communication
Links

In this section, the design of the proposed topology under unreliable com-
munication links is demonstrated. Algorithm 3.2 is implemented using MAT-
LAB’s Robust Control Toolbox for a scenario of connectivity between the
nodes of the proposed topology under unreliable communication links, as de-

picted in Figure 3.4.
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Figure 3.4: Connectivity of the nodes of the proposed topology under un-
reliable communicaiton links, consisting of the QTP system (left block), the
network system (middle block), and the controller system (right block).

In Figure 3.4, the QTP system has its two sensor nodes (yellow circles)
and two actuator nodes (green circles), the network system has its four dis-
tributed and inter-connected nodes (blue circles), and the controller system
has its input node (red circle) and output node (cyan circle). Further, there
are three cases of connectivity; namely, (i) the QTP and controller systems
are connected indirectly through the nodes of the network system (blue solid
arrows), (ii) the QTP and controller systems are directly and indirectly con-
nected (blue solid and red dotted arrows), and (iii) all possible connections
between the nodes exist (blue solid, red dotted, and green dashed arrows).
Next, recall the modelling framework of Section 3.2.1. In each case, the con-
nectivity between the nodes is defined using a set of communication links. In
case (i), the set & = {ej,...,e13} connects the nodes of the network system
with those of the QTP and controller systems. In case (ii), in addition to the
set &1, the set & = {ejq, ..., e} connects the nodes of the QTP and con-
troller systems. Finally, in case (iii), in addition to the sets & and &, the set
E; = {eas, ..., €97} connects the nodes of the plant system and also connects
the nodes of the controller system. Each communication link is assigned an

identifier label (namely, according to the previously discussed bijective map-
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ping operator). For example, consider the communication link between nodes
s1 and vs, its assigned weight is denoted by Aq; that of the communication link
between nodes s; and v, is denoted by o19; and that of the communication
link between nodes #; and a, is denoted by das.

As the discretized QTP system is inherently Schur stable, the use of a con-
troller and network system are not necessary. Thus, a design can be achieved
for a maximum probability of unsuccessful receipt of information being equal
to 1 (namely, p = 1), and the resulting weights assigned to the transfer of
information between the nodes can all be set to zero. In order to demonstrate
a more meaningful design case, p = 0.5 is specified for connectivity case (iii).
In the design of the network system, Algorithm 3.2 begins with the arbitrary
controller system presented in Section 3.4.2. The computed extended network

parameter results in the system matrices of the network system given as

= _ [ —0.0921 —0.0759 1 . [0 0-00714 01 , [ —0.0335
~ | —0.0529 —0.0694 | | 0 0—-0.0504 0 |’7 | —0.0263 |’
0 0.1433 0.6798  0.1385 0.1180 —0.0321
A | 00288 0 o | 02378 08790 0.1089 —0.0380
B 0 0 7| 01115 0.1101 0.8617 0.1013 |’
|0 0 —0.1151 —0.0237 0.1296 0.9585
[0
U= 8 , 2 =10.1580 0.1510 | ,II=[0 0.1535 0 0 ],
| 0.0051
® = 0.0596,

The designed network system provides a closed-loop control system that is
stable and tolerates a loss of transfer of information that is up to 50% between

the nodes of the proposed topology.

3.4.4 The Topology Under Cyber Attacks

In this section, the design of the proposed topology under cyber attacks is
demonstrated. Algorithm 3.3 is implemented using MATLAB’s Robust Con-
trol Toolbox, where the plant system of Section 2.5 is utilized along with
controller and network systems that are computed jointly using the approach
discussed in Section 2.4. The algorithm delivers the design of the intrusion

detection systems of all the nodes of the proposed topology, to detect cyber
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attacks on the information transferred from the neighbouring nodes. Algo-
rithm 3.3 is initially implemented with setting the matrix diag(V,VyVg) =1
to capture the scenario of cyber attacks on the transfer of information between
all the nodes of the proposed topology. In addition, it was specified that each
of the nonzero entries of the system matrices of the intrusion detection systems
Dy in (3.9), D4 in (3.10), and Dr in (3.11) to be greater than 0.1 to ensure
that they are computed as nonzero, and to be less than 1 to ensure that the
systems are stable (namely, satisfying Theorem 3.6). The system coefficients
of the intrusion detection systems are computed for : = 1, ..., 4, and are given

as
AP =0.8155, B)) =0.1660,C. = 0.5102, D} = 0.5437,
AD =10.4932, Bl = 0.6419, C) = 0.5105, DI} = 0.5448,
AR =0.3985, By = 0.2154,Cy = 0.5077, Dy, = 0.5105.

Next, a simulation example is implemented, as presented in Figure 3.5. In
Figure 3.5, nonzero initial conditions are specified for the state vectors of the
systems of the proposed topology as well as w; = wy = 0 are specified for
the external inputs of the plant system. Further, during times 90 < k& < 100,
a cyber attack on the information transferred from node v; of the network
system is simulated; during times 140 < k < 170, a cyber attack on the
information transferred from node 6 of the controller system is simulated; and
during times 200 < k£ < 220, a cyber attack on the information transferred
from node v, of the network system is simulated. For the three simulated cyber
attacks, the category of the cyber attack is a bias injection attack, and with
injected values of 0.3 for the information transferred from v; and 0.1 for the
information transferred from nodes v, and 6;. It can be observed that at least
one of the residues of the intrusion detection systems of the nodes (namely,
TRy TNy TN TNy T, and 7)) is sensitive to one of the three simulated cyber
attacks.

It should be noted that although the intrusion detection systems were suc-
cessful in determining the existence of the simulated cyber attacks, their design
and performance can be further investigated. For example, the effects of ap-
plying different types of cyber attacks can be studied, the use of delay-system
formulation for the detection of replay attacks as well as other modelling and
formulations can be investigated, and the comparison with other detection

schemes of cyber attacks in the literature can be performed.
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Figure 3.5: Simulation of the proposed topology under cyber attacks - the
residues of the intrusion detection systems.

3.5 Summary

In this chapter, the design of the proposed topology under abnormal op-
erating scenarios was considered. More specifically, the proposed topology
was studied under unreliable nodes that can become unavailable, unreliable
transfer of information such that information is lost and is not received by
the nodes, and cyber attacks that block, re-transfer, and manipulate the in-
formation transferred between the nodes. Similar to Chapter 2, modelling
frameworks, condition requirements, and design procedures were provided for

the proposed topology under abnormal operating scenarios.
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Chapter 4

Design of the Topology Under
Induced Connectivity
Constraints

In Chapters 2 and 3, the provided results are for the proposed topology
with full connectivity. Namely, the the sensor nodes § and actuator nodes A
of the plant system G in (2.1), the input nodes I' and output nodes © of the
controller system K in (2.2), and the nodes V of the network system in (2.3) as
well as the communication links £ are all fully utilized. However, a limitation
on their utilization introduces savings in resources, and can lead to a simpler
design as well as construction of the proposed topology. In this chapter, the
design of the proposed topology under induced connectivity constraints is
considered. The induced connectivity constraints define the utilization of only
a subset of the nodes and the communication links between the nodes of the

proposed topology.

4.1 Modelling Framework of the Topology

The design of the proposed topology under induced connectivity con-
straints is achieved by adopting the approach presented in the decentralized
control system literature [14, 28, 37, 41, 44, 47, 56, 58]. Namely, in a DCS
setup for a plant system with m actuator nodes A and p sensor nodes S,
each actuator node a; € A has a local controller that receives measurements
from only a subset of the sensor nodes. The local controllers at the actuator
nodes are non-interacting. A feedback matrix denoted by £ € R™*P can be

constructed to capture and define the feedback connections from the sensor
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nodes to the actuator nodes of the plant system. An entry of the feedback
matrix .Zj; ;) is defined as either 1 or 0 to capture whether or not sensor j
is connected to actuator i, respectively. Given the DCS setup, a plant sys-
tem that is controllable and observable may not be stabilized. This limitation
is addressed by investigating the eigenvalues that cannot be adjusted when
an output feedback controller system is utilized for regulating the open-loop
system. Each such eigenvalue is referred to as a fixed mode of the system.
Consider the plant system in (1.1) with D = 0. The set of eigenvalues that
correspond to the fixed modes of the system, denoted by A, are defined as
A= () MA+BZC),
ZeL

where L denotes the set of all feedback matrices. Further, if the entries of the
system matrices of a given system are either zero or nonzero free parameters,
the system is considered structured. If the system matrices of other systems
also have the same sizes and structure, the systems are considered structurally
equivalent. Then, suppose that the same feedback matrix is used for all the
structurally equivalent systems and that the same fixed modes arise. Those
fixed modes are considered structural fixed modes.

Next, consider the plant system G in (2.1), controller system K in (2.2),
and network system N in (2.3). Each actuator node a; € A of the plant
system has a local controller, whose state is denoted by z,,, modelled as a LTI
system in discrete time as
o, (b + 1) = aq,70, (k) + Y vizn, (k) + > &Guik)+ Y 6yg;(k),

v €ENa, sj€Na, 0;€Na,
ui(k) = zq,(k).

Further, each actuator node receives information from a subset of nodes
from the nodes of the plant, controller, and network systems. Consider an
actuator node a; € A of the plant system. The matrices EXM_, Eyi, and Egi
are defined as diagonal matrices with either 1 or 0 along their diagonal to
capture the nodes from the sets V, S, and O, respectively, which transfer
information to each actuator node a; of the plant system. For the set of

actuator nodes A, the matrices in an augmented manner provide the matrices

E'XN, E'y, and Eg. Next, consider the vector defined as
Ey, 0 0 xy (k)

ak) =| 0 E o || vk

0 0 E, g(k)
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The local controllers at the actuator nodes of the plant system are modelled

as a LTT system in discrete time as

xa(k+1) = Aaxa(k) + Y5 E5 Asla(k),

u(k) = Ixy(k), (4.1)

where the vector x4 € R denotes its state, the matrix A 4 is a diagonal matrix
that contains entries a,, along its diagonal, and the matrices Y, Ep, and Ap
are block matrices, such that the rows of matrices T, =, and A of the network
system in (2.3) corresponding to actuator node a; € A are respectively the
matrices (namely, blocks) at location [7,i], and the remaining matrices are
zero matrices. Similarly, each input node ~; € I' of the controller system has
a local controller, whose state is denoted by z.,, modelled as a LTT system in

discrete time as

py(k+1) = ayz, (k) + > mgan, (k) + > ouy(k)+ > dig(k),

vj EJV%- Sj EJV’YZ' ej EJV»YZ.

Fi(k) = @, (k).

The matrices E

XN s Ey, and E'g are defined to capture the nodes from the

sets V, S, and O, respectively, which transfer information to each input node

v; of the controller system. Next, consider the vector defined as

The local controllers at the input nodes of the controller system are mod-

elled as a LTI system in discrete time as

Xp(k' -+ 1) = AFXF(k> + [HB EB q)B](i(/{Z),

£(k) — Txe(k), 42

where the vector xp € R? denotes its state, the matrix Ar is a diagonal
matrix that contains entries a,, along its diagonal, and the matrices Ilp, Xp,
and ®p are block matrices, such that the rows of matrices II, X, and ® of the
network system in (2.3) corresponding to input node ~; € I' are respectively
the matrices at location [i,], and the remaining matrices are zero matrices.
Then, consider the network system N in (2.3) whose output vectors are

incorporated with the local controllers in (4.1) and (4.2). The matrices Fy,,
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E'y, and Eg are defined to capture the nodes from the sets V,S, and O,
respectively, which transfer information to each node v; of the network system.

The network system is then modelled as a LTI system in discrete time as

E 0 0 xn (k)

XN

xy(k+1)=[ Qs Ap ¥p]| 0 Ey, 0 y(k) |, (4.3)

0 0 B ]| gk

where the matrices Q0g, Ag, and Uz are block matrices, such that the rows of
matrices 2, A, and ¥ of the network system in (2.3) corresponding to node v; €
V are respectively the matrices at location [i,i], and the remaining matrices

are zero matrices.

Remark 4.1. The use of the local controllers at the actuator nodes of the
plant system as well as at the input nodes of the controller system offers
additional control decision capabilities. Namely, the controller system in (2.2)
provides a centralized control system paradigm, and the local controllers as

well as the nodes of the network system provide a decentralized control system

paradigm.
The closed-loop control system with state vector x = [xg x4 x§ x% xF |7
is modelled as a LTI system in discrete time as
x(k+1) = gx(k) + Bw(k),
(k+1) (k) (k) (4.4

z(k) = €x(k) + 2w(k),

where the system matrices are defined as

[ A B 0 0 0
EpEyCy Ay TpEx, ApEsCk ApEg D
o = | ApEy,Cy 0 QpFEy, VYpECk Vpky Dk ,
9 0 0~ 41{ BK~
| XpEyCy 0 llgEy, ®pECx Ar+ PpEDk
By
=pEy Doy
% - ABEyD21 ,Cg == [ Ol D12 0 } ,.@ - Dll-
0
| ©pE, Dy

Then, the system matrices of the closed-loop control system in (4.4) are
expressed in terms of matrices affine on the system matrices of the local con-

trollers in (4.1) and (4.2), network system in (4.3), and controller system in
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(2.2) (namely, similar to the approach presented in Section 2.2). First, suppose

the decomposed network parameters and controller parameter are defined as

N =[Es Tp A |, No=[Ap Qp V5],

Dy Ck 1 . (4.5)

Ns=[%p g @B],K:{BK A

The system matrices .« and 4 are expressed in terms of the decomposed
network parameters N' = {Nj, N5, N3} along with the system matrices A4
and Ar as

A (Aa, Ar, N) = ) Apda, + df Avdda, + dy;,

+ D N1 + D No g + DngNa s,
L%<14¢47 AraN) = ‘%Nl + 'Q{N4N1%NQ + %/\/—5/\/‘2‘%./\/'3

+ N3 B,

where the matrices are defined as

Ay, =[01 0], . =[0 1],

A B, 0 0 0 0 "o
0 00 0 O
'Q{./\/g, - 0 0 0 AK BK 7'52{/\/’4 - (]; 7'52{./\[5 (]; I
0 0 0 0 O L
o E,Cy, 0 0 0 0
DNy = I AN 0 0 Ex, A 0 A 0 ,
- 0 0 0 EgCK EgDK ]
[ E,C, 0 0 0 0 ]
dy=| 0 0 E, 0 0 ,
| 0 0 0 E,Cx EgDy |
[ E,C, 0 0O 0 0 B
Dy=| 0 0 Ey 0 0 ,%lelol},
| 0 0 0 FE,Cx EgDk |
B, = Eyé)m},%wg:[Ey£21],%N4=[Ey£21].

Then, the system matrix o7 is expressed in terms of the controller param-

eter IC as

,Qf(IC) = d;cl + JZ%]@ICJZ%]CS + JZ%]CS]C,Qf]CE) + 0Q7;C4]C,Q{]C5,
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where the matrices are defined as

A B, 0 0 0 0 0
EpEyCy Aq TpEy, 0 0 ApE, 0
e, = | AgEyCy 0 QpEy, 0 0 |,9%,=| 0 0],
0 0O 0 00 0o I
| ©5E,C, 0 TigE,, 0 Ar 0 0
0 0
_ 0 0 001
e ot 8 [0, )[40

Remark 4.2. The setup of the proposed topology with local controllers at
the actuator nodes of the plant system as well as at the input nodes of the
controller system does not lead to a more complex structure of the proposed
topology. On the contrary, the setup leads to a simplified proposed topology
that requires the use of a reduced number of nodes and communication links
between the nodes. More specifically, the sizes of the local controllers are
the same as the vectors u and f (namely, m and d, respectively), as can be
observed from the systems in (4.1) and (4.2).

Remark 4.3. The use of local controllers at the actuator nodes of the plant
system in the control system topology that utilizes the WCN in [37, 41] only
allows for receiving information from the nodes of the WCN, and not from
the sensor nodes of the plant system. In the presented setup of this chapter,
the use of local controllers at the actuator nodes of the plant system as well
as at the input nodes of the controller system allows for receiving information
from any sensor node s; € S of the plant system, input node v; € I' of the
controller system, and node v; € V of the network system. In addition, the
modelling frameworks and design procedures presented in Chapters 2 and 3
assume some constraints on the system matrices of the controller and network
systems (e.g. Dg = 0 and & = 0). In the presented setup of this chapter,
such constraints are eliminated. Thus, the design of the proposed topology

presented in this chapter is more generic as well as cost-efficient.

4.2 Condition Requirements of the Topology

First, consider the local controllers in (4.1) and (4.2), and the network
system in (4.3). The local controllers at the actuator nodes of the plant system

in (4.1) use the information transferred from neighbouring nodes, defined by
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the feedback matrix denoted by 5 (namely, specified by the 1s in the matrices
E

XN

controllers). The local controllers at the input nodes of the controller system

Ey, and E to capture the nodes that transfer information to the local

in (4.2) use the information transferred from neighbouring nodes, defined by
the feedback matrix denoted by i (namely, specified by the 1s in the matrices
E

XN

Ey, and Ej). Similarly, the nodes of the network system in (4.3) use
the information transferred from neighbouring nodes, defined by the feedback
matrix denoted by . (namely, specified by the 1s in the matrices Ey,, Ey, and
Eyg). Next, suppose the plant system in (2.1) is stabilizable and detectable,
and consider the specified DCS setup and feedback connections. The closed-
loop control system in (4.4) can be stabilized using the proposed topology if
and only if all of its fixed modes are stable [56], [37]. Thus, the existence of
fixed modes can introduce problems when they are not stable, and therefore,
the elimination of fixed modes is desirable. This motivates the design of the
proposed topology such that all structural fixed modes are eliminated.

Then, consider the modelling of the plant system in (2.1) and the controller
system in (2.2) using a graph-theoretic approach. The plant system is mod-
elled with a set of nodes Vg = {vg,,...,vq,} to represent its states as well
as a set of sensor nodes S and a set of actuator nodes A. The nodes Vg are
connected amongst each other using the set of links (namely, edges) denoted
by Ey,ve; they are connected with the sensor nodes S using the set of links
denoted by &y,_s; and they are also connected with the actuator nodes A
using the set of links denoted by £4_,y,. Similarly, the controller system is
modelled with a set of nodes Vx = {vg,,..., vk, } to represent its states as
well as a set of input nodes I' and a set of output nodes ©. The nodes Vi
are connected amongst each other using the set of links denoted by &y, oy, ;
they are connected with the input nodes I' using the set of links denoted by
Er_y,; and they are also connected with the output nodes using the set of
links denoted by £y, 6.

The design of the proposed topology such that the closed-loop control
system in (4.4) has no structural fixed modes is achieved by extending the

results from [37, 44]. Consider the following assumption, lemma, and theorem.

Assumption 4.1. For the proposed topology, suppose the local controllers
in (4.1) are used at the actuator nodes of a stabilizable and detectable plant

system in (2.1) and that they use feedback connections defined in a feedback
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matrix .%; the local controllers in (4.2) are used at the input nodes of the
controller system in (2.2) and that they use feedback connections defined in a
feedback matrix .Z; and the nodes of the network system in (4.3) use feedback

connections defined in a feedback matrix 2.

Lemma 4.1. For the proposed topology satisfying Assumption 4.1, the closed-
loop control system has no structural fixed modes outside of the origin (namely,
other than at the origin) if and only if every state node of the plant system
vg, € Ve belongs to a strong component that: (i) includes an edge from the
set Es,4 or (ii) formed by a path that includes edges from the sets Es .y,

Evev, Evoa, Esor, Eomsa, Evor, Eov, Eoor, Erove, Evieve, and Ey, e
which connects nodes from the sets V and Vy.

Proof. The proof follows from the results presented in [37, 44]. For condition
(i), the existence of a strong component for each state node vg, € Vg of
the plant system that includes an edge from the set £s_, 4 allows for having a
cycle for node vg,, such that it is reachable from an actuator node (namely, one
local controller) and a sensor node is reachable from the state node vg,. For
condition (ii), a similar observation can be made for the existence of a strong
component for each state node vg, formed by nodes and communication links
from the listed sets. Thus, in both conditions (i) and (ii), any state node of
the plant system belongs to a cycle, and therefore, no structural fixed modes

will exist outside of the origin. ]

Similar to the discussion in [37], for discrete-time systems, structural fixed
modes at the origin will not introduce issues, as they are within the unit
disk. Thus, the plant system can be stabilized. Further, if it is necessary
to eliminate all structural fixed modes, a condition for the existence of a set
of disjoint cycles covering all state nodes needs to be added to the result
presented in Lemma 4.1 37, 44].

Theorem 4.1. For the proposed topology satisfying Assumption 4.1, almost
all plant systems that are structurally equivalent to that in (2.1) can be sta-
bilized if each state node vg, € Vi belongs to a cycle that consists of any of
the following:

i. An edge from the set Es_, 4;
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ii. An edge from each of the sets £s_,y, vy, and Ey_, 4 to connect to at

least one node of the network system;

iii. An edge from each of the sets Esr, Erovy, Eveove, Eve—o, and o,

to connect to at least one state node of the controller system; and

iv. An edge from each of the sets (95_>]h g];(_n;, gy_)r, gr_)vK, gVKHVK?
Evi—so, Eoy, and £y, 4 to connect to at least one node of the net-

work system as well as the controller system.

Proof. First, consider condition (i). Each state node vg, € Vg belongs to a
cycle that is formed using a communication link from the set £s_, 4. Therefore,
condition (i) of Lemma 4.1 holds. In condition (ii), each state node belongs
to a cycle formed using communication links from the specified sets, by only
using a set of nodes of the network system (i.e., resulting in the control system
topology that utilizes the WCN as well as the result presented in Theorem 4
of [37]). In conditions (iii) and (iv), cycles are formed by only using a set of
nodes of the controller system and nodes of both the controller and network
systems, respectively. Therefore, condition (ii) of Lemma 4.1 holds. Thus,
under conditions (i)-(iv), all state nodes of the plant system are strong com-
ponents. Therefore, no structural fixed modes exist due to the plant system:;
and hence it can be stabilized. Similar to the argument in [37], any nodes
of the network or controller systems that are not strong components will in-
troduce structural fixed modes, and as a solution, their connections can be
eliminated by setting to zero the weight corresponding to the respective com-
munication links. Then, the closed-loop control system will have no structural

fixed modes outside of the origin, and hence it can be stabilized. O]

Further, the connectivity between the nodes of the proposed topology to
result in the closed-loop control system without structural fixed modes is es-
tablished according to the formation procedure outlined in the following algo-
rithm.

In Algorithm 4.1, different cycles are formed to include all state nodes
of the plant system. Namely, the algorithm initially attempts to form such
cycles by establishing communication links between the sensor and actuator
nodes of the plant system (Step 3). For nodes that cannot be incorporated in
such cycles, the algorithm establishes communication links between the sensor

nodes of the plant system and the input nodes of the controller system as well
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Algorithm 4.1 Algorithm for the Connectivity Between the Nodes of the
Proposed Topology Without Structural Fixed Modes

Step 1. Set i = 1 and n as the number of states of the plant system, and
specify Ag, Bi,Ck, and Dy as arbitrary nonzero matrices.

Step 2. For state node vg, € Vg, determine sensor nodes and actuator
nodes from the plant system that can connect to the state node.

Step 3. For an actuator node that is within a communication range of a
sensor node, establish a communication link; if possible and if i = n, exit;
orif i # n, set i = i+ 1 and return to Step 2; if no such cycle can be formed,
go to Step 4.

Step 4. For an input node and an output node from the controller system
that are within a communication range of a sensor node and an actuator
node of the plant system, respectively, establish two communication links
to form a cycle; if possible and if i = n, exit; or if ¢ # n, set ¢ =i+ 1 and
return to Step 2; if no such cycle can be formed, go to Step 5.

Step 5. For intermediate nodes from the network system that are within
a communication range of a sensor node and an actuator node of the plant
system, and possibly, an input and an output node of the controller system,
establish communication links to form a cycle; if ¢ = n, exit; or if 7 # n, set
t =1+ 1 and return to Step 2.

as between the output nodes of the controller system and the input nodes of
the plant system (Step 4). Finally, for nodes that cannot be incorporated in
such cycles as well, the algorithm establishes communication links between the
sensor nodes of the plant system and the nodes of the network system as well
as the nodes of the network system and the actuator nodes of the plant system
(Step 5). Then, the number of communication links established between the

nodes of the proposed topology is characterized in the following corollary.

Corollary 4.1. Suppose Algorithm 4.1 is capable of forming a topology that
satisfies the conditions given in Theorem 4.1. Then, for the set of essential
sensor nodes that are reachable from the state nodes denoted by S¢ C S and
the set of essential actuator nodes that can reach the state nodes denoted by
Aq € A*, the minimum number of communication links that are established

is given as

min(|Sql, [Aal), (4.6)

+The notions of essential sensor nodes and essential actuator nodes refer to the smallest set
of sensor nodes that are reachable from all state nodes and the smallest set of actuator
nodes that can reach all state nodes, respectively, similar to the notion in [37].
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and the maximum number of communication links is given as

[Sc| A

D d(si €Sy €T)+ Y _d(b; € 0,a; € Ag). (4.7)

i=1 =1
Proof. First, consider the possibility of forming cycles for each state node
Vg, € Vg by only establishing communication links between sensor and ac-
tuator nodes, and assume that the cycles are formed by only establishing
communication links equal to at most the minimum number of sensor nodes
S¢ or actuator nodes Ag. This leads to the result in (4.6). Next, consider the
case of cycles that only can be formed such that for each sensor node from the
set Sg and each actuator node from the set Ag, an independent path must
be used to connect to the input and output nodes of the controller system,
and possibly through nodes of the network system. This leads to the result in
(4.7). O

Remark 4.4. The proposed topology without the controller system in (2.2)
reduces to the control system topology that utilizes the WCN in Figure 1.2.
In this case, the nodes of the network system are used in forming the cycles
to contain the state nodes of the plant system. However, unlike the approach
in [37], the actuator nodes of the plant system of the proposed topology can
receive information directly from the sensor nodes of the plant system. Thus,
cycles can be formed with and without the nodes of the network system.
Therefore, the modelling framework and design procedure presented in this

section are more generic.

4.3 Strategic Formation of the Topology

The connectivity between the nodes of the proposed topology such that
the closed-loop control system has no structural fixed modes was discussed.
However, the discussed approach does not account for any cost and benefit
associated with establishing the communication links between the nodes. In
this section, the formation of the proposed topology such that the utilized
nodes and the established communication links are strategically specified is
delivered, by adopting the approaches presented for handling social networks
and networked systems [24, 49, 50]. Namely, in a social network, a utility

function is constructed for each individual, denoted by v;, from the graph of
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connected individuals, denoted by ¢, such that it is defined as

i = Wi; + thijwzj — Z Cij (4.8)
j#i (vi,vj)€9

where w;; denotes the intrinsic value of individual v; to v;, t;; denotes the
number of links in the shortest path, ¢;; denotes the cost of establishing a link
between the individuals v; and v;, and 0 < ¢ < 1 allows for capturing the
value that individual v; derives from the connection with v; in proportion to
the distance between the individuals [24]. The approach results in a trade-off
between the distance between the individuals and the cost of the connectivity.
Further, this approach was extended and applied to inter-connection between
multi-layer networks, by developing utility functions based on that in (4.8) for
establishing links between nodes that are ¢ hops away [49] and [50].

Next, consider the sensor nodes S and actuator nodes A of the plant sys-
tem in (2.1), input nodes I' and output nodes © of the controller system in
(2.2), and nodes V of the network system in (4.3). The establishing of commu-
nication links between the nodes is associated with a cost as well as a benefit.
The cost and benefit result from several factors, including their relative loca-
tion, their power levels and transmission capabilities, and their vulnerability
to unavailability. Then, consider a state node vg, € Vg of the plant system,
and suppose b(t) denotes the benefit function for a cycle formed with the least
number of hops to contain the state node v¢, (namely, from a sensor node to an
actuator node which connect to vg,) such that it is monotonically decreasing
with the number of hops ¢. Further, suppose c(l;”) denotes the cost function
for establishing a communication link /; € £ and superscript  denotes the
category of the established communication link. The set of communication
links used in forming the cycles to contain the state nodes of the plant system

is characterized using the following assumption and lemma.

Assumption 4.2. For the proposed topology, suppose it is possible to estab-
lish communication links between any nodes to form a cycle that contains any
state node v, € Vg, and that only one such cycle is formed with no repeated

nodes in paths of communication links of a single direction.

Lemma 4.2. For the proposed topology satisfying Assumptions 4.1 and 4.2,
the number of hops from a sensor node to an actuator node of the plant system
is defined as t € {1,...,2(]V| — 1) + 4}, and the cycle to contain any state
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node vg, € Vg should be formed by strictly utilizing communication link(s)

from:

i. The set of communication links Es_, 4 if
tb
b(1) = b(t") > (1) = > e(1h), (4.9)
j=1

where t* € {2,...,2(|V| — 1) + 4}, I* € Esu, and 12 € £\ Es_a.

ii. The sets of communication links Es_,y, Eyey, and &y 4 if

te

b(t°) — b(1) > Zc(z;.) — (1%,

b(t) — b(t") > Y (I c(l

7j=1 7j=1
where t¢ € {2, ceey 2(|V| — 1) + 2} and ljc € Esy U8V<—>V UEV—>A‘

iii. The sets of communication links Es_r and Eg_, 4 if

b(2) = b(t") > Y (i) i c(19),
b(2) = b(1) > }_ellf) = el),

where l;-i €&s.rJEoa.

iv. The sets of communication links & \ Es_, 4 if

b(t") —b(1) > zt: c(ly) — (1),
S5
>Z (1) - Z (1.

Proof. Consider a cycle formed by establishing one or multiple communication

links between a sensor node and an actuator node to contain a state node vg;.
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The minimum number of hops is obtained when the sensor node is directly
connected to the actuator node, and thus, the actuator node is 1 hop away.
The maximum number of hops is obtained when the sensor node is indirectly
connected to the actuator node through all nodes of the network system and
the controller system (e.g., from a sensor node by hopping over all nodes of the
network system in one direction to reach the controller system, and then from
the controller system by hopping over all nodes of the network system in the
opposite direction to reach the actuator node), and thus, the actuator node is
2(]V|—1)+4 hops away. Then, consider condition (i), where a cycle a is formed
by connecting a sensor node directly to an actuator node to contain a state
node, its utility function is given as p* = b(1) — ¢(I*). Alternatively, suppose
a cycle b is formed by establishing communication links to indirectly connect
the sensor node to the actuator node to contain the state node (namely, the
cycle uses t* hops with the specified communication links), its utility function
is given as = b(t*) — Zzbzl ¢(1%). For cycle a to be more optimal than cycle b,
its utility function must be larger for any number of hops t*. This leads to the
condition in (4.9). By using the specified communication links, the minimum
and maximum number of hops, and comparing the utility functions for the
cycles in each of the conditions (ii), (iii), and (iv), the respective listed results

are obtained. O

Remark 4.5. In Lemma 4.2, the formation of the proposed topology is char-
acterized under different possible scenarios of interest; namely, when it is
only desirable to establish communication links to the actuator nodes of the
plant system (condition (i)), such as in the decentralized control system setup
discussed in Section 4.1; when it is only desirable to establish communication
links to the nodes of the network system (condition (ii)), such as in the control
system topology that utilizes the WCN in Figure 1.2; when it is only desir-
able to establish communication links to the nodes of the controller system
(condition (iii)), such as in the standard control system topology in Figure 1.1
(namely, resulting in a centralized control system paradigm with a decentral-
ized control system setup); and when it is desirable to establish communication
links to the controller system by hopping over nodes of the network system

(condition (iv)), such as in the proposed control system topology.

Next, consider the following function defined in terms of the nodes of the
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system:

P = min(|Vg|, |A|) + min(|Vg], |S|)

‘ _ (4.10)
+min([Vgl, [T]) + min([Vesl, |O]).

The lower and upper bounds of the number of established communication

links are characterized in the following theorem.

Theorem 4.2. For the proposed topology satisfying Assumptions 4.1 and 4.2,
the minimum and maximum numbers of communication links established in

the proposed topology are 1 and 2(|V| — 1) + P, respectively.

Proof. Suppose that a sensor node s; € S can be reached by all state nodes and
an actuator node a; € A can reach all state nodes. Then, it suffices to establish
a single communication link between the sensor node s; and the actuator node
a; (namely, from the set Es_, 4) to form cycles that contain all state nodes, and
thus, the minimum number of communication links established in the proposed
topology is 1. Then, suppose that: (i) different sensor nodes and actuator
nodes of the plant system are used for every state node vg, € Vg, and similarly,
different input nodes and output nodes of the controller system are used for
every state node; and (ii) the nodes of the network system are connected as a
bus topology, and thus, resulting in the longest path with no repeated nodes
in a single direction and the highest utility function (namely, no alternative
connections are more optimal). Based on condition (i), the maximum number
of communication links that connect the nodes of the network system with the
nodes of the plant and controller systems, from the sets Es_.y, Evor, oy,
and &y, 4, is P in (4.10). Further, based on condition (ii), the maximum
number of communication links between the nodes of the network system is
2(]V] — 1) (i-e., the same bus topology can be shared between the different
nodes of the plant and controller systems). Thus, the maximum number of

communication links established in the proposed topology is as listed. O

Next, suppose the proposed topology strictly utilizes a network system,
whose nodes are connected using a standard connectivity configuration (namely,
such as a ring, star, and full network configuration). The lower and upper
bounds of the number of established communication links are characterized in

the following theorem.
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Theorem 4.3. For the proposed topology satisfying Assumptions 4.1 and 4.2,
suppose it is required to connect the plant and controller systems through a
network system, and that the nodes of the network system are connected as
either a ring, star, or full network configuration. Then, in order to form cycles
to include all state nodes Vg, where for each sensor node, the actuator node

is t hops away, the minimum number of communication links is 4, and

i. For a ring network configuration, the maximum number of communica-
tion links is 2|V| 4+ P, where |[V| > 2 and t € {4,...,2(|V| — 1) +4}.

ii. For a star network configuration, the maximum number of communica-
tion links is 2(|V| — 1) + P, where |V| >4 and t € {4,...,8}.

iii. For a full network configuration, the maximum number of communica-
tion links is |V|(|V|—1)+P, where |V| > 3and t € {4,...,2(|]V|-1)+4}.

Proof. Suppose that a sensor node s; € S can be reached by all state nodes
and an actuator node a; € A can reach all state nodes. Then, consider the use
of only one node of the network system, whether connected as a ring, star, or
full network configuration, to connect the nodes of the plant system with the
nodes of the controller system. Then, it suffices to establish 4 communication
links, from the sets Es_,y, v, Eo_y, and &y, 4, to form cycles that contain
all state nodes, and thus, the minimum number of communication links estab-
lished in the proposed topology is 4. Next, suppose that different sensor nodes
and actuator nodes of the plant system are used for every state node vg, € Vg,
and similarly, different input nodes and output nodes of the controller system
are used for every state node. Then, for a ring network configuration, the
maximum number of communication links that connect the nodes of the net-
work system with the nodes of the plant and controller systems, from the sets
Esv, Evar, Eoy, and Ey_ 4, is P in (4.10), and the maximum number of
communication links between the nodes of the network system is 2|V|. Fol-
lowing the same approach for the star and full network configurations in each

of the conditions (ii) and (iii), the respective listed results are obtained. [

Remark 4.6. For a bus network configuration, the maximum number of com-
munication links was addressed in Theorem 4.2. However, the minimum num-

ber is 4, similar to the ring, star, and full network configurations.
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4.4 Design Procedure of the Topology

The formation of the proposed topology such that cycles are formed to
contain each state node vg, of the plant system was discussed. However, the
discussed approach is for the cycles to be formed separately, and not collec-
tively to account for establishing and sharing common communication links.
In this section, the formation of cycles that have common communication
links to utilize a lower reduced number of nodes and communication links is
addressed. First, consider the following utility function for the state nodes Vg

of the plant system defined as

n n  |E\Ee| ||
@ = Zb(ti) - Z Z c(ly) = (), (4.11)

where &. denotes the set of common communication links that are shared by
at least two state nodes. In the second and third terms in the utility function
in (4.11), the communication links /; and I, belong to the set of communi-
cation links that are either unique to each state node or shared by at least
two state nodes, respectively. Then, a more optimal design of the proposed
topology that results in the maximum utility function for all possible scenar-
ios of connectivity between the nodes is achieved by solving the optimization

problem,

(€] = arg max e

subject to (4.12)
Assumptions 4.1 and 4.2,

where E denotes the set of all possible scenarios of connectivity between the
nodes of the proposed topology. Then, consider the modelling framework
presented in Section 4.1 and suppose S = {{A4, Ar, N'},K}. The strategic
formation of the proposed topology is achieved by computing A4, Ar, N, and
KC (namely, the design variables) using the following algorithm.

In Algorithm 4.2, the design of the proposed topology is delivered by con-
sidering the benefit and cost associated with establishing the communication
links between the nodes of the proposed topology as well as utilizing shared
communication links when possible. Namely, the algorithm begins with form-
ing the proposed topology by maximizing the utility function of the optimiza-
tion problem in (4.12) (Step 2). This is achieved according to given specifica-
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Algorithm 4.2 Algorithm for the Design of the Proposed Topology Under
Induced Connectivity Constraints and with a Strategic Formation Approach

Step 1. Specify AAK’ Bk, Ck, and Dk as arbitrary nonzero matrices.
Step 2. Obtain Ey,, Ey, Eg, Fx,, Ey, Eg, Fx,, Ey, and Eg by solving
the optimization problem in (4.12).
Step 3. Iteratively compute Ay, Ar, N, and K by solving the convex
optimization problem,
[S,Y, k] = arg oin &
subject to
kI —Y >0, and
Z (S) AB(S)
Y % (S) 2(S)
* X '2I-XX.') O
* * I

(4.13)

> 0.

* % % <

tions for the required application. For example, the communication links are

established when the following are specified:

i. The minimum number of sensor nodes and actuator nodes of the plant
system in (2.1) that connect to all its state nodes Vg (namely, essential

sensor and actuator nodes);

ii. The incorporation of the controller system in (2.2) and the network

system in (4.3) in the closed-loop control system;

iii. The configuration of the nodes of the network system (e.g., bus, ring,

star, and full network configurations); and

iv. The cost and benefit associated with establishing the communication

links between the nodes in relation to the respective number of hops.

Then, the algorithm computes the design variables to deliver the proposed
topology such that the optimization problem in (4.13) has a minimum per-
formance measure (Step 3). This is achieved using the iterative approach of
Chapter 2, such that the design variables are iteratively computed until there

is no significant reduction in all the performance measures.

73



4.5 Simulations

The design of the proposed topology under induced connectivity con-
straints is demonstrated using the QTP system presented in Section 3.4.1.
This is achieved using the design procedure presented in Section 4.4. First,
consider the system matrices of the QTP system and the structure of its state
space model. It can be observed that different cycles can be formed to contain
the state nodes vg,, vg,, va,, and vg, with using the sensor nodes s; and
sy as well as the actuator nodes a; and as, such that the closed-loop control
system does not have structural fixed modes. Further, it can be observed
that state nodes vg, and vg, are reachable from the state nodes vg, and vg,,
respectively. Therefore, connecting sensor node s; with actuator node as as
well as sensor node s, with actuator node a; form cycles that contain all
state nodes in a more efficient manner (namely, ay — vg, — vg, — s1 and
a; — vg, — Vg, — S2). Thus, the design objective is to form the two cycles
with and without incorporating nodes of the network and controller systems.

The strategic formation of the proposed topology to establish communica-
tion links between the nodes of the plant, network, and controller systems is
investigated for two scenarios of connectivity between the nodes of the pro-

posed topology, as depicted in Figure 4.1.

Figure 4.1: Connectivity scenarios of the nodes of the proposed topology under
induced connectivity constraints, consisting of the QTP system (left block),
the network system (middle block), and the controller system (right block).
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More specifically, the closed-loop control system consists of the QTP sys-
tem (namely, as a plant system), a second-order controller system with a single
input node and a single output node, and a fourth-order network system with
four distributed and inter-connected nodes. In Figure 4.1, the QTP system
with its four nodes (black circles), two sensor nodes (yellow circles), and two
actuator nodes (green circles) is controlled using a network system with its
four nodes (blue circles) and a controller system with its two state nodes (grey
circles), input node (red circle), and output node (cyan circle). The two dif-
ferent scenarios of connectivity are captured using the connections between
the nodes (green and blue dotted arrows), such that communication links are

established to satisfy Theorem 4.1, where:

i. In the first scenario, the path s; — vy — v1 — 01 — v4 — ao as well as

the communication link s, — a; are formed; and

ii. In the second scenario, the paths s; = vy — v1 = v — 6, — v3 —
vy — ag as well as s9 — vg = v =& P — 0 = v3 = vy — ay are

formed.

It should be noted that the connections within the controller system (namely,
M — Vi, — Vg, — 01) are omitted, and that in the second scenario, the path
Vg — V1 — Y1 — 01 — v3 — vy offers shared communication links to connect
the sensor and actuator nodes of the plant system.

Then, Algorithm 4.2 is implemented to deliver the design variables A4,
Ar, N, and K. Namely, the algorithm begins with an arbitrary controller

system (Step 1); then, the matrices E .-
and FEg are specified for the listed communication links that are established

XN N

between the nodes (Step 2); and finally, the optimization problem is solved
using MATLAB’s Robust Control Toolbox (Step 3), by iteratively computing
the design variables to deliver a stable and optimal closed-loop control system
while reaching a lower threshold associated with the performance measure?.
Further, for the first scenario, the nonzero entries of the computed system

matrices of the network system are given as

Vgg = —249.1982, £19 = —1.0906, m12 = —0.0001426,
wog = 0.0119, wyg = 0.3491, Aoy = —0.6590, )43 = —7.3533,

tSince the objective is not the optimality of the designs of the systems, the respective con-
vergence thresholds were not lowered to their minimum values.
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and the system matrices of the controller system in (2.2), the local controllers
at the actuator nodes of the plant system in (4.1), and the local controller at

the input nodes of the controller system in (4.2) are given as

_ [ -00331 —0.6127 ] , [ 153253
| 0.0163 03031 |7 | —19.4123 |’

Cx =[0.0032 0.0323 |, Dk = 1.0590,

[0.0271 0
Aa=| 0" ooom } , Ar = —0.0372.

For the second scenario, the nonzero entries of the computed system ma-

trices of the network system are given as

V14 = —0.0532, Ugy = —0.0546, 7117 = —0.0281,
wi = —0.9641, way = 0.0496, w33 = —0.0640,
Wiy = 0.5749, wys = 0.0232, wy3 = —0.0182,
Aot = 1.7994, Mgy = —1.0667, 1b31 = —4.5122,

and the system matrices of the controller system, the local controllers at the
actuator nodes of the plant system, and the local controller at the input nodes

of the controller system are given as
A — [ 0.0633  —0.0562 B, — | —0-2381
7| —01116 01029 |'T7F T | 0.2991 |’
Cx =] —0.0161 0.0149 |, Dy = 0.0253,

09935 0
Ay = 0 0.9935 } A = 0.9945.

Remark 4.7. It should be noted that the matrix Dx was computed to be
nonzero, unlike the constraint given in Chapters 2 and 3. In addition, the
weight assigned to the self-connectivity links of the nodes of the network sys-
tem (namely, w;;) represents the state of node v; of the network system and
is computed to be nonzero when the node is part of the proposed topology
(namely, when it is active), and zero otherwise (e.g., in the first scenario, nodes
vy and vz are not used, and therefore wy;; = w3z = 0). In addition, in both
scenarios, the communication links to be established are specified with the as-
sumption that the corresponding cycles are the optimal cycles, which generate
the maximum value for the utility function in (4.11). If no such specifications

are given, the optimization problem in (4.12) needs to be solved.
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Further, in the first and second scenarios of connectivity between the nodes
of the proposed topology, it is only required to establish five and eight com-
munication links, respectively, to form the proposed topology, and where a
stable and optimal closed-loop control system is delivered. In contrast, using
the design procedures presented in Chapters 2 and 3, it would be required
to establish over forty communication links. Thus, the design procedure pre-
sented in Section 4.4 provides a significantly more efficient approach to the

formation of the proposed topology.

4.6 Summary

In this chapter, the design of the proposed topology under induced con-
nectivity constraints was considered. More specifically, the following were

delivered:

e The definition and the modelling of the proposed topology with using a
decentralized control system setup as well as the modelling framework

to facilitate the design of the proposed topology;

e The conditions required to characterize the connectivity between the

nodes of the proposed topology;

e The strategic formation of the connectivity between the nodes of the

proposed topology; and

e The design procedure of the proposed topology by using an algorithm

for computing its design variables.
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Chapter 5

Design of the Topology Under
Additional Specifications

In Chapters 2, 3, and 4, the provided results are for the proposed topology
under ideal operating scenarios, abnormal operating scenarios, and induced
connectivity constraints. In this chapter, the design of the proposed topology
under two additional specifications is considered. Firstly, the design of the
proposed topology by using a model reduction approach to remove nodes and
associated communication links is considered (namely, as an alternative ap-
proach to that of Chapter 4 to utilize a reduced number of nodes and commu-
nication links). Secondly, the design of the proposed topology by segregating
the set of distributed and inter-connected nodes of the network system into
two independent sets of nodes is considered (namely, with different objectives

in relation to the connectivity between the nodes of the proposed topology).

5.1 Model Reduction of the Topology

Similar to the discussion of Chapter 4, a limitation on the utilization of
the nodes and the communication links between the nodes of the proposed
topology can lead to a simpler design as well as construction of the proposed
topology. In contrast to the approach of Chapter 4, where the design of the
topology begins by specifying a number of nodes and communication links
to form the topology, in this section, the design of the proposed topology is
re-evaluated to determine which nodes and associated communication links

can be removed to result in a reduced size of the proposed topology.
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5.1.1 Modelling Framework of the Topology

The design of the proposed topology under the removal of nodes and asso-
ciated communication links is achieved by adopting the approach presented in
the model reduction literature [8, 10]. Namely, nodes are removed from the set
of distributed and inter-connected nodes V of the network system and state
nodes are removed from the state nodes Vi of the controller system. The re-
sulting proposed topology therefore consists of the plant system, as well as the
reduced network and controller systems. More specifically, consider the closed-

TxlxT]T

loop control system in (2.4), denoted by M, with state vector x = [xiXyXk]"

input vector w, and output vector z. The objective is to realize a closed-loop

control system, denoted by M, with state vector & = [xLx 5% %], input vector

w, and output vector z, and modelled in discrete time as

x(k+1) = a%(k) + Bw(k),

’ ’ (5.1)
#(k) = €%(k) + Iwl(k),

where N < N and 7 < r, and Xy € RY and X € R" denote the state
vectors of the reduced network and controller systems, respectively, and all of
its system matrices have suitable dimensions.

Next, consider the decomposed and rearranged vector x = [x XA XX Xk]T,
such that x4, Xy, Xx correspond to the nodes that are to remain, and X and
Xy correspond to the nodes that are to be removed. Then, the resulting

system matrices of the closed-loop control system in (2.4) are defined as

A Gy Ghy Gy s Sz
f%l @/22 ,53/23 42%24 «%5 %21
o = %1 %2 %3 %4 JZ{35 7% = %31 )
’,(2741 «52742 %3 52{44 52{45 <%41
%1 %2 %3 %4 %5 <@51

ng[%n G2 G153 G S9”15}7929-

Further, suppose the states of the closed-loop control system in (2.4) are
categorized as either slow or fast dynamic states to correspond to the nodes
that are to remain and to be removed, respectively. In order to indicate a
no change in the state for a discrete-time system, Xy(k + 1) = Xy (k) and
X (k+1) =Xk (k). Thus, in the closed-loop control system in (2.4), the
vectors Xy and X can be expressed in terms of the vectors x¢g, Xy, Xx, and

w. The system matrices of the closed-loop control system in (5.1) are then
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defined as
: % 2]+ [%]
o Gy Gy B = B |,
aly sy s, P
%Z: [ (511 (512 C5~13 } 7@:9117

where the matrices are defined as

oy = G + 3y + Srsts1, Gy = g + A3y + S5 sy,

Sy = Ny + 3y + A5y, Aoy = oy + ay ) + o3 s,

Sy = oy + Sy3 oy + s sz, oz = oy + oy Sy + o3 ra,

oy = Ay + Ay + Ay 1, Ty = Ayy + A3 g + a5 sy,

oy = gy + Aoy + Ays s, Bri = B + 3B + 5P,

Boy = Bo1 + oy By + A3 B, By = Buy + Aoz By + s B,

C11 = G + Cizdyy + G591, Cra = Cra + Crssn + Ci595,

Gis = G + Crados + Cisss, D11 = D + €13Bs1 + €15Bs1,
the remaining matrices are defined as
sy = n)(tss (1 — abss) ™ sy + o), -
Ayy = n(tss (1 — abss) " oy + o),
o5y = [ s3 (1 — atss) ™" atyy + os1),
sy = sz (1 — aty3) " sy + ),
and the variables n and  are defined as

n=0—1— ahs) " dys(I — atss) " tsz) " (1 — aaz) "
B =0~ (1— ahs)  atsg (1 — atss) atys) (1 — os) ™

Next, the error between the original closed-loop control system in (2.4) and

[ S
4

,%7
L2 B(%g
B

the reduced closed-loop control system in (5.1) with state vector ¢ £ [x? %77,
input vector w, and output vector p = z — z, denoted by F, is modelled as a

LTT system in discrete time as
C(k+1) = e((k) + Bew(k),
p(k) = 6C(k) + Dew (k),
where the system matrices are defined as
%:ﬁf ;}},,@e:[%},
¢.=|¢ ~¢).%2=[2-2].

(5.2)
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5.1.2 Design Procedure of the Topology

The characterization of the reduced closed-loop control system in (5.1)
is achieved using the Hankel norm performance of the error system in (5.2).
First, consider the following two propositions and theorem from [18] and ref-

erences therein.

Proposition 5.1. The error system in (5.2) is asymptotically stable if

lim [¢(K)| = 0

k—o0

when w(k) = 0. Further, for an asymptotically stable error system in (5.2),

p € l53]0,00) when w € (5[0, 00).

Proposition 5.2. The error system in (5.2) is asymptotically stable with
a Hankel norm error performance defined by a > 0 if the error system is

asymptotically stable and

f: PT (k)p(k)

2

T_1 <«
:éo wi(k)w(k)

under zero initial condition for all w € £5[0, 0c0) with w(k) = 0 for all k£ > T

Theorem 5.1. The error system in (5.2) is asymptotically stable with a guar-
anteed Hankel norm error performance « if there exists matrices S; > 0 and
Sy > 0 satisfying the following LMIs:

SIS~ S AT\ B,
[ ) #78,%, — a1 | <0 (5:3)
T . T
{ Do 529 = 52 G } <0, (5.4)
* —I
S —8,>0. (5.5)

Next, a greedy algorithm-based approach is proposed to remove nodes from
the nodes of the network system and state nodes from the state nodes of the

controller system (namely a model reduction approach), such as follows:

i. Removing nodes from the network system, and then removing state

nodes from the state nodes of the controller system:;
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ii. Removing state nodes from the state nodes of the controller system, and

then removing nodes from the network system; and

iii. Removing nodes from the network system and state nodes from the
state nodes of the controller system simultaneously, and when no longer

possible, removing nodes from the remaining system.

More specifically, approaches (i), (ii), (iii) are implemented using the fol-
lowing two algorithms (namely, approach (ii) is implemented using Algo-

rithm 5.1 with replacing the variables and conditions appropriately).

Algorithm 5.1 Algorithm for the Design of the Reduced Proposed Topology
with Model Reduction Approach (i)

Step 1. Specify N and 7; set Xy = xy and Xx = xx; and set p = N and
s=r.

Step 2. For i = 1 : p, remove Xy(i) and compute «(i) from the convex
optimization problem (with n = a?),

e g,
subject to

conditions (5.3) - (5.5), and

n>0,5 >0, and Sg > 0.
Remove Xy (i) that corresponds to the lowest «(i) and update X.
Step 3. If no solution exists or if dim(Xy) = N, go to Step 4; else, set
p = dim(Xy) and return to Step 2.
Step 4. For j = 1 : s, remove Xk(j) and compute a(j). Remove Xk (j)
that corresponds to the lowest a(j) and update Xg-.
Step 5. If no solution exists or if dim(Xx) = 7, exit; else, set s = dim(Xg)
and go to Step 4.

Algorithms 5.1 and 5.2 attempt to remove nodes from the network system
and state nodes from the state nodes of the controller system until the desired
reduced size of the proposed topology is realized or the reduction is not pos-
sible. Thus, the algorithms deliver either an original or a reduced closed-loop
control system that consists of the same or a fewer number of nodes of the

network system and state nodes of the controller system, respectively.

Remark 5.1. Suppose a solution exists at the reduction steps of Algorithm 5.1,
and the number of nodes to be removed from the network system are denoted
by N and the state nodes to be removed from the state nodes of the controller

system by 7, and the number of nodes at an iteration step [ associated with
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Algorithm 5.2 Algorithm for the Design of the Reduced Proposed Topology
with Model Reduction Approach (iii)

Step 1. Specify N and 7; set Xy = xny and Xx = Xg; and set p = N and
s=r.

Step 2. Fori =1:pand j=1:s, remove the pair (Xy(7),Xx(j)) and
compute «(i,7). Remove Xy(i) and X (j) that correspond to the lowest
a(1,7) and update Xy and Xg. If no solution exists, go to Step 4 and then
Step 6.

Step 3. If dim(Xy) = 7 and dim(Xy) = N, exit; if dim(Xg) = 7, set
p = dim(Xy) and go to Step 4; if dim(Xy) = N, set s = dim(Xx) and go to
Step 6; else set p = dim(xy) and s = dim(Xg) and return to Step 2.

Step 4. For i =1 : p, remove Xy(i) and compute «(i). Remove Xy (i) that
corresponds to the lowest (i) and update Xy .

Step 5. If no solution exists or if dim(Xy) = N, exit; else, set p = dim(Xy)
and return to Step 4.

Step 6. For j = 1 : s, remove Xk (j) and compute a(j). Remove Xk (j)
that corresponds to the lowest «(j) and update Xk-.

Step 7. If no solution exists or if dim(Xgx) = 7, exit; else, set s = dim(Xg)
and return to Step 6.

the network system by N(I) and those with the controller system by 7(I). The
total number of iteration steps is N+ 7, and at every iteration step, there is

a total of N(I) or #(I) number of possibilities.

Remark 5.2. Suppose a solution exists at the reduction steps of Algorithm 5.2.
There is a total of N or # number of iteration steps, if N>rforf>N , Tespec-
tively. Further, at every iteration step [ where a pair of nodes is to be removed,
there is a total of N(I) x #(1) number of possibilities, and where a single node

is to be removed, there is a total of N(I) or #(I) number of possibilities.

5.2 Separation of the Network System of the
Topology

The proposed control system topology of Chapters 2, 3, and 4 consists
of a plant system, a controller system, and a network system, as depicted in
Figure 2.1. However, the set of distributed and inter-connected nodes that
form the network system can be segregated into subsets of nodes that have
different objectives. For example, two subsets of nodes can be formed. The

first subset of nodes handles the transfer of information from the sensor nodes
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S of the plant system to the input nodes I' of the controller system, and the
second subset of nodes handles the transfer of information from the output
nodes © of the controller system to the actuator nodes A of the plant system.
The first and second subsets of nodes form a transfer network system and a
receiving network system, respectively. This control system topology is similar
to that of using inbound and outbound networks in industrial control systems
[1]. Thus, it can offer additional practicality. In this section, the proposed
topology of Chapters 2, 3, and 4 is further extended, such that its network
system is decomposed into a transfer network system and a receiving network

system.

5.2.1 Definition of the Topology

The proposed extended control system topology consists of the following
systems: a plant system, a controller system, and intermediate transfer and
receiving network systems. The plant system has a set of sensor nodes § =
{s1,...,8,} and a set of actuator nodes A = {ai,...,a,}; the controller
system has a set of input nodes I' = {v1,...,74} and a set of output nodes
© = {01, ...,6,}; and the intermediate transfer and receiving network systems
have sets of distributed and inter-connected nodes Vr = {vg,,...,vr, } and
Vr = {vg,,... ,anR}, respectively. In contrast to the proposed topology of
Chapters 2, 3, and 4, the different types of nodes of the proposed extended
topology are restricted in terms of connectivity. More specifically, the sensor
nodes S of the plant system provide measurements to the actuator nodes A of
the plant system, the input nodes I' of the controller system, and only to the
distributed and inter-connected nodes Vr of the intermediate transfer network
system. Similarly, the output nodes © of the controller system send control
commands to the sets of nodes A, I', and Vg. The connectivity between the
nodes of the proposed extended topology is achieved using a set of wireless
communication links £. An example of the proposed extended control system
topology is depicted in Figure 5.1, where the connectivity from the sets of
nodes S, Vg, and O to the set of nodes A is represented using solid, dotted, and
dashed red arrows, and is denoted by Es_, 4, &y, and Eg_, 4, Tespectively;
that from S and Vr to Vr using dashed and solid black arrows, and denoted
by Es_v, and Ey,.y,., respectively; that from © and Vi to Vg using dashed

and solid green arrows, and denoted by Eg_,y,, and &y, .y, respectively; and
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that from S, Vr, and © to I' using dashed, dotted, and solid yellow arrows,
and denoted by Es_,r, &y, and Eg_,r, respectively.

/%-)‘...
k
]
d
®
o -0

O
QHl-———————— —r-@

Figure 5.1: An example of the proposed extended control system topology with
a plant system (left block), a transfer network system (middle top block),
a controller system (right block), and a receiving network system (middle
bottom block), where the sensor nodes (yellow circles) and actuator nodes
(green circles) of the plant system, the distributed and inter-connected nodes
(blue circles) of the transfer network system, the input nodes (red circles)
and output nodes (cyan circles) of the controller system, and the distributed
and inter-connected nodes (grey circles) of the receiving network system are
connected using wireless communication links (different colors and shapes of
arrows).

Similar to the definitions in Section 2.1, the plant system and the controller
system, denoted by G and K, are modelled as in (2.1) and (2.2), respectively.
Further, similar to the nodes of the network system in (2.3), each node of the
intermediate transfer and receiving network systems updates its state based
on its current state as well as the current states of its neighbouring nodes.
Similarly, each actuator node of the plant system and input node of the con-
troller system updates its state based on the current states of its neighbouring
nodes. First, consider the transfer network system, the update procedure is

modelled for each node of the transfer network system with state x7, and input
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node of the controller system with state f; in discrete time as

sz(k + 1) - wTiimTi<k) + Z Wt LTy (k) + Z >‘T¢jyj<k)7

vTj E%Ti S5 EN

o,
fz(k> = Z UTiijj(k) + Z gTz‘jyj(k)a
vr, €45 sj€N5,
where the coefficients wr,,, Az, vr,;, and {7, denote the weights assigned to
the states received by node 7 from node j, and wr,, denotes the weight assigned
to the self-connectivity link. The states of the nodes of the transfer network
system and the input nodes of the controller system in an augmented manner
provide the transfer network system with state vector xr = [z7,,. .. ,xTnT] €

R"” denoted by T', which is modelled as a LTI system in discrete time as
XT(]{? + 1) = QTXT(]{?) + ATy(]{I),
f(k) = TTXT(k) + ETy(k),

where the matrices 27, Ay, T, and Zr contain the coefficients denoting the

(5.6)

weight assignments. Next, consider the receiving network system, the update
procedure is modelled for each node of the receiving network system with state
z g, and actuator node of the plant system with state u; in discrete time as

$Rz(k + 1) = wRiixRi<k) + Z wRij$Rj(k) + Z ARijgj(k)7

UR; EMop, 0;€Mp,

ui(k) = Z UR;;TR; (k) + Z fRing'(k)a
vR; €N, 0j€Na,
where the coefficients wg,;, Ar,;, Vr,;, and &g,; denote the weights assigned
to the states received by node ¢ from node j, and wg,, denotes the weight
assigned to the self-connectivity link. The states of the nodes of the re-
ceiving network system and the actuator nodes of the plant system in an
augmented manner provide the receiving network system with state vector
XRr = [TR,,- - ,:cRnR] € R"2_ denoted by R, which is modelled as a LTI system

in discrete time as
xp(k+1) = Qpxpr(k) + Arg(k),
U.(]{?) = TRXR(k) + ERg(kZ),

where the system matrices Qr, Ar, Tg, and = contain the coefficients de-

(5.7)

noting the weight assignments*. Further, the values of the system matrices of

xIn the modelling of the transfer and receiving network systems, the set of communication
links £s_, 4 and Eg_.1 are omitted.
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transfer network system in (5.6) and of those of the receiving network system
in (5.7), in addition to those of the controller system in (2.2), are determined
to deliver a control system configuration that satisfies specific objectives (e.g.,

stability and performance), and they are therefore the design variables.

5.2.2 Modelling Framework of the Topology

The plant system in (2.1), the controller system in (2.2), the transfer
network system in (5.6), and the receiving network system in (5.7) are con-
nected through feedback (namely, through the communication links between
the nodes). This results in the feedback setup of the closed-loop control system
depicted in Figure 5.2.

S g Y 4
B
T R

fLKJg

Figure 5.2: Feedback setup of the closed-loop control system consisting of the
plant, controller, and transfer and receiving network systems.

Then, the closed-loop control system is modelled as a LTT system in dis-

crete time as

... D 70
x(k+1) =1 + -~ ¢ |x(k)+] | w(k),
| 41 9 44 J 41 (5.8)
o B
Z(]{]) = [ %11 Ce %14 ] X(k‘) + .@W(k),
P4

where the vector x £ [x5 x4 xk xE]7 denotes its state, and the system ma-
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trices are defined as

ah1 = A+ ByErRDErCo, @y = BoZr D T,

3 = Bo=ZRrCre, @y = BT, ooy = ApCy,

Aay = Qr, ooy = 0, 9y = 0, o3 = BxErCy,

3y = B V1, o33 = Ak, o34 = 0, Ay = ApDgErCy,

iy = ApD T, dy3 = ArCi, iy = (g,

B = By + BaErDgEr Dot By = Ar Doy,

HB31 = Bx=r Doy, Ba1 = ArDg =7 Doy,

611 = C1 + D19ZpDgErCy, 612 = D1s=Zr Dk T,

613 = D19=rCr, €14 = D121k,

9 = D11 + D15Zp D=7 Dy
As can be observed from the system matrices of the closed-loop control

system in (5.8), the system matrices of the plant, controller, and transfer and
receiving network systems are coupled together in a nonlinear manner. Next,
the system matrices are expressed in terms of matrices affine on the system
matrices of the controller, transfer network, and receiving network systems
(namely, similar to the approach presented in Section 2.2). First, consider the

transfer network system in (5.6) and suppose the associated transfer network
parameter is denoted by 7 and defined as
Er Tr ]

(5.9)

T:{AT Qr

The system matrices of the closed-loop control system in (5.8) are defined in

terms of the transfer network parameter as

A (T) =] + B[ TE,
B(T) = B] + B TE)],
C(T)=%] +¢]TC/],
2(T) =Dy + €] TE),
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where the matrices are defined as

A 0 By=pCkg ByYp By=rDg 0 By
0 0 0 0 0 I 0
T __ T _ T
42{1 100 Ay 0 P = By 0 % 0 ’
00 ArCx Qp ArDyg 0 0
C, 00O D .
%1T_ [ 02 I 00 } 765;: [ 021 } a(gsT = [ Cy 0 Dip=ZpCk DioTp } ;

%4T: [ DlgERDK 0 } .
Next, consider the controller system in (2.2), and suppose the associated

controller parameter is denoted by K and defined as

| Dx Ck
K= { Br Ax } . (5.10)

The system matrices of the closed-loop control system in (5.8) are defined in

terms of the controller parameter as
o (K) = o + BYKET,
BK) = By + BKEy,
C(K) =68 +CFKEr,
92(K) = D + € K6y,

where the matrices are defined as

A 0 0 BYg ByZr 0 B,
ArCy Qp 00 0 O ArD

K _ TC2 3T Ko_ K o_ Tl21

9= 0 0 0 0 B = o 1|77 0 ’
0 0 0 Qp A O 0
=:C, Y7 0 0 =rD

G e e K DRSS

¢y = D= 0].
Finally, consider the receiving network system in (5.7), and suppose the

associated receiving network parameter is denoted by R and defined as

| Zr Tr
R = [AR o ] . (5.11)

The system matrices of the closed-loop control system in (5.8) are defined in

terms of the receiving network parameter as

A (R) = o + BIRET,
B(R) = BY + BEREY,
€ (R) =65 + €} RE,
P(R) = Du + €,"RE",
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where the matrices are defined as

A 0 0 0 B, 0 B,
ArCy  Qr 0 0 0 0 ArD
R _ T7C2 T R _ R _ T21
0 0 0 0 0 I 0
DxErCy DgYr Cx 0 DxErD
R K—=Tv2 KT K R K—=Tt’21 R
o= 0 0 0 I}’%_[ 0 }7(53_[010]

(54R:[D12 0}

5.2.3 Design Procedure of the Topology

The design procedure of the proposed extended topology is addressed by
extending the joint design approach of Section 2.4 to iteratively compute the
controller parameter in (5.10), the transfer network parameter in (5.9), and the
receiving network parameter in (5.11). First, consider Algorithms 2.1 and 2.2
of Section 2.4, and suppose the set containing the controller, and transfer and
receiving network parameters is denoted and defined as M = {7, K, R}. The
design procedure of the controller, transfer network, and receiving network
systems of the proposed extended topology is achieved using the following
algorithm.

In Algorithm 5.3, the algorithm begins with computing initial values for
the matrix X as well as for the parameter M to result in a closed-loop con-
trol system that is stable, but not optimal (Steps 1, 2, and 3). Then, the
computed initial values are used to compute values for the parameter M to
result in a closed-loop control system that is stable as well as optimal (namely,
with respective to the energy-to-peak performacne measure) (Steps 4, 5, and
6). Further, the joint design of the controller, transfer network, and receiv-
ing network systems of the proposed extended topology is achieved using the
following algorithm.

In Algorithm 5.4, the computation of the controller, transfer network, and
receiving network parameters is implemented iteratively until there is no sig-
nificant change in the performance measures. More specifically, each of the
controller, transfer network, and receiving network systems is designed given
the remaining two systems, while sequentially iterating through the design of
each of the systems until no significant reduction is observed in the respec-
tive performance measure (namely, erq). Further, the algorithm starts with

an arbitrary controller and receiving network systems, and a transfer network
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Algorithm 5.3 Algorithm for the Separate Design of Optimal Controller,

Transfer Network and Receiving Network Systems

Step 1. Specify k =0, ny > 0, and X, as an arbitrary symmetric matrix.

Step 2. Compute X by solving the convex optimization problem,

[X] = arg i 7

subject to
X 7 o (M) B(M)
x Y (M) D(M)
ok X N2D- XX, ) 0
* % * 1

Step 3. If nyp < 0, go to Step 4; else, set k =k + 1 and go to Step 2.

Step 4. Set k£ =0 and €5 > 0.

(5.12)

Step 5. Compute M, Y, and k by solving the convex optimization problem,

[M,Y,k] =arg min &

X,Z,M,Y
subject to
condition (5.12) and

kI =Y > 0.

Step 6. If Kk < ey, exit; else, set k =k + 1 and go to Step 5.

Algorithm 5.4 Algorithm for the Joint Design of Optimal Controller, Trans-

fer Network and Receiving Network Systems

Step 1. Specify the reduction parameter 5, and set i = 1, e7(i < 1)
ex(i <2) =eg(i <3)=—1, and K and R as arbitrary matrices.

Step 2. Compute T using Algorithm 5.3.

Step 3. If er(i) > Ber(i — 3), er(i — 1) > PBer(i — 4), and ex(i — 2) >

Bex(i — 5), exit; else, set i =i+ 1.
Step 4. Compute K using Algorithm 5.3.

Step 5. If ex(i) > Pex(i — 3), er(i — 1) > Ber(i —4), and ex(i — 2) >

Per (i — b), exit; else, set i =i + 1.
Step 6. Compute R using Algorithm 5.3.

Step 7. If ex(i) > Ber(i — 3), ex(i — 1) > Pex(i —4), and er(i — 2) >

Ber(i —5), exit; else, set ¢ =7+ 1 and go to Step 2.
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system is designed; then, using the receiving network system and the designed
transfer network system, a controller system is designed; then, using the de-
signed controller and transfer network systems, a receiving network system is
designed; and repeating the sequence until no significant reduction is observed
in the performance measures.

Thus far, the design of the proposed extended topology as well as the pro-
posed topology of Chapters 2, 3, and 4 considers a closed-loop control system
that consists of a single plant system and a single controller system. However,
the design of the topologies can also be achieved for a closed-loop control sys-
tem that consists of multiple plant systems and multiple controller systems
(namely, as an extension to the discussion on using the WCN to control mul-
tiple plant systems [42]). For the proposed extended topology, the nodes of
the transfer network system and the nodes of the receiving network system
are utilized for the transfer of information between the plant systems and the
controller systems. Consider a closed-loop control system with plant systems
G = {G',...,G"} and controller systems K = {K!, ..., K%}, which can have
different orders. The nodes Vr of the transfer network system and the nodes
Vg of the receiving network system connect each pair of plant system and
controller system (namely, G; and K; for i = 1,...,b). The modelling frame-
work of Section 5.2.2 and the design procedure of Section 5.2.3 can be applied
to closed-loop control systems with multiple plant systems and multiple con-
troller systems. Further, the design of such a control system topology can
be achieved by extending Algorithms 5.3 and 5.4, such that a separate LMI
condition (namely, in (5.12)) is utilized for the closed-loop control system with
each pair of plant system and controller system. The resulting design variables
are the system matrices of the controller systems A%, B, C%, and D as well
as the system matrices of the transfer network system Qr, AL, Tk and =&,

and the system matrices of the receiving network system Qp, A%, T4, and Z,.

5.3 Simulations

The design of the proposed topology under the additional specifications is
demonstrated by applying the design procedures discussed in Sections 5.1.2
and 5.2.3.
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5.3.1 Model Reduction of the Topology

In this section, the design of the proposed topology under the removal
of nodes and associated communication links is demonstrated. First, consider
the second-order plant system, fourth-order network system, and second-order
controller system of Section 2.5, with only wy and z5. The objective of the
design procedure is to remove nodes from the network system and state nodes
from the state nodes of the controller system until they each have a single
node. Algorithms 5.1 and 5.2 are implemented using MATLAB’s Robust
Control Toolbox for the three approaches discussed in Section 5.1.2, and the

following results are obtained:

i. When applying approach (i), only three nodes of the network system

were removed;

ii. When applying approach (ii), only a single state node of the controller

system and two nodes of the network system were removed; and

iii. When applying approach (iii), only a single state node of the controller

system and three nodes of the network system were removed.

The specific results associated with applying each of the three approaches
are presented in the following table, where the set of node(s) removed at each

iteration step in the algorithms is denoted by 7.

Table 5.1: Results of the removal of nodes and associated communication links
by applying approaches (i), (ii), and (iii)

Iteration Approach (i) Approach (ii) Approach (iii)
Step T n T n T n
T {o} 00079 {og,} 00027  {vs,vr,] 0.0121
2 s} 00209  {u)  0.003 (v} 0.0604
3 {w)} 18035  {us} 0.0187 (o} 0.0047

Next, a simulation example is implemented, as presented in Figures 5.3 —
5.8. In the simulation example, a time-varying input ws is utilized such that
wy = 10 when 10 < k£ < 20; wy = 20 when 40 < k < 60; and wy = 0 otherwise.

From Figures 5.3 — 5.8, the following can be observed:

i. When applying approach (i), the removal of the one or the two nodes

from the network system results in the reduced closed-loop control sys-
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Figure 5.3: Simulation of the proposed topology under the removal of nodes
and associated communication links by applying approach (i) - the inputs and
outputs of the original and reduced closed-loop control systems.

[| e for 3 Network and 2 Controller Nodes|: -~~~ s =k
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1
50
Time

Figure 5.4: Simulation of the proposed topology under the removal of nodes
and associated communication links by applying approach (i) - the outputs of
the error systems.

il.

1il.

tems having output signals that are similar to that of the original closed-
loop control system, and in the error system having small output signals.
However, the removal of the three nodes from the network system results
in the reduced closed-loop control system and the error system having

output signals that are significantly deteriorated.

When applying approach (ii), the removal of the nodes results in the
reduced closed-loop control systems having output signals that are sim-
ilar to that of the original closed-loop control system, and in the error

system having relatively small output signals.

When applying approach (iii), the removal of the state node from the
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Figure 5.5: Simulation of the proposed topology under the removal of nodes
and associated communication links by applying approach (ii) - the inputs

and outputs of the original and reduced closed-loop control systems.
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Figure 5.6: Simulation of the proposed topology under the removal of nodes
and associated communication links by applying approach (ii) - the outputs

of the error systems.

state nodes of the controller system and either the single node or the

three nodes from the network system results in the reduced closed-loop

control systems having output signals that are similar to that of the

original closed-loop control system, and in the error system having rela-

tively small output signals. However, the removal of the state node from

the state nodes of the controller system and the two nodes from the net-

work system results in the reduced closed-loop control system having

a slightly different output signal than that of the original closed-loop

control system, and in the error system having a slightly large output

signal.
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Figure 5.7: Simulation of the proposed topology under the removal of nodes
and associated communication links by applying approach (iii) - the inputs
and outputs of the original and reduced closed-loop control systems.
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Figure 5.8: Simulation of the proposed topology under the removal of nodes
and associated communication links by applying approach (iii) - the outputs
of the error systems.

As can be observed, the removal of different sets of nodes has a different
impact. Thus, the selection of the nodes and associated communication links
to be removed from the proposed topology should receive careful consideration.
In addition, it should be noted that although the approaches and the respective
algorithms allowed for the removal of nodes and communication links, their
improvement can be further investigated. More specifically, the selected node
and pair of nodes to be removed at each iteration step provide the best solution
at that given iteration step. However, this does not guarantee that the selected
nodes to be removed based on all iteration steps provide the best solution.
Therefore, alternative approaches can be studied to provide more optimal

results.
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5.3.2 Separation of the Network System of the Topol-
ogy

In this section, the design of the proposed extended topology is demon-
strated. First, consider a closed-loop control system that consists of the fol-

lowing systems:

e A second-order plant system G! that has a single actuator node A' =
{ai} and a single sensor node 8! = {s}} as presented in Section 2.5, and
a respective second-order controller system K'! that has a single input
node I'' = {7{} and a single output node ©! = {0} };

e A third-order plant system G? that has two actuator nodes A* = {a?, a2}

and two sensor nodes S? = {s?, s2} whose system matrices are given as

02 0.1 0.6 0.3 05 0 0.1
A=101 1 0 [,Bi=|02 05|,B=]03 01|,
1 11 02 0 03 0.2 0.2
0.1 03 03 0 06 0.1
Cl_[o.(s 0.2 0.4]’02—[0.2 0.4 0.4]’

0.2 0.4 0.4 0.2 0 03
Du = {0.4 0.41’Dl2_ {0.4 0.4}’D21— {0.5 0.2]’D22_0’

and a respective first-order controller system with a single input node
['? = {~+?} and a single output node ©2 = {#7}; and

e A second-order transfer network system with the set of nodes Vp =
{vr,,vr,} and a second-order receiving network system with the set of

nodes Vg = {vg,, Vg, }.

Algorithms 5.3 and 5.4 are implemented using MATLAB’s Robust Control
Toolbox to compute the controller parameter & in (5.10), the transfer network
parameter 7 in (5.9), and the receiving network parameter R in (5.11), while
setting 8 = 0.9. The resulting convergence thresholds (namely, representing
the approximate lowest values which were found using a bisection approach)
are presented in the following table; they were obtained when no significant
change occurs in a short period of time.

The weights assigned to the transfer of information between the nodes of

the transfer network system and between the nodes of the receiving network
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Table 5.2: Results of the joint design of the transfer network, controller, and
receiving network systems

Iteration €T €K €R
Step
1 4.634 — —
2 — 3.9333 —
3 — — 3.0478
4 2.6978 - -
5 — 2.6869 —
6 — — 2.568
7 2.4834 — -
8 — 2.4658 -
9 — — 2.40771

system are computed as

(., _ | ~0.6766 —1.44327 o [ 0.1473 0.0057
=1 20.0241 04012 |’°"® | —0.0871 0.4239 |’

and the weights assigned to the transfer of information between the nodes of
the first pair of plant and controller systems (namely, G! and K*') and those

of the transfer and receiving network systems are computed as

) 0.0740 X »
Ap = { 0083 | T =[ 00131 —0.8965 ] =5 = ~0.0316,

1 —0.1463 1 —1
Ay = { oo1ss | TR= [ —0.6807 —7.4188 | ,Ej = 4.6553,
and the weights assigned to the transfer of information between the nodes of
the second pair of plant and controller systems (namely, G* and K?) and those

of the transfer and receiving network systems are computed as

o [ —07039 —03134 ). [ )
AT_[ 00168 00536 | Yr=1[ 474329 —57.2675 |,

=2 — [ —29.9804 —13.6862 |, A% = { 0.0613 } |

—0.0412

" :[ 5.6884  11.5379 ] —2 {0.3416]'

as

~3.3764 —30.6617 | '~F ~ | 0.1440

98



Further, the system matrices of the first and second controller systems K*

and K? are computed as

1 _
Ak =1 04999 —0.0996 0.4038
Ck =] —1.1518 —1.0893 |, D} = 1.0858,

A3 = 02647, B} = —0.0146, C% = —0.1838, D3 = 0.1124.

—0.6254 0.26791 1 {—0.2555]
aBK: 5

The design of the controller, transfer network, and receiving network sys-
tems delivers a closed-loop control system that is stable as well as optimal
(namely, with respect to the energy-to-peak performance measure). Further,
it should be noted that the use of different values of g in Algorithm 5.4 results
in different designs of the controller, transfer network, and receiving network

systems.

5.4 Summary

In this chapter, the design of the proposed topology under two additional

specifications was considered. More specifically, the following were delivered:

e The design of the proposed topology by using a model reduction ap-
proach to remove nodes and associated communication links (namely,
an alternative approach to that of Chapter 4 to utilize a reduced num-

ber of nodes and communication links); and

e The design of the proposed topology by segregating the set of distributed
and inter-connected nodes of the network system into two independent
sets of nodes, such that a set of nodes is responsible for the transfer
of information from the plant system to the controller system and the
other set of nodes is responsible for the transfer of information from the

controller system to the plant system.

Also, the modelling of the closed-loop control system and the modelling
framework to facilitate the design of the proposed topology were presented;
and the design procedure of the proposed topology by using algorithms for

computing its design variables was addressed.
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Chapter 6

Conclusion and Future Work

6.1 Conclusion

In this thesis, an alternative control system topology was proposed for the
control of connected disperse systems, and it was modelled, studied, and de-
signed. The proposed topology consists of the following systems: (i) a plant
system with sensor and actuator nodes, (ii) a controller system with input and
output nodes, and (iii) an intermediate network system with distributed and
inter-connected nodes. The nodes of the network system can route information
as well as perform computational tasks, and they allow for the connectivity
between very distant nodes of the proposed topology. Further, the plant sys-
tem is regulated using the controller and network systems, in an individual
or a cooperative manner. This introduces both centralized and decentralized
control system paradigms, and therefore, more flexibility is offered in mak-
ing control decisions. More specifically, the following were delivered for the

proposed topology:
e Definitions of its different components;

e Modelling of the closed-loop control system, and modelling frameworks

to facilitate its design;

e Conditions required to characterize the existence of its design and its

behaviour; and
e Design procedures for computing its design variables.

Further, the deliverables were provided for different topics. Namely, the

proposed topology was addressed under ideal operating scenarios, failures in
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the operation of the nodes and the transfer of information, cyber attacks on
the nodes and the transfer of information, induced connectivity constraints,
model reduction, as well as segregation of the nodes of the network system

into two independent sets of nodes with different objectives.

6.2 Future Work

In this thesis, the presented topics address some important directions for
the implementation of the proposed topology. Further, there are several other
possible directions for the improvement of the proposed topology and its de-

sign; the topics considered as promising future directions are listed as follows.

e Secure control system design: To further mitigate the effects of cyber
attacks in the proposed topology, its design while accounting for po-
tential cyber attacks is desirable. For example, this can be achieved
by detecting and removing attacked nodes and information, as well as

reconfiguring the connectivity between the nodes during operation time.

e Event-triggered control system design: To further introduce savings in
resources in the proposed topology, its design while accounting for an
event-triggered operation is desirable. For example, this can be achieved
by allowing for the transfer of information as well as the inclusion of
nodes and communication links only when certain events occur during

operation time.

e Dynamic topological formation design: To further enhance the formation
of the proposed topology and provide optimal connectivity between the
nodes, its design with dynamic clustering of nodes is desirable. For
example, this can be achieved by allowing for nodes to enter and leave a
formation of any cluster consisting of a subset of nodes during operation

time.

e Autonomous control system design: To further improve the distributed
making of control decisions of the proposed topology, its design with
more autonomous nodes is desirable. For example, this can be achieved
by incorporating intelligent nodes that are capable of making control
decisions in a more independent manner with less information received

from neighbouring nodes during operation time.
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e Communication induced optimal design: To further the flexibility and
robustness of the proposed topology, its design while accounting for com-
munication induced characteristics is desirable. For example, this can be
achieved by accounting for any time delays in the transfer of information
between any nodes which only route information, as well as the commu-
nication and mobility range of the nodes to meet specific application

requirements during operation time.
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