
 
 
 

Modelling the Integration of Standardized Systems for Healthcare Worker Satisfaction and 
Privacy in an IoT-based Service 

 

by 
 

Maria Belen Ortiz  
  
  

 
 
 
 

A thesis submitted in partial fulfillment of the requirements for the degree of 
 
 

Doctor of Philosophy 
 

in 
 

Engineering Management 
 
 
 
 
 

Department of Mechanical Engineering 

University of Alberta 
 
 
 
 
 
 
 

  

© Maria Belen Ortiz , 2022 
  



ii 
 

Abstract 
 

Hand hygiene (HH) is critical to decreasing hospital-acquired infections. For this reason, 

healthcare organizations monitor their staff’s HH compliance. IoT-based hand hygiene 

monitoring technologies (HHMTs) are a tool for tracking such compliance. This research 

investigates the integration of quality management systems with systems based on standards 

from the information security field to manage users’ satisfaction with IoT-based HHMTs.  

The management systems integration illustrated in this thesis includes the augmentation of 

an ISO 10001 code system for healthcare worker (HW) satisfaction with ISO/IEC 27701 and 

ISO/IEC 29184 privacy-related subsystems. The integration of an ISO 10004 system to 

measure the satisfaction of HWs with the automated HHMT with subsystems based on ISO 

10001, ISO 10002 and ISO/IEC 30141 is also exemplified through the development and 

validation of an HW satisfaction survey.   

Six satisfaction codes concerning the privacy of HWs using electronic devices for HH 

monitoring were developed, illustrating the augmentation of an ISO 10001 system with an 

ISO/IEC 27701 privacy subsystem. The codes-related resources and their development 

activities were determined, providing examples of an enhancement of the ISO 10001 system 

not only with ISO/IEC 27701 but also with ISO/IEC 29184 for privacy notices and consent. The 

feasibility of the proposed satisfaction codes and related resources was validated by hospital 

managers of a case study hospital (CSH) through a focus group. The codes’ importance for 

HWs was assessed through an electronic survey and online interviews. 

A Privacy Notice (PN) regarding the processing of the personally identifiable information (PII) 

collected through the IoT-based HHMT was developed following the ISO/IEC 29184 guidelines 

using information from the literature and a focus group with members of the HH group at the 

CSH. The resulting PN was validated by technology and privacy specialists. 

Information from the focus group with HH Group members and the literature on HWs’ 

concerns regarding automated HHMTs informed the development of an ISO 10004 HW 

satisfaction survey. The satisfaction questions were mapped against the IoT-based HHMT’s 

components, which were identified through a comparison against the generic IoT systems' 

components detailed in ISO/IEC 30141. Missing questions addressing specific elements of the 

HHMT were added to the questionnaire. Members of the HH group validated the updated 

HW satisfaction survey.     
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The integrated use of augmentative quality standards (i.e., ISO 10001 and 10004) with 

augmentative standards from the information security series (i.e., ISO/IEC 27701 and ISO/IEC 

29184) in healthcare is presented for the first time. Research participants deemed three 

proposed customer satisfaction (CS) codes feasible and meaningful.  An Informed Consent 

Form (ICF) was identified as a critical resource for communicating these codes to HWs and 

their fulfillment. The guidelines of ISO/IEC 29184 can support the implementation of ISO/IEC 

27701 requirements to develop this ICF.   

Establishing the validated ISO 10001 privacy-related satisfaction codes in conjunction with 

the validated ISO/IEC 29184 PN may increase HWs’ trust in automated HHMTs and their 

acceptability. The validated HW satisfaction survey can assess HWs’ perceptions about 

automated HH monitoring, including their satisfaction with the CS codes and the PN.  
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1. Introduction 

1.1. General 

Users' satisfaction with a given technology is critical for its successful implementation. 

Technologies based on the Internet of Things (IoT) are not the exception (Boscart et al., 2008; Meng 

et al., 2019). These technologies have multiple applications in the healthcare context (Laplante et al., 

2018). 

Automated Hand Hygiene Monitoring Technologies (HHMTs) are an example of an IoT application 

used in healthcare (Pong et al., 2018; Boyce et al., 2019; Iversen et al., 2020). In these technologies, 

trained observers, traditionally responsible for monitoring hand hygiene (HH) compliance through 

direct observation, are substituted by sensors (McGuckin and Govednink, 2015), with advantages such 

as collecting an extensive amount of data without the staff time investment (Albright et al., 2018). 

Nevertheless, despite the benefits of IoT-based HHMTs, Healthcare Workers (HWs) have reported 

concerns related to the use and distribution of the information collected using these technologies 

(Boscart et al., 2008; Ellingson et al., 2011; Dyson and Madeo, 2017; Tarantini et al., 2019; Blomgren 

et al., 2021) and the potential negative consequences of their use (Ellingson et al., 2011; Dyson and 

Madeo, 2017; Tarantini et al., 2019; Blomgren et al., 2021). 

Establishing customer satisfaction guarantees may reduce customer perception of the risk of 

utilizing a service (Wirtz et al., 2000; Lee and Khan, 2012; Berry, 2019) and increase customer trust 

(Berry, 2019). In healthcare, users of IoT applications can perceive these applications as less risky and 

be more prone to utilize them if IoT providers establish guarantees (Alraja et al., 2019). ISO 10001 

provides guidelines for the development of customer satisfaction codes that include a guarantee 

(named as "promises" in the standard) and associated stipulations (called "provisions") (ISO, 2018). 

The integration of an ISO 10001 system for a customer satisfaction (CS) code directed to patients 

with subsystems based on other quality management augmentative standards of the ISO 10000 series 

has been covered in previous research (Khan and Karapetrovic, 2013 and 2015; Khan, 2016; Khan et 

al. 2018). However, to my knowledge, no previous study has explored the combination of an ISO 10001 

system with subsystems based on augmentative standards of the ISO 27000 information security 

series in healthcare. In addition, no previous research has illustrated the development of CS 

guarantees for HWs, who can be considered internal customers in healthcare (Bellou, 2010; 

Manolitzas et al., 2014).   

As with customer satisfaction guarantees, the consent process also increases users’ trust (Bosua 

et al., 2017), especially in the IoT context (Boonstra et al., 2018). For consent to be valid, it has to be 

"informed," which implies that before providing their affirmative response, users must receive correct, 
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complete, clear and understandable information that allows them to comprehend what they are 

consenting to (Allhoff and Henschke, 2018; Koolen, 2021). This information is communicated to users 

in the form of privacy policies (Spiekermann and Cranor, 2009), notices (Spiekermann and Cranor, 

2009) and notifications (Spiekermann and Cranor, 2009; Mittelstadt, 2017). 

The ISO/IEC 29184 standard (2020) provides online privacy notices and consent guidelines. Only 

three articles mentioning this standard were found in the literature. Botes and Rossi (2021) present 

an informed consent concept based on comics for genome research involving Indigenous populations. 

These authors point out that ISO/IEC 29184 identifies visual layouts as options to provide information 

to PII principals, as these authors suggest in their proposed solution. Pandit and Krog (2021) contrast 

the ISO/IEC 29184 requirements for privacy notices against those included in the General Data 

Protection Regulation. Jesus and Pandit (2022) discuss the advantages and characteristics of “consent 

receipts”. These authors connect the “consent receipt” with ISO/IEC 29184 by pointing out that this 

privacy-related standard mention the use of “machine-readable records of consent.” However, to my 

knowledge, no article has shown an example of the application of the ISO/IEC 29184 standard to 

develop a privacy notice (PN).   

Previous research on the combined use of augmentative standards of the ISO 10000 series in 

healthcare includes the integration of an ISO 10004 customer satisfaction (CS) measurement system 

with systems based on ISO 10001 (Khan, 2016; Fernandez-Ruiz et al., 2017; Khan et al., 2018) and ISO 

10002 (Khan and Karapetrovic, 2014; Khan, 2016; Khan et al., 2018). However, to the best of my 

knowledge, no previous research has investigated the enhancement of an ISO 10004 CS measurement 

system with the guidance of an augmentative standard outside the ISO 10000 series.  

This thesis presents the development and validation of a model for an IMS to support an IoT-

based HHMT. Chapter 4 discusses the characteristics of the IMS (e.g., objectives and scope) and 

presents the proposed model. Three main components form this model: (1) an ISO 10001 HW-HH-PC 

subsystem that includes a set of CS codes, among other elements, such as performance indicators and 

related resources, (2) an ISO/IEC 29184 PN, and (3) an ISO 10004 HW satisfaction survey. The 

development and validation of each of these three components are discussed in Chapters 5, 6 and 7, 

respectively.    

The development and validation of six CS codes and activities to prepare the required resources, 

illustrating the integration of an ISO 10001 system with a privacy subsystem based on ISO/IEC 

27701:2019, which is in turn enhanced with the guidelines of ISO/IEC 29184:2020 for establishing PNs 

are discussed in Chapter 5. The proposed codes deal with the privacy-related concerns of HWs using 

electronic devices to monitor HH. The development and validation of a PN regarding the processing 
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of automated HHMT-collected personally identifiable information (PII) following ISO/IEC 29184 

guidelines are shown in Chapter 6. The development and validation of an HW satisfaction survey that 

illustrates the integrated use of ISO 10004:2018, ISO 10002:2018 and ISO 10001:2018 and ISO/IEC 

30141:2018 within an underlying framework from ISO/IEC 20000-1:2018 for information technology 

service are covered in Chapter 7.   

1.2. Thesis organization 

Chapter 2 presents a literature review on IoT in healthcare, the advantages and limitations of IoT-

based HHMTs, the concerns of HWs regarding these technologies, the use of ISO standards to support 

different aspects of IoT-based technologies, the integration of management systems based on quality 

and information security standards, and previous applications of privacy-related ISO standards.  

Chapter 3 describes the research methodology. 

Chapter 4 presents a model for an integrated management system (IMS) to support the 

implementation of an automated HHMT. The scope, components, resources and interested parties of 

this IMS are discussed. The design and validation of each subsystem of the model presented in this 

chapter are covered in Chapters 5, 6 and 7. 

Chapter 5 details the design and validation of an ISO 10001 HW-HH-PC system, including six 

examples of privacy-related CS codes and remaining elements, such as the external communication 

plan and related resources. Examples of activities related to the development of code-related 

resources illustrating the integration of ISO 10001, ISO/IEC 27701 and ISO/IEC 29184 are presented. 

The validation results of the feasibility of the proposed HW-HH-PCs and other ISO 10001 system 

components with PII processors are shown. The validation results of the perceived importance of 

these codes and resources to HWs are also discussed.       

Chapter 6 describes the design and validation of a PN regarding the use of the PII collected 

through an automated HHMT that follows the ISO/IEC 29184 guidelines. The results of the validation 

of this PN with technology and privacy specialists are discussed, including modifications and additions 

to the ISO/IEC 29184 guidelines.    

Chapter 7 presents the design and validation of an HW satisfaction survey that follows the 

guidelines of ISO 10004 and illustrates the integration with ISO 10001, ISO 10002 and ISO/IEC 30141. 

The validation results of this HW satisfaction survey with PII processors and PII controllers are 

explained. 

Chapter 8 details the conclusions of the overall research, including the contributions, limitations 

and recommendations for future research.  
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1.3. Motivation 

Four academic factors motivate this research. First, there is a lack of studies on the integration 

of augmentative quality systems with the systems based on augmentative standards from other fields, 

such as information security, in healthcare. Vargas-Villarroel (2015) proposed an electronic integrative 

augmentation model for the implementation of an ISO 10008 system enhanced with ISO 10001, ISO 

10002, ISO 10004 and ISO/IEC 27001 subsystems. However, this implementation took place in a 

university course. To the best of my knowledge, no previous studies have shown an integrative 

augmentation of customer satisfaction management systems based on ISO 10000 standards with 

privacy-related management systems (MSs) following ISO/IEC 27701 and ISO/IEC 29184 in the 

healthcare context.    

Second, although there are examples of customer satisfaction guarantees implemented in the 

healthcare context (e.g., Courneya et al., 2013; Thomassen et al., 2014; Khan and Karapetrovic, 2015; 

Franklin, 2018), all these guarantees are directed to patients. Therefore, to the best of my knowledge, 

this thesis is the first to explore the development and validation of customer satisfaction (CS) 

guarantees for HWs, who can be considered internal customers in healthcare (Bellou, 2010; 

Manolitzas et al., 2014). 

Third, there is a lack of research on the use of ISO CS standards to manage user satisfaction with 

IoT systems. Authors have investigated the application of ISO MS standards to support multiple 

aspects of IoT systems, including, among others, risk management (e.g., Garcia et al., 2019; Pacaiova 

and Nagyova, 2019), asset management (Villar-Fidalgo et al., 2018) and information security 

management (e.g., Danielis et al., 2020; Prodanoff et al., 2021). However, to the best of my knowledge, 

this study is the first to explore the application of standards from the ISO 10000 series to support IoT 

users’ satisfaction.    

The fourth academic reason is the publication of the privacy-related ISO/IEC 27701 and ISO/IEC 

29184 standards, whose use has not been extensively explored in the literature yet. Thus, only one 

study (Fadhil and Hidayat, 2021) illustrating the application of ISO/IEC 27701 for managing the privacy 

of driver data collected through a SMART card was found. Regarding ISO/IEC 29184:2020, no article 

demonstrating the application of this standard was identified. Therefore, to the best of my knowledge, 

this study is the first to present an application of ISO/IEC 29184:2020 and its combined use with 

ISO/IEC 27701.      

Two factors motivate this research from a practical perspective. First, automated HHMTs are an 

alternative to overcome the limitations of direct observation (WHO, 2009; Conway, 2016; Benudis et 

al., 2019). However, HWs can be concerned about their lack of knowledge regarding the processing of 
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the collected data in these technologies (Boscart et al., 2008, Ellingson et al., 2011; Tarantini et al., 

2019). They have also mentioned concerns about the potential negative consequences of sharing the 

automated HHMT-collected data (Ellingson et al., 2011; Dyson and Madeo, 2017; Tarantini et al., 2019; 

Blomgren et al., 2021). The establishment of the proposed HW-HH-PCs combined with a clear PN may 

increase HWs’ trust in automated HHMTs and, therefore, increase their acceptability, which is 

essential for their successful implementation in healthcare organizations (Boscart et al., 2008; Meng 

et al., 2019). Second, I have access to a case study hospital that has conducted a pilot study on the 

implementation of an automated HHMT. This hospital’s staff can help validate the components of the 

proposed model for an integrated management system (IMS) to support an automated HHMT.  

 

1.4.  Objectives 

This research study aims to develop and validate a model for an IMS to support an IoT-based 

HHMT. The scope of this model includes an ISO 10001 HW-HH-PC subsystem,  an ISO/IEC 29184 PN 

and an ISO 10004 HW satisfaction survey. Each of these components is addressed by each of the 

following three research objectives (i.e., RO.1, RO.2, RO.3):    

RO.1. Develop and validate healthcare workers’ hand hygiene privacy codes (HW-HH-PCs), 

related resources and supporting processes that illustrate the integration of ISO 10001, ISO/IEC 27701 

and ISO/IEC 29184 and deal with the use of automated HHMTs. 

RO.1.1. Develop HW-HH-PCs that deal with HCWs’ concerns regarding automated HHMTs, 

following the guidelines of ISO 10001 enhanced with ISO/IEC 27701 and ISO/IEC 29184 

provisions.  

RO.1.2. Validate the feasibility of the proposed HW-HH-PCs, related resources and supporting 

processes with PII controllers and processors of a case study hospital (CSH).    

RO.1.3. Validate the perceived importance of the proposed HW-HH-PCs with PII principals of a 

CSH.   

RO.1.4. Validate the suitability of the related resources and supporting processes with PII 

principals of a CSH. 

RO.1.5. Propose improvements for the HW-HH-PCs, related resources and supporting processes 

based on the information gathered from PII controllers, processors and principals. 

RO.2. Develop and validate an ISO/IEC 29184 PN regarding the use of personally identifiable 

information (PII) collected through an automated HHMT, which is a resource for the ISO 10001 HW-

HH-PC system. 
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RO.2.1. Develop a PN regarding the processing of PII collected by an automated HHMT following 

and adjusting the guidelines of ISO/IEC 29184.  

RO.2.2. Validate the PN with PII controllers and PII processors of a CSH. 

RO.2.3. Propose improvements for the PN based on the information gathered.      

RO.3. Develop and validate a survey to measure and monitor HW satisfaction with an automated 

HHM service that illustrates the integration of ISO 10004, ISO 10001, ISO 10002 and ISO/IEC 30141.  

RO.3.1. Validate the service and organization characteristics that may affect the satisfaction of 

HWs regarding automated HH monitoring with PII controllers and processors at the CSH. 

RO.3.2. Develop an HW satisfaction questionnaire following the guidelines of ISO 10004. 

RO.3.3. Map the components of IoT-based HHMTs against the elements of IoT systems 

identified in the  “Reference Architecture - system deployment view” presented in ISO/IEC 

30141.  

RO.3.4. Map the HW satisfaction questions against the HHMTs’ components that allow HWs to 

interact with the HHMT to verify the inclusion of inquiries related to these components.  

RO.3.5. Validate the HW satisfaction survey with PII controllers and processors.   

RO.3.6. Propose improvements for the HW satisfaction survey. 
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2. Literature Review 

2.1. Introduction 

In this chapter, a literature review is presented. The first part of this chapter provides background 

information regarding definitions of the concept of the Internet of Things (section 2.2), examples of 

applications of IoT in the healthcare context (section 2.3), and users’ privacy-related concerns 

regarding these applications (section 2.4). The second part presents the benefits and limitations of 

automated HH monitoring (section 2.5) and HWs’ concerns about IoT-based HHMTs (section 2.6). In 

the third part, previous examples of the use of ISO non-technological standards to support different 

aspects of IoT applications are discussed (section 2.7). Previous studies exemplifying the integration 

of MSs based on quality and information security standards (section 2.8) and articles discussing ISO 

privacy-related standards (section 2.9) are then analyzed.  

The first four sections (i.e., sections 2.2 to 2.5) focus on the general scope and motivation for the 

research. Diverse methods were used to gather information for these sections, including the snowball 

research method and a standardized search.   

The keywords search method was used for sections 2.6, 2.7, 2.8 and 2.9. Table 2.1 shows the 

databases and keywords used, the search dates, and the number of articles from each search included 

in this thesis. For sections 2.6 and 2.8, the results obtained through the keywords search method were 

complemented with articles obtained through the snowball method, as seen in Table 2.1. The last 

literature update for sections 2.6, 2.7, 2.8, and 2.9 was conducted in May 2022.  
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Table 2.1: Literature Review Methodology 

 
 

Literature Review Topics 

Section 2.6:  
HHMTs Acceptability 

Section 2.7:  
ISO standards and IoT 

Section 2.8: 
Integration of Standardized MSs 

Section 2.9: 
ISO privacy-related standards 

Search method Keywords and Snowball Keywords Keywords and Snowball Keywords 

Databases ABI Inform, Scopus, Web of 
science, and Compendex. 

ABI Inform, Scopus, Web of science, 
and Compendex. 

ABI Inform, Scopus, Web of science, Emerald 
Insight and Compendex. 

ABI Inform, Scopus, Web of science, 
Emerald Insight and Compendex. 

 
 
 
Keywords  

For hand hygiene: 
"handwash*", "hand wash*", 
"hand hygiene" 
 
For the automated 
technology: "automated", 
"electronic" AND "system*", 
"monitor*" 
 
For the users’ views: 
"acceptability", "usability", 
"concerns", "perceptions", 
"attitudes" 

For ISO standards: “ISO” 
 
For IoT: “Internet of Things,” “IoT,” 
“IOT,” “Radio frequency 
identification” and “RFID”, “wireless 
network systems,” “real-time 
location systems,” “RTLS”, and 
“Industry 4.0”. 

For integration: “integrat*”, “combin*”, 
“incorporat*”, “amalgam*”, “mix*”, “assimilat*”, 
"together", “embedd* 
 
For ISO standards: "ISO 10001" OR "ISO 10002" 
OR "ISO 10004" OR "ISO 20000" OR "ISO/IEC 
20000" OR "ISO 27001" OR "ISO/IEC 27001" OR 
"ISO 29100" OR "ISO/IEC 29100" OR "ISO 27701" 
OR "ISO/IEC 27701" 

For privacy-related ISO standards: "ISO 
27701" OR "ISO/IEC 27701" OR "ISO 
29184" OR "ISO/IEC 29184" OR "ISO 
27022" OR "ISO/IEC 27022" 

First review – date February 2022 July 2019 July 2019 January 2022 

First review - # articles 
included 

9 29 11 7 

First review - # articles 
included from snowball 

2 - 6 - 

Second review – date May 2022 May 2021 January 2022 May 2022 

Second review - # 
articles included 

0 24 8 3 

Third review – date  January 2022 May 2022  
Third review - # articles 
included 

 10 0  

Fourth review – date  May 2022   
Fourth review - # 
articles included 

 3   
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2.2. The concept of the Internet of Things 

Table 2.2 presents descriptions of the Internet of Things (IoT) selected from the literature due to 

their different approach to IoT. The first description presents IoT as a vision, going beyond the 

technology itself to describe the new role of "things" in this paradigm. The second description presents 

an IoT architecture, emphasizing the technical aspects of IoT. The third description, developed by ISO, 

emphasizes the interconnection between "things" that can process and react to information.    

Table 2.2: IoT Descriptions in the Literature 

Reference IoT Descriptions 

CERP-IoT 

(2010) 

"In IoT vision, 'things' become active participants in business, information and social processes, 

where they are enabled to interact and communicate among themselves and with the 

environment by exchanging data and information 'sensed' about the environment, while 

reacting autonomously to the 'real/physical' world events..." 

Xu et al. (2014) The IoT four-layered architecture includes a sensing layer, a networking layer, a service layer, 

and an interface layer. 

ISO/IEC 20924, 

clause 3.2.4 

(2021) 

IoT is an "infrastructure of interconnected entities, people, systems and information resources 

together with services which processes and reacts to information from the physical world and 

virtual world." 

 
 
2.3. IoT in Healthcare 

 

Laplante et al. (2018) identified three use cases of IoT technology applications in the healthcare 

domain: “tracking humans”, “tracking things”, and “tracking humans and things”.   

Table 2.3 shows examples of IoT applications found in the literature for the first and second use 

cases. The "tracking humans" use case was further divided into patient-data gathering and tracking of 

humans' location. This classification is important due to the nature of the data tracked. 

 

Table 2.3: Examples of IoT Applications in the Healthcare Domain 

Use Cases Examples of Applications 

1. Tracking 

Humans 

 

1.1. Patient-

data 

gathering 

• A personal physiological monitor for extreme environments (Montgomery et al., 2004) 

• A prototype of a combined hardware and software platform for medical sensor (pulse 

oximeter, electrocardiograph and motion sensor) networks: CodeBlue (Shnayder et al., 2005) 

• A pervasive medical supervision system based on the wireless sensor network: oximetry, heart 

rate, blood pressure and patient's video/picture (Zhou et al., 2007) 

• Fall-detection systems (Leijdekkers et al., 2007; Wang et al., 2008) 
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Table 2.3: Examples of IoT Applications in the Healthcare Domain (Continued) 
 

Use Cases Examples of Applications 

1.2. Tracking 

human's 

physical 

location 

• Location-based services for elderly and disabled people (Marco et al., 2008) 

• Indoor wayfinding system based on passive RFID for individuals with cognitive impairments 

(Chang et al., 2008) 

• Ultrasonic 3D tag system for monitoring elderly location in a nursing home (Hori & Nishida, 2005) 

• A prototype of a home-wireless passive positioning system for elderly healthcare at a primary 

care center and a residential home (Yan et al., 2008) 

 2. Tracking 

things 

• WLAN-based Real-time Asset Tracking System (Youn et al., 2007) 

• Monitor the usage and condition of supplies and medical equipment. (Kaur et al., 2013)   

• Location tracking of medical equipment  (Kaur et al., 2013) (Laplante et al., 2018) 

• Smart medicine shelf based on RFID for drugs inventory management (Ng et al., 2006) 

 

2.4. Users' Privacy Concerns about IoT Applications in Healthcare 

Privacy has been identified as a significant factor influencing users’ willingness to adopt IoT 

systems in healthcare (Pal et al., 2018; Alaiad and Zhou, 2017; Alraja et al., 2019; Auepanwiriyakul et 

al., 2020; Lowens et al., 2017; Cohen et al., 2017; Boonstra et al., 2018). Users of IoT applications for 

healthcare have reported concerns about the privacy and security of their data (Pal et al., 2018), 

including concerns about potential adverse effects of information disclosure (Alaiad and Zhou, 2017), 

data ownership (Lowens et al., 2017), health data anonymity (Pal et al., 2018), as well as, doubts about 

the data collection purposes  (Boonstra et al., 2018).   

Authors such as Alraja et al. (2019) and Boonstra et al. (2018) have suggested actions that IoT 

providers should take to mitigate these privacy concerns. The importance of clear and transparent 

privacy policies regarding information processing has been emphasized (Alaiad and Zhou, 2017; 

Lowens et al., 2017). Alraja et al. (2019) pointed out that users of IoT applications in the healthcare 

context can perceive these applications as less risky and be more prone to use them if IoT providers 

establish guarantees. According to Boonstra et al. (2018), the consent process can play an essential 

role in mitigating concerns around data collection purposes by including an explicit description of 

these purposes.   

Providing users with choices is another way to mitigate their privacy-related concerns associated 

with using IoT applications in healthcare (Birchley et al., 2017; Grant et al., 2019). These choices can 

be related to what data users are willing to share (Birchley et al., 2017), where data should be stored 

(Birchley et al., 2017), and when they would like to turn the system off (Grant et al., 2019). 

 

 

 



11 
 

2.5. Hand Hygiene Monitoring: an IoT Application in Healthcare 

"Hand hygiene monitoring" (e.g., Boscart et al., 2010; Ellingson et al., 2011; Boyce et al., 2019) is 

another important application of IoT in the healthcare context (Pong et al., 2018; Boyce et al., 2019; 

Iversen et al., 2020).  

Direct observation by trained observers is considered the "gold standard" for assessing hand 

hygiene compliance (Boyce, 2008; Sax et al., 2009; Tarantini et al., 2019). In this method, trained hand 

hygiene reviewers observe and record healthcare workers' hand hygiene practices following the "My 

five moments for hand hygiene" approach (Sax et al., 2007), adopted in the WHO guidelines for hand 

hygiene in healthcare (2009). According to this approach, healthcare workers must perform hand 

hygiene at five moments ("before touching a patient," "before a clean/aseptic procedure," "after body 

fluid exposure risk," "after touching a patient," and "after touching patients surroundings") to avoid 

microbiological transmission during the care process (WHO, 2009).   Each one of these five moments 

constitutes a HH opportunity (Conway, 2016).  

Although direct observation is the standard for HH monitoring, it has several limitations. Direct 

observation requires a high investment in staff hours (WHO, 2009; Conway, 2016; Meng et al., 2019); 

does not provide information in real time (Benudis et al., 2019); is subject to human error (Conway, 

2016; Benudis et al., 2019); and is prone to biases, including the Hawthorne effect for which the 

presence of an observer induces healthcare workers to modify their HH behaviour (WHO, 2009; 

Conway, 2016; Kovacs-Litman et al., 2016), observer bias that causes differences among the data 

collected by different observers due to a dissimilar understanding and application of the observation 

method  (WHO, 2009), and selection bias that causes that the HH compliance rate from the selected 

sample does not reflect the accurate compliance level of the population (WHO, 2009) 

Automated hand hygiene monitoring technologies (HHMTs) are an alternative to overcome the 

limitations of direct observation. These technologies "replace human observers with electronic 

sensors" (McGuckin & Govednink, 2015), allowing the provision of detailed real-time information 

(WHO, 2009; Conway, 2016; Benudis et al., 2019), eliminating observer and selection bias, and 

potentially reducing observation bias (WHO, 2009).  

Automated HHMTs are designed to detect when a healthcare worker enters a patient zone (i.e., 

a HH opportunity), identify when hand hygiene is performed (i.e., a HH action), and remind HWs to 

perform HH if needed (Ferenc, 2012; McGuckin & Govednink, 2015; Conway, 2016). These 

technologies calculate HH compliance by dividing the number of HH actions by the number of HH 

opportunities in a given period (Conway, 2016). They can report these results to supervisors (i.e., team 
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or individual performance), coworkers, HWs themselves, and patients (McGuckin & Govednink, 2015; 

Conway, 2016). 

Automated HH monitoring can be conceptualized as a service, using the term “service” in the 

sense of the definition provided in ISO/IEC 20000-1:2018. Thus, the automated HHMT, combined with 

other “service components” (ISO/IEC 20000-1: 2018, clause 3.2.18), such as information, 

documentation and supporting services, is, in this case, the automated hand hygiene monitoring 

(HHM) service. 

  

2.6. Acceptability of automated HHMTs by healthcare workers 

Previous studies explored the acceptability of automated HHMTs by healthcare workers (Boscart 

et al., 2008; Levchenko et al., 2009; Ellingson et al., 2011; Levchenko et al., 2014; Al Salman et al., 

2015; Dyson and Madeo, 2017; Benudis et al., 2019; Tarantini et al. 2019; Blomgren et al., 2021; 

Druckerman et al., 2021; Kelly et al., 2021).  

The HWs' concerns about automated HHMTs found in the literature were classified into eight 

groups using an “Affinity Diagram” (Stockhoff, 2017). The affinity process aims to categorize multiple 

items into "meaningful groups" (Stockhoff, 2017). The steps followed to create this affinity diagram 

were: 

• The concerns about automated HHMTs found in the eleven relevant papers identified in the 

literature review were recorded on digital adhesive notes. The article number was recorded at 

the top of the digital sticky note. 

• The uncategorized concerns were displayed on a digital whiteboard (Jamboard).  

• Concerns were arranged into categories of "like issues" (Stockhoff, 2017). 

• Some large groups were broken into smaller ones (e.g., category 1: physical characteristics of 

wearable devices was broken into wearable devices' size and weight). 

• A title was assigned to each category. 

• Groups were moved into an organized affinity diagram. 

Figure 2.1 and Figure 2.2 present the Affinity Diagram with digital adhesive notes showing 

quotations of the concerns found in the articles and the final Affinity Diagram, respectively. 
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Figure 2.1: Preliminary Affinity Diagram: HWs’ Concerns about Automated HHMTs (1/2) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Paper # Citation Paper # Citation

1 Boscart et al. (2008) 7 Benudis et al. (2019)

2 Levchenko et al. (2009) 8 Tarantini et al. (2019)

3 Ellingson et al. (2011) 9 Blomgren et al. (2021)

4 Levchenko et al. (2014) 10 Druckerman et al. (2021)

5 Al Salman et al. (2015) 11 Kelly et al. (2021)

6 Dyson & Madeo (2017)

2.2. Reminder duration 1.1. Size 2.1. Type of reminder 2.3. Reminder timing 2.4. Reminders quantity 1.2. Weight 

Paper 1                                                                                     

Most participants 

indicated that the 

"[wearable] device 

needed to be 

smaller and 

lighter..." 

Paper 2                                                                                       

"Participant 

nurses provided 

positive feedback 

in regards to the 

size and weight of 

the wearable gel 

dispenser and the 

wearable 

monitors." 

Paper 1                                                                                     

Most participants 

indicated that the 

"[wearable] device 

needed to be 

smaller and 

lighter..." 

Paper 1                                                                                                  

"Auditory and visual 

prompting signals 

were perceived as 

potentially disturbing 

to both the 

healthcare workers 

and patients..." 

Paper 2                                                                                                             

"Participants provided 

some suggestions as to 

the level and duration 

of the reminding 

signal..." 

Paper 1                                                                                                                

"One physician would 

like to be reminded 

every 15 s until a 

response is 

received..." 

Paper 1                                                                                                                 

"Seven staff would like 

to have only one 

reminder signal, while 

the other seven would 

prefer up to two 

reminder signals." 

Paper 5                                                                                       

Some HCWs regarded 

the system "as a way 

and pretext used by 

management "to 

monitor them" and 

to "spy on them" and 

perceived it as an 

invasion of privacy." Paper 2                                                                                       

"Participant 

nurses provided 

positive feedback 

in regards to the 

size and weight of 

the wearable gel 

dispenser and the 

wearable 

monitors." 

Paper 6                                                                                                 

Practitioners 

considered that "the 

time from entering 

the room to the 

badge showing red 

was unreasonably 

short." 

Paper 4                                                                                                 

A nurse indicated that 

she would "prefer an 

audible tone rather 

than the vibration as 

an HH prompt." 

Paper 6                                                                                       

"Practitioners 

acknowledged the 

value of the system 

but expressed 

reluctance in being 

monitored." 

Paper 7                                                                                                

"Some HCWs 

reported that the 

physical 

appearance and 

size of the device 

were barriers to 

its acceptance." 

Paper 7                                                                                             

More than half of the 

participants "believed 

that the technology 

... would make them 

feel like “Big 

Brother” was 

watching." 

Paper 8                                                                                               

Some HCWs 

explained that "the 

principle of being 

"tagged" promoted 

the feeling of being 

watched and 

controlled by their 

superiors." 

1. Physical characteristics of wearable devices 2. Characteristics of reminders 3. Personal Privacy  
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 Figure 2.1: Preliminary Affinity Diagram: HWs’ Concerns about Automated HHMTs (2/2) 

 

 

 

 

 

Paper # Citation Paper # Citation

1 Boscart et al. (2008) 7 Benudis et al. (2019)

2 Levchenko et al. (2009) 8 Tarantini et al. (2019)

3 Ellingson et al. (2011) 9 Blomgren et al. (2021)

4 Levchenko et al. (2014) 10 Druckerman et al. (2021)

5 Al Salman et al. (2015) 11 Kelly et al. (2021)

6 Dyson & Madeo (2017)

5.  Lack of knowledge about the processing of collected data 

Paper 1                                                                                     

"Before they 

would embrace 

the use of the 

device, staff need 

to know what 

data would be 

collected..." 

5.1. What data 5.2. How it is used 5.3. Who can access it 

Paper 1                                                                                     

"Before they would 

embrace the use of 

the device, staff need 

to know... who 

would have access 

to data..." 

Paper 1                                                                                     

"Before they would 

embrace the use of 

the device, staff 

need to know...what 

the data would be 

used for..." 

Paper 3                  

Participants reported 

that their discomfort 

with the system was 

caused by "not 

having enough 

information." E.g., 

they wanted to know 

who would have 

access to the data. 

Paper 8                  

"The lack of 

information initially 

given to the HCWs is 

likely to play a role 

in their acceptance 

of the devices, 

especially regarding 

… and the fear of 

repressive use on 

HCWs." 

6.   Individual data  
     reporting 

Paper 1                                                                                                   
“Participants opted for 
a system where they 
would be given the 

right to individually 
share the performance 

feedback with 
management.” 

Paper 2                                                                                                  

“Participants were 

interested in comparing 

their personal data to 

the overall data..” 

Paper 9                                                                                                 
“Receiving evaluation 

in accordance to 
adherence on an 

individual level was 
unacceptable to 

HCWs…” “Having data 
collected and presented 

on a group level was 
considered a better 

solution…” 

Paper 6                                                                                                  
“There was agreement 
that group data would 

be more acceptable 
than individual data…” 

Paper 3                                                                                                  

"The majority of 

frontline respondents 

felt that frontline HCP 

should be the primary 

recipients of the data." 

7. Disciplinary use 
of data 

Paper 3                    

"... The most 

commonly cited 

factors influencing 

comfort were...and 

the potential use of 

the data for 

punitive purposes."                                                                             

Paper 6                    

Some HCWs "were 

concerned that 

sharing data would 

lead to criticism or 

other undesirable 

outcomes."   

Paper 8                      

"The lack of 

information initially 

given to the HCWs is 

likely to play a role 

in their acceptance 

of the devices, 

especially regarding 

… and the fear of 

repressive use on 

HCWs." 

Paper 9  
    “The thought of 
individual reprisals 

was a concern 
expressed by several 

HCWs.”                  

Paper 3                                                                                          

"...The most commonly 

cited factors influencing 

comfort were accuracy 

of data produced by the 

devices (including 

situational context that 

could not be accounted 

for by sensors)..." 

4. Technology accuracy 

Paper 6                                                                                          

All practitioners 

interviewed agreed that 

the "system was not yet 

accurate." One of the 

reasons cited for this 

was "the limited 

intelligence of the 

system". 

Paper 7                                                                                                    

"Free text comments on 

the post-

implementation survey 

indicated concerns 

about the accuracy and 

validity of the data." 

Paper 10  
"Inaccuracy was the 

most frequent thematic 
concern…” 

Paper 11 
Some HCWs reported 

accuracy problems (e.g., 
“false hand hygiene 

opportunities registered 
by the EMS when the 

health worker moved at 
the periphery of the 

patient zone.”) 

8. Interference to the 
care process 

Paper 6                                                                                          
Some HCWs expressed 

“irritation” and 
“frustration” with the 
system. E.g., a HCW 

stated: “It bleeps all of 
the time. It is a 

nuisance… irritating at 
the moment… it is 
irritating. It causes 

concern.” 
 

Paper 7 
“A small minority felt 
comfortable using the 

bracelets, and the 
proportion that claimed 

the bracelet did not 
impact their ability to 

perform care had 
decreased to one-

quarter.” 
 

Paper 10 
“The second most 
frequent thematic 

concern was distraction 
or interruption of 

workflow.” 
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Figure 2.2: Final Affinity Diagram: HWs’ Concerns about Automated HHMTs 
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Table 2.4 shows the description of each of the eight topics identified in the Affinity Diagram. 

Table 2.4: Description of HWs’ Concerns about Automated HHMTs 

Concern Description 

Topic 1: Physical 
characteristics of 
wearable devices 

Healthcare workers (HWs) reported that the wearable devices' physical form and size could decrease the 
system acceptance (Benudis et al., 2019). They want wearable devices to be small and light to not interfere 
with their tasks (Boscart et al., 2008; Levchenko et al., 2009). 

Topic 2: 
Characteristics of 
reminders 

Most HWs preferred vibrating alerts instead of light or auditory cues (Boscart et al., 2008). However, some 
were concerned about these vibrations' potential adverse health effects (Al Salman et al., 2015). HWs have 
various opinions about the time, number, frequency and duration of reminders (Boscart et al., 2008; 
Levchenko et al., 2009; Dyson and Madeo, 2017).  

Topic 3: Personal 
privacy 

HWs expressed their concern about being "watched" (Tarantini et al., 2019), "monitored" (Dyson and 
Madeo, 2017) and "controlled" (Tarantini et al., 2019) by management. Some HCWs reported being worried 
about their superiors implementing these technologies to "spy on them" (Al Salman et al., 2015) and 
considered their use an "invasion of privacy" (Al Salman et al., 2015). 

Topic 4:  
Technology 
accuracy 

One of the most common HWs' concerns about automated HHMTs is the accuracy of the data collected 
(Ellingson et al., 2011; Dyson and Madeo, 2017; Larson et al., 2018; Benudis et al., 2019; Druckerman et al., 
2021; Kelly et al., 2021). Most of these concerns are related to the technology's inability to identify HH 
opportunities accurately (Ellingson et al., 2011; Dyson and Madeo, 2017; Kelly et al., 2021).  

Topic 5:  Lack of 
knowledge about 
the processing of 
the collected data  

HWs reported being concerned about their lack of knowledge about the technology and how it will be used 
(Boscart et al., 2008; Ellingson et al., 2011; Tarantini et al., 2019). Before accepting these technologies, HWs 
want to have precise information about the type of data to be collected (Boscart et al., 2008), who will be 
the recipients of this data (Boscart et al., 2008; Ellingson et al., 2011), and what will be its use (Boscart et 
al., 2008; Tarantini et al., 2019).  

Topic 6: Individual 
data reporting 

Most HWs want to receive reports with their own HH compliance data (Boscart et al., 2008; Ellingson et al., 
2011; Dyson and Madeo, 2017). Some HWs want to receive their HH compliance data compared with their 
coworkers' aggregated data (Boscart et al., 2008; Levchenko et al., 2009). HWs prefer aggregated data over 
data reported on an individual level (Dyson & Madeo, 2017; Blomgren et al., 2021). HWs wanted a system 
that would allow them to share their individual performance data with their managers (Boscart et al., 2008).   

Topic 7: Disciplinary 
use of data 

Some HWs were concerned that management might use the data collected through the automated HHMT 
for "punitive purposes" (Ellingson et al., 2011) and that “sharing data would lead to criticism or other 
undesirable outcomes" (Dyson and Madeo, 2017), such as “individual reprisals” (Blomgren et al., 2021). 

Topic 8: 
Interference to the 
care process 

In some studies, HWs were concerned that this technology might negatively impact their tasks (Dyson and 
Madeo, 2017; Benudis et al., 2019; Druckerman et al., 2021). 

 

2.7. IoT and ISO Standards   

Since this research focuses on the relationship between standardized management systems and 

IoT, studies exploring IoT and ISO non-technological standards are analyzed in detail in this section. 

These studies can be classified into two subgroups: 

• Articles that present an IoT application supporting the requirements of an ISO non-technological 

standard (see Table 2.5)   

• Articles that examine ISO non-technological standards supporting a particular aspect of an IoT 

application (see Table 2.6)   
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Table 2.5: IoT Application used to Support the Requirements of an ISO Non-technological Standard 

Aspect supported through the use 
of an IoT application 

ISO non-technological 
standard  

Article Reference 

Risk Management ISO 31000 Ziegler et al. (2016) 

Energy Management ISO 50001 Gamarra et al. (2016)  
Javied et al. (2018)  

Junker & Domann (2017) 
Gomaa et al. (2019) 
Javied et al. (2019) 

Medojevic et al. (2019) 
Laayati et al. (2020) 

Asset Management ISO 55000 González-Prida et al. (2020) 

Environmental Management ISO 14001 Gamarra et al. (2016)  
Medojevic et al. (2019) 

Food Safety Management ISO 22000 Shih & Wang (2016) 

Business Continuity Management ISO 22301 Reuter (2015) 

Quality Management ISO 15189 
ISO 9001 

Nishida et al. (2016)   
Contuzzi et al. (2019) 

Sader et al. (2019) 
Saihi et al. (2021) 

Muruganandham et al. (2022) 

Records Management ISO 15489 Abidin et al. (2020) 

Physical and Environmental security ISO/IEC 27001 
ISO/IEC 27002 

Surantha et al. (2019) 
Simukali et al. (2019) 

Ergonomic Evaluation ISO 11226 Caputo et al. (2019) 

Laboratory management ISO/IEC 17025 Kelebekler (2021) 

 

As shown in Table 2.5, authors have explored the use of an IoT application to fulfill the 

requirements established by ISO non-technological standards, including provisions related to risk 

management, energy management, environmental management, quality management, physical and 

environmental security and ergonomic evaluation.  
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Table 2.6: ISO Non-technological Standards used to Support an IoT Application 

ISO non-
technological 

standard  

Aspect of the IoT application supported by the ISO 
non-technological standard 

Article Reference 

ISO 9241 Usability Shirehjini & Semsar (2017) 
Lanzotti et al. (2018) 

Zarte et al. (2018) 
Wollgast et al. (2019) 

Garcia (2019) 
Elshenaway & Guirguis (2021a) 
Elshenaway & Guirguis (2021b) 

ISO 16355 
ISO 22400 
ISO 12207 

Product/System Development Stansfield & Azmat (2017) 
Hwang et al. (2017) 

Silva et al. (2019) 

ISO 25000 
 
 

ISO 25010 
 
 
 
 

ISO 25040 

System and Software Quality Evaluation Bertrand‐Martinez et al. (2020) 
Hamarash (2021) 

Chiang et al. (2022) 
Arakaki et al. (2020) 

Espineli & Lewis (2021) 
Cedillo et al. (2020) 

Ferreira (2021) 
Klima et al. (2022) 

Niedermaier et al. (2021) 
Valdez et al. (2021) 

ISO 31000 Risk Management Garcia et al. (2018b)  
Garcia et al. (2019)  

Pacaiova & Nagyova (2019)  
Mock et al. (2017) 

ISO 27001 
 

ISO 27799 
ISO 27002 
ISO 27005 

 
 

ISO 27017 
ISO 27037 

 
ISO 27043 

Information Security Management 
 

Information Security Management in Health 
Code of Practice (COP) for Information Security Controls 

Information Security Risk Management  
 

 
COP for Information Security Controls for cloud services 
Guidelines for identification, collection, acquisition and 

preservation of digital evidence 
Incident investigation principles and processes 

Wang & Wu (2010) 
Danielis et al. (2020) 

Prodanoff et al. (2021) 
Huang & Nazir (2020) 

Dorsemaine et al. (2017) 
Esche & Thiel (2015) 
Bakar et al. (2019) 

Schluga et al. (2018) 
Almolhis & Haney (2019) 

 
Kebande & Ray (2016)  
Kebande et al. (2018) 
Sadineni et al. (2019)  
Philomin et al. (2020) 

ISO 29100 Privacy Management Nieto et al. (2017) 
Loukil et al. (2017) 
Cha et al. (2019) 

ISO 30141 IoT Reference Architecture Yuan et al. (2019) 
Apaza-Condori & Castro-Gutierrez (2020) 

Santos et al. (2020) 
Lee et al. (2021) 

ISO 55000 Asset Management Villar-Fidalgo et al. (2018) 

 

As displayed in Table 2.6, authors have investigated the use of ISO non-technological standards 

to support multiple aspects of IoT systems, including usability, development process, quality 

evaluation, risk management, resilience management and asset management.  
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Authors have also explored the use of ISO non-technological standards to support IoT systems' 

information security, an aspect related to the objectives of this research. Wang & Wu (2010) 

investigated an RFID-based power meter system's information security threats and vulnerabilities and 

suggested information security controls based on ISO/IEC 27001. Danielis et al. (2020) presented a 

tool compliant with ISO 27001, ISO 27005 and ISO 31000 to analyze information security risks of IoT 

systems based on the Microsoft STRIDE threat model. Dorsemaine et al. (2017) proposed a new 

method based on information from ISO/IEC 27005 (e.g., threats' definition and examples) to assess 

the threats resulting from incorporating an IoT system into an existing information system. Esche & 

Thiel (2015) presented a method based on the integration of ISO 27005 and ISO 15408 to evaluate the 

risks and threats associated with software embedded in measuring instruments connected to 

networks. Schluga et al. (2018) assessed whether some widely used cloud platforms contemplate the 

information security controls presented in ISO/IEC 27017. 

Information security management includes managing information security incidents (ISO/IEC 

27001, A.16). Authors have investigated the use of ISO non-technological standards to support 

information security incident management in the IoT context, including identifying and acquiring 

digital evidence associated with these incidents (i.e., digital forensics). Authors have proposed models 

based on ISO/IEC 27043 describing the activities involved in the digital forensic process for any IoT 

application (Kebande & Ray, 2016; Sadineni et al., 2019) and for specific applications such as smart 

homes (Philomin et al., 2020). Other authors have presented models that define the activities for IoT 

digital forensics while safeguarding users’ personally identifiable information based on ISO/IEC 27037 

(Almolhis & Haney, 2019) and ISO/IEC 29100 (Nieto et al., 2017). Kebande et al. (2018) presented an 

IoT system architecture with components compliant with ISO/IEC 27043 and ISO/IEC 27017 that allow 

organizations to be ready to identify and collect digital evidence.    

In the specific context of healthcare, Bakar et al. (2019) proposed an “IoT Security Risk Model” 

for the healthcare context, an extension of the risk management process presented in ISO/IEC 27005 

that adds five layers of risk technology evaluations (e.g., authentication, encryption). Prodanoff et al. 

(2021) proposed an architecture for documenting the security and privacy vulnerabilities of mHealth 

Apps that connects these vulnerabilities to the provisions of standards, such as ISO/IEC 27799. Huang 

& Nazir (2020) applied the “Analytic Network Process” methodology to compare the security of various 

alternatives of the Internet of Medical Things using the guidelines of ISO/IEC 27002 along with other 

characteristics found in the literature as the “security criteria” for the comparison.       

Regarding privacy management, authors have studied the privacy principles established in 

ISO/IEC 29100 in the context of the Internet of Things (Loukil et al., 2017; Cha et al., 2019). In these 
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articles, the authors analyze “privacy-preserving techniques” (Loukil et al., 2017) and “privacy-

enhancing technologies” (Cha et al., 2019) for IoT and identify the ISO/IEC 29100 privacy principles 

supported by each of these solutions. For example, Loukil et al. (2017) identified cryptography as a 

“privacy-preserving technique” addressing the eleven privacy principles of ISO/IEC 29100, while Cha 

et al. (2019) described “privacy policies and users’ privacy preferences” as privacy-enhancing 

technologies that support the “Data Minimization” principle of the ISO/IEC 29100 standard. Loukil et 

al. (2017) also identified the ISO/IEC 29100 privacy principles relevant for each stage of the data life 

cycle for IoT applications (i.e., data collection, transmission, storage and processing).    

Table 2.6 also includes the ISO/IEC 30141 standard, which provides a general IoT Reference 

Architecture that can be used as a guide for modelling specific IoT systems architectures. Only four 

articles were identified in the literature related to this standard (Yuan et al., 2019; Apaza-Condori & 

Castro Gutierrez, 2020; Santos et al., 2020; Lee et al., 2021). Authors used the ISO/IEC 30141 guidelines 

to inform the development of architectures for smart homes (Apaza-Condori & Castro Gutierrez, 

2020), industrial IoT systems (Lee et al., 2021) and real-time IoT systems characterized by performing 

under time limits (Yuan et al.,2019). Santos et al. (2020) proposed an architecture for IoT systems 

based on the provisions of the ISO/IEC 30141 standard and the SysADL language.  

The literature summarized in the previous paragraphs shows the following gaps: 

• No article discussing the use of standards from the ISO 10000 series to manage user satisfaction 

with IoT systems was found during this review.  

• Some authors have explored the ISO/IEC 29100 privacy principles in the context of the Internet 

of Things (Loukil et al., 2017; Nieto et al., 2017; Cha et al., 2019). However, to my knowledge, no 

author has investigated the use of the ISO/IEC 27701 standard to establish a system for managing 

the privacy of the IoT-collected information.    

• No article exploring the use of the ISO/IEC 20000-1 standard to manage an IoT-based service was 

found. 

• Although some articles discuss the use of the ISO/IEC 30141 guidelines to develop architectures 

for IoT systems (Yuan et al., 2019; Apaza-Condori & Castro Gutierrez, 2020; Santos et al., 2020; 

Lee et al., 2021), no article has explored the use of these guidelines in combination with quality 

management system standards.  
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2.8. Integration of MSs based on quality and information security standards 

As described in section 2.6, acceptability studies for automated HHMTs report that HWs have 

concerns about the implications of using these systems for their privacy (Ellingson et al., 2011; Al 

Salman et al., 2015; Dyson and Madeo, 2017; Benudis et al., 2019; Tarantini et al., 2019). HWs can be 

worried about their lack of knowledge regarding the processing of the collected data in automated 

HHMTs, namely the specific data to be collected (Boscart et al., 2008), the recipients of this data 

(Boscart et al., 2008, Ellingson et al., 2011) and the way in which the healthcare organization will use 

it (Boscart et al., 2008; Tarantini et al., 2019). The ISO/IEC 30141 standard identifies confidentiality 

(clause 7.2.3) and protection of personally identifiable information (clause 7.2.5) as relevant 

characteristics of IoT systems.  

Due to the reasons mentioned above, ISO and IEC standards dealing with customer satisfaction 

and information/communication technology, respectively, were reviewed to identify relevant 

guidelines to deal with the privacy-related concerns of automated HHMTs users.  

Specific ISO 10000 series standards (ISO 10001, ISO 10002 and ISO 10004) were identified as 

potentially helpful to deal with these concerns. In terms of information and communication 

technology standards, ISO/IEC 20000-1 (Service Management Systems), ISO/IEC 27001 (Information 

Security Management Systems), ISO/IEC 29100 (Privacy Framework) and ISO/IEC 27701 (Privacy 

Management Systems) and ISO/IEC 29184 (Online PNs and Consent) were identified as potentially 

relevant to deal with these privacy-concerns. Once these standards were identified as potentially 

helpful, a literature review was conducted to explore previous research on the combined use of these 

standards. Table 2.7 summarizes the results of this literature review. 

As can be seen in Table 2.7, previous research has explored the integration between ISO/IEC 

20000 SMSs and ISO/IEC 27001 ISMSs (Magnusson & Chou, 2010; Pardo et al., 2016; Boehmer, 2012). 

Other authors have examined the integration between ISO/IEC 20000 SMSs and standardized systems 

(SSs) based on ISO 9001 (Mesquida & Mas, 2015), ISO/IEC 38500 (De la Camara et al., 2012; Maryska 

et al., 2015) and the following standards: ISO/IEC 27001, ISO 9001, ISO 31000 and ISO 21500 (Barafort 

et al., 2016, 2017a, 2017b and 2019). However, no articles about the integration between ISO/IEC 

20000 SMSs and customer satisfaction management systems (CSMs) based on the ISO 10000 series 

standards were found. 

 



22 
 

Table 2.7: Integration of Standardized MSs based on ISO 20000-1, ISO 27701 or ISO 10000 Series 

X X

X X

X X

X X

X X

X X

X X X X X

X X

X X

X X

X X

X X X X X

X X

X X

X X

X X X

X X

X X

X X X

X X X

X X

X X

X X

X X

Standards

Management Systems Customer Satisfaction Guidance Privacy-related

Pardo et al. (2016)

Boehmer (2012)

ISO 29100 GDPR PIPAISO 10004 ISO 10008 ISO 31000 ISO 21500ISO/IEC 27701 ISO/IEC 38500 ISO 10001 ISO 10002 ISO 10003ISO/IEC 27001 ISO 9001

Diamantopoulou et al. (2020)

Lin et al. (2013)

Khan & Karapetrovic (2014) 

Khan & Karapetrovic (2015)

Khan (2016) 

Fernandez-Ruiz et al. (2017)

Fernandez-Ruiz et al. (2017)

Fernandez-Ruiz et al. (2017) 

ISO/IEC 20000

References

Khan et al. (2018)

Garcia et al. (2018a)

Gaspar & Popescu (2018)

Maryska et al. (2015)

Hughes & Karapetrovic (2006)

Karapetrovic & Doucette (2009)

Karapetrovic (2010) 

Vargas-Villarroel (2015)

Khan & Karapetrovic (2013)

Barafort et al. (2016, 2017a, 2017b, 2019)

Fadhil & Hidayat (2021)

Mesquida & Mas (2015)

de la Cámara et al. (2012)

Magnusson & Chou (2010)
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As shown in Table 2.7, five articles related to integrated privacy-related management systems 

were found in the literature. Three of these articles discuss the enhancement of an ISO/IEC 27001 

ISMS with non-ISO privacy-related guidelines: the General Data Protection Regulation (Gaspar & 

Popescu, 2018; Diamantopoulou et al., 2020) and the Personal Information Protection Act (Lin et al., 

2013). The other two articles explore the enhancement of an ISO/IEC 27001 ISMS with ISO privacy-

related guidelines. In the first article, Garcia et al. (2018a) propose a “personal data protection 

maturity model” based on ISO/IEC 27001 and the privacy framework provided in ISO/IEC 29100 for 

the microfinance sector. The second article (Fadhil & Hidayat, 2021) is, to my knowledge, the only one 

that examines the integration between an ISO/IEC 27001 ISMS and an ISO/IEC 27701 privacy 

management system. No articles were found in the literature exploring the integration between an 

ISO/IEC 27701 privacy management system and a CSMS based on the ISO 10000 series standards. 

Regarding research on the integration of augmentative quality systems in healthcare, Table 2.7 

shows seven examples found in the literature based on different combinations of the ISO 10000 

standards:  

- ISO 10001 - ISO 10002 (Khan and Karapetrovic, 2013 and 2015);  

- ISO 10002 - ISO 10004 (Khan and Karapetrovic, 2014);  

- ISO 10002 - ISO 10003 (Fernandez-Ruiz et al., 2017); 

- ISO 10004 – ISO 10001 (Fernandez-Ruiz et al., 2017);  

- ISO 10001 - ISO 10002 - ISO 10004 (Khan, 2016; Khan et al., 2018). 

However, no articles discussing the augmentation of an MS based on customer satisfaction 

standards with a MS based on augmenting standards from other fields (e.g., information security) in 

the healthcare context were found. Only one article (Vargas-Villarroel, 2015) proposed an electronic 

integrative augmentation model for the implementation of an ISO 10008 Business to Consumer 

Electronic Commerce Transaction system, augmented with ISO 10001, ISO 10002, ISO 10004 and 

ISO/IEC 27001 subsystems, but for the higher education environment. 

2.9. Previous applications of ISO privacy-related standards 

After identifying studies exploring the integration of the ISO standards presented in Table 2.7, 

another literature search was conducted to find research investigating the use of the ISO/IEC 27701 

and ISO/IEC 29184, regardless of whether authors used them individually or along with other 

standards. 
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Regarding ISO/IEC 27701, previous research has examined: 

• The documentation needed by PII controllers and PII processors to implement this standard (Fal, 

2021),   

• Examples of processes and documentation required to implement this standard (Grishaeva, 

2021), 

• The interactions between this standard and the General Data Protection Regulation certification 

(Lachaud, 2020; Viguri, 2021a; Viguri, 2021b), 

• Experts' opinions on the effects of this and other privacy-related standards on the “personal data 

protection practices” of banks in Europe (Van Zeeland and Pierson, 2021), and 

• The use of certain guidelines from this standard to inform the privacy aspects of a “process 

mining” project in the healthcare context (Rojas and Armas-Aguirre, 2021). 

Only one study was found that exemplifies the application of the ISO/IEC 27701 standard (Fadhil 

and Hidayat, 2021). This study shows the use of this privacy information (PI) MSS in combination with 

an ISMS based on ISO/IEC 27001 to protect the privacy of driver data collected through a SMART card 

(Fadhil and Hidayat, 2021). However, unlike in the model proposed in this thesis, the ISO/IEC 27701 

PIMS is not used by Fadhil and Hidayat to enhance a CSMS.   

Regarding the ISO/IEC 29184 standard, only three articles that mention this standard were found 

in the literature. Botes and Rossi (2021) present an informed consent concept based on comics for 

genome research involving Indigenous populations. These authors point out that ISO/IEC 29184 

identifies visual layouts, including icons, as options to provide information to PII principals, as these 

authors do in their informed consent concept. Pandit and Krog (2021) contrast the ISO/IEC 29184 

requirements for PNs against those included in the General Data Protection Regulation. Jesus and 

Pandit (2022) discuss the advantages and characteristics of “consent receipts” and illustrate them with 

three use cases. These authors connect the concept of a “consent receipt” with the ISO/IEC 29184 

standard by pointing out that this privacy-related standard mention the use of “machine-readable 

records of consent.” However, unlike in this thesis, none of these three articles demonstrate the 

application of the ISO/IEC 29184 standard.      

2.10. Summary  

Two main gaps were identified through the literature review described in this chapter. First, no 

examples of a model to establish an IMS to support different aspects of an IoT-based application were 

found. Previous studies have not provided an illustration of integration between a customer 

satisfaction MS and a privacy-related MS under an underlying framework from an SMS. 
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3. Research Methodology  

3.1. Introduction  

This chapter illustrates the methodology used to achieve the three research objectives described 

in section 1.4. A hospital in Alberta is the CSH used as a context to develop and validate the various 

components of the proposed model for an IMS. 

3.2.  Overall Methodology  

Multiple methods were used for this research, including “Case Study”, Grounded Theory, and 

system design approaches. 

The research follows a “Case Study” research approach since it involves the investigation of a 

circumscribed system (i.e., the automated HHM service) within a real-life setting (i.e., the CSH) (Yin, 

2014). Besides, the research includes “what”, "how", and "why" questions (Voss et al., 2002), e.g.,  

how important are the HW-HH-PCs for HWs and what information should be included in the PN 

regarding the use of HHMT-collected data. The research uses a “single instrumental case study” 

(Creswell & Poth, 2018). In this type of case study, the researcher concentrates on a topic and then 

selects a case to exemplify it (Creswell & Poth, 2018).  

This study follows a “Grounded Theory” research approach. Under this approach, the researcher 

develops a theory of a process using the viewpoints of multiple participants who have experience with 

the process as an input (Creswell & Poth, 2018). A grounded theory research approach is suitable since 

the researcher seeks to develop an understanding of various processes (Creswell & Poth, 2018), 

including the process of managing the privacy of data collected through the IoT-based HHMT. The 

interview is the primary data collection method in the Grounded Theory research approach, in which 

the researcher continuously contrasts data gathered from participants with the “emerging theory” 

(Creswell and Poth, 2018).  

A system design approach was also used in this research. The proposed IMS was designed and 

developed following the guidelines provided by clause 8.3 of the standard ISO 9001:2015. The 

required design and validation activities (ISO 9001:2015, clause 8.3.2) and the necessary development 

and design inputs (ISO 9001:2015, clause 8.3.3) were determined as part of the system’s planning. 

Research activities conducted to fulfill RO.1, RO2, and RO.3 have been classified into design activities 

(ISO 9001:2015, clause 8.3.2.a) and validation activities (ISO 9001:2015, clause 8.3.4.d) using colour 

coding in Figure 3.1.    

The overall methodology used in this research includes the activities presented in Figure 3.1.  
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Figure 3.1: Overall Methodology 

 

 

Figure 3.2 shows the research objectives and their relationship with the proposed model for IoT-

related integrative augmentation of standardized management systems.
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Figure 3.2: Research Objectives and Overall Framework for IoT-related Integrative Augmentation 

 

 

The processes for manually and electronically monitoring HH compliance were mapped by 

interviewing infection preventionists and reviewing publicly available CSH documents. Based on the 

research participants' inputs, a flowchart was developed depicting the steps to collect and use HH 

compliance data gathered through observation (i.e., manually).  

Since the automated HHMT was not implemented at the CSH, interview participants only 

provided general information about this technology. For this reason, a literature review on automated 

HHMTs was conducted to complement the information gathered through interviews and construct 

the respective flowchart. 

For RO.1, ISO 10001, ISO/IEC 27701, ISO/IEC 29100 and ISO/IEC 29184 were investigated for 

preparing healthcare workers’ hand hygiene privacy codes (HW-HH-PCs) concerning the use of 

automated HHMTs. For RO.2, the utilization of ISO/IEC 29184 was investigated for developing a PN 

regarding the processing of the PII collected through an automated HHMT. For RO.3, the application 

of ISO 10004 in conjunction with ISO/IEC 30141 was explored to develop a survey to measure the 

satisfaction of HWs with an automated HH monitoring service.   
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Research ethics approval from the Health Research Ethics Board (REB 3) was obtained to conduct 

the first stage of the research. This first stage involved exploring the processes of collecting and using 

HH compliance data. After receiving the initial approval from the REB, six amendments were 

submitted. The three first amendments updated aspects of the research method due to the COVID-19 

situation, e.g., changing the interviews from in-person to online. The fourth and sixth amendments 

provided additional information related to the second and third stages of the research, respectively. 

The fifth amendment was needed to update the contact information of one of the co-investigators. 

Appendices 1 and 2 show the Initial Letter of Approval and the last amendment.  

Each component of the IMS was validated through questionnaires applied to research 

participants. Examples of questions used to validate the HW-HH-PCs, the PN and the HW satisfaction 

survey are included in sections 3.4, 3.5 and 3.6, respectively. 

 

3.3. Construction of flowcharts - manual and automated collection of HH compliance data 

The flowchart representing the manual collection of HH compliance data was constructed using 

information collected from online interviews with two eligible participants and publicly available 

documentation. Table 3.1 shows the questions included in the guide used for the interviews. 

Table 3.1: Questions Interview Guide – Process Mapping 

Process Examples of questions 

 
 
 
 
 
 

Collection of 
HH compliance 

data 

1. Who is affected by the HH monitoring process (e.g., caregivers, patients)?  
2. Who has an impact on the HH monitoring process? (e.g., hospital managers, government 

organizations)? 
3. How is the HH compliance data collected?  
4. When is the HH compliance data collected? 
5. Where is the HH compliance data collected? 
6. Why is the HH compliance data collected? 
7. Who receives/uses the HH compliance data within the hospital (e.g. caregivers, infection 

control officers, quality assurance officers)? 
8. Who receives/uses the HH compliance data outside the hospital? (e.g. government 

organizations)? 
9. What are the specific steps performed to collect HH compliance data?  
10. Is there any documentation (procedures, policies, etc.) used when collecting HH compliance 

data?  
a. If so, what are these documents?  
b. How are these documents used? 
c. When are these documents used? 
d. How often are these documents updated? 

 
 

Use of HH 
compliance 

data 

11. For what purpose is the HH compliance data used? 
12. How is the HH compliance data used? 
13. Is there any documentation (procedures, policies, etc.) applied when using HH compliance 

data?  
a. If so, what are these documents?  
b. How are these documents used? 
c. When are these documents used? 
d. How often are these documents updated? 
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Through these interviews, it was learned that Alberta Health Services (AHS) uses the term "Hand 

Hygiene Review" to refer to the manual collection of HH compliance data. According to AHS, a Hand 

Hygiene Review is "a process using a standardized methodology (i.e. direct observation) to observe 

and record the hand hygiene practices of healthcare providers according to the 4 Moments for Hand 

Hygiene as per AHS Hand Hygiene Policy. Trained hand hygiene reviewers complete this process" 

(2021a). Participants mentioned publicly available documentation relevant to HH reviews during the 

interviews. This documentation, which is shown next, was used for the construction of the flowchart: 

• “Hand Hygiene Policy” (AHS, 2021b) 

• “Hand Hygiene Procedure” (AHS, 2017a) 

• “Guide to Conduct Hand Hygiene Reviews” (AHS, 2021a) 

• “Becoming a Hand Hygiene Reviewer” (AHS, 2019) 

• “Clean Hands Paper Tool” (AHS, 2020a) 

• “Clean Hands Health Care Providers List” (AHS, 2020b) 

• “List of Canned Comments when using the Clean Hands Paper Tool” (2020c) 

The flowchart describing the automated monitoring of HH compliance data was developed using 

interviews with two eligible participants, publicly available information and eight scientific papers. The 

interviews with eligible participants provided a general understanding of the automated HHMT. It also 

confirmed the names of the authors of the scientific articles describing the technology that the CSH 

had implemented as part of a pilot study in 2018 at one of its units to assess its acceptability and 

feasibility (i.e., the Toronto Rehabilitation Institute system). 

Information related to the technical aspects of the automated HHMT developed at the Toronto 

Rehabilitation Institute was gathered from four scientific articles (Levchenko et al., 2010; Levchenko 

et al., 2013; Levchenko et al., 2014; Pong et al., 2018). This information included the system's 

components, their technical characteristics and the interaction between these elements. The Toronto 

Rehabilitation Institute system description was complemented with information about similar 

automated HHMTs (Dyson and Madeo, 2017; Al Salman et al., 2015; Benudis et al., 2019; Iversen et 

al., 2020) to construct the flowchart.   
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3.4. Development and validation of an ISO 10001 HW-HH-PC system (RO.1) 

Following clause 6.2 of the ISO 10001:2018 standard, a literature review was conducted to 

identify HWs' concerns regarding automated HHMTs. Each of these concerns is "an issue that could 

be dealt with a satisfaction code" (ISO 10001, 6.2).  

The HWs’ concerns found in the literature were classified into eight topics using an affinity 

diagram. The description of each one of these topics was presented in Table 2.4 (Section 2.6).  

An analysis was conducted to determine "how these issues arise" (ISO 10001, 6.2): whether the 

concerns emerged from the characteristics of the automated HHMT itself or the hospital management 

of this technology. Since the need for modifying the HHMT could be a limitation for hospitals to 

implement HW-HH-PCs,  only HHMT management-related codes were developed.  

After identifying the issues that the HW-HH-PCs could deal with and designing six satisfaction 

codes to deal with these issues, a focus group was conducted with members of the Hand Hygiene 

Group of the CSH (i.e., PII controllers and processors). The goal of this focus group was to corroborate 

the feasibility of the HW-HH-PCs, the related resources and supporting activities. An electronic survey 

and personal interviews were then applied to potential users of the automated HHMT (i.e., PII 

principals) to validate the importance of the HW-HH-PCs identified as feasible by PII controllers and 

processors and the suitability of the related resources and supporting activities.   

3.4.1.  Focus group with members of the Hand Hygiene Group    

The focus group had two objectives related to the ISO 10001 HW-HH-PCs. The first objective 

was to validate the feasibility of the proposed satisfaction codes. The second objective was to validate 

the supporting activities (e.g., communication plan, resources, procedures, and performance 

indicators) for the feasible satisfaction codes. This focus group also had other objectives related to the 

ISO 10004 subsystem. These objectives are described in section 3.6. 

A guide was used for the focus group (see Appendix 1). Part II of this guide contains questions 

related to the ISO 10001 system. Table 3.2 presents the focus group questions and the ISO 10001 

clauses addressed by each question.     
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Table 3.2: Focus Group Questions Related to the ISO 10001 Satisfaction Codes 

Clause  
(ISO 10001: 2018) 

Examples of Focus Group Questions 

 

 

 

6.4 

Q1:  Could the hospital fulfill this promise? Why? 
Q2:  If the answer to the previous question is "no,": Could this promise be modified to make 

it feasible? How? 
Q3:  Are the suggested actions feasible? Why? 
Q4:  Are there other actions that the hospital could take if the promise is not met? 
Q5:  Are the scope and limitations of this code adequate? Why? 
Q6:  Is the method proposed to provide feedback on the code feasible? Why? 
Q7:  Is there any other feasible promise that the hospital could make to healthcare workers 

concerning automated hand hygiene monitoring? 

6.5 Q8: How could the hospital know whether the promise is being fulfilled (i.e., what  
performance indicators could be used)? 

6.7 Q9:  How could the hospital inform personnel relevant for code application (e.g., authorized 
managers with access to the individual hand hygiene data) about this code? 

6.8 Q10: What resources would the hospital need to fulfill this promise (e.g., personnel, training,  
procedures, documentation, materials and equipment)? 

 

The focus group discussion was started by providing context regarding the research objectives 

and the relationship between the focus group discussion and these objectives. It was emphasized that 

the research aimed to develop a model for an integrated management system (IMS) to support the 

implementation of the automated HHMT. It was also mentioned that the group discussion would be 

focused on the customer satisfaction management component of this MS. It was explained that for 

the focus group discussion, the HWs monitored by the automated HHMT were the “customers,” and 

the focus group participants were representing the organization providing the system to these 

customers. After giving participants this general context, specific information about the ISO 10001 MS 

was provided, including explaining a customer satisfaction code and giving a code example. Appendix 

2 presents a screenshot of the slides used during the focus group to provide context to the 

participants.   

Participants were then presented with six HW-HH-PCs. Q1 and Q2 in Table 3.2 were asked for 

each of the six codes. The remaining questions were only posed if the answer for Q1 or Q2 was "yes."  

 

3.4.2. Electronic survey for potential users    

The electronic survey had two objectives: 

1. Gather information about the hospital HWs' perceptions regarding three aspects of using an 

automated HHMT:  

a) Lack of information about the processing of the IoT-collected data (topic 5 in affinity 

diagram),  

b) Individual data reporting (topic 6), and  

c) Disciplinary use of data (topic 7).  



32 
 

The information gathered allowed the validation of "the issues that the code is attempting to 

deal with" (ISO 10001, clause 6.2) in the CSH's context. 

2. Collect information about HWs' perceptions regarding four proposed satisfaction promises 

and the actions if these promises were not fulfilled (ISO 10001, clause 6.3). The four 

satisfaction codes considered in the survey included the three identified as feasible by focus 

group participants and one deemed unfeasible by the participants, but that may be refined 

by adjusting the code limitations. The information gathered allowed the validation of the 

importance of the feasible codes for potential users and the supporting actions' suitability. 

The electronic survey included an introduction and two sections. In the introduction, 

respondents were presented with an animation (Appendix 3) describing how the automated HHMT 

would work. The animation provided the context for the survey questions related to information 

security, privacy and promises concerning this technology. The inclusion of this animation was 

required since the technology had not been implemented at the CSH. Therefore, some of the 

respondents were not aware of it at the time of the survey. The description of the automated HHMT 

presented in the animation was constructed using information from six papers (Boscart et al., 2008; 

Levchenko et al., 2009; Boscart et al., 2010; Levtchenko et al., 2013; Levchenko et al., 2014; Benudis 

et al., 2019).  

The questions included in the first and second sections of the survey seek to fulfill objectives 1 

and 2, respectively. Appendix 4 presents the electronic survey. 

The seven closed-ended questions included in the first section of the survey were constructed 

using information from articles identified through a literature review (Boscart et al., 2008; Ellingson et 

al., 2011; Dyson and Madeo, 2017; Tarantini et al., 2019). The questions were developed by 

paraphrasing ideas presented in these scientific papers. Table 3.3 shows the questions included in 

section 1 of the survey. This table also indicates the topic addressed by each question, its source, and 

the original quote.   
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Table 3.3: Survey Questions Section 1 

Topic Survey Question Source Original quote 

 
 
 
 

Topic 5: Lack of 
knowledge 
about the 

processing of 
the collected 

data  

To what extent do you agree or disagree with the 
following statement: 
 
Q1. I would need to have more information about 

this system before using it myself. 

Ellingson 
et al. 

(2011) 
 

Tarantini 
et al. 

(2019) 

"Across all focus groups, the most commonly 
cited factors influencing comfort were …, lack 
of information about the technology…." 
 
"The lack of information initially given to the 
HCWs is likely to play a role in their acceptance 
of the devices…." 

If the system were to be implemented, how 
important would it be for you to have information 
regarding: 
 
Q3. The specific data that would be collected. 
Q4.The manner in which the collected data would be 

used. 
Q5.The specific parties/roles (e.g., unit managers, 

patients) that would have access to the collected 
data. 

Boscart et 
al. (2008) 

"Before they would embrace the use of the 
device, staff need to know what data would be 
collected…, who would have access to data…, 
and what the data would be used for…." 

 
 

Topic 6: 
Individual data 

reporting 

If the system were to be implemented: 
 
Q6. Which parties/roles should be allowed to access 

an individual healthcare worker's hand hygiene 
compliance rates generated by the system? 

Q7. Which parties/roles should be allowed to access 
the grouped/aggregated hand hygiene 
compliance rates generated by the system? 

Ellingson 
et al. 

(2011) 

 
 

 
Dyson and 

Madeo 
(2017) 

"The majority of frontline respondents felt that 
frontline HCP should be the primary recipients 
of the data; the majority of midlevel 
respondents felt that unit managers should be 
the primary recipients of the data…." 
 
"There was agreement that group data would 
be more acceptable than individual data…." 

Topic 7: 
Disciplinary use 

of data  

To what extent do you agree or disagree with the 
following statement: 
 
Q2. I am concerned that sharing individual's hand 

hygiene compliance rates would lead to 
negative consequences.  

Dyson and 
Madeo 
(2017) 

"…some were concerned that sharing data 
would lead to criticism or other undesirable 
outcomes." 

 

The second section of the survey includes eleven closed-ended questions. In this section, 

participants were presented with four promises and the action if these promises were not fulfilled. 

Participants were asked two questions about the importance of the promise and one question related 

to the adequacy of the proposed actions. This section also includes a question regarding a suggested 

method to provide feedback on the codes and how they would like to be informed about them. Table 

3.4 shows the questions included in section 2: 
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Table 3.4: Survey Questions Section 2 

Aspect Question 
To what extent do you agree or disagree with the following statement:  

Promise # Question # 

 
 

 
Promise importance 

 
How important would this promise be to you? 

1 8 

2 10 

3 12 

4 14 

I would feel more comfortable with the system if this promise were to 
be established. 

1 9 

2 11 

3 13 

4 15 

Actions adequacy The actions described in the box are adequate. 1, 2, 3, 4 16 
Feedback method 

adequacy 
The method proposed to provide feedback on promises is adequate. 1, 2, 3, 4 17 

Preferred method for 
codes’ communication 

If the previous promises were to be established, how would you like to 
be informed about them? 

1, 2, 3, 4 18 

 

3.4.3. Interviews with potential users    

As for the electronic survey, interviews with potential users also had two objectives. The first 

objective of these interviews was the same as the first objective of the survey:  to gather information 

about the HWs' perceptions regarding three aspects of using an automated HHMT. 

The interview's second objective was slightly different from the second objective of the 

electronic survey: collect information about HWs' perceptions of five proposed HW-HH-PCs, including 

promises, actions, and other provisions (e.g., code scope and limitations and definitions of key terms). 

The information gathered allowed the validation of the importance of the proposed satisfaction codes 

for the potential users and the code provisions' adequacy and clarity. Unlike the electronic survey that 

had questions about four HW-HH-PCs, the interview included questions about a fifth code developed 

due to a suggestion made by a focus group participant.  

The questions included in the first and second sections of the interview guide seek to fulfill 

objectives 1 and 2, respectively. Appendix 5 shows the interview guide. 

Table 3.5 presents the questions included in the first section of the interview guide. As in the 

electronic survey, these questions were designed using information from articles identified through a 

literature review (Boscart et al., 2008; Ellingson et al., 2011; Dyson and Madeo, 2017; Tarantini et al., 

2019).  
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Table 3.5: Interview Guide Questions Part I 

Topic Examples of questions Source Original quote 

 
 

 
 
 
 
 
 
 

Topic 5: 
Lack of 

knowledge 
about the 
processing 

of the 
collected 

data  

 
 
Would you need to have more information about this 
system before using it? Why? 
 

Ellingson et al. 
(2011) 

 
 

Tarantini et al. 
(2019) 

"Across all focus groups, the most 
commonly cited factors influencing 
comfort were …, lack of information 
about the technology…." 
 
"The lack of information initially given 
to the HCWs is likely to play a role in 
their acceptance of the devices…." 

If the system were to be implemented, what 
information would you like to receive before its 
implementation (e.g., the specific data that would be 
collected)?  

Ellingson et al. 
(2011) 

"Across all focus groups, the most 
commonly cited factors influencing 
comfort were …, lack of information 
about the technology…." 

 How would you like to receive this information? 
Why? 

If the system were to be implemented, how 
important would it be for you to have information 
about: 

• The specific data that would be collected? Why? 

• The manner in which the collected data would 
be used? Why? 

• The specific parties/roles (e.g., unit managers, 
patients) that would have access to the collected 
data? Why?  

Boscart et al. 
(2008) 

 

"Before they would embrace the use of 
the device, staff need to know what 
data would be collected…, who would 
have access to data…, and what the 
data would be used for…." 

 
 

Topic 6: 
Individual 

data 
reporting 

Which parties/roles should be allowed to access an 
individual healthcare worker's hand hygiene 
compliance rates generated by the system (e.g., the 
individual healthcare worker to whom the rates 
pertain, unit managers)? Why? 

Ellingson et al. 
(2011) 

 
 
 
 

Dyson and 
Madeo (2017) 

"The majority of frontline respondents 
felt that frontline HCP should be the 
primary recipients of the data; the 
majority of midlevel respondents felt 
that unit managers should be the 
primary recipients of the data…." 
 
"There was agreement that group data 
would be more acceptable than 
individual data…." 

Which parties/roles should be allowed to access the 
grouped/aggregated hand hygiene compliance rates 
generated by the system (e.g., healthcare workers to 
whom the rates pertain, unit managers)? Why? 

Topic 7: 
Disciplinary 
use of data 

Are you concerned that sharing individual's hand 
hygiene compliance rates would lead to negative 
consequences? Why? 

Dyson and 
Madeo (2017) 

"…some were concerned that sharing 
data would lead to criticism or other 
undesirable outcomes." 
 

 

 

Table 3.6 shows the questions included in the second section of the interview guide and the 

code elements addressed in each question. The last row of this table shows inquiries related to the 

whole code. The questions included in the first five rows (i.e., questions related to particular elements) 

were asked for each of the five HW-HH-PCs. 
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Table 3.6: Interview Guide Questions Part II 

 
Code element Examples of questions 

Promise • How important would this promise be to you? Why? 

• Would you feel more comfortable with the system if this promise were to be established? Why? 

Actions • Do you think that these actions are adequate? Why? 

• Is there any additional action that hospitals should take if this promise is not fulfilled? 

Scope and limitations  • Are the scope and limitations of the code clear? 

Terms • Are the definitions clear?  

Feedback • Is the method proposed to provide feedback on the codes adequate? Why? 

Whole code • If these promises were to be established, how would you like to be informed about them? 
Why?  

• Which of the five promises are more important to you? Why? 

• Which of the five promises is less important to you? Why? 

• What else would you like hospitals to promise healthcare workers concerning automated hand 
hygiene monitoring? 

 

 

At the beginning of each interview, a participant was presented with an animation explaining 

how the automated HHMT would work (Appendix 3). After watching the animation, the participant 

was asked the questions in Table 3.5.  

After responding to the questions shown in Table 3.5, the participant was presented with 

satisfaction code 1, and the queries shown in the first five rows of Table 3.6 were asked. These 

questions were asked again after the participant was presented with each of the remaining four codes. 

Finally, the general questions included in the last row of Table 3.6 were posed.  

 

3.5.  Development and validation of an ISO/IEC 29184 PN (RO.2) 

A literature review was conducted to gather information about the processing of the PII 

collected through automated HHMTs. The “elements of PII” collected by these technologies (ISO/IEC 

29184, 5.3.5), the “method of use” of these elements of PII (ISO/IEC 29184, 5.3.8) and “the timing and 

location of the PII collection” (ISO/IEC 29184, 5.3.7) were determined from the literature (Boscart et 

al., 2008; Levchenko et al., 2009; Levchenko et al., 2013; Levchenko et al., 2014; Al Salman et al., 2015; 

Pong et al., 2018; Benudis et al., 2019).   

Additional information about the processing of automated HHMT-collected data was gathered 

through a focus group with the Hand Hygiene Group members of the CSH. Although the guide used 

for this focus group (Appendix 1) did not include specific questions about PII processing, the discussion 

around the feasibility of the HW-HH-PCs allowed the researcher to gather information about this 

processing. For instance, information about the “purpose of use” (ISO/IEC 29184, 5.3.2) and the roles 

within the CSH that could have access to this PII. 
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A draft of a PN regarding the use of the PII collected by the automated HHMT was prepared 

using the information collected from the literature and the focus group following the guidelines of 

ISO/IEC 29184:2020. The PN was validated with PII controllers and PII processors through online 

interviews using a guide (Appendix 6). Each interview started by explaining the objective of ISO/IEC 

29184 to the participant and the definitions provided in this standard relevant for understanding the 

PN. The draft of the PN was then presented to each participant, and questions in Table 3.7 were asked. 

After each interview, the PN was updated, the updated version was validated with the next 

participant. 

Table 3.7 shows examples of the interview guide's questions and identifies the clauses 

addressed by these questions. 

Table 3.7: Questions used to Validate the PN 

ISO/IEC 29184 clause Examples of questions 
5.2.3 
5.3.5 

Is the information about the "PII elements" to be collected by the system: 

• Correct? 

• Complete? 

• Clear and easy to understand? 

5.2.3 
5.3.2 
5.3.3 

 

Is the information about the "purposes related to the collection of each element of PII": 

• Correct? 

• Complete?  

• Clear and easy to understand? 

5.2.3 
5.3.4 

Is the information about the roles/parties with access to the "PII elements": 

• Correct? 

• Clear and easy to understand? 

5.2.3 
5.3.6 

Is the information about the "collection method" being used:  

• Correct?  

• Clear and easy to understand? 

5.2.3 
5.3.7 

Is the information about the "timing and location of the PII collection":  

• Correct? 

• Clear and easy to understand? 

5.2.3 
5.3.8 

Is the information about the "methods of use" of the "PII elements" to be collected by the system: 

• Correct? 

• Clear and easy to understand? 

5.3.9 Is the information about the "geo-location of stored PII" correct? 

5.2.3 
5.3.10 

Is the information regarding "third-party transfer" of the "PII elements”: 

• Correct? 

• Clear and easy to understand? 

5.3.11 • Is the information about the "retention period" of PII collected through the automated system 
correct? 

• Would all the "PII elements" have the same "retention period"? 

5.2.3 
5.3.12 

Is the information about the PII principal's "participation and current choices": 

• Correct? 

• Complete? 

• Clear and easy to understand?  

5.2.3 
5.3.15 

Is the information about the "lawful basis" of PII collection: 

• Correct? 

• Complete? 

• Clear and easy to understand? 
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3.6.   Development and validation of an ISO 10004 HW satisfaction survey (RO.3) 

Information was collected from the literature regarding the service and organization 

characteristics (ISO 10004, 7.3.1) that may affect HWs’ satisfaction with automated HH monitoring.   

A focus group with the Hand Hygiene Group members was conducted to validate these 

characteristics and define the purpose, objectives, scope, and frequency of monitoring and measuring 

healthcare workers' satisfaction with the IoT-based HHMS (ISO 10004, 6.1, 6.2). This focus group was 

also conducted to determine the implementation methods and responsibilities (ISO 10004, 6.3)  

The guide presented in Appendix 1 was used for the focus group. Part I of this guide contains 

questions about the ISO 10004 subsystem. Table 3.8 shows the focus group questions and the ISO 

10004 clauses addressed by these questions. As shown in Table 3.8, the clauses relevant for this focus 

group were the ones related to the planning, design and development of the HW satisfaction survey 

(ISO 10004, 6.1, 6.2 and 6.3). Sub-clause 7.3.1 was also considered relevant since it was essential to 

verify that the organizational and service characteristics identified in the literature as significant for 

HW satisfaction with the automated HHM service were also applicable to the CSH context. Other sub-

clauses in clause 7 (i.e., “operation”) and clause 8 (i.e., “maintenance and improvement”) were not 

applicable as the HW satisfaction survey was not implemented at the CSH.    

 

Table 3.8: Focus Group Questions Related to the ISO 10004 Subsystem 

ISO 10004 clause Examples of Focus Group Questions 
 

6.1 
• What are the hospital objectives for monitoring and measuring HCW satisfaction with automated hand 

hygiene monitoring? (e.g., to monitor trends in satisfaction throughout the various stages of the 
system's implementation) 

• From whom would you like to gather satisfaction data? 

6.2 • What type of segmentation would you like to consider? (e.g., by HCW type, by hospital unit) 

• How often would you like to gather satisfaction data with automated hand hygiene monitoring? Why? 

 
 

6.3 

•  What method would you like to use to gather this satisfaction data? (e.g., face-to-face interview, self-
completion questionnaires) 

• Who (i.e., work function) should be responsible for gathering this HCW satisfaction information? 

• To whom (i.e., work function) the satisfaction information should be directed for appropriate action? 

 
 

7.3.1.a 

Through a literature review, I have identified that the following system characteristics have a significant 
effect on healthcare worker satisfaction with automated hand hygiene monitoring…: 

• Would you like to measure these system characteristics in the HCW satisfaction survey?  

• Are there any of those characteristics not applicable in your case? Why? 

• Is there any additional system characteristic that you would like to measure in the HCW satisfaction 
survey? 

 
 
 

7.3.1.c 

Through a literature review, I have identified that the following organizational characteristics have a 
significant effect on healthcare worker satisfaction with automated hand hygiene monitoring….: 

• Would you like to measure these organizational characteristics in the HCW satisfaction survey?  

• Are there any of those characteristics not applicable in your case? Why? 

• Is there any additional organizational characteristic that you would like to measure in the HCW 
satisfaction survey? 
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Once the focus group members validated the organizational and service characteristics, 

customer satisfaction questions related to these characteristics were developed. These questions 

were complemented with others suggested by the focus group participants and others regarding 

customer satisfaction processes and resources to support the implementation of the automated 

HHMT.  

Information related to the technical aspects of automated HHMTs presented in the literature 

(Levchenko et al., 2010; Levchenko et al., 2013; Levchenko et al., 2014; Al Salman et al., 2015; Dyson 

and Madeo, 2017; Pong et al., 2018; Benudis et al., 2019; Iversen et al., 2020) was used to identify the 

components of these technologies. The components found in the literature were mapped against the 

generic elements of IoT systems’ architecture specified in ISO/IEC 30141 to verify that all the parts of 

automated HHMTs had been identified.  

The preliminary list of satisfaction questions was mapped against the components of automated 

HHMTs that allow the interaction between the HW and the HHMT to verify that the questionnaire 

included items addressing these components. Additional questions concerning these technology 

elements were added to the survey.  

The resulting HW satisfaction questionnaire was validated electronically with a format including 

a set of questions (i.e., a Google Form) (Appendix 7) and online interviews (guide in Appendix 8) with 

PII controllers and processors. Table 3.9 presents the validated aspects of the survey and the questions 

used to validate them. The same questions were included in the Google Form and online interviews.  

The preliminary HW satisfaction survey was updated using the information gathered from PII 

controllers and processors. 

Table 3.9:  Aspects of the Satisfaction Survey to be Validated and Questions Used 

Aspect to be validated Source Questions 
Clarity of survey 

instructions 
ISO 1004:2018, Annex 

D.4.2.1 
- Are the survey instructions clear? 
- If you chose "no," please specify which instruction(s) requires clarification. 

Question structure ISO 1004:2018, Annex 
D.4.2.2 

- Are the survey questions organized in a logical order? 
- If you chose "no," please specify how you would like to reorganize these 
questions. 

Customer satisfaction 
information 

completeness, relevance, 
meaningfulness and 

usefulness 

ISO 10004:2018, 4.3.6 - Are there any questions you would like to remove from the survey? 
- If you chose "yes," please select the question(s) you would like to remove. 
- For the options selected in the previous question, please indicate why you 
would like to remove these questions from the survey (e.g., Q6: the question 
is not relevant)? 
- Are there any questions you would like to add to this survey? 
- Please write down the question(s) you would like to add to the survey. 

Question wording ISO 1004:2018, Annex 
D.4.1.6 

- Are there any questions in the survey that you would like to modify? 
- If you chose "yes," please select the question(s) you would like to modify. 
- For the options selected in the previous question, please indicate why you 
would like to modify these questions (e.g., Q8: the question is ambiguous). 
- For the options selected in the previous question, please indicate how you 
would recommend modifying these questions (e.g., 8: eliminate the word 
"roles" from this question) 
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3.7.   Summary 

The overall methodology used, along with the specific research activities conducted to fulfill 

each of the three research objectives, were described in this chapter. The instruments (e.g., focus 

group discussion guide and survey questionnaire) used in this study were also explained.  

Diverse methods were used in this research, including a focus group, online interviews and two 

electronic surveys. In some cases, two methods were applied simultaneously, providing respondents 

with options for participation, e.g., for the validation of the HW satisfaction questionnaire, 

participants could complete an electronic format or participate in an online interview. In other cases, 

two methods were utilized sequentially to complement each other, e.g., for the validation of the 

importance of HW-HH-PCs a survey was used first and then online interviews. These online interviews 

allowed further exploration of the causes behind the perceived importance of the codes reported by 

survey participants. 
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4. Design of a model for an IMS to support an automated HHM service 

4.1. Introduction 

The processes and resources of the automated HHM service to be supported by the IMS are 

introduced first in this chapter. The components of the proposed model for an IMS are subsequently 

explained, including its objectives, scope of standardization, stakeholders, and the resulting model's 

scope. This chapter then presents two versions of the proposed model for an IMS that support an 

automated HHM service. An overall framework with three layers of augmentation is described. Finally, 

an expanded Model for an IMS is shown.    

4.2. Description of the automated HHM service to be supported by the IMS 

The proposed IMS seeks to support the provision of an automated HHM service enabled by an 

IoT-based technology. Therefore, to design the IMS, it was essential to understand first the automated 

HHM service itself. To that end, the processes and resources associated with the automated HHM 

service were mapped. The mapping process results were used as an input for the IMS design and are 

shown next. 

4.2.1. HHM processes 

This section presents the automated HH monitoring process. Before describing this process in 

subsection b., a brief description of the current process through direct observation is presented in 

subsection a.  

a. HH monitoring through direct observation: 

In the CSH, trained reviewers currently use a “standardized methodology (i.e., direct observation) 

to observe and record the hand hygiene practices of healthcare providers according to the 4 Moments 

for Hand Hygiene as per AHS Hand Hygiene Policy” (AHS, 2021a). According to AHS (2021a), the “4 

Moments for Hand Hygiene” indicate when staff members must perform HH: 

• Moment 1: “Before contact with a patient or patient’s environment”. 

• Moment 2: “Before a clean or aseptic procedure”. 

• Moment 3: “After exposure or risk of exposure to blood and/or body fluids”. 

• Moment 4: “After contact with a patient or patient’s environment”. 

Trained reviewers observe HWs’ hand hygiene practices in relation to these four moments. Hand 

hygiene compliance is then calculated using formula (AHS, 2021a): 
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𝐻𝑎𝑛𝑑 ℎ𝑦𝑔𝑖𝑒𝑛𝑒 𝑐𝑜𝑚𝑝𝑙𝑖𝑎𝑛𝑐𝑒 =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐶𝑜𝑚𝑝𝑙𝑖𝑎𝑛𝑡 𝑂𝑏𝑠𝑒𝑟𝑣𝑎𝑡𝑖𝑜𝑛𝑠

𝑇𝑜𝑡𝑎𝑙 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑂𝑏𝑠𝑒𝑟𝑣𝑎𝑡𝑖𝑜𝑛𝑠
 

The data collected is reported at an aggregate level, and “individual healthcare providers should 

not be identifiable in a report” (AHS, 2021a)   

A flowchart (Figure 4.1) describing the current collection process of HH compliance data (i.e., 

hand hygiene reviews) was constructed using information gathered from interviews and publicly 

available information as described in section 3.3.  

Figure 4.1: Hand Hygiene Review Process (1/4) 
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Figure 4.1: Hand Hygiene Review Process (2/4) 
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Figure 4.1: Hand Hygiene Review Process (3/4) 
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Figure 4.1: Hand Hygiene Review Process (4/4) 

 

 

b. Process for automated monitoring of HH compliance: 

The CSH conducted a study in 2018 at one of its units to pilot an automated HHMT to evaluate 

its acceptability and feasibility. However, the automated HMMT had not been deployed in other 

hospital units during this research. For this reason, as explained in section 3.3, information about IoT-

based HHMTs was gathered from eight articles (Levchenko et al., 2010; Levchenko et al., 2013; 

Levchenko et al., 2014; Pong et al., 2018; Dyson and Madeo, 2017; Al Salman et al., 2015; Benudis et 

al., 2019; Iversen et al., 2020) and used to construct a flowchart of the process for the automated 

monitoring of HH compliance (Figure 4.2). The first four research papers describe the automated 

HHMT developed at the Toronto Rehabilitation Institute, which was the one implemented as part of 
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the pilot study conducted by the CSH. The other four articles present the description of similar 

automated HHMTs. The commonalities between these five systems were used to construct the 

flowchart in Figure 4.2, which shows the process for IoT-based HH monitoring.   

As shown in Figure 4.2, the automated HH monitoring process starts with the HW wearing an 

electronic device. This electronic device may be a badge (Levchenko et al., 2010; Levchenko et al., 

2013; Levchenko et al., 2014; Pong et al., 2018; Dyson and Madeo, 2017; Al Salman et al., 2015; Iversen 

et al., 2020) or a bracelet (Benudis et al., 2019). When the HW uses a soap or alcohol rub dispenser, 

the wearable device communicates with the sensors located in this dispenser (Levchenko et al., 2010; 

Levchenko et al., 2013; Levchenko et al., 2014; Pong et al., 2018; Dyson and Madeo, 2017; Al Salman 

et al., 2015; Benudis et al., 2019; Iversen et al., 2020). The wearable device records data regarding this 

HH action, such as the identification code of the wearable device (Levchenko et al., 2010; Levchenko 

et al., 2013; Levchenko et al., 2014; Pong et al., 2018; Benudis et al., 2019), the time of HH action 

(Levchenko et al., 2010; Levchenko et al., 2013; Levchenko et al., 2014; Pong et al., 2018; Al Salman et 

al., 2015), the dispenser identification code (Levchenko et al., 2013) and the type of dispenser 

(Levchenko et al., 2013).     

When the HW enters or exits a patient’s environment, the wearable device communicates with 

the sensors defining this environment. In some cases, the sensors are located at the entrance to the 

patient’s environment (Pong et al., 2018; Dyson and Madeo, 2017) and, in other instances, around the 

patient’s bed (Al Salman et al., 2015; Benudis et al., 2019; Iversen et al., 2020). The wearable device 

records the entry to or exit from the patient’s environment, which is a proxy for Hand Hygiene 

Moments 1 and 4 (i.e., before contact with the patient or the patient’s environment and after contact 

with the patient or patient’s environment). Thus, each entry and exit represent a HH opportunity. The 

wearable device records the time of entry to or exit from the monitored area (i.e., the patient’s 

environment) (Levchenko et al., 2010; Levchenko et al., 2013; Levchenko et al., 2014) and the area 

identification code (Levchenko et al., 2013; Levchenko et al., 2014).   

Once the wearable device detects that the HW has entered or exited a monitored area, it checks 

whether this HW has performed a HH action within a predefined time interval (e.g., “within 1 min 

before or 20 seconds after entering or exiting a monitored zone” in Pong et al., 2018). If the HW has 

performed a HH action within this time interval, the wearable device updates the HW’s HH status to 

“clean” (Levchenko et al., 2014) and records a successful HH event (Levchenko et al., 2010; Levchenko 

et al., 2013; Levchenko et al., 2014; Pong et al., 2018; Al Salman et al., 2015; Benudis et al., 2019).  

If the HW has not performed a HH activity within the predetermined time interval, the wearable 

device emits a reminder signal (Levchenko et al., 2010; Levchenko et al., 2013; Levchenko et al., 2014; 
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Pong et al., 2018; Dyson and Madeo, 2017; Al Salman et al., 2015; Benudis et al., 2019). If the HW 

cleans their hands within the duration of this reminder, the wearable device stops this signal and 

records the HH action (Levchenko et al., 2010; Levchenko et al., 2013; Levchenko et al., 2014; Pong et 

al., 2018). The wearable device updates the HCW’s HH status to “after prompt” (Levchenko et al., 

2014) and records a successful HH event (Levchenko et al., 2010; Levchenko et al., 2013; Levchenko 

et al., 2014; Pong et al., 2018). If the HW does not clean their hands within the duration of the 

reminder, the wearable device updates the HW’s HH status to an “ignored HH prompt” (Levchenko et 

al., 2014) and records an unsuccessful event (Levchenko et al., 2010; Levchenko et al., 2013; 

Levchenko et al., 2014; Pong et al., 2018; Al Salman et al., 2015; Benudis et al., 2019). 

The wearable device calculates the HH compliance rate by dividing the number of successful HH 

events by the total number of entries and exits from the patient’s environment (Pong et al., 2018). 

The wearable device communicates the HH performance data to a plug-in base station (Al Salman et 

al., 2015; Dyson and Madeo, 2017; Pong et al., 2018). HH performance data is transferred to a server 

(Al Salman et al., 2015; Dyson and Madeo, 2017; Pong et al., 2018; Benudis et al., 2019). The system 

software generates HH compliance reports (Al Salman et al., 2015; Dyson and Madeo, 2017; Pong et 

al., 2018; Iversen et al., 2020). 

The HW can access the technology’s HH compliance reports through a user device and utilize that 

information to make decisions about their HH behaviour. Infection preventionists, unit managers and 

hospital managers can also access the system’s HH compliance reports to make decisions such as 

conducting awareness and training sessions.   
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Figure 4.2: Automated HH Monitoring Process (1/3) 
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Figure 4.2: Automated HH Monitoring Process (2/3) 
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Figure 4.2: Automated HH Monitoring Process (3/3) 
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4.2.2. Automated HHM resources 

The guidelines provided in ISO/IEC 30141: 2018 were used to identify the resources involved in 

the process of automated monitoring of HH compliance. The ISO/IEC 30141:2018 standard “specifies 

a general IoT Reference Architecture in terms of defining system characteristics, a Conceptual Model, 

a Reference Model and architecture views for IoT.”  

The “system deployment view” was selected among the various architecture views for IoT 

systems provided by ISO/IEC 30141. This selection was based on the fact that this view “describes the 

generic components including devices, subsystems and networks to form an IoT system” (10.3). Thus, 

identifying the IoT-based HHMT’s components allowed the subsequent verification of the inclusion of 

customer satisfaction questions concerning these components. 

Table 4.1 shows the mapping between the generic components of an IoT system according to 

the “system deployment view architecture” (ISO/IEC 30141, 10.3) and the corresponding elements in 

IoT-based HHMTs. The components of IoT systems are classified in the first column of Table 4.1 into 

different IoT domains. A domain is a “major functional group of an IoT system” (ISO/IEC 30141, 

8.2.1.3).   

 

Table 4.1: Mapping of ISO/IEC 30141 IoT Components with the IoT-based HHMTs’ Components 

IoT Domain ISO/IEC 30141 IoT system commponents  IoT-based HHMTs’ components  
 

Physical Entity 
Domain (PED) – 

Things 

Sensed physical objects (clause 10.3.2) HWs from which sensors acquire information (e.g., time of 
HH action) [S1, S2, S3, S4, S5] 

Controlled physical objects (clause 10.3.2) HWs subject to the action of the reminder signal [S1, S2, S3, 
S4] 

 
 

Sensing and 
Controlling 

Domain (SCD) 

 
Sensor (clause 8.2.5.2) 

• Wearable electronic device [S1, S2, S3, S4, S5] 

• Sensors defining patients’ environment [S1, S2, S3, S4, S5] 

• Sensors in dispensers [S1, S2, S3, S4, S5] 

Actuator (clause 8.2.5.3) Reminder signal in the wearable electronic device [S1, S2, S3, 
S4] 

IoT Gateway (clause 8.2.3.3) • Plug-in base station [S1, S2, S3] 

• Gateway [S5] 
 
 

Application and 
Service Domain 

(ASD) 

 
 

Basic service (clause 10.3.4) 

• “Database” [S1] 

• “Computer systems” [S2] 

• “MedSense server” [S3] 

• “Central server” [S4] 

• “Sani Analytics” [S5] 

Application (clause 8.2.3.6) HH compliance reporting application [S1, S2, S3, S5] 

 
 

User Domain (UD) 

 User Device (clause 9.2.1.9) Computer [S3] 
 
 

Human user (clause 8.2.4.2)  

• HWs from which sensors acquire information [S1, S3] 

• Infection preventionists [S2]. 

• Unit managers [S3, S4, S5]. 

• Hospital managers [S3, S4, S5].  

 
 

Network 
connectivity 

 
Proximity network (clause 10.4.1.2) 

• ZigBee TM [S1] 

• Wi-Fi signal [S3] 

• Wireless connection [S4] 

• Bluetooth signal [S5] 

Access network (clause 10.4.1.3) • “Hospital’s wireless computer network” [S2] 

• Ethernet [S3]  
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The components of the IoT-based HHMTs presented in column three of Table 4.1 were identified 

in the same sources used to construct the flowchart in Figure 4.2 for the automated HH monitoring 

process. Five automated HHMTs are described in these sources as follows: 

• System 1: It is described in Levchenko et al. (2010, 2013, 2014) and Pong et al. (2018). 

• System 2: Presented in Dyson and Madeo (2017). 

• System 3: Described in Al Salman et al. (2015). 

• System 4: Discussed in Benudis et al. (2019). 

• System 5: Presented in Iversen et al. (2020). 

The automated HHMT’s components presented in Table 4.1 that allow the interaction between 

HWs and the technology are: 

1) As “sensed objects,” HWs interact with the automated HHMT through sensors (e.g., sensors 

defining the patient’s environment, sensors in dispensers), which acquire information from 

them (e.g. time of entry to or exit from a patient environment, time of hand hygiene action) 

(ISO/IEC 30141, 10.3.2). As “controlled objects,” they interact with the technology through 

actuators (i.e., reminder signals) (ISO/IEC 30141, 10.3.2).  

2) As human users, HWs interact with the automated HHMT “using a user device [e.g., 

smartphone, laptop] which contains some form of a human-machine interface [to view their 

HH compliance rates]” (ISO/IEC 30141, 10.3.6). 

The inclusion of questions in the HW satisfaction survey concerning these automated HHMTs’ 

components through which HWs interact with the technology is verified in section 7.2.4.   

 

4.3. Components of a model for an IMS to support an automated HHM service 

4.3.1.  Objectives of the proposed IMS 

The potential benefits of automated HHMTs are dependent on usage, which is reliant on users' 

acceptance of the technology (Boscart et al., 2008; Dyson and Madeo, 2017; Meng et al., 2019). The 

CSH's 2017 Annual Report mentioned that users' perceptions of the IoT-based HHMT will provide 

insight into the applicability of other IoT-based systems in hospitals (AHS, 2017b). Therefore, the CSH's 

representatives may want to ensure user satisfaction with this IoT-based service to gain the buy-in for 

this particular system and other IoT-based services that could be implemented at the hospital. 

The ISO/IEC 30141:2018 standard recognizes PII protection (clause 7.2.5) as a relevant 

“trustworthiness characteristic” of IoT systems. HWs have reported that before accepting IoT-based 

HHMTs, they want to have precise information about the type of data to be collected (Boscart et al., 
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2008), who will have access to this data (Boscart et al., 2008; Ellingson et al., 2011), and what will be 

its use (Boscart et al., 2008; Tarantini et al., 2019). 

In line with the information discussed in the previous paragraphs and following section 1.3.1 of 

the IUMSS handbook (ISO, 2018d), two objectives were established for the proposed IMS: 

1) Maintain the satisfaction of the monitored HWs with the automated HHM service. 

2) Ensure that HWs have access to information related to the processing of their PII collected 

through the automated HHMT. 

 

4.3.2.  Scope of Standardization 

Standards related to the objectives formulated for the IMS in section 4.2.1 were identified 

following section 2.1 of the IUMSS handbook (ISO, 2018d). Table 4.2 shows the proposed IMS 

objectives and relevant ISO standards for each of these objectives.      

Table 4.2: Mapping between the IMS Objectives and Relevant ISO Standards 

 

 

 

IMS Objectives 

IoT-related 
standards 

CS-related 
standards 

Privacy-related 
standards 

SM 
standard 

ISO
/IEC

 2
0

9
2

4
:2

0
2

1
 

ISO
/IEC

 3
0

1
4

1
:2

0
1

8
 

ISO
 1

0
0

0
1

:2
0

1
8

 

ISO
 1

0
0

0
4

:2
0

1
8

 

ISO
 1

0
0

0
2

:2
0

1
8

 

ISO
/IEC

 2
7

7
0

1
:2

0
1

9
 

ISO
/IEC

 2
9

1
8

4
:2

0
2

0
 

ISO
/IEC

 2
9

1
0

0
:2

0
1

1
 

ISO
/IEC

 2
0

0
0

0
-1

 

1. Maintain the satisfaction of the monitored HWs 
with the automated HH monitoring service. 

 
X 

 
X 

 
X 

 
X 

 
X 

 
X 

 
X 

 
X 

 
X 

2. Ensure that HWs have access to information related 
to the processing of their PII collected through the 
automated HHMT. 

   
 

   
X 

 
X 

 
X 

 
 

 

As shown in Table 4.2, the first group of applicable standards are IoT-related. They include 

ISO/IEC 20924:2021 (Internet of Things - Vocabulary) and ISO/IEC 30141:2018 (Internet of Things – 

Reference Architecture). These standards provide guidance for the characterization of automated 

HHMTs and the identification of the devices, subsystems and networks that form this IoT system 

(ISO/IEC 30141, 10.3).  For the first objective in Table 4.2, defining the components of automated 

HHMTs allows identifying those components that may significantly impact user satisfaction (ISO 

10004, 7.3.1).  

Relevant standards of the second group of Table 4.2 are related to CS. These standards (ISO 

10001, ISO 10002 and ISO 10004) are directly connected to the first objective. ISO 10001 can be used 
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to develop and establish satisfaction codes for users of automated HHMTs. The establishment of these 

satisfaction codes will be in line with Alraja et al. (2019), who reported that: "guarantees offered 

through the IoT healthcare providers reduced the users' perception of the risks involved in the use of 

the IoT and, therefore, improved their attitude towards using the IoT."  

The ISO 10004 guidelines can be used to plan, design and develop a system for the 

“measurement of the customer satisfaction [with information security] at planned intervals” (ISO/IEC 

27022, clause 8.5). This ISO 10004 HW satisfaction monitoring and measurement (HW-SMM) system 

can also measure IoT users' satisfaction with other aspects of the automated HH monitoring service 

(e.g., features of the wearable electronic device and reminder signals).  

The guidelines of ISO 10002 can be applied to plan, design and develop a feedback-handling 

system to “…. manage information security complaints from the customer” (ISO/IEC 27022, clause 8.5). 

This system would also help manage feedback about other automated HH monitoring service 

attributes, such as system accuracy.    

The penultimate group of relevant standards in Table 4.2 include ISO/IEC 27701, ISO/IEC 29100 

and ISO/IEC 29184. These ISO privacy-related standards can be used to support the development and 

fulfillment of CS codes concerning the privacy of the data collected through automated HHMTs. The 

definitions provided as part of the “privacy framework” presented in ISO/IEC 29100 can be used to 

prepare one of the elements (i.e., definitions of key terms) of the ISO 10001 privacy-related CS codes. 

Guidelines of the ISO/IEC 27701 standard for privacy information management can also be helpful for 

the preparation of these codes and the identification and preparation of the related resources such 

as the Informed Consent Form (ICF). The recommendations provided in ISO/IEC 29184 can be used to 

prepare a PN regarding the use of the PII collected by the automated HHMT, which addresses the 

second objective of the IMS. This PN is an essential input for the ICF, which is a critical resource for 

fulfilling the proposed CS codes.   

The last standard shown in Table 4.2 is ISO/IEC 20000-1. Unlike the other standards in Table 4.2, 

the guidelines of ISO/IEC 20000-1 cannot help fulfil the IMS objectives. However, this standard is 

relevant because one of the objectives of an ISO/IEC 20000-1 SMS component aligns with the IMS’s 

first objective. The “user relationship management” component of the ISO/IEC 20000-1 SMS aims to 

“manag[e] customer relationships and maintain customer satisfaction [with the automated HHM 

service]” (clause 8.3.2), in line with the first objective of the IMS. Therefore, the proposed IMS may 

augment the “user relationship management” component of the ISO/IEC 20000-1 SMS.    
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4.3.3. Identification of Stakeholders 

Table 4.3 presents the stakeholders and their roles in the context of the relevant ISO standards 

identified in section 4.2.2. These stakeholders provide a significant risk to the IoT-based HH monitoring 

service’s sustainability if their needs and expectations concerning this service are not met (ISO 

9000:2015, clause 2.2.4). Identifying the stakeholders’ role in the context of the relevant standards 

helped define their role from a service, customer satisfaction and privacy-related perspectives.  
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Table 4.3: Stakeholders and Roles 

Stakeholders Roles 

ISO/IEC 20924:2021 ISO/IEC 20000-1:2018 ISO/IEC 29100:2011 ISO 10000 series 
HWs monitored by 
the automated 
HHMT (e.g., nurses 
and physicians.) 

• HWs are subject to sensing and actuating by 
the IoT-based HHMT, performing the role of 
“physical entities” (ISO/IEC 20924, 3.1.27). 

• HWs can access their individual HH 
compliance rates and aggregated data about 
their colleagues' rates through the 
technology’s human-machine interface. Thus, 
performing the role of “IoT users.” (ISO/IEC 
20924, 3.2.11). 

HWs are “users” since they “interact with and 
benefit from the [data generated by the 
automated HH monitoring] service.” (ISO/IEC 
20000-1, 3.2.28) 

HWs are “PII principals” as they are 
“natural person[s] to whom the 
personally identifiable information 
[collected by the automated HHMT] 
relates.” (ISO/IEC 29100, 2.11) 

HWs are customers as they are 
“receivers[s] of ... a service from an 
internal process...” (ISO 10001, 3.4; ISO 
10002, 3.3; ISO 10004, 3.1) 

Hospital managers They play the role of “IoT users” (ISO/IEC 20924, 
3.2.11) as they use the HH compliance rates 
provided by the automated HHMT to make 
decisions (e.g., implementing additional training 
and awareness initiatives.)  

• Hospital managers are the automated HH 
monitoring “service providers” as they are part 
of the organization that manages and delivers 
this service to users (ISO/IEC 20000-1, 3.2.24).  

• Hospital managers are also “users” since they 
“interact with and benefit from the [data 
generated by the automated HH monitoring] 
service.” (ISO/IEC 20000-1, 3.2.28) 

Hospital managers are “PII 
controllers” as they determine the 
purpose of processing PII related to 
HH compliance and how this 
processing will occur (ISO/IEC 29100, 
2.10). 

Hospital managers are part of the 
“organization” (ISO 10001, 3.9; ISO 
10002, 3.8; ISO 10004, 3.7) that provides 
the automated HH monitoring service to 
HWs. 
 

Infection 
preventionists, unit 
managers 

They play the role of “IoT users” (ISO/IEC 20924, 
3.2.11) as they use the HH compliance rates 
provided by the automated HHMT to make 
decisions (e.g., implementing additional training 
and awareness initiatives.) 

• Infection preventionists and unit managers are 
“service providers” as they are part of the 
organization that manages and delivers the 
automated HH monitoring service to customers 
(ISO/IEC 20000-1, 3.2.24). 

• Infection preventionists and unit managers are 
also “users” since they “interact with and 
benefit from the [data generated by the 
automated HH monitoring] service.” (ISO/IEC 
20000-1, 3.2.28) 

Infection preventionists and unit 
managers are “PII processors” since 
they “process the PII [related to HH 
compliance] on behalf of and 
following the instructions of the PII 
controller.” (ISO/IEC 29100, 2.12) 

Infection preventionists and unit 
managers are part of the “organization” 
(ISO 10001, 3.9; ISO 10002, 3.8; ISO 
10004, 3.7) that provides the automated 
HH monitoring service to the HWs. 
 

Technology 
specialists 

 Technology specialists are “service providers” who 
plan, design, build, and deliver the automated HH 
monitoring service (ISO/IEC 20000-1, 3.2.24). 

  

Patients They play the role of “IoT users” (ISO/IEC 20924, 
3.2.11) as they benefit from a more accurate 
monitoring process of HWs' HH compliance. 
They could also benefit from an improved HWs' 
HH compliance. 

Patients are “users” since they “benefit from the 
[data generated by the automated HH monitoring] 
service.” (ISO/IEC 20000-1, 3.2.28) 
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4.3.4.  Scope of the proposed Model for an IMS 

Table 4.4. shows the scope of the model for an IMS that supports aspects of the automated 

HHM service. Column 1 presents the IMS objectives addressed by each management subsystem. 

Column 2 displays the two management subsystems that form part of the IMS. Each of these 

management subsystems is augmented by and augments components of other management 

subsystems, as shown in Columns 3 and 4. The elements developed as a result of this research for 

each management subsystem are shown in Column 5.  

Table 4.4: Scope of a Model for an IMS 

IMS 
Objective # 

Management 
Subsystems 

Augmented by Augments Management Subsystem 
elements 

1, 2 An ISO 10001  
HW-HH-PC 
subsystem  

• Components of an 
ISO/IEC 27701 
privacy subsystem 

• An ISO/IEC 29184 
PN 

The “user relationship 
management”  
component of an ISO/IEC 
20000-1 SMS 

• Four validated HW-HH-PCs. 

• HW-HH-PCs’ objectives. 

• HW-HH-PCs’ performance 
indicators. 

• HW-HH-PCs’ internal and 
external communication plans. 

• HW-HH-PCs’ procedures. 

• A validated PN.    

1 An ISO 10004 
Healthcare 

worker 
satisfaction 
monitoring 

and 
measurement 

(HW-SMM) 
subsystem  

• ISO/IEC 30141 
guidelines (clause 
10.3) 

• ISO/IEC 20924 
terms and 
definitions  

• A component of an 
ISO 10001 HW-HH-PC 
subsystem 

• A component of an 
ISO 10002 subsystem 
that handles the 
feedback of HWs 
about the automated 
HHM service 

•  The “user relationship 
management”  
component of an 
ISO/IEC 20000-1 SMS 

• HW-HH-PCs’ performance 
indicators. 

• A validated HW satisfaction 
survey. 

 

 

Figure 4.3 shows the model's components for an IMS that were created as outcomes of this 

research and their connections to the relevant ISO standards. The ISO standards’ clauses included in 

red in this figure correspond to the provisions that supported the development of each IMS 

component. The clauses in green indicate a part of another management system augmented by the 

IMS component. For instance, for the “Four validated HW-HH-PCs” component, clause 6.4 of ISO 

10001 is in red, as these four codes were prepared following the guidelines included in this clause. 

Clauses 6.13.1.5, 7.2.1 and 7.3.2 of ISO/IEC 27701 and clause 2.9 of ISO/IEC 29100 are also in red in 

this component as the provisions included in them supported the preparation of the four HW-HH-PCs. 

On the other hand, clause 8.3.2 of ISO/IEC 20000-1 is in green since the four validated HW-HH-PCs 

augment the “user relationship management” component of the SMS by helping the CSH maintain 

HW satisfaction with the automated HHM service.  
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Figure 4.3: Scope of the Proposed Model for a Standardized IMS 
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4.4. The resulting model for an IMS to support an automated HHM service 

4.4.1.  An Overall Framework for an IMS to support an automated HHM service 

An overall framework with three layers for the IMS (Figure 4.4)  was developed based on the 

scope defined for the IMS and the relevant ISO standards. The validation of the components of this 

model is presented in Chapters 5, 6 and 7.  

The first layer of this model is an ISO 20000-1 Service Management System (SMS). The term 

"service" is used for this model in the sense of the definition provided in ISO/IEC 20000-1:2018. As 

stated in ISO/IEC 20000-1 (clause 3.2.15), the service is the "means of delivering value for the customer 

[e.g., HWs, infection preventionists and unit managers] by facilitating outcomes the customer wants 

to achieve [i.e., monitoring HH compliance accurately and securely]." The hospital implementing the 

HHMT is, in this case, the "service provider" (ISO/IEC 20000-1, clause 3.2.24), as it manages and 

delivers the service.  

One of the ISO 20000-1 SMS components is the “user relationship management” component 

(clause 8.3.2).  The objectives of this component include "managing […] relationships [between the 

hospital and the HWs being monitored by the HHMT] and maintaining […] [HW satisfaction with the 

automated HHM service]."  

One of the processes of the “user relationship management” component is the “information 

security customer relationship management process” (ISO 27022, 8.5). This process seeks to “enable 

the management of the customer satisfaction level [regarding the security of the information collected 

by the automated HHMT].” 

The second layer includes an ISO 10001 subsystem that supports the "user relationship 

management" component of the ISO 20000-1 SMS (ISO/IEC 20000-1, clause 8.3.2). The ISO 10001 

subsystem augments specifically the “information security customer relationship management 

process” of this component through the design and implementation of privacy-related customer 

satisfaction codes (i.e., HW-HH-PCs) that may help the hospital maintain HW’s satisfaction with the 

HHMT.  The second layer also includes an ISO 10002 feedback-handling subsystem that supports the 

"user relationship management" component of the ISO 20000-1 SMS by managing HW’s feedback 

regarding the automated HH monitoring service. 
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Figure 4.4: Overall Framework – Augmentation Layers 

 

Finally, the third layer includes an ISO/IEC 27701 privacy management subsystem that supports 

the planning, design, development and implementation components of the ISO 10001 subsystem. This 

augmentation is performed by facilitating the preparation of the HW-HH-PCs (ISO 10001, 6.4), the 

preparation and implementation of the internal and external communication plan (ISO 10001, clause 

6.7, 7), the determination of the resources needed (ISO 10001, clause 6.8) and the implementation of 

these resources (ISO 10001, clause 7).  As shown in Figure 4.4, the ISO/IEC 29184 and ISO/IEC 29100 

standard guidelines are a resource for the ISO/IEC 27701 privacy management subsystem. ISO/IEC 

29100 augments the ISO/IEC 27701 privacy subsystem to prepare the HW-HH-PCs. ISO/IEC 29184 

provisions complement the guidelines stipulated in ISO 27701 regarding the information to be 

provided to PII principals (i.e., HWs monitored by the automated HHMT) about the processing of their 

PII.   

The third layer also includes an ISO 10004 HW satisfaction monitoring and measurement 

subsystem, which simultaneously supports the “user relationship management” component of an 

ISO/IEC 20000-1 SMS directly and indirectly. The ISO 10004 subsystem supports the “user relationship 

management” element (Layer 1) directly by measuring the satisfaction of HWs with components of 

the automated HHM service (e.g., the automated HHMT and related documentation). The ISO 10004 

subsystem also supports the “user relationship management” component indirectly through 

augmenting the ISO 10001 and ISO 10002 subsystems (Layer 2) by measuring the performance of HW-

HH-PCs and the HWs’ satisfaction with these codes, as well as their satisfaction with the way in which 
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the feedback regarding the automated HHM service is handled. The ISO 10001 and ISO 10002 

subsystems (Layer 2), in turn, support the “user relationship management” component of an ISO/IEC 

20000-1 SMS (Layer 1) by facilitating “maintaining customer satisfaction” (ISO/IEC 20000-1, 8.3.2). As 

indicated in Figure 4.4, the guidelines of ISO/IEC 30141 and ISO/IEC 20924 are a resource for the ISO 

10004 subsystem. These guidelines can support the development of the HW satisfaction questionnaire 

(ISO 10004, annex D.4.1).  

For the proposed framework, the data collected through the HHMT is described using a 

definition from ISO/IEC 29100. Personally identifiable information (PII) refers to "any information that 

can be used to identify the PII principal to whom such information relates, or is or might be directly or 

indirectly linked to a PII principal" (ISO/IEC 29100, clause 2.9). The time of an HW’s HH actions, the 

time of an HW’s entry to or exit from a patient’s environment and data about individual HH compliance 

are examples of PII in this case.  

 

4.4.2.   An Expanded Model for an IMS to support the automated HHM service 

Figure 4.5 depicts an ISO 20000-1 / ISO 10001+ISO 10002 / ISO 27701+ISO 10004 augmentation 

using the overall framework presented in the previous section. The model in Figure 4.5 expands the 

general framework shown in Figure 4.4. by providing details about the activities composing each of 

the CS subsystems (i.e., ISO 10001 HW-HH-PC, ISO 10004 HW-SMM and ISO 10002 FHP). Unlike the 

overall framework, the extended model illustrates the integrative augmentation at an activity level, 

e.g., it shows how a component of the ISO/IEC 27701 privacy subsystem augments the activity related 

to the development of the customer satisfaction promises. Due to its level of detail, the expanded 

model may be more helpful than the overall framework to guide healthcare practitioners in the 

development and establishment of the elements of the model (e.g., the HW-HH-PCs and related 

resources).  

The outside layer (Layer 1) corresponds to a Service Management System (SMS) based on 

ISO/IEC 20000-1. This SMS involves "a set of capabilities and processes to direct and control the 

[hospital's] activities and resources for the planning, design, transition, delivery and improvement of 

[the HHMT and the other service components that constitute the IoT-based service] to deliver value" 

(ISO/IEC 20000-1, clause 3.2.22).  
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Figure 4.5: Expanded Model for the Proposed IMS 
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Layer 2 includes an ISO 10001 and ISO 10002 subsystems used to support the "user relationship 

management" subsystem. All the components of an ISO 10001 subsystem are included in this model. 

These components were developed as part of this research except for those related to implementing 

the HW-HH-PCs (ISO 10001, 7). Regarding the ISO 10002 subsystem, only a component for monitoring 

and measuring HW satisfaction with the feedback handling process (FHP) was included in the model 

and developed in this research.  

Layer 3 includes activities related to planning, designing, and implementing the HW-HH-PCs 

that are augmented by other standards. The ISO/IEC 27701 standard supports some activities that 

deal with the privacy aspects of the HW-HH-PCs. For example, clauses 7.2.1 and 7.3.2 of ISO/IEC 27701 

can be used to support the determination of the information to be included in the external 

communication plan (ISO 10001, clause 6.7).  The guidelines of ISO/IEC 27701 can be complemented 

with guidance from ISO/IEC 29184. Thus, for example, clauses 7.2.1 and 7.3.2 of ISO/IEC 27701 can be 

supplemented with clauses 5.3.2, 5.3.3, 5.3.4 and 5.3.5 of ISO/IEC 29184 to support the definition of 

the information to be presented in the external communication plan (ISO 10001, 6.7). Additional 

details related to the ISO 10001 - ISO/IEC 27701 – ISO/IEC 29184 part of the integrative augmentation 

are included in Table 5.5 in section 5.2.3 of the thesis.  

Other HW-HH-PCs-related activities in Layer 3 are supported by the ISO 10004 standard. For 

example, ISO 10004 can be used to evaluate the HW-HH-PC performance by conducting a survey to 

determine the percentage of HWs confident in the adequate use of their PII collected through the 

HHMT. In this example, the ISO 10004 subsystem is applied to assess the code performance and not 

only the satisfaction with the code as in previous studies (Khan, 2016; Khan et al., 2018). 

Layer 3 also contains customer satisfaction measurement activities unrelated to the ISO 10001 

HW-HH-PC subsystem.  These activities concern the measurement of HWs’ satisfaction with other 

customer satisfaction processes (i.e., the handling of the feedback regarding the automated HH 

monitoring service) and other aspects of the automated HH monitoring service (i.e., the HHMT and 

related documentation.)  The ISO 10004 subsystem supports these activities. 

The ISO 10004 subsystem can be enhanced with ISO/IEC 30141 and ISO/IEC 20924 guidelines 

for measuring HWs’ satisfaction with the automated HHMT. The automated HHMT’s components can 

be mapped against the IoT system components presented in ISO/IEC 30141 and ISO/IEC 20924. The 

mapping results can then be utilized to verify the inclusion of questions concerning the automated 

HHMTs’ components when designing the HW satisfaction questionnaire (ISO 10004, D.4.1).  Additional 

information regarding the ISO 10001 – ISO 10002 – ISO 10004 part of the integrative augmentation is 

presented in Table 7.2 in section 7.2.3.  
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As shown in Figure 4.5, in the case of the augmentation with the ISO/IEC 27701 standard, 

activities are supported using only some of its clauses. For example, the implementation of the 

external communication plan for the HW-HH-PCs (ISO 10001, clause 7) is supported by clauses 7.2.4 

and 7.3.3 of ISO/IEC 27701. This kind of application is similar to the one presented in Fernandez-Ruiz 

et al. (2017) and Vargas-Villarroel (2015), where only certain components of ISO 10003 were used to 

augment an ISO 10002 system and selected clauses of ISO/IEC 27001 were utilized to support an ISO 

10008 B2C ECT system, respectively. Other clauses of the ISO/IEC 27701 standard are not applicable 

for the augmentation of the HW-HH-PCs. For example, clauses 5.3 and 5.5 are irrelevant as they relate 

to the whole privacy management system and not the specific HW-HH-PCs privacy issues. 

On the other hand, 10004 augmented activities are fostered by the whole respective standard, 

as the establishment of a subsystem for monitoring and measuring satisfaction is relevant for the 

maintenance and improvement of the HW-HH-PCs and the feedback-handling process. For example, 

the entire ISO 10004 standard can facilitate the evaluation of HWs' satisfaction with the HW-HH-PCs. 

4.5.  Summary 

This chapter presented the processes and resources of the automated HHM service to be 

supported by the IMS. The illustrated elements were used as inputs for the development of the 

proposed model for the IMS.  

The objectives, processes and resources for the IMS were subsequently shown. Two objectives 

were formulated in this chapter for the IMS based on information from the literature. These IMS 

objectives guided the determination of the scope of standardization and the stakeholder identification 

process. The scope of the proposed model involves two CS management subsystems that are 

supported by and support components of privacy and service-related management systems. In this 

chapter, an overall framework and an extended model for the IMS were also presented and discussed. 

The extended model shows the processes and resources for the IMS. Additional details about these 

processes and resources are discussed in Chapters 5, 6 and 7.   
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5. Development and validation of an ISO 10001 HW-HH-PC subsystem  

5.1. Introduction 

This chapter discusses the development of an ISO 10001 HW-HH-PC subsystem, which involved 

the preparation of six HW-HH-PCs that illustrate the augmentation of the ISO 10001 satisfaction code 

system with components of a privacy-related subsystem. The development of the other ISO 10001 

HW-HH-PC subsystem components (e.g., performance indicators and code-related resources) is 

covered.  The results of the validation with CSH representatives of the feasibility and importance of 

the HW-HH-PCs and supporting activities and resources are also shown.  

5.2. Development of an ISO 10001 HW-HH-PC subsystem  

5.2.1.  Identifying and assessing HWs’ concerns regarding IoT-based HHMTs 

Following clause 6.2 of ISO 10001:2018, a literature review was conducted to determine HWs' 

concerns regarding IoT-based HHMTs. Each of these concerns is an " issue [that] could be dealt with 

[a satisfaction code]" (ISO 10001, 6.2.). The common concerns of HWs found in the literature were 

classified into eight topics using an Affinity Diagram (see Figure 2.1). A description of each of these 

topics can be found in Table 2.4.  

Table 5.1 shows the eight concern topics (column 1), their classification based on whether the 

concerns emerged from the characteristics of the automated HHMT itself or the hospital management 

of this technology (column 2), and the potential manner of addressing these concerns (column 3). The 

columns were developed following ISO 10001: 2018, sub-clause 6.2, parts (a), (b), and (c), respectively. 

Specifically, the proposed resolutions in the last column were either identified from the literature (for 

issues arising from “HHMT management”) or defined based on the issue description provided in the 

literature (for the ones coming from “HHMT characteristics”). For instance, for topic seven, since HWs 

are concerned about their collected data being applied for disciplinary action, the healthcare 

organization could alleviate this concern by not deploying the data in such a way or by clearly 

communicating the specific purposes for which the collected data will be used (Ellingson et al., 2011). 

The latter information may relate to any situation where the data could be processed in conjunction 

with punitive actions. 

Overall, since the need for modifying the HHMT could be a limitation for hospitals to implement 

HW-HH-PCs, the classification criterion from column 2 was used to discard topics 1, 2, 3, 4 and 8 from 

Table 5.1 and only develop HHMT management-related codes (i.e., for topics 5, 6 and 7). 

The classification of concerns according to whether they arise from either the HHMT itself or its 

management represents an additional step to the ones suggested in ISO 10001:2018. This should 
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contribute to the ability of healthcare practitioners to develop and establish customer satisfaction 

codes that do not require an alteration of the HHMT. 

Table 5.1: Issues related to IoT-based HHMTs 

 

5.2.2. ISO/IEC 27701 augmenting the preparation of six ISO 10001 HW-HH-PCs 

Six HW-HH-PCs that deal with issues stemming from how a healthcare organization uses the 

automated HHMT are now proposed. Table 5.2 shows six customer satisfaction promises related to 

these three topics, as well as their objectives. “Promises” are one of the five elements of HW-HH-PCs, 

as per ISO 10001, 6.4.b. Two of the HW-HH-PCs shown in Table 5.2. (i.e., HW-HH-PCs 1 and 2) were 

introduced in Ortiz and Karapetrovic (2021). Ortiz and Karapetrovic (2022) presented the other four 

HW-HH-PCs (i.e., HW-HH-PCs A, B, C and D).  Letters were used to label Ortiz and Karapetrovic (2022) 

codes to avoid repeating the same number-based labels already used in Ortiz and Karapetrovic (2021).    

Promise A  aims to increase HWs’ comfort regarding the recipients of the data collected through 

the automated HHMT (ISO 10001, 6.1). This objective is in line with previous studies on automated 

HHMTs, which showed that HWs wanted to have precise and transparent information about who will 

have access to the collected data (Boscart et al., 2008: Ellingson et al., 2011). Promise B seeks to 

HW Concern  
(ISO 10001, 6.2.a) 

Source 
(ISO 10001, 6.2.b) 

Resolution 
(ISO 10001, 6.2.c) 

Topic 1:  Physical characteristics of wearable 
devices (Boscart et al., 2008; Levchenko et al., 
2009; Benudis et al., 2019) 

HHMT 
characteristics: 

Hardware 

Change the size and/or weight of wearable devices. 

Topic 2:  Characteristics of reminders (Boscart 
et al., 2008; Levchenko et al., 2009; Levchenko 
et al., 2014; Dyson and Madeo, 2017) 

 
HHMT 

characteristics: 
Hardware/Software 

• Software: e.g., modify reminder algorithm to change 
the number of reminders. 

• Hardware: e.g., replace light with vibration signal. 

Topic 3:  Personal privacy (Al Salman et al., 
2015; Dyson and Madeo, 2017; Benudis et al., 
2019; Tarantini et al., 2019) 

Substitute technology with another to monitor HH 
compliance.   

Topic 4:  Technology accuracy (Ellingson et al., 
2011; Dyson and Madeo, 2017; Benudis et al., 
2019; Druckerman et al., 2021; Kelly et al., 
2021) 

HHMT 
characteristics: 

Software 

Change monitoring algorithms to better identify the 
“situational context” (Ellingson et al., 2011) for HH 
opportunities. 

Topic 5:  Lack of knowledge regarding the 
processing of the collected data (Boscart et al., 
2008; Ellingson et al., 2011; Tarantini et al., 
2019) 

 
 
 
 
 
 

HHMT 
management 

• Establish a “clear communication strategy” about data 
processing (Ellingson et al., 2011). 

• Define “clear and concise policies and procedures” 
regarding automated HH monitoring (Boscart et al., 
2008). 

Topic 6:  Individual data reporting (Boscart et 
al., 2008; Dyson and Madeo, 2017; Blomgren et 
al., 2021) 

Give HWs: 

• Confidential reports with their individual HH 
compliance data (Boscart et al., 2008; Ellingson et al., 
2011; Dyson and Madeo, 2017) 

• The ability to decide whether their HH data are 
reported to their managers (Boscart et al., 2008) 

Topic 7:  Disciplinary use of data (Ellingson et 
al., 2011; Dyson and Madeo, 2017; Tarantini et 
al., 2019;  Blomgren et al., 2021) 

• Provide precise information about the purposes for 
which their data will be used (Ellingson et al., 2011).  

• Do not use the data collected for punitive purposes    

Topic 8:  Interference to the care process 
(Dyson and Madeo, 2017; Benudis et al., 2019) 

HHMT 
characteristics: 

Hardware/Software 

• Hardware: e.g., change the size of wearable device. 
Software: e.g., modify reminder algorithm to change 
frequency. 
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improve HWs’ comfort with the PII elements collected through the automated HHMT. This objective 

aligns with Boscart et al. (2008) findings showing that HWs wanted to be informed about the data 

collected by the technology. Promises C and 2 seek to enhance HWs’ comfort regarding who will have 

access to their individual HH compliance rates. This objective is in line with previous research 

demonstrating the HWs’ concern about reporting their individual HH compliance data to managers 

(Boscart et al., 2008; Ellingson et al., 2011; Dyson and Madeo, 2017) and requests to have the 

opportunity to decide whether to share this information with them (Boscart et al., 2008). 

Promises 1 and D share the same objective. Their establishment may increase HWs’ confidence 

in the hospital’s adequate use of the PII collected through automated technology. Both promises 

address HWs’ concerns regarding the lack of information about how the data collected will be utilized 

(Boscart et al., 2008; Tarantini et al., 2019). Promise D also addresses HWs’ concerns regarding the 

HHMT-collected data use for disciplinary action (Ellingson et al., 2011; Dyson and Madeo, 2017; 

Blomgren et al., 2021). 

 

Table 5.2: HW-HH-PC Objectives and Promises 

Topic 
Number  

Objective (ISO 10001, 6.1): 
Enhance healthcare workers' comfort regarding… 

Promise 
Label  

Promise Text 

 
 
 
 
 
 
 

5 
 

 
 
… adequate use of their HHMT-collected PII. 

 
 

1 

The hospital will only use the personally identifiable 
information collected from healthcare workers through the 
automated hand hygiene monitoring system for the 
purposes that are both identified on the consent form and 
communicated to the healthcare worker. 

…persons with access to their HHMT-collected PII. A 

The personally identifiable information collected from 
healthcare workers through the automated hand hygiene 
monitoring system will only be accessed by people in the 
roles that are both identified on the consent form and 
communicated to the healthcare worker.  

…elements of PII collected through the HHMT. B 

Through the automated hand hygiene monitoring system, 
the hospital will only collect the personally identifiable 
information that is both identified on the consent form 
and communicated to the healthcare worker. 

6 
…authority to access their individual HH 
compliance rates collected through the HHMT. 

C 

Healthcare workers will have the option to be anonymous 
or display their names in any hand hygiene compliance 
reports each time they use the system without any 
negative consequences.  

2 
The hand hygiene compliance rates of a healthcare worker 
recorded by the automated hand hygiene monitoring 
system will only be shared with the healthcare worker. 

5, 7 … adequate use of their HHMT-collected PII. D 

The hand hygiene compliance rates recorded by the 
automated hand hygiene monitoring system will not be 
used for disciplinary action.   

 

Once the HW-HH-PC promises were developed, the ISO/IEC 27701 standard was reviewed to 

identify requirements capable of augmenting the development of the four remaining ISO 10001-

required code elements. The ISO/IEC 29100:2011 standard was also checked, and one definition, 
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namely for PII (sub-clause 2.9), was chosen to support the “terms” element of HW-HH-PC-1, HW-HH-

PC-A and HW-HH-PC-B. 

A tabular approach, like the one used in Fernandez-Ruiz et al. (2017), was applied to relate the 

ISO/IEC 27701:2019 guidelines against each of the five HW-HH-PC elements from ISO 10001:2018, 

sub-clause 6.4, parts (b) “promise,” (e) “action,” (a) “scope,” (c) “terms,” and (d) “feedback.” 

Therefore, for the first code element, promises contained in codes A, B and 2, on one hand, and 1 and 

D, on the other, are in line with sections 7.3.2 and 7.2.1 of ISO 27701, respectively. For instance, 

promises A and 2 follow a requirement from section 7.3.2, which stipulates that the healthcare 

organization should identify and document the information to be given to HWs, including information 

related to the “recipients or categories of recipients of PII” (ISO 27701:2019). Promises 1 and D are in 

line with clause 7.2.1 (ISO 27701), which establishes that the hospital should determine and document 

the specific purposes for which the IoT-based HHMT-collected PII will be used. 

Table 5.3 provides the remaining four elements of each HW-HH-PC. Regarding the code 

“action,” once HW-HH-PC-1, A, B and 2 are established, the following four events will represent 

“information security incident[s]” (ISO/IEC 27000, 3.31) involving PII: 

• Utilizing the PII collected through the automated HHMT for purposes different from the ones 

explained in the ICF and communicated to the HW (e.g., for other purposes than HH 

monitoring);  

• Disclosing PII recorded by the technology (e.g., time of HW’s entry to, or exit from, a patient 

room) to someone not identified on the ICF or stated to the HW (e.g., another HW); 

• Collecting any PII not specified on the ICF or communicated to the HW (e.g., time of HW’s entry 

to, or exit from, hospital areas other than patient rooms); 

• Sharing the HH compliance rates with someone other than the HW.  

Thus, the actions to be taken by the healthcare organization if the promises from codes 1, A, B 

and 2 are not met can follow the guidelines described in ISO/IEC 27701 for “information security 

incidents response” (sub-section 6.13.1.5). Since HH compliance data can also be gathered through 

direct observation, the scopes of the first five HW-HH-PCs are limited to the PII collected by the 

automated HHMT. The scope of HW-HH-PC-D specifies that this code will apply to any disciplinary 

action based on IoT-collected data. The definition of the term “hand hygiene compliance rates” 

employed by the CSH (AHS, 2021a) was utilized for HW-HH-PC-C and HW-HH-PC-2. Finally, all six codes 

have the same “feedback” element. 
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Table 5.3: HW-HH-PC Supporting Elements 

 

After defining the objectives of the six HW-HH-PCs and preparing their five elements (ISO 

10001, 6.4), the other ISO 10001 HW-HH-PC system components were determined. Table 5.4 shows 

four of these components. The three indicators for measuring HW-HH-PC performance (ISO 10001, 

6.5) could be assessed through a survey with HWs. ISO 10004 guidance could be used to develop and 

conduct this survey. The information collected from the surveys could then be used as input to 

improve the HW-HH-PCs (ISO 10001, 8). 

The HW-HH-PCs could be communicated to HWs using the ICF (ISO 10001, 6.7). PII processors 

(e.g., infection preventions and unit managers) could be informed about the existence of an HW-HH-

PC (ISO 10001, 6.7) through their “contractual agreements” (ISO/IEC 27701, 6.4.1.2). 

An ICF and privacy awareness sessions are critical resources for fulfilling HW-HH-PC-1, HW-HH-

PC-A and HW-HH-PC-B since their promises imply having an Informed onsent Form in place and 

sharing the information regarding PII processing purposes, PII recipients (e.g., infection preventionists 

and hospital managers) and PII collected (e.g., individual wearer and patient room identification 

codes) using a method in addition to the form. The ICF will play a dual role as a method for external 

communication of HW-HH-PCs 1, A and B and a resource to fulfill the related promises. On the other 

hand, in the case of HW-HH-PCs C, 2 and D, the form will only be a method for communicating the 

HW-HH-PCs to HWs. 

Using the ICF to communicate all six HW-HH-PCs to HWs and fulfill the three codes whose 

promises contain the consent form (CF) itself would contribute to the efficiency of the codes 

development and implementation processes by taking advantage of an already existing resource (i.e., 

the form).   

 

Code / Element 1 A B C 2 D 

Action 

Otherwise, the hospital will record 
information about the incident and 
initiate a review to determine the 
“measures [...] to be taken” (ISO/IEC 
27701, 6.13.1.5)  

Otherwise, they can 
stop using the 
wearable device until 
the option is activated 
in the system.   

Otherwise, the hospital 
will record information 
about the incident and 
initiate a review to 
determine the “measures 
[...] to be taken”. 

Any disciplinary action taken 
based on this data will be 
rescinded. 

Scope 

This code applies to any PII collected 
through the automated Hand 
Hygiene Monitoring System (HHMS).  

This code applies to HH compliance rates recorded 
by the automated HHMS. 

This code applies to any 
disciplinary actions based on 
HH compliance rates 
collected through the 
automated HHMS. 

Terms 

"PII is any information that (a) can be 
used to identify the [HW] to whom 
such information relates, or (b) is or 
might be directly or indirectly linked 
to the [HW]” (ISO 29100:2011, 2.9) 

"HH compliance [rates are] calculated by dividing the 
number of compliant observations by the total 
number of compliant and non-compliant 
observations recorded by [the automated HHMS]" 
(AHS, 2021a) 

Disciplinary action as 
defined commonly or 
by the CSH. 

Feedback HWs can provide feedback about this code and its use by sending an email. 
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Table 5.4: ISO 10001 HW-HH-PC System Components 

  

5.2.3.   ISO 27701 and ISO 29184 augmenting the development of resources for HW-HH-PCs 

Through interviews with two representatives of the infection prevention and control office of 

the CSH, two documents for the HH monitoring process based on direct observation were identified: 

a “Hand Hygiene Policy” (AHS, 2021b) and a “Guide to Conduct Hand Hygiene Reviews” (AHS, 2021a). 

The “Hand Hygiene Policy” could be updated to incorporate information about IoT-based HH 

monitoring. In line with Boscart et al. (2008), a Procedure for Automated Hand Hygiene Monitoring 

(PAHHM) can be implemented. This PAHHM would substitute the “Guide to Conduct Hand Hygiene 

Reviews” if the hospital no longer uses direct observation. 

The “Hand Hygiene Policy” (AHS, 2021b) update with an indication of the purposes for 

processing the collected PII (ISO/IEC 27701, 7.2.1) would make this policy a resource to fulfill HW-HH-

PC-1 and HW-HH-PC-D. Inclusion of information regarding the “recipients or categories of recipients 

of PII [collected through the automated HHMT (e.g., unit managers, infection preventionists, and 

patients)]” (ISO/IEC 27701, 7.3.2) and regarding the categories of the PII to be collected (ISO/IEC 

27701, 7.3.2) in the “Hand Hygiene Monitoring and Feedback” section of the existing “Hand Hygiene 

Policy” (AHS, 2021b) and in the PAHM, would turn these documents into resources to fulfill HW-HH-

PCs A, B, C and 2. 

After having identified resources needed to fulfill the HW-HH-PCs, a tabular approach was 

applied to map the guidelines of ISO/IEC 29184:2020 and ISO/IEC 27701:2019 against the ones from 

ISO 10001:2018 for the potential preparation of these resources. Table 5.5 shows the results of this 

mapping process. Column 1 presents the ISO/IEC 29184 guidelines that can be used as an input for 

the ISO/IEC 27701 privacy subsystem (column 2), which in turn supports the ISO/IEC 10001 HW-HH-

  

Promise  

Performance Indicator  
(ISO 10001, 6.5) 

Internal Communication Plan 
(ISO 10001, 6.7) 

External Communication Plan  
(ISO 10001, 6.7) 

Resources 
(ISO 10001, 6.8) 

 
1 

 
Percentage of HWs 
confident in the adequate 
use of their PII collected 
through the HHMT. 

 
 
 
The hospital implements the 
internal communication plan 
by having infection 
preventionists and other PII 
processors sign their 
contractual agreements, 
which include the HW-HH-
PCs and their responsibilities 
for the privacy of the IoT-
collected data (ISO/IEC 
27701, 6.4.1.2). 

 
 
 

• The hospital informs the 
HWs about the HW-HH-PCs 
using the ICF (ISO/IEC 
27701, 7.2.1, 7.2.3, 7.3.2). 

• The HW-HH-PCs are 
included in the ICF signed by 
HWs when they agree to be 
monitored by the HHMT. 

• ICF. 

• Privacy awareness sessions. 

• Automated HH Monitoring 
Procedure. 

• Updated HH Policy. 

D Same as HW-HH-PC-1, except the 
ICF 

 
A 

Percentage of HWs 
comfortable with the 
roles/parties that have 
access to their PII collected 
through the HHMT. 

Same as HW-HH-PC-1 

C Same as HW-HH-PC-D 

2 

 
B 

Percentage of HWs 
comfortable with the 
elements of PII collected 
through the HHMT. 

Same as HW-HH-PC-1 
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PC system (column 3), with examples of resource preparation for HW-HH-PCs 1, A and B given in 

column 4. 

Table 5.5: ISO 29184 and ISO 27701 Supporting the Development of HW-HH-PCs Resources 

ISO/IEC 
29184:2020 

ISO/IEC 
27701:2019 

ISO 10001:2018 Examples 

5.3.4 

7.3.2 

6.8 

• In the ICF related to HW-HH-PC-A (ISO 10001, 6.8), the CSH would determine unit 
managers, infection preventionists and other personnel who may receive the HHMT-
gathered PII (ISO/IEC 27701, 7.3.2). 

• According to section 5.3.4 of ISO/IEC 29184, the CSH could also provide “departmental 
information” if appropriate, e.g., the hospital unit number to which the hospital managers 
with access to the collected PII belong. 

5.3.5 

• In the ICF for fulfilling HW-HH-PC-B (ISO 10001, 6.8), the CSH would identify PII elements 
being collected, e.g., HW’s HH status when entering or exiting the patient area (ISO/IEC 
27701, 7.3.2).  

• Following section 5.3.5 of ISO/IEC 29184, the CSH would also identify and document 
examples of the HHMT-gathered PII element values, e.g., HW’s HH status when entering 
or exiting the patient room: “washed/washed after reminder/not washed after reminder”.  

5.3.3 7.2.1 

• In the PAHHM and ICF related to HW-HH-PC-1 (ISO 10001, 6.8), the CSH would identify the 
purposes for processing HHMT-gathered PII, e.g., developing an improvement plan if the 
HH compliance rate is below a predefined threshold (ISO/IEC 27701, 7.2.1). 

• According to section 5.3.3 of ISO/IEC 29184, the CSH should identify the purposes of 
processing HHMT-gathered PII elements, e.g., the room / HW identification code. 

5.4.7 7.2.3 

• The CSH would identify the time of HW’s access to, and signing of, the ICF, e.g., at 
registration or first login into their HHMT account (ISO/IEC 27701, 7.2.3).  

• In line with section 5.4.7 of ISO/IEC 29184, the CSH should determine the need for 
corroborating existing consent or acquiring new permission at an appropriate interval, 
e.g., after an update of the automated HHMT’s software. 

 

The first section of Figure 5.1 (i.e., “IoT-based service provider”) presents the activities related 

to the HW-HH-PCs' planning, designing, and development. It focuses on the development of HW-HH-

PCs 1, A and B (ISO, 10001, 6.4) and the preparation of the related resources (ISO 10001, 6.8) by 

integrating ISO 10001 guidelines and the applicable ISO/IEC 27701 and ISO/IEC 29184 requirements 

presented in Tables 5.3 and 5.5. Sections 2 and 3 of Figure 5.1 relate to the utilization of the HHMT 

and the use of the HHMT-collected data, respectively. 

Activity 2 in this flowchart is related to the preparation of the HW-HH-PCs. Activities 4 to 7 

focus on the development of a PN. This PN will be an input for developing the ICF, a resource for 

fulfilling the HW-PP-Cs. For brevity, the flowchart only includes PN preparation activities that are 

relevant for the HW-HH-PCs and, therefore, illustrate integrative augmentation. The sequence of 

activities 4 to 7 differs from the order in which respective clauses appear in ISO/IEC 29184. The 

identification of the specific elements of PII to be collected is considered first in the flowchart. 

Identifying these elements will allow the CSH to determine the purposes for which each of these 

elements will be used. Once purposes are defined for each element of PII, the CSH can specify who 

will have access to them depending on these purposes. Activity 8 relates to validation, not specified 

in ISO/IEC 29184, but included to ensure that the PN is clear to HWs. Activity 11 relates to the 

preparation of the CF. In activity 12, the CSH would incorporate the validated PN and the HW-HH-PCs 
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into the CF. Through this incorporation, the form becomes a resource for the fulfillment of HW-HH-

PCs and for the external communication plan.  

As shown in Figure 5.1, the ICF containing the HW-HH-PCs and the PN is an input for activities 

related to utilizing the IoT-based HHMT and using the IoT-based HHMT- collected data.  

Figure 5.1 activities illustrate augmentative integration. For example, the “Validate Privacy 

Notice with a representative sample of HWs” activity would facilitate the usability of the PN (ISO 

10001, 4.5; ISO/IEC 29184, 5.2.3). Simultaneously, the CSH would also fulfill provision 7.3.3 of ISO/IEC 

27701, which indicates that the “organization should provide PII principals with clear and easily 

accessible information identifying the PII controller and describing the processing of their PII.” By 

validating the PN, the CSH is also preparing a resource needed to fulfill HW-HH-PCs 1, A and B, thereby 

also meeting clause 6.8 of ISO 10001. The establishment of these three codes and the transparency 

regarding PII processing expressed in the PN may help increase HWs’ satisfaction with the automated 

HHMT, supporting one of the objectives of the “user relationship management” component of the 

ISO/IEC 20000-1 SMS (clause 8.3.2). 

Activities in Sections 2 and 3 of Figure 5.1 are part of the HW-HH-PCs procedures (ISO 10001, 

6.6). These sections include, for instance, activities related to how HW-HH-PCs are communicated to 

HWs and PII processors and the personnel's training on these codes.    

The flowchart illustrating the integration of ISO 10001, ISO/IEC 27701 and ISO/IEC 29184-

related subsystems (Figure 5.1) can be used by healthcare practitioners to guide the development of 

the resources required for privacy-related codes concerning automated HHMTs and other IoT-based 

technologies.   
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Figure 5.1: Augmenting ISO 10001 with ISO 27701 + ISO 29184 (1/2) 
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 Figure 5.1: Augmenting ISO 10001 with ISO 27701 + ISO 29184 (2/2) 
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5.3. Validation of an ISO 10001 HW-HH-PC subsystem  

5.3.1.   Validation of the feasibility of HW-HH-PCs with PII controllers and processors 

A focus group with six members of the HH Group of the CSH was conducted to validate the 

feasibility of the six HW-HH-PCs. Some of these participants represented the PII controllers (e.g., 

hospital managers) as they decide the purposes for collecting the PII related to HH compliance and 

how it will occur (ISO/IEC 29100, clause 2.10). Other participants represented the PII processors (e.g., 

infection preventionists) since they process the PII related to HH compliance "on behalf of and in 

accordance with the instructions" of the hospital managers (ISO/IEC 29100, clause 2.12). Questions 

included in a focus group guide (Appendix 1) were asked to participants during a one-hour discussion. 

The results of this discussion are shown in Table 5.6. 

As shown in Table 5.6, focus group participants mentioned a “learning plan” when discussing 

promises C and D. Participants pointed out that in cases of recurrent non-compliance, the HW would 

develop this plan with the support of a member of the HH compliance team (e.g., an infection 

preventionist). The “learning plan” would include actions that the HW would take to improve their HH 

compliance rates and the corresponding deadline for each activity.  

The wearable device mentioned by focus group participants refers to an electronic device worn 

by HWs, which records the hand sanitizer dispenser activation (i.e., an HH action) and the entry to or 

exit from the patients' room (i.e., an HH opportunity) (Dyson and Madeo, 2017; Pong et al., 2018; 

Boyce et al., 2019).      

When discussing promise C, a focus group participant explained that the reports produced by 

the HHMT used in the pilot project were anonymous by default. Therefore, if HWs wanted their names 

to be shown in these reports, they would have to take an extra step and deanonymize themselves.  
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Table 5.6: Feasibility of the Proposed Satisfaction Codes according to Focus Group Participants 

Promise Label Feasible? Reasons 
1 Yes • A participant considered these promises feasible since the HH compliance team had already prepared 

CFs identifying what information they were collecting. Moreover, there was an agreement on who 
would have access to the data if they would have to link the wearable device with the HW.  

• This participant also pointed out that the only challenge would be “unforeseen circumstances or a 
breach,” but those might even be addressed in the CFs.  

• Another participant stated that the “bedrock of any research study is how you handle PII.” 

• Another participant reported being initially unsure about the CSH’s ability to fulfill promise A when the 
HHMT is fully implemented instead of a pilot project. However, they pointed out that after rereading 
the promise, they realized that as long as HH compliance team members or management are identified 
on the CF (because HH monitoring is part of their job), the CSH would be covered against HW’s 
complaints and “not in violation of the code.” 

A Yes 

B Yes 

2 No • A participant pointed out that the CSH could not promise this as it would prevent the HH compliance 
team from tracking down the causes of non-compliances individually. 

• Another participant indicated that in cases of “severe non-compliance” or if they suspect that the 
wearable device is not working correctly, the HH compliance team would need to link it with the user. 
Therefore, they would also have a way to review this user’s compliance rates. 

• Another participant mentioned that the CSH could not guarantee this promise because the HH 
compliance team would have to talk with managers about potential “disciplinary action” and “break 
the code” if they noticed low HH compliance rates. 

• Another participant said the HH compliance team would have to “go outside of the code” if they noticed 
something strange with the data collected to verify that the problem was not related to the wearable 
device.   

C No • A participant mentioned that the reports produced by the HHMT used in the pilot project only show 
the wearable device number “by default.” Therefore, the default for this HHMT’s reports is anonymous 
unless someone wants to show their names.  

• This participant also indicated that they did not see an issue with this promise if this feature is part of 
the technology and users want to “deanonymize themselves.” 

• Another two participants pointed out that this promise could lead to confusion since it should be clear 
that it is only about not displaying users’ names but not for delinking them from the wearable device 
(i.e., the HH compliance team would still know who is who). 

• Another participant reiterated the importance of knowing to whom the information pertains to 
developing a “learning plan” if needed and knowing which HW is wearing which device. Additionally, if 
there is a problem with the technology, technology specialists “can fix it.” 

D No • A participant pointed out that although “it would be nice to say” that the CSH would not use the data 
for disciplinary action from a philosophical perspective, there are some circumstances in which they 
may need to do it. 

• Another participant said that if the compliance group observes low HH compliance rates from the same 
HW, there are “ethical implications about not doing something about it.” 

• This participant also indicated that they would first troubleshoot to ensure a technological problem did 
not cause the low HH compliance rates. Then, they will “work with the HW on a learning plan” to 
increase their compliance rates. If the problem persists, the HH compliance team would have to 
“involve the manager” to decide what to do next. 

• Another participant mentioned that although the primary purpose of the data collected through the 
IoT-based HHMT is not a disciplinary action, this data would be “incorporated into the learning plan.” 
If the behavioural problem continues, they would have to “escalate it to management” to address it. 

  

As part of the discussion on HWHPPCs 1, A and B, a participant suggested an additional feasible 

code concerning the PII gathered through the automated HHMT. According to this participant, the 

CSH could promise to collect only the minimum amount of PII necessary for the study. Based on this 

suggestion, a new code was developed.  

The new code elements presented in Table 5.7 illustrate the augmentation of the ISO 10001 

code system with the ISO/IEC 27701 and ISO/IEC 29100 privacy subsystems. A tabular approach was 

applied in this case to map the ISO/IEC 27701:2019 and ISO/IEC 29100:2011 guidelines to each of the 

five elements of the new code (i.e., “the promise,” “action,” “terms,” and “feedback”). The promise 

included in this new code is in line with sections 7.4.1 of ISO 27701 and 5.4 of ISO 29100. Both clauses 
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indicate that organizations should limit the collection of PII to what is “necessary” for established 

purposes. Clause 7.4.1 of ISO/IEC 27701 additionally states that the organization should limit PII 

collection to the minimum that is “adequate” and “relevant” for such purposes.  

Processing only the “necessary” information implies that the CSH should not collect more 

information than they need to fulfill the purpose of monitoring HH compliance (Information 

Commissioner’s Office, 2021). For example, information about the time of entry to or exit from an 

area different from the patient's room may not be necessary. Collecting only “relevant” PII means that 

“a rational link” must exist to the specified purpose for collecting PII (Cook, 2020; Information 

Commissioner’s Office, 2021). In the context of automated HHMT, gathering information, for instance, 

about HWs’ age, would not be relevant for tracking HH compliance. Collecting the minimum PII that 

is “adequate” means that the CSH should gather “sufficient [PII] to properly fulfill” the specified 

purpose (Information Commissioner’s Office, 2021). For example, the automated HHMT needs to 

collect information about entry to or exit from patient rooms as proxies of HH opportunities (Dyson 

and Madeo, 2017; Boyce et al., 2019).    

The rest of the HW-HH-PC’s elements are the same as those of HW-HH-PC-1, A and B presented 

in Table 5.3. Thus, for instance, the “actions” element follows the guidance for “information security 

incidents response” provided in ISO/IEC 27701 (clause 6.13.1.5). The importance of this additional HW-

HH-PC to HWs was assessed through online interviews with HWs, whose results are shown in section 

5.3.2.2.  

 

Table 5.7: ISO/IEC 27701 & ISO/IEC 29100 Supporting the Preparation of HW-HH-PC-E Elements 

Element 
name 

Elements of the HW-HH-PC proposed in focus group  ISO/IEC 
27701 

ISO/IEC 
29100 

ISO 
10001 

Promise The hospital will limit the collection of personally identifiable information 
through the automated hand hygiene monitoring system to the minimum 
that is adequate, relevant and necessary for the purposes that are both 
identified on the consent form and communicated to the healthcare 
worker. 

 
 

7.4.1 

 
 

5.4 

 
 

6.4.b 

Actions Otherwise, the hospital will record information about the incident and 
initiate a review to determine the “measures [...] to be taken”.  

6.13.1.5  6.4.e 

Scope and 
limitations 

This code applies to any personally identifiable information (PII) collected 
through the automated hand hygiene monitoring system.  

  6.4.a 

 
Terms 

"PII is any information that (a) can be used to identify the [healthcare 
worker] to whom such information relates, or (b) is or might be directly or 
indirectly linked to the [healthcare worker]." 

  
2.9 

 
6.4.c 

Feedback Healthcare workers can provide feedback about this code and its use by 
sending an email. 

  6.4.d 

 

Since HW-HH-PC-1, A and B were identified as feasible, an additional question regarding these 

codes was asked to the focus group participants. Participants were asked whether the actions 
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proposed if these promises were not fulfilled (ISO 10001, 6.4.e) were feasible. Participants stated that 

these actions were viable as they align with many of their current review processes when there is a 

breach concerning, for example, information security related to other technologies. As a result of 

these review processes, they obtain outcomes that they act upon based on consensus.   

When asked about how the customer satisfaction codes could be conveyed to PII processors 

(ISO 10001, 6.7), a participant mentioned that they should be “definitely” communicated in staff 

meetings. Other participants noted that these codes could be shared with PII processors through the 

“weekly newsletter,” “quality boards,” and quality meetings held at the start of the work shifts. 

Participants also indicated that they did not think HW-HH-PCs should be included in PII processors’ 

contractual agreements as proposed in section 5.2.2.   

 

5.3.2. Validation of the importance of HW-HH-PCs for HWs 

5.3.2.1 Validation using an electronic survey 

An electronic survey with eighteen questions was sent to 230 HWs from the CSH. These HWs 

represented PII principals as they “provide their PII [i.e., HH compliance rates and other PII collected 

through the automated HHMT]  for processing to PII controllers [e.g., hospital managers] and PII 

processors [e.g., infection preventionists]…” (ISO/IEC 29100, clause 4.2.1). Nine completed surveys 

were received after three rounds of sending the recruitment email.  

The objective of the first five survey questions was to learn whether HWs at the CSH shared 

the concerns identified in the literature to verify if the issues that the proposed codes are trying to 

deal with are present in this particular context, in alignment with clauses 6.2 and 6.3 of ISO 10001. 

The results of these first survey questions are shown in Table 5.8. The issues verified through these 

questions are privacy-related and, therefore, connected with the integrative augmentation of the ISO 

10001 code system with an ISO/IEC 27701 privacy subsystem. 

The concerns identified in the literature are specifically related to the users’ need of having 

more information about the processing of automated HHMT-collected data (Boscart et al., 2008; 

Ellingson et al., 2011; Tarantini et al., 2019) and the potential use of this data for disciplinary action 

(Ellingson et al., 2011; Dyson & Madeo 2017; Tarantini et al., 2019). Regarding the first concern, 77.8% 

of the participants either “agree” or “strongly” agree that they need more information about the 

automated HHMT before using it themselves. In addition, 88.9% of the participants responded to 

three questions indicating that it would be either “very important” or “extremely important” to have 

information regarding the specific data that the technology would collect, the manner in which this 

data would be used and the particular roles with access to this data. Participants seem to value the 
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information regarding the roles slightly more, as 55.6% of them indicated that having this information 

would be “extremely important,” compared to 44.4% that considered it "extremely important" to have 

information about what data would be collected and how it would be used.  

Regarding the second concern, 55.6% of the participants “strongly agree” that they are worried 

that sharing individual’s HH compliance rates would lead to negative consequences. The rest of the 

participants either “neither agree or disagree” or “disagree” with this concern.  

Table 5.8: Participants’ Perceptions about some Aspects of Using Automated HHMMTs 

Question Results 

1) I would need to have more information about 
this system before using it myself. 

 

 

2) I am concerned that sharing individual's hand 
hygiene compliance rates would lead to negative 
consequences.  

 

3) If the system were to be implemented, how 
important would it be for you to have information 
regarding the specific data that would be collected. 

 

 

4) If the system were to be implemented, how 
important would it be for you to have information 
regarding the manner in which the collected data 
would be used. 

 

5) If the system were to be implemented, how 
important would it be for you to have information 
regarding the specific parties/roles (e.g., unit 
managers, patients) that would have access to the 
collected data. 

 

 

Questions 8 to 18 of the electronic survey were related to the promises (ISO 10001, 6.4.b) of 

four HW-HH-PCs. These promises include the three identified as feasible by focus group participants 

(codes 1, A and B in Table 5.2) and one selected by the researchers among the remaining three (code 

2 in Table 5.2). This code was chosen because the researchers considered it could be the most 
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significant for HWs. In addition, they thought it could become feasible by adjusting their limitations. 

For instance, this code would not apply if an individual HH compliance rate below a certain threshold 

is detected. 

Questions 8 to 15 were used to assess how important these four customer satisfaction 

promises would be for HWs and whether they would feel more comfortable with the automated 

HHMT if these promises were to be established. Related results are shown in Table 5.9. 

 

Table 5.9: Importance of the Privacy-related Promises for Survey Participants 

Promise 
Label 

How important would this promise be to you? To what extent do you agree or disagree with: “I would feel 
more comfortable with the system if this promise were to 

be established” 
 
 
 
 
 

1 

    

 
 
 
 
 

A 

  

 
 
 
 

B 

 

 

 
 
 

2 

  



81 
 

According to the survey results, code A, related to the roles with access to the collected data, was 

the most important to participants, as 77.8% of them indicated that this promise was “extremely 

important” and 11.1% considered it “very important.” This result is aligned with the results showing that 

information regarding the parties/roles was the most valued by survey participants.  

The second most important code to participants was code 1, which concerns the purposes for 

which the collected data would be used. 66.7% of participants identified this first code as “extremely 

important,” and 22.2% of them considered it “very important.” In addition, 88.9% of the participants 

either “agree” or “strongly agree” that they would be more comfortable with the system if code 1 were 

to be established.   

The third most important code to participants was code B, which deals with the PII collected by 

the system. 55.6% of participants indicated that this promise was “extremely important,” and 22.2% 

identified it as “important.” Moreover, 66.6% of respondents either “agree” or “strongly agree” that they 

would be more comfortable with the system if this code were to be established.   

The least important code for survey participants was code 2, which states that a HW's HH 

compliance rates will only be shared with the HW. 55.6% of participants considered this code “extremely 

important,” and 44.4% indicated that this code was only “moderately important.” It is worth noting that 

the percentage of participants that consider this code as “extremely important” coincides with the 

percentage of participants concerned that sharing individual's HH compliance rates would lead to negative 

consequences. Therefore, it may be that HWs worried about these potential negative consequences are 

the ones who identified this fourth code as “extremely important.”  The same percentage of respondents 

(i.e., 55.6%) also “strongly agreed” that they would be more comfortable with the system if code number 

four were to be established.    

Questions 16 and 17 were used to evaluate other elements of the HW-HH-PCs: the hospital's 

actions if the promise is not fulfilled (ISO 10001, 6.4.e) and the proposed method to provide feedback on 

the HWHPPCs (ISO 10001, 6.4.d). Question 18 was used to evaluate potential methods to communicate 

the HW-HH-PCs to customers (i.e., HWs monitored by the automated HHMT). The results of these three 

last questions are presented in Table 5.10. 
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Table 5.10: Participants’ Perceptions of other Codes Elements and Supporting Process 

Question Results 
 Action Box: “The hospital will record 
information about the incident and 
initiate a review to determine the 
measures to be taken.” 
 
16) The actions described in the Action 
Box are adequate. 

 

 

“Healthcare workers could provide 
feedback about these promises and their 
use by sending an email.” 
 
17) The method proposed to provide 
feedback on promises is adequate. 

 

18) If the previous promises were to be 
established, how would you like to be 
informed about them? (you can select 
multiple options) 

 

 

The results of questions 16 and 17 presented more dispersion than the answers for questions that 

measured the importance of the codes. Regarding question 16, which concerns the hospital's actions if 

the promises were not fulfilled, 55.5% of the participants either “agree” or “strongly agree” that these 

actions would be adequate. 22.2% of the participants “neither agree or disagree” with the adequacy of 

these actions, and the same percentage “disagree.”  Since this survey only included closed-ended 

questions, it was impossible to know why these participants disagreed with the proposed actions. 

However, these reasons were explored during the personal interviews with HWs.  

Regarding question 17, which was focused on the method to provide feedback on the code, only 

37.5% of the participants either “agree” or “strongly agree” that the method proposed (i.e., email) is 

adequate. The same percentage of participants “neither agree or disagree” with this method, and 25% of 

them “disagree” that this method is adequate. Determining the causes behind these responses was not 
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possible due to the nature of the survey questions. As in question 16, these reasons were investigated in 

the interviews.    

The last survey question was used to verify how HWs would like to be informed about the HW-HH-

PCs (ISO 10001, 6.7). All participants reported that HW-HH-PCs should be included in the ICF. 

 

5.3.2.2. Validation through personal interviews with PII principals 

Personal interviews with two HWs were conducted to verify the importance of five HW-HH-PCs. 

These five codes included the four codes evaluated in the electronic survey and the new code proposed 

in the focus group. Confirming the importance of the HW-HH-PCs for HWs is critical because effective 

customer satisfaction guarantees focus on the service aspects that customers value (Hart, 1993; Fabien, 

2005; Berman and Mathur, 2014). Since personal interviews included open-ended questions, they allowed 

for investigating the reasons behind specific results obtained in the electronic survey. 

As in the electronic survey, the first part of the interview sought to learn whether HWs at the CSH 

shared the HWs’ concerns described in the literature. This part of the interview was essential to validate 

the existence in the CSH of the issues that the proposed HW-HH-PCs attempted to deal with (ISO 10001, 

6.2, 6.3). Verifying that HWs in the CSH had these privacy-related concerns was also important to support 

the augmentation of the ISO 10001 system code with a privacy management system based on ISO/IEC 

27701.   

Table 5.11 shows the concerns expressed by interview participants. Both participants expressed 

the need to receive information regarding how the hospital would use the collected data to understand 

the repercussions/risks of using the system. Both participants also mentioned their concerns about the 

punitive use of the collected data while at the same time pointing out that HWs must be accountable if 

they do not follow HH guidelines. Participant one communicated the need to have information regarding 

the recipients of the data collected by the system. Participant two pointed out the importance of having 

information about the data collected by the system to know whether this data would include PII.  
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Table 5.11: HWs’ Opinions about Concerns related to the Automated HHMTs 

Concern Responses 

 
 

Lack of 
knowledge 

regarding the 
processing of 
the collected 

data (Boscart et 
al., 2008; 

Ellingson et al., 
2011; Tarantini 

et al., 2019) 

• Participant 1 pointed out that they would like to know what the hospital would do with the collected data. 

• They would also want to know what would be the risks associated with using this system – if I do not wash my hands, 
“am I going to lose my job? Or are they going to dock my pay? What is going to happen?” 

• Participant 1 stated that they would need information regarding “who that information goes to.”  They would not want 
all their colleagues to have access to the collected data and that only people “who need to know” should access it. 

• Participant 2 pointed out that they would need to have information about how the system works and “what the 
outcome measures are looking to provide information about.”  

• They also would like to know why the hospital thinks that this technology could improve patients’ care. 

• Participant 2 stated that they would “certainly” like to know what data is being collected because they would like to 
know if their name was “associated with it.” 

• Participant 2 would like to know what “repercussions” would come from implementing this system, including if there 
would be “punitive repercussions.” For example, whether the collected information would be put in their file or only 
be used to reflect upon and improve quality.  

 
Disciplinary use 

of data  
(Ellingson et al., 
2011; Dyson & 
Madeo 2017; 

Tarantini et al., 
2019) 

• Participant 1 mentioned that hospitals need to be “very careful” with individual HH compliance rates. This participant 
stated that this data “could shame people.” They mentioned that some people could say, for example, X never wash 
their hands and they will not find a job in another place for that reason.  

• They pointed out that at the same time, they think that if there is someone who is not following hand hygiene 
standards, they need to “face some consequences.”  

• Participant 2 indicated that they “would be concerned if [the automated HHMT] was going to be a punitive tool.” 

• They pointed out that at the same time, they know that highlighting specifics to an individual about their compliance 
“can lead to action,” and therefore, they can “see both sides of that.” 

 

After asking questions one to seven to the interview participants, they were presented with the 

five HW-HH-PCs. These five HW-HH-PCs included the four codes shown in the electronic survey, plus the 

code proposed by a focus group participant (Code E in Table 5.12). Both participants were asked about 

the importance of the promises of the five HW-HH-PCs and whether their establishment would make 

them feel more comfortable with the automated HHMT. Participants' answers are shown in Table 5.12. 
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Table 5.12: Importance of the Proposed Satisfaction Codes according to Interview Participants 

Promise 
Label 

Important? Reasons 

1 Yes • Participant 1 stated that this promise would be “very important” because HWs would know there are 
“specific parameters” that the hospital would follow regarding automated HH monitoring. 

• Participant 1 reported that they would feel “much more comfortable” with the system if this promise 
were to be established. 

• Participant 2 stated that this promise was important to them. They pointed out that the hospital must 
not be distributing the HWs’ PII for other reasons that have not been openly communicated to them. 
According to this participant, HWs need to know what their information is being collected for. 

• Participant 2 indicated that they “certainly would be more comfortable” if this promise were established. 
The participant stated: “I do not know about anybody else, but I would be.” 

A Yes • When asked whether this promise was less or more important than the first one, participant 1 stated: 
“both of them are important.”  

• When participant 2 was asked which of the five promises were the most important to them, this 
participant indicated that code A would probably be the most important because HWs would like to 
know who exactly would identify them. 

B Yes • Participants 1 and 2 indicated that promise B is important to them. 

2 
 

No • Participant 1 stated that the system would only be effective if data is shared with the HW and someone 
in charge of the HH program or a manager to make the HW accountable for their HH behaviour.   

• Participant 1 stated: “you should get rid of” this promise. They pointed out that for the program to work, 
“you have to have accountability built into it.” 

• Participant 2 believed that this code should not be established. They considered that this code goes 
against the rationale for having this system and defeats its purpose.  

• They pointed out that someone has to be responsible for assessing the system's effectiveness. 

E  
 

Yes • When participant 1 was asked about the most important promises, they stated that promises 1, A, B and 
E were important to them. 

• When presented with code E, participant 2 stated: “This is even better”  because it indicates that the 
hospital would only collect the minimum relevant amount of information. Participant 2 said: “This 
combined with A would be the best code.” 

 

As shown in Table 5.12 and in line with what was expressed by focus group participants, both 

interview participants stated that HW-HH-PC-2 should not be established as it goes against the rationale, 

purpose and effectiveness of the automated HHMT. The other four HW-HH-PCs were considered 

important by the participants.   

The interview participants were then asked questions about the remaining elements of the codes 

that they identified as “important.” As both interview participants did not want promise 2 to be 

established, only questions regarding the four remaining elements of codes 1, A, B and E were asked. 

These four elements were the same for all these four codes. Table 5.13 shows participants’ responses 

regarding the adequacy and clarity of the remaining four elements of the codes.  
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Table 5.13: Adequacy and Clarity of Code Elements according to Interview Participants 

Code element Response Reasons 
Actions 

(ISO 10001, 6.4.e) 
Adequate / 

Not 
adequate 

• The actions proposed in case promises were not fulfilled were adequate, according to 
participant 1.  

• Participant 2 indicated that the actions proposed were not adequate. They pointed out that 
the hospital could “skew” its internal review.  

• They consider that if the hospital uses a system that involves PII, they need an external body 
that provides oversight to be objective -- “the hospital is not going to be a whistleblower on 
itself.” 

• Participant 2 emphasized the need for the hospital to have a notification system to notify this 
external body and the person affected if they become aware of an incident.  

Scope  
(ISO 10001, 6.4.a) 

Clear • Participants 1 and 2 considered that the scope for the four codes was clear. 

Terms  
(ISO 10001, 6.4.c)  

Clear • Participants 1 and 2 considered that the definition provided for “personally identifiable 
information” was clear.  

Feedback  
(ISO 10001, 6.4.d) 

Adequate / 
Insufficient 

• Participant 1 believed that an email to the HH program coordinator was “good enough” for 
providing feedback on the code. 

• Participant 2 believed that an email “could be effective,” but other methods should also be 
considered.  

• According to participant 2, an app could be an option depending on the amount of money 
available for the program. They pointed out that an app is a good option because the current 
generation “really loves technology.”  

• Participant 2 pointed out that there could also be a phone number that HWs could call to speak 
with a representative of the external body.   

 

As shown in Table 5.13, participant two thinks that the proposed actions in case HW-HH-PC-1, A, 

B or E were not fulfilled (ISO 10001, 6.4.e) are inadequate. This participant considered that an external 

body should be the one conducting the review in cases where the codes are not fulfilled to provide 

objectivity to the review process.  

Participant two considered that the proposed method for providing feedback on the code was 

insufficient. Other alternatives should also be offered, including an app and a phone number that HWs 

could call. This lack of multiple options may explain why only 37.5% of the survey participants either 

“strongly agree” or “agree” with the proposed method to provide feedback on the code.   

The interview participants were also asked how they would like to be informed about these codes 

if they were established (ISO 10001, clause 6.7). Both participants wanted the HW-HH-PCs to be included 

in the ICF. Participant 1 pointed out that including the HW-HH-PCs in the CF would be a good idea since 

HWs would have an opportunity to read these codes and ensure they understand them before signing the 

ICF. Participant 2 stated that the HW-HH-PCs could be included in the background section of the CF.   

Although participants 1 and 2 stated that the HW-HH-PCs should be “definitely” and “absolutely” 

included in the ICF, they also pointed out that these codes should also be communicated in other ways. 

Participant 2 stated that these codes should be shared using “multiple approaches.” Both participants 

mentioned the inclusion of the HW-HH-PCs in other written documents. Participant 1 indicated that these 
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codes could be communicated through a flyer or a poster. Both participants also mentioned that the HW-

HH-PCs should be shared during presentations/meetings that provide HWs with opportunities to ask 

questions. Participant 1 pointed out that the hospital could prepare a webinar that HWs could access at 

their convenience to learn about the automated HH monitoring program, including the HW-HH-PCs. 

5.4.  Summary 

Six examples of ISO 10001 customer satisfaction codes addressing the privacy-related concerns of 

healthcare workers (HWs) regarding the Internet of Things-based hand hygiene monitoring technologies 

(HHMTs) were presented in this chapter, along with the descriptions of the process followed to develop 

these privacy codes (PCs) and the components of the corresponding ISO 10001 system. The results of the 

validation with hospital managers and infection preventionists at a CSH of the feasibility of the six HW-

HH-PCs and related resources were discussed. The results of the evaluation of the perceived importance 

of these codes for HWs were also discussed in this chapter. 

HW-HH-PC-1, A, B and E were identified as feasible to be established and relevant to HWs. Code A 

was deemed the most important among the four HW-HH-PCs by HWs participating in the electronic survey 

and personal interviews. This code concerns the roles with access to the HHMT-collected PII. HWs also 

reported the information about these roles as the most important information to them. These results are 

consistent since the code's significance for customers is determined by its focus on aspects of the service 

appreciated by them (Hart, 1993; Fabien, 2005; Berman and Mathur, 2014). 

The validated privacy-related satisfaction codes presented in this chapter, their development 

methodology and the underlying resources may be used by healthcare organizations that are planning to 

or have implemented an automated HHMT to improve HWs’ comfort with this technology and, therefore, 

increase the likelihood of successful implementation (Boscart et al., 2008; Meng et al., 2019). Providers 

of other healthcare-related IoT-based services could slightly adjust the proposed codes and establish them 

to improve satisfaction as users of various IoT technologies have reported privacy-related concerns in this 

context (Birchley et al., 2017; Lowens et al., 2017; Boonstra et al., 2018; Pal et al., 2018; Grant et al., 2019). 

Using the ICF to communicate the HW-HH-PCs to HWs (ISO 10001, 6.7) was deemed feasible by 

focus group participants. In addition, HWs participating in the online survey and personal interviews 

wanted the HW-HH-PCs to be communicated through this form. These results validate the ICF as the HW-

HP-PCs primary external communication method. In turn, the validation of the ICF as a required resource 

for the codes endorses the augmentation of the ISO 10001 code system with components of the ISO/IEC 

27701 and ISO/IEC 29184 privacy subsystems that facilitate the preparation of this CF. 
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6. Development and validation of an ISO/IEC 29184 PN  

6.1.  Introduction 

This chapter shows the development of a PN regarding the use of the PII collected by the automated 

HHMT. The PN follows the guidelines of ISO/IEC 29184:2020. As reported in Chapter 5, an ICF was 

validated by PII principals, controllers and processors as an essential resource for communicating the HW-

HH-PCs (ISO 10001, 6.7) and fulfilling these codes (ISO 10001, 6.8). A PN is a critical input for developing 

this ICF.  

The validation results of the proposed PN with technology and privacy specialists of the CSH are 

shown next. Changes and additions to the ISO/IEC 29184 guidelines considered for their application in the 

study context are also discussed in this chapter. 

 

6.2. Development of an ISO/IEC 29184 PN  

A PN refers to: “information regarding processing of PII [collected through the automated HHMT]” 

(ISO/IEC 29184, 3.2). The objective of a PN is to: “provide notice where it is required, in a language 

appropriate to PII principals [i.e., HWs monitored by the HHMT], at a time that permits PII principals to 

meaningfully exercise consent….” (ISO/IEC 29184, 5.2.1) 

The first step in developing the PN was to determine the values to be considered for the information 

items required by ISO/IEC 29184 for PNs. The values for these items for the automated HHM service were 

determined using two sources:  

a) The literature regarding technical aspects of IoT-based HHMTs, and   

b) A focus group conducted with members of the CSH’s HH Group. 

The first source of information (i.e., literature review) allowed the population of sections of the PN 

related to characteristics of the automated HHMT itself, for instance, the “elements of PII to be collected” 

and “the collection method” sections. These PN sections would include similar information for any 

healthcare organization implementing this technology. 

The second source (i.e., the focus group) provided information to complete sections of the PN 

related to the hospital management of the technology, for example, the “roles with access to the PII” and 

“transfer to third parties” sections. These document sections would vary depending on the healthcare 

organization implementing automated HHMT.    
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As shown in Table 6.1, the “purpose of use” was considered to be different from the rest of the 

sections. It contains information common to any healthcare organization (i.e., related to the HHMT 

characteristics) and information that depends on how the specific organization manages the technology. 

The elements of PII 1, 2 and 3 are intermediate data used by the technology to calculate other data. 

Therefore, these elements of PII are used in the same way regardless of the specific organization applying 

the technology. On the other hand, the element of PII 4 is used directly to calculate the HH compliance 

rates, which can be used differently by each healthcare organization.    

Table 6.1 presents the information items included in the PN and the sources of the values for each 

item. Column 1 depicts the information elements contained in the PN. Column 2 indicates whether the 

information item is related to the characteristics of the technology itself or how the healthcare 

organization manages it. Column 3 shows the sources used to determine the values for each item for the 

automated HH monitoring service.   

 

Table 6.1: Information Items of the PN and Related Sources 

Information Items  
(ISO/IEC 29184, A.2.2) 

Information item 
related to… 

Source 

Purpose of use  HHMT 
characteristics 

Elements of PII 1, 2 and 3: Levchenko et al. (2014) 

 
HHMT management 

Element of PII 4: Focus group with members of the HH group of the CSH. 

PII controller Focus group with members of the HH group of the CSH. 

Roles with access to PII 

Elements of PII to be 
collected 

 
 
 
 
 
 

HHMT 
characteristics 

• Element of PII 1: Time of entry to or exit from a monitored area (Boscart et al., 
2008; Levchenko et al., 2009; Levchenko et al., 2013; Levchenko et al., 2014) 

• Element of PII 2: Identification code of a monitored area (Levchenko et al., 
2009; Levchenko et al., 2013; Levchenko et al., 2014) 

• Element of PII 3: Time of HH action (Al Salman et al., 2015; Boscart et al., 2008; 
Levchenko et al., 2009; Levchenko et al., 2013; Levchenko et al., 2014) 

• Element of PII 4: HH status when entering or exiting a monitored area (Al 
Salman et al., 2015; Benudis et al., 2019; Levchenko et al., 2009; Levchenko et 
al., 2013; Levchenko et al., 2014) 

Collection method Al Salman et al. (2015); Benudis et al. (2019); Boscart et al. (2008); Boscart et al. 
(2010); Levchenko et al. (2009); Levchenko et al. (2013); Levchenko et al. (2014). Timing and location of 

the PII collection 

Method of use • Elements of PII 1, 2 and 3: Levchenko et al. (2014) 

• Element of PII 4: Pong et al. (2018) 

Geo-location of stored 
PII 

 
 

HHMT management 

 
Focus group with members of the HH group of the CSH. 

Transfer to third parties 

Retention period, 
disposal 

Your participation and 
current choices 

HHMT 
characteristics 

Al Salman et al. (2015); Boscart et al. (2008). 

Inquiry and complaint HHMT management Focus group with members of the HH group of the CSH. 

Lawful basis 

Potential values for HH 
status 

HHMT 
characteristics 

Levchenko et al. (2014).  
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Figure 6.1 shows the resulting preliminary PN. The first layer of this PN was constructed following 

the “order of items to be displayed” proposed in ISO/IEC 29184 (Annex A.2.2). Two changes regarding the 

information items were applied compared to what is suggested by ISO/IEC 29184: 

1) A section detailing “the roles with access to the PII” was added in the preliminary PN, as having 

this information was identified as “extremely important” or “very important” by most HWs 

surveyed and interviewed during this study (see section 5.3.2). In addition, the inclusion of this 

information is essential for the fulfillment of HW-HH-PC-A.  

2)  The “additional risks” section was not included in the preliminary PN, as the ISO/IEC 29184 

standard recommends including it only in cases when “those risks cannot be inferred from 

other information provided to PII principals” (5.3.16).   

The second layer of the PN in Figure 6.1 shows the values that the element of PII # 4 (i.e., HH status 

when entering or exiting a monitored area) can take, following the recommendation provided in Annex 

A.2.3 of ISO/IEC 29184. Examples of values for other elements of PII (e.g., time of HH action or time of 

entry to or exit from a monitored area) were not included in the second layer as HWs may easily anticipate 

these values, unlike for the element of PII # 4.   

As shown in Figure 6.1, it is intended to have a link to access the second layer of the PN from the 

"elements of PII to be collected" section of the first layer. There is also an intention to include a link in the 

PN's " purpose of use " section, as illustrated in Figure 6.1. If the PN were to be implemented, HWs could 

click this link to access additional information about the "learning plan," including an example of this 

document. This thesis's scope did not include the preparation of a "learning plan".    

 

 

 

 

 

 

 

 



91 
 

Figure 6.1:  Preliminary PN regarding the Use of PII Collected by an Automated HHMT 

Privacy Notice: First Layer 

Notice regarding the use of PII 
Overview of service Automated hand hygiene monitoring service 

Purpose of use • Elements of PII 1, 2 and 3: To determine your hand hygiene status at the moment of entering/exiting a 
monitored area  

• Element of PII 4: To provide your individual hand hygiene compliance rates to you, infection preventionists 
and your unit manager. If your hand hygiene compliance rate is lower than X%, you will develop a “learning 
plan” alongside your unit manager and an infection preventionist. Learn more about this “learning plan” 
by clicking here1. 

PII controller CSH 

Roles with access to the PII • The person in charge of the Hand Hygiene Monitoring Program and technology specialists of this program 
can access elements of PII 1 to 4. 

• Infection preventionists and your unit manager can access your individual hand hygiene compliance rates. 

Elements of PII to be collected 
 

1. Time of entry to or exit from a monitored area.  
2. Identification code of a monitored area. 
3. Time of hand hygiene action. 
4. Hand hygiene status when entering or exiting a monitored area.  
Learn more about the elements of PII to be collected by clicking here2. 

Collection method Data is recorded by the wearable device 

Timing and location of the PII 
collection 

Data is collected while you are using the wearable device. 

Method of use • Elements of PII 1, 2 and 3 are combined to infer your hand hygiene status at the moment of 
entering/exiting a monitored area (i.e., element of PII 4).  

• Element of PII 4 is used to calculate your individual hand hygiene compliance rates. The number of “clean” 
and “after prompt” events is divided by the number of total events.  

Geo-location of stored PII Alberta, Canada 

Transfer to third parties No (only aggregated hand hygiene compliance rates will be communicated to AHS) 

Retention period, disposal To be disposed of after being stored for one year.  

Your participation and current 
choices 

You may view your individual hand hygiene compliance rates.  

Inquiry and complaint Tel: XXX 
E-mail: XXX 
Supervising authority: XXX   

Lawful basis Legitimate interest and consent  

Notice A full copy of this notice is available by clicking here3 

 

Second Layer - Potential Values of Element of PII 4 

Potential Values Explanation 
“clean” “The HH action has been performed between entering or leaving patient rooms.” 

“after prompt”  “If HH action is performed within the duration of the reminder signal.”  

“ignored HH prompt”  “If no HH action is performed within the duration of the reminder signal.”   

 

 

 

                                                           
1 An incorrect link was inadvertently included in the preliminary PN validated with participants. This link has been 
replaced by the term “here” in this thesis document. 
2 Same as note 1. 
3 Same as note 1. 
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6.3.  Validation of ISO/IEC 29184 PN regarding the processing HHMT-collected PII 

The preliminary PN (Figure 6.1) was validated with three members of the CSH, two technology 

specialists and a privacy specialist, through online interviews using the guide shown in Appendix 6. The 

PN was updated after each interview. The updated version was validated with the participant of the 

following interview. Table 6.2 shows the changes proposed by each one of the three interview 

participants. 

As seen in Table 6.2, only interview participant 1 provided feedback regarding the “purpose of use 

section”. They indicated that this section should specify that in case of a low HH compliance rate, the 

technology specialist would first verify the technology is working adequately before the “learning plan” 

formulation. This participant also recommended stipulating that the collected data would not be utilized 

for non-hand hygiene uses. Interview participant 1 was also the only one that gave feedback concerning 

the “timing and location of the PII collection”. They suggested explicitly conveying that the technology 

only gathers data if the HW is located in a monitored area. Both recommendations were followed.  

Regarding the “roles with access to PII” section, the first participant recommended including who 

would have access to the PII and in which cases to give additional context to HWs. This first participant 

also suggested including additional information regarding the HWs’ “participation and current choices.” 

Thus, information should be added about the possibility for HWs to access their data contrasted to their 

colleagues’ aggregated data as long as the group is large enough to prevent identifying the data at an 

individual level.  Both suggestions were incorporated into the validated PN shown in Figure 6.2. 

Three other suggestions from interview participant 1 related to the overarching healthcare system 

(i.e., AHS) were applied in the final version of the PN. These suggestions included specifying that 

automated HHMT-collected PII would not be transferred to a third party as this information would only 

be shared with AHS, which legally does not constitute a third party. Interview participant 1 also 

recommended indicating that the PII controller would not only be the CSH but AHS and that the data 

would be stored in the AHS server.   

None of the interview participants had suggestions for the “Collection Method” and “Method of 

Use” sections of the preliminary PN.  
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Table 6.2: Changes Suggested to the PN during Validation Interviews 

 

Information Items of 
the PN 

Changes suggested by interview participants 

Interview participant 1 Interview participant 2 Interview participant 3 
Purpose of use • For the purpose of the element of PII 4 (i.e., HH status): Specify that 

if the PII’s hand hygiene compliance rate is lower than X%, the 
technology specialist would first confirm its accuracy. If this rate is 
accurate, the PII principal will develop a “learning plan” alongside 
their unit manager and an infection preventionist.  

• Add that the information collected will only be used related to hand 
hygiene and for no other uses. 

None. None. 

PII controller Change it to “Alberta Health Services- CSH.” None. None. 

Roles with access to the 
PII 

• Specify that if technology specialists suspect that the device is not 
working correctly, they could access the link connecting the 
identification code for the individual wearer with their PII to ensure 
the system is working as intended. 

• Stipulate that if an infection preventionist or unit manager identifies 
a HH compliance rate lower than X%, they could access the link 
connecting the identification code for the individual wearer with their 
PII to confirm the accuracy of the data and, if necessary, develop a 
“learning plan.” 

None. None. 

Elements of PII to be 
collected 

Add two elements of PII to be collected by the HHMS: 
1. Identification code for the individual wearer. 
2. The number of times you entered or exited from a monitored area.  

• Add the individual HH compliance rate as the 
element of PII 7. 

•  Move the section “elements of PII to be collected” 
section before the “purpose of use” section.  

None.  

Collection method None. None. None. 

Timing and location of the 
PII collection 

Specify that data is only collected while the PII principal uses the 
wearable device in a monitored area.  

None. None. 

Method of use None. None. None.  

Geo-location of stored PII Specify that data will be stored in the Alberta Health Services server. None. None. 

Transfer to third parties Change it to “no” since AHS is not a third party. None. None. 

Retention period, disposal • Specify that the link connecting the identification code for the 
individual wearer with their PII will be disposed of after being stored 
for one year. 

• Stipulate that the non-identifiable data will be retained for a duration 
deemed necessary by the Principal Investigator. 

None. Do not use the term principal investigator as, 
in this case, the automated HHMT would be 
implemented as part of a quality 
improvement project and not only a research 
project.   
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Table 6.2: Changes Suggested to the PN during Validation Interviews (Continued) 
 
 

Information Items of 
the PN 

Changes suggested by interview participants 

Interview participant 1 Interview participant 2 Interview participant 3 

Your participation and 
current choices 

• Add that PII principals will also be able to view their individual HH 
compliance rates compared to their site and/or unit's aggregated HH 
compliance rates.  

• Specify that PII principals will be able to do that as long as the 
aggregated number is large enough not to be identifiable at the 
individual level (e.g., calculated from at least ten users). 

None. None.  

Inquiry and complaint • Inquiries and complaints should be submitted to a neutral third 
party.  

• Consult with REB representative whether they could act as this 
neutral third party if the automated HHMT becomes part of a 
quality improvement project. 

None. • The Research Ethics Board could not be the 
neutral third party to receive complaints 
and inquiries about the automated HH 
monitoring service as quality improvement 
projects are not part of the mandate of this 
board. 

• The HH Group or an Employe Group 
representative might receive these 
inquiries and complaints. 

Lawful basis Specify that the data will only be disclosed if required by law, as the 
Research Ethics Board requires to specify in the consent forms. 

None. Add an example of a situation in which the 
information collected might have to be 
disclosed (e.g., when a matter of non-
compliance has led to adverse outcomes.) 

Potential values for HH 
status 

• Layer two should also show the HH status values if the HH prompt is 
not implemented.  

• Use “pass” instead of “clean.” 

• Use “fail” instead of “ignored.” 

None. None. 
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The first and second participants recommended the inclusion of three elements of PII that were not 

identified in the preliminary PN, namely the HW’s identification code, the number of times the HW enters 

or exits the monitored area and the individual HH compliance rates. These recommendations were 

followed in the validated PN.  

During the interview with the first participant, they pointed out the importance of having a neutral 

third party as a recipient of the questions and complaints about the automated HHM service. They 

recommended consulting whether the Research Ethics Board (REB) could play this role during the 

interview with the technology specialist (i.e., interview participant 3). However, interview participant 3 

indicated that the REB could only play this role in cases of research studies but not for improvement 

projects. Therefore, this participant suggested appointing the HH Group or an employee group as a neutral 

third party. These recommended third parties were included in the validated PN (Figure 6.2). 

As shown in Table 6.2, interview participants 1 and 3 provided feedback concerning the “lawful 

basis” section. Interview participant 1 suggested stating that the PII may only be revealed if required by 

law. Interview participant 3 recommended improving this section further by adding a concrete example 

of a situation where the CSH would have to disclose the information collected to people different from 

those in the roles identified in the PN. Both recommendations were applied in the validated PN. 

Based on the validation process results, a third change concerning the ISO/IEC 29184 guidelines was 

applied to the preliminary PN. As shown in Figure 6.2, the order proposed in ISO/IEC 29184 (Annex A.2.2) 

was modified to present the “elements of PII to be collected” before the “purpose of use.” As the second 

interview participant pointed out, this change would allow HWs to know the elements of PII to be 

collected before reviewing how each of these elements will be used, improving the PN's usability.  

Concerning the second layer of the PN, interview participant 1 provided two recommendations 

incorporated into the final version. First, they suggested this layer should also include the HH status values 

for cases when the HH reminder signal has not been implemented. Second, the terms “pass” and “fail” 

were suggested instead of “clean” and “ignored” since the first terms are more straightforward.  

Appendix 9 shows the updated PN incorporating the changes suggested by interview participant 

one (column 2 in Table 6.2). Appendix 10 presents the revised PN considering the modifications suggested 

by the first and second interview participants (Columns 2 and 3 in Table 6.2). Figure 6.2 shows the 

validated PN considering the changes proposed by the three participants interviewed (Columns 2, 3  and 

4 in Table 6.2). 
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Figure 6.2: Validated PN regarding the Use of the PII Collected by an Automated HHMT (1/2) 

Privacy Notice: First Layer 

Notice regarding the use of PII 
Overview of service Automated hand hygiene monitoring service 

Elements of PII to be collected 
 

1. Identification code for the individual wearer 
2. Time of entry to or exit from a monitored area 
3. Number of times you enter to or exit from a monitored area  
4. Identification code of the monitored area 
5. Time of hand hygiene action  
6. Hand hygiene status when entering or exiting a monitored area 
7. Individual wearer's hand hygiene compliance rates 
Learn more about the elements of PII to be collected by clicking here  

Purpose of use • Elements of PII 1, 2, 4, and 5: To determine your hand hygiene status at the moment of entering/exiting a 
monitored area  

• Elements of PII 3 and 6: To provide your individual hand hygiene compliance rates to you.  If your hand 
hygiene compliance rate is lower than X%, the technology specialist would confirm its accuracy. If the rate 
is accurate, you will develop a “learning plan” alongside your unit manager and an infection preventionist. 
Learn more about this “learning plan” by clicking here 

• The information collected will only be used related to hand hygiene and for no other uses.  

PII controller Alberta Health Services - CSH 

Roles with access to the PII • If the technology specialist suspects that the device is not working correctly, they could access the link 
connecting the identification code for the individual wearer with their PII to take steps to ensure the 
system is working as intended.  

• If an infection preventionist or unit manager identifies a hand hygiene compliance rate lower than X%, 
they could access the link connecting the identification code for the individual wearer with their PII to 
confirm the accuracy of the data and, if necessary, develop a “learning plan”.  

Collection method Data is recorded by the wearable device 

Timing and location of the PII 
collection 

Data is collected only while you are using the wearable device in a monitored area 

Method of use • Elements of PII 1, 2, 4, and 5 are combined to infer your hand hygiene status at the moment of 
entering/exiting a monitored area (i.e., element of PII 6).  

• Element of PII 6 is used to calculate your individual hand hygiene compliance rates. The number of “pass” 
and “pass after prompt” events is divided by the number of total events (i.e., element of PII 3).  

Geo-location of stored PII Alberta Health Services server 

Transfer to third parties No 

Retention period, disposal The link connecting the identification code for the individual wearer with their PII will be disposed of after 
being stored for one year. The non-identifiable data will be retained for a duration deemed necessary by the 
PII controller. 

Your participation and current 
choices 

• You may view your individual hand hygiene compliance rates.  

• You may view your individual hand hygiene compliance rates compared to your site and/or unit's 
aggregated hand hygiene compliance rates as long as the aggregated number is large enough not to be 
identifiable at the individual level (calculated from at least ten users).  

Inquiry and complaint Neutral third party: HH Group/Employee Group  
Tel: XXX 
E-mail: XXX 

Lawful basis Sometimes, by law, we may have to release your information with your name so we cannot guarantee 
absolute privacy. For example, when a matter of non-compliance has led to adverse outcomes.  
However, we will make every legal effort to make sure that your information is kept private.  

Notice A full copy of this notice is available by clicking here 
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Figure 6.2: Validated PN regarding the Use of the PII Collected by an Automated HHMT (2/2) 

Second Layer – Potential Values of Element of PII 6 

If prompt is not implemented: 

Potential Values Explanation 
“pass” “The HH action has been performed between entering or leaving patient rooms.” 

“fail”  “If no HH action has been performed between entering or leaving patient rooms.” 

 

If prompt is implemented: 

Potential Values Explanation 
“pass” “The HH action has been performed between entering or leaving patient rooms.” 

“pass after prompt”  “If HH action is performed within the duration of the reminder signal.”  

“fail after prompt”  “If no HH action is performed within the duration of the reminder signal.”   

 

6.4. Summary 

This chapter discussed the development of a PN regarding the use of IoT-based HHMT-collected PII, 

following the ISO/IEC 29184 guidelines. The proposed PN validation results with technology and privacy 

specialists at the CSH were also examined.  

An information element not contemplated in the ISO/IEC 29184 guidelines was added to the PN to 

inform HWs about the roles in the healthcare organization with access to the PII collected through the 

automated HHMT. After this incorporation, the PN became a resource for HW-HH-PC-A fulfillment, 

exemplifying the integrative augmentation of ISO 10001, ISO/IEC 27701 and ISO/IEC 29184 discussed in 

Chapter 5. 

Based on an interview, a modification was applied to the order in which information elements are 

displayed in the PN according to ISO/IEC 29184. The “elements of PII to be collected” section was moved 

to be located before the “purpose of use” to improve the PN usability.  

An interview participant pointed out the need to identify a neutral third party in the PN as the 

recipient of inquiries and complaints regarding the automated HHM service. This observation aligns with 

the concern stated by a participant in the interviews conducted to validate the ISO 10001 HW-HH-PCs 

reported in Chapter 5. Therefore, the neutral third parties named in this chapter (e.g., the Hand Hygiene 

Group or an employee group) could be identified in the PN as recipients of questions and complaints 

about the automated HHM service, including questions and complaints about the HW-HH-PCs. 
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7. Development and validation of an ISO 10004 HW Satisfaction Survey 

7.1. Introduction 

This chapter describes the process followed to develop an ISO 10004 HW satisfaction survey. It also 

presents the resulting HW satisfaction questionnaire, which illustrates the combined use of ISO 10004, 

ISO 10001, ISO 10002, ISO/IEC 20000-1 and ISO/IEC 30141. The results of the survey validation with 

members of the HH group at the CSH are also examined. 

The potential use of the proposed ISO 10004 HW satisfaction survey along with the ISO 10001 HW-

HH-PCs performance indicators to monitor the satisfaction of HWs with the automated HHM service 

during the development and utilization phases of the technology is also discussed.  

7.2. Development of an ISO 10004 HW Satisfaction Survey 

7.2.1.  Identifying characteristics related  to HW’s satisfaction with the automated HHM service 

The first step in the planning and development of the ISO 10004 HW survey was the identification 

of the customers of the automated HHM service (ISO 10004, 7.2.1). The customers, in this case, are the 

HWs monitored by the automated HHMT, who are “receivers[s] of […] service from an internal process...” 

(ISO 10004, 3.1). These customers are also PII principals, as they are “natural person[s] to whom the 

personally identifiable information [collected by the automated HHMT] relates” (ISO/IEC 29100, 2.11). 

The characteristics of the automated HHM service that impact the satisfaction of HWs were also 

identified (ISO 10004, 7.3.1). Information from the literature summarized in the Affinity Diagram shown 

in Figure 2.1 was used as an input for this identification. Six of the eight concern topics presented in the 

Affinity Diagram were used to inform the identification of relevant service/organizational characteristics 

to HW satisfaction. Topic 3, “personal privacy,” was not used as monitoring is inherent to the automated 

HHMT and, therefore, could not be modified depending on the satisfaction survey results. Topic 8 (i.e., 

“interference to the care process”) was not utilized as this interference is related to the characteristics of 

the wearable devices (Benudis et al., 2019) and the reminders (Dyson and Madeo, 2017), which are 

already included in other topics.    

Thus, customer concerns used in Chapter 5 for preparing HW-HH-PCs also informed the HW 

satisfaction measuring process, as stated in ISO 10004, clause 7.2.2. These concerns were translated into 

service and organizational characteristics that significantly affect HW satisfaction (ISO 10004, 7.3.1). Some 

of these concerns (e.g., “technology accuracy” and “physical characteristics of wearable devices”) did not 

need to be modified to become service/organizational characteristics. Others were slightly adjusted. For 
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instance, the concern “lack of knowledge regarding the processing of collected data” was transformed 

into the “availability of information regarding the processing of collected data.” Table 7.1 presents the 

service and organizational characteristics related to HW satisfaction with the automated HHM service and 

their sources.              

Table 7.1: Characteristics related to HW Satisfaction with the HHM Service 

Characteristic Type Characteristic Source 

 
 

Service characteristics 
(ISO 10004, 7.3.1.a) 

Technology accuracy   (Ellingson et al., 2011; Dyson and Madeo, 2017; 
Benudis et al., 2019; Druckerman et al., 2021; 

Kelly et al., 2021)  

Physical characteristics of wearable devices (e.g., weight, 
size.) 

(Boscart et al., 2008; Levchenko et al., 2009; 
Benudis et al., 2019) 

Characteristics of reminders (e.g., type of signal reminder, 
duration of reminders.) 

(Boscart et al., 2008; Levchenko et al., 2009; 
Levchenko et al., 2014; Dyson & Madeo, 2017) 

 
 

Organizational 
characteristics 

(ISO 10004, 7.3.1.c) 

Availability of information regarding the processing of the 
collected data (e.g., what data will be collected, who will 
have access to the data.) 

(Boscart et al., 2008; Ellingson et al., 2011; 
Tarantini et al., 2019) 

Data reporting (e.g., who will have access to the reports, 
what data will be included.) 

(Boscart et al., 2008; Ellingson et al., 2011; 
Dyson and Madeo, 2017; Blomgren et al., 2021) 

Use of data (e.g., for continuous improvement, for 
disciplinary action) 

(Ellingson et al., 2011; Dyson and Madeo, 2017; 
Tarantini et al., 2019;  Blomgren et al., 2021) 

 

7.2.2.  Validating characteristics related to HWs’ satisfaction with the automated HHM service 

A focus group was conducted with six members of the Hand Hygiene Group of the CSH. These 

members included PII controllers (e.g., hospital managers) and PII processors (e.g., infection 

preventionists).  

Focus group participants were first asked how often they would like to collect information about 

HW satisfaction with the automated HHM service (ISO 10004, 6.2). They mentioned that HW satisfaction 

should be measured immediately after technology implementation and monitored every three or six 

months after this first measurement.  

Regarding the scope of measurement (ISO 10004, 6.2), participants pointed out that survey 

respondents should be segmented based on their disciplines (e.g., nurses and service workers), their shifts 

(i.e., day shift vs. night shift, weekday vs. weekend), and their hospital units.     

Focus group participants were also presented with the service and organizational characteristics 

(ISO 10004, 7.3.1) identified in Table 7.1. No questions related to these characteristics were shown to the 

participants. After reading these characteristics, they were asked whether the HW satisfaction survey to 

be developed should include questions related to these characteristics.  
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All the features shown in Table 7.1 were considered relevant by the focus group participants. In 

addition, these participants recommended incorporating the following questions in the satisfaction 

survey: 

(a)     Does the automated hand hygiene monitoring system help you make your job better?  

(b) Does the automated hand hygiene monitoring system make you safer? 

(c) Does the automated hand hygiene monitoring system make patients safer? 

(d) Is the feedback provided by the system meaningful? 

(e) Does the system provide you with feedback that was not available in other ways? 

(f) Do you like using the automated hand hygiene monitoring system? 

(g) Would you recommend the automated hand hygiene monitoring system to a friend?  

Most of the questions proposed by focus group participants are related to the “overall satisfaction 

of [PII principals with the automated HHM service]” (ISO 10004, annex C.4.b). The exceptions are 

questions (d) and (e), which relate to a “specific aspect” of the automated HHM service (ISO 10004, annex 

C.4.a), namely, feedback provided by the technology. Questions (c) and (f) were not included in the 

customer satisfaction survey as the first one does not relate directly to the HW, and the second one is 

similar to question (g).  

 

7.2.3.  Preparing the HW satisfaction questions 

Once the focus group members validated the service and organizational characteristics, eleven HW 

satisfaction questions related to these characteristics were developed (ISO 10004, 7.3.3.4). In addition, 

three questions were also included on the overall satisfaction with the automated HHM service and three 

regarding CS resources and processes to support this service. These seventeen HW questions are shown 

in Table 7.2.  
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Table 7.2: HW Satisfaction Questions regarding the Automated HHM Service 

HW satisfaction 
segment 

IoT-based 
service aspect 

Augmented MS Examples of HW satisfaction questions  
To what extent do you agree or disagree with the following statements: 

Source 

Overall satisfaction with 
the IoT-based service 

(ISO 10001:2018, C.4.b) 

_ ISO/IEC 20000-1  
(clause, 8.3.2) 

Q1: I would recommend the automated hand hygiene monitoring system to a colleague.  
Focus group Q2: The system helps me make my job better. 

Q3: The system makes me safer. 

 
 
 
 
 
 
 
 
 
 
 
 
 

Satisfaction with 
specific aspects of the 

IoT-based service 
(ISO 10001:2018, C.4.a) 

Technology accuracy ISO/IEC 20000-1 
(clause, 8.3.2);  
ISO/IEC 27022  

(clause 8.5) 

Q4: I am comfortable with the accuracy of data produced by the system.  (Ellingson et al., 2011; Dyson and 
Madeo, 2017; Benudis et al., 2019; 
Druckerman et al., 2021; Kelly et 
al., 2021) 

Use of data ISO/IEC 20000-1  
(clause, 8.3.2) 

Q5: I am comfortable with the manner in which the data collected through the system is used.  (Ellingson et al., 2011; Dyson and 
Madeo, 2017; Tarantini et al., 
2019;  Blomgren et al., 2021) 

 
 

Data reporting 

 
ISO/IEC 20000-1 
(clause, 8.3.2),  
ISO/IEC 27022  

(clause 8.5) 

Q6: The feedback provided by the system is meaningful.   
Focus group Q7: The system provides me with feedback that was not available in other ways. 

Q8: I am comfortable with which parties/roles have access to the data produced by the system.  (Boscart et al., 2008; Ellingson et 
al., 2011; Dyson and Madeo, 
2017; Blomgren et al., 2021) 

Physical 
characteristics of 
wearable devices 

ISO/IEC 20000-1 
(clause, 8.3.2) 

Q9: Is the size of the wearable device adequate?  (Boscart et al., 2008; Levchenko 
et al., 2009; Benudis et al., 2019) 

Q10: Is the weight of the wearable device adequate? 

Characteristics of 
reminders 

ISO/IEC 20000-1 
(clause, 8.3.2) 

Q11: Is the type of "reminder signal" (i.e., vibration) suitable?   (Levchenko et al., 2014) 

Q12: Is the number of "reminder signals" adequate? (Boscart et al., 2008) 

Availability of 
information 

regarding the 
processing of the 

collected data  

 
ISO/IEC 20000-1 

(clause, 8.3.2) 

Q13: The information included in the Privacy Notice is useful. (Boscart et al., 2008; Ellingson et 
al., 2011) 

Q14: The Procedure for Automated Hand Hygiene Monitoring provides me with sufficient 
information about the system. 

(Boscart et al., 2008) 

 
 
The establishment of 

a satisfaction 
guarantee by the CSH 

ISO 10001  
(clauses 8.2, 8.3); 
ISO/IEC 20000-1 
(clause, 8.3.2);  
ISO/IEC 27022  

(clause 8.5) 

Q15: I am confident that the personally identifiable information collected through the system is only 
accessed by people in the roles that were both identified on the consent form and communicated to 
me. 

 
 
HW-HH-PCs presented in Chapter 

5 Q16: I feel more comfortable with the system since the hospital has promised me that the 
personally identifiable information collected through this system will only be accessed by people in 
the roles identified on the consent form and communicated to me. 

The handling of 
feedback regarding 

the IoT-based service 

ISO 10002  
(clause 8.3), ISO/IEC 

20000-1 (clause 
8.3.2) 

Q17: I am satisfied with the way my feedback regarding the automated hand hygiene monitoring 
system is handled. 

 
ISO 10002 (clause 8.3) 
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All customer satisfaction questions illustrate the augmentation of the “user relationship 

management” component of an ISO/IEC 20000-1 SMS with an element of an ISO 10004 system since 

they measure HW satisfaction with the automated HHM service. Some of these questions (e.g., Q4 

and Q8) support specifically the “information security customer relationship management process” 

(ISO/IEC 27022, 8.5), as they are related to information security aspects of the automated HHM 

service. Thus, Q4 refers to the accuracy of the collected information, an element of information 

integrity (ISO/IEC 27000, 3.36) and Q8 focuses on its confidentiality (ISO/IEC 27000, 3.10). 

Other customer satisfaction questions in Table 7.2 indirectly support the “user relationship 

management” component by augmenting the ISO 10001 and ISO 10002 subsystems, which, in turn, 

support this component of the ISO/IEC 20000-1 SMS. Q15 and Q16 allow assessing the performance 

of HW-HH-PC-A (ISO 10001, 8.2) introduced in Chapter 5 and the HW satisfaction with this code (ISO 

10001, 8.3), while Q17 measures HW satisfaction with how their feedback regarding the automated 

HHM service is handled (ISO 10002, 8.3). Q13 supports the ISO 10001 subsystem as the PN is an 

essential resource (ISO 10001, 6.8) for fulfilling the HW-HH-PC as explained in Chapter 6.    

   

7.2.4. ISO/IEC 30141 augmenting the development of the HW satisfaction questionnaire 

The first step in using ISO/IEC 30141 guidelines to support the ISO 10004 HW satisfaction survey 

was to map the elements of automated HHMTs against the “generic components” of the “system 

deployment view” presented in ISO/IEC 30141 (clause 10.3). Descriptions of automated HHMTs from 

the literature (Levchenko et al., 2010; Levchenko et al., 2013; Levchenko et al., 2014; Pong et al., 2018; 

Dyson & Madeo, 2017; Al Salman et al., 2015; Benudis et al., 2019; Iversen et al., 2020) were used to 

identify the components of automated HHMTs. The results of this mapping process are presented in 

Table 4.1 in Chapter 4. 

As noted in section 4.2.2 of this thesis, HWs are “sensed objects” since they interact with the 

automated HHMT through sensors in dispensers and patients’ areas (ISO/IEC 30141, 10.3.2). As 

“controlled objects,” they interact with the technology through actuators such as reminder signals 

(ISO/IEC 30141, 10.3.2).  In addition, HWs interact with technology through a particular human-

machine interface (ISO/IEC 30141, 10.3.6). 

Since HWs interact with the automated HHMT through sensors and actuators and a human-

machine interface, the satisfaction of HWs with these elements of the technology is critical. For this 

reason, questions presented in Table 7.2 that measure HW satisfaction with specific aspects of the 

IoT-based service (i.e., Q4 to Q12) were mapped to these HHMT elements to determine whether the 

questions address these elements. The results of the mapping process are shown in Table 7.3.  
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Table 7.3: Mapping Satisfaction Questions to ISO/IEC 30141 Reference Architecture Elements 

HW satisfaction 
question 

IoT RA Domain 

Q4 Sensing & Controlling Domain – Sensors (ISO/IEC 30141, 10.3.3) 

Q5 User Domain (ISO/IEC 30141, 10.3.6) 

Q6 
Q7 
Q8 

 
User Domain (ISO/IEC 30141, 10.3.6) 

Q9 
Q10 

Sensing & Controlling Domain – Sensors (ISO/IEC 30141, 10.3.3) 

Q11 
Q12 

Sensing & Controlling Domain – Actuators (ISO/IEC 30141, 10.3.3) 

 

Q13 and Q14 in Table 7.2 were not included in the mapping process because they focus on 

automated HHM service-related documents and not on the technology itself. Q15 to Q17 were 

excluded since they are related to CS processes and resources to support the automated HHM service 

and do not focus on the HHMT. 

As shown in Table 7.3, HW satisfaction questions refer to elements of the “Sensing & Controlled 

Domain” (ISO/IEC 30141, 10.3.3), e.g., features of sensors and actuators (i.e., Q9, Q10, Q11 and Q12). 

There is also a question about the accuracy of the collected data (i.e., Q4), which may be affected by 

the inability of sensors to differentiate between situations in which HH action is required and 

situations in which this action is not needed (Ellingson et al., 2011; Dyson & Madeo, 2017).     

Questions in Table 7.3 also relate to the “User Domain” (ISO/IEC 30141, 10.3.6). However, none 

of these questions refer to the Human-Machine interface. For this reason, Q18 and Q19 addressing 

this specific element of the “User Domain” were added to the HW satisfaction questionnaire. 

Once the nineteen questions of the survey were developed (ISO 10004, 7.3.3.4), other aspects 

of this survey were defined. These aspects include the survey instructions (ISO 10004, D.4.2.1), 

question structure (ISO 10004, D.4.2.2) and layout (D.4.2.3). Regarding question structure, general 

questions were presented first as recommended in ISO 10004, D.4.2.2, followed by questions 

regarding specific aspects of the automated HHMT, related documentation, and finally, inquiries 

concerning CS resources and processes that support the IoT-based HHM service. Regarding survey 

layout (ISO 10004, D.4.2.3), a vertical orientation of questions was used since this orientation has been 

identified as an option to avoid the “left-side selection bias” for Likert scales in electronic surveys 

(Maeda, 2015). The resulting preliminary HW satisfaction survey is shown in Figure 7.1.  
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Figure 7.1: HW Satisfaction Survey Before Validation 
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7.3. Validation of an ISO 10004 HW satisfaction survey 

The HW satisfaction survey presented in Figure 7.1 was validated by three members of the Hand 

Hygiene group of the CSH. Two of these members were interviewed online using an interview guide 

(Appendix 8), and one member responded to an electronic survey (Appendix 7). The validated aspects 

of the satisfaction survey and the questions used for the validation are presented in Table 3.9 in 

Section 3.6. Most of the validation aspects were determined from Annex D.4 in ISO 10004, which 

provides guidelines for developing the CS questionnaire. The guidelines from sub-section D.4.1.2, 

related to determining the information needed from users, were complemented with 

recommendations of clause 4.3.6 regarding the characteristics of CS information to be collected. 

The results of the validation process are displayed in Table 7.4. Participants provided suggestions 

regarding the four aspects of the survey identified in Table 3.9. In addition, the first interview 

participant commented on two additional attributes: the content of individual questions (ISO 10004, 

D.4.1.4) and the survey form and layout (ISO 10004, D.4.1.5). 

Most of the feedback from participants regarding the survey was related to form and not content. 

Only one comment was made by a participant who responded through the Google Form concerning 

information completeness. This participant suggested adding a section for “additional comments and 

suggestions”. Q20 was added in the final version of the survey to address this feedback. 

As shown in Table 7.4, interview participants made some suggestions regarding instructions-

wording to increase their clarity. All these suggestions were incorporated into the survey after the 

validation. Regarding question structure, interview participant 2 suggested moving questions with 

response options “yes/no” to a different section than those with responses on a Likert scale. This 

suggestion was applied in the last version of the survey.  

During the online interviews, participants were asked whether some of the survey questions 

would be relevant only for the development (ISO/IEC 24748, clause 5.3.2) or the utilization stage 

(ISO/IEC 24748, clause 5.5.2) of the automated HHMT. Both participants reported that although some 

questions, such as those related to the wearable device size and weight, might be more relevant for 

the design stage, they would like to keep asking about these characteristics even during the utilization 

stage.      
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Table 7.4: Results of the HW Satisfaction Survey Validation 

Aspect validated Source Feedback from participants 

Interview participant 1 Interview participant 2 Survey participant 1 
Clarity of survey instructions ISO 1004:2018, 

Annex D.4.2.1 
Replace the word "know" with "learn." Replace the word "know" with 

"learn." 
None 

• Remove the word "you" after "take." 

• Modify instructions for sections 1 & 2: Replace "to what 
extent do you agree or disagree with the following 
statements" with "please circle the correct response" to 
tell participants what exactly to do. 

 

Question structure ISO 1004:2018, 
Annex D.4.2.2 

None Move Q11 – Q 14 to a different 
section or at the end of the 

survey since they have other 
response options (i.e., yes/no.)  

None 

Customer satisfaction 
information completeness, 
relevance, meaningfulness 

and usefulness 

ISO 1004:2018, 
4.3.6, D.4.1.2 

“I think these questions are useful.” “I think these questions cover 
everything: potential design 
changes, technology aspects 

and documentation.” 

Add a section for 
“additional comments 

and suggestions.”  

Question-wording ISO 1004:2018, 
Annex D.4.1.6 

• Q4: Replace "was" with "is" to keep tenses consistent. 

• Q9: Replace "shown" with "displayed." 

• Q13 & Q14: Replace the word "adequate" with 
"acceptable." 

• Q18: Remove the word "more" before "comfortable."  

• Consider mixing up some questions made in a positive 
sense and others in a negative connotation. Thus, 
sometimes "strongly agree" would be the most desirable 
response, and in others, no. 

None None 

Content of individual 
questions 

ISO 1004:2018, 
Annex D.4.1.4 

• “I like your questions because they are individual. They 
are not double-barreled questions.” 

None None 

Form and layout ISO 1004:2018, 
Annex D.4.1.5, 

D.4.2.3 

• Include all questions in one column.  

• Include the response options in columns next to the 
questions.    

None None 
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Regarding question-wording (ISO 10004, annex D.4.1.6), a participant suggested considering 

mixing positively- and negatively-worded statements so that “strongly agree” would be the most 

desirable response for some questions and in other cases, “strongly disagree” would be the most 

desirable answer. Although the interview participant did not explicitly mention the “acquiescence 

bias”, it is likely that this recommendation sought to reduce the impact of this bias on the survey 

results. “Acquiescence bias” is a propensity for a person to agree with survey questions irrespective 

of what these questions state (Maeda, 2015; Chyung et al., 2018b). Combining positively worded 

questions with negatively worded ones may reduce the impact of acquiescence bias (Weems et al., 

2003; Salazar, 2015; Chyung et al., 2018a). However, researchers such as Woods (2006) and Salazar 

(2015) recommend against this strategy as it can negatively impact the validity (Weems et al., 2003; 

Woods, 2006; Salazar, 2015), reliability (Weems et al., 2003; Woods, 2006; Salazar, 2015) and internal 

consistency (Salazar, 2015) of the survey. Respondents may have problems processing negatively 

worded items due to a lack of care when reading them (Schmitt and Stults, 1985; Weems et al., 2003; 

Woods, 2006; Chyung et al., 2018a), expectations (Chyung et al., 2018a), biases (Chyung et al., 2018a), 

reading proficiency level (Williams & Swanson, 2001; Weems et al., 2006), and fatigue (Merritt, 2012; 

Chyung et al., 2018a). Due to this evidence, the suggestion was not followed. 

Following the participant’s recommendation related to the survey layout (ISO 10004, annex 

D.4.2.3), vertically oriented response options were replaced with horizontal response options. The 

order of the response options was also modified from a descending order (i.e., “strongly agree” to 

“strongly disagree”) to an ascending one (Maeda, 2015). The order was changed because, unlike with 

“vertically oriented response options” for which no evidence of “up/down selection bias” was found 

(Maeda, 2015), horizontally configured response options in a descending order show proof of 

“acquiescence bias” in online surveys (Liu & Keusch, 2017). This change follows the recommendations 

provided in Chyung et al. (2018b) to avoid the “inflated data obtained from descending-order scales.”  

Having horizontal response options may decrease the time for completing the survey (Maeda, 2015), 

aligning with annex D.4.1.5 (ISO 10004), which indicates that “…The organization should minimize the 

effort required of the respondent….”   

Figure 7.2 shows the updated HW satisfaction survey incorporating the changes recommended 

by participants.  
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Figure 7.2: HW Satisfaction Survey After Validation 
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7.4. Summary 

An ISO 10004 survey to measure the satisfaction of monitored HWs with the automated HHM 

service was presented in this chapter, along with a description of the process followed to develop this 

survey. The validation of this survey by members of the HH Group at the CSH was also discussed.  

The planning, designing and development component of the ISO 10004 HW-SMM system (ISO 

10004, 6) was informed by a focus group with members of the HH Group at the CSH. This focus group 

allowed the determination of the purposes and objectives of monitoring HW satisfaction (ISO 10004, 

6.1), how often would satisfaction be monitored, and how HWs should be segmented (ISO 10004, 6.2), 

as well as the methods and who would be responsible for this monitoring (ISO 10004, 6.3). The 

discussion in the focus group also allowed the validation of the organizational and service 

characteristics relevant to HW satisfaction with the automated HHM service (ISO 10004, 7.3.1).  

The proposed ISO 10004 survey illustrates two directions of integration. First, the satisfaction 

survey questions included in Table 7.2 exemplify the augmentation of an ISO 10001 HW-HH-PC 

subsystem, an ISO 10002 subsystem for handling HW’s feedback about the automated HHM service 

and a component of an ISO/IEC 20000-1 SMS with a component of an ISO 10004 HW-SMM System. 

Second, the ISO 10004 survey development process was supported by ISO/IEC 30141 guidelines. Thus, 

as shown in Table 4.1, the automated HHMT components were mapped against the generic elements 

of IoT systems identified in ISO/IEC 30141. The satisfaction questions were subsequently mapped 

against the ISO/IEC 30141 “IoT Reference Architecture” domains that facilitate the interaction 

between the HWs and the automated HHMT as illustrated in Table 7.3. Additional questions to be 

included in the HW satisfaction survey were formulated as a result of this mapping process.   

The proposed satisfaction survey could be used to monitor HW satisfaction with the automated 

HHM service as focus group participants indicated that the CSH should monitor this satisfaction 

quarterly or biannually after a first measurement post-implementation of the technology. In addition, 

interview participants pointed out that the survey questions would be relevant for the development 

and utilization stages of the automated HHMT. The CSH could use the ISO 10004 HW satisfaction 

survey (i.e., a direct measure of HW satisfaction) combined with the ISO 10001 performance indicators 

presented in Chapter 5 as indirect measures (ISO 1004, 7.3.2) to monitor the satisfaction with the 

automated HHM service. Since the proposed HW satisfaction survey was not implemented at the CSH, 

other sub-clauses of section 7 (“operation”) and all the sub-clauses of section 8 (“maintenance and 

improvement”) were not applicable. 
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8. Conclusions 

This chapter presents the main contributions and limitations of the research and provides 

suggestions for future research. 

8.1. Contributions 

• This study addresses the lack of research on the integration of augmentative quality systems 

with systems based on augmentative standards from other fields by illustrating: 

a) The integrative augmentation of an ISO 10001 code system with an ISO/IEC 27701 

privacy subsystem whose components are enhanced with ISO/IEC 29184 guidance for 

PNs and consent in the healthcare context.  

b) The augmentation of an ISO 10004 HW satisfaction survey with ISO/IEC 30141 standard 

guidelines.     

• As described in the literature review, systems based on ISO standards have been explored to 

manage different aspects of IoT technologies. However, to the best of my knowledge, this 

research presents the first illustration of an integrated system based on ISO standards to 

manage users' satisfaction with an IoT-based technology. 

• This study contributes to the research on customer satisfaction guarantees in healthcare by 

proposing the first examples of such guarantees for internal customers (i.e., healthcare 

workers). 

• Three proposed HW-HH-PCs were deemed feasible by PII processors and meaningful by 

healthcare workers (i.e., PII principals). The establishment of these codes combined with a 

clear PN may increase HWs’ trust in automated HHMTs and, therefore, increase their 

acceptability, which is essential for a successful HHMT implementation in healthcare 

organizations (Boscart et al., 2008; Meng et al., 2019). Although this research did not intend 

to claim that it will improve health outcomes, such as hospital-acquired infections, the 

increased acceptability of the automated HHMT might indirectly positively affect these 

health outcomes. 

• An ICF was validated as a critical resource for fulfilling three developed codes and 

communicating all the proposed HW-HH-PCs to HWs. ISO/IEC 29184:2020 requirements can 

be used to guide the elaboration of a PN, which can be an input for the development of this 

form. The guidelines of ISO/IEC 29184 can be deployed to support an implementation of 

ISO/IEC 27701:2019 requirements to develop the ICF and other required resources, such as 

a procedure for automated HH monitoring. 
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• The proposed HW-HH-PCs, their development methodology and related resources may be 

useful for healthcare organizations developing and establishing privacy-related satisfaction 

codes related to other IoT-based technologies, as the latter can be used for multiple 

applications in healthcare (Laplante et al., 2018).    

• The first example of the development and validation of a PN that follows the guidelines of 

ISO/IEC 29184 is illustrated. This PN provides information that facilitates the fulfillment of 

ISO 10001 customer satisfaction codes related to the privacy of the collected PII. 

• The ISO/IEC 20184 guidelines were applied with two modifications:  

a. The “PII to be collected” section was moved before the “purpose of use” section in the 

PN. This modification of the order proposed by the ISO/IEC 29184 standard would allow 

HWs to know the elements of PII to be collected by the HHMT before learning how the 

hospital will use each of these elements. Therefore, this change may improve the 

usability of the PN. 

b. Information about the roles within the CSH with access to the collected PII was added to 

the PN. This addition was based on the ISO 10001 HW-HH-PC validation results with HWs. 

The results showed that knowing this information was perceived as important by most 

HWs. Furthermore, including this information in the PN was required to become a 

resource for the HW-HH-PC-A’s fulfillment.  

• This study is the first to exemplify the use of ISO 10004 in healthcare to measure the 

satisfaction of internal customers (i.e., HWs) with an IoT-based technology.  

• The validated ISO 10004 HW satisfaction survey is the first to illustrate the integration of ISO 

10001, ISO 10002, ISO 10004  and ISO/IEC 30141 under an underlying framework from 

ISO/IEC 20000-1:2018 for information technology service.  

• This research is the first to exemplify the use of the ISO/IEC 30141 guidelines to support the 

development of ISO 10004 customer satisfaction questions. The components of the IoT-

based HHMTs found in the literature were mapped against the generic elements of IoT 

systems according to ISO/IEC 30141 to ensure the identification of all the HHMT components. 

The ISO 10004 HW questions were then mapped against the components of automated 

HHMTs that allow the interaction between HWs and the technology to identify whether the 

questions address these components. Additional questions were included in the survey as a 

result of this mapping process. 
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8.2. Limitations 

The hospital used as a case study to validate the proposed model components had only 

conducted a pilot study related to the automated HHMT at one of the hospital units before this 

research. Therefore, not all the HWs participating in this research were familiar with the technology. 

The HW satisfaction survey was not validated with a sample of healthcare workers whose HH 

compliance data could be monitored by the automated HHMT. Instead, the research participants 

interviewed for the validation of this survey included PII controllers (e.g., hospital managers) and PII 

processors (e.g., technology specialists).  

The validation of the PN with technology and privacy specialists was critical to assess the 

completeness and adequacy of the information included in this document. However, the PN was not 

validated with HWs who could provide valuable information about the clarity of the information 

provided.  

Although the proposed model components: ISO 10001 HW-HH-PCs, ISO/IEC 29184 PN and ISO 

10004 HW satisfaction survey, were validated with research participants, none were implemented at 

the CSH. 

8.3. Future research 

Future research should explore the establishment of these components in healthcare 

organizations with automated HHMTs in place.   

Establishing the codes, PN and satisfaction survey in a healthcare organization would allow the 

exploration of related challenges and opportunities for improvement, therefore, allowing the 

investigation of the proposed integrated management system's monitoring and improvement 

processes. 

The validation of the proposed ISO 29184 PN and the ISO 10004 HW satisfaction survey with HWs 

using an automated HHMT could be covered in future research.    

The HW-HH-PCs, PN and satisfaction survey presented in this thesis could be used with minor 

adjustments by healthcare organizations using other IoT-related technologies. The exploration of 

these adjustments could be an interesting opportunity for future research.   

The model for an IMS proposed in this thesis could be further developed by adding other relevant 

standards, such as the newly published ISO/IEC 27400:2022, which provides guidelines related to 

security and privacy in the IoT context.  
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Appendices 
 

Appendix 1 – Focus Group Guide 

 

Part I: Questions related to processes of monitoring and measuring healthcare worker satisfaction 

with automated hand hygiene monitoring (ISO 10004:2018) 

1. For what purpose do you want to monitor and measure healthcare worker satisfaction with 

automated hand hygiene monitoring? (ISO 10004:2018, clause 6.1) 

2. What are the hospital objectives of monitoring and measuring healthcare worker satisfaction 

with automated hand hygiene monitoring? (e.g., to monitor trends in satisfaction throughout the 

various stages of the system's implementation) (ISO 10004:2018, clause 6.1) 

3. From whom would you like to gather satisfaction data? (ISO 10004:2018, clause 6.1) 

4. What type of segmentation would you like to consider? (e.g., by healthcare worker type, by 

hospital unit) (ISO 10004:2018, clause 6.2) 

5. How often would you like to gather satisfaction data with automated hand hygiene monitoring? 

Why? (ISO 10004:2018, clause 6.2) 

6. What method would you like to use to gather this satisfaction data? (e.g., face-to-face interview, 

self-completion questionnaires) (ISO 10004:2018, clause 6.3) 

7. Who (i.e., work function) should be responsible for gathering this healthcare worker satisfaction 

information? 

8. To whom (i.e., work function) the satisfaction information should be directed for appropriate 

action? (ISO 10004:2018, clause 6.3)  

9. Through a literature review, I have identified that the following characteristics have a significant 

effect on healthcare worker satisfaction with automated hand hygiene monitoring (ISO 

10004:2018, clause 7.3.1): 

System characteristics (ISO 10004:2018, clause 7.3.1.a) 

• Physical characteristics of wearable devices (e.g., size and weight) 

• Reminders' features (e.g., type of signal reminder, duration of reminders, when 

reminders are provided) 

• System accuracy (i.e., the ability of the system to produce accurate data) 

• System's interference to the care process (i.e., whether the system hinder them during 

regular care routines) 

Organizational characteristics (ISO 10004:2018, clause 7.3.1.c) 
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• Organization's transparency about the technology (i.e., the extent to which the 

organization provides healthcare workers with information about what data will be 

collected, who will have access to the data, how the data will be used) 

• Reporting of collected data (e.g., who will have access to the reports, what data will be 

notified) 

• Use of collected data (e.g., for continuous improvement, for disciplinary action) 

9.1. Would you like to measure these system and organizational characteristics in the healthcare 

worker satisfaction survey?  

9.2. Are there any of those characteristics not applicable in your case? Why? 

9.3. Is there any additional characteristic that you would like to measure in the healthcare 

worker satisfaction survey? 

Part II: Questions related to satisfaction codes attempting to deal with issues regarding automated 

hand hygiene monitoring (ISO 10001:2018) 

The interviewer will show participants Table 1 and ask the following questions for each of the six 

codes: 

10. Could the hospital fulfill this promise (#1 in Table 1)? Why? (ISO 10001, clause 6.4) 

11. If the answer to Q10 is "no,": Could this promise be modified to make it feasible? How? (ISO 

10001, clause 6.4) 

The interviewer will ask the following questions only if the answer to Q10 or Q11 is "yes,": 

12. Are the actions presented in #2 in Table 1 feasible? Why? (ISO 10001, clauses 6.4, 6.6) 

13. Are there other actions that the hospital could take if the promise is not met? (ISO 10001, clauses 

6.4, 6.6) 

14. Are the scope and limitations of this code (#3 in Table 1) adequate? Why? (ISO 10001, clause 6.4)   

15. Is the method proposed to provide feedback on the code (#5 in Table 1) feasible? Why? (ISO 

10001, clause 6.4, 6.6) 

16. How could the hospital know whether the promise is being fulfilled (i.e., what performance 

indicators could be used)? (ISO 10001, clause 6.5) 

17. How could the hospital inform personnel relevant for code application (e.g., authorized managers 

with access to the individual hand hygiene data) about this code? (ISO 10001, clauses 6.7 – 

Internal communication plan) 

18. What type of training and instruction regarding the code would the personnel need to apply this 

code? (ISO 10001, clauses 6.6, 6.8) 

19. How could the hospital inform healthcare workers monitored by the system about this code? 

(ISO 10001, clauses 6.6, 6.7 – External communication plan) 
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20. What are some of the resources the hospital would need to fulfill this promise (e.g., personnel, 

training, procedures, documentation, materials and equipment, computer hardware and 

software)? (ISO 10001, clause 6.8) 

The interviewer will ask the following question at the end of the interview: 

21. Is there any other feasible promise that the hospital could make to healthcare workers 

concerning automated hand hygiene monitoring? 
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Table 0.1: Satisfaction Codes 

 Promise (#1) Action(s) if promise is 
not fulfilled (#2) 

Scope and limitations of code 
application (#3) 

Definitions of key terms (#4) Details for 
feedback on the 

code (#5) 

Code 1 The hospital will only use the personally identifiable 
information collected from healthcare workers through 
the automated hand hygiene monitoring system for the 
purposes that are both identified on the consent form 
and communicated to the healthcare worker.   

 
 
 
 
 
 
 
 
 
 
 
Otherwise, the hospital will 
record information about the 
incident and initiate a review to 
determine the measures to be 
taken. 
 
 

 
 
 
 
 
 
 
 
 
This code applies to any personally 
identifiable information (PII) collected 
through the automated hand hygiene 
monitoring system.  
 
 
 
 

 
 
 
 
 
 
 
 
 
"PII is any information that (a) can be 
used to identify the [healthcare worker] 
to whom such information relates, or (b) 
is or might be directly or indirectly linked 
to the [healthcare worker]" (ISO/IEC 
29100, 2.9) 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Healthcare workers can 
provide feedback about 
this code and its use by 
sending an email to… 
 
 
 
 
 

Code 2 The personally identifiable information collected from 
healthcare workers through the automated hand 
hygiene monitoring system will only be accessed by 
people in the job roles that are both identified on the 
consent form and communicated to the healthcare 
worker.  

Code 3 Through the automated hand hygiene monitoring 
system, the hospital will only collect the personally 
identifiable information that is both identified on the 
consent form and communicated to the healthcare 
worker. 

Code 4 The hand hygiene compliance rates of a healthcare 
worker recorded by the automated hand hygiene 
monitoring system will only be shared with the 
healthcare worker.  

This code applies to hand hygiene 
compliance rates recorded by the 
automated hand hygiene monitoring 
system.  

"Hand hygiene compliance [rates are] 
calculated by dividing the number of 
compliant observations by the total 
number of compliant and non-compliant 
observations recorded by [the 
automated hand hygiene monitoring 
system]" (AHS, 2018) 

Code 5 Healthcare workers will have the option to be 
anonymous or display their names in any hand hygiene 
compliance reports each time they use the system 
without any negative consequences.  

Otherwise, they can stop using 
the wearable device until the 
option is activated in the system.     

Code 6 The hand hygiene compliance rates recorded by the 
automated hand hygiene monitoring system will not be 
used for disciplinary action.   

Any disciplinary action taken 
based on this data will be 
rescinded. 

This code applies to any disciplinary 
actions based on hand hygiene 
compliance rates collected through the 
automated hand hygiene monitoring 
system. 

Disciplinary action refers to a reprimand 
or corrective action in response to 
employee misconduct, rule violation, or 
poor performance.  
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Appendix 2 – Selected Slides from Presentation used for Focus Group 
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Appendix 3 – Animation about automated HHMT’s Functioning 



136 
 

Appendix 4 – Survey to Validate the Importance of HW-HH-PCs for HWs 

 

My name is Maria Ortiz. I am a Ph.D. student in the Mechanical Engineering Department at the 

University of Alberta.  As part of my Ph.D., I am conducting a study at the XXX Hospital. This survey is 

part of that study.  

The purpose of this survey is to know your perceptions about some aspects of using automated systems 

to monitor hand hygiene and about promises that hospitals could make to healthcare workers 

concerning the use of these systems. Your participation in this survey does not imply that your employer 

will implement this system at the hospital.  The survey should take you approximately 20 minutes to 

complete, and your responses are completely anonymous.  

If you have any questions about the survey, please email me: mbortiz@ualberta.ca 

I really appreciate your input. 

  

Before responding to the survey, please watch the following 2-minute video ON FULL SCREEN OR IN 1080 

p RESOLUTION. It explains how the automated hand hygiene monitoring system would work and 

provides the context for the questions in the survey about information security, privacy and promises 

related to the system: 

Section 1:  

To what extent do you agree or disagree with the following statements: 

1. I would need to have more information about this system before using it myself: 

a) Strongly agree 

b) Agree 

c) Neither agree or disagree 

d) Disagree 

e) Strongly disagree 

2. I am concerned that sharing individual's hand hygiene compliance rates4 would lead to negative 

consequences:  

a) Strongly agree 

b) Agree 

c) Neither agree or disagree 

d) Disagree 

e) Strongly disagree 

                                                           
4 Calculated by dividing the number of compliant observations by the total number of compliant and non-compliant observations (AHS, 

2018). 

mailto:mbortiz@ualberta.ca
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If the system were to be implemented, how important would it be for you to have information regarding: 

3. The specific data that would be collected:  

a) Extremely important 

b) Very important 

c) Moderately important 

d) Slightly important 

e) Not at all important 

4. The manner in which the collected data would be used: 

a) Extremely important 

b) Very important 

c) Moderately important 

d) Slightly important 

e) Not at all important 

5. The specific parties/roles (e.g., unit managers, patients) that would have access to the collected 

data: 

a) Extremely important 

b) Very important 

c) Moderately important 

d) Slightly important 

e) Not at all important 

If the system were to be implemented: 

6. Which parties/roles should be allowed to access an individual healthcare worker's hand hygiene 

compliance rates generated by the system? (you can select multiple options) 

a) The Individual healthcare worker to whom the rates pertain 

b) Unit managers 

c) Infection preventionists 

d) Patients  

e) The public 

f) Other:  

7. Which parties/roles should be allowed to access the grouped/aggregated hand hygiene compliance 

rates generated by the system [4]? (you can select multiple options) 

a) Healthcare workers to whom the rates pertain 

b) Unit managers 
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c) Infection preventionists 

d) Patients  

e) The public 

f) Other:  

 

Section 2:  

As part of my research, I have developed four examples of promises that hospitals could make to 

healthcare workers concerning the use of an automated hand hygiene monitoring system. These 

promises are presented next. Please read each one of them and answer the questions: 

Promise 1:   

The hospital will only use the personally identifiable information5 collected from healthcare 
workers through the automated hand hygiene monitoring system for the purposes that are 
both identified on the consent form and communicated to the healthcare worker. 

 

8. How important would this promise be to you? 

a) Extremely important 

b) Very important 

c) Moderately important 

d) Slightly important 

e) Not at all important 

To what extent do you agree or disagree with the following statement:  

9. I would feel more comfortable with the system if this promise were to be established: 

a) Strongly agree 

b) Agree 

c) Neither agree or disagree 

d) Disagree 

e) Strongly disagree 

 

                                                           
5 Any information that (a) can be used to identify the healthcare worker to whom such information relates, or (b) is or 

might be directly or indirectly linked to the healthcare worker (ISO/IEC 29100:2011, 2.9). 
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Promise 2:  

 

10. How important would this promise be to you? 

a) Extremely important 

b) Very important 

c) Moderately important 

d) Slightly important 

e) Not at all important 

To what extent do you agree or disagree with the following statement:  

11. I would feel more comfortable with the system if this promise were to be established: 

a) Strongly agree 

b) Agree 

c) Neither agree or disagree 

d) Disagree 

e) Strongly disagree 

 

Promise 3: 

 

12. How important would this promise be to you? 

a) Extremely important 

b) Very important 

c) Moderately important 

d) Slightly important 

e) Not at all important 

 

 

 

The personally identifiable information collected from healthcare workers through the automated 

hand hygiene monitoring system will only be accessed by people in the roles that are both 

identified on the consent form and communicated to the healthcare worker. 

Through the automated hand hygiene monitoring system, the hospital will only collect the 

personally identifiable information that is both identified on the consent form and communicated 

to the healthcare worker.  
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To what extent do you agree or disagree with the following statement:  

13. I would feel more comfortable with the system if this promise were to be established: 

a) Strongly agree 

b) Agree 

c) Neither agree or disagree 

d) Disagree 

e) Strongly disagree 

Promise 4:  

 

14. How important would this promise be to you? 

a) Extremely important 

b) Very important 

c) Moderately important 

d) Slightly important 

e) Not at all important 

To what extent do you agree or disagree with the following statement:  

15. I would feel more comfortable with the system if this promise were to be established: 

a) Strongly agree 

b) Agree 

c) Neither agree or disagree 

d) Disagree 

e) Strongly disagree 

If previous promises (1, 2, 3 or 4) are not fulfilled: 

Action Box: 

 

 

The hand hygiene compliance rates of a healthcare worker recorded by the automated hand 

hygiene monitoring system will only be shared with the healthcare worker.  

 

The hospital will record information about the incident and initiate a review to determine the 

measures to be taken. 
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To what extent do you agree or disagree with the following statement:  

16. The actions described in the Action Box are adequate: 

a)  Strongly agree 

b) Agree 

c) Neither agree or disagree 

d) Disagree 

e) Strongly disagree 

If the previous promises were to be established: 

To what extent do you agree or disagree with the following statement: 

17. The method proposed to provide feedback on promises is adequate: 

a) Strongly agree 

b) Agree 

c) Neither agree or disagree 

d) Disagree 

e) Strongly disagree 

18. If the previous promises were to be established, how would you like to be informed about them? 

(you can select multiple options) 

a) The promise should be included in the consent form 

b) Through the intranet 

c) Posted on quality boards 

d) Communicated during staff meetings 

e) Other:  

 

 

 

 

 

Healthcare workers could provide feedback about these promises and their use by sending an 

email. 
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Appendix 5 – Interview Guide to Validate the Importance of HW-HH-PCs for HWs 

 

The interviewer will show the participant a video explaining how the automated hand hygiene 

monitoring system would work. After having shown this video to the participant, the interviewer will 

ask the following questions: 

Part I: Questions about issues related to the use of an automated hand hygiene monitoring system 

(ISO 10001, clause 6.2) 

Aspect 1 - Lack of information about the system and its use: 

1.1. Would you need to have more information about this system before using it? Why? 

1.2. If the system were to be implemented, what information would you like to receive before its 

implementation (e.g., the specific data that would be collected)?  

1.3. How would you like to receive this information? Why? 

1.4. If the system were to be implemented, how important would it be for you to have information 

regarding: 

- The specific data that would be collected? Why? 

- The manner in which the collected data would be used? Why? 

- The specific parties/roles (e.g., unit managers, patients) that would have access to the 

collected data? Why?  

Aspect 2 – Reporting of collected data: 

If the system were to be implemented: 

2.1. Which parties/roles should be allowed to access an individual healthcare worker's hand hygiene 

compliance rates generated by the system (e.g., the individual healthcare worker to whom the 

rates pertain, unit managers)? Why? 

2.2. Which parties/roles should be allowed to access the grouped/aggregated hand hygiene 

compliance rates generated by the system (e.g., healthcare workers to whom the rates pertain, 

unit managers)? Why? 

Aspect 3 – Intended use of collected data: 

3.1. Are you concerned that sharing individual hand hygiene compliance rates would lead to negative 

consequences? Why? 
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Part II: Questions about satisfaction codes of conduct concerning automated hand hygiene 

monitoring (ISO 10001, clause 6.3) 

The interviewer will read the promise (#1 in Table 1) of code 1 and ask the following questions: 

4. How important would this promise be to you? Why? 

5. Would you feel more comfortable with the system if this promise were to be established? Why? 

The interviewer will read the actions if promise 1 is not fulfilled (#2 in Table 1) and ask the following 

questions: 

6. Do you think that these actions are adequate? Why? 

7. Is there any additional action that hospitals should take if this promise is not fulfilled? 

The interviewer will read the scope and limitations of code application (#3 in Table 1) and ask the 

following question: 

8. Are the scope and limitations of the code clear? 

The interviewer will read the definitions of key terms (#4 in Table 1) and ask the following question: 

9. Are the definitions clear?  

The interviewer will repeat questions 4 to 9 for codes 2 to 5 presented in Table 1. 

10. Is the method proposed to provide feedback on the codes (#5 in Table 1) adequate? Why? 

11. If these promises were to be established, how would you like to be informed about them? Why? 

12. Which of the five promises are more important to you? Why? 

13. Which of the five promises are less important to you? Why? 

14. What else would you like hospitals to promise to healthcare workers concerning automated hand 

hygiene monitoring?  
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Table 0.2: Satisfaction Codes 

 Promise (#1) Action(s) if promise is 
not fulfilled (#2) 

Scope and limitations of code 
application (#3) 

Definitions of key terms (#4) Details for 
feedback on the 

code (#5) 

Code 1 The hospital will only use the personally identifiable 
information collected from healthcare workers through 
the automated hand hygiene monitoring system for the 
purposes that are both identified on the consent form 
and communicated to the healthcare worker.   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
Otherwise, the hospital will 
record information about the 
incident and initiate a review to 
determine the measures to be 
taken. 
 
 

 
 
 
 
 
 
 
 
 
This code applies to any personally 
identifiable information (PII) collected 
through the automated hand hygiene 
monitoring system.  
 

 
 
 
 
 
 
 
 
 
"PII is any information that (a) can be 
used to identify the [healthcare worker] 
to whom such information relates, or 
(b) is or might be directly or indirectly 
linked to the [healthcare worker]" 
(ISO/IEC 29100, 2.9) 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Healthcare workers can 
provide feedback about 
this code and its use by 
sending an email to… 
 
 
 
 
 

Code 2 The personally identifiable information collected from 
healthcare workers through the automated hand 
hygiene monitoring system will only be accessed by 
people in the job roles that are both identified on the 
consent form and communicated to the healthcare 
worker.  

Code 3 Through the automated hand hygiene monitoring 
system, the hospital will only collect the personally 
identifiable information that is both identified on the 
consent form and communicated to the healthcare 
worker. 

New 
code 

The hospital will limit the collection of personally 
identifiable information through the automated hand 
hygiene monitoring system to the minimum that is 
adequate, relevant and necessary for the purposes 
that are both identified on the consent form and 
communicated to the healthcare worker. 

Code 4 The hand hygiene compliance rates of a healthcare 
worker recorded by the automated hand hygiene 
monitoring system will only be shared with the 
healthcare worker.  

This code applies to hand hygiene 
compliance rates recorded by the 
automated hand hygiene monitoring 
system.  

"Hand hygiene compliance [rates are] 
calculated by dividing the number of 
compliant observations by the total 
number of compliant and non-
compliant observations recorded by 
[the automated hand hygiene 
monitoring system]" (AHS, 2018) 
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Appendix 6 – Interview Guide to Validate the PN  

 

Background information: 

The interviewer may share the following information with the interviewees at the beginning of the 

interview: 

1) Information regarding the potential importance of privacy notices for automated hand hygiene 

monitoring system' users, 

2) The objective of the ISO/IEC 29184 standard, and  

3) The proposed Privacy Notice: developed following the guidelines of ISO/IEC 29184 (Table 1). 

Interview Questions: 

The interviewer may then ask questions like the following: 

Part I: Questions about the privacy notice content 

1.5. Is the information about the "PII elements" to be collected by the system: 

• Correct? (ISO/IEC 29184, 5.3.5) 

• Complete? (ISO/IEC 29184, 5.3.5) 

• Clear and easy to understand? (ISO/IEC 29184, 5.2.3, 5.3.5) 

1.6. Are the "example values" of the "PII elements" to be collected by the system: 

• Correct? (ISO/IEC 29184, 5.3.5) 

• Clear and easy to understand? (ISO/IEC 29184, 5.2.3, 5.3.5) 

1.7. Is the information about the "purposes related to the collection of each element of PII": 

• Correct? (ISO/IEC 29184, 5.3.2, 5.3.3) 

• Complete? (ISO/IEC 29184, 5.3.2, 5.3.3) 

• Clear and easy to understand? (ISO/IEC 29184, 5.2.3, 5.3.2, 5.3.3) 

1.8. Is the information about the roles/parties with access to the "PII elements": 

• Correct? (ISO/IEC 29184, 5.3.4) 

• Clear and easy to understand? (ISO/IEC 29184, 5.2.3, 5.3.4) 

 

1.9. Is the information about the "collection methods" being used:  

• Correct? (ISO/IEC 29184, 5.3.6) 
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• Clear and easy to understand? (ISO/IEC 29184, 5.2.3, 5.3.6) 

1.10. Is the information about the "timing and location of the PII collection" (i.e., when and where the PII is 

collected):  

• Correct? (ISO/IEC 29184, 5.3.7) 

• Clear and easy to understand? (ISO/IEC 29184, 5.2.3, 5.3.7) 

1.11. Is the information about the "methods of use" of the "PII elements" to be collected by the system: 

• Correct? (ISO/IEC 29184, 5.3.8) 

• Clear and easy to understand? (ISO/IEC 29184, 5.2.3, 5.3.8) 

1.12. Is the information about the "geo-location of stored PII" correct? (ISO/IEC 29184, 5.3.9) 

1.13. Is the information regarding "third-party transfer" of the "PII elements" (i.e., whether PII will be 

"disclosed/communicated" to a third party): 

• Correct? (ISO/IEC 29184, 5.3.10) 

• Clear and easy to understand? (ISO/IEC 29184, 5.2.3, 5.3.10) 

1.14.  Is the information about the "retention period" of PII collected through the automated system 

correct?  Would all the "PII elements" have the same "retention period"? (ISO/IEC 29184, 5.2.3, 

5.3.11) 

1.15. Is the information about the PII principal's "participation and current choices" (i.e., "rights to access, 

correct or delete" their PII): 

• Correct? (ISO/IEC 29184, 5.3.12) 

• Complete? -- Would PII principals have any other rights (e.g., "objection," "restriction," 

"withdrawal of consent," etc.)? (ISO/IEC 29184, 5.3.12) 

• Clear and easy to understand? (ISO/IEC 29184, 5.2.3, 5.3.12) 

1.16. Is the information about the "lawful basis" of PII collection: 

• Correct? (ISO/IEC 29184, 5.3.15) 

• Complete? -- Is there any other "basis for processing" (e.g., "public interest," "performance of 

a contract," "compliance with legal obligations," "vital interest")? (ISO/IEC 29184, 5.3.15) 

• Clear and easy to understand? (ISO/IEC 29184, 5.2.3, 5.3.15) 

1.17. Is the information included in the privacy notice enough that the healthcare worker monitored by 

the system "can be reasonably expected to identify potential risks to their privacy"? (ISO/IEC 29184, 

5.3.16)  

1.18. If not, what other information should be included in the privacy notice so they can better infer these 

risks? (ISO/IEC 29184, 5.3.16)  
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Part II: Questions about the privacy notice provision 

2.1. How should the privacy notice be provided (e.g., online privacy notification, "layered notice")? 

(ISO/IEC 29184, 5.2.7) 

2.2. When should the privacy notice be provided to healthcare workers monitored by the system (e.g., 

when the healthcare worker is registered on the system, when they log into their system account for 

the first time)? (ISO/IEC 29184, 5.2.5)  

2.3. Where should the privacy notice be located (e.g., in the system application, in the hospital intranet)? 

(ISO/IEC 29184, 5.2.6) 

2.4. Would a multilingual privacy notice be needed? (ISO/IEC 29184, 5.2.4) 
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Table 0.3: PN regarding the Use of the PII Collected by an Automated HHMS 

First Layer 

Notice regarding the use of PII 
Overview of service Automated hand hygiene monitoring service 

Purpose of use • Elements of PII 1, 2 and 3: To determine your hand hygiene status at the moment of entering/exiting a 
monitored area  

• Element of PII 4: To provide your individual hand hygiene compliance rates to you, infection preventionists 
and your unit manager. If your hand hygiene compliance rate is lower than X%, you will develop a “learning 
plan” alongside your unit manager and an infection preventionist. Learn more about this “learning plan” 
by clicking here. 

PII controller CSH 

Roles with access to the PII • The person in charge of the Hand Hygiene Monitoring Program and technology specialists of this program 
can access elements of PII 1 to 4. 

• Infection preventionists and your unit manager can access your individual hand hygiene compliance rates. 

Elements of PII to be collected 
 

5. Time of entry to or exit from a monitored area [3, 4, 5, 6, 7] 
6. Identification code of a monitored area [4, 5, 6, 7] 
7. Time of hand hygiene action [1, 3, 4, 5, 6, 7] 
8. Hand hygiene status when entering or exiting a monitored area [1, 2, 5, 6, 7]  
Learn more about the elements of PII to be collected by clicking here.  

Collection method Data is recorded by the wearable device 

Timing and location of the PII 
collection 

Data is collected while you are using the wearable device. 

Method of use • Elements of PII 1, 2 and 3 are combined to infer your hand hygiene status at the moment of 
entering/exiting a monitored area (i.e., element of PII 4).  

• Element of PII 4 is used to calculate your individual hand hygiene compliance rates. The number of “clean” 
and “after prompt” events is divided by the number of total events.  

Geo-location of stored PII Alberta, Canada 

Transfer to third parties No (only aggregated hand hygiene compliance rates will be communicated to AHS) 

Retention period, disposal To be disposed of after being stored for one year.  

Your participation and current 
choices 

You may view your individual hand hygiene compliance rates.  

Inquiry and complaint Tel: XXX 
E-mail: XXX 
Supervising authority: XXX   

Lawful basis Legitimate interest and consent  

Notice A full copy of this notice is available at http://example.com/automatedHHMS/notice/ 

 

Second Layer 

Element of PII 4: Hand Hygiene Status [7] 

Potential Values Explanation 

“clean” “The HH action has been performed between entering or leaving patient rooms.” 

“after prompt”  “If HH action is performed within the duration of the reminder signal.”  

“ignored HH prompt”  “If no HH action is performed within the duration of the reminder signal.”   
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Appendix 7 – Survey to Validate the HW Satisfaction Questionnaire 

 

Introduction: 

My name is Maria Ortiz. I am a Ph.D. student in the Mechanical Engineering Department at the 

University of Alberta.  As part of my Ph.D., I am conducting a study at the XXX Hospital. This survey is 

part of that study.  

The purpose of this questionnaire is to know your perceptions about a survey to measure users' 

satisfaction with an automated hand hygiene monitoring system. The survey should take you 

approximately 30 minutes to complete, and your responses are completely anonymous.  

If you have any questions about the survey, please email me: mbortiz@ualberta.ca 

I really appreciate your input. 

  

Please read the following user satisfaction survey: 

Before responding to this survey, please read the following satisfaction survey for users of an automated 

hand hygiene monitoring system. This survey has been designed assuming that a Privacy Notice 

regarding the use of the PII collected by the automated hand hygiene monitoring system and a 

Procedure for Automated Hand Hygiene Monitoring would be available and that a customer satisfaction 

code would be established 6:  

 

1. Are the survey instructions clear?  

a) Yes 

b) No 

2. If you choose "no," please specify which instruction(s) require clarification:  

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________ 

3. Are the survey questions logically organized? 

a) Yes 

b) No 

 

                                                           
6 The customer satisfaction code reads: “The personally identifiable information collected from healthcare workers through the automated 
hand hygiene monitoring system will only be accessed by people in the roles that are both identified on the consent form and communicated 
to the healthcare worker. Otherwise, the hospital will record information about the incident and initiate a review to determine the measures 
to be taken”. 

mailto:mbortiz@ualberta.ca
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4. If you choose "no," please specify how you would recommend reorganizing these questions:  

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________ 

5. Are there any questions that you would like to remove from the survey? 

a) Yes 

b) No 

6. If you chose "yes," please indicate which question(s) you would like to remove: 

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________ 

7. For the options indicated in the previous question, please explain why you would like to remove 

these questions from the survey (e.g., Q14: the question is irrelevant)? 

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________ 

8. Are there any questions that you would like to add to this survey? 

a) Yes 

b) No 

9. If you chose "yes," please write down the question(s) you would like to add to the survey. 

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________ 

10. Are there any questions in the survey that you would like to modify? 

a) Yes 

b) No 

11. If you chose "yes," please indicate which question(s) you would like to modify: 

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________ 

12. For the options indicated in the previous question, please explain why you would like to modify 

these questions (e.g., Q11: the question is ambiguous). 

________________________________________________________________________________

________________________________________________________________________________



151 
 

________________________________________________________________________________

________________________________________________________________________________ 

13. For the options indicated in question 11, please show how you would recommend modifying these 

questions (e.g., Q8: eliminate the word "roles" from this question) 

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________ 

14. Please indicate which of the satisfaction survey questions would be helpful during the development 

stage7  of the automated hand hygiene monitoring system: 

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________ 

15. Please indicate which of the satisfaction survey questions would be helpful during the utilization 

stage8  of the automated hand hygiene monitoring system: 

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________ 

 

 

 

 

 

 

                                                           
7 “The development stage is executed to develop a system-of-interest that meets stakeholder requirements and can be produced, tested, 
evaluated, operated, supported and retired.” (ISO/IEC 24748, clause 5.3.2) 
 

8 “The utilization stage is executed to operate the product, to deliver services within intended environments and to help achieve continuing 
operational effectiveness.” (ISO/IEC 24748, clause 5.5.2) 
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Appendix 8 – Interview Guide to Validate the HW Satisfaction Questionnaire 

 

The interviewer will show the participant the proposed User Satisfaction Survey. After having shared 

this survey with the participant, the interviewer may ask questions like the following: 

1. Are the survey instructions clear? 

2. If not, which instruction(s) require clarification?  

3. Are the survey questions logically organized? 

4. If not, how would you recommend reorganizing these questions? 

5. Are there any questions that you would like to remove from the survey? 

6. If "yes," which question(s) would you like to remove? 

7. Why would you like to remove these questions from the survey (e.g., Q14: the question is 

irrelevant)?  

8. Are there any questions that you would like to add to this survey? 

9. If "yes," which question(s) would you like to add to the survey? 

10. Are there any questions in the survey that you would like to modify? 

11. If "yes," which question(s) would you like to modify? 

12. Why would you like to modify these questions (e.g., Q11: the question is ambiguous)? 

13. How would you recommend modifying these questions (e.g., Q8: eliminate the word "roles" from 

this question) 

14. Which satisfaction survey questions would be helpful during the development stage9 of the 

automated hand hygiene monitoring system? 

15. Which satisfaction survey questions would be helpful during the utilization stage10  of the automated 

hand hygiene monitoring system? 

 

 

  

                                                           
9 “The development stage is executed to develop a system-of-interest that meets stakeholder requirements and can be produced, tested, 
evaluated, operated, supported and retired.” (ISO/IEC 24748, clause 5.3.2) 
10 “The utilization stage is executed to operate the product, to deliver services within intended environments and to help achieve continuing 
operational effectiveness.” (ISO/IEC 24748, clause 5.5.2) 
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Appendix 9 – Updated PN After Incorporating Comments from First Interview Participant 

 

Privacy Notice: First Layer 

Notice regarding the use of PII 
Overview of service Automated hand hygiene monitoring service 

Purpose of use • Elements of PII 1, 2, 4, and 5: To determine your hand hygiene status at the moment of entering/exiting a 
monitored area  

• Elements of PII 3 and 6: To provide your individual hand hygiene compliance rates to you.  If your hand 
hygiene compliance rate is lower than X%, the technology specialist would confirm its accuracy. If the rate 
is accurate, you will develop a “learning plan” alongside your unit manager and an infection preventionist. 
Learn more about this “learning plan” by clicking here. 

• The information collected will only be used related to hand hygiene and for no other uses.  

PII controller Alberta Health Services - CSH 

Roles with access to the PII • If the technology specialist suspects that the device is not working correctly, they could access the link 
connecting the identification code for the individual wearer with their PII to take steps to ensure the 
system is working as intended.  

• If an infection preventionist or unit manager identifies a hand hygiene compliance rate lower than X%, 
they could access the link connecting the identification code for the individual wearer with their PII to 
confirm the accuracy of the data and, if necessary, develop a “learning plan”.  

Elements of PII to be collected 
 

1. Identification code for the individual wearer 
2. Time of entry to or exit from a monitored area 
3. Number of times you enter to or exit from a monitored area  
4. Identification code of the monitored area 
5. Time of hand hygiene action  
6. Hand hygiene status when entering or exiting a monitored area 
Learn more about the elements of PII to be collected by clicking here.  

Collection method Data is recorded by the wearable device 

Timing and location of the PII 
collection 

Data is collected only while you are using the wearable device in a monitored area. 

Method of use • Elements of PII 1, 2, 4, and 5 are combined to infer your hand hygiene status at the moment of 
entering/exiting a monitored area (i.e., element of PII 6).  

• Element of PII 6 is used to calculate your individual hand hygiene compliance rates. The number of “pass” 
and “pass after prompt” events is divided by the number of total events (i.e., element of PII 3).  

Geo-location of stored PII Alberta Health Services server 

Transfer to third parties No 

Retention period, disposal The link connecting the identification code for the individual wearer with their PII will be disposed of after 
being stored for one year. The non-identifiable data will be retained for a duration deemed necessary by the 
PI. 

Your participation and current 
choices 

• You may view your individual hand hygiene compliance rates.  

• You may view your individual hand hygiene compliance rates compared to your site and/or unit's 
aggregated hand hygiene compliance rates as long as the aggregated number is large enough not to be 
identifiable at the individual level (calculated from at least ten users).  

Inquiry and complaint Neutral third party: HH Group/Employee Group  
Tel: XXX 
E-mail: XXX 

Lawful basis Sometimes, by law, we may have to release your information with your name so we cannot guarantee 
absolute privacy. However, we will make every legal effort to make sure that your information is kept private.  

Notice A full copy of this notice is available at http://example.com/automatedHHMS/notice/ 
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Second Layer – Potential Values of Element of PII 6 

If prompt is not implemented: 

Potential Values Explanation 
“pass” “The HH action has been performed between entering or leaving patient rooms.” 

“fail”  “If no HH action has been performed between entering or leaving patient rooms.” 

 

If prompt is implemented: 

Potential Values Explanation 
“pass” “The HH action has been performed between entering or leaving patient rooms.” 

“pass after prompt”  “If HH action is performed within the duration of the reminder signal.”  

“fail after prompt”  “If no HH action is performed within the duration of the reminder signal.”   
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Appendix 10 - Updated PN After Incorporating Comments from Second Interview Participant 

 

Privacy Notice: First Layer 

Notice regarding the use of PII 
Overview of service Automated hand hygiene monitoring service 

Elements of PII to be collected 
 

1. Identification code for the individual wearer 
2. Time of entry to or exit from a monitored area 
3. Number of times you enter to or exit from a monitored area  
4. Identification code of the monitored area 
5. Time of hand hygiene action  
6. Hand hygiene status when entering or exiting a monitored area 
7. Individual wearer's hand hygiene compliance rates 
Learn more about the elements of PII to be collected by clicking here.  

Purpose of use • Elements of PII 1, 2, 4, and 5: To determine your hand hygiene status at the moment of entering/exiting a 
monitored area  

• Elements of PII 3 and 6: To provide your individual hand hygiene compliance rates to you.  If your hand 
hygiene compliance rate is lower than X%, the technology specialist would confirm its accuracy. If the rate 
is accurate, you will develop a “learning plan” alongside your unit manager and an infection preventionist. 
Learn more about this “learning plan” by clicking here. 

• The information collected will only be used related to hand hygiene and for no other uses.  

PII controller Alberta Health Services - CSH 

Roles with access to the PII • If the technology specialist suspects that the device is not working correctly, they could access the link 
connecting the identification code for the individual wearer with their PII to take steps to ensure the 
system is working as intended.  

• If an infection preventionist or unit manager identifies a hand hygiene compliance rate lower than X%, 
they could access the link connecting the identification code for the individual wearer with their PII to 
confirm the accuracy of the data and, if necessary, develop a “learning plan”.  

Collection method Data is recorded by the wearable device 

Timing and location of the PII 
collection 

Data is collected only while you are using the wearable device in a monitored area 

Method of use • Elements of PII 1, 2, 4, and 5 are combined to infer your hand hygiene status at the moment of 
entering/exiting a monitored area (i.e., element of PII 6).  

• Element of PII 6 is used to calculate your individual hand hygiene compliance rates. The number of “pass” 
and “pass after prompt” events is divided by the number of total events (i.e., element of PII 3).  

Geo-location of stored PII Alberta Health Services server 

Transfer to third parties No 

Retention period, disposal The link connecting the identification code for the individual wearer with their PII will be disposed of after 
being stored for one year. The non-identifiable data will be retained for a duration deemed necessary by the 
PI. 

Your participation and current 
choices 

• You may view your individual hand hygiene compliance rates.  

• You may view your individual hand hygiene compliance rates compared to your site and/or unit's 
aggregated hand hygiene compliance rates as long as the aggregated number is large enough not to be 
identifiable at the individual level (calculated from at least ten users).  

Inquiry and complaint Neutral third party: HH Group/Employee Group   
Tel: XXX 
E-mail: XXX 

Lawful basis Sometimes, by law, we may have to release your information with your name so we cannot guarantee 
absolute privacy. However, we will make every legal effort to make sure that your information is kept private.  

Notice A full copy of this notice is available at http://example.com/automatedHHMS/notice/ 

 

 

 

 



156 
 

Second Layer – Potential Values of Element of PII 6 

If prompt is not implemented: 

Potential Values Explanation 
“pass” “The HH action has been performed between entering or leaving patient rooms.” 

“fail”  “If no HH action has been performed between entering or leaving patient rooms.” 

 

If prompt is implemented: 

Potential Values Explanation 
“pass” “The HH action has been performed between entering or leaving patient rooms.” 

“pass after prompt”  “If HH action is performed within the duration of the reminder signal.”  

“fail after prompt”  “If no HH action is performed within the duration of the reminder signal.”   

 

 


