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1 | INTRODUCTION

| Yonghui Sun®

| Venkata Dinavahi® | Xinlong Zhao' | Feng Qiao1

Abstract

Modern network and communication technologies are essential for the implementation
and operation of load frequency control (LFC) systems. The measurements of crucial
LFC system parameters will be compromised by attackers, rendering data received by the
defence inaccurate and causing frequency fluctuations or even system collapse. To detect
the potential attack on measured data and keep the LFC performance, an adaptive event-
triggered scheme with fractional order global sliding mode control scheme is proposed in
this paper. Furthermore, Markov theory is employed for the modelling process with
energy storage to present a multi-area LFC power system considering renewable energy
and hybrid cyber attacks. Stability and stabilisation criteria are built by employing
improved Lyapunov stability theory and second-order Bessel-Legendte inequality. Finally,
a two-area LFC system under hybrid cyber attacks and a modified IEEE 39-bus New
England test power system with 3 wind farms are simulated to explore the efficacy of the
proposed method.
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adjustment and could result in severe grid mishaps [10-12].
Therefore, it is necessary to investigate the LFC power system

Load frequency control (LFC) is significant for multi-area
power systems since it is accountable for ensuring nominal
frequency and the power exchange between areas is stable [1—
3]. Depending on the area control errors (ACE) gathered from
the distributed sensors, LFC may create the adjustment com-
mands and send it to the generator set to control the power
output [4—0]. Load frequency control is one of the essential
applications of automatic generation control. However, the
structure of the power system is becoming increasingly com-
plex with new energy grid connections and the requirements
for security and reliability of power systems are increasing [7—
9]. Meanwhile, due to its reliance on modern network and
communication technology, LFC is exposed to cyber attacks,
like denial-of-service (DoS) attacks and deception attack,
which will interfere with the control centre's directives for

under hybrid cyber attack.

To avoid fluctuation and keep the system operating nor-
mally when it is subject to hybrid cyber attacks, specific actions
must be taken quickly. DoS attack will block the communica-
tion medium, while the communication data are neither sent
nor received, thereby the communication information is lost;
while the deception attack will steal and disguise the trans-
mitted packets [13—15]. Hybrid cyber attacks will lead to
serious communicated information leakage and undermine the
security of infrastructure [16, 17]. For a deception attack, the
stochastic variable which obeys the Bernoulli distribution is
employed to model it [18-20]. To investigate the deception
attack, a networked power system model with deception at-
tacks and memory-based event-triggered schemes has been
built [21]. The distributed model-free adaptive control method
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was applied for MIMO non-linear multiagent systems under
deception attacks with consensus control and containment
control [22]. Moreover, by assuming the period of attack and
lower bound on attack sleeping periods are known, a state
error-dependent switched system model was built to study the
LFC power system subject to DoS attacks [23]. With the event-
triggered scheme extensively applied in power systems, event-
triggered LFC subject to DoS attack was investigated, such as
event-triggeted H,, LFC with DoS [24] and resilient dynamic
event-triggered LFC power system under DoS attack [25]. In
addition, some defence methods were designed against DoS
attacks, for example, hierarchical attention-based defence
methods were applied in LFC power systems to offset DoS
attacks [26]. Inspired by this, considering that the deception
attack and DoS attack will interrupt the measurement data, the
event-trigger scheme can be applied to supplement the missing
information. Therefore, when the system is under hybrid
cyber-attacks, the design of performance event-triggered
schemes and control strategies to offset the impact of hybrid
cyber attacks on the LFC power system is a motivation for this
investigation.

Motivated by the challenges of hybrid cyber-attacks inte-
grated into power systems, the robust LFC with adaptive
event-triggered (AEt) scheme, fractional-order global sliding
mode control (FOGSMC) strategy is investigated in this article.
Considering the impact of hybrid cyber-attacks, further quan-
tity data packets are needed to offset the missing and false
information than the traditional event-triggered schemes.
Thus, an AEt scheme with an adaptively adjusted threshold is
adopted in this paper. Meanwhile, to improve the system sta-
bility of multi-area LFC power systems subject to hybrid cyber-
attacks, a novel FOGSMC strategy is designed in this study. In
addition, Markov theory is utilised to model the multi-area
LFC power system considering transmission time delays.
Then, the improved Lyapunov stability theory and second-
order Bessel-Legendre (B-L) inequality are applied to build
stability and stabilisation criteria. Consequently, the following
improvements are proposed:

(1) To mitigate the congested communication traffic and keep
the security of the power system, an AEt scheme is
deployed in this LFC power system under deception and
DoS attacks condition. Considering the hybrid cyber at-
tacks will interrupt control information and the AEt
scheme can be employed to eliminate the impact of at-
tacks. Moreover, the transmission of redundant data can be
reduced and network communication efficiency can be
significantly increased by applying the AEt scheme with an
adaptively adjustable threshold.

(2) The FOGSMC scheme is designed to resolve the challenge
of LFC power system robustness subject to hybrid cyber-
attacks. Global sliding mode control (GSMC) scheme has
superior performance to keep system stability during the
entire control process than traditional sliding mode control
(SMC) scheme. At the same time, the fractional term
supplies more adjustable parameters to advance the con-
trol performance. Therefore, the designed FOGSMC

scheme will provide outstanding robustness of the multi-
area LFC power system.

(3) To take the challenge of stability and stabilisation for the
LFC power system, Markov theory, improved Lyapunov
function and second-order B-L inequality are employed in
this article. First, Markov theory is developed to describe
the model of LFC with deception and DoS attacks,
transmission time delays, wind energy and energy storage
units. Then, the improved Lyapunov function with triple
integral term considering maximum transmission time
delay is adopted to produce system stability criteria with
less conservation. Moreover, second-order B-L inequality
is also deployed to lessen the conservation of the resulting
linear matrix inequality (LMI).

The remaining sections of this document are structured as
follows: Section 2 builts the model of LFC power system with
deception and DoS attacks, transmission time delays, wind
energy and energy storage units. In Section 3, the stability and
stabilisation of the designed multi-area LFC power system
based on LMI are discussed. Section 4 presents the simulation
results and comparative analysis. The conclusion of this work is
shown in Section 5.

2 | PROBLEM STATEMENT

The linearised model can be applied to model the system as
load deviation is relatively small when the system is operating
at a nominal point. The investigated multi-area LFC taking into
account wind power and energy storage is shown in Figure 1.
Parameters of the ith control area are listed in Table 1.

21 | Load frequency control model with
wind power and energy storage

The following is a description of the investigated multi-area
LFC power system's dynamic model.

%(t) = Ax(t) + Bu(t) + Fo(r) |
3(0) = Cx() W

where xl-(t) = [Afz Apmi Ap'vi prindi
APy [ACE; APu,;]"

-

@

poss ) Af;
| Desepion- 1+s T, ‘l-hv ] D +sM,
- N
e B
event-trigger L+s AR, gt i
T,
i

=1 j#i

FIGURE 1 Transfer function model of multi-area power system.
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TABLE 1 Notations for parameters of ith control area.
A 11 A 1n
Symbol Quantity A= :
APy; Load deviation Am Apn
AP,,; Generator mechanical output deviation
AP,; Valve position deviation T
, _— Bi={o 0 (£) 00 00
AP i Output power fluctuation of the wind turbine generator &
APg; Output power fluctuation of the battery
Af; Frequency deviation C B, 0 0 0 0 0 1
— i
=

ADindi Wind power deviation 6000010
M; Moment of inertia
D; Generator damping coefficient -1 T

— 00 0 0 0 O
Tgi Time constant of the governor E= M
Tepi Time constant of the turbine 0 0 0 TL 0 0 O
Towi Time constant of the wind turbine
Tes; Time constant of the battery . .

£s ’ C =diag{Cy,...,C,},F =diag{R, ..., E,}

R; Speed drop
bi Frequency bias factor The ACE signal can be written as
T; Tie-line synchronizing coefficient
ACE; Area control etror ACE; = ﬂiAfi + AP (2)

x(t)=[x7() ') x()

”nT(I)]

wi(t) = [APy; Aq)windi]TaAij = [(7,1) = —2xT}]

u@)=[m” (1) w'() w’()

yi(t) = [ACE; [ACE;]",B=diag{B,...,B,}

o) =[w" (1) 070 o'W . o 0]

YO =0"w w0 WO . oW w]
[ )=3202 =5 09— |
(1.9 = 37 (L) =3 2D =7
23) =g () =g 6.9 =7

S R

(5,5) = (6,1) =B,

- _7
Tks;

(6,6)=1,(7,1) =27 Z T

=1

2.2 | Hybrid cyber attacks with adaptive
event-triggered scheme

DoS attacks and deception attacks are the two main types of
cyber attacks. In this section, two types of cyber attacks with an
AEt scheme for LFC power systems are considered. In this
work, the DoS attack is assumed as a pulse-width modulated
signal. It can be represented as

0 te [(7’1 - 1)TD05, (n - 1)TD05 + '];ﬂ,)

I‘DoS(t> = { 1 tEe [(n — 1)TDoS + T(’, 7nTDUS) <3)

where Tp,s € R > 0 means jammer petiod; T represents the
sleeping time of jammer; Ty < Topr < Tpys. In every period,
[0, Top is sleeping interval of jamming signal; [Ty Tpos)
denotes the active interval of jamming signal.

Remark 1. To describe the DoS attack, a pulse-width modu-
lated signal is applied in this study. If I'p,s(f) = 1, it means the
proposed LFC power system is under DoS attack, while real
frequency deviation and tie-line power flow can not be trans-
mitted. If I'p,s(r) = 0, it means the proposed LFC power
system is in a sleeping state, while the real frequency deviation
and tie-line power flow can be transmitted.

For the AEt scheme, signal packets can be delivered if the
designed trigger threshold can be satisfied. Otherwise, the
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latest transmitted signal will be transmitted again. In addition,
this scheme can reduce the transmission frequency of super-
fluous information to enhance network communication
utilization.

The AEt critetion is designed as

bt + jb) = x(h)] @, [e(8h + jb) — x(2h)]

< A(txh)x(t3h) T D x(1h) @

where @, is an unknown positive matrix; A(5) denotes the
triggering threshold which can be adaptively adjusted.

Ateh) = max(dm, nA(t-1h)) (3)

whete 4,, > 0 and

0, if lx(@eh)l| = [x(ze-15) |
n= -
1-— @arctan<”x(tkh)” |x(tk_lb)”> , otherwise
™ [l(26h) |

Taking DoS attack into consideration, the next transmitted
signal time is

t/m/o = {tkh +]b | eT(tkh)q),e(tkb) < /1(1:/6/9)
x! (e + kb)®,x(tsh + kb),  (6)
teh+jh € [(n = 1)Tpos, (7 — 1) Tpes + 7;]7)}

Define:

t—tyh, e,
t—th—mh, r€Q] (7)
t—uh—Kh, teQ),

T/e,n(t) =

where Q= [6h + 7, (8, + 1)b +72] 0 [(n =1) Tpos, (n = 1)
Tpos + Ty ), @, = USZ\ [teh + mb 41, txh +(m — 1)b +1;]
N[(n = 1)Tpos. (n = )Tpes + Ty), @}, = [tsh + Kb+ 14,
thith + Tea] 0 [(n = 1) Tpos(n — 1) Tpos + Topr)

The controller input can be described as
y(t/e,nb) = Ce/e,n(t) + Cx(t - T/e,n(t)) (8)

where

0, ke,
x(tkﬁnb) — x(tkﬁ/? + mh), ke inn
x(tpnh) —x(tr.h+jh), ke an

e(r) =

and j = sup{m € N|ph + mh < b, m = 1, 2, ...},
Ty = max(tg,(2)).

A deception attack that can steal and disguise the trans-
mitted information is considered in this work. How to model
deception attacks is an important factor to study the impact on
the power system. When the power system is under deception
attack, the transmitted information will be stolen and
disguised. Hence, the nonlinear function g(y(?)) is applied to
describe malicious information. The g(y(¢)) will satisfy the
following inequality:

le)II* < I1GylI* ©)

Consecutive and random are two types of launching modes
of deception attack. In the following, Bernoulli random vari-
able B(2) with E[f(t)] = f and E[(ﬁ(t) - E)] = 6% is applied to
describe the probability of a deception attack occurring.
Therefore, the following inequality can be obtained:

ByT (t/e,nb) GTGy(t/e.nh) - BgT (y(t/e,nb)) GTGg(y (t/e,nb)) >0
(10)
Then, the real transmitted signal can be modelled as

yreal(t) = ﬁ(t)g (y(t/e,nb)) + (1 - ﬁ(t) )y(tkﬁnb) (1 1)

Therefore, the studied LFC power system model can be
revised as

x%(t) = Ax(t) + p(t)BK,Cey ,(t) + p(£)BK,Cx(t — 74 ,(2))
+ (1= (8)g((te.nh)) + Foo()
(12)

Time delays introduced by network environments present a
new challenge for the stability of the closed-loop LFC scheme.
Hence, the transmission time delay 7z ,() is considered,
where 74 ,(2) € [0 7y ), Ty = max(tx (1)), T = 74 ,(t) = 5:20

W. To describe the studied LFC model with trans-

mission time delay, the Markov theory is exploited. To enhance
the stability of the LFC power system, different controller gains
are designed for different time delays.

The description of the finite-state Markov process is as
follows:

Plr(e+ Ar) = j|rs(t) = i] = py

¥ S (13)
OSZ?]SL,OSW;']'SLZTZ']':l

=0
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Hence, the studied LFC model with Markov theory can be
modelled as

x(t) = Ax(t) + p(t)BK,Cey ,(t) + p(t)BK,Cx(t — 14,,(2))
+ (1= B(0)g(y(trnb)) + For(2)
(14)

3 | STABILITY AND STABILISATION
ANALYSIS OF DESIGNED LOAD
FREQUENCY CONTROL

To develop the stability and stabilisation criteria for designed
multi-area LFC model, improved Lyapunov function and
second-order B-L inequality are employed in the following;

3.1 | Improved Lyapunov function and
second-order Bessel-Legendre inequality in
stability analysis

Theorem 1. For given constant A, T, 7, if there exists pos-
itive definite matrices P,, Qi,, Qup Rin Ro S, S» P,
appropriate dimensions Tyy, Tia, Ti3, To1, Too Toz, T31, T3
Tss, and the following LMIs hold for all r = 0, ..., L, the
studied LFC model Equation (14) with w(k) = 0 is asymp-
totically stable.

I, =11 + 115, + 114, <O (15)

L
U4y = S?, —TM Z 7l'r]'R1]' >0 (16)
=1

L
vs, =Ry — 1y Z Ty <Q1/' + sz) >0 (17)
=

jo= [P S ~]>o 18
b= |05 (18)

~ T
where T, = Hap H, + @3, + @4 + 2Py, Ty = y000]
+ 52;(202;(;,1_11:@11)“617 ezq)reZT ﬂege_,,T e4Q2reZ €503,

Z il + Qi + Qy + TR + BGTCTCG, vy, =
=0
Tﬁ/[er + %Sl + %5‘2, U3y = (1 - I'-(t))(gzy
L L
™ Z 7rrjR1j7 Usy :RZ — M Z Wyj(Q]j“v—sz) , Ver = Rg — M
j=1 j=1

es , 01 =

— An Dy, 04y = $3—

L
Z 7r7’]‘Q1j7
j=1

H =[ei—es e +es—2e e —es—6er],

Hy=les—e; es+es—2e e5—ey—06ey,

H,=[H, H), ¢, =diag{Ry,, 3R, 5R:},
Hy=e;—e; e —e;—3e; es—es es—es—3e),
Hy=|es—es es—es+3e; es—ey e, —eg+ e,
@5, = diag{—2v4,, —404,, =204, —404, },

Yy = dldg{ZSz, 4527 2S27 452};

3‘1 = dmg{Sl y 351, 551}, 3‘2 = di&lg{SQ, 352, 552},

¢ =1[0...0,1,0...0],(j =1, ..., 11),
——"

~——
j—1 11—
Ty T T
~ D1y *
(plr_|:T @ :|7ﬂz El BZ 'T23
1 r
: Ty T T

Proof- Build Lyapunov function as follows:

V(t) =xT(¢)Px(t) + /l_Z xT(s)Q,,x(s)ds

; /() 7 (6)Q, x(5)ds
. / ' / | T (R (s)dsda

™

JL L
Jr/_TM//} /ﬂ)&T(s)Spé(s)dsdadﬂ
L L L

Calculating the derivative of V(f) along the trajectory of
Equation (14) with w(t) = 0 yields

(s)Rox(s)dsda

(5)S,%(s)dsdadp
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&) = [x(2) e(t) 80(1h)) (2 = zua) 2t = 2(2)) 7
f (0 * x(t + a)da - =0 f ) Ay (@)x(t + a)da TM_l,(t) __;it)

) 21: miPix(t) + 257 (£)Pox(t) + x7 (2)
j=0

Qux(t) = x7 (¢ = 7ar) Quux(t — ar) + x7 (2) 3 Thez,d ienlfoilgwi:ri;?ije_;z;f:;xctn—’—b(:)jtilined as

Qux(t) = (1 = 2(e))x” (2 = 2(2)) Q,x(t — 7(1))

+ 3T (2R (1) + 7 (D) eRox(2) AV (2) S EO)ET (¢) + 28()Pox” (2) + %(t)oo” (¢) + AV (2)
+ %ﬂ(z)sm(z) + %}&T(t)&x(t) where

AV (1) = -1y /tt x(s)Ry,xT (s)ds — (zy — %)

t 1
[ AT@ Y wQla)da .
—ty — 13 t—tp(t
= / x(s)S1xT (s)ds — %/ k x(s)SyxT (s)ds
=Tk, (t) t

t 1 —
+ / T (a) Z T, Qyx(a)da 0
t—7(t) =0 /

%(s) o4 (s)dsda

Tk, n

.
— /;Mx%a)m(a)da—<w—r<t>> / el / T i uiT (5)dsda
/;(z) T (@)S%(@)da — /;m o (@)Rox(a)da / 0 /

0 t 1 —Tpn(t
+ TM/ / xT(_s) Z erRlyx(.;)dS / / Szx dsda
-ty Jita j=0

eld / vs,x (s)ds
‘/ x" (@)Rox(a)da

t=Tp (¢
/ s)ogx! (s)ds
/ / (5)81%(s)dsda
fra Define:

/ / S1x dsda X1 :A€1 + (1 - B)BK,,CEQ + BBK;«CG‘% + (1 - E)BK7C€5
t+a
¥, =BK,Ce; + BK,Ce; + BK,Ces

ng (s)dsda

~Tpn(2) T/m(t

$)82%(s)dsd, _ _

/ / )S2(s)dsda Recalling E{f(t) = B} = 0 and E{(B(t) - )2} = &, the
studied LFC model with w(k) = 0 can be derived as

/ / (5)8,%(s)dsda

Recalling Equation (4) and Equation (10), the following
inequality can be derived as

%(t) = [y + [B(t) = Blaa)E(2) (20)

Then, it yields

AV() SAV(E) + By (1,h) G Gy (te,h) E{2(0)P" (1)} = 2x" (0Pid(1)
toux (1= 2(1))x(t = (1)) — e (1) ,e(2) E{i(t)oai" (1)} = &(0hioar (€1 (0) + 86()ovars € (1)
Bl T
— g (y (tk«,nh))G Gg (y (tk.,nb )) (19) In the following, the second-order B-I. inequality in [27]
can be applied for AV/(z). Define 1 T’“T"—M() and %:%}7([),
Set the augmented vector as follows: the following inequality can be denved
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—u /Z_IM *(5) Ry (5)ds

) /z_f@ X(5)S1 (s

< —%S(I)Hl (¢1y+§1)H1T§T(f) (21)

— L& (0, + 8:)HIET()

T EOHSHTE (1) + EESHIE (1)
() Hoip, H, €7 (1)

and @, > 0.Then, double integral inequality in [28] can be
utilised, the following inequalities can be obtained:

o fo¥

1)4,x (s)dsda

=T t—7p,( 22
/ ’ / ’ %(s)v4rx” (s)dsda (22)
S[_]3§037H3

/ / (5)8:x7 (s)dsdax

_T/en = T/en
(23)

(5)S:%(s)dsda

/_Tkn /
—=TM

<- Ht(ﬂ4H4

Therefore, if ¢, > 0, vs, > 0 and vg, > 0 can be satisfied,
the following inequality can be yielded:

V() < E@)LET () + 25(2) P (£) + £(2)02%7 (2)
+ AV (1) + AV (2) + AV5(2) + AV, (2)  (24)
<ETET (1)

Thus, by utilising Lemma 1 in [28], condition Equation (15)
can be derived. With a condition that w(k) = 0, if Equa-
tions (15-18) are satisfied, thete exists a sufficiently small scalar
c€0,1, such that AV (k) < —c||&, (t)||2 < 0 can be procured.
As a result, the system Equation (14) with w(k) = 0 is
asymptotically stable.

Remark 2. The improved Lyapunov function with a triple
integral term in V() is applied in this section. Then, the
maximum time delay Ty and t© are considered in this theorem.
Besides, second-order B-L inequality is applied in AV (¢) due to
which tighter upper bounds can be provided than those ac-
— n®)

™

quired by (28]. Moreover, augmented vector &(t), 1

1 _ T Tka(t)
' ™

Jformance further.

are designed in this theorem to improve the per-

Following that, [, stability criterion of multi-area LFC
model Equation (14) will be developed.

Theorem 2. For given constant A,,, Ty, T, if there exists pos-
itive definite matrices P,, Qi,, Qs Rip Ry S, So @),
appropriate dimensions T1y, Tia, Tis, To1, Ton Ta3, Ts1, Tio
Ts3, and the following LMIs hold for all r = 0, ..., L, the
multi-area LFC model Equation (14) is asymptotically stable
with an H,, norm bound y.

IT,, = I1; + 1T, +~Hg, <0 25)
U4y > 0,05 > 0,9, >0
~ ~T
where 1T, = Hap H, + @3, + @, — r’elern + e1TCT_Ce1 +
2Py, T, = yioad| + 8o’ ¥ = Aer + (1 = PB)BK,
Cez + BBK7C€3 + (1 —B)BK7C65 +F€12,)(/2 :BKyCE‘Z +
BK,»C€3 + BK,»C€5 + F€12,€]‘ = [OO, 1, 00],
—— N

j—1 10~
(i=1,...,10)

For prescribed attenuation level y > 0, taking the distur-
bance w(f) into account, the cost function [ is considered as

o

J={ Yoy~

0

ro’ (t)o(t)dt (26)

Setting the augmented vector as

Remembering condition Equation (15), and utilising the
same method in Theorem 1, condition Equation (25) can be
obtained. Therefore, model Equation (14) is asymptotically
stable with an H, norm bound y. In this theorem, the stability
criteria guarantee the closed-loop stability under the initially
triggered threshold 4,,,. An algorithm is designed to keep the
LFC system stable with triggered threshold A(#x5) in Appendices.

The sufficient stability condition of the multi-area LFC
model Equation (14) is provided in Theorem 1 and Theorem 2.
To study the stabilisation of the system Equation (14), the next
theorem is built.

3.2 | Stabilisation analysis

This section will derive the system's stabilisation criterion.
Moteovet, minimum H,, petformance index y is detived to
keep a better stabilisation performance.

Theorem 3. For given constant A, Ty, T, if there exists pos-
itive definite matrices P,, Qi,, Qs Rip Ry Si, So @,
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appropriate dimensions Ty1, Tis, Ti3, Tor, Top, Toz, Ta1, T3,
T35 and the following LMIs hold for all » = 0, ..., L, the
power system Equation (14) is asymptotically stable with an
H,, norm bound y, and the feedback controller gain can be
obtained as K,.

min K

I < 0,04 >0,
s.t.{ 7 i (27)

s> 0,0, >0

m, = *
where k =y, 115, = | 1T, II,, =

I, = SI,

1| =P.Ae; + (1= P)K,Ce, + PK,Ces + (1 -P)K,

Ces + P,Feys, x4 = K,Ce, + K,Ces + K,Ces + P,Fey,
1, = o' T 2x' | 21 G, = (o] o]
231"
11, = diag(Ry, — 2P,, S — 2P,, S, — 2P,)

Recalling Equation (25) and applying Lemma 1 in [28], it
yields

I, *
Iy, Ils, * <0 (28)
H(ﬂ * 5H5r

where Iy, = {TM)(’? TM/\/Zj(llT X'lT]T, I, = {TM)(,; V2
23 251,
I, = diag(-R;,,=S7",=S;")
Pre-multiplying and post-multiplying both sides of Equa-
tion (28) with diag{[,\..,./, I,P,,P,,P,} and utilising the fact
10
that Z < 0 and Y7 = Y; then YTZYS —2Y — Z7! can be
procured and I}, < 0 can be further converted. Therefore, the

theorem is proved and controller gain is f{y =P.K,.

To improve the studied LFC power system transient per-
formance, FOGSMC scheme is applied in this research. The
controller is designed as follows.

The FOGSMC sliding surface is defined as

s(t) = Gx(t) — / G(A — BKC)x(z)dr (29)

—f() +uD""'x(1)

where D" is the fractional order operator, A(2) is a function
designed specially to achieve global sliding mode, K is the
controller gain to be designed, and p denotes the coefficient of
fractional order term.

The ideal sliding surface should satisfy s = 0 and
$(t) = 0. Thus, the equivalent SMC law is expressed as follows:

teg (£) = —KCx(t) — (GB)™'GFw(t) + (GB)™'f(¢)

. (30)
— w(GB)™ D x(z)

Then, the controller is designed as the following theorem.

Theorem 4. A decentralised switching control law can be
designed as the following to guarantee the reaching condition
s(t)s(z) < 0.

u(t) = =K, Cx(t) + (GB)™'f (1) - w(GB)™' D"x()

(31)
+ k(sgn(s(z)) + s(2))

The proof of this theorem is identical to that given in ref. [28].
To improve the robustness of the studied multi-area LFC model,
the FOGSMC with fraction order and GSMC are adopted in this
paper. On the other hand, the fraction order provides new de-
grees of freedom for controller gain. Moreover, GSMC has
better robustness performance in the whole control process. As a
result, it can significantly improve the system's robustness.

4 | CASE STUDY AND DISCUSSION

Effectiveness and superiority of the proposed approach in
designing LFC scheme subjected to hybrid cyber attacks atre
discussed in this section. In Case 1, a two-area LFC power
system under hybrid cyber attacks is built with Matlab/Simu-
link. Moreover, to verify the efficacy of the proposed LFC
scheme in a realistic power system condition, the IEEE 39-bus
system with hybrid cyber attacks is implemented in Case 2.

4.1 | Case 1: two-area load frequency control
power system under hybrid cyber attacks

In this case, a two-area LFC power system with wind farms
and energy storage units is implemented as shown in Figure 2.
The detailed parameters are in Table 2. To analyse LFC per-
formance with hybrid cyber-attacks, the two-area LFC power
systems with E[(t)] = 0.2 and E[B(t)] = 0.4, Top = 0.8 and
Tof = 0.9 are explored, respectively. In addition, the wind
turbine induction generator with 9 m/s wind speed and 0.2 trip
coefficient are carried out.

For transmission time delays, the transition probability
matrix is given as follows:

p— 0.5088 0.4912
~ 104286 0.5714
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FIGURE 2 Transfer function model of two-area power system with
wind farm and energy storage unit.

TABLE 2 Parameters of two-area load frequency control (LFC)
scheme

Area R M D T, Tep Ty
1 0.05 10.0 1.0 0.1 0.3 0.1986
2 0.05 12.0 1.5 0.17 0.4 0.1986

In light of Theorem 3 with 4,, = 0.1, y = 2.8422, d= 0.1,
7y = 0.01 can be obtained and FOGSMC scheme can be
designed as the following:

u(t) = —K;Cx(2) + 1.0£(£) — 0.001(s(t) + sgn(s(2)))
—0.08D""x(t)

where Area 1:

K1, =10.0195, 0.5805], K, = [0.1275, 0.5092].

Area 2:

K> = [0.0176, 0.1466], K5, = [0.0401, 0.2588].

To demonstrate the designed AEt performance, release
time instants and intervals with Top= 0.8 and Top = 0.9 are
depicted in Figure 3. It can be observed that less information is
transmitted in the second situation with Top = 0.9, when
compared with the first situation with To= 0.8. The proposed
AE't strategy can eliminate unnecessarily information exchange
and relieve transmission burden for LFC power system.
Morteover, it helps reduce the impact of hybrid cyber attacks
for the LFC power system.

To scrutinise the developed LFC scheme performance with
FOGSMC, it is compared with two representative controllers
of PI control and fractional order PID (FOPID) control [29]
under hybrid cyber-attacks E[f(t)] = 0.2 and T, = 0.8, as
shown in Figure 4. When a hybrid cyber-attack occurs, for the
LFC power system with the FOGSMC situation, the designed
power frequency deviation changes and ACE changes can back
to preset value quickly. Therefore, the designed LFC with
FOGSMC can adjust the frequency to near stable conditions
effectively than the designed LFC with PI control and FOPID
control.

To further verify the effective performance of the designed
LFC with the FOGSMC scheme, the situation with E[f(¢)] = 0.4

s e o
Y -

S
1

Transmit interval/s
=3
1Y

e
o

<

@7,=108 (b) T, = 0.9
FIGURE 3 Results of adaptive event-triggered (AEt) Scheme:
(a) release time instants and intervals with Top = 0.8, (b) release time
instants and intervals with Top = 0.9.
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] 3£
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=5 =z
=] = 3
= =005+
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Q Q05
Z 1 2
-1
2
1.5
-3 / 2
-4 -2.5
0 1 2 3 4 5 6 7 8 910 0 1 2 3 4 5 6 7 8 9 10
Times/s Times/s
(c) Area 1 (d) Area 1

FIGURE 4 Results of T,y = 0.8 and E[f(2)] = 0.2: (a) Frequency
deviations of Area 1, (b) Frequency deviations of Area 2, (c) area control
errors (ACE) of Area 1, (d) ACE of Area 2.

and Toﬁf= 0.8 is discussed. In this contrast experiment, other
parameters remain the same as before. As presented in Figure 5,
the frequency with FOGSMC exhibits lower overshoot and
faster response compared with that of other methods. When
hybrid cyber attacks are launched, the LFC with FOGSMC
scheme received the measurement values, adjusting the fre-
quency to match the preset range effectively. There the power
system recovered to a stable operating state. To summarise, the
designed LFC with FOGSMC can regulate frequency effectively
to restore system stability consequently, when the power system
is under external load disturbances and hybrid cyber-attacks.

4.2 | Case 2: modified IEEE 39-bus New
England test system

To scrutinise the performance of the proposed LFC under
hybrid cyber attacks within a more realistic power system
condition, the IEEE 39-bus power system with 3 wind farms is
detailed as indicated in Figure 6. As presented in Figure 6, this
system includes 10 generators, 19 loads, 34 transmission lines,
12 transformers, and 3 wind farms, splitting into three control
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FIGURE 5 Results of Ty = 0.8 and E[f(2)] = 0.4: (a) Frequency
deviations of Area 1, (b) Frequency deviations of Area 2, (c) area control
errors (ACE) of Area 1, (d) ACE of Area 2.
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FIGURE 6 Modified IEEE-39 bus test system.

areas. In this test system, G3 in Atrea 1, G7 in Area 2, and G9
in Area 3 are accountable for the performance of LFC in each
control area, respectively.

The explanation for the FOGSMC scheme is as follows:

u(t) = —0.9x(¢) + 0.7 /[x(s)ds + 0.1f(t) + 21s(¢)

0

—0.01sgn(s(z)) — 14D"x(z)

where s(¢) = x(¢) + 4 [} x(s)ds + 0.1653f(¢) + 14D %x(z)

(@) (b)

FIGURE 7 Results: (a) Frequency deviations of Modified IEEE 39-
bus test system, (b) Tie line power deviations of Modified IEEE-39 bus test
system.

To study the effectiveness of the designed method under
hybrid cyber attacks in a realistic power system, step load
disturbances 0.038p.#.MW on Bus 8 at t = 30s in Area 1,
0.064p.u.MW on Bus 16 at t = 60s in Area 2, and 0.038p.u. MW
on Bus 3 at t = 90s in Area 3 are setting, and implementing the
hybrid cyber attacks on bus 3, 8, and 16.

It is observed from Figure 7a,b that, after hybrid cyber
attacks and external load disturbances are launched, three area
frequency and tie-line power deviations are greatly influenced.
Then, by employing the designed LFC scheme with FOGSMC,
frequency and tie-line power deviation can restore to zero in a
short time with barely perceptible overshoots and acceptable
transient performance. Thereby, the LFC scheme developed
with FOGSMC can maintain system stability, it is effective for
hybrid cyber attacks and external load disturbances. In a future
study, the application of the designed method for searching
engineering issues will be focussed on.

5 | CONCLUSION

Considering hybrid cyber attacks and external load disturbances,
the stability and stabilisation of the LFC power system with wind
power and energy storage have been investigated. First, the
Markov jump linear theory is proposed to model the delay-
dependent multi-area LFC under DoS and deception attacks.
Meanwhile, an AEt scheme with an adjustable triggering
threshold has been utilised in this study, which can effectively
save more network resources, by considering the impacts of
DoS and deception attacks. Moreover, the proposed FOGSMC
approach combined the merits of robust stability and a new
degree of freedom, providing an outstanding disturbance
rejection performance, which can be rigorously proven by the
comparison simulation results. Then, in the simulation example,
the designed approach exhibits faster performance to restore
frequency to preset value than other approaches. Finally, in the
IEEE 39-bus test system, the effectiveness of the proposed
approach under hybrid cyber-attacks is verified.
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step 1: For given y, setting 4,,, = 1,,, + 1, where 1 is the ste
How to cite this article: Lv, X., et al.: Robust . P e 4 & fm " P
) increment of 4,,.
netwprked power system load frequ.ency control against step 2: For a given 4,,, if there exists a feasible solution
hybrid cybér attack. IET Smart Grid. 1-12 (2023). satisfying matrix inequalities Equations (15-18), go to the next
https://doi.org/10.1049/stg2.12107 step; otherwise, go to Step 1.
step 3: Using the MATLAB/LMI Toolbox, the @, with
matrix inequalities Equations (15-18) can be obtained.
APPENDICES

For a given control performance parameter ¥, an algorithm to
find the allowable communication parameters Ay, = min(4
(t4h)) and Ay = max (A(h)) can be described as follows:

step 4: Store 4,,, @, and go to Step 1 until 4,, > 1 when the
search is terminated.

In this theorem, the stability criteria can guarantee the
closed-loop stability under the initial triggered threshold in
Theorem 2.
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