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Abstract

This report delineates the comprehensive migration process of a few web applications to
the Microsoft Azure Cloud, a strategic initiative successfully executed. The migration,
driven by the need for enhanced scalability, flexibility, availability, security, and cost-
effectiveness, aimed to leverage Azure's dynamic infrastructure. Key elements of the
process include the selection of Microsoft Azure services, meticulous pre-migration
planning, seamless data migration, and the fine-tuning of application configurations.

The selected web application, WordPress Content Management System (CMS), was
meticulously chosen for its robust features and widespread usage. Rigorous compatibility
assessments were conducted, guiding the adoption of diverse migration strategies,
embracing both Platform as a Service (PaaS) and Software as a Service (SaaS) models.
The implementation strategies, such as Subdirectory-based! Multisite and Subdomains-
based Multisite offer nuanced optimization possibilities. Subdomains contribute to
organizational structure, which is ideal for complex content frameworks, while
subdirectories cater to smaller websites with streamlined content needs. This dual? The
approach ensures flexibility in performance enhancement, aligning with the specific
requirements of the migrated web application.

Testing and optimization phases ensured data integrity, functionality, and overall
performance on the Azure platform. Insights gained from Microsoft's use of WordPress
on Azure were incorporated, contributing to the robustness of the migration.

This report offers an extensive description of the technical steps involved, the challenges
encountered, and the lessons learned during the migration. It acts as a valuable reference
for organizations considering a similar transition to Microsoft Azure, offering practical
recommendations based on real-world experiences. The successful execution of this
migration underscores the strategic advantages of adopting Azure for web application
hosting.

Lt is necessary to have a customized domain if you want to use the subdomain method, which is not
included in the Microsoft Student Azure account (Azure, Multisite, 2023).
2 Both can be done simultaneously when you are applying PaaS and VM, which have been developed.
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1. Introduction
1.1 Background Overview of Cloud Adoption Trends

In recent years, businesses have faced significant upheaval, adjusting to various
macroeconomic, political, and societal hurdles. These obstacles persist, contributing to
ongoing uncertainty in the business landscape, which includes worries about inflation,
disruptions in the supply chain, and escalating energy costs (Azure, Trends, 2022).

Microsoft advocates that the most effective strategy for navigating this uncertainty is for
organizations to achieve more with fewer resources. This entails reducing complexity and
costs while enhancing agility, resilience, and innovation. It involves leveraging digital
capabilities to expand what organizations can accomplish despite the current constraints
(Azure, Trends, 2022).

Transitioning workloads to the cloud offers organizations greater flexibility in aligning IT
investments with business requirements, all while capitalizing on the economies of scale
provided by the cloud. By embracing modern infrastructure and cloud functionalities,
organizations can liberate their IT teams to concentrate on the most impactful workloads
and applications for their customers. (Azure, Trends, 2022).

To gain a comprehensive insight into the obstacles encountered by our clients and their
strategies regarding cloud integration, Microsoft conducted a worldwide survey involving
over 1200 IT decision-makers. (Azure, Trends, 2022).

1.1.1 The research revealed three primary trends in cloud adoption (Azure, Trends,
2022)

Cloud migration is central to digital transformation

82 Of surveyed organizations, 82 percent said migrating to the
) cloud is a steppingstone toward digital transformation.*
percent

: Modernization is a key focus
74 To unlock scalability and the built-in security of modern applications,

organizations plan to modernize 74 percent of workloads that are

percent migrated to the cloud.*
63 ¥ Hybrid and multi-cloud environments are the new normal
. In the next three years, 63 percent of organizations plan to
percent migrate more warkloads to a secondary cloud provider.*

© 2022 Microsoft Corporation. All rights reserved

Figure 1 — 3 key cloud adoption trends (Azure, Trends, 2022)



1.1.2 Cloud adoption strategies continue to be a crucial component of organizational
plans, particularly in times of uncertain business environments (Azure, Trends, 2022)

The survey highlights a growing emphasis on cloud adoption in IT transformation, with
62% of organizations having migration and modernization strategies. Key motivators
include reducing business costs, future-proofing strategies, and driving revenue growth.
Top benefits desired from cloud migrations include security, business continuity, disaster
recovery, and scalability. Return on investment (ROI) considerations remain a priority,
with cost optimization leading initiatives. The Flexera State of the Cloud 2022 report!
This focuses on optimizing existing cloud use. Organizations are strategically planning
cloud adoption across their entire IT infrastructure, with an expected increase from 27%
to 47% in the next 18 months. Those with migration strategies are 58% more likely to be
‘cloud-only" in the coming years. This holistic approach underscores the evolving
landscape of cloud initiatives, encompassing both business-critical and non-critical
workloads (Azure, Trends, 2022) (Flexera, 2023).

1.1.3 Modernization stands as a central pillar in the journey of digital
transformation (Azure, Trends, 2022)

82% of surveyed organizations view cloud migration as a crucial step in digital
transformation. Migration involves moving workloads to the cloud, while modernization
entails optimizing existing applications for cloud-native technologies like Platform-as-a-
Service (PaaS) or containers. The survey indicates that 74% of migrated workloads are
suitable for modernization, presenting opportunities for accelerating product innovation
cycles and enhancing personalized user experiences in the realm of digital transformation
(Azure, Trends, 2022).

1.1.4 Hybrid, multi-cloud interoperability and integration are anticipated (Azure,
Trends, 2022)

Organizations are increasingly adopting multi-cloud solutions, seeking cross-cloud
management and interoperability. Surveyed customers express a desire for investment
flexibility and best-of-breed cloud capabilities, with 71% planning to maintain a hybrid
or multi-cloud strategy. Barriers to cloud adoption, such as cloud-to-cloud integration
complexities and application refactoring, highlight the importance of dedicated migration
and modernization support. Customers prioritize post-migration assistance, access to
engineering resources, and technical skilling support from cloud vendors. These findings
underscore the significance of cloud providers to tailor programs and investments to aid
customers amid uncertainties (Azure, Trends, 2022).

1 Please find the full PDF report attached at the end of this report. A link to the PDF is also available in the
Appendix.
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https://info.flexera.com/CM-REPORT-State-of-the-Cloud?utm_source=bing&utm_medium=ppc&utm_campaign=cco_nam_2022&campaign=7018Y000001dmk1&utm_source=bing&utm_medium=cpc&utm_campaign=Branded&campaignid=392129421&adgroupid=1326012461457900&utm_term=flexera%20state%20of%20the%20cloud&https%3A%2F%2Finfo.flexera.com%2FCM-REPORT-State-of-the-Cloud%3Futm_source%3Dbing%26utm_medium%3Dppc%26utm_campaign%3Dcco_nam_2022%26campaign%3D7018Y000001dmk1&_bt=&_bk=flexera%20state%20of%20thehttps://info.flexera.com/CM-REPORT-State-of-the-Cloud?utm_source=bing&utm_medium=ppc&utm_campaign=cco_nam_2022&campaign=7018Y000001dmk1&utm_source=bing&utm_medium=cpc&utm_campaign=Branded&campaignid=392129421&adgroupid=1326012461457900&utm_term=flexera%20state%20of%20the%20cloud&https%3A%2F%2Finfo.flexera.com%2FCM-REPORT-State-of-the-Cloud%3Futm_source%3Dbing%26utm_medium%3Dppc%26utm_campaign%3Dcco_nam_2022%26campaign%3D7018Y000001dmk1&_bt=&_bk=flexera%20state%20of%20the%20cloud&_bm=p&_bn=o&_bg=1326012461457900&msclkid=c4e255b5c7681ed475d3363ce62ca769

1.1.5 Importance of cloud migration for scalability, flexibility, availability, security,
and cost-effectiveness.

Cloud migration is crucial for organizations seeking enhanced scalability, flexibility,
availability, security, and cost-effectiveness in their IT infrastructure. Here's an
explanation of the importance of each aspect:

R/
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Scalability: Scalability denotes efficiently managing rising workloads or
resource demands.

» Importance: Cloud platforms offer on-demand resources, allowing
organizations to scale up or down based on changing requirements. This
ensures optimal performance during peak periods without
overprovisioning resources during low-demand periods.

Flexibility: Flexibility involves the ability to adapt and respond to changing
business needs quickly.

» Importance: Cloud environments provide agility, allowing organizations
to deploy and manage applications swiftly. This flexibility enables rapid
innovation, accelerates time-to-market, and facilitates seamless
adjustments to evolving business requirements.

Availability: Availability refers to ensuring that services and applications are
accessible and operational when needed.

» Importance: Cloud providers offer redundant and geographically
dispersed data centers, minimizing downtime risks. This ensures high
availability of applications and services, contributing to improved business
continuity and user satisfaction.

Security: Security involves protecting data, applications, and infrastructure from
unauthorized access, security threats, and data breaches.

» Importance: Cloud providers invest heavily in security measures,
including encryption, identity management, and compliance certifications.
Migrating to the cloud often enhances overall security posture, leveraging
the expertise and advanced security features provided by cloud service
providers.

Cost-Effectiveness: Cost-effectiveness involves optimizing resource usage and
minimizing expenses.

» Importance: Cloud migration eliminates the need for significant upfront
investments in hardware and infrastructure. Organizations can leverage a
pay-as-you-go model, paying only for the resources they consume. This
results in cost savings, improved financial predictability, and the ability to
allocate budgets more efficiently.

In summary, cloud migration empowers organizations to adapt to changing demands,
ensures consistent and reliable service availability, enhances overall security, and
provides a cost-effective model for resource utilization. It is a strategic move that aligns
IT infrastructure with business objectives and positions organizations for long-term
success in the ever-evolving digital landscape.



1.2 Objectives

The primary objectives of migrating 4 WordPress websites from the Hostinger web host
platform to Microsoft Azure are to enhance scalability, improve performance, strengthen
security measures, optimize costs, implement Azure App services, establish business
continuity and disaster recovery, and comply with best practices.
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Enhanced Scalability: The migration aims to leverage Azure's scalable
infrastructure, allowing the WordPress websites to efficiently scale with growing
demands. This objective ensures optimal performance during peak periods
without overprovisioning resources during low-demand times.

Improved Performance and Load Times: By utilizing Azure's advanced
infrastructure and CDN services, the migration seeks to enhance the overall
performance and reduce page load times for the WordPress websites. This
objective prioritizes providing users with a faster and more responsive experience.

Strengthen Security Measures: Strengthening the security posture during and
after migration is a key goal. The objective is to utilize Azure's robust security
features, including encryption and threat detection, to safeguard WordPress
websites and sensitive data from potential cyber threats.

Cost Optimization: The migration aims to optimize hosting and resource
utilization costs by leveraging Azure's flexible pricing model and resource
management tools. This objective ensures cost-effectiveness while maintaining or
improving the performance of the WordPress websites.

Implementation of Azure Services: Integrating specific Azure services such as
Azure App Service and Azure Database for MySQL flexible server, Private DNS
zone, and Virtual Network is a core objective. This step aims to optimize the
hosting environment and enhance the overall capabilities of the WordPress
websites on the Azure platform.

Business Continuity and Disaster Recovery: The migration aims to implement
strong business continuity as well as disaster recovery measures using Azure's
backup and recovery solutions. This objective ensures data resilience and quick
recovery in case of unforeseen incidents, minimizing potential downtime.

Compliance with Best Practices: Adhering to industry best practices and Azure's
guidelines is a key objective. This ensures optimal performance, security, and
compliance with standards for web application hosting on the Azure platform.


https://www.hostinger.com/
https://azure.microsoft.com/en-us/

Along with our objectives, there are also a few expected advantages of transitioning to
Microsoft Azure Cloud, such as minimizing impact on end users, ensuring documentation
and knowledge transfer, and executing seamless data migration.

% Minimized Impact on End Users: Minimizing disruption and downtime for end
users is a critical objective. The migration plan includes phased execution or
scheduling during low-traffic periods and keeps the source websites during the
migration to reduce the impact on website visitors and ensure a seamless
transition.

¢ Documentation and Knowledge Transfer: Comprehensive documentation
creation and knowledge transfer to the business owner or internal IT team are
outstanding merit. This ensures that the team is well-equipped to manage and
maintain the Azure-hosted WordPress websites effectively in the long run.

% Seamless Data Migration: Ensuring a smooth and error-free migration of data
from Hostinger to Azure is critical. This importance can be attained by planning
and executing a well-structured data migration strategy to prevent data loss,
maintain data integrity, and minimize downtime during the transition.



2. Literature Review
2.1 Cloud Computing Definition

Cloud computing involves providing computing powers over the internet, enabling users
to access and utilize a wide range of resources and applications without relying on local
infrastructure and hardware. These services typically include servers, storage, databases,
networking, software, and other computing resources. With cloud computing, tenants can
access all resources on-demand, scale them as required, and pay just for the resources
they use, leading to increased flexibility, efficiency, and cost-effectiveness compared to
traditional computing models (Azure, Cloud Computing, 2023).

2.2 Cloud Computing Different Types

Cloud computing offers various deployment options to meet diverse business needs:
public cloud, private cloud, and hybrid cloud. Each deployment method caters to different
requirements, and there's no one-size-fits-all solution. Organizations can choose the
deployment model that aligns best with their specific goals and preferences (Azure,
Difterent Clouds Types, 2023).

% Public Cloud: In a public cloud deployment, computing resources are hosted and
managed by third-party providers, such as Microsoft Azure, Google Cloud
Platform (GCP), or Amazon Web Services (AWS). These resources are accessible
to multiple users over the internet on a pay-as-you-go basis. Public cloud
deployments are known for their scalability, cost-effectiveness, and ease of
access.

e

% Private Cloud: Private cloud deployments involve hosting computing resources
within an organization's own infrastructure or dedicated servers. This approach
offers greater control, security, and customization compared to public cloud
options. Private clouds are suitable for organizations with strict regulatory
requirements, sensitive data, or specific performance needs.

¢ Hybrid Cloud: Hybrid cloud deployments combine features from both private
and public clouds, enabling organizations to capitalize on the advantages offered
by each. In a hybrid cloud setup, certain workloads or data are hosted on-premises
in a private cloud environment, while others are hosted in the public cloud. This
hybrid approach offers flexibility, scalability, and seamless integration between
on-premises and cloud-based resources.

Choosing the right deployment method depends on factors such as security requirements,
data sensitivity, regulatory compliance, performance needs, and budget constraints. By
evaluating these considerations, organizations can determine the most suitable cloud
computing model to meet their unique business needs and objectives.



2.3 Types of Cloud Services, IaaS, PaaS, SaaS, Serverless models

The majority of cloud computing services can be categorized into four main types:
infrastructure as a service (IaaS), Platform as a service (PaaS), software as a service
(SaaS), and serverless. These categories are often referred to as the cloud computing
"stack" as they form layers of services. Understanding these distinctions can streamline
the achievement of your business objectives.

o
7

Responsibility

Information and data

Responsibility always

retained by the customer D sl

Accounts and identities

Identity and directory infrastructure

Responsibility Applications
varies by type Network controls
Operating system

Physical hosts
Responsibility transfers

to cloud provider Physical network

Physical datacenter

N | |
FENFREEKEEN:
FENEEEEEEN:
ENEEEEENEN:

|| Microsoft . Customer ‘ Shared

Figure 2: Division of responsibility? (Microsoft, 2023)

% IaaS
Infrastructure-as-a-Service (IaaS) is a cloud computing power model that offers
essential computing resources, including compute, network, and storage
capabilities, to users over the internet. With IaaS, consumers can access these
resources on-demand and pay only for what they use, eliminating the need for
significant upfront investments in infrastructure. This flexible scalability allows
users to adjust resources based on workload demands, minimizing wastage and
optimizing cost-efficiency. Unlike PaaS or SaaS, IaaS provides users with a lower
level of control over their cloud resources, offering greater flexibility and
customization options.
"laaS emerged as a popular computing model in the early 2010s, and since that
time, it has become the standard abstraction model for many types of workloads.
However, with the advent of new technologies, such as containers and serverless,
and the related rise of the microservices application pattern, IaaS remains
foundational but is in a more crowded field than ever" (IBM, 2023).

2 As you transition from an on-premises data center to the cloud, the allocation of responsibilities shifts
between your organization and Microsoft. The diagram below illustrates how these responsibilities vary
based on the deployment type of your stack.
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PaaS

Platform-as-a-Service (PaaS) is a cloud computing power model that offers
customers a comprehensive platform for developing, running, and managing
applications without the complexities and costs associated with maintaining on-
premises infrastructure. In the PaaS model, the provider hosts all necessary
components, including hardware, software, and infrastructure, at their data center.
Customers can choose from fixed fee or pay-as-you-go pricing models, allowing
them to access resources based on their specific needs and usage. This approach
enables organizations to build, test, deploy, and scale applications more efficiently
and affordably than if they were to manage their own on-premises platform.

Major cloud service providers like IBM Cloud, Google Cloud, Microsoft Azure,
Amazon Web Services (AWS), and each offer their own Platform-as-a-Service
(PaaS) solutions. Additionally, open-source projects such as Cloud Foundry and
Apache Stratos, as well as commercially available options like Salesforce Heroku
and Red Hat OpenShift, provide popular PaaS solutions. These cloud platforms
offer a variety of features and capabilities to support application development,
deployment, and management in the cloud environment, catering to diverse needs
and preferences within the industry (IBM P. , 2023).

SaaS

Software-as-a-Service (SaaS) refers to application software hosted on the cloud
and accessed over the internet via web browsers, mobile apps, or thin clients. In
this model, the SaaS provider is responsible for operating, managing, and
maintaining both the software and the underlying infrastructure. Customers
simply create an account, pay a fee, and begin using the software without the need
for complex setup or management. While the origins of SaaS can be traced back
to the 1950s with mainframe-based applications, the modern SaaS era began in
1999 with the launch of Salesforce's cloud-hosted customer relationship
management (CRM) system.

Today, SaaS is the most prevalent public cloud computing power service and the
dominant software delivery model. A wide range of software applications, from
everyday tools like Slack and Dropbox to critical business systems like enterprise
resource planning (ERP) and human resources platforms, are delivered via the
SaaS model. This approach offers businesses numerous advantages, including
rapid time-to-value, minimal management overhead, and predictable costs,
making it appealing to organizations of all sizes, from startups to large
enterprises.

This popularity will continue to surge. “Industry analyst Gartner forecasts
worldwide SaaS software revenues to exceed USD 145 billion by the end of 2022
(link resides outside IBM); another analyst, International Data Corporation (IDC),
projects the worldwide market for SaaS will grow to USD 302.1 billion by 2025”
(IBM S., 2023).
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Serverless

Serverless computing revolutionizes application development and execution by
eliminating the need for developers to provision or manage servers and backend
infrastructure. In this model, developers focus exclusively on writing application
code and deploying it to containers managed by a cloud service provider. The
provider handles all aspects of infrastructure provisioning and scaling, including
routine maintenance tasks such as updates, patches, security management, and
system monitoring. This approach allows developers to concentrate their efforts
on writing high-quality code and business logic without worrying about the
underlying infrastructure, resulting in faster development cycles and increased
agility.

Serverless computing has a significant advantage over traditional computing
models including cost-effectiveness and efficiency. Developers only pay for the
computing resources consumed during code execution, with billing based on
actual execution time and resource usage. This pay-as-you-go pricing model
ensures optimal resource utilization, as computing resources are provisioned
dynamically as needed and scaled down to zero when not in use. Additionally,
serverless architectures inherently support auto-scaling, allowing applications to
seamlessly handle fluctuations in workload demand without manual intervention.
Overall, serverless computing offers developers a streamlined and cost-efficient
approach to building and deploying applications in the cloud. (IBM S. , 2023).

2.4 Microsoft Azure App Service Architecture

== Storage account @

Staﬂ_c vaﬂ)rieni_ —— s Private
| - DNS zone
| Azure Blob Storage 1
1
| 1
| | Linked
| =. _£..210.0.0.0/16 (virtual network) v
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Figure 3: WordPress on Microsoft Azure App Service (Learn, 2023)



2.4.1 Dataflow

This scenario entails the implementation of a scalable WordPress deployment hosted on
Azure App Service (Learn, 2023).
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Users interact with the front-end website via the Azure Front Door, benefiting
from the added security measures provided by the Azure Web Application
Firewall.

Azure Front Door efficiently distributes incoming requests among the various
App Service web apps hosting WordPress. Additionally, it retrieves any uncached
data directly from the WordPress web apps.

The WordPress application leverages a service endpoint to connect with a flexible
server instance of Azure Database for MySQL. This connection facilitates the
retrieval of dynamic information directly from the database, enabling seamless
data access and functionality within the WordPress application.

Locally redundant high availability is enabled for Azure Database for MySQL via
a standby server in the same availability zone.

All static content is hosted in Azure Blob Storage.

2.4.2 Potential Components®

The WordPress on App Service template is a managed solution for serving web
applications like WordPress on App Service. In addition to App Service, the solution
integrates various other Azure services outlined in this section (Learn, 2023).

R/
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App Service offers a framework for the development, deployment, and scaling of
web applications.

Azure Front Door is a contemporary cloud content delivery network designed to
efficiently deliver web content to users. Utilizing a distributed network of servers,
it minimizes latency by caching content on edge servers strategically located near
end users.

Azure Content Delivery Network (CDN) optimizes the delivery of web content to
users by strategically storing blobs at various locations. In this scenario, Content
Delivery Network can serve as an alternative to Azure Front Door, providing
efficient delivery of web content to users.

Azure Virtual Network facilitates communication among deployed resources, the
internet, and on-premises networks, offering isolation, segmentation, traftic
filtering, and routing capabilities. It enables connections between different
locations and establishes secure communication channels. In this scenario, the two
networks are linked through virtual network peering, ensuring seamless
connectivity and efficient data exchange between resources.

3 Some of the core components are not available in Microsoft Azure Student Subscription.
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https://azure.microsoft.com/products/app-service
https://azure.microsoft.com/products/frontdoor
https://azure.microsoft.com/products/cdn
https://azure.microsoft.com/products/virtual-network

s Azure DDoS Protection Azure DDoS Protection offers advanced features for
mitigating Distributed Denial of Service (DDoS) attacks, enhancing the security
of your network infrastructure. When coupled with best practices in application
design, these features provide robust defense mechanisms against DDoS attacks.
Enabling DDoS protection on perimeter virtual networks is recommended to
safeguard your resources from potential threats and ensure uninterrupted service
availability.

¢ Network security groups (NSGs) employ a set of security rules to regulate
inbound and outbound network traffic, dictating access based on criteria such as
source or destination IP address, ports, and protocols. In the context of this
scenario, NSG rules are applied to subnets, controlling the flow of traffic between
various components of the application. This enforcement helps fortify the network
perimeter and ensures that only authorized communication occurs between
different segments of the application architecture.

s Azure Key Vault serves as a secure repository for storing and managing high-risk
information such as passwords, certificates, and cryptographic keys. It provides
centralized control over access to these credentials, allowing organizations to
securely store and manage their secrets. By leveraging Azure Key Vault,
organizations can enhance their application security and ensure that sensitive
information is approvingly blocked from unauthorized access or exposure.

¢ Azure Database for MySQL - flexible server is a fully managed relational
database service built on the open-source MySQL database engine. This
deployment option offers organizations granular control and flexibility over
database management functions and configuration settings. With Azure Database
for MySQL, organizations can store and manage their WordPress data securely
and efficiently, leveraging the scalability as well as reliability of the Azure
platform for their database needs.

¢ Blob Storage offers scalable and optimized object storage, making it an ideal
solution for various cloud-native workloads, archival purposes, data lakes, high-
performance computing, and machine learning applications. With Blob Storage,
organizations can efficiently store and maintain large amounts of unstructured
data, such as videos, images, documents, and logs, while benefiting from the
scalability and cost-effectiveness of the Azure cloud platform. Whether it's storing
data for long-term retention, powering analytics, and Al applications, or
supporting high-performance computing tasks, Blob Storage provides a reliable
and flexible storage solution for diverse use cases in the cloud.

2.4.3 Comparison of Azure offerings with AWS (Microsoft, AWS vs Azure, 2023)
The most recent complete set of comparisons can be found at the following address:

https://learn.microsoft.com/en-us/azure/architecture/aws-professional/services
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3. Selection of WordPress Web Application, Azure App Service, and
Migration Strategy:

3.1 WordPress Web Application Selection Criteria

I currently host several web applications on my Hostinger account (located in the US)
and Dedicated Private Server (DPS) with Hetzner (located in Germany), a private cloud
infrastructure I have maintained since 2015. These WordPress-powered applications
benefit from the combined capabilities of Hetzner and Hostinger, ensuring redundancy,
availability, and optimized performance tailored to the geographic location of service
requests. Given their established infrastructure and reliability, these applications serve as
suitable candidates for migration in the context of this project.

In addition, Selecting WordPress as the web application platform can be advantageous for
various reasons, depending on my specific needs, requirements, and the Platform's
capabilities. Here are some criteria to consider when evaluating WordPress:

«» Ease of Use:

Azure provides a user-friendly environment with intuitive interfaces and tools,
complementing WordPress's user-friendly interface. The seamless integration
between Azure app services and WordPress simplifies deployment and
management tasks for both technical and non-technical users. It allows me to
focus on the migration process completely.

¢ Flexibility and Customization:

Azure's extensive range of services, including App Service, Azure Functions, and
Azure Database for MySQL, enables seamless integration with WordPress. This
allows for extensive customization and tailoring of WordPress websites to meet
specific requirements, leveraging Azure's scalability and flexibility. WordPress
CMS also offers a wide range of plugins, themes, and customization options that
allow me to create highly tailored and visually appealing UI. Whether you're
building a blog, e-commerce site, portfolio, or corporate website, WordPress
provides the flexibility to customize design, functionality, and features to meet
your specific needs.

% Scalability and Versatility:

Azure's robust infrastructure seamlessly integrates with WordPress, enabling
extensive scalability to accommodate websites of all sizes. Leveraging Azure's
autoscaling capabilities optimizes resource utilization and ensures cost-
effectiveness during peak usage periods. With proper optimization techniques,
WordPress can effectively handle high traffic volumes and growing user bases
without compromising performance or reliability.
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Community Support:

Both Azure and WordPress benefit from extensive and active communities
comprising developers, administrators, designers, and users. This ensures readily
available support, guidance, and resources for migrating and managing WordPress
on Azure, facilitating smooth transitions and ongoing support. Whether seeking
assistance with Azure's integration or WordPress-specific challenges, the vibrant
communities provide invaluable help, guidance, and solutions, ensuring seamless
operation and optimization of WordPress websites on the Azure platform.

SEO-Friendly:

By leveraging Azure's integrated services like Azure CDN and Azure Search,
WordPress users can enhance the Platform's built-in SEO features. Azure's
advanced SEO tools and capabilities augment WordPress's existing functionality,
thereby improving website visibility and rankings in search engine results. This
synergy between Azure and WordPress maximizes the effectiveness of SEO
efforts, driving organic traffic and engagement. With WordPress's inherent SEO-
friendliness and Azure's additional enhancements, users benefit from a
comprehensive suite of utilities to enhance their websites for better visibility on
search engines, consequently leading to increased visibility and improved
rankings in search results.

Security:

WordPress's commitment to security, manifested through regular updates and
patches to address vulnerabilities, complements Azure's robust security features.
While WordPress prioritizes security measures and offers various plugins and best
practices to strengthen website security, Azure provides additional layers of
protection. Azure's security features, such as network security groups, Azure
Security Center, and Azure DDoS Protection, work in tandem with WordPress's
security measures to provide comprehensive protection against cyber threats. This
collaboration ensures the integrity and confidentiality of WordPress websites
hosted on Azure, safeguarding them against potential security breaches and
vulnerabilities. Together, the combined efforts of WordPress and Azure create a
fortified security posture, enhancing the resilience of websites in the face of
evolving cyber threats.

Cost-Effectiveness:

The pay-as-you-go pricing model offered by Azure complements WordPress's
cost-effective nature, allowing users to tailor expenses to their usage. Azure's
pricing flexibility and array of cost management tools facilitate efficient resource
allocation and budget optimization, rendering it an economical choice for hosting
WordPress websites. WordPress's open-source nature further enhances cost-
effectiveness, as it is free to use, making it accessible to users with varying
budgets. While additional expenses may arise for hosting, themes, plugins, and
other services, WordPress offers affordable options to accommodate diverse
financial constraints and requirements. Together, Azure and WordPress provide a
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comprehensive and budget-friendly solution for website hosting, empowering
users to manage costs effectively while leveraging robust infrastructure and
features.

In summary, selecting WordPress as the web application platform provides a
comprehensive solution, offering ease of use, flexibility, scalability, community support,
SEO-friendliness, security features, and cost-effectiveness. With these criteria in mind,
WordPress emerges as a viable choice for various projects and objectives. Furthermore,
migrating WordPress to Azure facilitates seamless integration of these features,
empowering users to deploy and manage high-performance websites tailored to their
specific needs while leveraging the strengths of both platforms.

3.2 Justification for selecting WordPress as a Content Management System (CMS):

As we discussed in the 3.1 section, the justification for selecting WordPress as the web
application lies in its multitude of advantageous features and capabilities that align with
the needs and objectives of this project. Here are more reasons to justify choosing
WordPress as a CMS:

% Whatcms.org Analysis
The analysis of microsoft.com reveals a diverse array of content management
systems (CMS) employed across its applications. WordPress and Adobe
Experience Manager are the primary platforms, with WordPress managing 215
instances and Adobe overseeing 181. Other CMS platforms such as Kentico,
Sitecore, Contentful, Next.js, Khoros, Gatsby, and Jekyll are also utilized across
various instances of the website. Notably, 32 instances were not associated with
any recognized CMS during the analysis, showcasing the versatility and
complexity of Microsoft.com's content management infrastructure.

Content Management Systems

Below Is a summary of content management systems found on microsoft.com
Checked Pages s
187
n

1

Previously Checked URLs Unchecked URLs

Figure 4 — Whatcms.org detection result (CMS, 2024)
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s Top CMS Platforms by Market Share
In February 2023, WordPress dominates the CMS market share at 63.5%,
followed by Shopify at 5.5%, Wix at 3.7%, and Squarespace at 3.0%. Joomla and
Drupal hold 2.7% and 1.8%, respectively, while Adobe Systems and PrestaShop
each have a share of 1.7% and 1.1%. Google Systems and Webflow stand at 1.2%
and 0.9%, and Bitrix and OpenCart both have a market share of 1.1% and 0.8%
correspondingly (W3TECHS, 2024).

2023 2023 2023 2023 2023 2023 2023 2023 2023 2023 2023 2024 2024 2024
1Feb IMar 1Apr 1May 1Jun 1Jul 1lAug 15ep 10ct 1MNov 1Dec 1Jan 1Feb 11Feb

WordPress 63.5% 03.4% 63.3% 63.3% 63.2% 03.2% 63.1% 63.1% 63.0% 63.0% 627% 62.9% 62.8% 62.8%
ShODify 55% 5.5% 55% 5.6% 5.6% 57% 58% 58% 59% 59% 60% 60% 62% 6.2%

Wix 37% 3T7% 37% 37% 3IT% 37% IT% 3T7% 3% 37% 38% 38% 8% 38%
Squarespace 3.0% 31%  31% 31% 1%  3.0% 30% 3.0% 30% 30%  3.0% 3.0% 0% 3.0%
Joomla 27% 2.7% 2.7% 27% 27% 26% 2.6% 2.6% 26% 26% 2.6% 25% 25% 2.5%

Drupal 1.8% 1.8% 18% 18% 17% 17% 17% 17% 16% 1.6% 1.6% 1.6% 15% 1.5%

Adobe Systems 17% 1.7% 17% 1.6% 16% 1.6% 1.6% 1.6% 16% 1.5% 1.5% 15% 15% 15%
PrestaShop L% 11% 11% 1.1% 11% 1.2% 12% 1.2% 12% 12% 12% 12% 1.2% 1.2%
GOOQ|€ Systems 1.2% 1.2% 11% 11% 11% 11% 11% 11% 11% 11% 11% 11% 1.0% 1.0%
Webflow 0.9% 0.58% 09% 09% 09% 09% 09% 09% 1.0% 10% 1.0% 1.0% 1.0% 1.0%

Bitrix 1L1% 1.1% 11% 11% 1.0% 1.0% 1.0% 1.0% 10% 1.0% 1.0% 1.0% 0.9% 09%

OpenCart 0.8% 0.8% 08% 08% 08% 08% 08% 08% 08% 08% 08% 08% 08% 08%

Figure 5 - Market share trends for content management systems (W3TECHS, 2024).

Top CMS Platforms by Market Share [2023]

Others

Adobe Systems
Drupal
Joomia!

Squarespace

WE< WordPress

énobur;

Figure 6 - Market share trends for content management systems (W3TECHS, 2024)
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3.3 Why Azure App Service

Between Azure Container (IaaS/PaaS), Azure Virtual Machine (VM) (PaaS), and Azure
App Service (PaaS), Azure App Service has been preferred. Azure App Service offers
several advantages over Virtual Machines and Containers, including simplified
management, faster deployment, scalability, cost-effectiveness, high availability, and
managed security features. These benefits make Azure App Service an attractive choice
for hosting and managing web applications, allowing me to focus on building great
software without the hassle of managing infrastructure.

R/
L X4

R/
A X4

K/
L X4

Simplified Management:

Azure App Service abstracts away the complexity of managing the major
infrastructure, such as servers and operating systems. With App Service, I can
focus solely on deploying and managing my web applications without worrying
about server provisioning, configuration, or maintenance tasks required with
Virtual Machines.

Faster Deployment:

Azure App Service allows for rapid deployment of web applications with built-in
support for continuous integration and deployment (CI/CD) pipelines. Compared
to setting up and configuring Virtual Machines, deploying applications on App
Service is much faster and more streamlined, enabling quicker implementation.

Scalability:

App Service offers built-in scalability features that allow me to easily scale my
web applications up or down based on demand. With only a few clicks or using
API, I can adjust the number of instances or resources allocated to my application,
ensuring optimal performance and cost-efficiency. Scaling Virtual Machines
requires more manual intervention and management.

Cost-Effectiveness:

Azure App Service follows a pay-as-you-go pricing model, where I only pay for
the resources I use. This pricing model can be more cost-effective compared to
running and maintaining Virtual Machines, especially for smaller applications or
those with fluctuating traffic patterns. Additionally, App Service offers various
pricing tiers and options to suit distinct budgets and performance requirements.

High Availability:

Azure App Service provides built-in high availability and fault tolerance features
to ensure my applications are always up and running. App Service automatically
handles load balancing, failover, and recovery processes, minimizing downtime
and ensuring a seamless user experience. Achieving similar levels of high
availability with Virtual Machines would require additional configuration and
management efforts.
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¢ Managed Security:
App Service includes managed security features to help protect my web
applications from security threats and vulnerabilities. With features such as
automatic patching, SSL/TLS encryption, and Web Application Firewall (WAF),
App Service helps me maintain a secure environment for my applications without
the need for manual intervention. Managing security on Virtual Machines
typically requires more effort and expertise.
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3.4 Migration Strategies:

3.4.1 Detailed explanation of chosen migration strategies:

Migrating a WordPress website to Azure App Services incorporates multiple steps and
factors to guarantee a seamless shift. Below is a detailed explanation of the migration
process, along with key considerations and best practices.

R/
L X4

R/

K/

Assessment and Planning:

Before beginning the migration, it's essential to assess the current WordPress
website's architecture, dependencies, and requirements. Identify any
customizations, plugins, or themes used, as well as the version of WordPress and
PHP. Determine the desired Azure App Service plan and region based on
performance, availability, and compliance requirements.

Backup and Export:

Back up the WordPress website's files and database to guarantee the integrity and
accessibility of data throughout the migration process. Use WordPress plugins or
manual methods to export the site's content, including posts, pages, media, and
settings.

Azure App Service Setup:

Create an Azure account if you don't have one already and navigate to the Azure
portal. Create a new Azure App Service plan and web app, selecting the desired
pricing tier, region, and resource group. Configure the web app's settings,
including Application Settings, PHP version, SSL certificates, and custom
domains.

Database Migration:

Since the WordPress website uses a MySQL database, you can migrate it to Azure
Database for MySQL. Use the Azure Database Migration Service or manual
methods to export the MySQL database and import it into Azure. Ensure
compatibility with the selected Azure Database for MySQL version and adjust
database settings as needed. In the case of using multisite, make sure that you will
use a unique database name for every single website.

File Transfer:

Transfer the WordPress website's files, including themes, plugins, uploads, and
customizations, to the Azure App Service. Use FTP or Azure Blob Storage for
large files, ensuring proper permissions and directory structure. Use FTP/FTPS
client to access to the website files installed on Azure App Service.
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** WordPress Configuration:

Update the WordPress configuration files (wp-config.php) to point to the new
Azure Database for MySQL instance and configure other settings as necessary.
Adjust file and folder permissions, including those required for WordPress
updates and plugin installations.

¢ DNS and Domain Configuration:

Update the DNS records and configure the Domain to point to the Azure App
Service's custom domain. Set up SSL certificates for secure connections and
ensure proper HTTPS redirection.

>

% Testing and Validation:

Perform thorough testing of the migrated WordPress website on Azure, including
functionality, performance, and user experience. Verify that all content, media,
and settings are intact and accessible. Track the performance of the website and
resolve any identified issues or discrepancies promptly. Make sure you have
updated all the required service configurations successfully, such as Google
Captcha, GTmetrix for WordPress, SEO plugin, Akismet Anti-spam, Contact
Form 7, Google Analytics for WordPress, LiteSpeed Cache, PDF Embedder, and Jetpack.

% Post-Migration Optimization®:

Optimize the WordPress website for Azure App Services, including caching,
performance tuning, and security enhancements. Implement Azure-specific
features and services, such as Azure CDN, Azure Search, and Azure Monitoring,
to enhance the website's functionality and performance.

¢ Deployment and Go-Live:

Once testing and optimization are complete, deploy the migrated WordPress
website to production on Azure App Services. Monitor the website's performance,
security, and availability, and address any issues promptly.

e

% Ongoing Maintenance and Support:

Frequently update WordPress, themes, and plugins to ensure compatibility and
security. Monitor the Azure App Service's performance and resource utilization
and scale as needed to accommodate traffic fluctuations. Back up the website's
files and database regularly to prevent data loss.

By adhering to these steps and considering the best practices, you are able to successfully
migrate a WordPress website to Azure App Services, ensuring a seamless transition and
optimal performance on the Azure platform. Of course, there are enriching communities
that are able to answer your questions and assist you with developing potential issues.
Some of these communities are:

4 Some of the features are not included in Microsoft Azure's free student account.
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https://learn.microsoft.com
https://azure.microsoft.com
https://github.com/Azure
https://github.com/WordPress

https://wordpress.com
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3.5 Implementation Strategies:
3.5.1 Why multisite?

Multisite architecture, particularly in the context of WordPress, presents an array of
compelling advantages. These include centralized management, streamlined resource
allocation, consistent branding, scalability, cost efficiency, heightened security, and SEO
enhancements. The multifaceted nature of these benefits renders multisite architecture an
attractive solution for organizations seeking to efficiently manage multiple websites or
applications. Recognizing the prevalence of businesses requiring multilingual websites
while offering diverse services, I have elected to implement a multisite architecture to
demonstrate the practicality of addressing real-world demands.

Consequently, my strategic initiative entails the deployment of a multi-language website,
serving content in both English and Persian languages, alongside a pair of specialized
web platforms, each targeting distinct Web Application Services. One of these platforms
is dedicated to meticulously introducing the brand, furnishing comprehensive insights
into its overarching mission, core values, and diverse array of offerings. Concurrently, the
second Platform is meticulously crafted to elucidate a specific service provided by the
brand, meticulously showcasing its distinctive features, inherent advantages, and unique
value proposition.

3.5.2 An idea for a website addressing scheme:

In light of a unified conceptual addressing scheme, the primary Domain is designated as
"parsmartsl.azurewebsites.net," with each subdirectory representing distinct businesses or
services offered by a single brand. Furthermore, subdirectories can also be utilized to
accommodate content in different languages, thereby enhancing the Platform's
accessibility and inclusivity.

Look at some ideas based on subdirectories:

®,

¢S 13

%

parsmartsl.azurewebsites.net” - to introduce the brand
parsmartsl.azurewebsites.net\en” - to provide special information
parsmartsl.azurewebsites.net\psccts\en”or
parsmartsl.azurewebsites.net\psccts-en”- Service in English language
parsmartsl.azurewebsites.net\psccts\fa” or
parsmartsl.azurewebsites.net\psccts-fa”- Service in Farsi language

13

13

13

13
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>

13
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Based on subdomains ideas:

13

parsmartsl.azurewebsites.net” - to introduce the brand (main website):
en.parsmartsl.azurewebsites.net” - to provide special information
en.psccts.parsmartsl.azurewebsites.net” - specific service in the English language
“fa.psccts.parsmartsl.azurewebsites.net” - specific service in the English language

(13

13

K/ 7/ K/
LXK X4

7/
X4

L)
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4. Technical Steps in Details for Migration:
4.1 Pre-Migration Planning
s Assessment of existing infrastructure

Looking into current infrastructure, we have two sources for the migration
including a dedicated private server (DPS) as well as a Hostinger web host
account. Both sources have been serving same web applications for few years.

4.1.1 Dedicated Private Server (DPS)

The DPS is located at the Hetzner Data Center in Germany. It has been powered by
VMware hypervisor ESXi 6.5 and has maintained a few virtual machines, including a
Linux Ubuntu 22.04 web server, a Mikrotik OS as Firewall, and VEEAM Backup &
Replication. Please find the following information for your reference®:

4.1.1.1 Dedicated Private Server:

VMware Hypervisor ESXi 6.5

CPU i7-4770 @ 3.40GHz 8M Cache, up to 3.90 GHz, 4 Cores, 8 Threads
Total Computing Power (BCPU) 13.6 GHz

Memory: 32GB

Location: Germany

Internet 1 GB

Public IP

4.1.1.2 Virtual Machine: Firewall
Operating System: Mikrotik OS 6.47.9
CPU: 1vCPUs

Memory: 512 MB

Public IP

5 Related screenshots have been added to Appendix section.
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4.1.1.3 Virtual Machine: Web Host Server
Operating System: Linux Ubuntu 22.04
CPU: 4vCPUs

Memory: 6GB

Apache

Plesk Obsidian 18.x

NGINX

PHP 8.3.2

MYSQL

Public IP

Daily incremental backup and weekly Full backup

4.1.1.3.1 WordPress web applications served by Web Server:
The following WordPress are maintained by the Ubuntu web server:

www.parsmartsl.tk
www.parsmartsl.tk/fa
psccts.parsmartsl.tk
parsmartcrypto.tk
en.psccts.parsmartsl.tk
www.parsmartsl.tk/en
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4.1.1.3.2 Plesk Domains and subdomains:

The following Domains are maintained by the Ubuntu web server:

X/
X4

L)

www.parsmartsl.tk
www.parsmartsl.tk/fa
psccts.parsmartsl.tk
parsmartcrypto.tk
en.psccts.parsmartsl.tk
esxi.parsmartsl.tk
whostp.esxi.parsmartsl.tk
www.parsmartsl.tk/en
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4.1.1.3.3 WordPress Instances Developed by Plesk Control panel:

The following WordPress Instances are powered by the Plesk Control Panel. You
can find more information about WordPress Instances in Appendix 1 section.

https://www.parsmartsl.tk/
https://www.parsmartsl.tk/en/
https://www.parsmartsl.tk/fa/
https://enpsccts.parsmartsl.tk/
https://psccts.parsmartsl.tk/

7 X/ 7 X/ 7
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4.1.1.3.4 Disaster Recovery Strategy:

Plesk administrator has meticulously ensured that individual subscription data is
segregated and backed up separately, a practice that is pivotal in preserving data integrity
and expediting restoration processes. Additionally, the admin has judiciously
implemented an auxiliary backup for the entire storage, a prudent measure that aligns
with best practices for disaster recovery. This approach, which encompasses both local
and external cloud storage, underscores the admin's commitment to maintaining a robust
and secure backup infrastructure for their Plesk server. Additionally, a comprehensive and
extensive disaster recovery solution is offered by VEEAM Backup & Replicator for
backing up Hypervisor Datastore.

®,

** Individual Subscription Data Backup:

Plesk has been configured to back up each subscription's data into distinct files.
This is helpful because it allows individual subscription owners to restore their

data without affecting other subscriptions. All the backup procedures follow the
incremental daily backup and weekly full backup.

> Entire Storage Backup:

Plesk has also been set up to provide an additional backup for the entire web
host's data storage. This is a good practice for disaster recovery purposes. In case
of a catastrophic failure, having a complete backup of the entire web host server
can help you restore everything more quickly.

¢ Local Storage backup:

The server is backing up data into local storage. This is likely on the same server
or a local network storage device. Local backups are usually faster to create and
restore, but they might not be as secure as off-site backups.

% Cloud Storage backup:
Plesk also backs up data to external Dropbox cloud storage. This is a good
practice because it provides an additional layer of redundancy and security. If
something happens to the local storage, you still have a copy of your data in the
cloud.
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Overall, this comprehensive backup strategy can be well thought out. It covers individual
subscription data and entire server storage and utilizes both local and cloud storage for
redundancy and security.

4.1.1.4 Virtual Machine: Veeam Backup & Replication
Operating System: Windows Server 2012 Standard Edition
CPU: 4vCPUs

Memory: 8GB

RAID 1: 400GB

Software: Veeam Backup & Replication

Daily incremental backup and weekly Full backup

Public IP

Additional Disaster Recovery Plan:

A supplementary virtual machine (VM) has been securely integrated with the hypervisor.
This VM has been specifically allocated to a distinct VLAN to facilitate the secure and
comprehensive backup of all six VMs hosted on the ESXi hypervisor. To ensure the
utmost network efficiency, six separate backup jobs have been meticulously configured,
with each job dedicated to the meticulous backup of an individual virtual machine. The
initial job has been scheduled for a specific time, and subsequent jobs will be initiated
sequentially once the previous job has been successfully completed. The backup data has
been secured using a RAID 1 storage system, which adds an additional layer of security
and availability in the event of a hard disk failure.
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4.1.2 Hostinger data center located in the US:

Managed by Hostinger, there is another redundancy for all four web applications located
in the US, which is a web application host account. Hostinger stands out for its
affordability, with budget-friendly hosting plans that cater to those on a tight budget.
Beginners will find the interface easy to use due to its simple and intuitive design.
Moreover, some Hostinger plans include a free domain, which can lead to significant cost
savings. Additionally, Hostinger offers free SSL certificates with its plans, ensuring
secure connections for websites. Hostinger's daily backups and weekly full backups add
an extra layer of information security, ensuring that your website's data is always safe and
accessible. Lastly, Hostinger provides 24/7 customer support via live chat, which is
instrumental in promptly resolving any issues that may arise. The simplicity of
maintenance and overall ease of use of Hostinger's shared hosting plans are often
preferred over the complexity and higher costs associated with managing a Dedicated
Private Server (DPS).

Indeed, the comprehensive nature of the Managed Hosting service relieves clients of the
burdens associated with managing a myriad of technical aspects such as Virtual
Machines, high-performance hardware, VEEAM Backup solutions, Firewall
configurations, Domain registration costs, SSL certificate expenses, network design
intricacies, public and private IP address allocations, RAID storage configurations, and
the ongoing maintenance of these components. This approach substantially streamlines
the management and maintenance of infrastructure, offering a more efficient and user-
friendly experience.

4.1.2.1 WordPress web applications:
The following WordPress websites are maintained by the Hostinger:

www.parsmartsl.com
www.parsmartsl.com/fa
www.parsmartsl.com/en
psccts.parsmartsl.com
en.psccts.parsmartsl.com
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Considering the current Microsoft Azure student account limitations along with the
necessity of focusing on creating complete web application software with the minimum
effort, maintenance and developing time, and costs, the Hostinger web host account has
been selected for migration.
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4.1.3 Identification of dependencies and potential challenges

When migrating a WordPress website to Azure App Service, several critical tasks ensure
a smooth transition. Database migration involves transferring content, settings, and user
data, while file transfer requires compressing and uploading root folders using FTP
clients like FileZilla. Post-migration, DNS configuration updates, and application
compatibility checks are necessary. Performance optimization and security configuration
using Azure's features are vital, along with backup plans to prevent data loss. Cost
management is crucial due to Azure's pay-as-you-go pricing, and updating plugins and
APIs tied to specific domains ensures uninterrupted functionality, such as Google
reCAPTCHA and Jetpack. Additionally, changing domains requires updating internal
links, images, and URLs within the database to maintain website integrity and ensure
proper redirection of traffic.

% Database Migration:
WordPress relies heavily on its database for storing content, settings, and user
data. Migrating the database from Hostinger to Azure App Service can be
complex, especially if there are differences in the database versions or
configurations between the two platforms.

+* File Transfer:

In addition to the database, the files associated with the WordPress website (e.g.,
themes, plugins, images) also need to be transferred to Azure App Service. This
can be challenging if there are large amounts of data or the source is a multisite
web application.

To facilitate file transfer, I have compressed and downloaded the root folders of
four web applications from their respective sources. These compressed files have
been subsequently uploaded to the new Azure app service file. The process of
compressing and downloading was executed on the source side while uploading,
which can be performed using an FTP(s) client such as FileZilla on the
destination side. For visual reference, please refer to the accompanying image.

R/
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DNS Configuration:

After migrating the website to Azure App Service, the DNS records need to be
updated to point to the new hosting location. This can take time up to 48 hours to
propagate and may result in temporary downtime for the website. This task can be
executed at the domain registrar.

¢ Application Compatibility:

Some WordPress plugins or themes may not be compatible with Azure App
Service due to differences in the underlying infrastructure. This can lead to errors
or issues with the website after migration.
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Performance Optimization:

Azure App Service offers a diverse selection of performance optimization options,
but it requires careful configuration to ensure optimal performance for the
WordPress website.

Security Configuration:

Azure App Service provides built-in security features, such as DDoS protection, a
web application firewall, etc. However, these security items need to be configured
correctly to protect the WordPress website from potential security threats.

Backup and Disaster Recovery:

Before migrating the website, it is important to have a backup plan in place to
ensure that data is not lost during the migration process. Additionally, a disaster
recovery plan should be developed to handle any unpredicted issues that may
arise during or after the migration. The default backup plan for Azure app service
consists of a one-hour backup process.

Cost Management:

Azure App Service offers a pay-as-you-go pricing model, which can be cost-
effective for small to medium-sized websites. However, it is important to monitor
and manage costs to avoid unexpected expenses.

Changing Domain

Migrating a WordPress website may also include changing the domain name. This
can involve updating all internal links, images, and URLSs to reflect the new
Domain inside the database. It is important to ensure that all redirects are properly
configured to avoid losing traffic and search engine rankings.

Updating the web application through the database is the fastest way to address
links. However, there are always a few links that should be updated individually,
and you can not find them in the MySQL database.

Please find The SQL query I have executed to complete the database migration
process:

UPDATE wp_options SET option_value = replace(option_value, 'parsmartsl.com', 'parsmartsl.azurewebsites.net')

WHERE option_name = 'home' OR option_name = 'siteurl';

UPDATE wp_posts SET guid = replace(guid, 'parsmartsl.com ', 'parsmartsl.azurewebsites.net');

UPDATE wp_posts SET post_content = replace(post_content, 'parsmartsl.com’, 'parsmartsl.azurewebsites.net');

UPDATE wp postmeta SET meta value = replace(meta_value, 'parsmartsl.com’, 'parsmartsl.azurewebsites.net');
Figure 34

Plugins

When undertaking a transition to a new domain, the careful consideration of third-
party plugins and APIs becomes essential, particularly if they are intricately tied
to specific domains for authentication or verification purposes. For instance,
notable services such as Google reCAPTCHA, Jetpack, and Akismet anti-spam
typically mandate the utilization of unique codes or API keys that are specifically
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assigned to individual domains. Consequently, during the process of domain
migration, it becomes imperative to update these aforementioned keys or codes to
ensure the uninterrupted functionality of the APIs and plugins.

Overall, migrating a WordPress website from Hostinger to Microsoft Azure App Service
can be a complex process that requires careful planning and execution. By considering
these challenges and developing a detailed migration plan, businesses can ensure a
smooth and successful transition to the Azure cloud.
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4.2 Migration Steps:

Based on the comprehensive evaluation of the existing infrastructure, we have gained a
comprehensive understanding of the requisite technology and pertinent information
necessary to initiate the migration process. By meticulously adhering to the prescribed
steps outlined below, we can guarantee a smooth and thorough deployment of the
transmission to Microsoft Azure. The whole process can be split into the following steps:

4.2.1 Detailed steps for transmission to Microsoft Azure:

4.2.1.1 Preparation of the destination of migration:

Involves setting up the Azure environment, configuring necessary services, and ensuring
compatibility with the migrated WordPress website.

0,

¢ Creating a Microsoft account:

The journey begins with the creation of a Microsoft account, a pivotal step for
accessing the Azure portal. In this digital age, many individuals possess multiple
Microsoft accounts tailored to their professional, academic, or personal needs.
Leveraging an existing Microsoft account, one can seamlessly enter the Azure
portal. Microsoft Azure, at present, extends a warm welcome with a $200 US
credit for the first 30 days. Furthermore, Azure generously offers its most sought-
after services for free during the initial 12 months. Beyond this period, Azure
continues to provide over 55 services perpetually free of charge, a testament to
their commitment to accessibility and innovation (Azure, 2024).

The Azure student account offers a wealth of opportunities, providing students
with a $100 US credit for the initial 12 months, along with a corresponding 12-
month period of complimentary access to Azure services. This benefit is further
enhanced by perpetual access to over 55 always-free services. To unlock this
academic treasure trove, I took the initiative to verify my personal Microsoft
account using my educational email address. This allowed me to seamlessly
transition my Azure account into a student subscription, thereby enabling me to
harness the myriad advantages associated with a student account (Azure, Student
subscription, 2024).

My Microsoft account: Benhzm82@******* com has linked into my CCID.

e

% Creating an Azure account:

By logging in with your Microsoft account and accepting the terms and conditions
on the Microsoft Azure portal, you are able to create a free Azure account.
Alternatively, you can make a new Azure account at the following address:
https://azure.microsoft.com/en-us/free/
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Creating a subscription in Portal.azure.com

In Azure, a subscription is essentially an agreement with Microsoft that allows
you to access and use Azure services. It provides a way to manage access, billing,
and resources within the Azure environment. Subscriptions come in various tiers
and offer different levels of features, support, and pricing options. They can be
tailored to suit individual needs, ranging from free or trial subscriptions to paid
plans with specific benefits and limitations. Additionally, subscriptions can be
managed and organized within Azure to facilitate efficient resource allocation,
cost management, and collaboration among team members. Overall, subscriptions
serve as the foundation for accessing and utilizing Azure services, providing users
with the flexibility and control to deploy and manage their cloud resources
effectively.

Upon creating your Azure account, your first subscription is automatically
generated. Initially, I began with a basic free Azure subscription after using my
Microsoft account. Subsequently, upon linking my Azure account to my Student
CCID, Microsoft upgraded me to the Azure for Student subscription.

Creating a Resource Group

In Azure, a resource group is a logical container that holds related Azure resources
for a specific application or workload. It acts as a management unit to organize
and manage resources collectively, providing benefits in terms of resource
management, access control, billing, and monitoring. By grouping resources
together within a resource group, users can efficiently manage and monitor the
entire application lifecycle, including provisioning, updating, and deleting
resources. Resource groups also enable users to apply common policies, tags, and
permissions across all resources within the group, streamlining governance and
compliance efforts. Overall, resource groups simplify the management and
organization of Azure resources, facilitating better control, visibility, and
efficiency in managing cloud workloads.

Creating an Azure App service:
Begin by accessing the Azure portal and utilizing the search bar to locate
"WordPress on App Service."

» Proceed by selecting "Create WordPress on App Service" from the search
results.

» Complete the necessary fields, including Subscription, Resource Group,
Hosting Region, and Name. If opting for a paid plan, specify the Hosting
Plan. Additionally, provide WordPress details such as admin email,
username, and password.

» Once the required information is filled in, click on "Review and create" to
assess the current configurations.

» Take a moment to confirm that all settings align with your requirements.

» If satisfied, proceed by clicking on "Create" to initiate the deployment
process.
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» By following these steps, you can seamlessly deploy a WordPress instance
on Azure App Service, tailored to your specifications.

Creating a NetworkWatcherRG:

NetworkWatcherRG is a resource group in Microsoft Azure that is automatically
created when you enable the Network Watcher service. Network Watcher is a
networking monitoring and troubleshooting service provided by Azure that allows
users to monitor, diagnose, and gain insights into their Azure network
infrastructure.

The NetworkWatcherRG resource group contains the resources associated with
the Network Watcher service, such as network security groups (NSGs), virtual
network (VNet) resources, traffic analytics, and connection monitors. These
resources are used to monitor network traffic, detect and diagnose connectivity
issues, and optimize network performance within an Azure environment.

Azure Database for MySQL flexible server

The Database for MySQL flexible server is a fully managed database service
offered by Microsoft Azure for hosting MySQL databases. It provides users with a
flexible and scalable MySQL database platform without the need for managing
the underlying infrastructure. When you create an Azure App Service, Azure
automatically creates a MySQL flexible server for the Azure App Service.

Key features of the Database for MySQL flexible server include:

» Fully Managed Service: Azure handles infrastructure management tasks
such as provisioning, patching, backups, and high availability, allowing
users to focus on managing their databases.

» Flexibility: Users have the flexibility to choose the compute and storage
resources based on their workload requirements. They can scale resources
up or down dynamically to accommodate changing needs.

» High Availability: The flexible server option ensures high availability by
automatically replicating data across multiple nodes within the same data
center, minimizing downtime and ensuring data durability.

» Security: The service includes built-in security features such as encryption
at rest and in transit, network security groups (NSGs), and firewall rules to
protect data and prevent unauthorized access.

» Compatibility: The database for the MySQL flexible server is compatible
with existing MySQL applications, tools, and frameworks, allowing for
easy migration of MySQL databases to Azure.

Overall, the database for MySQL's flexible server provides users with a reliable,
scalable, and cost-effective solution for hosting MySQL databases in the Azure
cloud environment, with simplified management and enhanced security features.

Private DNS zone

Azure Private DNS Zone is a feature provided by Microsoft Azure that enables
users to create and manage custom domain names in their Azure Virtual Network
(VNet) without the need for external DNS servers. It allows for the resolution of
domain names to IP addresses within the VNet boundary, ensuring secure and
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efficient communication between resources within the same virtual network.
When you create an Azure App Service, Azure automatically creates a Private
DNS Zone for the Azure App Service.

App Service plan

When you create a Microsoft Azure App Service, an App Service plan is
automatically provisioned. An App Service plan defines the resources and
capabilities available to your web application, such as CPU, memory, storage, and
scaling options. When you create an Azure App Service, Azure automatically
assigns the Basic B1 pricing plan for the Azure student subscription.

App Service

Azure App Service in Microsoft Azure is a platform-as-a-service (PaaS) offering
designed to simplify the process of building, deploying, and scaling web
applications and APIs. It offers a fully managed environment for hosting various
types of applications, including websites, web apps, mobile backends, and
RESTful APIs. When setting up WordPress on Azure App Service, Azure
automatically creates an App Service within the selected Resource Group. App
Service supports multiple programming languages and frameworks, providing
developers with flexibility and ease of use. It offers various deployment options,
seamless integration with other Azure services, and built-in scalability and
security features. Additionally, App Service ensures compliance with industry
standards and regulatory requirements. Overall, Azure App Service is a versatile
and dependable solution for hosting and managing web applications and APIs in
the cloud.

Virtual network

In Azure App Services, a Virtual Network (VNet) is a networking construct that
allows you to securely connect your App Service to other Azure resources or on-
premises networks. It provides isolation and control over inbound and outbound
traffic to and from your App Service, enhancing security and compliance. By
configuring a VNet for your App Service, you can define network access controls,
route traffic, and connect to other resources such as Azure Virtual Machines,
databases, or storage accounts within the same network boundary. This enables
you to extend your on-premises network into Azure or create complex networking
topologies to meet specific business requirements. Additionally, integrating DDoS
protection, Azure Firewall, and Microsoft Defender for Cloud into your Virtual
Network enhances security by mitigating potential threats and unauthorized
access. Peering allows for seamless connectivity between VNets, facilitating
communication between different Azure regions or subscriptions. Private
Endpoint enables secure access to Azure services over a private connection,
enhancing data privacy and compliance. Overall, leveraging a Virtual Network in
Azure App Services, along with these additional security features, ensures a
robust and secure networking environment for your applications.
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+¢ Installing a simple WordPress on the App services
Simply by going to the default domain assign to the Azure App Services we can
start the installation of the first WordPress. In this case the default domain is
“parsmartsl.azurewebsites.net”.

4.2.1.2 Preparation of the source of migration:

Entails backing up all WordPress files and exporting the database from the existing
Hostinger environment, ensuring that all essential data is securely transferred to Azure.

% Backing up data on the source side
Backing up a WordPress database and files is essential to ensure the integrity and
safety of your data throughout the transition from the migration of WordPress
websites from Hostinger to Microsoft Azure. | have Begun by exporting all
WordPress databases from Hostinger's phpMyAdmin tool and saved the SQL files
locally. These files contain crucial site content, settings, and user information.
Additionally, download all WordPress websites’ files, including themes, plugins,
uploads, and the wp-config.php file, via FTP or the hosting control panel. This
comprehensive file backup ensures that all elements of the WordPress websites
are preserved for the migration process.

4.2.1.3 Migration Core Process:

Involves transferring the backed-up data to Azure including MY SQL database and
WordPress root files, configuring wp-config.php, DNS settings, Updating the old domain
address with new Domain within the MYSQL database, and conducting thorough testing
to ensure the successful deployment and functionality of the WordPress website on the
Azure platform.

% Importing the MYSQL Database:
To import the MySQL database into Azure Database for MySQL flexible server, I
simply navigate to the Azure WordPress address and append "\phpmyadmin" to
the URL. Then, using the username and password created during the setup
provided by Microsoft Azure, which can be found in the "Credentials" section, [
logged in to the MySQL database. Once logged in, I imported the database
previously backed up in section 4.2.1.2.

X3

% Transferring WordPress root files:

FileZilla was utilized to transfer the folders and files, requiring only the FTPS
address, username, and password. These credentials and the FTPS address can be
accessed from the Development Center within the App Service section of the
Azure Portal. Once connected, the backup files saved on the desktop were
selected and transferred into the wwwroot directory of the sites They were then
decompressed to access all the files directly by Azure WordPress instance.
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Considerations for database migration

After successfully importing the database into the Azure MySQL Database
flexible server, the next step is to update the source domain with the destination
domain. This process was discussed in detail earlier in the Changing Domain
section 4.1.3.

WP-Config.php modifications

After importing the WordPress database and files into the new host, several
modifications need to be made to the wp-config.php file to ensure proper
functionality. These modifications include updating database connection details
such as the database name, username, password, and host to match the settings of
the new MySQL database. Additionally, any security keys and salts generated by
WordPress should be replaced with new ones for enhanced security. It's also
important to check and update the table prefix if it differs from the default "wp ".
Furthermore, if SSL is enabled, the "define('FORCE _SSL._ADMIN!, true);" line
should be added to enforce SSL for administration pages. Lastly, any custom
configurations or settings specific to the previous host should be reviewed and
adjusted as necessary to reflect the new hosting environment.

Simply test the new WordPress website:

Since the previous steps were successfully completed, I was able to open
WordPress by browsing the new domain https://parsmartsl.azurewebsites.net.

35



4.3 Application Configuration
4.3.1 Configuration steps for WordPress on Azure:

Azure App Service offers a wide range of features and capabilities beyond the scope of
this report, including advanced functionalities such as Access Control (IAM), Tags,
Microsoft Defender for Cloud, Events, Log Stream, Development Center, Environment
Variables, Authentication, Identity, Backups, Certificates, and more. These features
enable users to enhance security, streamline development and deployment processes,
manage resources efficiently, and ensure compliance with organizational policies and
industry standards. Access Control (IAM) allows users to control access to resources and
manage permissions, while Tags help organize and categorize resources for easier
management and cost tracking. Microsoft Defender for Cloud provides advanced threat
protection and security insights, while Events and Log Stream offer real-time monitoring
and troubleshooting capabilities. Development Center facilitates application development
and deployment workflows, while Environment Variables enable configuration
management across different environments. Authentication and Identity features enhance
security and user management, while Backup and Certificate functionalities ensure data
protection and compliance. Overall, Azure App Service empowers users with a
comprehensive set of tools and functionalities to build, deploy, and manage web
applications with confidence and efficiency.

4.3.2 Integration with Azure services for enhanced functionality:

Integration with Azure services enhances the functionality of WordPress deployments by
providing additional features and capabilities. Some common integrations include:

» Azure CDN Integration: Users can integrate Azure Content Delivery
Network (CDN) with WordPress to deliver static content, such as images,
videos, and CSS files, to users worldwide with low latency and high
availability.

» Azure Search Integration: By integrating Azure Search with WordPress,
users can implement advanced search functionality, enabling visitors to
search for content across the website more efficiently.

» Azure Storage Integration: WordPress websites can leverage Azure
Storage to store media files, backups, and other static content. This
integration helps offload storage and enhances scalability and reliability.

» Azure Active Directory (AAD) Integration: For WordPress websites
requiring authentication and authorization features, integrating with Azure
Active Directory enables single sign-on (SSO) and centralized user
management, improving security and user experience.

Overall, application configuration and integration with Azure services play a
crucial role in optimizing WordPress deployments on Azure, enabling users to
build secure, scalable, and feature-rich websites.
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5. Testing and Optimization

After migrating a WordPress website to Microsoft Azure App Service, thorough testing is
essential to ensure that the transition is successful. This involves verifying the
functionality, content, responsiveness, performance, browser compatibility, security, user
acceptance, and load-handling capabilities of the migrated website. By conducting
comprehensive testing, website developers can identify and address any issues or
discrepancies, ensuring a seamless transition to the new hosting environment. One part of
the testing aspect is optimization.

5.1 Testing Strategies

One critical aspect of testing after migrating a WordPress website to Microsoft Azure App
Service is functionality testing. This involves thoroughly checking all website features,
such as navigation menus, forms, search functionality, and user authentication, to ensure
they are working correctly. Each page and interactive element should be tested to confirm
that they function as expected, providing users with a seamless browsing experience. For
testing links, media, forms, pictures, and any files, I used the Broken link checker
WordPress plugin. I also used the “semrush.com” website to check all the broken links.

5.2 Optimization Strategies

Another important aspect of testing is performance evaluation. It is essential to assess the
website's performance by analyzing page load times, server response times, and overall
site speed. Performance monitoring tools such as “gtmetrix.com” can help identify any
bottlenecks or areas for optimization, ensuring that the website performs well under
various conditions and can handle peak loads without crashing or slowing down.

In summary, testing and optimization are essential after migrating a WordPress website to
Microsoft Azure App Service to ensure a successful transition. By verifying functionality,
content accuracy, responsiveness, performance, security, and load-handling capabilities,
website developers can identify and address any issues or discrepancies, ensuring a
seamless transition to the new hosting environment and delivering an optimal user
experience.
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6. Conclusion:

6.1 Key findings and insights from the migration process

In conclusion, migrating a WordPress website from Hostinger to Microsoft Azure
App Service offers numerous benefits and considerations. Cloud migration provides
scalability, flexibility, availability, security, and cost-effectiveness, all of which align
with modern business needs. Leveraging Azure's comprehensive services, such as
App Service, Azure Functions, and Azure Database for MySQL, ensures seamless
integration and customization tailored to specific requirements. WordPress, with its
user-friendly interface and extensive customization options, complements Azure's
capabilities, enabling users to create visually appealing and scalable websites.

Throughout the migration process, challenges such as database migration, file
transfer, DNS configuration, application compatibility, performance optimization,
security configuration, backup, disaster recovery, and cost management must be
addressed diligently. However, by following best practices and conducting thorough
testing and optimization, website owners can ensure a smooth transition and deliver
an optimal user experience post-migration. Azure's robust infrastructure, community
support, security features, and cost-effective pricing model further enhance the value
proposition for hosting WordPress websites. Ultimately, migrating to Microsoft Azure
App Service presents an opportunity for businesses to leverage cutting-edge
technology, streamline operations, and drive growth in the digital landscape.
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7. Recommendations:

7.1 Recommendations for organizations considering a similar migration
If you are considering a similar migration, I recommend following these steps for a
seamless and successful migration:
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Comprehensive Planning:

Prior to migration, organizations should conduct a thorough assessment of
their existing infrastructure, application dependencies, and business
requirements. This planning phase should involve identifying key
stakeholders, defining migration objectives, and developing a detailed
migration strategy and timeline.

Choose the Right Azure Services:

Select Azure services that best align with your organization's needs and
objectives. Consider factors such as scalability, performance, security, and
cost-effectiveness when choosing Azure services to host your web application.
Leverage Azure's extensive portfolio of services, including App Service,
Azure Functions, Azure Database for MySQL, Azure CDN, and Azure
Security Center, to optimize your web application's performance and
reliability.

Implement Best Practices:

Adhere to industry best practices and Azure's recommended guidelines for
cloud migration and application deployment. This includes following security
best practices, optimizing performance, implementing disaster recovery and
backup strategies, and monitoring and managing costs effectively.

Conduct Thorough Testing:

Prior to finalizing the migration, thoroughly test the migrated web application
to ensure functionality, performance, and security. Conduct functional testing
to verify that all features and functionalities work as expected, performance
testing to assess the application's responsiveness and scalability, and security
testing to identify and address any vulnerabilities or security risks.

Continuous Improvement and Optimization:

Migration to Azure is not a one-time event but an ongoing process.
Continuously monitor and optimize your Azure resources to improve
performance, reliability, and cost-effectiveness. Utilize Azure's monitoring
and analytics tools to gain insights into your application's performance and
identify areas for improvement. Implement automation and DevOps practices
to streamline deployment, management, and maintenance processes.
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¢ Embrace Scalability:
Leverage Azure's scalability features to accommodate future growth and
fluctuations in demand. Design your web application architecture with
scalability in mind, utilizing features such as auto-scaling, load balancing, and
Azure CDN to ensure that your application can handle increases in traffic and
user load without compromising performance or reliability.

X/
°

Invest in Training and Skill Development:

Ensure that your IT team has the necessary skills and expertise to effectively
manage and optimize your Azure environment. Invest in training and skill
development programs to empower your team with the knowledge and
capabilities required to leverage Azure's features and services effectively.

% Stay Updated with Azure Innovations:

Azure is constantly evolving with new features, services, and updates. Stay
updated with the latest Azure innovations and advancements to leverage new
capabilities and enhance your web application's functionality, performance,
and security.

By following these recommendations, organizations can successfully migrate their web
applications to Microsoft Azure Cloud as a Web Application Service and position
themselves for future growth and success in the cloud.
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7.2 Suggestions for continuous improvement and future scalability.
Here are some suggestions for continuous improvement and future scalability:

R/
L X4

X/
°

Monitor Performance:

Continuously monitor the performance of your web application on Azure to
identify any bottlenecks or areas for improvement. Utilize Azure's monitoring
and analytics tools to gain insights into resource utilization, response times,
and user experience.

Optimize Resource Usage:

Regularly review and optimize the usage of Azure resources to ensure cost-
effectiveness and efficient resource allocation. Utilize features such as auto-
scaling and resource tagging to optimize resource usage based on demand and
workload.

Implement DevOps Practices:

Adopt DevOps practices to streamline deployment, management, and
maintenance processes. Implement continuous integration and continuous
deployment (CI/CD) pipelines to automate the deployment of application
updates and enhancements.

Enhance Security:

Stay updated with the latest security threats and vulnerabilities and implement
appropriate security measures to protect your web application and data.
Utilize Azure Security Center and other security tools to monitor for threats,
detect vulnerabilities, and enforce security policies.

Embrace Cloud-Native Technologies:

Explore and adopt cloud-native technologies and architectures to further
enhance the scalability, reliability, and performance of your web application.
Consider leveraging serverless computing, microservices, and containers to
build and deploy resilient and scalable applications on Azure.

Stay Updated with Azure Innovations:

Stay informed about the latest Azure innovations and updates to leverage new
features and capabilities that can enhance your web application's functionality
and performance. Regularly attend Azure events, webinars, and training
sessions to stay updated with the latest developments.

By implementing these suggestions, you can ensure continuous improvement and future
scalability of your web application on Microsoft Azure.
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9. Appendices:

This supplementary material, which includes screenshots, definitions, and other relevant

data, will greatly enhance the comprehensiveness and clarity of the document. These

extra details will serve to enrich the reader's understanding and provide valuable context
to support the major findings and arguments presented in the report.

9.1 The websites that have been considered:

In this dedicated section of the Appendix, you can discover a comprehensive list for all
the links and web addresses that were referenced and consulted throughout the report.

s All available source websites
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https://www.parsmartsl.com/

https://www.parsmartsl.com/en/

https://enpsccts.parsmartsl.com/

https://psccts.parsmartsl.com/

https://www.parsmartsl.tk/

https://www.parsmartsl.tk/en/

https://enpsccts.parsmartsl.tk/

https://psccts.parsmartsl.tk/

¢ Migrated websites to Microsoft Azure Cloud:

https://www.parsmartsl.com/

https://www.parsmartsl.com/en/

https://enpsccts.parsmartsl.com/

https://psccts.parsmartsl.com/

¢ Subdirectory-based multisite theme:

https://parsmartsl.azurewebsites.net/

https://parsmartsl.azurewebsites.net/en/

https://parsmartsl.azurewebsites.net/psccts-en/

https://parsmartsl.azurewebsites.net/psccts-fa/
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https://www.parsmartsl.com/
https://www.parsmartsl.com/en/
https://enpsccts.parsmartsl.com/
https://psccts.parsmartsl.com/
https://www.parsmartsl.tk/
https://www.parsmartsl.tk/
https://www.parsmartsl.tk/en/
https://www.parsmartsl.tk/en/
https://enpsccts.parsmartsl.tk/
https://enpsccts.parsmartsl.tk/
https://psccts.parsmartsl.tk/
https://www.parsmartsl.com/
https://www.parsmartsl.com/en/
https://enpsccts.parsmartsl.com/
https://psccts.parsmartsl.com/
https://parsmartsl.azurewebsites.net/
https://parsmartsl.azurewebsites.net/en/
https://parsmartsl.azurewebsites.net/psccts-en/
https://parsmartsl.azurewebsites.net/psccts-fa/

@
L4

Subdomain-based multisite theme:

> https://en.parsmartsl.azurewebsites.net/

> https://en.psccts.parsmartsl.azurewebsites.net/

> https://fa.psccts.parsmartsl.azurewebsites.net/
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https://en.parsmartsl.azurewebsites.net/
https://en.psccts.parsmartsl.azurewebsites.net/psccts-en/
https://fa.psccts.parsmartsl.azurewebsites.net/psccts-en/

9.2 Related Screenshots:

In this section of the appendix, you will find a comprehensive collection of all the
screenshots that were referenced and utilized in the reports. These screenshots serve as
visual aids to complement the textual content, providing clarity, illustration, and evidence
for the points discussed throughout the document.

+*+» Multisite WordPress on Microsoft Azure App Service (Pss™, 2024)

L C Mm 23 parsmartsl.azurewebsites.net/wp-ad... ¥t ® @ bl ) H | % Finish L

& My Sites # Network Admin: WordPress on Azure Sites ¥ 14 @ Performance (2

&*
O E ‘ Searc
All (4) | Public (4)
w
‘ Bulk actions H Apply l E
() URL Last Updated Registered v Users
bl
oo . . )
parsmartsl.azurewebsites.net — Main MNever 2024/01/02 6
»
[ 4 (] parsmartsl.azurewebsites.net/en 2024/01/07 2024/01/02 2
I:I parsmartsl.azurewebsites.net/psccts-fa 2024/01/02 2024/01/02 1
.
- J
@ I:I parsmartsl.azurewebsites.net/psccts-en 2024/01/02 2024/01/02 5
() URL Last Updated Registered » Users

46



< Dedicated Private Server:

< C @ © Not secure hﬁ-ps://esxi.parsmartsl._ 4 ® O D 0 & Finishupdate }
vmware ESXi root@es: Help ~ Q Search
Q static.your-server.de
) GetvCenter Server | {51 Create/Register M | [fg Shutdown [¥5 Reboot | @ Refresh | £} Actions cru FREE: 121 Giiz
static.your-server.de USED: 1.5 GHz CAPACITY: 136 GHz
Version. 6.5.0 Update MEMORY FREE: 2377 GB
State Normal {not connected to any vCenter Server) T
_ Uptime: 6.46 days USED: 8.1 GB CAPACITY: 31.67 GB
= I A y
£ — STORAGE FREE: 493.19 GB
s
5 USED: 1.33TB
8] oo
‘ B ‘ Manufacturer Ms|
— Model MS-7816
0
‘7‘ » @ cPu 4 CPUs x Intel(R) Core(TM) i7-4770 CPU @ 3.40GHz
— K \/lemory 3187 GB
6
‘é‘ 4 E Virtual flash 0 B used, 0 B capacity
‘~ 8 ‘ hd Q Networking
Hostname static your-server de
IP addresses 1. vmio: 144 N,
2. vmko: fe
DNS servers 1. 1A
2 S
Default gateway 144 .
°, . . .
*¢ Virtual Machine: Firewall
< C M  © Notsecure hiips//144.76. ui/#/host/vms/35 * & @ O O @ Finishupdat
root@1 44- Help ~ Q Search
{fs FWROUTEROS10-BACK
(& Console B Monitor | B Poweroff Ui Suspend € Reset |  Edit | (3 Refresh | £} Actions
FWROUT
) cPU [f
Guest 05 Cther (32-bit) 19 MH Lj
Compatibility ESX/ESXi 4.x virtual machine ‘
L VMware Tools No MEMORY il
g cPUs 1 118 MB
=
(Z>“ Memory 512 MB STORAGE E
683.31 MB
‘ | | » General information |
‘2 1| | ~ Performance summary last hour |
P ~ Hardware Configuration
2 |
=l » | cpu 1vCPUs
“ 8 | % emory 512 MB
» 2 Hard disk 1 60 B
» 2 Hard disk 2 512 MB
» B Network adapter 1 VM Network (Connected)
» EH Network adapter 2 VM Local (Connected)
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9 ROSE 144, (FWRO ) - WinBox (64bit) v6.47.9 on x86 (x86)
Session Settings Dashboard

0| || safeMode | Session:144.

= a

Uptime 414 05:39.08 Memory/4546 MiB CPU{0% Date{Mar/24/2024 Time 0432

# Quick Set
™. Interfaces
37 Biidge FiterRules | NAT Mangle Raw Service Ports Connections AddresslLists Layer7Protocols
=|[~][2][@] [¥] [« ResetCounters || @ ResetAll Caunters Fin [an 3]
| Action [Chain Src. Address |Dst Address |Proto...|Src. Port  [Dst Port [In Interf.. |Out Inte...In.Interf.. [Out Inte... Src. Ad... [Dst Ad... Bytes |Packets -
I | DefaultC jon - Accept & related ion (D e - .
I 4 acc... input
N | N°°k’ - Users \ Groups SSHKeys SSHPrivateKeys Active Users
[ | i Allow Secure + = ’7\“] a ?‘ AAA Find
2 4 acc.. input e e
| Zoven ROUTEF;I% ] Group |Allowed Address LastLogged In -
4 acc... input 6 (tcp) - Admin User| Oxl
= WEB Serverfor Plesk ROSBE.. full =
4 acc.. input 6 (tcp) = Sysin user 2 0K
X & admin full "
I I Cancel =
S : ~
BN New Terminal Alowed Address: | 144. 3 Apply
 Dotix [172. |4 ——
2 Y isable
s Make Supoutrif (72 |&
New WinBox | Comment
Bl e | 8X 4 acc.. forward |172. |
nL2TP 707 ‘ S Copy
| 9 #acc. input 17(ud — =
= Windows | 5L2TP 100 |* i
10 # acc. input 17(ud... (100 | Password...
 acc.. input 17(ud..|| o LastLogged In: |Feb/18/2024 2148:57
'2items (1 selected) == —
4 acc.. input 6 (tcp) TToT | enabled
= AcceptICMP packet size 92 (in Windows 64)
13 9 acc.. input 1(iem. 28 1
= Drop ICMP packets —
|1 4 dcon incut PYSR 2962KiR A071 *
|52items

+* Virtual Machine: Web Host Server

root@esxi parsmarl- | Help v

T3 Navigator o | B uBuy
~ [ Host i B .
@ Console [l Monitor | W Shutdown ® Suspend @ Restat | / Edit | @ Refresh | 4} Actions
Manage
UBUN"
Monitor cPU
Guest 0S. Ubuntu Linux (64-bit) e D
+ {31 Virtual Machines m Compativility ESXi 6.0 virtual machine
ViMware Tools Yes
CPUs 4
Monitor Memory 6GB i
MEMORY
- & FWRC Host name ubur ool ay
Monitor
) WINGO
More VMs...
STORAGE
+ storage [ 1] 60.11 GB g8
~ E3 DataStore01
Monitor |
More storage...
€ Networking | 4] + General Information ~ Hardware Configuration
~ € Networking » @ crPu 4vCPUs
Host name ubu % \iemory 6GB
1P adhesses 1. 148 * 2 Hard disk 1 60GB
2.fe8( » M Network adapter 1 VM Network (Connected)
» &8 VMware Tools Viwiare Tools is not managed by vSphere » |8 Video card 16 MB
+ B3 storage 1 disk » &) CDIDVD drive 1 1SO [DataStore01] ISOs/ubuntu-18.04.2-live-ser
- ver-amd64 iso €5 Select disc image
(=] Notes / Editnotes
[Z] Recent tasks
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+* WordPress web applications:

Monitoring e

Users

My Profile i
@ WordPress v

R/

s Plesk Domains and subdomains:

€ > C M © Notsecure htps://148. ’smb/web/view

Q search...

Websites & Domains

6 Items total

¥ Domain name 1

v @ parsmartcrypto.tk
~ % parsmartsl.tk
% en.psccts.parsmartsl.tk
@ psccts.parsmartsl.tk
© esxi.parsmartsl.tk forward to www.parsmartsi.tk

© whostp.

orward t

i.parsmartsl.tk

nartsl.tk

www.parsmartsl.tk Openc/ + Add label

www.parsmartsl.tk/fa Opent’ + Add label

psccts.parsmartsl.tk  Open + Add label

parsmartcrypto.tk Openc’ + Add label

en.psccts.parsmartsl.tk Opencf + Add label

www.parsmartsl.tk/en Open + Add label
A ® @ O ¥ O @ Fnshupd

Status

® Active ~

@ Active ~

® Active

@ Active ~

® Active

® Active

& Administrator of Plesk ~

@ All webspaces

Set view ~

Disk usage Traffic
7320.7 MB 0.2

MB/mo
27705.7 0.2
MB MB/mo
129m 0.2

MB/month
19.8 M8 0.2

MB/month
om 0 MEB/r
om 0 MB/month

Find domain.. Q

o M I =

W O S
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% WordPress Instances Developed by Plesk Control panel on DPS:

Dashboard

s .
PARS SMART SOLUTION 7 Status

WaordPress

Plugins
Login
Themes
2 PA Security
& Ma PHP
SSUTLS
Qu t Smart Update

Pars Smart Solution

Plugins Themes Database

Tools
643 @ Search engine indexing
Up-to-date @ Caching (nginx)
Up-to-date Debugging
M ApF Password protection
832 r Take over wp-cron.php

Expired certificate @ Enable hatlink protection

grity Maintenance

Login Setup

2 PARSMARTSL, Pars Smart Solutions

@ Manage domain

Q) Updates  Autoupdate settings

Login Setup

& PARSMARTSL, Pars Smart Solutions

@ Manage domain

Q) Updates  Autoupdate settings

Pss™ - Pars Smart Solutions ~

w Plugins Themes Database

[ File Manager  £2 Copy Data  [JClone [ Back Up/Restore = Logs

Status Tools

WordPress 6.4.3 @) Search engine indexing (D
Plugins Up-to-date @) Caching (nginx) & i

Themes Up-to-date Debugging @ it

Security All security measures applied Password protection (@ i}
PHP 8.3.2 & Try another version Take over wp-cron.php (&  {l$
SSL/TLS A\ Expired certificate @) Enable hotlink protection (@ {lp

&) Smart Update (&

Pars Smart Solutions 2~

Dashboard  Plugins Themes Database

[JFile Manager i3 CopyData [JlClone  [&Back Up/Restore = Logs

Status Tools

WordPress 6.43 Search engine indexing (®
Plugins Up-to-date Caching (nginx) @ fl¢

Themes Up-to-date Debugging ® &

Security All security measures applied Password protection (®  §
PHP 8.3.2 @ Try another version Take over wp-cron.php @ {k¢
SSL/TLS & Let's Encrypt @ Enable hotlink protection (@ ¢

& Smart Update (®
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Psccts™ - Pars Smart Cryptocurrency Trading System 2

Dashboard  Plugins Themes Database
[JFile Manager {3 CopyData [JlClone [& Back Up / Restore
How and where to invest Status Tools
WordPress 6.4.3 @ Searchengineindexing (@
Plugins Up-to-date @ caching(ngin) @ 7l
Login Setup

Themes Up-to-date Debugging 7

& PARSMARTSL, Pars Smart Solutions Security All security measures applied Password protection (@) ¢

@ Manage domain PHP 8.3.2 § Try another version Take over wp-cron.php (3 94
SSL/TLS A\ Expired certificate @ Enable hotlink protection @& 7i

Q) Updates  Autoupdate settings & SmartUpdate (@

Psccts™ - Pars Smart Cryptocurrency Trading System 2

Dashboard  Plugins Themes Database
[File Manager 2 CopyData [JIClone [&Back Up/Restore  i=Logs
..,uSuq:uuL. 5Lhd"|)inl|
Jlizn ) elaa 51 ollgaalss Status Tools
WordPress 6.43 @) Searcheengine indexing (2
Plugins Up-to-date @ caching(nginx) @
Login Setup
Themes Up-to-date Debugging @ i
& PARSMARTSL, Pars Smart Solutions Security All security measures applied Password protection (@ {lf
@ Manage domain PHP 8.3.2 & Try another version Take over wp-cron.php @ {lt
SSL/TLS A Expired certificate @ Enable hotlink protection (& 4
Q) Updates  Autoupdate settings & Smart Update ()
@, o e . . .
« Individual Subscription Data Backup:
« > C M © Notsecure  htps://148. 'smb/backup/list/domainld/1 Pxd ® O D = 0 * Finish update !
Q Search... & Administrator of Plesk v ® Allwebspaces v 4 @‘ S @ D
Websites & Domains >
Backup Manager for parsmartsl.tk
B Backup (# Upload (D Schedule 75 Remote Storage Settings Q
Total backups: 24, size: 14.9 G Entries per page: 10 25 100 All
S Creation date + Comments System notes Size
@ Feb15,202404:13AM  Scheduled Backup. All configuration and content. Part of server backup. +159MB &
Incremental.
@ Feb14,202404:14 AM  Scheduled Backup. All configuration and content. Part of server backup. +15.7 MB 3
Incremental.
@ Feb13,202404:13AM  Scheduled Backup. All configuration and content. Part of server backup. +27.8 MB &
Incremental.
> @ Feb12,202404:13AM  Scheduled Backup. All configuration and content. Part of server backup. 256GB ¥

51



7

<+ Entire Storage Backup:

<« > C M © Notsecure hitps://148. ‘admin/backup/list/ * ® @ D (B @ Finishupdate

(1]
Q search... &, Administrator of Plesk v @ & 5 ® D

Tools & Settings >

Backup Manager

#, Upload 52 Remove (5 schedule [+1] Settings [ Remote Storage Settings
Q
Total backups: 28, size: 37.2 G Entries per page: 10 25 100 All
0 S Creation date + Comments System notes Size
(] Feb 19, 2024 04:15 AM Scheduled Backup. All configuration and content. 354GB ¥
(] Feb 19, 2024 04:15 AM Scheduled Backup. All configuration and content. R =3 3.54GB #
(] Feb 18, 2024 11:20 PM Benyamin - All configuration and content 18th Feb 2024 = 35968 #
@ Feb 15,2024 04:13 AM  Scheduled Backup. All configuration and content. Incremental. +245MB ¥
(] Feb 15, 2024 04:13 AM Scheduled Backup. All configuration and content. 23 Incremental. +247 MB 3
(] Feb 14, 2024 04:14 AM Scheduled Backup. All configuration and content. Incremental. +245mMB #
@ Feb 14,2024 04:14 AM  Scheduled Backup. All configuration and content. 23 Incremental.  +247MB #
@ Feb13,202404:13 AM  Scheduled Backup. All configuration and content. Incremental. +257MB ¥
(] Feb 13, 2024 04:13 AM Scheduled Backup. All configuration and content. %¥ Incremental. +259MB #
(] Feb 12, 2024 04:13 AM Scheduled Backup. All configuration and content. 3.54GB &
(] Feb 12, 2024 04:13 AM Scheduled Backup. All configuration and content. E=>3 354GB #
0
« Local Storage backup:
B Back up H Upload 52 Remove (D schedule [41] settings " Remote Storage Settings
Total backups: 28, size:37.2 G Entries per page: 10 25 100 All

S Creation date + Comments System notes Size

@ Feb19,202404:15AM  Scheduled Backup. All configuration and content. Local 354GB &

@ Feb19,202404:15AM  Scheduled Backup. All configuration and content. ped 354GB ¥
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% Cloud Storage backup:

Back Up 5 Upload 3% Remove (D) Schedule Settings [*5 Remote Storage Settings

| Q|
Total backups: 28, size:37.2 G Entries per page: 10 25 100 All
S Creation date + Comments System notes Size
@ Feb19,202404:15AM  Scheduled Backup. All configuration and content. 354GB §
@ Feb19,202404:15AM  Scheduled Backup. All configuration and content. & Cloud 354G8 &
¢ Virtual Machine: Veeam Backup & Replication,
[Success] FWROUTEI S &
Cryptocurrency/Veeam Backup & Replication x
A hetzner.dps % ® «

WETZNER
tome w

Backup job: FWROUTER{JIIE

Created by WSRV-MTI'niStIBtor at 10/31/2018 1:50 PM.

Sunday, January 1, 2023 2:01:27 AM
Success 1 Start time | 2:01:27 AM | Total size | 572.0 MB| Backup size | 54.6 MB
Warning 0 End time |2:02:24 AM |Dataread |44.0 MB | Dedupe 1.0x
Error 0 Duration | 0:00:57 Transferred 22.5 MB | Compression  1.0x

Details
Name Status Start time End time |Size Read  Transferred Duration Deta
FWROUTER Success | 2:01:49 AM | 2:02:16 AM |572.0 MB 440 MB |22.5 MB 0:00:26

Veeam Backup & Replication 9.5.0.1922
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[Success] FWROUT e B
[CryptocurencyiVecam Backup & Repication B

hetzner.dps. % ® « :

tome =

Backup job: FWROUTEROS10

created by WSRV16|JJ\ Administrator at 10/30/2018 9:21 AM.

Sunday, January 1, 2023 2:00:18 AM
Success 1 Start time | 2:00:18 AM | Total size | 572.0 MB | Backup size |51.8 MB
Warning 0 End time 2:01:13 AM Dataread |38.0MB HDedupe 1.0x
Error 0 Duration | 0:00:55 Transferred | 19.8 MB | Compression | 1.0x
Details
Name Status Start time End time Size Read  Transferred Duration Details
FWROUTE Success | 2:00:40 AM | 2:01:02 AM | 572.0 MB 38.0MB |19.8 MB 0:00:22

Veeam Backup & Replication 9.5.0.1922

[Success] UBUNTUPLESK S
hetzner.dps 456PM ¢ @ & i
tome w

Backup job: UBUNTUPLESKII

Created by WSRVI-\BenhszZ at 6/21/2019 11:53 PM.

Saturday, December 31, 2022 2:05:57 AM
Success 1 Start time | 2:05:57 AM | Total size | 120.0 GB | Backup size |1.0 GB
Warning 0 End time |2:08:01 AM | Dataread |4.0GB | Dedupe 1.1x
Error 0 Duration |0:02:04 Transferred 948.6 MB | Compression 3.1x

Details
Name Status | Start time End time | Size Read  Transferred  Duration Deta
UBUNTUPLESH Success | 2:06:14 AM| 2:07:36 AM | 120.0 GB 40GB |948.6 MB 0:01:22

Veeam Backup & Replication 9.5.0.1922
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A hetzner.dps 453PM ¢ @ €

tome w

Backup job: WINSRUIIEGNG

created by WSRV16-JJilf\Administrator at 10/30/2018 9:21 AM.

Sunday, January 1, 2023 2:04:08 AM
Success 1 Start time | 2:04:08 AM | Total size | 60.0 GB | Backup size |30.6 MB
Warning 0 End time |2:05:25AM Dataread |0.0B | Dedupe 1.0x
Error 0 Duration | 0:01:17 Transferred | 14.2 KB | Compression | 1.0x
Details
Name Status Starttime End time Size Read Transferred Duration Details
WINSRV: Success | 2:04:25 AM | 2:05:18 AM |60.0 GB 0.0B |14.2KB 0:00:53

Veeam Backup & Replication 9.5.0.1922

[Success] W16SEX64 S
A  hetzner.dps 45PN @ &
HETZIER tomev

Backup job: wissEXIEEEE

Created by wsavm-m:inisu-ator at 10/30/2018 9:21 AM.

Sunday, January 1, 2023 2:02:36 AM
Success 1 Start time | 2:02:36 AM | Total size | 60.0 GB | Backup size |30.6 MB
Warning 0 End time |2:03:59 AM Dataread |0.0B Dedupe 1.0x
Error 0 Duration |0:01:23 Transferred | 22.9 KB | Compression  1.0x
Details
Name Status Starttime Endtime Size Read | Transferred Duration Details
PLESK'" Success |2:02:53 AM | 2:03:50 AM |60.0 GB 00B 22.9KB 0:00:57

Veeam Backup & Replication 9.5.0.1922
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The process of migrating web applications to the Microsoft Azure Cloud

MASTER OF SCIENCE IN INTERNETWORKING

hetzner.dp:

tome »

Configuration Backup for WSR_

5:08PM

w

parsmartsl.com

Expires on 2027-06-25

en.parsmartsl.com

Expires on 2027-06-25

en.parsmartsl.com

Expires on 2027-06-25

psccts.parsmartsl.com
Expires on 2027-06-25

psccts.parsmartsl.com
Expires on 2027-06-25

Manage

Manage

Manage

Manage

To: Badkup Repository Veeam
2:20:15 AM
Start time 2:20:09 AM Data size 51.6 MB ji"si',;':‘;” "
End time 2:20:15 AM Backup size 3.4 MB e
. R in the backup

Duration 0:00:05 Compression 15.04x

Details

Catalog Items Size Packed

Configuration catalog | 160 221.5KB 17.0 KB

Backups catalog 1154 2.6 MB 163.8 KB

Sessions catalog 10001 48.8 MB 3.3 MB

Tape catalog 1 156.0 B 136.0B
Veeam Backup & Replication 9.5.0.1922

» Hostinger data center located in US:
@ 25 hpanelhostinger.com/?_ga=GA1.1.1182011044.1704007806 Y ® @ O 0 @  Finishupda
Qs s F e O =
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parsmartsl.com
parsmartsl.com
parsmartsl.com/en
fa.parsmartsl.com
en.parsmartsl.com
enpsccts.parsmartsl.com

psccts.parsmartsl.com

0,

¢ File Transfer:

T 500 by

Home > ParsMartsl

@ ParsMartsl | Deployment Center  # x
[
B sawch B Son jocard (3 Browse ) Managepublishprafile T Sync < Leave Feedback
& Owenien
Setings  Logs  FTPS credentisls
B sy —
LY Aop: “
be scoped to thy B femibet - Foazremetstesuindows et - FieZills - b =
® o F1PS enpoine| 4 59 T sever Bk et
paint | e =t
£ Giagnane and save probiems E-ETTEoRrRO L (Tacs
@ Msicrosoh Defender for Cloud Application gHos | g | Usemarme: | Gurswaarts | o sesssssssansns Pt [cucseomen ] =
. [ Reivmri drecon s of “ooeiemp ot B
Evenis reviem) oplcation scofiane  Discce sing of “ataeg soar e
credentis can feemu: reciny s o e AT AN
3 togsmeam Setima, Lsom R e i o it et RV Bl -
Eeploymen FTPS Usemama] kocl she | CHlse Beryarmin eeCnve Detiod B e e -
- @ o B =
# Coployment ot f— - W Do = cemoymems
i Bl Docmens tocis
L) ez ey sepaitny
oot
User scope u - o
& B wp-sdein
User seope e L e
credentials can - - 7 images -
et e Fesse s Latmeane = [Faename. Fiesze Fleype | Litmedi mems Ownerioe =
Pp— arly the usermad )
R Username. “ e opsaRs o s e eien e
¥ Aol o P 0R4B 22
ety [— ~ e TSRO
- Fercder 4IRS 195,
& ockums L e Free S0 14T
G Flothder 2K T
e e Confirm Poxsa |, e, P e GG/ £
 Certiberies — et 1071272023 95, o |almmi e 18579 Cocatn. 112024 .
5 Nerworking 4 s 23 dretonies ot sz 57284726 ytes 100 e s 3 hecton. Yo iz 18747 s
Sanerlocs fie Dvec. famcca e S oy S
£ scaleup (ap Service plan) e "
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% Microsoft Azure Backup and Disaster Recovery:

o e O G R

Home > ParsMartS|

& ParsMartSl | Backups

Documentation

Web App
\ 0O search \ « 45 Backup Now £33 Configure custom backups £ > Reset custom backups (' Restore () Refresh [} Troubleshoot
B overview App backups happen automatically every hour. If you need a different backup schedule, you can also configure custom backups, but you'll also need to
Activity log set up a separate storage account. To start the restore process, select a backup.

Access control (IAM)

Tags

Diagnese and solve problems
Microsoft Defender for Cloud
Events (preview)

Log stream

Deployment

-
=

Deployment slots

Oldest backup

1/28/2024

Automatic backup @

Every 1 hour

Type:All X  Status:All X  Timerange:None X Y Addfiter  Reset

Showing 10 of 187 results

@ Deployment Center

Settings
[X} Environment variables
1l Configuration

& Authentication

+ Cost Management:

Home > Benyamin Hadian Zarkeshmoghadam | Overview >

&, Cost analysis # X
save P saveas [i] Deleteview @ Share [=) Subscibe () Refresh & Download Cost by resource ~ 153 Configure billing account  J&, Try preview () Help
VIEW @
Scope : (&) Benyamin Hadian Zarkeshmoghadam | accumulatedCasts ~ | ) Feb 2024~
ACTUAL COST (CAD ONLY) @ FORECAST: CHART VIEW ON @ BUDGET: NONE
CA$17.61.  CA$18.98 . - v Groupby:Nons ¥ Granuarty: Accumueted ¥l e
CAS20
CAS15
casto
CASS
h Feb1 Feb3 Feb s Feb? Feb9 Feb 11 Fab 15 Feb 17 Feb 19 Fab 21 Feb23 Feb 25 Feb27 Feb 28
@ Accumulated cost Forecast cost
Seniice name v Location w Subscription v
Azure Datsbase for us seuth cenwra Suudents
‘ CA$17.02 CA$17.02 CA$17.61
Azure DNS alobs
I CA$0.59 ICA$0.59
Azure App Senice
CA$0.00
Banchuic
CA$0.00
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Backup time | Status T Type 1 Restore
2/26/2024, 8:41:18 PM o Succeeded Automatic C
2/26/2024, T:41:18 PM @ succeeded Automatic ¢
2/26/2024, 6:41:17 PM @ Succeeded Automatic ¢
2/26/2024, 5:41:17 PM ° Succeeded Automatic C
2/26/2024, 4:41:17 PM @ Succeeded Automatic ¢

)
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* Free Services for 12 months:

Free services for 12 months
Expires on Tuesday, November 5, 2024

This month’s usage

Meter Tl Usage/Limit Ty  Status
Azure Database for MySQL, Flexible Server Burstabl... —— 9% 71 /750 (1 Hour) Unlikely to exceed
Azure Database for MySQL, Flexible Server Storage,... —— 9% 3.05 / 32 (1 GB/Month) Unlikely to exceed
Azure Cosmos DB, Free Data Stored 0% 0/ 25 (1 GB/Month) Not in use
Azure Cosmos DB, Free 100 RU/s 0% 0/ 25976 (1/Hour) Not in use
Storage, Files, LRS Data Stored 0% 0/ 100 (1 GB/Month) Not in use
Storage, Premium Page Blob, P& Disks 0% 0/ 2.2 (1/Month) Not in use
Storage, Standard HDD Managed Disks, LRS Snaps... 0% 0/1 (1 GB/Month) Not in use
Storage, Standard HDD Managed Disks, Disk Opera... 0% 0/ 200 (10K) Not in use
Storage, Tiered Block Blob, Hot LRS Data Stored 0% 0/5 (1 GB/Month) Not in use
Virtual Machines, BS Series, B1s 0% 0/ 750 (1 Hour) Not in use
Virtual Machines, BS Series Windows, B1s 0% 0/ 750 (1 Hour) Not in use
Netwaorking, Data Transfer Out (GB) 0% 0/15 (1 GB) Not in use
SQL Database, Single Standard, SO DTUs 0% 0/ 31 (1/Day) Not in use
Storage, Files, Read Operations 0% 0/4(10K) Not in use
Storage, Files, LRS Write Operations 0% 0/1(10K) Not in use
Storage, Files, Protocol Operations 0% 0/4(10K) Not in use
Storage, Files, List Operations 0% 0/1(10K) Not in use
Storage, Tiered Block Blob, Hot Read Operations 0% 0/2(10K) Not in use
Storage, Tiered Block Blob, Hot LRS Write Operations 0% 0/1(10K) Not in use
Networking, Public IP Addresses, IP Address Hours 0% 0/ 1,500 (1 Hour) Not in use
Virtual Machines Licenses, Red Hat Enterprise Linux,... 0% 0/ 750 (1 Hour) Not in use
Storage, Tiered Block Blob, LRS List and Create Con... 0% 0/2(10K) Not in use
Cognitive Services, Custom Vision, S0 Transactions 0% 0/10 (1K) Not in use
Cognitive Services, Custom Vision, S0 Training 0% 0/1(1 Hour) Not in use
Cegpnitive Services, Custom Vision, S0 Image Storage 0% 0/10 (1K) Not in use
Cognitive Services, Computer Vision, ST Transactions 0% 0/5(1K) Not in use

< My Student Azure account: Benhzm82@***.com

0 Search resources, senvices, and docs (G-/)

Azure for Students X

Subscripton

Y ] « 1 uograde Bl concelsubscipvon 2 Kename = Change diecioy AP Fesdback

t ade T advanced cptions

o

A Essentisls

Subscripiions : Filtered (1 0f 1)

Ay role == all B pctiylog = Subscription name : Azure for students
TR
B2 Acress control (1AM sfault Directory (banhamé: snmicossfcom) My role o
Statws == all e i o
@ ngs atus i p
7 Add fiker

Parert management group

K Diagnose ard solve problems.
Subscription name Ty

O Security
e S Spending rate and forecast Costs by resource. Top free sevices by ilinge ©
5 I"’m'lﬁi‘ TS ~ I [T I [ re——y
Cost Managersent CA$1.96 vl 0
— v; A Immw‘dnu\ L4
S, Costansysn . CA$0.07 Sorvice Usago
5> e
m CA$0.00 v 7147501 Hour

o Y
[ rrrTEp—— |cA$2.o4 7cAs2073 ,
rer 3053201 Gamenl)

Billng

[ viewdewis |

[ View deis ]

Azure Cosmos 08, bree

| 1. Where should | mentioned that Chatgpt
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mailto:Benhzm82@***.com

< Azure Subscription

Home > Subscriptions >

Subscriptions  »

Default Directory (benhzm82hotmail.onmicrosoft.com)

-+ Add E] Manage Policies

View Requests < View eligible subscriptions

Global administrators can manage all subscriptions in this list by updating their policy setting here.

P Search for any fiel.. Subscriptions == global filter My role == all Status == all +7 Add filter
Subscription name T Subscription ID Ty My role Ty Current cost Secure Score Ty Parent management group Ty Status Ty
Azure for Students 9ac874¢ Owner CAST” - @ Active

¢ Creating a Resource Group

Microsoft Azure P Search resources, services, and docs (G+/) e o

Home > Resource groups >

Resource groups « (@ ParsMartSl =
Default Directory (benhzm82 Resource group
+ cCreate &% Manageview v [ £ search | « + create €33 Manageview v [il] Deleteresource group () Refresh L ExporttoCsv % Ope
— — . 2 ; = V' Essentials
‘ Filter for any field... ‘ 9 Oyerview
e A E Activity log
Resources  Recommendations (1)
A | (1AM —_—
(%) MINT709_TEST wol] RuszEs Ol A
T A
(%) NetworkWatcherRG oy @ =g | Filter for any field... ‘ Type equals all X Location equals all X +7 Add filter
. R o - -
«es  +av Resource visualizer
[4) ParsMarts| Showing 1to 5 of 5 records. [_] Show hidden types @ | No grouping
Events List view v |
Settigs D Name T Type TV Location Ty
o
Depl: t -
i il D & 65196978 Azure Database for MySQ... South Central US
Securi
sy [ @ s2401ea: Private DNS zone Global
Depl: t stack:
9 Deploymentatatts D ‘ ASP-Pars| App Service plan South Central US
B polici
Plicics I:] @ rarsMartsi App Service South Central US
" g
MY Propertes D 4> parsmarts Virtual network South Central US

Pane | 1 Vv laf1 > n
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« Create WordPress on App Service

= Microsoft Azure

Home »

Create WordPress on App Service

Basics Addons  Deployment  Tags  Review + create

WordPress optimized far App Service with best practices for security and performance. Learn More

Project details

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage
all your resources.

Subscription * (D ‘ Azure for Students v ‘

Resource group * 0] ‘ (New) MINT709_TEST A ‘
Create new

Hosting details

Select the region for your server and provide a name for Web App. Custom domains can be added later.

Region * ‘ Central US % ‘

Name * ‘ MINT709TEST v ‘

.azurewebsites.net
Hosting plans
This hosting plan dictates what resources are available, what features are enabled and how it is priced.

Hosting plan Basic
Basic App Service, Burstable MySQL database
Change plan
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7

** Create WordPress on App Service — Review + create

Hosting details

Select the region for your server and provide a name for Web App. Custom domains can be added later.

Region * { Central US v ’

Name * | MINT709TEST v

.azurewebsites.net

Hosting plans
This hosting plan dictates what resources are available, what features are enabled and how it is priced.

Hosting plan Basic

Basic App Service, Burstable MySQL database
Change plan

0 Your subscription only supports free and basic hosting plans. Select another subscription or upgrade your current
subscription to make the other plans available to you. Learn Mare (g

WordPress setup

Select the language you want your website to be in. Provide admin email, username and password that you can use to
access WordPress admin dashboard. Need WordPress Multisite? Learn More (7

Site language ‘ English (United States) v ’
Admin email * | benhzms2c v
Admin username * © [ ber v l
Admin password * © 7]
Confirm password * [ eescscsscnscssscanens 0 I

‘ < Previous ‘ | Next : Addons >
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<+ Azure NetworkWatcherRG

+ Create B Manageview v [i] Delete resource group () Refresh L ExporttoCsV 5 Open query & assigntags = Move v il e 4 Exportte [ openin mobile
A~ Essentials JSON View
Subscription (mave) : Azure for Students Deployments : No deployments
Subscription ID : 9ac874. tocation : Central US
Tags (edit) : Add tags
Resources  Recommendations
Filter for any Type equalsall X Location equalsall X 5 Add filter
Showing 1t0 3 of 3 records. [ Show hidden types © No grouping v v
] Name T Type o Location 1.
Network Watcher Central US
O & neworkwatcher Network Watcher South Central US
Network Watcher West US paY;

*,

+ Azure Database for MySQL flexible server

e me—e—em oo oo

Hoime > Hesource grovpe. > Pasets)
65f96! 2 *

P Searen @ ockete & Resetpassword (31 Restore ' Restan [ stop O Retresh &7 Feocback

& {Ovecsew ] MySaL- : . (weh demos) and the 2nd Wednesday ‘Sobsrribe to cur YouTube chanpe = today!

& Aciviylog

A Access conrol (M) A Essentials

@ T T . a9

K Diagnose and sokee problems scription (U Server ademin login b =

B Leaming conter " sogiration
Staus Avalable MySQL version 80

evkngh South Central US Availabiiny 20ne 2

© Compute + storage

reat

" 2004-01-02 02:18:49.0065504 UTC

& Networking 'ag: TAG-ParsMartSi: TAG-ParsianS|  AppProfile : Wordpress
B Dstabases
s Getting stated ~ Properties  Recommendations  Monitoring  Tutorials
Connect s
@ serves paiameters your help . Loarn more
€ peplication
o Server logs @ Visutasdot it workbosks [ Gt stored o s Q) Resouren astn Activity Logs
- Use Server loga. to emit the logs 1o Use workbiooks 1o creste siwalizations Creote elerts to monitor resource Resource hoalth watches your teousce Use the Activity Log. to det
Pr— prudishiabs sy el B ofdas to provee maightsinto health e, costond more ety you f &5 runming 2 expected what, o anc when
hen be domnlcaded and rewes: oversi hesitn of the underying operatons GUT, POST
@ Backup and restore companents. 0n the rESOUrCes IH yout b Iption
@ Advisor tecommendations
Show data for fest: Ghous a

8 toas
Power Platform Cpu and Memory »  10Count % DB Connections 2 Queries 2
1 poners N
Security o ———\/—_\J e r s

o - - .
© Duts cncyption ;W -
& Authen » in ' A

- e i uxoen s e v ucwm rasm [ S T )

<+ App Service plan

sMartSl > ASH Purs!

Select App Service Pricing Plan

Sesich sesources. serdices. and doss (G~/)

Home > Resource grou

®) Harcwone vien Showing 14 App Service pricieg plans

Name P Momoryi6t) TS e 51 Copsims:  :Ctpmment
~ Dev/lest (For hess demanding workioads)
Freett omintecay. WA ' 1 N WA free free
-] sasic 1 100 1 s 0 3 s9um, corsuso n1sUsD
Sasic 12 100 2 1 » 3 o 0035 us0 5500
Suic 3 ™ ' ? " ) o co7uso stiouso
~ Production (For most production worklosds)
Premiam v 1957 . 0 s095% cazsuso #9936 UsD
L} Pramium v P1V3 195 2 L] 20 30 PN 0.189 USD. 137.97 UsD
Sremiam v3 vavs 19 . o P w0 o 0378 us0 27554 UsD
Sramiam 3 s . 2 0 50 sasm 0736UsD ss1a8 usD
Standund 51 100 ' s 5 w0 S99 oosuso ss.a0Us0
Standn 10 2 1 0 0 a9 o16Us0 1620 U0
Standant $1 10 ' 7 B 0 sasn 032050 2360 UsD
20 28 0 0 o o108 us0 792050
n2 P22 210 2 7 » 0 o990 0208 us0 151.84 U0
Fremiam v2 PIV2 216 ‘ s 0 30 o0 oatsuso 30368 USD
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App Service

T

Sl >

Home > Resource groups > ParsMa

® ParsMartSl »

web fgp
@ Overview ~ Essentials

H Activity log Resource group (move) : Porshans

A Access contrel (1AM) Status unning

€ Tge Location (move)  South Central US

solve problems Subscription (move)

Y I—

Subscription I

© Microsoft Defendes for Cloud

Events (preview) Tags (edit) TAG-ParsMants! : TAG-ParsMartsl AppProfile : Wordpress

W togstream Properties  Monitoring  Logs  Capabilities  Notifications  Recommendations
Deployment @ webapp

= Deployment slots N Parshanst

@ Deployment Center Publishing model Container

Settings Container Image
131 Environment variables

1l Configuration B Domains

& Authentication Default domain
9 Application Insights Custom domain
Wentity

[ Hosting

Vlan Iype

& Bockups
= Custom domains

¥ Centificates

“3 Networking

Stale up (App Service plan)

K. Scale out (apy SKU and size

Service plan)

o

\ Sewvice Connecton

Q@ tods

Virtual network

mer.microsoft.com/appsvaiwordpress

azurewebsite

parsmart;

Add custom domain

App Senvice plan

AsP-pa

arts
Linux
A

Basic (B1) Scale up

Defece () Refresh L Downlosd publsh profie ) Reset publish profie

1 shareto

Detaut domain

Ay

Operati

H

mobile 7 Send us your fesdback

\pp Service Plan = ASP ParsMarts

System © Linux

alth Check

@ Deployment Center

Deployment logs View logs

<

Application Insights

Name Enable Appiication Insights

& Networking

Virsal 1P addrass 40
Outound 1P address 20,
Additional Outbound 1P addresses 2

virtual network integration

T

Home > Resource groups > ParsMarts!
+.» parsmartsl-bde231b006-vnet 2
Virtsl netwerk
2 > bove v [ Deete € Retiesh 27 Givefedback
> Overview -
~ Essentials
B Actitylog
Resource group (move)
. Access control (1AM)
Loestion (maxe) South Central US
Tags
® s Subscription (meve) + Azure for Students
X Diasgnose and sohve problems Subscription 1D 92cB7489-55{1-4206-9917-0696 1bcddd3e
Settings
4% Address space Tags (edif) TAG-ParsMans! : TAG-ParsMans! AppProfile : Wordpress
# Connected devices Topology ~ Properties  Capabilities (5)  Recommendations  Tutorials
> Subnets
X Bastion : ; R
. ek 0 DDoS protection & e Firewall “3
@ DDos protection Configure additional protection Protect your network with a
@ Fi " from distributed denial of service stateful L3-L7 firewall
oo attacks.
© Microsoft Defender for Cloud
i ® ot configured @ Not configured
3 Network manager
B DNS servers

Peerings
Seamiessly connect two or more
vinual networks.

® Not configured

Address space 10000723
DN servers
Flow timeout
BGP community siring : Configure

Virtual network 1D

e Microsoft Defender for Cloud

Strengthen the security posture
of your environment

parsmartsi-bi

9386b987-5ed2-491d-2617-7fdbA62ed 113

Iy Private endpoints
Privately access Azure services

without sending traffic across
internet.

® Not configured
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PHP My Admin

PHP My Admin

A - Websites - parsmartsl.com - Databases - PHP My Admin

You can now directly access the phpMyAdmin area using this link, saving you or your developers the hassle of navigating through hPanel every time you need to

tweak your database. Please note that to log in using the database link, users will need to use their database name and password. Learn more.

Q List of Current Databases

Q,  Search

MySQL Database +

u190041444 _enpscctspsscom

ul90041444_pscctspsscom

u190041444_enparsmartsico

u120041444 _ip2S9

u190041444_enparsmarts|

MySQL User =

u190041444 _enupscctspssco

u190041444 _upscctspsscom

ul90041444_enparsmartslc

u190041444 _KrgXL

u190041444 _enparsmarts|

Items per page: 5w

Transferring the WordPress files

e e

e > Resource groups > ParsMartSl > ParsMartS!

| ParsMartsl | Deployment Center

Web App

search

Overview

Settings

logs FTPS

3 Browse

3 Manage publish profile 7 Leave Feedback

fepsi/ParsMarts! #ipazrewebsiteswindows et - FleZilla

File Edit View Transfer Sever Bookmarks Help

Action

Enter phpMyAdmin

Enter phpMyAdmin

Enter phpMyAdmin

Enter phpMyAdmin

Enter phpMyAdmin

1-50f 6 <

>

o | B - -
H-|l =ORO%L, TA0H
Access control (AM) App Service supports multiol v | usernames PasMars) | Password: [oo =
be scoped to the ap;
Tags [status Retrieving directory listing of “/sitc/wwwroct"..
FTPS endpoint [satus  Calculating timezone offset of server.
Diagnose and solve problems Starus:  Timezone offset of serveris 0 seconds
[status Directory listing of “/site/wwwroot” successful
Microsoft Defender for Cloud scope
Local site: | C\Users\Benyamin\ Onet \Desktop" ~ | Remote site: | /site/wwwroot
Evenss (preview) Application scope credential & ~e2/
credentials can be used with i ? site
Log stream ¥
anytime. Learn more n
wWeb site backups -2 wp-admin
loyment FTPS Username LT Broken Links ? wp-content
e ” i Done ? wp-includes
=Pl e Password | &) Parsmitst:
Deployment Center | totos )
ings User scope Filename Filesize Filetype Last modified Filename Filesize Filetype  Lastmodifi.. Permissi. OWner/Gr.
Enironment variables User scope credentials are dd llparsmartsit wp-aomin Fle folder 173072024 ..
- credentials can be used with | lparsmartst wp-content File folder 3/2/2024 9.
Confapestion credentials requires a userna wprincludes File folder 1/30/2024 ..
sibencicn only the username “(your ust ] taccess. 10662 HTACCE.  2/26/2024 ..
1 Waccessbk 9502 BK File 2/26/2024 .
Application Insights Username [ Jindexphp 405 PHPFile  1/1/2024 7.
icaneatel 10818 Taet P 17113032 5
Identity Password Selected 1 fle. Total size: 60798581 bytes 20 files and 3 directories. Total size: 209,546 bytes
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¢ https://parsmartsl.azurewebsites.net

¢ > ca(s %)@ @D T O @ s

Performance  GTmetrix

PARS SMART SOLUTION

The best solution you're looking for

English Persian

®,

< https://parsmartsl.azurewebsites.net/en
< C @ % parsmartsl.azurewebsites.net/en/ R g ® © D S (0 @  Finishupdate

@#a My Sites “ _ pars Smart Solutions  # Customize . £ EditPage @ P. P Performance  GTmetrix  #ll Insight:

Pss™ - Pars Smart Solutions OITEMS s S0 A

The best solution you're looking for Home Benyamin Research Interest Research Experience Contact About

WHY PARS SMART SOLUTIONS

Why Pars Smart Selutions ? Honesty Excellent quality of service Reasonable cost Teaching without fear of losing
customers Answering customers Free consultation Giving the best solution you looking for We want to show all our
customers how enjoyable it is to use thedatesttechnologyinthe world and reduce costs. As we enjoy it. The
indescribable pleasure of being up to date, aware and helpful! You can also...

Close and accept
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«» Hittps://parsmartsl.azurewebsites.net/psccts-en/

C @ % parsmartsl.azurewebsites.net/psccts-en, b+ ® 9 D = 0 @  Finishupdate

@ rerformance 1l Insights

Zafar, Tehran, Iran. Info.en.psccts@parsmartsl.com +989123669524 f v .a _ &

t Cryptocurrer

Psccts™ - Pars Smart
Cryptocurrency Trading

ME | SERVICES »  BLOG  GETINTOUCH v  PSCCTS™ -
System

Earn Money with Crypto Currency

THE MOST SIGNIFICANT FACTORS IN TRADING IS TO USE THE BEST STRATEGIES WITH THE SUITABUERESULTS

Best Crypto Currency Trading

Ctrataniac far Rit~rain AnAd/A I AAninc

Privecy & Cookies :

To enrich and perfect your online experience, Psccts™ uses “Cookies”, similar technologies and services provided by others to display personalized content,
appropriate advertising and store your preferences on your computer. A cookie is a string of information that a website stores on a visitor's computer, and that
the visitor's browser provides to the website each time the visitor returns. Psccts™ uses cookies to help Psccts™ identify and track visitors, their usage of
https://parsmartsl.azurewebsites.net/pscets-en, and their website access preferences. Psccts™ visitors who do not wish to have cookles placed on their computers should set thelr browsers to
refuse cookies before using Psccts™s websites, with the drawback that certain features of Psccts™s websites may not function properly without the aid of cookies. By continuing to navigate our
waebsite without changing your cookie settings, you hereby acknowledge and agree to Pscots™s use of cookies. Pscots™'s Cookie Policy

Close and accept

% Https://parsmartsl.azurewebsites.net/psccts-fa/

C M % parsmartslazurewebsites.net/psccts-fa b+ 4 ® © D = O @ Finshupdate :

Performance &y ‘ Sy galyy & ot 4

Q _ “ +989123669524 info.psccts@parsmartsicom  ,ab i

Psccts™ - Pars Smart

Cryptocurrency Trading
WHY PSCCTS ™ vPSCCTS™  Oloas Lolii 39354 SW v Oleas wlol axius
System
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LEARN MORE
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