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Abstract

This thesis is concerned with fault detection of sampled data systems with special
emphasis on the time varying characteristics of the system. A discretization
method based on the norm invariant transformation is proposed for time invariant
systems with aperiodic sampler and time varying systems with periodic sampler.
The outcome of this transformation for both cases is a discrete time varying

system.

The problem of fault detection for discrete time varying systems is studied and the
proposed approach along with the norm invariant transformation is used for fault
detection of sampled data system with time varying characteristics. Also, because
of the time varying nature of Kalman filter, its application as an observer for fault

detection of discrete time varying systems is investigated.

Finally, the fault detection method with norm invariant transformation is used for

fault diagnosis of network control system with network induced delay.
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Chapter 1

Introduction and Literature Review

1.1 Introduction

Faults in feedback control systems can result in undesirable performance or
instability. Therefore they should be identified so that appropriate remedies can be
applied and desirable performance is achieved. Numerous design methods are

available in the literature for fault detection [1, 2, 3].

The model-based fault detection technique has been developed remarkably since
early 1970’s. Its efficiency in detecting faults has been successfully demonstrated
by a great number of applications in the aerospace, chemical and automotive
industries [1]. Generally speaking, model based fault detection is concerned with
residual generation and evaluation. A fault detection filter can be constructed for
this purpose to reduce the effects of external disturbance and model uncertainty,
while maximizing its sensitivity to faults so that faults in the system can be
detected as soon as possible. Figure 1.1 shows a schematic description of a model
based fault detection approach.

On the other hand, most controllers are implemented on computers where the
actual process is a continuous time system, while the controller and the fault
detection system are implemented in computers or other digital devices. Fault
detection in sampled data systems has received a lot of attention during the last
two decades.
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Figure 1.1: Schematic description of model based fault detection

In the development of sampled data control and fault detection (FD) theory, one
of the important properties considered is periodic sampling which results in a
periodic time varying closed loop system. It is reasonable to assume periodic
sampling in the conventional implementation of sampled data systems. However,
it is hard to perform periodic sampling in some of the more recent applications.
For example, in networked control systemsresources for measurement are
restricted and hence the sampling operation tends to be aperiodic and uncertain
[4]. In view of the widespread use of such types of system, it is important to study

the fault diagnosis for varying sampling intervals as well.

In this thesis, a general framework for fault detection of time varying sampled
data systems is developed. These systems include continuous time linear time
invariant systems with aperiodic sampler and linear time varying systems with
periodic sampler. By defining norms of the sampled data systems and the resulted
discrete time varying system, this framework allows us to extend norm based

method of discrete time varying fault detection to sampled data systems.

In contrast to the existing results for fault diagnosis of linear time invariant

systems, there are relatively few results on linear time varying systems. In this

thesis, we introduce a method for designing the residual generator for linear

discrete time varying systems. Furthermore, when studying fault detection of

discrete time varying systems, it is worthwhile to investigate the possibility of
2



using the time varying nature of Kalman filter [5] to utilize it as a fault detection
tool. Part of this thesis focuses on this approach and elaborates on the idea and its

application.

In summary, the proposed fault diagnosis approach together with norm invariant
transformation is used for fault detection of a sample data system composed of
either a time invariant system with aperiodic sampler or a time varying system

with periodic sampler.

The effectiveness of the above described approach is shown by implementing it to
fault detection of network control systems (NCS). Network control systems are
feedback control systems wherein the control loops are closed via real time
networks and are comprised of a large amount of actuators, sensors and
controllers which are equipped with network interfaces, and are defined as nodes
of the network.

Despite the enormous advantages of NCS, the introduction of networks also
brings some new problems and challenges, such as network-induced delay, packet
dropout, network scheduling and quantization problems. Induced delay in the
network, either constant or time-varying, can degrade the total performance of the
system and even can destabilize the system. Some constraints of NCS, such as
networked induced delay and packet dropout, can influence the fault diagnosis
system as well; therefore, fault diagnosis and tolerant control approaches that are
used for traditional control systems cannot be used directly for this type of
systems. In this thesis, a sampled data system model for NCS is proposed in
which the network induced delay is also considered. Using this model, the fault
detection problem can then be handled by applying the norm based time varying

residual generation method.



1.2 Literature review

1.2.1 Norm invariant transformation

Many research results on fault detection of sampled data system suggest an
indirect design by either

- Designing a continuous time FD for the continuous time process and then
discretizing the FD and applying that to the real system, or
- Discretizing the continuous time system and designing a discrete time FD

for that system and then applying that to the real system.

Approximations exist in both approaches and therefore the FD system may not
perform as expected. There are also methods based on introducing appropriate
operators that capture the inter sample behavior [7, 8].

Izadi et al. developed a general framework for sampled date fault detection [8].
By defining the norms of sampled data systems and the so-called norm invariant
transformation, this framework allows the extension of any (H,or H,) norm
based method of discrete time fault detection to sampled data systems. In their
work, a linear time invariant continuous time system with a transfer function g(s)

was considered as
g(s) =C(SI — A)™1B.

The sampling system was considered to have a sampling period of h. A norm
invariant transformation was introduced which is a method of discretization that
preservers the norms of sampled data systems. The norm invariant transformation

of system G is defined as

415

5@ =]

Where

A] — eAh ’ B]B]T — foh eArBBT eAT‘L'dT
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It is shown that in order to design a norm based residual generator, one can
replace the sample data system with g;(z) so the discrete time FD design can be
applied. Any optimal norm based residual generator for this discrete time system

will be optimal for the original sample data system as well.
1.2.2 Fault diagnosis

Observer based fault detection has attracted a lot of attention during the past two
decades [9-12]. The core of observer based fault detection is generation of the
residual signal which is robust to disturbance and sensitive to faults. Some
suitable criteria for both objectives based on H,, norm and H,norms, have been
proposed in the frequency domain to evaluate the effectiveness of robust fault
detection filter design [6, 11, 13].

In Ding et al., a unified H,, optimization approach has been proposed for fault
detection [14]. Through co-inner-outer factorization, a residual generator was
given by solving a Riccati equation. In [15], linear matrix inequality (LMI)
method has been applied to robust fault diagnosis problems. Both Li et al. [16]
and Zhang et al. [17], extended the unified optimization results on FD in LTI
systems to linear time varying systems in the framework of H,,/H,. Another
research has shown that the robust FD problems under different performance
indicesH.,/H,, , H,/H,and H_/H,, can be solved by a unified optimal fault

detection filter solution [16].

A game detection approach has been also proposed in [18] for fault detection
filter design, however, the model considered is too specific and the sensitivity of

the residual to faults has not been considered.

The results shown in [14] were then extended to linear time varying systems from
a time domain perspective by Liu and Zhou [19]. By applying Coprime

factorization, an optimal solution to robust FD was given.



A finite frequency domain approach to fault diagnosis has been proposed in [20].
The unified approach by Ding et al. [14] has also been extended to linear periodic
discrete time system by Zhang et al. [21]. Same authors also provided a Fault
Detection Filter (FDF) design under the assumption of disturbance being
completely decoupled [22]. Zhong et al., presented a Krein space approach to H,,
fault estimation for linear discrete time varying systems in the framework of H,
filtering formulation [23]. In Zhong et al., after introducing the finite horizon H,,
and H_ criteria of FD systems, the problem has been formulated as an H,,/H,, Or
H_/H,, maximization problem concerned with finding the optimal observer gain

matrix and a post filter [12].

It should be noted that in contrast to the existing results for linear time invariant
systems, there are very few results on fault detection of linear time varying

systems.

1.2.3 Fault diagnosis of Network Control Systems with networked

induced time delay

Introduction of networks brings some new problems and challenges such as
network induced delay [30-34]. Compared with rich results in control and stability
of network control systems, there are limited number of contributions on fault
detection of NCS with network induced time delay [35]. A switched fault
detection filter was proposed by Mao et al. to detect the faults where the network
induced delay was assumed to be an integer multiple of sampling period [36]. To
deal with arbitrary unknown network induced delay, a threshold was used in [37]
to enhance robustness of fault detection system to network induced delay. In [38],
an adaptive fault diagnosis method was proposed after the matrix of delay was
obtained. Both of the previously mentioned methods made the assumption that the
delay is less than one sampling period. Some considered a networked induced
delay of greater than one sampling time and transformed it to a polytopic

uncertainty [39]. In [40], a residual generation method was proposed based on an



estimation of the uncertain delay, however the persistent excitation of the process

IS required.
1.3 Review of Existing Results

This section provides a review of the existing results on discretization of sampled
data systems with periodic sampler, basic structure of residual generator and the

idea of norm based fault detection for linear discrete time invariant systems.
1.3.1 Definitions

A brief description of Sampler, Hold, signal and system spaces and the definitions

of H, norm and H,, norm are given as follows:

Ideal Sampler S: the sampling operator with sampling rate h

Yy s LY,

The sampler periodically samples y(t) to yield to the discrete time signal ¥ (k)

where
Y(k) = y(kh)

Hold Operator H: the hold operator with sampling rate h

v u
—  » H [ — »

The hold operator converts the discrete time signal v(k) to continuous time signal

u(t) by holding it constant over the sampling intervals, i.e.
u(t) =v(k)forkh <t < (k+1)h
Signal and System Spaces:

For continuous time, R ,R,_{t:t > 0}and R_ = {t:t < 0}, ifasignal f(t) is

defined as



f1(®)
ro-| " |
fu()
The signal spaces would be
L(R,R™) = {f:R — R"}
LR, R") = {f: R, — R"}

System G, is a linear transformation L(R, R™) — L(R, RP).

In discrete time, Z ,Z, = {k: k = 0}and Z_ = {k: k < 0}, if a signal Y (k) is

defined as

Y, (k)
Yk) =
Pn (k)
The signal spaces would be
2(Z,R™) = {:Z — R"}
L(Z,R") = {Y:Z, — R"}
System dexp is a linear transformation ¢(Z, R™) — £(Z, RP).

H, Norm:

For a SISO system, the H, norm is defined as [7]

191 = gl = [ gv2at

This means that the H, norm of the transfer function g(s) equals to the £, norm

of its impulse response. For MIMO systems, the H, norm is defined as



14
193 = D NG8®erl?
i=1

where e;,i = 1, ..., p, denotes the standard basis vector in RP and §(t) denotes
the unit impulse function. Thus, §(t)e; is an impulse applied to the ith input

channel.

SG is a time varying but h periodic system. To generalize the definition of
H,norm to sampled data systems, we define the H, norm of SG as the total energy

of the outputs when impulses are applied in one sampling period to the system:
ISGIIZ =+ X2, (Jy ISGS (¢t — )e;l3 dr)

H_, Norm:

For both SISO and MIMO system, the H,, norm is defined as [7]

1 (e = sup{llyllz: llull; = 1}

The major difference between ||G(s)|l, and ||G(s)l|« is that the 2-norm is an
average system gain for known inputs, while H,, norm is the worst case system

gain for unknown inputs.

The H,, norm of sampled data system SG (in signal space)is defined as [7]
ISGlle = sup{llSGullz: [lull; = 1}

1.3.2 Discretization Transformation For Sampled Data Systems

In this section, an overview of existing discretization methods for sampled data
systems is provided which can be used for control and fault detection of this type
of systems. The continuous time invariant system is considered here where it is
sampled using a periodic sampler. Step invariant transformation and bilinear
transformation are discussed. It should be noted that norm invariant

transformation discussed in the previous section, is a discretization method that

9



only preserves the norms and it is only used for fault detection of sampled data

systems.
1.3.2.1 Step Invariant Transformation

A continuous time invariant system G with the following state space realization is

considered:
x = Ax + Bu
y =Cx+ Du

The step invariant transformation maps system G to system G,with the following

state space realization:
x =Agx + Bgu
y =Cx+ Du
where
Ag =eand B, = fohe“” dtB

It should be noted that only matrices A and B change in this transformation. Step
invariant transformation is used for both direct and indirect control of sampled

data systems.
1.3.2.2 Bilinear Transformation

Another common way of discretizing sampled data systems is bilinear

transformation. For the continuous time invariant system, g(s), given by
g(s)=D+C(SI —A)™ 1B,

the bilinear transformation maps g(s) to g,:(4) with the following

representation:

10
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ﬁbt(ﬂ) =~

%]
Cpt

Dp;

where

-1

A —(1 hA) I+

-1

B —h<I hA) B

Coe = C(I + Ape)

Dbt = D + CBbt

In order for the above state formula to be valid, (I - %A) should be invertible

. 2. .
which means that 51 not an eigenvalue of A.

1.3.3 Fault detection For Discrete Time Invariant Systems

There are basically three types of residual generators including fault detection
filter, diagnostic observer and parity relation based residual generator. The fault
detection approach to be used later in the thesis is based on fault detection filter,

and therefore an overview of this approach is provided in this section.
1.3.3.1 Basic structure of residual generators

The basic idea of model based residual generation is to reconstruct the process

outputs, therefore the input-output model

y(2) = Gu(2)u(z) + Ga(2)d(2) + Gp(2)f (2) (1.1)

11



is a suitable tool for the description of LTI system, where u(z) and y(z) denote
the input and output vectors, G, (z) is the known transfer function matrix that
describes the modeled input/output behavior of the process under consideration.
d(z) is a vector representing disturbances and model uncertainty that are
unknown but bounded. f(z) is an unknown vector that represents all possible
faults and will be zero in the fault free case. G¢(z) and G,4(z) are known transfer
function matrices. We assume that the state space realization of G,(z) is
represented by (4, B, C, D).

The following form of LTI residual generator is given

r(2) = Q@) (My(2)y(2) — Ny(2)u(2)) (1.2)

where Q(z) is the parameterization matrix which can be arbitrarily selected from
the set of stable systems RH.,, and M, (z) and N,,(z) are derived using coprime

factorization

M,(z) =1—C(zl —A+ LC)™L
N,(z) =D+ C(zl — A+ LC)Y(B — LD)

with the so-called observer gain matrix L.

The relationship of the residual generator (1.2) to the original idea of the model

based residual generator is demonstrated by the fact that

M, (2)y(2) — Ny(2)u(z) = y(2) — 9(2)
where y(z) is an estimation of y(z), delivered by an identity observer.

In this way, the Q € RH,, is defined as the post filter. Moreover, it can be shown

that the dynamics of the residual generator (1.2) is governed by

r(2) = Q@M. (2)(G4(2)d(2) + Gr (2)f (2)) (1.3)

12



1.3.3.2 Fault detection Filter (FDF)

The fault detection filter was proposed by Ding et al.[41] and is summarized here.

Suppose that the following sate space model is used for process description
x(k + 1) = Ax(k) + Bu(k) + E f (k) + Eqd (k) (1.4)
y(k) = Cx(k) + Du(k) + Fef (k) + Fyd (k)
The core of an FDF is a full order state observer of the form
2(k+1) = Ax(k) + Bu(k) + L(y(k) — Cx(k) — Du(k)) (1.5)
Using equation (1.5), the residual vector is defined by
r(k) = Qy(k) — y(k)) = Q(y(k) — Cx(k) — Du(k))
whose dynamics is governed by
e(k+1) = (A—LCO)e(k) + (Ef — LF;)f (k) + (Eg — LFy)d (k)

r(k) = QCe(k) + QFsf (k) + QFqd(k)

The design parameters of the FDF are the observer gain and the matrix Q which is
equivalent to an algebraic post filter. The advantages of using FDF lie in its close

relationship with the state observer and modern control theory.
1.3.3.3 Norm based fault detection

The dynamics of residual signal was given in equation (1.3). As mentioned,

Q € RH,, is a designable post filter. If a post filter Q can be found such that
QMqu =0
QM,G; # 0

then the perfect decoupling of the residual signal from the unknown inputs is

achieved. If such a post filter cannot be found, an optimization is necessary to
13



compromise between sensitivity of residual signals to faults and its robustness to
the disturbance.

Norm based optimization is a widely accepted approach for this problem where

the optimization problem is considered as:

le@ . @6a)],
le@m, 6@,

J = mingpenn,
where n = 2 or co. In other words, the problem is to find Q such that the above
minimization problem is satisfied.

There are different methods to solve this minimization problem [14 ,41, 42]. In
this section, the results of post filter design for discrete time invariant systems
developed by Li et al. [43] is presented, where the post filter that they present

satisfies both co and 2 norm optimization problem.

Consider a discrete time invariant system with the following state space

realization
x(k +1) = Ax(k) + Bu(k) + Bff (k) + Bgd(k)
y(k) = Cx(k) + Du(k) + Dsf (k) + Dgd (k)

where f(k), d(k) and u(k) are fault, disturbance and input signals, respectively.

Matrices A, B, B¢, By, C, D, Df and Dy are of appropriate dimensions. Assume D is

full rank and (C, A) is detectable.

The residual signal is generated using
2k+1)=(A+LyC)x(k) + (B + LyD)u(k) — Lyy(k)
r(k) = R(y(k) — Cx(k) — Du(k))

The post filter Q is found such that it satisfies the optimization problem. Q is

defined as Q = R, /% , and the following conditions hold

14



R;=DsD;" +CP7CT" >0
Lo=—(AP~'CT + ByD;")R,; ™t
APTXAT — P71+ (AP7CT + B4Dy" )Ry " (DyBy" + CP7AT) + B4B," =0

In chapter 3, we extend this norm based fault detection of discrete time invariant

systems to fault detection of discrete time varying systems.
1.4 Outline of thesis

In chapter 2, the norm invariant transformation for a time invariant system with

aperiodic sampler and a time varying system with periodic sampler is presented.

Chapter 3 provides a fault diagnosis approach for discrete time varying systems.
This approach is an extension of a robust fault detection for continuous time
varying systems proposed by Li et al. [6]. An example is given to illustrate the
effectiveness of this approach. Also, an overview of discrete time varying Kalman
filter is given and a fault detection approach using Kalman filter as an observer
for discrete time varying systems is studied. Simulation results are used to
illustrate the proposed method.

Chapter 4 illustrates how to present a network control system with a varying delay
as a discrete time varying system using norm invariant transformation, and how to

implement the fault detection method of chapter 3 for this system.

Chapter 5 is a summary of the thesis and presents possible future research

directions.

15



Chapter 2
Discretization Transformation For

Sample Data System

2.1 Introduction

One of the important properties considered in fault detection of sampled data
systems is periodic sampling which results in a periodic time varying system. It is
reasonable to assume periodic sampling in the conventional implementation of
sampled data systems. However, it is hard to perform periodic sampling in some
applications such as network control systems [4].

A framework was developed in [8] for time invariant sampled data systems with
periodic sampler using norm invariant transformation. In this chapter, we develop
a framework for discretization of sampled data systems which is particularly
useful for fault detection of these systems. A continuous time invariant system
with aperiodic sampler and continuous time varying system with periodic sampler
is considered. By defining norms of sampled systems and the system resulted
from norm invariant transformation, which is a discrete time varying system, it
can be shown that the norms are equivalent. This framework allows us to extend
norm based fault detection methods for discrete time varying systems to sampled

data systems.

The purpose of this chapter is to show that the norms of sampled continuous time
varying system with periodic sampler are equal to the corresponding norms of a

proposed discrete time varying system. Also it is shown that the norms of a

16



sampled LTI system with aperiodic sampler are equal to the corresponding norms
of the resulted discrete time varying system.

The remaining of the chapter is organized as follows: In section 2, the norms of
sampled systems and the norm invariant transformation are defined for discrete
time system with aperiodic sampler. Section 3 provides the norm invariant
transformation formulation for continuous time varying system with periodic
sampler. The step invariant transformation is also presented to compare the results
with norm invariant transformation. Some concluding remarks are presented at
the end.

2.2 Norms of sampled data time invariant system with aperiodic

sampler

Assume that G is a stable and strictly proper continuous time system with p inputs

and m outputs, and

BC]
0

The sampled system SG maps the continuous time signals to discrete time signals.

96 = [

2.2.1 Norm Invariant Transformation

In this section, a norm invariant transformation for time invariant systems with

aperiodic sampler is developed.

The variable sampling rate h; is considered to be a summation of constant known
h and unknown uncertainty (A(i)) as h; = h+ A(i — 1) where 0 < h; < L. The
sampling operator and the hold operator are considered to have a sampling period
h;.

A linear time invariant continuous time system is considered as

g(s) = C.(SI — Ac)_ch

17



where (A, B, C¢, 0) is the state space realization of system G. The norm invariant

transformation of G is denoted as g, with the state space realization

y; (k) = C;(k)x; (k) + D;(k)u, (k)
where

AJ(O) = eAc(hi=ho) A;(k) = eAc(y1—hi)
L T

B;(k)BJ (k) = j Me A<*B.B.Te 4 *MTdr
0

1
CjzﬁCClD] =0

M = eAchogAchogAchy  pAchi
In the following sections we show that H, and H, norm of system g; is

equivalent to the H, and H,, norm of sampled system SG where SG is a time

varying but L periodic system.
2.2.1.1 H, norm of SG

The sampler is considered to be periodic. We define the signal H,-norm of SG as
the total energy of the outputs when impulses are applied in one period to the

input channels, i.e.

ISGIIZ = X2, = (J, ISG8 (t — T)elI3 dr) 1)

where e;, i = 1, ..., p, denote the standard basis vector in RP and §(t) denotes the

unit impulse function. Thus, &(t)e; is an impulse applied to the ith input channel.

The H,-norm of SG is related to the H,-norm of the discrete time varying system

g; as shown in the following lemma.
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Lemma 1. The H, norm of a sampled data system SG with aperiodic sampler is

given by

ISGII3 = [lg,I>

Proof:

From linear control theory, it is known that

GS(t) = C.eAtB1(t) (2.2)

Where 1(t) is the unit step function.

From the above equation, SG&(t — t) with aperiodic sampler is given as
SG5(t — 1) ={0,C.eActho™B,, .., C.e4chi=DB,, ..} (2.3)

Using equations (2.1) and (2.3) we get

p oo
1 1
ZZ ISGS(t — 1)e;l|3 = tr (Z T C.Fe 4B.B." e‘ACTTFTCCT>
i=1 k=1

where
(2.4)
F = eAchogAchi  oAchk

Integrating equation (2.4) results in

P oo
1 [t 1 L
- f z”sca(t—r)eiugdr - tr(chcF( f e=47B BTeA T qr yFT T
0 =1 k=1 0

= tr(z 7 CeN( j e~ATB.B.Te=A Tdr )NTC,")
k=1 0
where

N = eAchogAc(hi=ho) gAchy o Ac(hp—hg—1) g Achk—1
19



A change of variable from (k — 1) to (k) yields

p
1 L
2| Y lseoc - e ar
0 %=1

1 L
= tr(z 7 CeE( f Me=4<*B_B.Te~A"*MTdr YETC,T)
k=0 0
where
E = eAc(hi—ho) ___eAc(hk+1—hk) and M = eAchopgAchogAchy  pAchk

and the following equality can be concluded:

1%
1 L
Zf Znscsa — Dell2 de
0 =1

_ tr(z CyA0Ay .. Ax(B,(K)BT (K))(Agd; .. A)TCT)
k=0

2
=gl (@5)

where g, is a time varying system with the state space realization defined as
x;(k +1) = A;(l)x; (k) + B;(k)u, (k)

yy (k) = G;(k)x; (k) + Dy (k)uy (k)

and A, B; C;and D; are given by

4,(0) = eActh=ho) | 4 (k) = eAclra=hi)

L
B;(k)Bf (k) = f Me=4*B,B,Te A TMT dr
0

M = eAchogAchogAchy  pAchi
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_ 1

¢ ==

Ce, Dy =0

2.2.1.2 H, norm of SG

H,, norm of SG (signal space norm) is defined as follows [7]
ISG oo = supjuy,<1lISGull,

The following lemma is helpful in calculation of ||SG|| .

Lemma 2. The H,, norm of SG is given as

lgsll, = 156l

Proof:

The H,, norm of SG is defined as
ISGllw = sup{llSGlly: llull, = 1}

Since the 2-norm is preserved using norm invariant transformation, using Lemma

1, the above definition can be written as
SGlloo = sup{]lg/|l + llull, = 13 = ||g;]| ,
which proves that the H,, norms of g, and SG are equal.

2.2.2 Norm invariant transformation properties

Lemmas 1 and 2 show that the norm of the sampled system SG is equal to the
norm of the discrete time varying system g;. Since this approach preserves H,
and H,, norms, the discretization method is called norm invariant transformation.
Note that the inputs of the discrete time varying system g, are not related to the

actual inputs of the original continuous time varying system G. Also system g,
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introduces some fictitious inputs which are only used for design and have no

physical meaning.
2.2.3 Step Invariant Transformation

Step invariant transformation for continuous time invariant system with aperiodic

sampler maps the state matrices (A, B, C., D) to (A4, By, C., D) where
Ag(k) = eAetten=hid and B, (k) = [,"+' "% eActdr B,

As can be verified by Lemma 1, matrices A, (k) derived from step invariant
transformation and A;(k) derived from norm invariant transformation are the

same.

2.3. Norms of sampled data time varying system with periodic

sampler
2.3.1. Norm Invariant Transformation

In this section, the concept of H, and H, norms are generalized to define

appropriate norms for time varying sampled data system with periodic sampler.

The sampling rate is a constant h. A linear time varying continuous time system G

is considered where

G(t,t) =C(t)P(t,T)B(7)
and the continuous state transition matrix @ holds the following equality

D(t,t,) = D(t, t)P(ty, t,) (2.6)
The norm invariant transformation of G is denoted by G, with the state space
realization

% (k + 1) = A4;(k)x; (k) + B, (k) (k)
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YJ(k) = C](k)x](k) + D](k)u](k)

where

1
Glle] = —=Cih)

&;[k,m+ 1] = &(kh,mh), k—-1=m

h
B;[m]B] [m] =f ®(h, t)B(t)BT (1)®T(h, 7)dT
0

D,(k) = 0

@, is the state transition matrix for the discrete time varying system G;.We shall
prove that H, and H,, norm of system g, is equivalent to the H, and H,, norm of

sampled system SG where SG is a time varying but h periodic system.
2.3.1.1 H, norm of SG

The sampler is considered to be periodic. We define the H,-norm of SG as the
total energy of the outputs when impulses are applied in one period to the input

channels, i.e.

D
1 h
15613 = ¥ (| IsG8Ce = el e
i=1 "0

where e;,i = 1, ..., p, denote the standard basis vector in RP and §(t) denotes the

unit impulse function. Thus, &(t)e; is an impulse applied to the ith input channel.

The H,-norm of SG is related to the H,-norm of discrete time varying system G,

as shown by the following lemma.

Lemma 3. The H, norm of a SG with aperiodic sampler is given by
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6, = 1SG113

The 2-norm here represents the signal norm.

Proof:

We know that G(t,7) = C.(t)®(t,7)B.(t) . Therefore SG(t,7)6(t — ) with

aperiodic sampler is given as

SG8(t — 1) = {0, C,[R]®(h, T)By(T), ..., Co[kh] D (kh, 1) B, (), ...} 2.7
Then

1 ("
156113 =7 ¥ (| ISGaCe - Desl3 o)

For continuous time system condition (2.6) holds, therefore we have
d(t,7) = O(t,mh)d(mh, 1) (2.8)

which results in
p
1 2
= 1ISGA(E = Deqll3 =
i=1

1h tr(z L(k)®(mh, 7)B,(1)B,T (1)®T (mh, LT (k))
k=1

where L(k) = C.(kh)®(kh, mh)

Therefore integrating both sides results in

14
1 h
. f Y lIsGace — el dr
0 =1

e
_ %tr(; fo L(k)®(mh, 7)B,(7)B.T (t)®T (mh, 7)LT (k)dz )
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1 (he
. f Y lis6a(e - vyeill3 dr
0 %=1
= l::r(i L(k) f h(D(mh 7)B.(0)B,” (t)®T (mh, T)drL” (k))
h & o Y c c Y

A typical discrete time varying system is defined as:
Gall,m] = Calk1P [l m + 1]B,[m] (29)

where

Dylk, ko] = Aglk — 1)A4[k — 2] ... Ag[k,] (2.10)

Therefore defining a discrete time system G; with the state space realization:

y; (k) = C;(k)x; (k) + Dy (k) (k)

where

G1K] = —=C.(kh)

&;[k,m+1] = ®(kh,mh), k—-1=m

h

B;[m]B][m] = j &(mh, 7)B,(7)B." (t)®T (mh, 1)dt 2.11)
0 .

. . 2
results in the conclusion that || G, || = IISGII3.

Now A;[k] needs to be defined. From the definition of &, @[k, k,] =
A;lk — 1]4;[k — 2] ... Aj[k,], we have

@, [k, ko] = Aj[k — 1]@[k — 1, k]
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From equation (2.11), we know that @, [k, k,] = ®(kh, mh), so
®(kh,mh) = A;[k — 1]®((k — 1)h, mh)
which results in

A[k] = @((k + 1)T, mT) (2.12)

2.3.1.2 H, norm of SG
H,, norm of SG (signal space) is defined to be [7]
ISGlleo = supju,<1ISGull,

The following lemma will help in the calculation of [|SG|| .

Lemma 4. The H,, norm of SG is given as
I61l,, = 156l

Proof:

The H,, norm of SG is given as
ISGleo = sup{lISGIl5: [lull, = 1}

Since the 2-norm is preserved using norm invariant transformation, the above

definition can be written as
I1SGlleo = sup{]|Gy| : lull, = 13 = |G,
So it is concluded that H,, norm of SG is equivalent to the H,, norm of G;.

2.3.2 Norm invariant transformation properties

Lemmas 3 and 4 show that the norm of the sampled system SG is equal to the
norm of the resulting discrete time varying system G, introduced in the previous
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section. Since this approach preserves H, and H, norms, the discretization
method is a norm invariant transformation. Same as in Section 2.2.2., it should be
noted that the inputs of the discrete time varying system G, are not related to the
actual inputs of the original continuous time varying system G and system G,

introduces some inputs which are used solely for the design purposes.
2.3.3 Step invariant transformation for time varying system

Step invariant transformation for time varying system with periodic sampler is

derived in this section.

For a time varying system
x(t) = A(t)x(t) + B(t)u(t)
y(t) = C(OX(t) + D(¢),

the state is calculated as

x(t) = o(t, t,)x(t,) + ftCD(t, T)B(t)u(r)dr

to

For a piece wise constant input, u(t) = ul[k], kT <t < (k+ 1)T, x(t)can be
calculatedatt = kT and t = (k + 1)T as

kT

x[k] = x(kT) = ®(kT, t,)x(t,) + ft O O (kT,7)B(t)d7 ulk] 213
xlk + 1] =x((k + 1)T)
(k+1)T
= ®((k + DT, t,)x(t,) + f ®((k + DT, 0)B(t)drulk] (2.14)

From linear control theory, we know that the following condition holds for a

continuous time varying system
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(D(t, to) = q)(tl tl)cb(tll to)
which results in

®((k + DT, ¢t,) = ®((k + 1)T, kT)P(kT, t,) (2.15)

Substituting ®((k + 1T, t,) from (2.15) in equation (2.14) results in

x[k + 1] = ®((k + 1)T, kT)(D(KT, t,)x(t,) + ft(o"“)T kT, 7)B(v)dr ulk])
= ®((k + DT, kT) (P (KT, t,)x(t,) +

[ oT, DB@drulk] + fi " kT, D)B()dr ulk])

= ®((k + T, kT) (P (KT, t,)x(t,) +

KT (k+1)T
f ®(kT,t)B(t)dt ulk]) + f ®((k + DT, 7)B(r)dt ulk] (2.16)
t

[ KT

Now, Substituting (2.13) in (2.16) yields

(k+1)T
x[k + 1] = ®((k + 1)T, kT)x[k] + f &((k + 1T, v)B(v)dr u[k]
kT

which is state space representation for a discrete time varying system where

xlk + 1] = Aylk]x[k] + Bylk]u[k]

Aglk] = ®((k + 1T, kT)

(k+1D)T
B [k] = fk o((k + )T, 1)B(1)dr (2.17)
T

Using Lemma 3, one can conclude that matrices A, (k) derived from step
invariant transformation and A; (k) derived from norm invariant transformation

are the same.
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2. 4 Conclusion

In this chapter, a norm invariant transformation was presented for time varying
sample data system with periodic sampler, for which the resulting time varying
discrete time system has the same H, and H,, norm as the original sampled data
system. Using this norm invariant transformation, fault detection methods for
discrete time varying systems can be applied to continuous time systems, which
are computationally simpler than fault detection methods for continuous time

varying systems.

A norm invariant transformation was also introduced for time invariant sample
data system with aperiodic sampler, and it was proved that the resulting time
varying discrete time system presents the same H, and H,, norm as the original
time invariant sampled data system. Since there are limited numbers of fault
detection approaches for sampled data systems with aperiodic samplers, the
presented transformation in this chapter is useful to transform such systems to a
discrete time varying system with the same norms and use fault detection

approache available for time varying systems.
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Chapter 3
Fault detection approach for discrete

time varying systems

3.1 Introduction

In the event of faults in actuators, sensors or controllers, a feedback control design
for a system may result in instability or unsatisfactory performance. In order to
maintain the performance of system, fault should be promptly detected so that

appropriate remedies can be applied.

Observer based fault detection has attracted a lot of attention in the past two
decades [12]. The core of observer based fault detection is generation of residual

signals which are sensitive to faults and robust to unknown inputs.

In contrast to existing results for fault detection of time invariant systems, there
are a few results on fault detection of linear time varying systems. Li and Zhou
developed an observer based fault detection approach for continuous time varying
systems [6]. Several multi objective fault detection problems were given for time
varying systems in time domain. The optimal solutions had a simple structure in
an observer form by solving a standard differential Riccati equation. The
objective of this chapter is to extend their approach to discrete time varying
systems. It should be noted that Zhong et al [12], provided a similar fault
detection filter for discrete time varying systems, but the approach to the

derivation is different here.
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Also, considering the time varying properties of Kalman filter we investigate the
possible application of Kalman filter as an observer for fault detection of discrete

time varying systems.

The remaining of the chapter is organized as follows: In section 2, the fault
detection method for discrete time varying systems is presented and a simulation
example is provided. Section 3 provides formulation of the Kalman filter along
with a residual generator for discrete time varying systems [5] followed by an
example to illustrate the results of fault detection using Kalman filter. The

concluding remarks are given at the end.
3.2 Residual generator for discrete time varying system

Consider a discrete time varying system G with disturbance and possible faults of

the following state space realization

x(k + 1) = A(k)x(k) + B(k)u(k) + By(k)d (k) + Bs(k)f (k) (3.1)
y(k) = CU)x (k) + Dg(k)d(k) + Dy (k) f (k)

where y(k) is the vector of the plant outputs, u(k) the vector of control signals,
d(k) the vector of unknown inputs and f(k) the vector of the faults to be
detected.

For all coefficient matrices in the above state space realization, the following

assumptions are made.
Assumption 1. (C(k), A(k)) is detectable;

Assumption 2. D, (k) has full rank
3.2.1 Definitions and preliminary results

Some definitions and lemmas are given in this section to develop the theorem for

fault detection of discrete time varying system.
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Definition 1. The adjoint of system G is denoted by G. The adjoint system is a
linear system that has the property (Gu, y) = {(u, Gy). For system G with the state
space realization given by (3.1), non-causal realization of the adjoint system G is

[12]:

AR) =ATA(k+1) + CTu(k + 1) (3.2)
y,(k) = BTA(k) + DTu(k)
A causal realization of the adjoint system is:

Ak +1)=ATAKk) —ATCTu(k + 1) (3.3
yi(k +1) = BTATA(k) + (DT — BTATCT)u(k)

Definition 2. System G is co-isometric between two Hilbert spaces, if and only if
GG =1.

Definition 3. For a linear system G, its H,, norm (in £, ) is defined as

1G]l = sup Hﬂh_sm) lGull,
o = AT T TRATE
42 ull, 52 lull,
Definiton 4. For a linear system G, its H, norm is the expected root mean square
value of the output when the input is a realization of a unit variance white noise

process. The 2- norm of G is defined by [12]

16ll2p0r = (B B0y @y @) (34)

Definition 5. For a linear system G, its H_ index is defined as

llGull,

G||- = inf, _—
” ” u€eL, ”u”2

H_norm is a good measurement for a system’s smallest gain.
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Lemmal. Let A:y -z and B:w -y be two systems with appropriate

dimensions, where w, y and z are signals in £, [0, o), then

IABle < l|AllcolIBlloo

I1ABIl; < Al Bl

IABI- < llAllIBII- (3.5)

Definition 6. Let G be a finite dimensional linear time varying system. G admits a
exponentially stable proper left coprime factorization if there exist exponentially
stable finite dimensional linear time varying systems M, N, X and Y such that
G=M"1Nand XN +YM = I. Here, (N, M) is called the coprime pair of system
G.

Lemma 2. Let G be a linear time varying system and assume (C(k),A(k)) is
detectable. If L(t) is a matrix function with appropriate dimensions such that
system x(k + 1) = [A(k) + L(k)C(k)]x(k) is exponentially stable [6], then G

admits a left coprime factorization pair (N, M) with a realization for system N
x(k+1) =[A(k) + L(k)C(k)]x(k) + [B(k) + L(k)D(k)]w(k)

y(k) = C(k)x(k) + D(k)w(k)

and a realization for M
x(k+1) =[A(k) + L(k)C(k)]x(k) + L(k)w(k)
y(k) = C(k)x(k) + w(k)

3.2.2 Problem formulation

The state space realization given above can be written as

u
y=1[G. Ga Gyl H
f
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Since (C(t), A(t)) is detectable, system G has the following coprime factorization
G=M"TN=MT"N, Ng Nf]

To decouple the residual signal from the input signal completely, the fault

detection filter has the following form:

r=QMy—Nyu) =Q[M —Ny] [Z]

where N, and M are linear systems with appropriate dimensions given in the

coprime factorization and Q is a linear bounded system to be designed.

In general, a good fault detection filter must make a tradeoff between robustness
to disturbance rejection and sensitivity to faults. Therefore, the next step is to
design a system Q such that the residual signal r(t) meets the mentioned
property. We need to choose certain performance criteria so that the fault
detection filter has satisfactory fault detection sensitivity and guaranteed

disturbance rejection effect.

Gy and G, are the system from fault signal and disturbance signal to residual,
respectively. If f(t) is modeled as unknown energy or power bounded signals
then ||G,¢||_is a reasonable performance criterion for measuring fault detection
sensitivity. If d(t) is modeled as unknown energy or power bounded signals,
then H,, is a widely accepted worst case measure and ||G,-41|» IS @ good indicator
of disturbance rejection performance. If d(t) and/or f(t) are white noise, the H,

norms of G,r and G,.4 are more suitable criteria.

Based on the definitions of norm, the following three fault detection filter design

can be formulated:

H_ /I For the uncertain system described above, a linear bounded system Q is

to be found such that ||QN,ll. < B and ||QN;|| _ is maximized where g is a given

disturbance rejection level.
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H, /I . For the uncertain system described above, a linear bounded system Q is

to be found such that [|QN,lle < B and [[@Ny||, is maximized where 3 is a given

disturbance rejection level.

H,/H . For the uncertain system described above, a linear bounded system Q is

to be found such that [|QNylle < 8 and [[QNf|| is maximized where 8 is a given

disturbance rejection level.

Lemma 3. Suppose G is a state space system, if there exists a bounded matrix
P(t) satisfying

I =D(k)D" (k) — D(k)BT (k)A~T (k)CT (k) )
{ D(k)BT(K)AT(k)P~1 (k) + C(k) =0 (1D (3.6)
AP Y (K)AT(K) + B(K)BT (k) — P~ Y (k+1) =0 (1)

Then G is co-isometric.
Proof.

If we define system G as:
x(k+1) = A(k)x(k) + B(k)y, (k) (3.7)
y(k) = C(k)x(k) + D(k)y, (k)
The adjoint system G is given by
AR =(k+DAk+1) +CT(k+ Du(k +1) (3.8)
y1(k) = BT (k)A(k) + D" (k)u(k)
and a causal realization of the adjoint system is
Ak +1) = AT(k + DAk) — A T(k + 1)CT (k + Du(k + 1) (3.9)

yi(k+1)=BT(k+ DA TT(k+ DAKk) +

(DT(k + 1) — BT(k + DA (k + 1CT (k + 1D)uk + 1)
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The state space representation for GG is

AT (k + 1) 0

Xalk+ D =gk + )BTk + 1AW Ak +1)

Xq (k) +

—AT()CT (k)
B(k + 1)(DT (k + 1) — BT (k + DA™ (k)CT (k)1 ¥

y(k+1)=[Dk+1DBT(k+ DA T(k+1) Clk+ 1)]X, (k) +
D(k+1)(DT(k+1)—BT(k+ DA T(k+ DCT(k + D)u(k + 1)
(3.10)

By introducing A(k) = P(k + 1)x(k + 1), we get

yk+1) =Dk +DBTk+ DA Tk + 1P+ 1)+ Clk+D)x(k+ 1) +
Dk+1)(DT(k+1)—BT(k+ DA T(k+ DCT(k + D)u(k + 1)

(3.12)

In order to satisfy the co-isometric condition; u(k + 1) = y(k + 1), the following

conditions needs to be satisfied:

{1 =Dk +1)DT(k+1) —D(k +1)BT(k + DA (k + 1)CT(k + 1)
Dk+1DBT(k+ DA T(k+1DPk+1)+Ck+1)=0

(3.12)
Substituting equation (3.7) in (3.12) results in
Ak +1) = P(k + Dx(k + 2)
= P(k + DA(k + Dx(k + 1) + P(k + 1)B(k + 1)y, (k + 1)
(3.13)

From the causal realization of the adjoint system given in equation (3.9), we have:

AMk+1) =ATk+DAKk) —AT(k+ 1DCT(k + Du(k + 1)
=ATk+DAk)—A Tk +1DCT(k+ Dy(k+1)
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=ATk+DAk) —A Tk +DCT(k+1).(Clk + Dx(k +1) +
D(k+ 1Dy, (k + 1))
=(ATUk+DPh+1D)—AT(k+1DCT(k+1)Ck+1)x(k+ 1)

—AT(k+1DCT(k+ DDk + Dy, (k + 1)
(3.14)

From the equality of (3.13) and (3.14) one can conclude the followings:
P(k+2)Atk+Dx(k+1)+P(k+2)Bk+ Dy, (k+1) =

(A Tk +DP(k+1)—AT(k+ 1DCT(k+ 1)Ck + 1))x(k + 1) —
AT(k+ 1DCT(k+ DDk + Dy, (k+ 1)
(3.15)
(AT(k+ 1Pk +1) —AT(k+ 1)CT(k+ DC(k + 1) — P(k + 2)A(k + 1))
X(k+1D)=Pk+2)Bk+1D)+AT(k+1)CT(k+ 1Dk + 1)y, (k+1)
(3.16)
On the other hand, using (3.9) we have

yi(k+1)=BT(k+ DA TT(k + DA(k) +
(DT (k+1) =BT (k + DA (k + DCT (k + 1)u(k + 1)

(3.17)
Therefore
yi(k+1)=[I-=(DT(k+1) = BT(k + DATT(k + 1)CT(k + 1))D(k
+ 1] [BT(k + DA (k + DP(k + 1)
+(DT(k+1) = BT(k + DA (k+ 1)CT(k + 1))C(k
+ D]xk + 1)
(3.18)

s.t. 1= (DT(k+1) —BT(k+ DA (k + 1)CT(k + 1))D(k + 1) is invertible.
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Now, define

M=BT(k+ DA T(k+1DP(k+1)+
(DT(k+1) = BT(k + DA (k+ 1)CT(k + 1))C(k + 1)

The second condition in (3.12) is

D(k+1BT(k+ DA T(k+1DPk+1D)+Ck+1)=0 (3.19)

Multiplying both sides of the equation by (DT(k + 1) — BT(k + 1A T (k +
DCT(k + 1)) results in the following:

(DT(k+1) = BT(k+ DAT(k + 1)CT(k + 1))D(k + 1)BT (k + 1)
ATk +1)P(k+1)+(DT(k+1) = BT(k+ DATT(k + 1)CT(k + 1))

C(k+1)=0

(3.20)

Using equation (3.20), M is simplified as

M=BT(k+ DA T(k+1Pk+1)—DT(k+1)—BT(k+ 1A T(k+1)
CT(k+1)D(k+ 1DBT(k+ DA T(k+ DP(k+ 1)
=[I-(DT(k+1) =BTk + DAT(k + 1)CT(k + 1))D(k + 1|BT(k + 1)

A Tk+1DPk+1)
(3.21)
Using the above equality in equation (3.18), results in
yi(k+1)=BT(k+ DA T(k+ 1Pk + Dx(k+ 1) (3.22)

By substituting (3.22) in (3.16) we get

38



ATk+DPk+1D)—AT(k+1DCT(k+1)C(k+1)—P(k+ 1Ak + 1))
=(P(k+2)Bk+1)+AT(k+1)CT(k+1)D(k + 1))BT (k
+1D.ATk+1)P(k+1)

(3.23)
Using the second condition of equation (3.12)
Dk+1DBT(k+ DA T(k+1DPk+1)+Ck+1) =0,
equation (3.23) becomes

ATk+DPk+1)—Pk+ DAk +1) =
P(k+2)B(k+ 1DBT(k+ DA T(k+1)P(k+1)

So in order for a system to be co-isometric the following conditions should hold:

I =D(k)D" (k) — D(k)BT (k)A~T (k)CT (k) )
{D(k)BT(k)AT(k)Pl(k) +Ck) =0 )
A(R)P~Y(K)AT(k) + B(k)BT (k) — P Y (k+1) =0 (IID)

Now, the co-isometric conditions for linear time varying discrete time system is
available. The follwing Observer is introduced in order to find the optimal filter

for residual generation.

Theorem 1.

For the linear time varying system G, an optimal filter for all H_/H,, H,/H
and H,,/H . problems is the following filter [6]:

2(k +1) = (A(k) + Lo(k)C (k)2 (k) + (B (k) + Lo(k)D (k))u(k) — Loy (k)
r(k) = BRy*(y(k) — C2(k) — Du(k))
(3.24)

where

R4 (k) = Dy(k)Dy" (k) + C(K)P~*(k)CT (k) > 0
39



Lo(k) = —=(AGIP(k)CT (k) + By (k)Dy" (k))Rq ™ (k)

(3.25)

and P (k) is the solution of the following algebraic Riccati equation:
AP (R)AT (k) = P (k + 1) + (AGIP~(k)CT (k) + B4 (k)D," (k).
Ra™ (k) (Da()B4" (k) + CUOP~ (K)AT (k) + B4 (k)B," (k) = 0

(3.26)

Proof.

Since N; admits the following spectral factorization
NyN,~ =VV~,

By multiplying both sides of the above equation by Q we have
(@Na)(QNa)™ = (@V)(QV)~
IOVl = [I@Nallw and [|QV Il = [[@Nyll,

As mentioned before the goal is to find a linear bounded system Q such that
IQNzlleo < B and ||QNf||2 is maximized. Using the above equality, [[QN,|l < S

and lemma 1, we have
[ON:IL, = [lQvV=Ne [, < NQVIloo| [V N ||, = llQNalleo [V N,
< BV,

The equality is also true for H,, and H_ norms. So now we have to find a Q such
that the above equality is satisfied. When QV = BI, that is, Q = V1, the

conditions are satisfied and filter is optimal.
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Now the problem narrows down to finding the conditions which need to be

satisfied in order for N, to admit spectral factorization.
Using Left Co-prime factorization, linear system N, is introduced as:
x3(k + 1) = (A(k) + L(k)C(k))x5(k) + (Bg(k) + L(k)Dgy(k))d (k)
y3(k) = C(k)x3(k) + Da(k)d(k)
(3.27)
If state space realization of V=1 is given as
q(k +1) = (A(k) + Lo(k)C(k))q(k) + (Lo(k) — L(k))y (k)

u(k) = Ry 2(C(k)q(k) +y(k))
By defining a new state x(k) = x3(k) + q(k), state realization for V™IN, is

given as:
x(k +1) = (A(k) + Lo(k)C(k))x(k) + (By(k) + L(k)Dg(k))d (k)

1
r(k) = Rq 2(k)(C(k)x (k) + Dq(k)d (k))
(3.28)
Now the problem comes down to finding the observer gains. In order for V-1N,

to be co-isometric, conditions (3.26) should hold. From conditions (I) and (I1) we

have
[=Dk+1DT(k+1)+Ck+DP Y (k+1)CT(k+1)
Substituting D and C of the system V~1N, given in equation (3.28), we have
1 T
I =R, 2(k+1)Ds(k + )D; " (k + 1R, z(k + 1) +
T
R,72C(k + 1P~ (k + 1)CT(k + 1R, z2(k + 1)

Therefore
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Rq(k) = Dg(k)Dy" (k) + C(k)P~ (K)CT (k).

From condition (I1) we get

Rd‘i(k)pd(k)(Bd (k) + Lo(k)Dg (k) (A(K) + Lo(K)C(k))TP(k) +
Ry “2(k)C(K) = 0
Da(k)(By" (k) + Dg" (K)Lo" (k) = —=C (k)P (k) (A" (k) + CT(k)Lo" (k)
Lo(k) = —=(AU)P™ (k)CT (k) + B4(k)Dg" (k))Rq ™" (k)
From condition (111) we have

(A(k) + Lo(k)C (k)P (k) (AK) + Lo(K)C (k)T (k) + (By (k) +

Lo(k)Dg(k))(Ba(k) + Lo(k)Dg (k)" (k) = P~*(k + 1) = 0

(A(k) + Lo(k)C(k)) P~ (k) AT (k) + (A(K) + Lo (k)C(K))P~L(k)CT (k)L," (k)

+( B (k) + Lo(k)Dg(K)) By" (k) + (Ba(k) + Lo(K)Dg(k))Dg" (k)Lo" (k) —
P (k+1)=0

(A(k) + Lo (K)C(K))P~ (K)AT (k) + (B (k) + Lo(k)Dy(k))B," (k) +

{A(K)P=L(K)CT (k) + Lo(k)C(k)P~1(k)CT (k) + B4 (k)Dy" (k)

+Lo(k)Dg(K)Dg" (k)}Lo" (k) = P~ (k +1) = 0

{A(R)P2(k)AT (k) + By (k)By" (K)+Lo (k) (C(k)P~L(K)AT (k) +

Dy(k)By" (K)} + {A(K)P~1(k)CT (k) + B4(k)Dy" (k) +

Lo (k) (CUOPT(ICT (k) + Dy (k)Dg" (k) 3o (k) — P71 (k +1) = 0

From conditions (I) and (I1) and the definition of R;(k) the following algebric

Riccati equation is concluded:

42



AP~ (kAT (k) — P~ (k + 1) + (A(k)P-l(k)cT(k) + B, (k)DdT(k)).

Ra™ (k) (Da(k)By" (k) + CU)P~ (AT (k) ) + By (k)B4 (k) = 0

This proves that Theorem 1 provides us with the residual generator for discrete

time varying systems.
3.2.3 FD for the system under norm invariant transformation

In Chapter 2, it was illustrated how to obtain a linear discrete time varying
equivalent models of aperiodic time invariant sampled data system and periodic
time varying sampled data system using norm invariant transformation. In this
chapter, a fault detection (FD) method was introduced for the resulting linear

discrete time varying systems.

In general, the information about the input to the system is known but there is no
knowledge about the disturbance and fault in the system. In norm invariant
transformation, it is not required to have any information about the input. Hence,
in a sampled data system, one can use norm invariant transformation to find the
input matrices, B4 and B¢, and use the proposed step invariant transformation to
find B. After the discretization using step and norm invariant transformation, the
fault detection scheme for discrete time varying systems illustrated in the previous

section, can be applied to the system.

For time invariant system with aperiodic sampler, using step and norm invariant

transformation, the corresponding system matrices are as follows:
A(k) = eAc(hk+1_hk)

hi+1—hg

B(k) = f e4<? dt B,
0

1
C=%C.D=0
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L
By (k)Bf (k) = f Me_ACTBC_fBC_fTe_ACTTMTdeT
0

L
By (k)BI (k) = f Me‘ACTBC_dBC_dTe‘ACTTMTdT
0

M = eAchogAcho | eAchk 0 < h, <L

(3.29)
where B, ¢, B. 4 and B, are known matrices in continuous time. B, (k) and B, (k)

can be found using Cholesky factorization.

For time varying system with periodic sampler, using step and norm invariant
transformation, the corresponding matrices are:

A[k] = ®((k + 1T, kT)
(k+1)T
Blk] = j ®((k+ 1T, 7)B.(1)dt
kT
h
BalmIBgIm] = | ®(mh 0B (Do @ (b, ) dr

0

h
Be[m]Bf [m] = f ®(mh,7)B, (7)B. ;T ()®T(mh, 1) dT
0

Calk] = % C.(kh)

(3.30)

where B, ¢, B, 4 and B, are known matrices in continuous time. B¢ (k) and B, (k)

can be found using Cholesky factorization.

Having the above system descriptions from Chapter 2, one can use the fault
detection method of Section 3.1 to identify the system faults.
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3.2.4. Simulation

To illustrate the effectiveness of the proposed fault detection scheme for discrete
time varying systems along with the norm invariant transformation, an example is
given in this section. A time invariant system sample data system with aperiodic
sampler with the following state space realization is considered:

x(k + 1) = Ax(k) + Bu(k) + Epf (k) + Eqd (k)

y(k) = Cx(k) + Du(kt) + Fsf (k) + Fyd (k)

where
A= [_0601 —0905]’311 = [:8:1 2]
B = B] D=0

B =[1] ¢=l0001 o]

Assume that the noise d(t) and the fault f(t) are of the following forms,

respectively,

1 50<k<100
f(t) =4{-1 200< k<250
0 otherwise
10
d =y

while the input u(t) is considered to be zero. The aperiodic sampling intervals
are generated randomly in MATLAB. A vector of 20 different sampling instants
was considered where the values changed between 0 to 1 and for each instant of

time, a value was randomly chosen from this vector.

For the H_/H o, H,/H, and H,, /H, problems with § = 1 ,the fault detection

filter gain Ly (k) is shown in Figure 3.1. Figure 3.2 shows the residual signal.
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Figure3.1: Fault detection filter gain Ly (k).

Residual Signal
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Figure 3.2: Residual signal

As can be seen from Figure 3.2, the residual signal is nonzero with relatively large
amplitude for the instants where fault is present.
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3.3 Application of Kalman filter in Fault Detection

In the past decades, considerable efforts have been devoted to study of the
filtering problem of dynamic systems [24-27]. The Kalman filtering, which
addresses the minimization of filtering error covariance, has proven to be the most

representative one among varieties of filters and widely investigated [28].

Kalman filter is a set of mathematical equations that provides an efficient
computational means to estimate the state of a process, in a way that minimizes
the mean of the squared error. The filter is very powerful in several aspects: it
supports estimation of past, present and even future states and it can do so even
when the precise nature of the modeled system is unknown. But more
importantly, Kalman filter formulation is available for estimating the states of a

discrete time varying systems.

In this section, Kalman filter is used as an observer for fault detection of discrete
time varying systems. First the formulation of discrete time varying Kalman filter

is given and then its use in fault detection is discussed.

3.3.1 Discrete time varying Kalman filter

Suppose we have a linear discrete time varying system given as follows [28]:
x(k) =F(k—Dx(k—1)+G6k—Dutk—1)+w(k—-1)

y(k) = H(k)x(k) + v(k) (3.31)

The noise processes {w(k)} and {v(k)} are white, zero-mean, uncorrelated, and

have known covariance matrices Q (k) and R (k) repectively:
w(k) ~ (0,Q(k))
v(k) ~ (0,R(k))

Elw(w" (k)] = Q(k) 8-
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E[v(k)v" (k)] = R(k)&—;
Ew(k)vT (k)] =0

where J,_; is the Kronecker delta function. The goal is to estimate the state x (k)
based on our knowledge of the system dynamics and the availability of the noisy
measurements {y(k)}. The amount of the information that is available for state

estimation varies depending on the particular problem that is being solved.

The term P (k) is used to denote the covariance of the estimation error. P~ (k) and
P*(k) denote the covariance of the estimation error £~ (k) and z* (k) ,
repectively. (k) and £~ (k) are both estimates of x(k). However, 2~ (k) is the
estimate of x(k) before the measurement y(k) is taken into account, and £* (k) is

the estimate of x (k) after the measurement y (k) is taken into account.
The discrete time Kalman filter is summarized the following algorithm:

1- The Kalman filter is initialized as follows:
£+(0) = E(x(0))
P*(0) = E[(x(0) — 2*(0))(x(0) — 2*(0))']

2- The Kalman filter is given by the following equations for each time step:
P=(k) = F(k — 1)P*(k — DFT(k — 1) + Q(k — 1)
K(k) = P~ (k)HT (k)(H(k)P~(k)HT (k) + R(k))_l = P*(k)HT (k)R (k)
(k) = F(k — D2*(k — 1) + G(k — Du(k — 1)
£t (k) = 27 (k) + K(k)(y(k) — H(k)z~ (k))

P*(k) = (I - K(k)H(K))P~(k)(I — K(k)H(k))T + K(K)R()KT (k)
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— [(P-(k))‘1 + HT(k)R‘l(k)H(k)]_l = (I — K(k)H (k))P~ (k)

The first expression for P* (k) can be shown to be more stable and robust than the
third expression. The first expression guarantees that P*(k) will always be

symmetric positive definite, as long as P~ (k) is symmetric positive definite [28].

It should be noted that the optimal Kalman filter is a well known application
example of H, norm, in which the H, norm of the transfer function matrix from

the noise to the estimation error is minimized [41].
3.3.2 Discrete time varying Kalman filter fault detection approach

As discussed earlier in chapter 1, if we have a system with the state space

realization
x(k + 1) = A(k)x(k) + Bu(k) + Er (k) f (k) + Eq(k)d (k)
y(k) = C(k)x(k) + D(k)u(k) + Fr(k)f (k) + Fq(k)d (k)
The residual vector is defined by

r(k) = (y(k) = y(k) = (y(k) — Cx(k) — Du(k)) (3.32)

where the post filter is considered to be an ldentity matrix.

In order to find X(k) an observer is required, which in this case we present to use
Kalman filter. Using the discrete time varying equations of Kalman filter given in
the previous section where the disturbance is considered to be white noise, x(k) is
found and using equation (3.32), the residual signal is generated resulting in the
detection of the fault. The following simulation illustrates this application of

Kalman filter.
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3.3.3 Simulation

Consider the following linear discrete time varying system with the state space

realization [12]
x(k +1) = A(k)x(k) + B, (k)u(k) + By (k)d (k) + Br(k)f (k)

y(k) = C(k)x(k) + Dy (Fyu(k) + Da(k)d (k) + fr (k) f (k)

where
k

02¢ 10 0.6 0 1.3

A(k)= 0 05 0 ) Bd(k)= 05k
0 0 07 0.9

0.7
Bf(k)=[0.4] , C(k) =[-05 1.5 0]

0.5

Da(k) =05 , Dp(k) = 0.5

Assume that the input u(k) and the noise d(k) are of the following forms,

respectively,
u(k) =0
d (k) =white noise

and the fault f (k) is shown in Figure 3.6.
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Figure 3.7: Residual signal for discrete time varying Kalman filter FDF
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Figure 3.8: Residual signal using Moving Average

The residual signal is shown in Figure 3.7. In order to analyze the results, moving
average of the residual signal has been taken and shown in Figure 3.8 which

clearly indicates the presence of the fault at 20s < k < 30s.
3.4 Conclusion

A fault detection method was extended to use for discrete time varying systems.
In comparison to applying a fault detection method to a continuous time varying
method, our approach has easier computations which all are algebraic. In chapter
2, it was shown that using norm invariant transformation for time varying sample
data system with periodic sampler or time invariant sample data system with
aperiodic sampler, will result in a discrete time varying system where the norms
of the two systems are equivalent. In this chapter, a simulation example was used
to demonstrate the effectiveness of using norm invariant transformation and the
proposed fault detection method for discrete time varying systems, to detect the

system faults.

The Kalman filter formulation for discrete time varying systems was reviewed

and its application for fault detection was investigated. A simulation example was
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used to illustrate the use of Kalman filter in fault detection of discrete time

varying systems.
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Chapter 4
Fault detection For Systems With
Network Induced Delay

4.1 Introduction

Network control systems (NCS) are feedback control systems wherein the control
loops are closed via real time networks and are comprised of a large amount of
actuators, sensors and controllers which are equipped with network
interfaces.This new type of information transmission reduces system wiring, eases
maintenance and diagnosis, and increases system agility, which make NCS a

promising structure for control systems.

Despite the enormous advantages of NCS, the introduction of networks also
brings some new problems and challenges, such as network-induced delay, packet
dropout, network scheduling and quantization problems. While NCS offers
obvious benefits, the mentioned challenges increases vulnerability of the control
system. The issues of safety and fault tolerance becomes more stringent in this
case. Indeed, faults in one part of the system can propagate through and affect the
other parts even in remote locations. In order to maintain performance of control
systems, faults should be promptly detected and identified so that appropriate
remedies can be applied. The problem of fault detection and isolation has been
widely studied in the past decades and numerous design methods are available in
the literature [1,2,3]. However, there is limited number of contributions about
fault detection of NCS with networked induced time delay. Considering unknown
time delay of less than one sampling period, a threshold was used to enhance

robustness of fault detection to the delay [4] and an adaptive fault diagnosis
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method after the signature matrix of delay was used [5]. In [6], a network induced
delay of greater than one sampling time was considered and transformed to a
polytopic uncertainty.

In the development of fault detection for networked control systems, one of the
important properties considered is periodic sampling. However, in network
control systems resources for measurement are restricted and hence the sampling
operation tends to be aperiodic and uncertain [4]. In view of the widespread use of
such types of system, it is important to study the fault diagnosis of NCS for
varying sampling intervals.

In chapter 2, a framework was developed for sampled data systems with periodic
sampler using norm invariant transformation. In this chapter we develop a general
framework for sampled data fault detection for a NCS with aperiodic sampler
which offers a convenient tool for both design and analysis. By defining norms of
sampled system and the system resulted from norm invariant transformation, this
framework allows us to extend norm based method of discrete time varying fault
detection to network control systems. Using the fault detection scheme proposed
for discrete time varying systems in chapter 3, fault detection of network control
systems with aperiodic sampler is achieved.

The remaining of the chapter is organized as follows: Section 2 describes the NCS
model with time varying delay. In section 3, simulation results are presented to
illustrate the efficiency of using the NCS model along with the fault detection

method presented in chapter 3. Concluding remarks are provided in section 4.
4.2 NCS Model

NCS is assumed to be composed of a plant, an actuator, a sensor and a remote
control station connected to the sensor and actuator through the network as shown

in Figure 4.1 taken from [6].
Dynamics of the plant are given by

x(t) = Acx(t) + Bou(t) + Bad(t) + Bef (t)
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y() = Cex(t) + Dad(t) + Drf (t) (4.1)

actuator plant sensor

A 4

A 4

t controller

Figure 4.1: NCS Structure

Where x(t), u(t),d(t), f(t) are the plant’s state, input, disturbance and fault,

respectively. Matrices A, B, B4, Br, C., Dy and Dy are of appropriate dimensions.

Suppose the sensor is clock driven, the actuator is clock driven and the sampling
period is h,. There is a sensor to controller delay 7, therefore the controller
receives y(k) at time instant h;, + 7, and there is a controller to actuator delay
714,50 the actuator receives the signal u(k) at time instant hj, + t3¢ + t%, and is
kept unchanged by the zero order hold until the next control signal u(k + 1)

arrives [39];
u(t) = uk), t € [h+ 1" + 7" Mieyr + TSy + Tida ] (4.2)

If there is no packet dropout and the control law is fixed, the sensor to controller
delay and the controller to actuator delay can be lumped together as 7, =3+ 3.
The delay is presented as 7, = lh + ¢, where [ is a known constant integer and

&, 1s unknown but bounded by 0 < g, < h..

Using the norm invariant transformation discussed in chapter 2, the following
discrete time varying model can be derived

x(k +1) = Ag(k)x(k) + Ty*(K)ulk — ) +
I (ulk — 1 — 1) + Wy(k)d (k) + W (k) f (k)

y(k) = Cq(k)x (k) + Va(k)d (k) + Ve (k) f (k)
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where

Ad(k) = eAc(hrs1—hi)

hg+1—hg—¢k
L =( eATdT)B,
0
hk+1—hg
I (k) = ( e’<Td7)B,
hig+1—hik—¢k
M = eAchogAcho | Ak | 0 < h, <L

L
Wf(k)WfT(k) =] Me_ACTBfoTe_ACTTMTdT
0

L
W,(k)WT (k) = f Me=4<*B,B,Te~A TMTdr
0

1
Cd =ECC

To overcome the effect of networked induced delay, the system is augmented as
x(k+1) = Ag()x(k) + TE (k)u(k — 1) + Wy(k)d (k) + W, (k) f (k)
y(k) = Cq()x (k) + V(k)d(k) + Vr (k) f (k) (4.3)
where

Wa(k) = [ (k) Wa()],d(k) = [u(kd_(llo_ 1)]

V() =0 Va(k)]

The fault detection approach introduced in chapter 3 along with the model of NCS

given in (4.3) is used for fault detection of network control system with network
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induced delay. In general, fault detection filter must make a tradeoff between two
objectives: robustness to disturbance rejection and sensitivity to faults. The
objective here is to make the FD filter robust to the newly defined disturbance

signal d (k) and also sensitive to the fault.
4.3 Simulation

We shall illustrate the fault detection filter design for the proposed NCS model
with a simple time invariant network control system, sampled with aperiodic

sampler.

Consider the time invariant network system with the following state space

realization:
x(t) = Acx(t) + Bou(t) + Bad(t) + Bef (¢)

y(t) = Cex(t) + Dad(t) + Drf (1)

where

2:=[76" oosl v Be=[Cor
=[] . oimn

Bf:[(1) ,  C,=1[0.001 0]

Assume that the noise d(t) and the fault f(t) are of the following forms,

respectively,

1 10<k<30
ft)=4{-1 50< k<60
0 Otherwise

d= [o(.)z]
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while the input u(k) is shown in Figure 4.2. As an example, the values of
sampling period for instants of 0 to 50 are shown in Figure 4.3, where they have
been picked randomly in MATLAB.

For the H_/H,, H,/H, and H,/H,, problems with § = 1 ,the fault detection

filter gain Ly (k) is shown in Figure 4.4. Figure 4.5 shows the residual signal.

Input (u)
w IS
—

l L u U U u ,
O 1 1 1 1 1 1 1 ’7 “ 1 1

0 10 20 30 40 50 60 70 80 90 100
awverage sampling time (seconds)

Figure 4.2: Signal input u(k)
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Figure 4.4: Fault detection filter gain Ly (k).
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residual signal
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Figure 4.5: Residual signal

As can be seen from Figure 4.5, the residual signal is nonzero with relatively large

amplitude for the instants where fault is present.
4. 4 Conclusion

The problem of fault diagnosis for network control systems was considered in this
chapter where the time varying network induced varying delay was taken into
account. The norm invariant transformation developed in chapter 2 was used to
model a time invariant NCS sampled with aperiodic sampler. The resulting
model which considers the aperiodic sampling and provides a more realistic
model for fault detection of NCS is a time varying discrete time system. A fault
detection method for discrete time varying systems, as discussed in chapter 3, was
applied to the proposed model. A simulation was used to illustrate the efficiency
of the proposed method.
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Chapter 5

Conclusions

5. 1 Concluding remarks

In this thesis, we started with developing norm invariant transformation for a time
varying sampled data system with periodic sampler and a time invariant sampled
data system with aperiodic sampler. It was shown that using these norm invariant
transformations, for each case, an specific discrete time varying system results
where the norms of the resulting system are equivalent to the norms of original

sampled data system.

A fault detection method was proposed for discrete time varying systems in
Chapter 3. The proposed method is an extension of the approach of [6] to the
discrete time case. It was shown that using this fault detection method and the
norm invariant transformation, one can detect the faults in time varying sample
data system with periodic sampler or time invariant sample data system with

aperiodic sampler.

Due to the time varying nature of the Kalman filter, application of the Kalman
filter as an observer for fault detection was investigated for discrete time varying
systems and a simlation example was provided to illustrate this approach.

Finally, the implementation of norm invariant transformation and the fault
detection method of discrete time varying systems in network control system
application was studied. A network control system with the varying network
induced delay was considered in this case. The sampler was assumed to be
aperiodic. Using norm invariant transformation method of Chapter 2, a time

varying discrete model was derived for NCS which then was used to implement
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the proposed fault detection method of Chapter 3. Simulation results were given
to illustrate the method.

5. 2 Future work

In addition to network induced delays, the introduction of networks also brings
other problems and challenges, such as packet dropout, network scheduling and
quantization problems. The norm invariant transformation along with the fault
detection approach for discrete time varying systems can be further studied in
network control systems considering these problems. The delay could also be
considered to be more than one sampling time. When packet dropout and delay
are both present, it adds more complexity to the fault detection. Research on the
combination of problems using our discretization method could also be

considered in further studies.

The study of real applications, in laboratory or industrial scale, to apply the norm
invariant transformation along with the fault diagnosis approach for time varying

systems can be an important contribution.
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