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Abstract—To alleviate the communication, storage, and com-
putation burden on the control center and make full use of
edge computing resources, fully distributed state estimation
has received increasing interest recently. This paper intends to
improve the efficiency and robustness of the fully distributed
state estimation by introducing a meter-level method based on
the Gaussian belief propagation theory. Specifically, we propose
a complex domain factor graph, which extends the state variable
vector from voltage phasors to multiple electrical quantities,
including voltage phasors, current phasors, voltage magnitudes,
and active/reactive power, enabling the direct processing of
nonlinear measurement models and significantly reducing the
number of iterations. Furthermore, based on the M-estimation
theory, we innovatively incorporate multiple robust functions to
the Gaussian belief propagation method to enhance the robust-
ness of the proposed fully distributed estimator. The effectiveness
of the proposed method is demonstrated under various operation
conditions.

Index Terms—Complex domain, fully distributed state estima-

tion, factor graph, Gaussian belief propagation, M-estimation,
power system analities.

I. INTRODUCTION

ITH the deregulation of the power industry and the
W increasing penetration of distributed renewable energy
generation, the interaction between regional power grids, as
well as between transmission and distribution systems, has
grown significantly. An important requirement arising from
this transformation is the system-wide power system state
estimation (SE) that is capable of unified analysis across the
entire power system [1]. In this context, the conventional
centralized SE method would lead to unprecedented communi-
cation, storage, and computation burdens on the control center,
increasing the need for a distributed SE.

Distributed SE has received notable interest recently and can
be categorized into two main groups based on the size of the
minimum computation units: multi-area SE (MASE) and fully
distributed SE (FDSE). The MASE method divides the system
into several subsystems, each with an individual centralized
estimator, while FDSE is capable of being implemented at
either bus-level or meter-level, thereby eliminating the need
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for the centralized estimator. Their main goal is to achieve the
same estimation accuracy as the centralized SE method while
reducing the communication, storage, and computation burden
on each control center.

The MASE method can be further divided into two groups:
hierarchical and decentralized approaches. In the early litera-
ture on MASE, most research focused on the hierarchical ap-
proach, which requires a fusion center to coordinate the local
estimates of all subsystems [2]-[S]. However, these methods
would result in excessive communication and storage burden
in the fusion center. Recent research on MASE has focused
more on decentralized approaches, which eliminate the need
for a fusion center through data exchange between subsystems.
In this regard, the method presented in [6] combined the
alternative direction method of multipliers (ADMM) and the
semidefinite relaxation technique to resolve the non-convex SE
problem. Similarly, the authors of [7] exploit proximal ADMM
and matrix completion to address the low-observability prob-
lems in MASE. Further, [8] presented a model-free method
based on distributed tensor completion to recover the state
information of the whole system. In [9], a non-overlapping
approach was presented considering the switching of inter-area
communication graphs. However, whether it is hierarchical
or decentralized MASE, the numerical stability, estimation
accuracy, and computational efficiency heavily depend on the
partitioning strategy [10], limiting the flexibility of algorithm
application. Furthermore, with the ongoing expansion of the
system scale, regular re-partitioning to ensure the performance
of SE will be inevitable, which is impractical for field imple-
mentation.

The FDSE method takes buses or meters as the minimum
computation units, thereby eliminating the impact of system
scale on state estimators. Additionally, with the continuous
integration of intelligent electronic devices (IEDs) into power
systems [11], FDSE can even be implemented directly into
these IEDs, completely eliminating the dependence on the
control center. [11] proposed an agent-based FDSE method,
which estimates the local state of the system through bus-
level local computations and asynchronous message exchange
between neighboring buses. The authors of [12] introduced
a meter-level method based on the weighted least square
(WLS) method and graph theory. Moreover, many recent
FDSE approaches developed their estimators using belief
propagation (BP), which is a highly efficient probabilistic
inference algorithm and is free of ill-conditioning problems
since no matrix operations are required [13], [14]. In this
regard, the authors of [15] applied the BP to the power system
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SE problem for the first time. [16] proposed an alternating
Gaussian belief propagation method for linear SE problems
to reduce the iterations by dividing the factor graph into
clusters. In [17], a Gauss-Newton BP (GN-BP) method was
introduced to solve nonlinear SE problems by applying BP
sequentially over a sequence of linear approximations of the
SE model. However, these approaches face three common
challenges: First, they generally require excessive iterations to
converge for nonlinear SE problems, making it difficult to meet
the requirements of accuracy and efficiency simultaneously.
Second, while there is no centralized estimator, a global view
(i.e., the capability to obtain information about the entire
power system) is still needed to decide when to initiate/stop
calculation and determine the order of message propagation.
Finally, the robustness of these methods is insufficient, as
they generally do not handle bad data (BD) [12], [15], [16],
or rely on the largest normalized residual test (LNRT)-like
procedures [11], [17], which may have low levels of accuracy
and efficiency in BD processing, especially when dealing with
a large number of BD [18]. Hence, further research on FDSE
is necessary to achieve truly practical distributed computation.

To address the aforementioned challenges, this paper pro-

poses a complex domain FDSE method based on Gaussian BP
(GaBP) theory. The SE model is established by constructing a
complex domain factor graph, where variables, measurements,
and their relationships are represented as variable/factor nodes.
Subsequently, each node exchanges messages with its neigh-
boring nodes to get the final estimates. The main contributions
and advantages are described below.

o We propose a complex domain factor graph and corre-
sponding GaBP message passing rules for FDSE, allow-
ing the direct processing of nonlinear measurement mod-
els without a global view. Compared to the conventional
FDSE methods, the number of iterations is significantly
reduced.

« We construct robust data factor nodes with multiple cost
functions based on the M-estimation theory, achieving
fully distributed bad data processing. Comprehensive
comparative studies demonstrate the strong robustness of
the proposed method.

The remainder of this paper is structured as follows. Section

IT presents an overview of GaBP. Section III introduces the
proposed method in detail. Simulation results are described in
Section IV. Conclusions are drawn in Section V.

II. FUNDAMENTALS

GaBP is a probabilistic graphical model-based inference
algorithm, which is capable of solving an overdetermined
linear system in a fully distributed way [13]. Consider the
measurement functions of a linear system in the complex
domain:

z = h(x) + ¢, (1)
where z = (21,20, ,2n|T and x = [z1,29, - ,2,]T
denote the measurement vector and the state vector, respec-
tively; h(-) is the linear function mapping states to measure-
ments through measurement matrix H; € = [e1,¢€9, - - - ,6m]T
denotes the measurement noise vector. The variance of a

(@) (b)

Fig. 1. Messages in the GaBP algorithm: (a) message from variable node to
factor node; (b) message from factor node to variable node.

complex random variable X is generally defined as 0% =

E[(X — pu)(X — p)*] [19], where 1 denotes the mean value,
E[-] and (-)* are the expected value and complex conjugate
of the argument, respectively. With this definition, for a
complex measurement 2, if its real and imaginary parts are
independent, the measurement variance can be obtained as
o2 = 02 + o2 [19, Sec. 52], where o, and o; are the
standard deviations of the real and imaginary parts of the
complex measurement, respectively. Similarly, if its magnitude
and phase angle are independent, the measurement variance
can be obtained using its expected value conditioned on the
measured value as E[o2|z,] = 02,(2— e %) 4+ 72, (1 — e=%)
[20, Thm. 3], where r,,, denotes the magnitude of the complex
measurement, o,, and oy are the standard deviations of the
magnitude measurement and the phase angle measurement,
respectively. When GaBP is performed on the factor graph, a
type of probabilistic graphical model that represents the rela-
tionship between variables [13], the state variables could be
constructed as variable nodes, while the measurements and the
corresponding measurement functions could be constructed as
factor nodes. Each factor node is connected with the involved
variable nodes according to the measurement function through
edges. By passing messages, which contain probability dis-
tribution information such as mean and variance, between
interconnected nodes, the GaBP algorithm could estimate the
global system state and achieve the same accuracy as the
centralized WLS estimator [13], [17].

1) Messages from variable nodes to factor nodes: Consider
a local factor graph that centers on the variable node x; in
Fig. 1(a). Let v, f, denotes the message from variable node
x; to factor node fs. When this message follows a Gaussian
distribution, it could be represented by its mean fi;, 7, and
variance o2 _, 7.~ According to the sum-product rule [21], the
message from the variable node x; to the factor node f, is
formulated as the product of incoming messages from all
connected factor nodes except fs:

heN{zi\fo i@
1/0-32711_>fs = Z 1/0%1—%1" ®)

fieN{zi}\ fs

where pif, ., and 012% ., are the mean and variance of vy, 4,
(i.e., the message from factor node f; to variable node x;),
respectively; N{z;}\fs denotes the set of factor nodes that
are neighbors of the variable node x; except fs.
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2) Messages from factor nodes to variable nodes: Consider
a local factor graph in Fig. 1(b), the factor node f, represents
a function of x; as well as K other neighboring variable nodes
2k € {x1, -+ ,xK}. According to (1), the mean and variance
of the message vy, .., could be obtained as

1
Pfs—ai = T(“s - > ka,fsuxwfs), 4)
wiofs sk ENTF s
1 2
zi,fs 2 €EN{fs \ai

where ps and o2 denote the measured value and the corre-
sponding variance of measurement noise, respectively; H, .
and H,, s are corresponding elements of the measurement
matrix H; N{fs}\z; is the set of variable nodes neighboring
the factor node fs, excluding x;.

When there are cycles in the factor graph, the GaBP
algorithm has to be implemented in an iterative way, which
requires a message-passing schedule. Generally, the messages
can be passed in a synchronous or asynchronous manner [13]:

e Synchronous scheduling: All variable and factor nodes
update outgoing messages at each iteration using the
incoming messages of the previous iteration.

o Asynchronous scheduling: Messages could be updated in
an event-triggered way, where each variable/factor node
broadcasts the outgoing messages immediately as the
incoming messages are updated.

We could find that synchronous scheduling requires a global
view of the iteration process, while asynchronous scheduling
only focuses on individual nodes and hence could better
support the distributed calculation. For single-connected factor
graphs, GaBP is guaranteed to converge, while for factor
graphs with cycles, the convergence of GaBP could be de-
termined by the spectral radius of the matrix that reflects
mean updates [14], [17], [22]. Moreover, the convergence
of GaBP could be improved by message damping, which is
achieved by replacing the current message with a combination
of the message at the current and previous iterations [22].
Readers may refer to [22] for the detailed description of the
convergence analysis for GaBP. After convergence, the belief
of each variable node, which represents the estimated values
of the mean and variance of each state variable, is obtained by
collecting incoming messages from all connected factor nodes
as follows.

_ lufzﬁl’i) 2
p= (Y B )t (©6)
fieN{z;}  fiom

> oG (7)

JieN{z;}

1/o2 =

where N{z;} is the set of factor nodes that are neighbors
of the variable node x;. Note that the GaBP algorithm could
only deal with linear estimation problems. However, for legacy
measurements (i.e., voltage magnitudes, active/reactive power
flows, active/reactive power injections, etc.), the relationships
between measurements and state variables are nonlinear. To
address this problem, the state-of-the-art method sequential

linearizes the nonlinear state estimation model by the Gauss-
Newton (GN) method and applies GaBP to each linear sub-
problem [17]. Then, the outer iteration loop of GN and the
inner iteration loop of GaBP will exist concurrently, resulting
in a significant increase in the number of iterations. More-
over, in order to ensure that the previous outer iteration has
been completed before the next outer iteration begins, it is
necessary to globally control the order of message passing,
which requires a global view, and hence, makes it difficult
for such algorithms to achieve fully distributed execution. We
will introduce a complex domain GaBP (CD-GaBP) method
to address these issues in the next section.

III. PROPOSED STATE ESTIMATION METHOD

In this section, a complex domain factor graph for power
system state estimation is established, which is capable of
representing the nonlinear measurement functions of legacy
measurements. Furthermore, the bad data processing (BDP)
algorithm and distributed iteration strategy for the proposed
method are presented in detail.

A. CD-GaBP

In the proposed CD-GaBP method, the factor nodes are
divided into data factor nodes and smoothness factor nodes,
which correspond to measurement data and measurement
functions, respectively. It is worth noting that this modification
is not a necessary condition for constructing the proposed
estimator. In fact, all types of probabilistic graphical models,
including these two types of factor graphs, can be mutually
converted [13].

1) CD-GaBP with phasor measurements: Under the con-
dition that only phasor measurements are utilized, the voltage
phasors and current injections of all buses, as well as the
current flows of all branches are constructed as variable nodes,
each of which has a corresponding data factor node. Given
that typically not all data factor nodes have measurement
data, and there are no current injections in practical phasor
measurements [23], data factor nodes without measurements
will be assigned pseudo means (e.g., a mean of 0 for current
flow/injection and 1 for voltage phasor) and near-infinite
variances (e.g., 10°°) to mitigate their potential adverse impact
on estimation accuracy. Note that the current injections are
modeled for establishing the relationships between legacy and
phasor measurements, which will be detailed in Section III-A2.
In those cases where a bus lacks power injection and current
injection magnitude measurements, the corresponding part of
complex current injections can be removed from the factor
graph. The smoothness factor nodes represent the functions of
the connected variable nodes as

Ifl = h(ifl)(V) = H(iﬂ)vv (8

Linj =hg,,,,(In) = He,, ) 1n, ®)

where V i 1, and Imj denote the vectors of voltage phasor,
current flow, and current injection, respectively; h(iﬂ)(-) and
h(imj)(') are the linear measurement functions, whose mea-
surement matrices are H(if,) and H(imj)’ respectively.
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Fig. 2. 3-bus sample system with phasor measurements.
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Fig. 3. Complex domain factor graph with phasor measurements for the 3-bus
sample system.

For illustration consider a 3-bus sample system with phasor
measurements in Fig. 2, whose complex domain factor graph
is presented in Fig. 3. As depicted in Fig. 3, variable nodes
are constructed for all voltage phasors, current injections, and
current flows, which are denoted as wy,, x; . and z; ,
respectively. Each variable node is paired with a corresponding
data factor node, representing either measurement or pseudo
measurement data, which are represented as zy, zZj, and
Zip Additionally, two types of smoothness factor nod1e5 are
constructed to model the relationships between the variable
nodes, denoted herein as h; —and h,-mj, corresponding to
equations (8) and (9), respectively.

Based on the node type and the direction of message
passing, messages are divided into four types: vy ., Vz—h,
V.2, and vy, which denote messages from a variable node
to a data factor node, from a variable node to a smoothness
factor node, from a data factor node to a variable node, and
from a smoothness factor node to a variable node, respectively.
The messages sent from the variable node, including v,_,,
and v,_,p, could be formulated according to (2) and (3), the
message v,_,, 1S represented by the measured value and the
corresponding variance. In the following, we will discuss the
message vj_,,, wWhich could be further categorized into four
types: Uhifl—mv’ vhjﬂ and U,

As shown in Fig. 4(a), the message Uh@ e

—z; s Uh; —z; s —Ti e
Ip i ip j Ling

inj

2 from a current

flow smoothness factor node h
()

toa voltage phasor variable

node Ty could be obtained accordmg to (8) as

1
(i) G) = 7(# O] (i) —
hifzﬁm“/ H 2 p () z; —hy

z\7) i g
v g (10)
> H 0w, ), )

keXy (iN\j VY o gt g

Vi) _yyh

" "

hm ()

%
(k) h® G
W IN O

(@ (b)

Fig. 4. Messages from current flow smoothness factor node (a) to voltage
phasor variable node and (b) to current flow variable node.

1
2 2
TL) 0 = " ( o ot
I 7V | 20 ) | s
oMy an
2 ’H ) o) ’ g (k)ﬁhu)
keXy (1)\Jj v g Igy

where the superscripts (-)®, (-)7), (-)), and (-)®) represent
unique node numbers; H, .0 is the corresponding element
of Hj i &y v (D\J denotes the set of node numbers of the
voltage phasor variable nodes incident to the smoothness factor
node with node number ¢, excluding j. Similarly, refer to Fig.
4(b), the message v, _,» could be obtained as

if ig
[NORNE) E H 209 h( o Hep h( o (12)
e ey ()
2 — |H, 2 (13)
0,6 _, 6 = (k) () o 2 n()
I U geaga VT i1

where Xy, (i) denotes the set of node numbers of the volt-
age phasor variable nodes incident to the smoothness fac-
tor node with node number i. Analogously, the message

v, .6 » which is represented by Hp ) and O’h“ L
Itn] ffl Ting Iri Iing g
and v, _, a0 which is represented by A O and
i j Linj Ting

a2 o Could be formulated as follows.
hfuu_mfm)
B @ = H,0 E Ppo o (14)
Ling Ig Ling Linj kex; (i)\j Iy Linj
1
2 _ 2 2
T L. =00 @ T E oy @ (15)
Linj Iy Ling Linj keX; ()\j Iy Ling
fl
SORNCY E SCERIONE (16)
inj inj ] . fl inj
kEXIfl(z)
2 2
lop ; g o ; 17
hlD ) 2 —p a7
ingj ing kexl‘fz (7,) fl ing

2) CD-GaBP with hybrid measurements: For most power
systems, phasor measurements are insufficient to ensure full
system observability. In this subsection, we present a novel
factor graph structure to directly process the nonlinear models
of legacy measurements, avoiding the requirement of a global
view and additional computational burden. The relationships
between legacy and phasor measurements are formulated as
follows.

V= |Vyle??, (18)
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19)
(20)

Ije = (Spe/Vy)',
Iy =(S7/Vy),
where Vy, |Vy|, 0, I;, and S; denote the voltage phasor,
voltage magnitude, phase angle, current injection, and complex
power injection of bus f, respectively; I r¢ and S ¢ are the cur-
rent flow and complex power flow of branch f-¢, respectively.
According to (18), (19), and (20), three types of smoothness
factor nodes (hy|, hg S0 and hg ) three types of data factor
nodes (z|v|, 25 ;and zg, ) and three types of variable nodes
@v, Tg,, and Tg, ) are added to the complex domain
factor graph Furthermore the virtual variable node xjo is
established to link voltage magnitude with voltage phasor.
For illustration consider the 3-bus sample system in Fig. 2.
When the power injection and the voltage magnitude of all
buses as well as the power flow of all branches are modeled,
the complex domain factor graph of bus 2 is depicted in Fig.
5. Note that each variable node (excluding the virtual variable
node) is connected to a corresponding data factor node, which
is omitted in Fig. 5 for brevity. Aside from the messages
from variable nodes and data factor nodes, seven additional
types of messages are modeled, including messages related
to voltage magnitude (vmejgah‘v‘, Uhyy =3y Uy —av)s and
’Uh\v\_)xﬁje)’ as well as messages related to power injection
and power flow (”hs—mv’ Uhg—a ;s and Uhs'—ms')’ where the
subscript (-)s denotes both power flow and power injection.
Since the virtual variable nodes are not connected to any of the
data factor nodes, they will transmit their beliefs (i.e., means
and variances) to the smoothness factor node, equivalent to
directly sending it back after receiving the message (i.e.,
Vg _jo—hiy| = vhm_,m ;0)- Note that according to Theorem 1,
the magnitude of o 29, should be restricted to interval (0, 1).

In this paper, 0% ) is restrrcted to [107°9,1 — 10757, for the

sake of 1mplementat10n convenience.
Theorem 1: For a Gaussian random variable 0 ~ N(ug,03),
the variance of e/? is Var(e/?) =1 — e~ € (0,1).

Proof: The characteristic function of € is given by ¢y (t) =
E[e/t?] = eitno—3t"/2 [24]. By setting ¢ to 1 and —1, we get
E[e??] = eiro—03/2 and E[e~1%] = e¢~4#0795/2 respectively.
Then, the variance of e/? can be derived as

Var(el?) = E[(e?? — E[eje])Z(ej‘g - E[eje])*}
— ]E[(ej9 _ ej“f’_%e)(e Jjo _ e—we——)]
=1+e % — e ine—FE[eI] (1)
,ejﬂefé]E[e*ja]
=1—e9.
Here, Var(e/?) =1 — e~ € (0,1) for any g > 0. [ ]

The message vp,,, |z, , Whose local factor graph is depicted
in Fig. 6(a), could be formulated as

FR® 52l = Fa® p® o p 0 (22)
|\vV
o = |N XONINAO) @ To m )
hiy| =y \VI "I o=y a) =k
o2
+o (]) & O G) )
‘ h\l @y =hy)
(23)

Variable node for phasor
measurements

Smoothness factor node
for phasor measurements

Variable node for legacy
measurements

Smoothness factor node
for legacy measurements

Virtual variable node

Fig. 5. Complex domain factor graph with hybrid phasor/legacy measure-
ments for bus 2 of the 3-bus sample system. The solid circles and squares,
which are already modeled in Fig. 3, represent the phasor measurements,
while the hollow circles and squares represent the legacy measurements or
virtual measurements (data factor nodes are omitted for brevity).
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Fig. 6. Messages sent from voltage magnitude smoothness factor node h‘(v)‘
a) v, i ;(b) v s (©) v, 6 .
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where the value of variance o2

5 e is obtained according to

Theorem 2 as follows.
Theorem 2: For independent complex random variables X
and Y, the variance of XY is Var(XY) = [E(X)[*Var(Y) +
|E(Y)|*Var(X) + Var(X)Var(Y).

Proof: For independent complex random variables X and
Y, the variance of their product XY could be obtained as

Var(XY) = E[(XY - E[XY])(XY - E[XY])"]
= E[|[X]P|Y]* + [E[XY]]?

—XY(E[XY])" — (XY)'E[XY]]
= E[|X]2E[Y ] - |E[XY]]? (24)
= (Var(X) + [E[X][?) (Var(Y)

+E[Y]]?) — [EX]]?E[Y]]?
= [E[X][Var(Y) + [E[Y]?Var(X)
+Var(X)Var(Y).
We note that Theorem 2 is a complex-variable extension of
[25], which employs real-valued random variables. |

For the message Vhyy =)y 88 shown in Fig. 6(b), the mean
and variance could be obtained from CRCENRURES
v g

By 0 = |l () (25)
v~y Ty _’h\vw”
20 N0, =0’ NOBRTOR (26)
hy —afl) v hv)
Here, a’ O sa) is larger than the theoretical value, as the
VI
error of the phase angle contained in af(k)ﬁhm is counted
into the variance of voltage magnitude Gh() o0 However,

it is worth noting that this approximation will not affect the
estimation result since the only message sent from z‘(‘f‘ to
smoothness factor node (i.e., vz‘wﬁh‘(i)‘) is solely determined

Authorized licensed use limited to: UNIVERSITY OF ALBERTA. Downloaded on May 30,2024 at 02:34:04 UTC from IEEE Xplore. Restrictions apply.

© 2024 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Power Systems. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TPWRS.2024.3406937

&) &) &

Vi Ly
[ h5-m xSm!
Vi)
h W) @) 0] »
Q——@ @——@ @—I—E

() (b) ©

Fig. 7. Messages sent from power injection smoothness factor node h(;) :
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by the measurement data of voltage magnitude. Similarly, the
message Uy -z _jo> whose local factor graph is shown in Fig.
6(c), could be formulated as

@ G =M (k) <i)/ (k) 5 () (27)
’u'h‘w—vc:?.e /j'zv _>h\V\ "u'rv _>h|v\|’

T2y ) = Ok /’M )y p (9 27 (28)
hiv =2 e zy =hyy /Ry =y

where the variance 0,2‘(3‘
value, but this is acceptabfe for a virtual variable.

The formulas for messages sent from hg —and hg = have
the same structure. In this context, we w11f only dlscuss the
messages sent from hg  below due to space limitations. As

shown in Fig. 7(a), the message Up) al® could be obtained

based on (20) as follows. "

.0 is also larger than the theoretical
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o0 is obtained through Theorem 3. Moreover,
w =1

—x
\s

her
weeahu

V@) will be assigned a pseudo mean u, ®

z'n] Sinj

and a near-infinite variance if j, @ 0 = =0.

Ling inj

Theorem 3: For independent complex random variables
X and Y, the variance of Z = X/Y is Var(Z) =
(|X|?Var(Y) + |Y|?Var(X)) /[V[*.

Proof: we can estimate Z — E[Z] by the first-order Taylor
series expansion of Z = X/Y as

Z-E[Z)= (X -E[X))§% + (Y —E[Y]) 3¢ 31)
Then, the variance of Z could be formulated as
Var(Z) = E[(Z —-E[Z))(Z - IE[Z])*] .
E[(X - E[X]))(X — E[X]))"5%(5%)
+(Y —EY)(Y -E[Y])'52(%8) (2
+H(X —EX)(Y - E[Y])" 54 (%)
+(X —E[X])"(Y - E[Y])(%) 2]

Since X is independent of Y, the last two terms (i.e., the last
two lines) of (32) are zero. Substituting 0Z/0X = 1/Y and
0Z/90Y = —X/Y? into (32) yields

Var(Z)

E[(X —E[X])(X ~E[X])" 5% (5%)

+HY —EYD(Y —E[YD) 5E(58)]
Var(X)/|Y[? + Var(Y)|X /|y |*

= (IX[>Var(Y) + |Y]*Var(X)) /|Y|*.

(33)

Please note that Theorem 3 could be developed from [26],
which employs real-valued random variables. Furthermore,
the variance obtained here is through a first-order Taylor
expansion, indicating that while this variance is relatively
accurate, it is still an approximation. Therefore, the proposed
method may have a different convergence process than WLS,
and theoretically, it does not converge to the WLS solution.
However, this approximation has little impact on the estima-
tion accuracy, as evidenced by the simulation results in Section
IVv. ]

Similar to vhu 20 the message vhm 2 whose local

factor graph is élven in Fig. 7(b), could be formulated as

*
PR e S (u O ) /M () ) N C L))
Sing Linj nj Sing Sing
o? = (| | o?
RO Sa@ T\ He® h< 2 RONAY
Sing Tinj L!LJ Sing
+|M (l) Sp® ’ o2 (k) ("i) 35

Sing Sing Sing

/‘M RS ’4-

Sing

Refer to the local factor graph in Fig. 7(c), the message
could be formulated as

h() RO
Singj Sing
PRY Sp® = M 50 B o (36)
Sing Sing Sing Im; Sing
0'2 | ‘ O'
RO Ha n @ ROBNTO
Sinj SinJ ”LJ I’Ln_] Sinj
o o 0% 37
P L | T () (37
inj inj ing

2 2
1o 0 T @ o
v

Sin] Iinj Si'nj

where (37) is derived based on Theorem 2. Conclusively,
the discussion above shows that the nonlinear relationships
between legacy measurements and phasor measurements could
be represented through the complex domain factor graph. Con-
sequently, the proposed CD-GaBP method could be carried out
in a distributed manner without requiring a global view.

Remark 1: The magnitude measurements of current flows
|I7+| and current injections |I;| can also be incorporated into
the proposed CD-GaBP method. The relationship between
them and the phasor measurements can be expressed as I =
[I7|e7#s and Iy = |If4|e?st. The corresponding messages
can be formulated in the same way as voltage magnitude
(as shown in (22), (23), (25)-(28)). Due to the similarity of
the formulas and space limitations, the detailed description is
omitted.
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Fig. 8. 2-bus sample system with phasor and legacy measurements.
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Fig. 9. Complex domain factor graph of CD-GaBP for the 2-bus sample
system (data factor nodes are omitted for brevity).

3) A simple case for CD-GaBP: To illustrate the message
propagation process consider a 2-bus sample system with
hybrid measurements in Fig. 8, the corresponding complex
domain factor graph of CD-GaBP is presented in Fig. 9. In the
initialization step, each state variable node send the message
that consist of initial mean value (flat start or warm start
[18]) and near-infinite variance to incident smoothness factor
nodes. Subsequently, the smoothness factor nodes will update
their outgoing messages according to the incoming messages.
For example, when messages Vs, s, and/or Uy sy, ATC
updated, the mean and variance of message v, .,  will
be formulated according to (29) and (30) as ,u;sﬁi,vz =
/’LISQH’LSQ /:u’:,- —hg, and U}%szﬁzvi, = (|Mzi2ﬁh32|20352ﬁh52 +
e, -sne, 1207, n )/ 112y, ne, | 1. Similarly, when the incom-
ing messages of a state variable is updated, the corresponding
outgoing message will be formulated according to (2) and
(3). The proposed method takes meters as the minimum
computation units. For illustration consider the 2-bus sample
system in Fig. 8. When measurement data is collected from
phasor measurement units (PMUs) and remote terminal units
(RTUs) at buses 1 and 2, we can map the complex domain
factor graph in Fig. 9 into four minimum computation units,
corresponding to the four measurement devices. In practical
implementation, we can group the minimum computation units
according to actual requirements. For example, we can group
the minimum computation units based on buses as depicted in
Fig. 9. Further, we can even assign the nodes in the complex
domain factor graph of multiple buses to a single computing
device. It is worthwhile to note that the structural differences
between complex domain factor graphs and communication
systems should also be considered in practical implementation.
This aspect will be further investigated in our future studies.

4) Complexity analysis: The computational complexity of
GaBP depends on the following three aspects: the complexity
involved in calculating each message, the number of edges
in the factor graph, and the number of iterations required
for convergence. Given the inherent sparsity in the topology
of power systems, the complexity of each message could be
considered O(1) [17]. In this way, the complexity of a GaBP

algorithm can be expressed by (’)(Zle L;), where E and L;
are the number of edges and the number of iterations for ith
edge, respectively. In CD-GaBP and GN-BP, the number of
edges is 3n + 10b + 4my and 21221 d;, respectively, where
n, b, and my denote the number of buses, branches, and
legacy measurements, respectively, d; denotes the degree of
the variable node i. The above analysis indicates that the
computational complexities for CD-GaBP and GN-BP are both
O(n) per iteration. Furthermore, according to our tests, the
total number of edges in the proposed method is comparable
to that in GN-BP, and it may even be fewer, especially for
power systems with high measurement redundancy. Moreover,
compared to the conventional factor graph that only constructs
voltage phasors as variable nodes, the proposed complex do-
main factor graph decouples the relationship between current
injections and voltage phasors, leading to fewer short cycles,
thereby enhancing convergence and reducing the number of
iterations [13]. Furthermore, the GaBP model for GN-BP
needs to be executed multiple times to achieve convergence in
the outer iteration loop (as illustrated in Section II), thereby
further increasing the total iteration number. Therefore, the
overall computational complexity of the proposed method is
expected to be lower than that of GN-BP.

B. Robust Data Factor Nodes based on M-estimation

Compared to centralized estimators, the proposed method
faces greater challenges in processing bad data because each
node can only leverage the information from itself and the
connected edges. To deal with this challenge, we employ the
M-estimation theory to construct robust data factor nodes by
scaling the variance of the measurement data. Consider a data
factor node whose noise follows a Gaussian distribution as

1

zs(x) = Ke™ 2

1

M2 _ ‘K-e—E(z;"—hs(X))Tws(z;”—hs(x))7 (38)

where 2I" is the sth measurement; hs(-) and w, are
the corresponding measurement function and weight, re-
spectively; K denotes the scaling factor for normal-
ization, which does not need to be -calculated [13];
My = /(2" — hs(x))Tws (27 — hs(x)) represents the Ma-
halanobis distance [27]. To mitigate the impact of outliers and
non-Gaussian noises, we could replace M2, which correspond
to L2 cost, with a sub-quadratic cost function. Some com-
monly used cost functions, including L2, L1, Huber [28], and
Hampel [29], are depicted in Fig. 10. The Huber and Hampel
functions yield the same cost as L2 for small errors, indicating
that they can provide accurate estimates similar to L2 under
the Gaussian distribution. In this paper, the Huber and Hampel
cost functions are utilized for handling bad data. Specifically,
the Huber function is applied to the initial calculation after
updating measurement data to mitigate the impact of outliers
on convergence performance, given that the Hampel function
is non-convex, while the Hampel function will be employed in
the subsequent calculation processes for superior robustness.

A data factor node with Huber cost could be expressed as

12
Hu Ke 2M;

M, <c¢
s (X): Ke—CMs-i-%cz s

c< Mg,

z (39)
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Cost

Error

Fig. 10. Some commonly used cost functions.

where c is a positive parameter that adjusts the shape of the
cost function and is set to 1.96 with confidence levels of 95%
[29]. Then, the equivalent L2 cost for Huber, M f U, could be
obtained through

L2 [ M2 M, <c
LT _{ My — 1 c< M. (“40)
Then, the scaling ratio kf “ can be obtained as
Hu\2
Hu __ (Ms ) _ 1 Ms <c
W= —{ i @M, — ) e<M, @D

For the Hampel function, its data factor node is expressed
as

Ke—3M:
KefclMer%cf

Ms S C1

<M, <
“ =2 4

Mg—c3
62*(',3 )

1 _
Ke z(catea—ert co < My<cs

Ke~ze1(cates=cy) c3 < M,

where the thresholds c¢i, co, and c3 adjust the shape of the
Hampel cost function. The smaller the value of these thresh-
olds, the higher the robustness, but the lower the accuracy.
In this paper, we follow the suggestions in [29] and [30] by
setting these thresholds to ¢c; = 1.96, co = 2.24, and ¢3 = 2.58
with confidence levels of 95%, 97.5%, and 99%, respectively.
In the same way as k7“, the scaling ratio for the Hampel cost
function could be obtained as follows

[t

Ms S C1
kHa _ ]\/113 (QClMS o C?)

1 < Ms<co
1 S Ms—cs .
1\/{301(024-03 o )ea < Mg <cs
MgCl(CQ"‘Cg—Cl) c3 < M.

(43)

For the sth data factor node, the variance of the outgoing
message will be initially scaled by the scaling ratio k% and
subsequently by k¢ to suppress the impact of bad data.

C. Distributed Iteration Strategy

In conventional GaBP methods, the convergence is deter-
mined by checking whether the changes in all state variables or
messages between two iterations are smaller than a predefined
threshold. However, this strategy requires a global view, and
hence, is not feasible for CD-GaBP in distributed execution
scenarios, where each variable node can only access infor-
mation from itself and its neighbors. To address this issue, a
distributed iteration strategy is proposed as follows.

TABLE I
MEASUREMENT STANDARD DEVIATIONS

Legacy measurements Phasor measurements

Voltage Injected power Power flows Voltage Current Phase angle

0.5% 1% 1% 0.1% 0.1% 0.1°

1) Consecutive Convergence Test: For each variable node,
the convergence counter is incremented when the change in its
mean exceeds the convergence threshold a; otherwise, it is re-
set to 0. Convergence is confirmed only when the convergence
counter reaches a preset value 7. This design aims to enhance
the robustness of convergence determination, mitigating the
risk of erroneous judgments caused by occasional fluctuations.
In this paper, the o and 7 are set to 1075 and 10, respectively.

2) Reactivation of Computation: For each variable node that
has already converged, if the change in its mean exceeds the
reactivation threshold ~, this variable node will be reactivated
and require further iterations. In this paper, the reactivation
threshold + is set to 10~°.

With the distributed iteration strategy, each variable node
can autonomously provide estimates without waiting for the
entire SE model to converge. In the scenario of large-scale
power system state estimation, the calculation of the proposed
method can be distributed to various substations or edge
computing devices, thereby alleviating the communication,
storage, and computation burdens on the control center.

IV. PRACTICAL CASE STUDIES

The proposed CD-GaBP method was compared against the
GN-BP method [17], the conventional WLS method [18], and
several robust estimators. The performance index used was the
mean absolute error (MAE), which is defined as

1< . .
MAE = = ) " |Vesti — ytrue 44
w2 IV =il (44)

where n is the number of buses; st” and Vitme represent
the estimated and true values of the voltage phasor for bus ¢,
respectively. Unless stated otherwise, 20% of the buses were
equipped with PMUs, providing voltage phasor and current
flow measurements of all connected branches. Meanwhile, the
voltage magnitudes, injected powers of all buses, and power
flows of all branches are monitored by legacy measurements.
Further, independent zero-mean Gaussian noises with standard
deviations o, as specified in Table I, are applied to the
measurements. The convergence threshold for all methods was
set to 1076, Moreover, the total iteration limit for GN-BP
was set to 6 x 10%, with an upper limit of 10 for the outer
iteration loop and 6000 for each inner iteration loop, to prevent
endless iterations [17]. Unless otherwise specified, all results
were obtained through 3000 Monte Carlo (MC) simulations
conducted on a PC with an Intel Core i7-12700 CPU with
16GB of RAM. Furthermore, for centralized methods, sparse
techniques were utilized to accelerate calculations.
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TABLE II
AVERAGE MAE VALUES FOR DIFFERENT METHODS (P.U.)

TABLE III
AVERAGE ITERATION NUMBERS FOR DIFFERENT METHODS

System CD-GaBP GN-BP WLS System CD-GaBP GN-BP WLS
IEEE 14-bus 6.21x10—4 6.32x 104 6.19x10~4 IEEE 14-bus 1.82x102 2.30x 10% 4.00
IEEE 118-bus 5.15%x10—4 6.17x10~4 5.09%x10~4 IEEE 118-bus 2.50x 102 6.00x 10 1.83x10!
IEEE 300-bus 8.58x 104 2.99%10~3 8.66x10~4 IEEE 300-bus 3.84x10? 6.00x 10% 1.16x 10!

TABLE IV

A. Assessment of Accuracy and Efficiency

In this section, the estimation accuracy and computational
efficiency for the proposed CD-GaBP method, the GN-BP
method, and the WLS method are compared. Table II shows
the average MAE values for the three methods. It is clear
that the estimation accuracy of the proposed algorithm is
significantly higher than that of GN-BP and is comparable to
WLS. This is mainly because the proposed complex domain
factor graph has fewer short cycles, which improves the
convergence and accuracy of CD-GaBP. It can be found from
Tables III and IV that the number of iterations for CD-GaBP is
2 orders of magnitude fewer than that of GN-BP. Accordingly,
the computational efficiency of CD-GaBP is also significantly
superior to that of GN-BP. In addition, it is important to note
that the average iteration number of CD-GaBP corresponds
to the variable nodes with the maximum iteration number.
Therefore, as illustrated by the convergence process in an
arbitrarily selected MC run in Fig. 11, the iteration numbers
for the majority of variable nodes in CD-GaBP are fewer than
those shown in Table III. Moreover, as shown in Table IV,
given that a centralized estimator can choose highly efficient
solvers from a global perspective and utilize accelerated com-
putational methods such as sparse Cholesky decomposition,
the computational efficiency of the proposed method is inferior
to that of the WLS method. This deficiency will be even more
pronounced in large-scale power systems. For example, in the
Polish 2383-bus system, the average execution time for WLS
is 5.41x10~! seconds, while that for CD-GaBP is 30.82
seconds, which is 3 orders of magnitude greater than that for
WLS. However, we highlight again that the main advantage of
the proposed method lies in its capability for fully distributed
computing. Additionally, the computational efficiency of the
BP-based algorithm can be directly improved by increasing
the number of processors or threads [13]. To demonstrate this
point, we increased the thread count of CD-GaBP to 3 in
the IEEE 14-bus system. Specifically, calculations for buses
1 to 3 and 5 were assigned to thread 1, those for buses 4, 7
to 9 were assigned to thread 2, and those for the remaining
buses were assigned to thread 3. After implementing multi-
threaded calculations, the overall computation time decreased
from 2.78 x 1072 seconds to 1.33 x 10~2 seconds. In practical
applications, the calculations of CD-GaBP could be distributed
to various substations or edge computing devices to alleviate
the computational burden on the control center.

B. Impact of Measurement Precision

To assess the impact of measurement precision on the pro-
posed method, three standard deviation values are considered

AVERAGE EXECUTION TIME FOR DIFFERENT METHODS (S)

System CD-GaBP GN-BP WLS
IEEE 14-bus 2.78x1072 4.64 3.51x1073
IEEE 118-bus 1.84x10~1 1.60x 102 4941072
IEEE 300-bus 4.67x10~1 3.15x102 6.49x10~2

Bus Number

10g10 ( ‘ V&‘slz _ V”“" ‘)

10 20 30 40 50 60 70 80
Iterations

Fig. 11. Convergence process for each voltage phasor variable node. The
white lines and numbers correspond to the number of iterations, while the
colors represent the logarithm of absolute errors.
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Fig. 12. Average MAE values for CD-GaBP and WLS with different
measurement precisions.

for all measurements: in addition to the standard deviation
o shown in Table I, standard deviations of 20 and 30 were
considered. Fig. 12 shows the average MAE values of CD-
GaBP and WLS. As expected, a higher standard deviation
led to lower estimation accuracy. Nevertheless, the increase
in MAE for the proposed method is very close to that for
the WLS method, both remaining within the order of 1073.
This indicates that the estimated accuracy of CD-GaBP is not
heavily dependent on the measurement precision.

C. Impact of Non-Gaussian Noise

Recent studies indicate that the noise in phasor measure-
ments may follow a non-Gaussian distribution [31]. In this
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Fig. 13. Average MAE values for CD-GaBP with different noise distributions.
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Fig. 14. Average MAE values with increases in the number of BD.

regard, we simulated the noise of phasor measurements with
Laplace and ¢ location-scale distributions, and the coefficients
of these distributions are set to make the standard deviation
of each distribution equal to o (as in [32]). The Average
MAE values of CD-GaBP for the IEEE 14-, 118-, and 300-bus
systems are presented in Fig. 13, from which we can observe
that the estimation error under non-Gaussian noise of CD-
GaBP is not significantly different from, and even be lower
than, that under Gaussian noise. This is mainly because the
cost function for the data factor nodes in the proposed method
is a combination of Huber and Hampel, both of which do not
heavily rely on the Gaussian assumption.

D. Impact of Bad Data

In this section, the proposed CD-GaBP method was com-
pared in the IEEE 14-bus system with GN-BP incorporating
a LNRT-like procedure (GN-BPynwr) [17], WLS with LNRT
(WLS1nRr) [18], Schweppe-type M-estimator with Huber cost
function (SMy,) [33], and four variants of the proposed CD-
GaBP method with L2 cost function (CD-GaBPy,5), L1 cost
function (CD-GaBPy,1), Huber cost function (CD-GaBPy,),
and Hampel cost function (CD-GaBPy,). The tests were
conducted for both normal and extreme BD scenarios.

In the normal BD scenario, the standard deviations of a
subset of the measurements were set to 400 to simulate BD.
The locations of BD were randomly selected in a certain
quantity for each MC run. Fig. 14 depicts the average MAE
values over the rate of the number of BD to the number of
measurements. It is clear that the proposed CD-GaBP method
consistently exhibits the lowest average MAE.

In the extreme BD scenario, PMUs were placed on buses 5
and 11. The magnitudes of the measurements listed in Table

TABLE V
BAD DATA SET IN THE EXTREME BD SCENARIO

Measurement Type Measurement

Phasor All current flow measurements, namely Is_1,
measurement Is—2, Is—4, Is—6, I11—6, [11-10
Vo, P1, Q1, P2, Q2, P3, Q3, Py, Qg, P13,
Legacy Q13, P12, Q1-2, Pa—4, Q2—4, P17, Qa—7,
measurement Py_5,Q4—5, Ps—6, Q5-6, Ps—12, Q6—12,
Pr_y, Q74
0012 = cp-crns
SM E g
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Fig. 15. Average MAE values for different methods in the extreme BD
scenario. The error bars indicate the maximum and minimum values of MAE.

V were increased by 50% to simulate BD. As shown in
Fig. 15(a), CD-GaBP, CD-GaBPy,, and SMy, demonstrate
significantly higher accuracy compared to other algorithms.
The accuracy of CD-GaBPy, and CD-GaBPy,; are lower than
CD-GaBP, mainly due to the relatively large costs of Huber
and L1 cost functions when the error is large. Fig. 15(b)
further illustrates the average MAE of each bus for CD-
GaBP, CD-GaBPy,, and SMpy,. It can be observed that CD-
GaBP outperforms SMyy, in accuracy for all buses. Moreover,
the error of each bus for CD-GaBPy, is comparable to that
of CD-GaBP, but the overall accuracy is lower (the average
MAE for CD-GaBP and CD-GaBPy, are 1.47x1073 and
1.50x 1073 , respectively). Additionally, please note that the
BD included in critical measurement sets cannot be processed
by any SE method, including the proposed method, if no
redundant measurements are introduced [18].

E. Impact of Measurement Redundancy

The transmission system in some regions and most of
the distribution systems still suffer from low measurement
redundancy. In this context, we assessed CD-GaBP in the
following four cases with different measurement redundancies.

Case 1: No phasor measurements, and about half of the
legacy measurements (i.e., voltage magnitude measurements of
all buses, power injection measurements of half of the buses,
and power flow measurements at one terminal of all branches).

Case 2: 10% of the buses were deployed with PMUs, and
about half of the legacy measurements.

Case 3: 30% of the buses were deployed with PMUs,
and full legacy measurements (i.e., voltage magnitude and
power injection measurements of all buses, and power flow
measurements at both terminals of all branches).
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Fig. 16. Average MAE values for different measurement redundancies on the
IEEE 118-bus system.

Case 4: 50% of the buses were deployed with PMUs, full
legacy measurements.

The measurement redundancy increases gradually from
Case 1 to Case 4. As shown in Fig. 16, under various
measurement redundancies, the estimation accuracy of the
proposed CD-GaBP method is very close to that of WLS,
indicating that the measurement redundancy does not have a
significant impact on the proposed method.

FE. Impact of Missing Data

The effectiveness of the proposed method in the presence
of missing data was assessed in the IEEE 14-bus system
through time-continuous simulations, employing an optimal
power flow program [34] and real-world load profiles [35]
with a sampling rate of one frame every 15 minutes. Two
PMUs were deployed on buses 5 and 11. Meanwhile, 37 legacy
measurements were considered, which include 1 voltage mag-
nitude at bus 1, 22 power injections at buses 1 to 4 and 7
to 13, as well as 14 power flows at branches 1-2, 2-4, 4-
7, 7-8, 7-9, 9-10, and 9-14 (all of the power measurements
are in active/reactive pairs). All the phasor measurement data
were missing between 10 to 40 hours, and the power injection
measurements at bus 12, which are critical measurements
without phasor measurements, were missing between 25 to
40 hours. The state estimates over time of bus 12 for an
arbitrarily selected MC simulation run are depicted in Fig.
17, and the average MAE values for CD-GaBP and WLS are
shown in Fig. 18(a). It can be observed that the accuracy of
CD-GaBP decreases rapidly when all phasor measurements
are missing, but remains similar to that of the WLS algorithm.
Moreover, after the critical measurements Pjo and Q12 were
missing, WLS failed to converge, whereas CD-GaBP continues
to provide estimates, thanks to the prior information provided
by previous iterations. Additionally, a useful observation can
be found from Fig. 18(b) that the convergence rate of CD-
GaBP could be improved by the use of phasor measurements.
It is important to note that when the system undergoes large
state changes, the absence of crucial measurements may lead
to poor tracking performance for unobservable buses. This
aspect will be discussed in Section IV-G.

G. Impact of Sudden State Changes

To validate the effectiveness of the proposed method under
sudden state changes, a time-domain simulation program [36]
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Fig. 17. State changes and estimates of bus 12 for the IEEE 14-bus system
in the presence of missing data: (a) voltage magnitude; (b) phase angle.
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Fig. 18. Average MAE values, iteration numbers, and execution time for the
IEEE 14-bus system in the presence of missing data: (a) average MAE values;
(b) average iteration numbers and execution time.

was utilized to generate true states for the IEEE 14-bus system,
where a doubly-fed induction generator with the Mexican
hat wavelet wind model [37] was deployed at bus 1, a load
shedding was simulated on bus 9 at 1st second, a generator
shedding was simulated on bus 8 at 3rd second, and branch 1-
5 was disconnected at 7th second. Legacy measurements were
obtained every 2 seconds and PMUs were deployed at buses
5 and 11 with a sampling rate of 30 frames/s. In this context,
buses 3, 7 to 9, and 12 to 14 can not be observed by PMUs. As
can be seen from the state estimates of bus 9 in Fig. 19 and the
average MAE values in Fig. 20(a), when a sudden state change
occurs (at 1st, 3rd, and 7th seconds), the estimation accuracy is
significantly affected until the next legacy measurement update
(at 2nd, 4th, and 8th seconds). Nonetheless, the errors caused
by sudden state changes are bounded. In cases where the
observability of the entire power system cannot be guaranteed
through phasor measurements, these estimates would be still
useful for power system control and protection applications.
Additionally, as shown in Fig. 20(b), the sudden state change
results in an increase in the number of iterations, due to the
significant inconsistency between the prior information in CD-
GaBP and the true system states.

V. CONCLUSION

This paper presents a meter-level FDSE, which is capable
of solving the nonlinear hybrid state estimation problems
through local message exchange with few iterations. By in-
corporating the Huber and Hampel cost functions into the
data factor node, the proposed method achieves comparable
or even superior robustness to centralized robust estimators.
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Fig. 19. State changes and estimates of bus 9 for the IEEE 14-bus system in
the presence of sudden state changes: (a) voltage magnitude; (b) phase angle.
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Fig. 20. Average MAE values, iteration numbers, and execution time for
the IEEE 14-bus system in the presence of sudden state changes: (a) average
MAE values; (b) average iteration numbers and execution time.

Moreover, the proposed distributed iteration strategy not only
ensures the fully distributed nature of the CD-GaBP method
but also improves its estimation accuracy by providing prior
information. Extensive simulations validate the effectiveness
of the proposed method in the presence of non-Gaussian noise,
bad data, missing data, and sudden state changes.
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