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Abstract:

Firewalls and IDS (Intrusion Detection Systems) use packet classification for filtering
incoming and outgoing packets. Traffic isolation through packet classification is
important for devices like routers and firewalls that provide services like admission
control, per-flow queuing and quality of service. These devices use a combination of
algorithms and rules to classify packets and take appropriate action(s) which are defined
based on access control lists. Most devices work well with smaller access control lists
and lower data rates, but with most organizations demanding remote services and
performance, this leads to complex networks with huge access lists and higher
bandwidth. At the time of writing this report devices are able to push data rates of 10
Gig/sec. Higher data rates combined with large access control lists shrink the time
devices have to inspect packets, hence leading to the problem of unclassified packets
either being denied access or permit to enter organizational networks. Either case is not
desirable as first leads to performance degradation and later leaves internal networks
vulnerable to potential attacks.
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Significant research and mathematical models are being developed from linear,
hierarchical to geometric algorithms to find the fastest search algorithms and same can
be said about processors. One aspect that hasn’t seen significant research is rule
consolidation. If two or more rules can be combined into one rule and still maintain the

same security posture, which can reduce processing time significantly.

Introduction:

For a firewall or IDS system to be effective, administrators need to devise rules to
maintain a selected security posture. Each incoming packet needs to be checked
against the rule set. It is not an option to simply pass some packets untested because
this compromises the selected security posture and could pose a significant security risk.
Nor is it an option simply to drop traffic which the firewall does not have sufficient time to
test. Blindly dropping packets being transported by a connection-oriented protocol like
TCP will result in the source resending the packet until it times out or the packet is
delivered. This could generate significant traffic and add to the increased congestion on

the network.

As the complexity of network traffic increases the number of rules which must be
checked for each packet increases. At the same time, firewalls and IDS systems are
faced with increasing volumes of traffic so the overall task of checking every packet
becomes even more difficult. Significant advances are being made in processor
throughput as well as improving the underlying algorithms used in packet classification.
Another avenue that needs to be explored is the simplification and regularization of the
rulesets used in classification. We would like to see whether we can minimize the
number of rules which have to be processed while maintaining a specified security

posture.

Solution:

Develop a tool that will help administrators assess their security posture by determining
the effectiveness of rulesets before they are employed in production environments.
RuleAnalyzer will identify packets that match and don't match rules, in addition for the

rules that match, it will also identify additional rules that packets would match. This
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information can be especially helpful to an administrator in consolidating multiple rules

into one rule and still maintain the required security posture.

It is just as important to know which packets don't match any rules. It's always
challenging to deal with these packets because having blanket approach of either
denying or permitting can have adverse effects. If unidentified packets make into the
environment, it can compromise the security posture on the other hand if it's blocked a
protocol like TCP will keep re-transmitting till it times out or the packet is delivered. This
approach causes unnecessary traffic and adds to the congestion problem on the

network.

Another issue the tool tries to address is the lack of agreed standards amongst network
equipment manufacturers when it comes to creating access-control lists and capturing
packets. In order for Rule Analyzer to be effective it needs to have the ability to
understand rules created for other manufacturers and assess them. Although, not
exhaustive, an attempt is being made to address problems arising from lack of
standards. Considering the time limitations only two major manufacturers Cisco and
Snort are being considered for porting rule sets and Wireshark and Windump are being
considered for packet capturing tools. Rule Analyzer also makes a strong case for using
XML (which is industry agreed standard for cross platform communication) as a standard
for creating rulesets. It not only provides one with the flexibility of having custom naming

standards, but also provides the ability to custom order rules as needed.

Tool Design and Description:

As described in the above section, Rule Analyzer's main purpose is to evaluate rules
against a given traffic capture and provide insight by identifying rules that can be
consolidated into one rule, thus leading to higher performance and security. Rule
Analyzer is a Windows based application, developed in C Sharp and uses Windows .Net
2.0 framework as a foundation. The tool provides a number of capabilities namely, a
packet capturing facility (limited to IP packets only), ability to load custom rulesets
created using the proposed standard and also rules created using Cisco and Snort
syntax. Rule Analyzer accepts captures by tools such as WireShark, Windump (with
options a/e).
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Rule Analyzer is broken in two sections, the first section deals with the capturing and
analysis capability (figurel), where the user is able to select between having Rule
Analyzer capture packets and analyze or load an existing capture from Rule Analyzer or
another tool such as WireShark or WinDump for analysis. When selecting WireShark as
an option, Rule Analyzer accepts .csv file and with WinDump it accepts outputs with
option of (a/e) while capturing. Please note capturing packets isn't the main focus of the
application, it has been included just as a quick and dirty capturing facility where an
industry recognized tool such as WireShark or WinDump aren't available. The second
section (figure2) addresses rules. When Rule Analyzer is invoked it loads a pre-
designed ruleset. Users can view the ruleset and make changes and reload as per
requirements. It gives users options to load rules in native RuleAnalyzer format, Cisco or
Snort format. Please note currently RuleAnalyzer can handle only Cisco Standard and
Extended acls.

The RuleAnalyzer native acls are an XML based format (figure3). There were two main
reasons why XML was the format of choice. Firstly it gives the end user a great deal of
flexibility in naming scheme and order for attributes of each element. Each acl entry is an
Element and each element has attributes such as protocol, source ip, source port etc.
For example if a user decides to call the protocol attribute as “proto”, rather than making
changes to his/her rule files, he/she can configure RuleAnlayzer so that it will recognize
“proto” as a valid attribute. In addition RuleAnalyzer is indifferent to ordering of attributes
and lets end user define the ordering scheme as they see fit. This flexibility makes Rule
Analyzer syntax independent, which will help users to confirm it to their liking and also
users who are new to Rule Analyzer can start using it without a huge learning curve.
Secondly XML format is an industry recognized standard and is portable from one

vendor to another.

During the loading phase of rule analyzer, performs checks for hardware namely a
network card, and loads a predefined ruleset into memory. Rule Analyzer loads rulesets
into memory for faster execution and reduce the number of reads it needs to do during
analysis. The predefined ruleset is a default ruleset that has catch all rules for protocols.
After the load process is complete users have the ability to load custom rules. Once
rules are loaded users can view rules loaded into memory and ensure that Rule

Analyzer interprets the rules as they intended them to be. Caution must be taken during
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the load process. Users must ensure that they check the right option when loading rules.
For example if they intended to load a Cisco rulesets, users should ensure that they
check the Cisco Rules radio button. Failure to do so will result in unexpected errors. As
mentioned before Rule Analyzer currently handles standard and extended rules for
Cisco. Rule Analyzer provides a user with three views, one is data grid view, and
another is a text view and also an error log. The first two views are for users to confirm
what they intended to load into the analyzer. The last view is to show the user the rules it
wasn’t able load, whether that be because the limitations within the analyzer or syntax
error within the rule. This is for the user to investigate the problem and take corrective
action. When loading XML rulesets users have the ability to configure analyzer to use
attributes that they desire to use. Users need to configure the attributes before they load

the rules.

Once the rules are loaded the user is ready to load the captured file and start the
analysis. Care should be taken when loading captured files. Appropriate selection
buttons need to be selected when loading the file, otherwise unexpected results will

occur.

During the analysis phase Rule Analyzer creates a results file with a unique identifier
that is a combination of date and time stamp. This is done to preserve results from
previous runs. Once the analyzer has completed the analysis, it will summarize the
results by protocol, by each of the rules (figure4). It will also write a detailed log of each
packet and the corresponding rules that it matched (figure5). In addition it also provides
the ability to search the analyzed file as desired. It gives the user to look for a certain
combination of rules or list packets that matched certain number of rules. For example,
user has the ability to pick from the drop down menu, 2, 3 ... rules (figure7). Analyzer
will list all the packets that matched that criteria. Users can drill down further can look a
specific combination of rules that the packets match (figure9). As mentioned above Rule
Analyzer accepts packet captured by WireShark and WinDump. During the analysis
phase if Rule Analyzer finds packets that do not conform to the format it is expecting, it
will write those packets to an error log (figure6). This functionality has been added to
help future enhancements so the exceptional packets can be handled. After the analysis

has finished it will categorize information by summarizing
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Sample Results

Results from the analysis can be validated by having some priori knowledge of captured
packets. Figurel0 shows the analysis done by Wireshark that breaks captured packets
by protocol. In this sample example the total number of packets is 10151, out of which
9729 are TCP, 388 packets are UDP and 34 are ICMP. After the analysis is done of the
same capture (figure4), it does list as the total count to 10151, however it only list 9568
as being the TCP total and 356 as being UDP and counting 34 packets as ICMP and in
addition the packets that it wasn’t able to understand were 193. If we add all the
individual protocols and the invalid packets (as per Rule Analyzer) it adds up to 10151.

Rule Analyzer also breaks the analysis by each rule and the number of packets
matching those rules (figurell). You will note that the last rule 1-23 is a catch all rule for
TCP and as expected every TCP packet in the capture matches that rule and same is
true for UDP and ICMP packets.

Rule Analyzer also provides a search facility by which a user can search for all packets
that matched a specific number of rules. Figure 6 shows all packets that matched two
rules. User can also search for a specific combination of rules; this can be helpful in
identifying overlaps in rules. With this information in hand, users can be sure there rules

are unique and effective.

Conclusion

Rule Analyzer can be a powerful tool for administrators and researchers in evaluating
rulesets. It can not only identify packets that don’t match rules but also the ones that
match multiple rules. This information can very valuable in enhancing the performance
and securing the networks from unwanted packets. The XML format of the analyzer
makes it very flexible to use and syntax independent. It’s up to the user to decide the
syntax and the order they like to view attributes. With very little learning users can
perform useful analysis that can help them secure and enhance performance on their

networks.
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Appendix A
o [=[E]

| sl Rule |

' Capture

Select MIC to capture packets on: hasfliaw-ctl F3u i Mic Information
IP Address:  |IP Address
i ADMtek ANSE2 based ethemet adapter - Packet Scheduler Miniport Giateway: Gateway
DNS: DHS
HALC: MALC Address
Subnet: Subnet
— Select Packet Capture Tool —Load file to capture
i+ Mative Rule Analyzer capture " Capture packets and analyze
T wWinDump " Load captured packets from file
= wireShark | Browse |

Summary I Log I Errar Lngl Search F!esultsl

Start Capture Save Cancel E =it
Figure 1
Ruleanalyzer oy =] 3
Capture  ¥ml Rule |
Select Inbound Rule Set Rule Configuration

& Rule Analyzer ¢ Cisco ACL © Snart ACL Rule [Ruie Protocol:  [protoce

Source IP:  [source Dest. IP:  [destination |

[ Bz I Source Port: [sport Dest Pot:  [dport
FisLoad RulsSst I Source Sub:  [ssubmet | DestSubnet: [dsubret

Caution: if na matching nade is found 3 0 will be placed a5 3 placehalder

Girid Wiew | Tewt View | Eror Log |

Bulerurnber |_Protocol SrclP SrcSubhet Src Part Dest IP Dest Subnet Dest Port =1
4!‘ tep FEB.7S.EF.0 0.0.0.255 1] 200.212.132.0 0.0.0.255 o
1-2 top FE.23.228.0 0.0.0.255 1] 200.213.132.0 0.0.0.255 [a]
1-2 tep 751621540 0.0.0.255 1] 2002121320 0.0.0.255 a
1-4 top 85207180 000255 1] 2002131320 000255 a0
1-5 tep 852301860 0.0.0.255 1] 2002131320 0.0.0.255 a
1-6 top 26.149.209.0 0.0.0.255 1] 200.212.122.0 0.0.0.255 [a]
1-7 tep £9.115.203.0 0.0.0.255 1] 200.213.132.0 0.0.0.255 o
1-2 top 0139217320 000255 1] 20021213220 0.0.0 255 a
1-3 top 123814390 000255 1] 2002131320 0.0.0.255 a
1-10 tep 201.9.29.0 0.0.0.255 1] 200.212.122.0 0.0.0.255 o
1-11 tcp v2.50.84.0 0.0.0.255 1] 200.213.132.0 0.0.0.255 o
113 tep B2227131.0 000255 1] 2002121320 000255 a
1-14 top 71174710 0.0.0.255 1] 2002131320 0.0.0.255 a
1-15 tep 81.101.227.0 000255 1] 2002131320 000255 a
1-16 tep 24.216.42.0 0.0.0.255 1] 200.212.132.0 0.0.0.255 o
1-17 tep ¥1.214.228.0 0.0.0.255 1] 200.213.132.0 0.0.0.255 [a]
= Erarr——— Pa— 5 Pa— — _I_I
Start Capture Save Cancel I E =it I

Figure 2
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#. ConTEXT - [E:\DEVELOPMENT\Rulenalyzer\RuleAnalyzer\RuleAnalyzer\ bin\Debuglinbound.xmi] _[of x|
C Fie Edt Yiew Fomat Projct Toos Options Window Help -8 x
%
*hHd sBEh0vo DAL= N R R R A i

[2) inbound i |

.5 .10 .15 , 20 . 25 .30 .35 .40 .45 . B0 .55 ., B0 . 65 . 70 . 75 , 80 ., 8 , 30 . 35 . (K . 105 . 110 . 115 . 120 . 125 . 130 . 135 . 140 . 145 , 150 . 155 . 160 . 165 . 170 . 1
Ll Do T s e b e Do beec D e e b b DeceCeec e e e e e b occ e e e e b oo e
<2xml version="1.0" standalone="yes"2> A
<acl>

<rule Rule="1-1" protocol="tcp” source="76.75.57.0" ssubnet="0.0.0.255" sport="0" destination="200.213.132.0" dsubnet="0.0.0.255" dport="0" action="permit”/>
"76.23.228.0" ssubnec="0.0.0.255" sport="0" destinacion="200.213.132.0" dsubnec="0.0.0.255" dporc="0" action="deny"/>
"75.163.154.07 ssubner="0.0.0.255" sport="0" destination="200.213.132.0" dsubner="0.0.0.255" dporc="0" action="permit”/>

.207.18.07 0.0.0.255" sport="0" destination="200.213.132.0" dsubnet="0.0.0.255" dport="80" action="permit”/>

.230.186.0" 0.0.0.255" sport="0" destination="200.213.132.0" dsubnet="0.0.0.255" action="permit”/>
"86.149.209.0" ssubnet="0.0.0.255" sport="0" destination="200.213.132.0" dsubnet="0.0.0.255" action="deny"/>
protocol="tep” source="9.115.203.0" ssubnet="0.0.0.255" sport="0" destination="200.213.132.0" dsubnet="0.0.0.255" action="deny"/>
"90,198.173.0" ssubnec="0.0.0.255" sporc="0" "200.213.132.0" dsubnec="0.0.0.255" action="deny"/>
="123.8.149.07 0.0.0.255" spore="0" "200.213.132.0" dsubner="0.0.0.255" artion="deny"/>
ssubnet="0.0.0.255" sport="0" "200.213.132.0" dswsnet="0.0.0.255" action="deny"/>
protocol="tcp” .50.84.0" ssubnet="0.0.0.255" sport="0" "200.213.132.0" dsubnet="0.0.0.255" action="deny"/>
protocol="top” +227.191.0" ssubnet="0.0.0.255" sport="0" destination="200.213.132.0" dsubnet="0.0.0.255" dport="0" action="deny"/>
<rule Rule="1-14" protocol="tep” source="71.174.71.0" ssubnet="0.0.0.255" sport="0" destination="200.213.132.0" dsubnet="0.0.0.255" dport="0" action="deny"/>

protocol="top”

<rule Rule="1-15" protocol="tep” source="8§1.101.227.07 0.0.0.255" sporc="0" destination="200.213.132.0" dsubnec="0.0.0.255" dporc="0" action="deny"/>
<rule Rule="1-16" protocol="tep” .216.42.07 0.0.0.255" sporc="0" destimation="200.213.132.0" dsubnet="0.0.0.255" dport="0" action="deny”/>
<rule protocol="tep” .214.228.0" 0.0.0.255" sport="0" destinmation="200.213.132.07 dsubnet="0.0.0.255" dport="0" action="deny"/>

destination="200.213.132.0" dsubnet="0.0.0.255" dport="0" action="deny"/>
<rule protocol="top” .30.84.0" ssubnet="0.0.0.255" sport '200.213.132.0" dsubnet="0.0.0.255" dport="0" action="deny"/>
<rule Rule="1-20" protocol="tep” source="68.227.191.0" ssubnet="0.0.0.255" sport="0" destination="200.213.132.0" dsubnet="0.0.0.255" dport="0" action="deny"/>
<rule Rule="1-21" protocol="tcp” source="62.30.84.07 ssubner="0.0.0.255" sport="0" destination="200.213.132.0" dsubnec="0.0.0.255" dporc="0" action="deny"/>
<rule Rule="1-227 protocol="tep” source="190.38.157.0 0.0.0.255" sporc="0" destimation="200.213.132.0" dsubnet="0.0.0.255" dport="0" action="deny”/>

<rule protocol="tep” .41.118.0" 0.0.0.255" sport

<rule protocol="top” 0.0.0.0" ssubnet="255.255.255.255" spor 0" destination="0.0.0.0" dsubnet="255.255.255.255" dport="0" action="deny"/>

<rule protocol="udp” "122.122.34.0" ssubnet="0.0.0.255" sport="0" destination="200.213.132.0" dsubnet="0.0.0.255" dport="0" action="deny"/>

<rule "202.7.115.0" ssubnet="0.0.0.255" sport="0" destination="200.213.132.0" dsubnet="0.0.0.255" dport="0" action="deny"/>

<rule "86.101.102.0" ssubnec="0.0.0.255" sporc="0" destination="200.213.132.0" dsubnec="0.0.0.255" dporc="0" action="deny"/>

<rule protocol="udp" "220.134.156.0" ssubnec="0.0.0.255" sporc="!137" destination="200.213.132.0" dsubnec="0.0.0.255" dporc="'135" accion="deny"/>

<rule protocol="udp" uree="76.20.237.0" 0.0.0.255" sport="0" destination="200.213.132.0" dsubnet="0.0.0.255" dport="'136" action="deny"/>

<rule source="65.94.51.07 sswbnet="0.0.0.255" sport=">137" destination="200.213.132.0" dswbnet="0.0.0.255" dport=">137" action="deny"/> o

<rule protocol="udp” urce="g7.49.252.0" 0.0.0.255" sport="!53" destination="200.213.132.0" dsubnet="0.0.0.255" dport=">137" action="deny"/>

<rule udp” source="72.23.108.0" ssubnet="0.0.0.255" sport="0" destination="200.213.132.0" dsubnet="0.0.0.255" dport="0" action="deny"/>

<rule protocol="udp” source="203.218.225.0" ssubnet="0.0.0.255" sport="!135" destination="200.213.132.0" dsubnet="0.0.0.255" dporc="0" action="deny"/>

<rule protocol="udp” source="88.163.129.0" ssubnet="0.0.0.255" sport="0" destination="200.213.132.0" dsubnec="0.0.0.255" dporc="0" action="deny"/>

<rule protocol="udp” source="67.86.62.07 ssubnet="0.0.0.255" sport="'137" destination="200.213.132.0" dsubnet="0.0.0.255" dport="0" action="deny"/>

<rule protocol="udp” urce="z200.59.112.0" 0.0.0.255" sport="0" destination="200.213.132.0" dsubnet="0.0.0.255" dport="0" action="deny"/>

<rule protocol="udp” urce="51.154.188.0" 0.0.0.255" sport="0" destination="200.213.132.0" dsubnet="0.0.0.255" dport="0" action="deny"/>

<rule protocol="udp” 222.129.96.0" ssubnet="0.0.0.255" sport="0" destination="200.213.132.0" dsubnet="0.0.0.255" dport="0" action="deny"/>

<rule protocol="udp" "60.50.57.0" ssubnec="0.0.0.255" sporc="0" destination="200.213.132.0" dsubnec="0.0.0.255" dporc="0" action="deny"/>

<rule protocol="udp" 141.7.150.0" ssubnec="0.0.0.255" sporc="0" destination="200.213.132.0" dsubnec="0.0.0.255" dporc="0" action="deny"/>
Ln12,Col10] | Inset | SelMomal | [ UTF8  |File size: 8038 [

Figure 3
= il

Capture | ml Fule |

Select NIC to capture packets on: hasfliaw-ct1f3u —Mic Infarmation
IP &ddress:  IF Address
= ADMtek ANIE83 based ethemet adapter - Packet Scheduler Miniport Gateway: Gateway
DMS: DHS
MALC: MaC Address
Subhet: Subnet
— Select Packet Capture Tool —Load file ko capture
" Mative Fule Analyzer capture { Capture packets and analvze
" winDump % Load captured packets from file
i 'wireShark IE'\Temp\parsed_wueshark_wmdump'l 20107 csv Browse |

Surnmnary I Log I Error Logl Search Hesultsl

Riule Analyzer Summary -
Total packets processed: 10151
Irvealid Packets: 193

Sumrnary by packets matching each protocol

Log started at.. ... 341372008 15:55:38 —

tatched TCP : 9562
Mo match TCP: O

tatched UDIP - 356
Momatch UDP @ 0

tMatched ICKF :0
Mo match ICMP @ 34

tatched IGMP 0
Mo match IGMP - 0

Sumrnary by number of packets matching each ule

Fiule : Count

Start Analysiz Save Cancel | E =it I

Figure 4
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_(O x|

— Mic Infarmation

IP Address:  |P Address
i ADMtek ANSE2 based ethemet adapter - Packet Scheduler Miniport Gateway: Gateway
DNS: DHS
MAL: MALC Address
Subnet: Subnet
— Select Packet Capture Tool —Load file to capture
= Mative Rule Analyzer capture = Capture packets and analyze
 wWinDump * Load captured packets from file
% WireShark IEI.\Ternp\parsed_wueshark_wmdump'l 20107 cav Erowse |
Summary  Log I Error Log I Search Results I
Fule Matched: [ 1-8 1-23] : tep - 90.198.173.41 : 200.213.132.11 : 1588 : 46591 -]
Fule Matched: [ 2-25]: udp: 123.8.149.206 : 200.213.132.11 : 12713 : 46591 =l
Fule Matched: [ 2-25] 1 udp : 200021313211 : 123.8.149.206 : 46531 : 12713
Fule Matched: [ 1-23]: tep : 200.213.132.11 : 75.163.154.22 : 46591 : 64019
Rule Matched: [ 1-23]: top : 200.213.132.11 : 86.149.209.181 : 46591 : 4053
Rule Matched: [ 1-23]: tep @ 200.213.132.11 : B9.115.203.87 : 1757 : 57558
Rule Matched: [ 1-23]: top : 200.213.132.11 : 76.75.67.94 : 2380 : 32238
Fule Matched: [ 1-23]: tep - 2101196151 : 200.213.132.11 : 29324 : 46691
Fule Matched: [ 1-23]: tcp: 200.213.132.11 : 210.1.196.151 : 46591 : 29324
Fule Matched: [ 1-101-23] : tep : 201.9.39.108 : 200.213.132.11 : 2343 : 46591
Fule Matched: [ 1-23]: tcp @ 200.213.132.11 : 82.27.253.223 : 46591 : 2323
Rule Matched: [ 1-5 1-23] : tcp : 85.230.186.100 : 200.213.132.11 : 29279 1825
Fule Matched: [ 1-11 1-23] : tep: 72.50.84.137 : 200.213.132.11 : 56432 : 46591
Rule Matched: [ 1-7 1-23] : tcp : 69.115.203.87 : 200.213.132.11 : 57538 : 1757
Rule Matched: [ 1-23]: tep @ 20021313211 : 76.23.228.127 : 1951 : 46945
Rule Matched: [ 1-23]: top : 200.213.132.11 : 90.198.173.41 : 465691 : 1588
Rule Matched: [ 1-23]: top : 20021313211 : 62.1.247.184 : 46651 : 50279
Fule Matched: [ 1-131-20 1-23] : tep: 68.227.191.222: 200.212.132.11 : 37885 : 3057
Fule Matched: [ 1-131-201-23] : tep @ BB.227.191.222 1 200.213.132.11 : 37885 : 3057
Fule Matched: [ 1-23]: tcp : 200.213.132.11 : B8.227.191.222 : 3057 : 37885
Rule Matched: [ 1-14 1-23] : top : 71.174.71.29: 20021313211 £ 13372 2922
Fule Matched: [ 1-23]: tcp : 74.15.135.194 : 200.213.132.11 : 16230 : 1557
Rule Matched: [ 1-151-23] : top: 81.101.227.127 : 200.213.132.11 : 64373 ; 46591
Fule Matched: [ 1-151-23] : tep : 81.101.227 127 : 200.213.132.11 : 64373 : 46591
Fule Matched: [ 1-23]: top : 200.213.132.11 : 81.101.227.127 ; 46691 : 64373
Fule Matched: [ 1-23]: tep : 74.15.135.194 : 200.213.132.11 : 16230 : 1557 =l
Start Analysis Save Cancel E =it |
Figure 5
o x|
Capture | sml Fule |
Select NIC to capture packets on: hasfliaw-ctl F3u [ Mic Information
IP Address:  IP Address
i ADMtek AN983 bazed ethermet adapter - Packet Scheduler Miniport G atewway: Gateway
DMS DMS
FAL: MAC Address
Subnet: Subnet
— Select Packet Capture Tool — Load file to capture
1 Mative Rule Analyzer capture = Capture packets and analyze
" wWinDump * Load captured packets from file
= SwireShark IC:\Temp\parsed_wireshark_windump1 20107 cav Browse |
Summary I Log ErorLog | Search Results I
00.213.132.1 -]

andshake [Packet size limited during capture]”’
andshake [Packet size limited during capture]”
[Facket size limited duri ture]"

2d

Handshake [Packet zsize limited during capture]”"
'Continuation data [Packet size limited during capture]
Handshake [Packet size limited during capture]”’
Handshake [Packet size limited during capture]”’
BitToment BitTorent Choke [Packet size limited during capture]”
Continuation data [Packet size limited during capture]”
tTorrent "
Interested "'
Continuation data [Packet size limited during capture]”
TCP Out-0f-Order] HTTPA1.1 200 OK[Packet size limited during capturs]’”
76,102,242 110" "BitT orrent'."Handshake [Packet size limited during capture]'
A Torent"."Interested Have. Piece [Id=:0=3b23]) "
‘BitT arrent’,"Handshake [Packet size limited during capture]”
"' "Handszhake [Packet zize limited during capture]”
'Continuation data [Packet size limited during capture]
Handshake [Packet size limited during capture]”’
Handshake [Packet size limited during capture]”’

0.E4. B
200213132117, "F0.64.133 2" "BitTonent™,

Start Analusis Save Cancel E =it |

Figure 6
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| 1L ]
Summaryl Log I ErorLog  Search Results |
Search Result: I IE jv
2600 Mate: Separate search parameters by a space or comma. Search |
Description | Fiule Mumber Fratocol S P Dest IP Sre. Part Dest. Port
3 ‘ﬂg@ﬁﬁ- [111-23] tep 7E.75.67.94 20021313211 32238 2980
Rule M atched [1-21-23] tep TE23.228127 20021313211 45345 15951
Rule Matched [151-23] tcp 95.230.186.100 2002131321 259279 1825
Rule Matched [1-21-23] tep 76.23.228127 20021313211 46345 15951
Rule M atched [151-23] tep 95.230.186.100 20021313211 259279 1825
Rule M atched [1-11-23] tep 7E.75.67.94 20021313211 32238 2380
Rule Matched [1-31-23] tcp 7E.163.154.22 2002131321 64019 46591
Rule Matched [151-23] tep 85.230.186.100 20021313211 29273 1825
Rule M atched [111-23] tep 7E.75.67.94 20021313211 32238 2980
Rule M atched [1-11-23] tcp 7E.75.67.94 20021313211 32238 2380
Rule Matched [151-23] tcp 95.230.186.100 2002131321 259279 1825
Bule Matched [1-61-23] tep 06.149.209.181 200.213.132.11 4053 46591
Start Analysis | Save Cancel E =it
Figure 7

L . =10 x|

—Rule Configuration
Bule: Rule Protocal  |protocal
Source [P |source Dest. IP: |destination
Source Port,  |zport Dest. Port:  |dpaort
Source Sub:  |ssubnet Dest Subnet;  |dsubnet
Cauticn: if no matching node is found 2 0 will be placed 22 2 placehaldar

Figure 8
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-]
Caplure |><m| Fule |
Select MIC to capture packets on: hasfliaw-ct1f3u [~ Mic Infarmation
IP Address:  |P Address
" ADMtek AN333 based ethemet adapter - Packet Scheduler Miniport Gateway  Gateway
DNS: DS
MAL: MAC Address
Subnet: Subnet
Select Packet Capture Tool —Load file to capture
' Native Rule Analyzer capture € Capture packets and analyze
 WinDump %" Load captured packets from file
% wireShark IC:\Temp\parsed_wireshark_windump‘l 207 cav Browsze |

Summaryl Log I ErorLog  Search Fesults |

Search Result: I‘I"I 123 I j

954 Mote: Separate search parameters by a space or comma. Search |

[iezcription | Fiule Mumber Pratacol Src. IP Dest IP Sre. Port Dest. Part
3 i@g@ﬁ@- [1-11-23] tcp TE.75.67.94 20021313211 32238 2980
o Fiule Matched [1-11-23] tcp 76.75.67.94 2002131321 32238 2380

Fule Matched [1-11-23] tcp TE.75.67.94 2002131321 32238 2980

Fiule Matched [1-11-23] tcp 76.75.67.94 2002131321 32238 2380

Rule Matched [1-11-23] tcp 76.75.67.94 20021313211 32238 2380

Fule Matched [1-11-23] tep 76.75.67.94 2002131321 32238 2380

Fiule Matched [1-11-23] tcp TE.7E.67.94 2002131321 32238 2980

Fiule Matched [1-11-23] tcp 76.75.67.94 2002131321 32238 2380

Fule Matched [1-11-23] tcp TE.75.67.94 2002131321 32238 2980

Fiule Matched [1-11-23] tcp 76.75.67.94 2002131321 32238 2380

Rule Matched [1-11-23] tcp 76.75.67.94 20021313211 32238 2380

Rule Matched [1-11-23] tep 76.75.67.94 20021313211 22238 2380

Start Analyziz | Save Cancel Exit
Figure 9
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End Packets
= Ethernet 100.00%: 10151 6254255 0,995 a 0 0.000
[ Internet Protocol 100.00% 10151 6284255 0,995 u} i} 0.000
Transmission Control Protocol 95, 54% 9729 6201115 0,985 4323 245168 0.039
User Datagram Protocol 3.82% 355 g0624  0.013 a 0 0.000
Internet Control Message Protocol 0.33% 34 2516 0,000 34 2516 0.000

we |

Figure 10
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_1o x|

Caplure |><m| Fule |

Select MIC to capture packets on: hasfliaw-ct1f3u [~ Mic Infarmation
IP Address:  |P Address
" ADMtek AN333 based ethemet adapter - Packet Scheduler Miniport Gateway  Gateway
DNS: DS
MAL: MAC Address
Subnet: Subnet
—Select Packet Capture Tool —Load file to capture
' Native Rule Analyzer capture € Capture packets and analyze
 WinDump %" Load captured packets from file
% wireShark IC:\Temp\parsed_wireshark_windump‘l 207 cav Browsze |
Summary | Log I Eror Log | Search Results
Summary by number of packets matching each ule ;I
Rule : Court
11 : 954
1-2 : 264
13 ¢ 40
14 : 0
15 @ 387
16 @ 3
1.7 0 42
18 @ 3
19 : 0
110 o 51
111 @ 28
113 @0 343
114 ¢ 128
115 @ B2
116 @ 154
117 @ 423
118 - 27
119 @ 2
1-20 @ 343
121 ¢ 2
122 . 13
1-23 9568 LI
Start Analyziz Save Cancel Exit |
Figure 11
Sample Rules

Rule Analyzer XML Rules

<?xml version="1.0" standalone="yes" ?>
- <acl>
<rule  Rule="1-1"  protocol="tcp" source="76.75.67.0" ssubnet="255.255.255.0"  sport=">2900"
destination="200.213.132.0" dsubnet="255.255.255.0" dport=">2900" action="permit" />
<rule Rule="1-2" protocol="tcp" source="76.23.228.0" ssubnet="255.255.255.0" sport="0"
destination="200.213.132.0" dsubnet="255.255.255.0" dport="2990" action="deny" />
<rule Rule="1-3" protocol="tcp" source="75.163.154.0" ssubnet="255.255.255.0" sport="20:56000"
destination="200.213.132.0" dsubnet="255.255.255.0" dport="20:56000" action="permit" />
<rule Rule="1-4" protocol="tcp" source="85.207.18.0" ssubnet="255.255.255.0" sport="0"
destination="200.213.132.0" dsubnet="255.255.255.0" dport="80" action="permit" />
<rule Rule="1-5" protocol="tcp" source="85.230.186.0" ssubnet="255.255.255.0" sport="0"
destination="200.213.132.0" dsubnet="255.255.255.0" dport="180" action="permit" />
<rule Rule="1-6" protocol="tcp" source="0.0.0.0" ssubnet="0.0.0.0" sport="0" destination="0.0.0.0"
dsubnet="0.0.0.0" dport="0" action="deny" />
<rule Rule="2-1" protocol="udp" source="122.122.34.0" ssubnet="255.255.255.0" sport="0"
destination="200.213.132.0" dsubnet="255.255.255.0" dport="46000:47000" action="deny" />
<rule Rule="2-2" protocol="udp" source="86.101.102.0" ssubnet="255.255.255.0" sport="0"
destination="200.213.132.0" dsubnet="255.255.255.0" dport="0" action="deny" />
<rule Rule="2-3" protocol="udp" source="76.20.237.0" ssubnet="255.255.255.0" sport="0"
destination="200.213.132.0" dsubnet="255.255.255.0" dport="1136" action="deny" />
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<rule Rule="2-4" protocol="udp" source="0.0.0.0" ssubnet="0.0.0.0" sport="0" destination="0.0.0.0"
dsubnet="0.0.0.0" dport="0" action="deny" />

<rule Rule="3-1" protocol="icmp" source="0.0.0.0" ssubnet="0.0.0.0" sport="0" destination="0.0.0.0"
dsubnet="0.0.0.0" dport="0" action="deny" />

</acl>

Cisco Rules
access-list 101 permit tcp 76.75.67.0 255.255.255.0 gt 2900 200.213.132.0 255.255.255.0 gt 2900
access-list 102 permit tcp 76.23.228.0 255.255.255.0 200.213.132.0 255.255.255.0 eq 2990

access-list 103 permit tcp 75.163.154.0 255.255.255.0 range 20 56000 200.213.132.0 255.255.255.0 range
20 56000

access-list 104 permit tcp 85.207.18.0 255.255.255.0 200.213.132.0 255.255.255.0 eq 80 established
access-list 105 permit tcp 85.230.186.0 255.255.255.0 200.213.132.0 255.255.255.0 neq 80

access-list 106 deny tcp any any any any

access-list 107 permit udp 122.122.34.0 255.255.255.0 200.213.132.0 255.255.255.0 range 46000 47000
access-list 108 permit udp 86.101.102.0 255.255.255.0 200.213.132.0 255.255.255.0 any

access-list 109 permit udp 76.20.237.0 255.255.255.0 200.213.132.0 255.255.255.0 neq 136

access-list 110 deny udp any any any any

access-list 111 deny icmp any any

Snort Rules
1 tcp 76.75.67.0/22 >2900 -> 200.213.132.0/24 any (content: "|vert0 01 86 a5|"; msg:"mountd access";)
2 tcp 76.75.68.0/24 >2900 -> 200.213.132.0/24 any (content: "|vert0 01 86 a5|"; msg:"mountd access";)

3 tcp 76.75.74.0/24 20:56000 -> 200.213.132.0/24 20:56000 (content: “[vert0 01 86 a5|"; msg:"mountd
access";)

4 tcp 85.207.18.0/24 20:56000 -> 200.213.132.0/24 80 (content: "|vert0 01 86 a5|"; msg:"mountd access";)
5 tcp 85.230.186.0/24 any -> 200.213.132.0/24 180 (content: "|vert0 01 86 a5|"; msg:"mountd access";)
6 tcp any any -> any any (content: "|vert0 01 86 a5|"; msg:"mountd access";)

7 udp 122.122.34.0/24 any -> 200.213.132.0/24 46000:47000 (content: "|vert0 01 86 a5|"; msg:"mountd
access";)

8 udp 86.101.102.0/24 any -> 200.213.132.0/24 any (content: "|vert0 01 86 a5|"; msg:"mountd access";)
9 udp 76.20.237.0/24 any -> 200.213.132.0/24 1136 (content: "|vert0 01 86 a5|"; msg:"mountd access";)
10 udp any any -> any any (content: “|vert0 01 86 a5|"; msg:"mountd access";)

11 icmp any any -> any any (content: "|vert0 01 86 a5|"; msg:"mountd access";)
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