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Abstract— While privacy issues in children’s mobile applicions permissions, are "enforced by Unix groups, rathemtthe
are becoming increasingly sophisticated, the perms@ons in these Android permission validation mechanism"[27]. Indéibn,

applications are undergoing development without prper the "signature” permissions related to the backagess and
security implementation.  Mobile applications with excessive {a|ete application packages are "granted only fdications

privacy features can cause serious data leakages darother ;o0 signed with the device manufacturer's.[27]
similar privacy issues, which can exert detrimentalepercussions L
In some cases, an application's developer may use

on children’s security. In this paper, we have condcted a risk o ) X L
assessment for this security matter, where we idefied the risk, UNnecessary permissions, which result in the apiios
applied the controls, determined the residual risk, and requesting privileged access that is unrelatetieqptirpose of
established a set of recommendations. the developed application, such as the permissions
ACCESS_GPS or ACCESS_LOCATION[27]. For example, a
developer may use the ACCESS_MOCK_LOCATION during
the test and then forget to remove it from the igpgibn. The
permission ACCESS MOCK_LOCATION can allow an

I. INTRODUCTION application to "create mock location providers tiesting"[21];
such permissions can comprise a technique in theqy
monitoring tools that aim to prevent data leakadethe
location. The AndroidMainfest permission [21] indks a
reasonable description of the permissions thatbeansed by
privacy monitoring tool developers.

Keywords— Children, Mobile Applications, Permissions,
Privacy, Risk Assessment

In June, 2013, a study of the "Top Smartphone étais"
showed that Android platform (Google) "remains op &s of
April 2013"[25]. In fact, the Android Google Markeifffers
many free apps that mobile users can install.

In 2011, Felt, A. et al.[26] stated that 93% of #ndroid's
free apps have "dangerous" permissions[26]. Fomple the II. CONCERN FORPRIVACY
SEND_SMS permission represents one of the "dangérou
permissions that can be managed by an applica2®ln [

Ideally, an Android's platform informs the usersuatbthe
set of permissions that are required for an iretalapp.

Howgver, an app can contain extra pr!vneges andikmassers revealed the unfortunate fact that private dataddeom the
may install the app regardless of the risk. . ; ; .
. children’s devices as a result of mobile apps [F3[pL4].
Felt et al. conducted a study [27] with many relate o
. S . The Federal Trade Commission (FTC)[5] expresses
concerns, posing the question: "do users care atimit N X : :
Iy o . concern about the criteria involved in collectimgdasharing
phones’ privacy and security?" They surveyed 30&irAid . y : .
. f : : o children’s information, such as emails, addresaesd, phone
mobile users, and only "17% paid attentions to pesions at : ; o
) o ,, umbers[5]. This research also considers otheer@ijt such
install-time", and "42% were completely unaware q : ; X
ermissions"[27] as device IDs, location, videos, and photos (Téahle
P ' This investigation addresses the aspects and obeleof

In the Android platform, shown in Figure 1 of AppgigaA, . hildren’s ori i th bil . h
a series of mandatory processes grant permissi@m tapp protecting children’s privacy in the mobile enviroent. The
" main focus in this research aims to develop testiitgria that

This architecture reveals that the interaction leetw the have been endorsed by the Children's Online Privacy

system and the app occurs between two virtual mashi : , z.
(VMs). The app VM includes the application processere Protectlc_)n Act (COPPA).. Samples of the testingecidt are
located in Table 1 of Section 6.

APIs undergo invocation from the API library. Sufpsently, In this research, we have conducted a risk assessme

"equest an operation from the systom process it v, "1ere we have idertiied th risk of data leakagare apps,
In order to conduct an operation in the system gssc a defmed_ and apphe_d the (_:ontrols of privacy momltg_rtools,
o o determined the residual risk of data leakage afpglying the
permission set of validations and checks occur dasethe monitoring tools, and provided a set of recommeindat
Android permission validation mechanism. For insgnan The risk asse’ssment has been conducted based NiSTie

application invokes API to call ClipboardManagetTgxt. . o i , .
Afterwards, the RPC interface will act as a prorg éhe API special publication 800-30 Risk Assessment MOd@L@ 2)
and followed by a set of recommendations, some loithy

call will be relayed as IClipboard$Stub$Proxy tguest the involve using the monitoring tools.

ClipboardService of the system process [27]. . o . . .
. Some privacy monitoring tools claim to provide ssefith
Other permissions, such as the

WRITE_EXTERNAL STORAGE and BLUETOOTH cnhancements. Many of these applications can beictaned
- - as "a good little helper"[18] that only offer "aigki overview

Nowadays, most children use mobile devices such as
Smartphone to download many applications that neyse
serious invasions of the children's privacy. Sevstadies



of all the installed apps and their permissions][C&her tools from COPPA that a "web site operator" should cassiéror

[19] possess more features, such as the abiliscam mobile instance, a "web site operator” should obtain "p@leconsent
apps for problems known as “dirty secrets” and s#mal before collecting protected information from chédt[24].

results to the user's (parent) e-mail. These {d8kassertthat The current investigation uses a risk assessment
they can also "uninstall the unwanted app"[19]. bN®users methodology: NIST SP 800-30. In order to avoid toffthe

can pay for similar applications [20] and obtaindiéidnal first phase of this research develops the criteyi@xtracting
enhancement features, such as "install and backwg f it from COPPA; Section 6 provides additional disians of
apps"[20]. Anti-virus companies also provide soofighese this methodology.

privacy monitoring tools to enhance and correctgmy issues. While Adam et al. [24] studied privacy aspects @RPA,

For instance, Trend Micro offers a free tool call@tivacy Xiaomei et al. [16] investigated COPPA’s complianoethe
Scanner for Facebook" [21], which has been desigtoed environment of children’s websites. In particulahese
increase privacy issues surrounding the use oftfeaxde This authors "examined advertisements placed on popular
tool scans Facebook settings, identifies any rigksthe children’s websites"[16]. The study found that sochéddren
settings, recommends changes, and \verifies tlaeked the ability to distinguish ads from othentemt in the

implementation of such changes [21]. The numbecs tae
names of the selected privacy monitoring toolssatgiect to
change throughout the research.

In his discussion on "Conducting a Risk Assessnient
Mobile Devices,” David Frei [28] listed the "avdile
Industry Risk Assessment Models". The researchigwgaper
was conducted on the basis of one of these moithelNIST
SP 800-30. (Fig.2)

I1l. RELATED WORK

targeted websites. Consequently, the "majority lufdeen’s
websites" featured ads that attracted children. sthey found
that only 47% of children’s websites were compliavith
COPPA "when they collected personal informationmnfro
children"[16]. Similar to [24] and [16], our reseh examines
privacy aspects impacting children; however,
investigation focuses on the mobile apps envirorinnather
than that of websites.

While Xiaomei et al. [16]

this

studied advertisements’

compliance with COPPA, Yong [17] focused on mobile

advertising. Specifically, Yong’'s research poses glestion:

"what is the current policy parameter in regards the

Adam et al. [24] investigated aspects of COPPAha tprotection of personal data in complex mobile-badgital
website environment. Their research focused on switeria ecosystems?"[17]. In order to provide

background information for policy parameters, Ydagd] This research aims to develop testing criteria iaa®e been
consulted COPPA. As result, the research recomniefide endorsed by the Children's Online Privacy Protecthct
policy tool in combination with a better interfage mobile (COPPA). Samples of the testing criteria can bendoin
platforms"[17]. Accordingly, the present investigat Table 1 of Section 6.
establishes the need for a mobile privacy riskessentasan A paper entited "Privacy Enhancing Technology
important step for creating an efficient policy koo Guidelines and Testing Methodology" attested to l&#uok of

While the three previous researches [24] [16] [1stjedied an "established set of criteria for which users seek to
COPPA's implications on websites, website advemtiesets evaluate privacy enhancing technologies"[13]. Smadly,
and mobile advertising, the current research facuse the the paper discussed many concerns about develapiegia
COPPA's relevance to mobile apps for the purposks in order to test the privacy enhancing tools. Tidsearch
developing testing criteria to evaluate privacy itamng apps. studied COPPA in order to gather and utilize prvadteria
In fact, this research supports the study of CORIRA the in the risk assessment.

b

analysis of the mobile privacy issues by provideget of  While some studies have in
recommendations through an NIST risk assessment.

dictated problems with privacy issues, none of ¢hes Enck et al. [12] tested "30 popular third-party Aoid
investigations have conducted a risk assessmeningtance, applications”, finding "68 instances of potentialsuse of
an article in the Business Insider website [4] géses similar users’ private information across 20 applicatioh2][
experiments, conducted by WSJ, in which 101 appeewe Similarly, Berry Hoekstra Damir[14] similarly statethat
examined in different mobile operating systems. @btcome some mobile apps leak data that are related t@ikacy of
of this study showed that some apps transmitteds"tf data the mobile
back to the maker or to ad networks, not necegsaith the
user's consent, or knowledge"[4].

user. These researchers tested "100 randomly cpicke The present research was conducted similarly to

applications" and found that 18 apps possessedididsib
permissions [14].

While [14] [5], and [4] conducted experiments wahps to
uncover evidence of data leakage, these autholeated to
conduct a risk assessment. Thus, these author$g[l4ind [4]
identified the risk of data leakage without prowiglia risk
assessment. In contrast, the current study idestifie risk of
data leakage, applies the controls of privacy naoimg tools,
determines the residual risk, and provides a set
recommendations.

Theoharidou et al. [11], who created a "Risk Assesg
Method for Smartphones" and requested future reketr
extend the review of the mobile threats "along wih
analytical dictionary of permission combinations$8]2 This
research conducted a comprehensive study of afiplica
permissions and other related issues that haverafisant
impact on children's mobile privacy.

Jonas and Ty [15] have proposed a different apbrdizat
robdifies Android applications such as Whatsapp Andry
Birds prior to installation. These researchers tipocated

many steps into their method, such as modifying the

"application code to make sure it doesn't crashabse of
permission issues"[15].



However, these authors neglected to test reviewams The second step focused on identifying the threat,
about their approach, such as "the manual removal especially the data leakage by mobile apps. We Hota
permissions on several applications." In fact, otle@iewers, determine the way in which threat agencies suchalsvare
such as gizmodo.com, commented on the Privacy Blocldevelopers can exploit the vulnerabilities inherenmobile

App. Specifically, Gizmodo.com stated that thisItdoan
confuse malicious Android apps with Garbage Codes].[
Thus, these authors neglected to conduct an imatth of
the mobile privacy monitoring tools, showing thasearch

studies have not yet provided evidences of thesds'to

effectiveness.

Siew Yong et al [1] presented a paper about therggc
issues of the "mobile Wi-Fi robot toys,” which skabu
represent a major concern for parents whose childse such
a mobile device. This research implemented a stebhased
methodology and a set of recommendations, sucheaglea
that "parents should be able to create a listiehdfs that their
children can correspond with"[1].

The present study utilizes such an approach with et
scenarios and recommendations, which are detailethe
discussion section, Section VI.

IV. METHODOLOGY

The testing environment for this research includederal
children’s apps and privacy monitoring tools ing@lin a
mobile device, Galaxy Nexus S, with an Android @04).

However, a SIM card was not used. Applications we

downloaded from the Android "Play Store," whichu&gd a
Google account.

In order to conduct the risk assessment, we deedltpe
test criteria from a legal privacy perspective, @@PPA Act
[3]. Specifically, we considered the COPPA critditded in
Table 1.

The COPPA Act Criteria
First & last name
A home or other physical address
Omnline contact information
A screen or user name that functions as online contact
information
A telephone number
Identifier that can be used to recognize a user over time and
across different Web sites or online services

A photograph, video, or audio file, where such file contains a
child’s image or voice

Geo-location (GPS)
Table 1: The COPPA Act. Criteria

During the related review, we found that NIST SP-80
can address the integration of the risk assessrsimy
privacy constraints on Android mobile apps.

apps.

In the third step of the methodology, this reseadeintified
the vulnerability while installing several childfenapps on
the test phone.

Application Name

BomberMan
Fruit Ninja
Street Fighter V
Jewel Pop Mania
Street Fighter Zero 2
Ultimate Mortal Kompact
Table 2: List of the Children’s Applications

mim{o|O|w|(>

Subsequently, several monitoring tools were insthlbn
the test device in order to identify controls fbe tfourth step
of NIST SP 800-30. These tools were selected bagethe
rating average of the Google Play Store applicatom
website [22].

We conducted a thorough study of the current ctiro
the form of monitoring apps and the nature of the
vulnerabilities in terms of the privacy leakage szdi by the
children’s apps. This investigation enabled usdtednine the
ikelihood of this type of risk, as shown in TaldeThis part
of the studyincorporated the fifth and sixth steps of the NIST
SP 800-30.

Based on the likelihood and impact of the risk, skgenth
step in this research determined the level of fisk.example,
the data leakage of geographic location and thHealga of text
messages constitute different levels of risk; suext
messages may include banking credential data oeroth
sensitive information.

In the eighth step, the research established aofet
recommendations to avoid any data leakage caused by
children’s mobile apps. These recommendations were
included in the last step of the research. Thip,stésk
assessment, represented the main contributiorisofakearch.

The selected COPPA criteria were used in the risk
assessment model in order to identify the vulnditedsi in the
mobile privacy monitoring tools (step 3 NIST 800x.30

The research included several scenarios and prelimi
hypotheses:

Scenario 1: This scenario features a lack of pyivac
monitoring tools. While the child is downloadingpasp the
apps are leaking private data from the mobile devidany
researchers have confirmed that some apps leakterdata
(Section Il1). However, rather than verifying thestadies, this
research focuses on selecting some of the suspapfedthat
are listed in the body of the research review eadti order to
use this information in the other two scenarios.

In the first step of the NIST SP 800-30 model, we Scenario 2: Although privacy monitoring tools are

examined the Android system characterization,
includes permission processes in the Android platfas
discussed in introduction of this research (Fig 1).

whi@stablished, the suspected apps are attemptirgakoprivate

data out of the mobile device. Based on the armalysdi
network traffic, the captured packet includes sopnivate
data, as shown by the COPPA criteria in Table 1.



access to the mobile device information, includiegdware
Scenario 3: Despite the established privacy manigor configuration.
tools, the suspected apps are trying to leak mridata from However, the second monitoring tool, “Advanced Hssion”
the mobile device. Based on the analysis of netwmaKic, proved ineffective, as its application failed to difg the
the captured packet does not include any privata, das mainfest.xml file in order to protect the permisso
shown in the COPPA criteria in Table 1. The third monitoring tool, “Privacy Protector” densirated
effectiveness in one case, which involved disabliregaccess

to the mobile device location .
V. EXPERIMENT RESULTS

Our experiments examined the AndroidMainfest.xnié fof Mobile privacy monitoring tools .§ 3 b é > 8
the targeted apps prior to and after installing rif@nitoring VS. = § g4 § 2
apps. We have also investigated the network trafing Criteria gg ;% % & E
Wireshark to verify the results. Consequently, wanid that : = =
some children’s apps used permissions that comtaine| First & last name v X X
excessive privileges. For instance, these apps u&rgy the A home or other physical J X X
“Android.permision.ACCESS_COARSE_LOCATION,” address
which enables the app’s owner to determine thetilorcaf the Online contact information J X X
mobile device. In addition, some apps containec -
“Android.permision.WRITE_EXTERNAL_STORAGE,” A screen or user name that| ./
which provided access to the SDcard’s data, inoidhe ﬁlmtlons. as  online  contact X X
; ; . information

photos and videos if these were present. In additiothese A toleoh b X X
permissions, the children’s apps used | 4 felephone number v
“Android.permision.READ_PHONE_STATE,” in order to | Identifier that can be used to
retrieve data about the mobile device, including lardware | recognize a user over time and X X
configuration and additional information about thevice across different Web sites or
components (Fig.3). online services

A photograph, video, or audio NG

file, where such file contains a X X

Children's Mobile Apps child’s image or voice
VS. A/B|C|D|E|F Geo-location (GPS) NG X v

Criteria Table 4: Monitoring tools VS. Criteria

First & last name

“
<
“~
“
<

The following section discusses the experiment ltgsand
aligns them to the NIST framework, while the firgdction
provides a list of recommendations.

A home or other physical
address

Contact information

< <]«
“~
“~
“~

A screen or user name that
functions as online contact
information ) ) ) )
A telephone number VANANaANAINANY: The experiment _results in the previous _;gctlon
demonstrated the existence of several vulneradslitin
children’s apps, such as the data leakages of maobinbers,
NANARNAINARNA NN names, locations, and hardware configurations. Such
vulnerabilities can occur through many sources)uitiag
malware writers. The NIST framework has emphasited
importance of the vulnerability assessment in otderse it in

VI. DISCUSSIONS

e
¥
o
e
¥
e

Identifier that can be used to
recognize a user over time and
across different Web sites or
online services

A photograph, video, or audio
file, where such file contains a

oy o JIVIVIVI V] ]| the control analysis. A proper vulnerability assesst
child’s image or voice constitutes a necessary step for developing anctifée

Geo-location (GPS) VIV V| V|V|Y] monitoring tool. For instance, tisecond monitoring app has
Table 3: Children’s Mobile Applications vs. Criteri proven to lack effectiveness due a poor understandf the

vulnerability and disability for protecting the dateakage.
Based on the NIST framework, we have developedshk ri
Subsequently, we applied the first monitoring tooprobability table in order to demonstrate the @gtf each risk:
“Permission Manager,” to the children’s apps. Wenit that
this monitoring app effectively removed such daonger
permissions (Fig.). In particular, this monitorimgpp used
“comilion.protected. ACCESS_COARSE_LOCATION” to
protect the location of the mobile device. The tadbo
utilized
“comilion.protected. WRITE_EXTERNAL_STORAGE” to
prevent access to the SD —card's data and
“comilion.protected.READ_PHONE_STATE” to  block



Likelihood | Description

The capability of data leakage by the lud's
apps iz significant and the probability of
confidential exploitation are sufficient without
using a monitoring tool.

The capability of the data leakage by the kid’s
apps iz medium, and the probability of
confidential exploitation are sufficient without
using a proper monitoring tool.

The capability of data leakage by the kid's
apps is limited, and controls are in place that
effectively reduces the probability of
vulnerability explostation.

Table 5: The Likelihood of Risk

High

hediom

Low

VII. RECOMMENDATIONS

The NIST framework discusses the risk impact anmglys
the case of this study, the main impact of suck insolves
losing confidential data. Consequently, the resuaitsthis
research recommend the use of proper monitorinty twih
children’s apps, which may otherwise negatively actpthe
children’s confidentiality in the Android mobile @nonment.

Impact
Likelihood NM IM SM
High High High Low
Medium High High Low
Low Medium Medium Low

Table 6: Risk Level Matrix
*NM=No Monitoring tool in place.
*IM= Insufficient Monitoring tool in place.
*SM=Sufficient Monitoring tool in place.

In addition, this study advises parents to use rangt
password for the assigned Google account in omerevent
children from installing any malicious apps. At theme time,
however, we argue that any app with permissionsttier
user's sensitive information should request the'sisge and
reject the app installation in the case that childdare younger
than 12 years old.

We also recommend strengthening the wireless n&ttwor
prevent any malicious activity in the network tiaffwhich
may include confidential data. We propose that Aidr
systems should require the app developers to ingriema
proper encryption in order to protect the data dmaitted
between the children’s app and the app’s ownenally, we
recommend that parents monitor their children’s ieob
device and continually examine the downloaded a&jops
possible security threats.

VIII. CONCLUSION AND FUTURE WORK

The research has discovered the unfortunate rehktythe
permissions in children’s apps are developed withpyoper
security implementations. Accordingly, we collectdde
evidence by investigating AndroidMainfest.xml antiet
network traffic using Wireshark. We then conductedisk
assessment for this security matter, where we iftkhtthe
risk, applied the controls in the form of permissio
monitoring tools, and listed a set of recommendatiddased
on this investigation, we perceive a future oppatjufor a
risk assessment to investigate the way in whichwaid
activities can exploit the permission vulneralsliti that we
found in this research. Since we discovered thaneso
monitoring tools can demonstrate effectivenessreventing
data leakage, another promising research area viesol
investigating the effectiveness of the monitoriegl$ in an
environment where malware targets mobile permission
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The following figures show the date leakage of #ies File Edit Fomat View Help
information from the children’s apps while no mamnihg tool Fontent={"body":{"Taunch"

in place. ({"time":"02:19:14", "session_id":"403C00CDC70RDEBCIEGCDBFEFDID2809", "gps _time" 1381112350350,
J'Tng":-113, 5250413, "date™: "2013-10-07", "Tat": 53, 5393779}1 ], "header "

File Edit Format View Help {"05":"Andrmd","package":"com.]elIy.Ime.mama.free.rb","cpu“:”ARMv? Processor rey 2
kﬁanté}Tc={'Tbod)w'?{"1a[ﬂqch": (v71)", "appkey”: "asdf”,"sdk_version™:"4.5", "app_version™:"1.0","device_id":"355266041130103'
[{"session_id":"93CE39603AE5A485A50AE11A17938AI1", "time™: "16:29:2{L10N ! 480600, "access": Wi- . .
k_ Ing":-113. 525821, "date”:"2013-10- 1 . . Fi","country":"Us", "os_version":"4,0.4", "version_code":"10", "{dmd5" : "7cd4Of 3d2f 49abd ef a82dcd7
1", "gps_time":1381508899092,"1at":53.5393566}], "header": "davi del":"y
{7057 : Android, "access_subtype ™ : Unknown , package”:"com.ssept.b EVICe_Model : Nexus

bermanbdaman”, "cpu":"ARMV7 Processor rev 2 5

timezone":0,"sck_type":"Androfd”, "mc":"78:06:F0:6C:0F 81", "carrier™: ™", "Tanguage": "en" |'c
(v71)", "appkey”: ' 500e2b57527015063600003a", "sdk_version”:"4.6", "a| 1"Google"}}
_version":"1.0", " "device_id":"355266041130103", "resolution"”: "800%4

", "access” i Mwi-

Fi","country":"Us", "version_code":"1","os_version”:"4.0.4","idmd5
"7cdd0f3d2f49abdefai2dcd7abi41"”  "device model": "Nexus

5", "timezone":0, "sdk_type":["Android"”,"mc":"78:D6:F0:6C:0F:B1", "cal
ier™:"","Tanguage™: "en', "channeT "Unknown T}

Fig 6:. data leakage by Jewel Pop Mania app.

Eile Edit Format View Help

content={“budy“:{“1aunch”:

Fig 3. data leakage by BomberMan app. [{"session_id":"74A710ABEBDBAT1EGAGSL IBOCEFEBTE33", "L
,“Tng“:—ll%.525?68,“date”:“2013—10—

11", gps_time"”:1381508264025, "1at":53. 5393664313, "hea
File Edit Format View Help f7os i TAndroidT, Taccess_subtype : "Unknown™, "package’:
T geme o Lo T ong . der " "unknown™ . “aqe" 103, "1 IH“Eeetfighﬁerzeru%“ﬁ“cpu“:“ARMV? Processor rev 2

f8cs R pubAppIgt:-51[‘396\75096\2838%?2250[‘]0?2 Togzwcggﬁfé :[-Id?; (U?-l) ! f.llpEkE}-'“ : ”500!?2'35?5%?9150535000033 ! %dE_UEFS'II
{"height":480, "width":800}, "platform”: "android"”, "model”: "samsung,N_Version : 1.0", device_id":"355%266041130103 . resolu

5", "connection”:"wifi"”, "osversion”:"4.0.4", "volume":0.4, "soundEnak v access""wWi-
mac”:"78:D6:F0:6C:0F:B1", "serial " :"34306CCB362500ECT, "issdCardavai ! .

Fi","country":"Us","version_code":"1","os_version":"4
"Fod40f3d2f49abdefai2dcd7ab341”, "device_model " : "Nexus
s","timezone":0, "sdk_type":"Android”, "mc": "7 E:DEFO: &
ier”:"","language”: "en|, "charnne T T URKAOWT " F F

Fig 7: data leakage by Street Fighter Zero 2 app.

File Edit Format Wiew Help

}content={"body" {"Taunch":
[{"session_id":"21823CHFE7ODADY27FALTBTC2B853636", "time" "0
,Tng" :=113.5257736, "date” : "2013-10-]

07", "gps_time" 1381134821752, " lat":53.53935881]7%, "header":
{Tos" :"Aandroid”, Taccess_subtype” : "Unknown”, "package" : "com. s
imatemortalkombat3”, "cpu”:"ARMVY Processor rev 2

(w7127, "appkey" :"500e2p57527015063600003a", "sdk_version":"4
Fig 4: data leakage by Fruit Ninja app. _ver sion” : le ,|device_id":"355266041130103", "resolution”:
,faccess" i MWi-
Fi","country":"us","version_code":"1","os_version":"4.0.4",
"7cd40f3d2f49abdefaBz2dcd7ab341”, "device mode]": "Nexus

File Edit Format View Help s","timezone":0, " "sdk_type":'Android”, " "'mc":"78:D6:F0:6C:0F !B

content={"body":{"Taunch": qer™:"","language”:"en'|, "channe | ": "Unknown" | f
[{"session_id":"104302D792CE3396944728965045A382" ,"time" 1 "22:
"Tng":-113.5257333, "date” :"2013-10-

20", "gps_time":1382305943353,"Tat":53.539462%] | "ekv":

[{" 10430207 92CEI 3969447 2896504 5A3B2 !
[{"ts":138B2307079,"id":"ZzcsadImpression”, "Label"”:"enterad"”, "AdNetwo =
rk":"admob" 3137, "event":
[{"session_id":"104302D792CE33969447289650454382", "time" :"22:11:19",
“date”:”2013—10—20“,”acc”:l,”tag“:”shoanrogress_ad”}]},”header“:
{"os":"Android", "access_subtype” :"Unknown", "package":"com.ssept.stre
etfighters"”, "cpu”:"ARMv? Processor rev 2

(w71 ”,”appke ':”SDOeZbS?52?015063600003a“,”sdk_version”:”4.6”,“app_
version”:"1.0", Tdevice_id™:"355266041130103", "resolution’: "800*480™,
Maccess T wWis

Fi7,"country":"us", "version_code":"1","os_version":"4.0.4","idmd5":"
7cd40f3d2f49abdefaB2dcd47ab341"”, "device_model": "Nexus
S”,”timezone”:O,”5dk_type”:“Android”.”mc“:”?B:DE:FO:EC:OF:BI”.”carri

er """, "Tanguage™: "en’|, "channel" : "Unknown™ } ¥

g 8: data leakage by Ultimate Mortal Compagip.a

Fig 5: data leakage by Street Fighter V app.



File Edit Format View Help

File Edit Format View Help

(Gntemt { body™: {" '\aum(h" :[{"date":"2013-10-21","session_id": "C24EFOB7ACEQB

-21","session_ 1d :"CF3IF4FFEOB4F3B77548B72ECEB3D5B3C”, "time" 1 "17:46:47 "]
[{"ts" 138237 7809, d"'"OmFa‘i'ledTGREce‘iveAd","Labe'\":",\\D_FETCH_TIMEOUT","Ad
"ts":138237 809 '\d" nFailedToReceiveAd”, "Label”:"A network error occurr
"ts":1382377809,"1d": "zzcsAdImpression”, Labe'\":"Qm‘t;\dssamner" "adnetwork|S
"t5":1382377845,"1d" 1 "OnReceivead” Labe'l "QuitAdsBanner”, AdNetwork":"ad

chsAdImpresswmn Labe'\" "QuitaAdsBanner”
nReceivead”
zcsadImpression™,’

nFailedToreceives

AdNetwar—k
:"quitadseanner”, AdNetwork ad
abel"™: "QuthdsBamner . AdNetwork
Label” INVALID REQUEST" d

nReceivead”, "Labe Qu‘ltAdsBanmer AdNetwork" ad
zcsadImpression™,’ eT qmtAdsEamner y AdNetWOr"k
ZzcsAadClose"™, "Label i gbanner . "AdNetwork™: "defaul
‘onFailedToreceivead” A network err"or" occurr

ts":13823???08 "id":"ZzcsAdImpression”, Labe? "QuitAdsBanner”, AdNetwork
ts":1382377644, ‘onFailedToreceivead” Labe'l" "AD_FETCH_TIMEOUT", "AdN
ts":13823??644,"1‘d" 'OnFaﬂedToRece'lveAd "Label":"A network error occur"r
"ts":13823?7644, ‘zzcsadImpression”, Labe'\":"emterad", ‘adnetwork' : "def
"ts":138237767 ‘OnFailedToReceiveAd”, "Label” :"AD_FETCH_TIMEQUT", "AdN
"ts":1382377 "" ‘'onFailedToreceivead”,"Label":"a network error occurr
"ts":1382377 ??,"w‘d ‘ZzcsAdImpression”,"Label”: "topbanner”, "AdNetwork':"d
11382377678, ‘onFailedTorReceivead”,"Label" :"AD_FETCH_TIMEOUT", "AdN
":lSBB??E?B,"‘d" 'OnFailedToReceivead”,"Label”:"A network error occurr
11382377678, ‘ZzcsadImpression”, 'Labe'\" "th;\dssamner" "adNetwork
11382378010, nRece'iveAd","Labe'I qu1tAdsBanmer AdNetwork":"ad
11382378010, "id": "ZzcsadImpression”, Labe'\ th;\dssamner d
|_{ sess‘lon "CF3FAFFEOBAF3R7/548E7 2ECBE3D583C ‘time
{" sessmn wd F3F4FFEQ84F3B7754BB72ECBB3D5E3C", "Time”
-21","acc” tag':"ZzcsAppRUnIn3MinsToloMins"}], "terminate™:

54BB72ECBE3D5B3C”, "time":"17
2013-10- 21 }]}, "header”

com ssept bombermanbd

"4.6","app_version

[{"dur‘atw‘on :198, "session_id":"CF3F4FFES84F3E77
[[ com, coolgames. ads. InsAdvActwwty" 198]],"date":
{"os":"Android”,"access_subt “Unknown™ ,"package":
(v?'l) y appkey 500e2b57527 015063600003a , sdko version’

0 ,'access”: ww—
F‘I "country”:"us",
s ,"t'imezone":0,"sdk,type"

"os_version”:"4.0.4",'[1dmd5": "7cd40f3
78:D6:F0:6C:0F:B1" | Tcarrier : ",

"version_code":"1",
landroid”, "mc” "

Fig 9: Privacy Protector tool preventing locatidnBomberMan app.

{"app_info":{"package_name

con, jewel. pop. mania, saga, free”, "created_at":1382544469, "app_version”:"1.1","a
5.0.3", "app_name”:"Jewe] Pop Mania"}, "errors”

:[],"device_ info™s

{ Tepu_ speed”:"994,65", "h_udid": ”1’5&d936 8f02’f42ce49 0ca286196941605918", "0s":"4.0. 4" ”mode1""‘Nexus
"h_pn_udid": "175ed3367 8f027f42ce4970ca32861969416b5918", "Tocale": "en_ us","sk_version":15."h nn_android_

echdS‘ "h_serial_id": ”SechafchafOb"564a5d’656f611ca8c21088cf‘ "type": "andrmd", country code™ ™" ['adid"
B’Idddladcfﬁ‘b330’daa21d841080ecd3d5 “carrier”:™", "brand": ”samsung “h_An_serial_id"r"stbfas/ ho,eueuz bd
"FetchNextad_count™:2, "FetchNextad Ume o440, ad req 7, ad sessmn_stam 11382544523605F, "apps”
{”package_name” £ "642292b4 549F00d5" , ”created_at”:1382544469} {"package_name": "98ef32ch1257860 ‘,"created_a‘
“package_name": "e0164c2968f 57cel”, "created_at":1382462187},{ "package_name": "75636edddal 3c467", "created_at
“package_name": "013fd88e49a30702", "created_at":1382392822} ,{ "package_name": "323adlea692bdbcf”, "created_at
"package_name": "876792626416758d", "created_at":1382385284},{ "package_name": "9d8b1a64bd79dd5a", "created_at
"package_name": "4ead633beddecd26”, "created_at" 11382317460}, { "package_name": "44fabbf7fag78375", "created_at
"package_name": "d34eb6145df 58eac”, "created_at":1381511281} , { "package_name": "9cc7be0484285278", "created_at
“package_name": "dd3602f322888Ff", "created_at":1381002728} ,{ "package_name": "95482f abe5443087", "created_at
"package_name": "975db2daf78h030c", "created_at":1379963442}, { "package_name": "b39bab400c61139¢", "created_at
"package_name": "bbf §d6alfdb36411", "created_at" 11379963267}, { "package_name": "7f839cBed37asiif ", "created_at
“package_name": "cc63b71beb36558d", "created_at":1332708344},{ "package_name": "2bf5b1f5c88af849", "created_at
“package_name": "57848752abe73b81", "created_at":1332708344},{"package_name": "9b71a594cc52e976", "created_at
"package_name":"7d7668a41a771841", "created_at":1332708344}, {"package_name": "fc991f708b270f04", "created_at
"package_name": "c080Faf0826717fd", "created_at":1332708344},{ "package_name": "301aa5f167551598", "created_at
“package_name": "FcabaﬁeSEAbQBafb” ,created_at”:1332708344, {"package_name”:"c075alfeaalcalf0”, "created_at
“package_name": "27717f5c9c6d359c”, "created_at":1332708344},{ "package_name": "9381ecc60869b23e", "created_at
"package_name":' febbc860d4d a2fc”, "created_at":1332708344}, {"package_name": "c39bfd1b68f408f8", "created_at
"package_name": "52ef6f43ad7f76ac”, "created_at" 11332708344}, { "package_name": "c938df 92dbecchiec”, "created_at
“package_name": "8c07b6d56e1dshd8”, "created at":1332708344},{"package_name": "9c40104T66412490", "created_at
"package_name": "898893e14d37h20", "created_at":1332708344}, { "package_name": "1chc24cdBefeel06”, "created_at
"package_name": "590096376f293a06", "created_at":1332708344},{ "package_name": "32162e12e40c0fa4 ", "created_at
"package_name": "8bbc31796Fafceca”, "created_at" 11332708344}, { "package_name": "7262c5f745394251", "created_at
"package_name": "28acc4e31194e5F8", "created_at":1332708344} ]

Fig 12: Privacy Protector tool preventing locat@nlewel Pop Mania app.

File Edit Format Wiew Help

File Edit Format View Help

|c0r'|ter'|t {"body" : {"Taunch": [{"date":"2013-10-

— 21", "session_ id":"F512DE7 SQUFEQEE"ICFFBMB5MB4DEl" Ttime":"22:
ar’
»'|gender ": "unknown’’, "age” : 0k, "isu”: {"os" "Ar‘ldro'id","access_subtype":"Unknown","package" "com. ssept
eaeB39552400001T" dewceIrﬁ'o " chm T |eroz2”, "ARMV7 Processor rev 2

{"he1ght" 480 w1dth" 800} "p'latfor‘m""'andr*md" ‘mode| (w71 o annkev" "500e2b57527015063600003a "sdk_wversion":"4,8",
s", connect1or‘| "wifi","osversion":"4.0.4", "\-’U'Iume":Cl 1.0", "demce 1d""'355266041130103" r‘eso'lut'lcm""'800*480","5\(((
nab'led":true,"mac":"?E:DE:FD:EC:DF:BL”,"ser‘ia'l":"3430 Fi, ["country” US","VEFST'QH_COde":"l", ‘os_version”:"4.0.4","[1dr
ailable":13}} -igab4efa82dc4?ab34l” , "device_model": "Nexus

57, "78:DA:FO:6C0FBL”

nguage " : "

e":["android™,

"timezone™:0, "sdk_ty
"‘unknown "

en’, "channel”

Fig 10: Privacy Protector tool preventing locatafrFruit Ninja app.

Fig 13: Privacy Protector tool preventing locatairStreet Fighter Zero 2 app.

File Edit Format View Help

content={"body":{"Taunch™: [{"date":"2013-10-

Fle Edit Format View Help

21:,"EEESiDn_id":”FDBCEDI?AS?DFCC4A2482C555?012
er':

{"os":"Android", "access_subtype": "unknown", "pac|’
" "cpu" i YARMYT Processor rev 2
(v?]?“.“appkey“:“SDDezb5?52?015063600003&“ "sdk
1.0", Tdevice_id":"3552660411301037," re501ut1un
Fi",["country”:"us", “versiun_cude“:“l“ '‘'os_versi
4Qab4eTa5£dc4raD54l , 'device_model™:" Nexis

57, Timezone” 10, "sdk_type”:"Android” c"TEID
ﬂguage :"en'], "channel™: "Unknown"}}

content={"body":{ "launch":[{"date":"2013-10-

22", "session_id":"F20E3580A48C19C9C250763023F 28500, [Time ™ "08:20: 1071 1, "header":

{"0s":"Androfd", "access_subtype": "Unknown" ”package" “com, ssept. ultinatenor talkonbatd”, "cpu”: "ARMT_Processor rey
7 )‘. "y

key":"50002057527015063600003a" ,"sck _version™:"4.6","app_version”:"1.0", device_id": "355266041130103,
" "g00r4g0" ,"access":"Wi-
F1
5

i "coum;ry" U5, "version_code”:"1" ”05 version”:"4.0.4", 'idnd5" " TeadOf 324 Sabdef ab2dcdTab3d1","device_nude]
! ”Umezone" 0, "sik _type" {"Androfd", "nc":"78:06: F0:6C: OF: Bl “carrier:™ “\anquaqe":“en“,"chaﬂnel” "Unknown” }}

Fig 11: Privacy Protector tool preventing locatadrStreet Fighter V app.

Fig 14: Privacy Protector tool preventing locatarUltimate Mortal
Compact app.



Bomberman B-Dam...

Do you want to install this
application?

Allow this application to:
Your location
coarse (network-based)
location

Network communication
full Internet access

Storage
modify/delete USB storage
contents

Phone calls
read phone state and identity

System tools
display system-level alerts,

Cancel Install

Fig 17: BomberMan AndroidMainfest.xml before themitoring app in
place "Permission Manager”.

The following figures are show the children’s agprpissions before )
and after applying the monitoring app in place”Fssion Manager”. Bomberman B-Dam...

Do you want to install this

pernissimvaliesnir dhtp// (hends anodd con/ e e anrold acka pnanitesteon,ssep, odennanhdamnt uses-huges- application?
grission)android, nroid, pernissd INTERNET{andmdprms* M[ESSNETWURK  STATEandrd. e o, EADONE STATE i, e, ACES Allow this application to;
_ED RS_U TION e System tools

FETCL enacoLn, ACCEE VIFT, STATEGgnoid o, YSTER AEAT VOOHandrdd,pervssfon JAMEL0CKendraipndssio, ET_TASSAconadroi. Launcher pmission, STALL SHUNTCLT b
applicatioactivity con,coolganes, GaneEntry et vity

ntent-Filteractionandro, intent, acton,MADNcategory androld, ket cateqary, LAUNCHERn,conlganes. Fushhdhetiity Hide
con.conlganes.acs, Inshévkctvitycon.conlgames,ads Cameet vitydean.conlganes. ads kNt fghetvitydcom conganes.ads, Saves otshetdvity rcedver

con,coolganes CaneSerdceBeceiverandrodd perdsston AECEIE BOLT COMPLETEDGandaid, ot action BACT (ONLETED System tools
Sandrotd.net, con, CANECTVITY HWNGEandrodd, ndent acton,VTE¥coms colganes, MaroRece3vercon, colganes, rndackupse V(EC\ onlganes settings EnulatorSettngsandradd ntent catego el stonas

1y EFAI T, colgees seings, erofCshctdtseroeco, conganes, evServde o, oot et MBrvsenkt vty con oo s BAC 0y mettata

e

Fig 15: BomberMan app permissions before the rodniy app in
place”Permission Manager”. Fig 18: BomberMan AndroidMainfest.xml after the mitoring app in
place”Permission Manager”.

Lmsswnjcomu_unpu ed WRITE EXTERNAL STURMJ milion potectdINIERNET umhun prutec ) MEESS NETWURK_STATE{COMUUM fected, AEAD TMEicn«u 10,
SF LOUATIN
protecte

(IR
et S VT S Eandol, permi o, FSTEN ALERT WINNHendrd, perdss o, WAELOCKConEon profecte ET TSKShcn anodd, ancher ensson KT

nis
pphcatmnactmty con,colganes. GaneEntryctivity Do you want to install this
r

application?

% Fruit Ninja

Intent-f{Lteractionandroid, intent. actLon MATNcateqory android, intent, category, LANCHERcor, conlganes. PushhdcEvity
can,canlganes, s, InshdvhctLvitycon,coolgaves. ads Ganec vt ydcon, conlganes, . Adshot At dvitydcon, conlganes, ads, SaveS otshctLutyreceiver! O et
o coolgates. aneServicefecedver| android,peeniss on RECETVE BOOT_CONPLETEDSandroid, intent, acton,B00T CCMRLETED
Sandroid.net conn, CANECTIVITY ChAMGEandrodd. ntent.actdon, VIEWCon,coolganes. A LarnRecedvercon, conlganes. unbackupserice ' con,canlganes. ekt ngs. EndlatarSettingsandroid, o
1} DEFALLTcon, ool genes st s, yProf eshet v ityservdcecon, onl ganes. Ganeervice on. onoh anidak, IBrousenhet vitycon, oogle ads Adhct Ly et e
NG APPREYSRBe TS TG SORRE R e f‘\f"&?gfm 58 storage
cWH C
Fig 16: BomberMan app permissions when the manicapp in ZI::nnheoﬁfiltiwam identity
place”Permission Manager”. System tools

prevent phone from sleeping,

Cancel Install

Fig19: . Fruit Ninja permissions before the mornitgrapp in
place”Permission Manager”.



% Fruit Ninja

Do you want to install this

application?

Allow this application to:

e Network communication

full Internet acce:

System tools
prevent phone from sleeping,
retrieve running applications

Show all

Fig 20: Fruit Ninja permissions when the monitgrapp in place

“Permission Manager”.

800

9] AndroidManifast.xml

8nn ¢ AndroidManifest.xml

4

1

Re ¥+ W EBCESzae

HA

versionCode

versionNameinstalllocation

smallScreens

normalScreens

largeScreens

xlargeScreenslabeliconname
debugoablethene
configChangesscreenOrientationwindowSoftInputMode
launchModeschemevaluehardwareAccelerated
pernissionprotectionLevel
glEsVersionrequired

4

U

Rq, J¥=. h"EOCES za4

HA

versionCode

versionNameinstalllocation

smallScreens

normalscreens

largeScreens

xlargeScreenslabeliconname

debuggabletheme

configChangesscreenOrientationwindowSoftInputMode

launchModeschemevaluehardwareAccelerated

permissionprotectionlevel

glEsVersionrequired

minSdkVersionandroidshttp://schemas.android, com/apk/res/androidpackagemanifestcom. halfbrick. fruitninjafreel.B.7
application&com. halfbrick.mortar.MortarApplicationactivity 'com halfbrick.mortar.MortarGameActivity
intent-filteractionandroid. intent.action.MAINcategory

android.intent.category. LAUNCHERandroid. intent,action.VIEWandroid. intent, category,DEFAULT landroid. intent. catego
fruitninja meta-data com.halfbrick.mortar.GCMSenderId

10=9251499090s¢ervicedcom. halfbrick.mortar, BillingServicereceiver

scom.halfbrick.mortar. BillingReceiver)com, android,vending, billing,IN_APP_NOTIFY)com.android.vending.billing,RES
0.billing. PURCHASE_STATE_CHANGED!com.mopub.mobileads.MoPubActivity!com.mopub.mobileads.MraidActivity
com.mopub.mobileads.MraidBrowsercom.mobclix, APPLICATION_ID546387573-(748-4CD5-BFCD-

DBA12004A520. com. mobelix. android. sdk.MobclixBrowserActivitygs_quids3853f121-08b0-4aad-ba17-

bfB4196F47ad 'com. greystripe, sdk.GSFullscreenActivitycom.google, ads. AdActivity"com.halfbrick.mortar, inmobi_app i
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Fig 22: Fruit Ninja AndroidMainfest.xml when theomitoring app in place
“Permission Manager”.
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Fig24: Street Fighter V app AndroidMainfest.xmkéxfthe monitoring app

in place”Permission Manager”.



Fig 25: Street Fighter V app AndroidMainfest.xrefdre the monitoring app

in place”Permission Manager”.
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Fig 26: Street Fighter VV app AndroidMainfest.xrfieathe monitoring app
in place”Permission Manager”.

Fig 27: Jewel Pop Mania app AndroidMainfest.xmnfolbe the monitoring

app in
place”Permission Manager”.
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Fig 28: Jewel Pop Mania app AndroidMainfest.xnmé&athe monitoring app
in place”Permission Manager”.
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Fig 30: Jewel Pop Mania app AndroidMainfest.xfiathe monitoring app
in place”Permission Manager”.
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Network communication
full Internet access

Storage
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Cancel Install

Fig 31: Street Fighter Zero 2 app AndroidMainfesi. before the monitoring
app in place’Permission Manager”.



# Street Fighter Zero 2

Do you want to install this
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e Network communication
full Internet access
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prevent phone from sleeping,
retrieve running applications

Show all

Cancel Install

Fig 32: Street Fighter Zero 2 app AndroidMainfesi.after the monitoring
app in place”Permission Manager”.
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Fig 35: Ultimate Mortal Compact app AndroidMairtfeml before the
monitoring app in place”Permission Manager”.
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Fig 33: Street Fighter Zero 2 app AndroidMainfeasi.before the monitoring
app in place”Permission Manager”.
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Fig 43: Street Fight Zero 2, the effectivenesthefPrivacy protector of
hiding the location
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Fig 44: Ultimate Mortal Kompact, the effectivene$she Privacy protector
of hiding the location



