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Abstract

Advances in sensor devices and harvesting technologies have enabled the de-
sign of small, inexpensive, and low-power energy harvesting wireless sensor
networks (EH-WSNs) that can be used to collect data and provide reliable
monitoring in many applications such as surveillance applications (e.g., in-
trusion detection). However, in such EH-WSNs, fluctuations in nodes stored
energy levels arise as a common aspect and present a challenge in achieving
prolonged network uptimes.

The thesis considers EH-WSNs where fluctuations in a node’s stored energy
affect primarily its transmission range, and studies a class of intrusion detec-
tion problems where an unauthorized traversal aims at crossing a geographical
area guarded by an EH-WSN. The main objective is to develop methodologies
to quantify the likelihood that an EH-WSN whose nodes are subject to energy
fluctuations can provide simultaneous detection and reporting of unauthorized
traversal along a given path to a sink node.

The thesis pursues this objective in the context of investigating a path
exposure reliability problem that calls for computing the probability that the
collaborative work of all nodes in a given EH-WSN succeeds in detecting and
reporting an intrusion along a given path. We show that the problem is com-
putationally intractable, and the thesis focuses on developing iteratively and
non-iteratively improvable algorithms that utilize special network structures,
called pathsets and cutsets, for driving lower and upper bounds on the exact

solutions. We conclude with some possible future research problems.

1



Preface

This thesis is the original work done by Abdulsalam Basabaa under supervision
of Professor Ehab Elmallah. Publications [8-12] contain original contributions
mentioned in Chapters 3 to 7.

The paper in [12] has received the Best Student Paper Award at the 11" In-
ternational Conference on Sensor Networks (SENSORNETS) held from Febru-
ary 7 - 8, 2022.

11



Acknowledgements

First of all, I would like to thank my supervisor Prof. Ehab Elmallah for his
guidance and support during my PhD work.

Sincere gratitude are also to my thesis examination committee members:
Professors Janelle Harms, Omid Ardakanian, Ioanis Nikolaidis, Davood Rafiei,
and Fayez Gebali for the valuable comments and suggestions.

I would like also to acknowledge the financial support from Hadhramout
Establishment for Human Development (HEHD) scholarship, Yemen.

Last but not the least, I would like to give special thank to my wife and

children for being the source of joy and happiness.

v



Contents

List of Acronyms and Notation

1

Introduction

1.1 Imtroduction . . . . . . . . ... ...
1.2 Concepts in Network Reliability Analysis . . . . . .. ... ..
1.2.1 Probabilistic Graphs, Pathsets, and Cutsets . . . . . .
1.2.2  Computational Complexity . . . . . . . .. ... .. ..
1.2.3 Algorithmic Approaches . . . . ... ... ... ....
Node Model . . . . . .. .. ..
Work on WSNs Reliability for Path Exposure Problem . . . .
Thesis Contributions and Organization . . . . . . .. .. ...
Concluding Remarks . . . . .. . ... ... ... ... ...

—
YU W

Literature Review on EH-WSNs

2.1 Introduction . . . . . . ... ..
2.2 Overview of some EH-WSN Routing Algorithms . . . . . . . .
2.3 Overview of some Analytical Models . . . . . ... ... ...
2.4 Concluding Remarks . . . . .. .. .. ... ...

Path Exposure with Range Uncertainty

3.1 Problem Formulation . . . . . ... .. ... ... .......
3.1.1 Network Model . . . ... ... . ... ... ......
3.1.2  Problem Definition . . . . . .. ... ... ... ...
3.1.3 Complexity Analysis . . . .. . ... ... ... ....

3.2 The E2P Problem for EXPO-RU . . ... ... .. .. ....
3.2.1 Concepts Needed for Algorithms . . . . . . ... .. ..
3.2.2 The E2P Algorithm . . . . . ... ... ... ... ...

3.3 Algorithms for Lower Bounds . . . . . ... ... ... ... ..
3.3.1 An Iteratively Improvable Algorithm . . . . . .. ...
3.3.2 A Non-iteratively Improvable Algorithm . . . . . . ..

3.4 Numerical Results . . . . .. ... ... ... .. ... ...
3.4.1 Work Done by the Factoring Algorithm . . . . . . . ..
3.4.2 Experiments with Varying the Network Size and k., .
3.4.3 Comparison Among Lower Bounds . . . . .. .. ...

3.5 Concluding Remarks . . . . . ... .. ... .. .. ......

The E2C Problem for the EXPO-RU Problem

4.1 System Model . . . . . . . ...
4.1.1 Network Model . . . . . . . . . .. ... ... ... ..
4.1.2 Review of the EXPO-RU Problem . . . . . . . ... ..

4.2 The E2C Problem for EXPO-RU . . . .. ... ... .....
4.2.1 Concepts Needed for Algorithms . . . . . . ... .. ..
4.2.2 The E2C-BFS Algorithm . . . . . ... ... ... ...

v

>

—
OO OTOTWwWH =

N
— ot N

21



4.2.3 The E2C-MaxFlow Algorithm . . . . . .. .. ... .. 47

4.3 Algorithms for Upper Bounds . . . . ... ... ... ..... 52
4.3.1 An Iteratively Improvable Algorithm . . . .. ... .. 52
4.3.2 A Non-iteratively Improvable Algorithm . . . . . . .. 53

4.4 Numerical Results . . . . . ... ... ... ... ........ 54
4.4.1 Exact Computations . . . . ... ... .. ... .... 56
4.4.2 Comparing upper bounds . . . . . ... ... .. ... 56
4.4.3 Gaps between factoring bounds . . . . . ... ... .. 56
4.4.4 Exposure versus node state probability . . . . ... .. 58
4.4.5 ldentify an optimal location of the sink node . . . . . . 59

4.5 Concluding Remarks . . . . .. ... ... ... ... ... 59

Bounding EXPO-RU Using Dynamic Programming Approach 61

5.1 System Model . . . . . . . . ... ..o 62
5.1.1 Network Model . . . . . . ... .. ... ... ..., 62
5.1.2  Review of the EXPO-RU Problem . . . . . ... .. .. 63
5.1.3 Concepts Needed for Algorithms . . . . . . ... .. .. 64

5.2 Bounds from Cutsets and Pathsets . . . . . .. ... ... .. 64

5.3 A Cutsets Algorithm for Multistate Nodes . . . . . . ... .. 66
5.3.1 Node Processing Order . . . . . . .. ... ... .... 66
5.3.2 Dynamic Program Configurations Types . . . . . . .. 67
5.3.3 Overview of the Algorithm . . . . . .. ... ... ... 68
5.3.4 Deleting Non-extensible c-types . . . . . .. .. .. .. 70
5.3.5  Correctness and Running Time . . . . . ... ... .. 71

5.4 Performance on Special Cases . . . . . .. ... .. ... ... 73

5.5 A Pathsets Algorithm for Multistate Nodes . . . . . . . . . .. 74

5.6 Consecutivesets. . . . . . . .. ... Lo 74
5.6.1 Algorithm Idea . . . . . .. ... ... ... ... ... 75
5.6.2 Correctness and Running Time . . . . . ... ... .. 78

5.7 Numerical Results . . . . . . .. ... ... ... ... .. 79
5.7.1 Sizes of the Obtained Pathsets and Cutsets . . . . . . . 80
5.7.2  Comparisons Among Lower Bounds . . . . . . ... .. 80
5.7.3 Effect of Varying Node State Probabilities . . . . . . . 81
5.7.4 Optimal Sink Placement . . . . . .. ... ... .... 82

5.8 Concluding Remarks . . . . .. .. ... ... ... ...... 82

Directional Path Exposure with Range Uncertainty 83

6.1 Overview of System Model . . . . . .. .. ... .. ... .... 84
6.1.1 Node Operation Model . . . . . . ... ... ... ... 84
6.1.2 Network Reliability Model . . . . . ... .. ... ... 84
6.1.3 Node Directional Communication Model . . . . . . .. 85
6.1.4 The Directional EXPO-RU Problem . ... ... ... 86

6.2 Approaches for Adjusting Directional Transmission . . . . . . 87
6.2.1 Approach 1 . . ... .. ... ... 88
6.2.2 Approach 2 . . .. ... 88

6.3 More Algorithmic Details . . . . . . ... ... ... ... ... 90
6.3.1 Algorithm Idea . . . . . . . . ... ... ... ..... 90
6.3.2 Algorithm Details . . . . . . ... ... ... ... ... 91
6.3.3 Running Time . . . . . . . . ... ... ... ... 92

6.4 Computing Bounds . . . . . . ... ... 0oL 93

6.5 Numerical Results. . . . . . .. .. ... ... ... 94
6.5.1 Effect of Varying O, - . . . . . . . ... 95
6.5.2 Effect of Varying Network Size . . . . . . . . . .. ... 96
6.5.3 Identifying Good Working Direction ©,,;4 . . . . . . . 97
6.5.4 Exposure Versus Node State Probability . . . . . . .. 99

vi



6.6 Concluding Remarks . . . . .. .. .. ... ... ... .

7 Conclusion and Future Work
7.1 Summary . ...
7.2 Future Work . . . . . . . .

References

Appendix A Overview of Some Analytical Models
Al En%r]gy Model for Super-Capacitor and Rechargeable Battery
in (3] .o
A.2 Routing Based on Cost-benefit Function in [3] . . . . . . . ..
A.3 Basic Node Energy Model for Cluster Routing in [4, 5] . . . .
A.4 Node Energy Budget in a Time Slot in [4,5] . .. ... ...
A5 Estimating Cluster Head Group Size in [4,5] . . . . . . . . ..
A.6 Node Scheduling in [4,5] . ... ... ... ...
A.7 Overcharge Wastage-Aware Routing in EH-WSNs in [2]

Appendix References of Appendix A

vii

101
101
103

105
110

110
112
113
115
116
117
118

120



List of Tables

1.1
2.1

2.2

3.1
4.1
Al

A summary of thesis contributions . . . . ... .. ... ... 11

Energy sources and their corresponding power densities (due to

Siiminary of selected energy harvesting aware fouting protocels
for EH-WSNs . . . . . .. .. 15
Exact computations by the factoring algorithm . . . . . . . .. 35
Exact computations . . . . . ... ... 55
Notation . . . . . . . . . . .. 119

viil



List of Figures

1.2.1 An example of the 2-terminal network reliability problem . . .
2.1.1 Types of energy harvesting architectures (adapted from [51]) .

3.2.1 An instance of the EXPO-RU problem . . . .. ... ... ..

2 Construction of G' . . . . . ...

.3 Function E2P for the EXPO-RU problem . . . . . .. ... ..

1 A 3x3 x-grid network with an intrusion path P . . . . . . ..

2 The obtained numerical results . . . . . . .. ... ... ...
B

An instance of the EXPO-RU problem . . .. ... ... ...

FS layers of graphs Gand G'. . . . . ... ... ... ...,
Construction of G' and its BFS Layers . . . . ... ... ...
Pseudo code for E2C-BFS function . . . . . .. ... .. ...
Replacement of a free node x € G with a gadget in G' . . . . .
Construction of G' . . . . . . ...
Pseudo code for function E2C-MaxFlow . . . . ... ... ..
The obtained numerical results . . . . . ... ... ... ...

1
2
3
4
D
.6
7
1
.1 An instance of the EXPO-RU problem . . .. ... ... ...
.1 Incidence relation between 4 cuts and 4 nodes . . . . . . . ..
.2 Function Main for the EXPO-RU problem . . . ... ... ..
.3 Function NextState . . . . . . . . . . . ... ... ... ....
4 An example with » = 5 cutsets on ng =4 nodes . . . . . . ..
1 (Q, X)-incidence relations . . . . . ...
.1 Notation used in function CS_extend . . . . . . ... .. ...
.2 An instance of the (s, t)-terminal reliability problem . . . . . .
.3 Pseudo code for function CS_extend . . . . . . . . . . .. ...
.4 Pseudo code for function Q_extend . . . . . ... .. ... ..
.1 The obtained numerical results . . . . . .. . ... ... ...
1 Node directional communication model. . . . . . . . . . .. ..
2 An instance of a 3 x 3 grid network. . . . . . ... ... L.
1 Function HWAS for the DirEXPO-RU problem . . . . . . ..
1 Links and exposure versus O,,;4 € [0°,360°] . . . . . ... ...
2
3
4

Links and exposure versus network size . . . . . . . . ... ..

Obtained bounds versus network size . . . . .. .. ... ...
Exposure versus node state probability . . . . ... ... ...

[N erNerRerNerNerNep) QLT Ot Ot Ot Ot Ot Ot Ot Ot Ut s e e s R R e WO W

2
2
4
4
2
2
2
2
2
2
2
4
1
3
3
3
3
4
.6
.6
.6
.6
7
1
1
3
)
)
)
)

X



List of Acronyms and Notation

CSpP Consecutive set of pathsets

DirEXPO-RU Directional path exposure with range uncer-
tainty problem

E2C Extension to a cutset problem

E2C-BFS Extension to a cutset using breadth-first search

E2C-MaxFlow Extension to a cutset using a max-flow algo-
rithm

E2P Extension to a pathset problem

EH-WSNs Energy harvesting wireless sensor networks

Expo(G, p, P, keq) The probability that the intrusion path P can
be jointly detected and reported to the sink
node by at least k., sensing nodes. Also, ab-
breviated as Expo(G, p, kye;) and Expo(G, k.cq)

EXPO-RU Path exposure with range uncertainty problem
HWAS Half-width angle selection problem

LB Lower bound

NDP Node disjoint pathset

ps(x) or p(z, s) The probability that node x is in state s, e.g.,
s € { full, reduced, fail}

SOC State-of-charge (of a rechargeable battery or a
supercapacitor)

UB Upper bound

USP Unrestricted set of pathsets



Chapter 1

Introduction

The main theme of the thesis is on analyzing the ability of a wireless sen-
sor network (WSN) whose nodes utilize different means of energy harvesting
from the environment (e.g., solar power) to successfully achieve a well defined
task. In the introductory part of this chapter (Section 1.1), we motivate this
research direction, and give more details on the scope of the thesis. A general
mathematical model that can be used to formalize many problems of interest
associates a discrete probability state space with some elements (e.g., nodes
and/or links) of a given network, giving rise to the concept of a probabilis-
tic network model. Many important concepts and algorithms have evolved
in recent years on the use of probabilistic network models to analyze various
network reliability measures. To start, we review some of the needed concepts
in Section 1.2. In Section 1.4, we review some existing work for the class of
path exposure problems in WSNs. Section 1.5 outlines the main contributions

and structure of the thesis.

1.1 Introduction

The field of wireless sensor networks (WSNs) has been an active research and
development field in networking since around 1999 (see, e.g., the survey in [4]).
Typically, a WSN is composed of a dense deployment of low cost, low power
miniaturized devices (called sensor nodes) that integrate sensing, computa-
tion, and communication. WSNs continue to receive significant attention in

research and industry for providing solution platforms in may areas of appli-
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cations (e.g., environment monitoring, structural health monitoring, human
health monitoring, surveillance and target tracking, etc.). Early generations
of WSNs are designed to utilize non-rechargeable batteries. Research done on
such networks has resulted in a rich body of literature on various energy con-
servation approaches that collectively aim at reducing the energy consumed
by the whole network during operation. The objective is to maximize the
lifetime of a WSN while satisfying acceptable levels of performance. Among
such approaches, we mention the class of topological management (also called
efficient scheduling) algorithms surveyed in [54], the class of topology control
mechanisms surveyed in [43], the class of power-aware routing algorithms sur-
veyed in [53], and the class of power-aware MAC protocols surveyed in [55].
Surveys spanning different approaches appear in [5, 40].

More recently, with the advances in designing efficient solar panels, mi-
cro wind tribunes, and wireless charging technologies, more research work
has devoted attention to energy replenishment in terrestrial WSNs to achieve
increased network uptime. Research on energy replenishment in WSNs strad-
dles two broad directions. The first broad direction relies on harvesting energy
from the environment such as using solar power, vibrations, or thermoelectric
effects. The second broad direction for energy replenishment relies on using
wireless energy transmission.

The scope of the thesis work is on investigating some reliability aspects of
energy harvesting WSNs (EH-WSNs) deployed to detect events that occur in
a given geographical area. The goal is to be able to quantify the likelihood
that an EH-WSN with nodes subject to energy fluctuations can successfully
achieve its task. To this end, our research work aims at identifying useful EH-
WSN models, formalizing useful EH-WSN reliability problems, analyzing the
complexity of the resulting problems, and developing efficient algorithms to
solve the problems. The algorithms developed in the thesis aim at enabling a
network designer to differentiate among different candidate topologies, where
nodes in each network employ an energy management unit that controls the
maximum transmission range of a node. The differentiation relies on using a

reliability metric that captures that collective work of all nodes in the network
2



to achieve a given task. Network topologies are assumed to be given as input.
The developed algorithms, however, do not provide a direct means of control-
ling the nodes during daily operation. Thus, our research direction is similar
to the research work done in [19, 20, 47|. However, we focus here on the class
of EH-WSNs. In the next section, we review some of the needed concepts and

results in this direction.

1.2 Concepts in Network Reliability Analysis

In this section, we introduce some definitions and concepts used in our work.
The concepts have been used in the early work of [16] and [7] and the ref-
erences therein. For simplicity, we introduce the concepts in the context of a
fundamental graph problem, called the 2-terminal network reliability problem
(denoted Rely) mentioned in [16] and [7]. We note that, although our main
problem that is dealt with in the thesis is different from the Rely problem,
many of the concepts introduced in this section are used in the thesis.

In the Rel, problem, we are given an undirected graph G = (V, E,p) on
a set V of nodes and a set F of edges, with two distinguished terminal nodes
denoted s and t (see, e.g., Fig 1.2.1). Edges are assumed to operate/fail
independently of each other. We denote by p(e) (respectively, ¢(e) = 1 —p(e))
the probability that edge e € E operates (respectively, fails). Thus, we use a
2-state probability distribution to model the behaviour of each edge. The Rel,
problem asks for computing the probability that after an event of a random
failure, G is in a state where s can reach ¢ by a path of operating edges.

The Rely problem is one of many problems on both wired and wireless
networks that have been analyzed using similar models where we use a discrete
state space to model the behaviour of each network element (e.g., node and/or

edge). We now introduce the following concepts.

1.2.1 Probabilistic Graphs, Pathsets, and Cutsets

The graph G = (V, E) with the probabilities {p(e) : e € E'} is called a proba-
bilistic graph, denoted G = (V, E/,p). The Rels problem on G = (V, E, p) with

3
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Figure 1.2.1: An example of the 2-terminal network reliability problem

the two distinguished terminals s and ¢ is denoted Rels(G,s,t). When each
edge in E is assigned a state in {operate, fail}, we obtain a network state of G.
We use (e, s.) to denote the event that edge e is in state s, € {operate, fail}.
A network state S can then be written as S = {(e, s.) : ¢ € F'}. Likewise, we
use p(e, s.) to denote the probability that edge e is in state s.. Thus, when
edges operate independently of each other, the probability that G is in network
state S is Pr(S) = (. 5.)es P(€; Sc). We also need the following definitions.

e A network configuration C is a partial network state where some
edges (but not necessary all) are assigned a state. The remaining unas-
signed edges are free in C. For the Rels problem, a network state or
configuration is operating if s can reach ¢ in S. Otherwise, C' is a failed

configuration. When edges operate independently of each other, we get

Pr[C occurs] =[], ,.yec Pl se)-

e A pathset is an operating network configuration. A minpath is minimal
pathset. For example, in Figure 1.2.1, S = {(e4, operate), (e3, operate),
(e5, operate)} is a pathset (in fact, S is a minpath) of the Rely problem.

e A cutset is a failed configuration even if all unassigned (free) elements
operate. A mincut is minimal cutset. For example, in Figure 1.2.1,
S = {(ey, fail), (eq, fail)} is a cutset (in fact, a mincut) of the Rely

problem.

An Exact Algorithm: Given an instance (G,s,t) of the Rely problem,
an exact algorithm may proceed by generating the set OP(G) of all dis-

tinct operating network states (i.e., pathsets of size |E| each), and computing

4



Rely (G, s,t) = > (Pr(S) : S € OP(G)). The worst case running time of such

complete state enumeration algorithm, however, is O(2/71) time.

1.2.2 Computational Complexity

In [16], all formulated reliability problems (a total of 6 problems) have been
shown to be #P-complete on arbitrary graphs even in cases of equal operating
probabilities. The classes of #P-hard and #P-complete have been introduced
in [52] to capture the computational complexity of counting problems (as op-

posed to NP-hard and NP-complete decision problems).

1.2.3 Algorithmic Approaches

To cope with the apparent computational intractability of many known relia-
bility problems on arbitrary networks, researchers have considered a number of
approaches to obtain useful algorithms (see, e.g., [7, 16]). Of these approaches,

we mention the following.

1. Exact algorithms on special classes of graphs:

WSNs that are deployed deterministically may have simple graph struc-
tures (e.g., trees) that allow a reliability problem to be solved in poly-
nomial time. Examples of work in this direction includes work utilizing
interval graphs [2], partial k-trees (for any fixed £ > 1) [1], and grid
networks [18].

2. Obtaining bounds from edge-disjoint pathsets and cutsets:

Given a set of edge-disjoint pathsets {pi,p2,...,p.}, a lower bound on
the network reliability can be computed as in formula (1.2.1):

T

Pr[at least one pathset p; occurs| = 1 — H(l — Pr(p)) (1.2.1)
i=1

Likewise, given a set of edge-disjoint cutsets {cy, ca, ..., ¢, }, we can obtain

an upper bound as in formula (4.3.2):

Pr[None of the cutsets occur] = H(l — Pr(¢;)) (1.2.2)
i=1

5



3. Obtaining bounds from consecutive pathsets and cutsets:

In [44, 45], the author has introduced the concept of consecutive sets as
follows: a sequence Q* = (q1, qa, -..q,) of 7 sets satisfies the consecutive
set property if and only if for every element z that belongs to sets
¢,qj, © < j, x also occurs in every set g, where i < k < j. In [44],
the author has shown an efficient algorithm to compute an UB from a
given set of consecutive cutsets. Later, in [50], the authors have shown
an efficient algorithm to compute a LB from a given set of consecutive
pathsets. Note that, by definition, any edge-disjoint set satisfies the
consecutive sets property. Thus LBs and UBs from consecutive sets can

achieve strict improvements over bounds from edge-disjoint sets.

4. Obtaining bounds from statistically-disjoint pathsets and cut-

sets:

The above bounding approaches using edge-disjoint and consecutive path-
sets (or cutsets) are called non-iteratively improvable approaches. A non-
iteratively improvable approach produces a single LB or UB from a given
set of edge-disjoint or consecutive configurations (pathsets or cutsets).
In contrast, the bounds described here are iteratively improvable. That
is, the obtained bounds improve as we allow the algorithm to perform
more iterations. The idea is to generate a set of configurations (pathsets
or cutsets) whose occurrence probability can be added to each other.
In more detail, we call two configurations C; and C; statistically-disjoint
(s-disjoint, for short) if they have at least one common node say, z, that
is assigned to two different states in C; and C;. Thus, Pr(C;) 4+ Pr(C;)
is the probability that at least one of C; and C; occurs. Consequently,
if {p1,p2,...,pr} is a set of pairwise s-disjoint pathsets then a LB can be

computed using formula (4.3.1):

LB = zr:Pr(pi) (1.2.3)

=1

Likewise, if {c1, ¢, ...,¢,} is a set of pairwise s-disjoint cutsets then an

6



UB can be computed using formula (1.2.4):

r

UB=1-> Pr(c) (1.2.4)

i=1

To utilize this approach, one needs an algorithm that can systemati-
cally generate a maximal set of pairwise s-disjoint configurations in the
network. A framework called factoring is discussed in [16] (and the ref-
erences therein). In [20] the authors adapt the framework to generate
s-disjoint configurations. The factoring method generates s-disjoint con-
figurations iteratively in a tree-like manner starting from the empty con-
figuration as the root of the tree. At each iteration, the method selects
a configuration C' that is perceived to be most promising (has highest
occurrence probability). Then the configuration C' is used to generate
new pairwise s-disjoint configurations that are added to the tree. Ad-
ditional steps can be added to the factoring method in order to obtain
a set of s-disjoint pathsets (or cutsets) and compute a LB (respectively,
UB) from the generated s-disjoint pathsets (respectively, cutsets). In the
additional steps to compute a LB, in each iteration the selected config-
uration C is tested for extensibility to a pathset. If the configuration
C is not extensible, it is labelled as a bad configuration. FElse, if it is
extensible then it is processed by (a) storing the obtained pathset in the
tree, and (b) generating child configurations that are s-disjoint from all

other configurations in the tree.

1.3 Node Model

We assume a standard sensor node (also called sensor mote) equipped with

one (or more) sensing device, a data processing unit, a wireless transmit-

ter /receiver device, an energy storage unit (with, e.g., a rechargeable battery

and /or supercapacitor), and an energy management unit (EMU) that controls

the activity of the node. We also assume that the network topology (a di-
rected graph G = (V, E) on a set of nodes V', and a set of directed links F)

is given as input. So, an arc (z,y) € E if 2’s transmission power is sufficient

7



to satisfy the required signal-to-noise-plus-interference ratio threshold at the
receiving node y. In addition, if there exists a directed (z,y)-Path in some
state of the network GG, then it is assumed that the routing algorithm used by
the network is able to detect and use such a path. Throughout the thesis, we
assume that the amount of energy left in a node’s energy storage system (e.g.,
a rechargeable battery and/or supercapacitor) can be estimated. Such amount
of energy is also referred to as the state-of-charge (SOC). Currently there is a
growing body of research on practical and accurate methods of estimating the
state-of-charge of lithium-ion batteries and supercapacitors (c.f., [13, 41, 42,

56)).

1.4 Work on WSNs Reliability for Path Ex-
posure Problem

The path exposure problem is a well-known problem in conventional WSNs.
The problem asks for computing the probability of detecting a moving target
along a given path over a period of time through a WSN field (see, e.g., [15,
32]). In [15], the authors analyze target detection probability using different
data fusion models, and present a method to minimize network deployment
cost while achieving desired exposure levels. In [32], the authors present a
model that utilizes energy sensed from a moving target over a period of time.
The model is then used to find a path of minimal exposure using a short-
est path algorithm. Subsequently, authors in [28] formalize a minimal path
exposure problem for WSNs employing directional communication. They de-
velop a directional sensing model used to define two weighted graphs that are
used to reduce the minimal path exposure problem into two discrete geome-
try problems. Their results include developing two approximation algorithms
to solve the problem. Also the work of [20], where the authors formalize a
path exposure problem, called EXPO, on conventional WSNs for surveillance
applications where nodes are subject to communication and/or sensing failure.

In contrast to previous work, the thesis considers a new variant of path

exposure problem in EH-WSNs where at any instant different nodes have dif-
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ferent transmission ranges based on their energy levels.

1.5 Thesis Contributions and Organization

The main theme of the thesis is on quantifying the likelihood that an EH-WSN
whose nodes are subject to energy fluctuations can provide simultaneous de-
tection and reporting of unauthorized traversal along a given path. The thesis
pursues this objective in the context of investigating a path exposure reliabil-
ity problem under range uncertainty that calls for computing the probability
that the collaborative work of the all nodes in EH-WSN succeeds in detecting
and reporting an intrusion along a given path. Here, we summarize the main

contributions of the thesis as follows.

1. In Chapter 3, we formulate a path exposure with range uncertainty prob-
lem, denoted EXPO-RU, where fluctuation in nodes energy levels over
time affects mainly their transmission ranges, and nodes can fail inde-
pendently of each other. We show that the EXPO-RU is #P-hard. In
addition, we formulate a problem called the extension to pathset prob-
lem, denoted E2P, for the EXPO-RU problem. We propose an efficient
heuristic algorithm to solve the E2P problem and use the devised al-

gorithm to design both iteratively and non-iteratively improvable LB

algorithms for the EXPO-RU problem.

2. In Chapter 4, we extend our work in Chapter 3 by formulating an exten-
sion to cutset problem, denoted E2C, for the EXPO-RU problem. We
propose two efficient heuristic algorithms to solve the E2C problem, and

use the devised algorithms to design both iteratively and non-iteratively

improvable UB algorithms for the EXPO-RU problem.

3. Chapter 5 considers two general types of reliability problems on proba-
bilistic graphs where each node can be independently in one of possible
node state (such as the EXPO-RU problem). Each type has two prob-
lems defined on pathsets and cutsets, respectively. In the cutsets version

of the first problem type, we are given a sequence () of network cutsets,
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and we want to compute an UB on the exact solution by computing
the probability that no cutset in ) occurs. The pathset version is de-
fined similarly to compute a LB. We develop a dynamic programming
approach to compute such probability, assuming that node state satisfy
a coherence property. In general, the running time of the devised ap-
proach grows exponentially with the size of the input set (). We show,
however, that when () is a disjoint set of cutsets, or a consecutive set,
the running time is comparable to the running time of an algorithm that

is aware that the input has this property.

In the cutset version of the second problem type, we are given a disjoint
set () of cutsets, and we seek to extend it to a set of consecutive cutsets

that exploits the multi-state node model.

. In Chapter 6, we consider a variant of EXPO-RU problem where nodes
are equipped with directional communication devices, denoted

DirEXPO-RU. The DirEXPO-RU problem is to quantify the ability of
a network to detect and report traversal along a given path. A problem
that arises in managing the network resources to maximize this relia-
bility measure is to adjust the transmission beam width of each node,
where nodes beam centers are given as input. We formalize a half-width
angle selection problem, denoted HWAS, and propose two configuration
approaches to adjust the transmission beam width of each node in the
network. The proposed approaches are presented in a unified way. The
obtained numerical results compare the obtained results with omnidirec-

tional transmissions.

Table 1.1 summarizes the main contributions of the thesis. As mention

above, non-iteratively improvable LB or UB algorithms refer to a class of

bounding algorithms that produce a single bound on each input. Such al-

gorithms are typically fast, but they compute just one value for each input.

In contrast, iteratively improvable LB or UB algorithms can achieve exact

solutions if allowed to execute until termination. The results have been pub-

lished in [8-12]. Reference [12] has received the Best Student Paper Aware in
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Table 1.1: A summary of thesis contributions

Obtained results
Chapter | Problem Subproblem | Nop-iteratively | Iteratively
improvable improvable
algorithms algorithms
LB UB LB | UB
3 [8] E2P v v
EXPO-RU
4 110, 11] F2C v v
519, 10] CS_extend v v
6 [12] DirEXPO-RU | HWAS Configuring node’s beam width

SENSORNETS 2022.

1.6 Concluding Remarks

In this chapter, we have motivated research on developing efficient algorithms

to assess the reliability of EH-WSNs. We have also reviewed some fundamen-

tal concepts and algorithmic approaches useful in obtaining lower and upper

bounds on exact solutions. The, we have discussed the main contributions of

the thesis. In the next chapter, we review some recent research work in the

area of EH-WSNs.
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Chapter 2

Literature Review on EH-WSNs

The scope of the thesis work is on modelling and analyzing the reliability of
WSNs that utilize energy replenishment in their operation, with a particular
emphasis on the class of energy harvesting WSNs (EH-WSNs). Most of the
networking research work done to date on EH-WSNs concerns the link layer
(MAC protocols), the network layer (routing), and cross-layer energy efficiency
protocols. Understanding the work done on routing algorithms, however, is
important for understanding network failure modes, and contributes to the
ability of developing accurate network models, node state models, and relia-
bility evaluation measures. To this end, we review some basic concepts in the
design of EH-WSNs in Section 2.1, followed by a review of some qualitative
aspects of some recent EH-WSN routing algorithms in section 2.2, and some

mathematical analysis aspects of these routing algorithms in Section 2.3.

2.1 Introduction

As mentioned in Chapter 1, WSNs that utilize energy replenishment has at-
tracted much research over more than one decade now (see, e.g., the surveys in
[3, 51]). In this section, we give a brief overview on the design and operation
of such networks.

Energy Sources: In [3], the authors classify the sources of harvestable energy

into 3 broad classes:

e Radiant sources such as sunlight and radio frequency (RF)
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e Mechanical sources such as vibrations, wind, human body motion, and

water flow

e Thermal sources that utilize temperature difference between two con-
ducting surfaces where the amount of generated energy depends on the

temperature gradient between the surfaces

Table 2.1 (due to [3]) summarizes some harvesting technologies and power

densities associated with the above sources.

Table 2.1: Energy sources and their corresponding power densities (due to [3])

Energy Source | Types Harvesting Method Power Density
1 solar cell (indoor) 10pW /em?
solar
Radiant solar cell (outdoor) 15mW/cm?

RF electromagnetic conversion | 0.1uW/cm? (GSM)

electromagnetic conversion | 0.01uW/em? (WiFi)

wind flow | electromagnetic conversion | 16.2uW/cm3

Mechanical motion piezoelectric 330uW/cm?

Thermal body heat | thermoelectric ‘ 40uW /cm? ‘

Of the above energy sources, outdoor solar energy (with power density of
15mW /cm?) has been shown to provide adequate source to power miniaturized
sensor nodes. Solar harvesting technology has allowed the construction of
real life EH-WSN prototypes such as the Helliomote prototype of [39], and
the Prometheus prototype of [25]. Solar energy and wind energy harvesting
are subject to weather conditions. Early work on EH-WSNs has explored
the use of weather forecasts to improve a network’s ability to predict the
amount of energy that can be harvested during relatively long time (see, e.g.,
[46]). In [46], suitable energy models have been developed for the specific
solar panel and wind tribune used in the conducted empirical study. Wireless
energy transmission has also received extensive attention for powering WSNs.
Early real life prototypes for wireless energy transmission include the work
of [37] where the authors have built a proof-of-concept prototype composed
of a mobile charger (MC), a mobile robot carrying a wireless power charger,

and a network of sensor nodes. Wireless charging at 45mW when the charger
13



is located 10cm away from a sensor is reported. Surveys on wireless energy

transmissions appear in [29, 30, 48].

Energy Harvesting architectures: In [51], the authors note the following

two types of architectures for using the harvested energy:

a)

Harvest-use architecture: Here, the harvested energy is used directly to
supply the sensor node with the required energy. This architecture does
not require an extra unit to store harvested energy but the energy gener-
ated by the harvester has to be continuously above the energy required

to operate the sensor node, otherwise, the node will shut down.

Harvest-store-use architecture: In such an architecture, an energy stor-
age unit (battery and/or super-capacitor) is used to power a sensor node
when either a harvesting opportunity does not exist (i.e., during the
night for solar energy), or a sensor node needs more energy to perform
more functionality. The energy storage unit is particularly useful when
the harvested energy rate is more than the required energy by a sensor

node.

Energy source | Energy source

Y Y

Energy storage Harvesting

Harvesting system

| I
| |
| |
| unit system |
¥ |
Sensor node | | Sensor node |

(a) Harvest-Use (b) Harvest-Store-Use

Figure 2.1.1: Types of energy harvesting architectures (adapted from [51])

The energy storage unit can be implemented using either a single storage device

(primary storage), or a double storage device (primary and secondary), where

the secondary storage device may work as a backup for situations when the

primary storage is exhausted. The energy storage device can be a rechargeable

battery and/or super-capacitor. A rechargeable battery (RB) has adequate

energy storage capability but limited cycle lifetime. A super-capacitor (SC),
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on the other hand, has lower energy storage capability but it can accommodate

a potentially larger number of charging cycles.

2.2 Overview of some EH-WSN Routing Al-
gorithms

In this section, we give an overview of some EH-WSN routing protocols and
algorithms. The algorithms below can be roughly classified as not using clus-
tering, using clustering, and routing in networks for special application envi-
ronments. We note that although the presented algorithms differ in their sys-
tem model, model assumptions, route selection methods, energy management,
and performance measures, their design share a common principle which is
aiming to maintain energy neutrality (e.g., balancing harvested and consumed
energy) over certain time intervals in order to achieve good performance.
Table 2.2 highlights some features of the surveyed papers (we use letters C

and J to denote conference and journal publications, respectively).

Table 2.2: Summary of selected energy harvesting aware routing protocols for
EH-WSNs

Reference | Methodology Synopsis

[24] (C 2010) | Simulation only The paper presents an EH-WSN
routing algorithm based on combin-
ing hop count distances and func-
tions of node energies into “energy
distance” measure used in distance
vector routing framework.

[21] (C 2014) | Simulation only The paper proposes an EH-WSN
(using Matlab) routing algorithm based on modi-
fying AODV routing algorithm for
MANETSs by replacing the hop
count field in RREQ/RREP mes-
sages with “energy count” field.
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[33] (J 2011) | Simulation only The paper presents a routing cost
(using Matlab) metric for EH-WSNs utilizing both
rechargeable batteries (RBs) and
super-capacitors (SCs). The design
favours routes with more SC energy
and harvesting rate.

[35] (C 2013) | Simulation only The work presents an energy neu-
(using Omnet—++) tral routing algorithm that incor-
porates admission control of flows
in a network that uses the Directed
Diffusion paradigm [23].

[31] (J 2014) | Simulation only The authors formulate a route se-
(using NS-2) lection problem to minimize the
amount of wasted harvested energy
when some of the rechargeable bat-
teries in a network become fully
charged.

[34] (C 2013) | Convex optimization | The authors present an energy
[36] (J 2015) | + simulation (using | neutral clustering algorithm where
MatLab) cluster heads are assumed to be
able to reach the sink node.

[27] (C 2015) | LP optimization + | The work discusses routing in
data analysis WSNs embedded in exterior walls
of buildings in Northern-climate ar-
eas and using harvested energy.

[6] (C 2015) | Simulation only The paper discusses the use of
(using Opnet) EH-WSNs in e-Health applica-
tions where traffic is categorized
into compressed medical images,
long data steams, and short data
steams.

Routing Without Clustering: In [24], the authors present a distributed
and adaptive routing algorithm for EH-WSNs with a single sink node. The
algorithm aims at dynamically finding sustainable routes to the sink. A route
is sustainable if it has sufficient energy to work for sometime. The work as-
sumes that the stored energy in a node is measurable. To calculate sustainable
routes, information about each available node energy (converted to a quan-

tity called local distance penalty), and shortest hop count to sink (viewed as a
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shortest structural distance) are exchanged between nodes. The local distance
penalty is a real number derived from a node’s stored energy such that low
(respectively, high) node energy maps to high (respectively, low) real number.
The algorithm adds hop counts to distance penalties to obtain a distance met-
ric used in shortest path calculations. Shortest path calculations using the
new distance metric proceeds as in Distance Vector (DV) routing. Events that
trigger a node to send updates to neighbours include changes in node’s local
energy, and receiving updates from neighbours. Using simulation, the authors
compare their algorithm, called DEHAR, with a simplified version of a routing
algorithm utilizing the Directed Diffusion (DD) paradigm [23].

In [21], the authors modify the well-known Ad-hoc On-Demand Distance
Vector (AODV) routing algorithm [38] for routing in Mobile Ad-hoc Net-
works (MANETS). The resulting energy harvesting-aware algorithm is denoted
AODV-EHA. The prime modification is the use of an “energy count” quantity
in place of “hop count” in the header of route request (RREQ) and route reply
(RREP) messages. The energy count quantity is intended to be a prediction
of the average transmission energy to successfully deliver a data packet from
a source to a destination node. This average transmission energy takes into
account the average number of transmission retries, the power consumed in
processing and transmitting a packet, and the energy harvested during trans-
mission. Using simulation, the authors compare their AODV-EHA algorithm
with the AODV algorithm, and the DEHAR algorithm of [24].

In [33], the author present a routing cost metric for EH-WSNs where each
node has a hybrid energy storage system (HESS) that combines a super-
capacitor (SC), and a rechargeable battery (RB). The SC has low energy
storage capacity but can accommodate frequent charge cycles. On the other
hand, the RB has a higher energy storage capacity but limited charge cycles.
The cost metric presented in [33] (discussed in more detail in Section A.1)
assigns different weights to the residual energy in both units whilst favouring
routes with more SC energy and harvesting rates. To prolong the battery life-
time, similar to the work in [26], the constructed cost metric assumes that the

power management in each node directs the harvested energy to the RB when
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its residual energy falls below a threshold value of the product of (1 — D) x
the RB maximum capacity. Otherwise, the SC is charged. Here, D denotes
the RB’s designed depth-of-discharge (DoD), i.e., the maximum recommended
fraction of battery capacity that can be withdrawn in one discharge cycle to
maximize the battery’s lifetime. The constructed cost metric is used to eval-
uate routes through different paths.

In [35], the authors present an energy neutral WSN routing algorithm
(called ENR). The ENR algorithm is based on the Directed Diffusion (DD)
paradigm [23]. We recall that the general DD paradigm allows a WSN to
support many different task types. Each task description is named by a list
of attribute-value pairs. For example, a vehicle-tracking task may use a type
attribute for a mobile object to be detected, a duration for reporting matching
events, and an interval specifying how frequently the matching events would
be reported. A named task description constitutes an interest that is injected
into the network from a sink node as a result of processing a query to the net-
work. The sink initially and repeatedly diffuses an interest for exploring the
possibility of obtaining matching replies. Subsequently, the sink may reinforce
one particular neighbour in order to collect more data. The dissemination of
an interest causes some participating nodes to set up a gradient (data rate and
directions to forward events) at some participating nodes. The work in [35],
implements a simplified version of the DD paradigm, adding an admission con-
trol step (to achieve energy neutrality) before a node can reinforce a flow that
serves a particular interest. The admission control step utilizes a prediction
of the harvested energy at each node, the duration and interval parameters of
a new flow, and the contents of a node’s interest cache that describes other
flows the node serves.

In [31], the authors consider wastage of harvested energy when a node’s
finite-capacity battery reaches its limit (and the battery can not be over-
charged). The authors formalize a route selection problem that aims at re-
ducing network wide overcharging-wastage in each time slot of the network’s
operation. They present energy harvesting wastage-aware algorithm (called,

EHWA) that selects a route by combining the cost associate with energy con-
18



sumption due to packet transmission and energy wastage due to finite-capacity
battery being fully charged. Among other results, the authors show that a
route that minimizes the overcharge-wastage is a route that maximizes the to-
tal network resultant energy at the end of each time slot. More mathematical
details about this work is presented in Section A.7

Routing with Clustering: In [34, 36], the authors present an energy neu-
tral clustering algorithm for EH-WSNs. The devised algorithm follows closely
many concepts and ideas of the well-known LEACH (Low Energy Adaptive
Clustering Hierarchy) algorithm [22]. We recall that LEACH divides time into
rounds. Each round consists of two phases: a set-up phase where the network
is partitioned into clusters, and a steady-state phase where each cluster head
(CH) collects data from nodes in its cluster. LEACH assumes that each CH has
enough power to reach the base station. LEACH estimates the optimal number
of clusters to operate in each round, and uses a randomized process to select
(on average) this optimal number of cluster heads. The energy neutral cluster
(ENC) algorithm devised in [34, 36] also divides time into rounds (called time
slots), and the algorithm partitions the network into a user-specified number
of clusters (denoted K) during the first part of a time slot. The second part
of each time slot is used to collect data in each cluster. Each round starts by
selecting a cluster head group (CHG) that serves during the round. The size
of the CHG is sufficient to ensure energy neutrality operation during a time
slot. Scheduling the work of nodes in a CHG takes each node’s energy into
consideration. The authors formalize a convex optimization problem to find
the optimal number of clusters. More mathematical details about this work
are presented in Sections A.3 to A.6.

Routing for Special Application Environments: In [27], the authors
consider the deployment of WSNs embedded in walls of buildings to collect
information (such as humidity measurements sensed within walls) and send
it to a sink node. Buildings in the work are assumed to exist in Northern
climate areas where during colder months the temperature difference between
indoors and outdoors provides opportunity to generate electricity from ther-

mal effects. Temperature data collected over two years is used to estimate
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the amount of energy generated every period (e.g., day or week) during each
year. The work formulates two routing problems where in each problem traffic
generated by each node is routed to a sink node. The formulation assumes the
use of splittable flows (where several non-disjoint paths can serve the traffic
stream generated by each node). Each routing problem is formulated by giv-
ing a corresponding linear program (LP). The first routing problem aims at
maximizing the total flow (from all nodes) to the sink node. The formulation
considers the available energy at each node. To achieve fairness in serving all
nodes, the second routing problem aims at maximizing a single flow value that
can be supported between each node in the network and the sink node. The
default way of using the constructed LPs is to repeatedly solve the optimiza-
tion problem(s) by a central node (e.g., the sink node), and then inform other
nodes with routing decisions. In [27], the authors discuss a table driven method
(called a seasonal routing algorithm) where routing can be done by “seasonal”
adjustments done by each node independently without requiring solving an
optimization problem at each step during the lifetime of the network.

In [6], the authors discuss “Smart Energy Harvesting Routing” protocol
(called, SEHR) for data handling in WSN based e-Health systems (WSNEH).
Application data is categorized into three types:

e Compressed high resolution medical images (each image is about 6 Mbits)
e Big sized data (configured to 4.5 Mbits per stream), and
e Regular sized data (configured to 2 Kbits per stream)

Each data type has additional requirements on delivery time and route stability
(however, such aspects are not well detailed in the paper). The authors devise
a route selection algorithm where the destination node of a flow evaluates a
function (called the @ factor) for each possible route. The types of traffic
flows passing through each node on a route, and the energy state of the node
are considered by the function. The authors experiment with both RF energy

harvesting, and solar energy harvesting.
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2.3 Overview of some Analytical Models

Please refer to Appendix A for the material in this section (if desired).

2.4 Concluding Remarks

In this chapter, we have briefly discussed energy harvesting sources, and en-
ergy harvesting architectures used in EH-WSNs. We have also provided an
overview of some recent EH-WSN routing algorithms and we ended the chap-
ter with some mathematical analysis for selected routing algorithms. In the
next chapter, we formalize a path exposure reliability problem where nodes

utilize energy replenishment.
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Chapter 3

Path Exposure with Range
Uncertainty

Many WSNs deployed in outdoor areas are intended to detect application
specific events. Such outdoor networks are well suited to operate on energy
harvested from the ambient environment. In surveillance applications, de-
tecting a traversal across a geographic area guarded by a WSN is one of the
early studied WSN applications. In particular, early work in this direction
has considered the notion of path exposure. As mentioned in Section 1.4, path
exposure is a measure of how well an object moving on an arbitrary path can
be observed by the sensor network over a period of time.

In this chapter, we consider EH-WSNs, where fluctuations in a node’s
energy levels is assumed to cause the node to change its transmission range.
In Section 3.1, we formalize a new path exposure reliability problem called
path exposure with range uncertainty, denoted EXPO-RU, where we want to
quantify the ability of an EH-WSN to jointly detect and report a traversal
along a given path across an EH-WSN. Then, we show that the EXPO-RU
is #P-hard. In Section 3.2, we formulate an extension to pathset problem,
denoted E2P, for the EXPO-RU problem. We propose an efficient heuristic
algorithm to solve the E2P problem, and the devised algorithm is used to
design both iteratively and non-iteratively improvable LB algorithms for the
EXPO-RU problem.

Some of the results in this chapter appear in [8].
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3.1 Problem Formulation

In this section, we present the network model used to formalize the EXPO-RU
problem, define the EXPO-RU problem, and show that the problem is #P-
hard.

3.1.1 Network Model

During an interval of time of interest, a node x in an energy replenishment
WSN can operate at different power levels. We adopt a model that uses in its
basic form a simple 3-state node model where the analysis designates one range
of power levels as a full power range, and a second disjoint range as being a
reduced power range. A node lacking power in these ranges is considered failed.
This 3-state node model, and our devised algorithms, can be extended to deal
with a more fine-grained model that employs more power states at the expense
of requiring possibly higher algorithmic time and space complexities.

For any node x, the above events occur with probabilities denoted p (),
Drea(x), and prai(z) (Pfai(r) =1 — pruu(x) — prea(x)). Loss of a node’s power
affects its communication, sensing, and computing abilities. Since wireless
transmission is the most power demanding activity in many WSNs, we as-
sume that a node operating in a reduced power state incurs a reduction of its
transmission range. Different nodes in the network may have different state
probability distributions, and different transmission ranges when they operate
in these states.

The overall WSN is modelled by a probabilistic directed graph G' = (V' U
{s}, E) where s is a distinguished sink node, and E is a set of arcs (di-
rected edges). We assume that s is not subject to power fluctuations, and
it does not perform sensing. A non-sink node x can be in a state s, €

{full, reduced, fail}, during an interval of time when the network is analyzed.

Estimating Node State Probabilities: One way to estimate the needed
node state probabilities ps(x) for node z and state s is to use Monte Carlo

simulation. We divide time into fixed length slots, and simulate the network
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under a specified traffic load for a sufficiently long time. We then take the
fraction of the number of time slots when z is in state s over the total number

of simulation slots as an estimate of py(x).

3.1.2 Problem Definition

As mentioned in Section 1.4, the path exposure problem is well studied in the
literature (see, e.g., [15, 32]). The problem asks for computing the probability
of detecting a moving target on a given path over a period of time through
a WSN field. Let P be an intrusion path across the WSN that we need to
monitor for unauthorized intrusion (see, e.g., Figure 3.2.1). Assume the nodes
that can sense the path P (called sensing nodes) are known from the geometric
layout of the network. Also, assume that in order to detect an intrusion event,
we need at least k., sensing nodes to be able to reach the sink and report the

detection successfully. Therefore, our problem can be defined as follows.

Definition (the EXPO-RU Problem): Given a WSN that is
modelled by a probabilistic graph G = (V |J{s}, ) where s is the
sink node, an integer k,.; > 1, a possible intrusion path P where
nodes that can sense P are known, and each node x € V works
either in a full or reduced power states with probabilities ps,u(z)
and pyeq(z), respectively, where pry;(2) 4+ preq(r) < 1, compute the
probability Expo(G, p, P, ke,) that P can be jointly detected by

at least k., sensing nodes that can reach the sink. Wl

To simplify notation, when no confusion arises, we sometimes abbreviate

Expo(G,p, P, k.e;) as Expo(G, p, kreq) 0 Expo(G, Ereq ).

3.1.3 Complexity Analysis

Theorem 3.1.1 below shows that the EXPO-RU problem is #P-hard. The class
#P-hard (or, #P-complete) problems captures the computational complexity
of counting problems. In [20], the authors tackle a different version of the
path exposure problem, called the EXPO problem, defined on conventional

WSNs, in which each node x can successfully forward packets to its neighbours
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with probability preay(z), and sense a target with probability psepse(z). The
authors, in [20], show that a restricted version of the EXPO problem is #P-
hard. In the restricted version of the EXPO problem the input is a partial grid
network, only one node x has a non-zero probability of sensing the intruder
path P, and k,., = 1. Theorem 3.1.1 below uses this restricted version of the

EXPO problem to show the complexity of the EXPO-RU problem.
Theorem 3.1.1 EXPO-RU s #P-hard.

Proof. We reduce the restricted version of the EXPO problem to the EXPO-RU
problem in polynomial time as follows. Let (G, P, kycq, Preiay(-)s Dsense(.)) be an
instance of the restricted EXPO problem (presented in [20]) where G is a grid
network, P is an intrusion path that can be monitored by one node x where
Psense(x) # 0 (other nodes have pgense(z) = 0).

We transform in polynomial time the above restricted instance of EXPO
problem to an instance of our EXPO-RU problem. The transformation cre-
ates an instance (G', P', k..., pruu(2), prea(z)) of the EXPO-RU problem where
G', P'; and kj,, correspond to G, P, and k., in the above instance of the
EXPO problem, respectively. In the EXPO-RU problem, set psu(x) = 0, and
Pred(Z) = Dretay(2) for each node z. This mapping from the restricted EXPO
problem to our EXPO-RU problem preserves the value of the solution and

hence proves the theorem. W

3.2 The E2P Problem for EXPO-RU

In this section, we present concepts needed to design our LB algorithms for the
EXPO-RU problem, and formalize a pathset extensibility problem, called the
Eztension to Pathset (E2P) problem. Then, we present a heuristic algorithm
to solve the E2P problem.

3.2.1 Concepts Needed for Algorithms

Network States. When each node in V' is assigned one of its possible states,

we obtain a network state of G (a total of 3! states exist). Using (z, s,) to
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denote the event that node z is in state s, (with probability, denoted ps, ()
or p(x,s,)), a network wide state S is specified by a set S = {(z,s,) : © €
V, s, € {full,reduced, fail}} of node-state pairs, where |S| = |V|.

We assume that nodes can be in different states independently of each
other. Thus, network state S arises with probability Pr(S) =[], ,.)cs P(%; S2).
Network Configurations. A network configuration C' is a obtained by as-
signing a state to each node in a subset of V. Using the above set notation to
describe C', we then have |C] < |V] (an empty set is a valid network configu-
ration).

Pathset. A pathset is an operating network configuration that has at least
k,eq sensing nodes that can reach the sink and monitor the given intrusion

path P. A minpath is a minimal pathset.

intrusion path P
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Figure 3.2.1: An instance of the EXPO-RU problem

Example 3.2.1 Fig. 3.2.1 illustrates an instance of the EXPO-RU problem
where dashed (solid) lines represent reachability by full (respectively, reduced)
transmissions. To avoid cluttering the diagram, two arcs (z,y) and (y,z) are
drawn as a double-arrowed line connecting x and y. In the example, we assume
that if node x can reach node y while x in some state (either full or reduced)
then y can also reach x while y is in the same state. Nodes that can sense P
appear as dotted circles. C' = {(4, full), (6,reduced)} is a configuration that
leaves the remaining five non-sink nodes free. For k.., = 2, C is extensible to

a pathset such as S = {(4, full), (6, reduced), (7, reduced)}. W

An Exact Algorithm. Given an instance of the EXPO-RU problem, an

exact algorithm may proceed by generating the set OP(G, k;,) of all pathsets
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in GG, and outputing
Expo(G,p, kreg) = Y (Pr(S) : S € OP(G, krey)).

The worst case running time of such an exact algorithm, however, is O(3/V1)
time.

Our work here devises polynomial time algorithms to compute lower bounds
(LBs) on the exact solutions of EXPO-RU problem.

Here, we define a pathset extensibility problem, called the Extension to

Pathset (E2P) problem as follows.

Definition (the E2P Problem): Given an instance (G, p, P, k)
of the EXPO-RU problem, and an input configuration C' = {(z, s,) :
x € Vs, € {full,reduced, fail}} of node-state pairs (C' can be
empty), find a configuration C,, (composed of full and reduced
nodes) that extends C' to a valid pathset (if possible) such that:
(a) C(Crew = ¢, and (b) C,eyp has the highest occurrence prob-
ability. W

The next Section discusses an efficient heuristic algorithm to solve the E2P

problem.

3.2.2 The E2P Algorithm

3.2.2.1 Algorithm Idea

Our main contribution in this section is a heuristic algorithm, called E2P,
to solve the E2P problem. The algorithm has two main ideas. Firstly, we
employ a transformation of the input probabilistic graph G to an (ordinary)
weighted directed graph G’ that allows us to find optimized structures using
conventional single-destination shortest paths algorithms [17]. In particular,
for each non-sink node z in G, we associate a weight w(x,y) with each arc
(z,y) where x can reach y while x in some state s, € {full,red} so that
w(z,y) is small when the probability ps(x) is large (and vice versa). Arc
weights in G’ can be added (as with distances), so as to allow using shortest

paths algorithms.
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Secondly, the overall algorithm performs a number of iterations. Each
iteration aims at extending the computed extension C,., (by adding more
node-state pairs) so that we increase the number of nodes that can jointly
sense the intrusion path P and report the intrusion events to the sink.

To explain the first main idea, we introduce the following definition. The
definition uses the input probabilistic graph (G, p), an input configuration C'
(C can be empty), and a currently computed extension configuration C,

(Chew starts empty and changes as more iterations are done).

Definition: The graph G’ = logp_dist(G,C U C,ey) is a weighted directed
graph obtained from G, C, and C,,.,, as follows:

1. If a node z is assigned the failed sate in configuration C' U C),,, then

delete x from G'.

2. Else, if z is assigned the full (or, reduced) state in C'U Cpe,, then G’
has an arc (x,y) for each node y reachable from z in this state. We set

w(z,y) = 0.

3. Else, if x, x # sink, is a free node in C' U Chey (6., © & (C U Chew)
where pru(x) # 0 (or, prea(x) # 0) then G’ has an arc (z,y) for each
node y reachable from x in this state. We set w(z,y) = —log(psu(x))

(respeCtiVGIY7 W(IL', y) == log(pred($>))‘

Thus, all arc weights in G’ take on finite non-negative values. Wl

To explain the second main idea, we denote by k(C' U Cpeyp) the number
of operating nodes in the configuration C' U C,,,, that can sense the intrusion
path P, and report the intrusion to the sink. Thus, a configuration C'UC,¢,, is
a pathset if k(C' U Cpe) > kreg- The algorithm starts each iteration with the
input configuration C, and a currently computed extension Cep. If (CUC)ey)
is a pathset the algorithm terminates successfully. Else, the iteration tries to
compute an extension C!_ ~ of C'U Cpe, such that k(C U Chepn U C!

new new) >
k(C'U Clew).
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Figure 3.2.2: Construction of G’

Example 3.2.2 Fig. 3.2.2 illustrates the graph G’ = logp_dist(G,C U Cyew)
where G is the graph in Fig 3.2.1, C' = {(2, fail), (4, reduced), (6, reduced)},
and Clepy = 0. In G’ we have the following:

1. Node 2 is deleted since (2, fail) € C

2. The weight of each reduced range arc out of nodes 4 and 6 is set to zero

since {(4, reduced), (6, reduced)} C C

3. The weight of each of the remaining arcs is obtained using rule 3 above.

3.2.2.2 Algorithm Details

The main steps performed by function E2P in Fig. 3.2.3 proceed as follow. Step
1 initializes the sought after solution C),.,, to empty. Step 2 performs a number
of iterations until k(CUC),cyy) > kyeq. Step 3 transforms the probabilistic graph
(G,p), and the current configuration C'U Ce,, to a directed distance graph.
Step 4 utilizes a single-destination shortest paths algorithm to find (if possible)
a minimum weight path P = (xg, 1, %2, - - - , sink) from a sensing node z( that
does not reach the sink in the current configuration C'UC,,, to the sink. Else,
Step 5 returns with failure (—1). Step 6 extracts from the computed path P
nodes that are not currently in C'U C,.,,. The step then assigns to each such
a node z; a state (either full, or reduced) depending on the range of the arc

(l‘i,{L‘i_,_l) e P.
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Function E2P(G, p, C, Crew, kreq)
Input: An instance (G, p, C, kyeq) of the E2P problem

Output: If the £2P problem has a solution return +1, and a solution in
Chew-. Else, return —1.

1. Set Crew =0

2. while (k(C'U Chew) < kreq)

3. { Set G' = logp_dist(G,C U Chpew)

4. In G/, find a minimum weight directed path P = (zg, z1,- - , sink)
from a node xy that can sense the intrusion (but can not currently
reach the sink) to the sink

5. if (P does not exist) return —1
6. Else, form configuration C},,, from the found path P that includes
only nodes not currently in C' U Cjeqp
7. Add C},.,, to Chew.
}
8. return +1

Figure 3.2.3: Function E2P for the EXPO-RU problem
3.2.2.3 Correctness and Running Time

Theorem 3.2.1 Let (G,p,C, k,.,) be an instance of the EXPO-RU problem

where C' is a configuration of GG that can be extended to a pathset then
1. The above algorithm finds a solution C),.,,, and

2. At each iteration, the computed configuration C”  is optimal for the

new

iteration

Proof. Part 1 follows since the algorithm finds a collection of paths from the
sensing nodes in G to the sink. Adding the nodes of any such a path to the
currently computed solution C),.,, does not prohibit the identification of other
paths in subsequent iterations.

Part 2 follows since in each iteration the weight w(P) of a computed path
is minimum possible, since we utilize a single-destination shortest paths al-
gorithm. In addition, the transformation guarantees that a minimum weight
with the highest possible

path in G/ maps to an incremental configuration C’

Pr(C’_ ). W

new
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Running time. Function E2P runs in time O(k,¢,- (n+m)) on a probabilistic
graph G with n nodes and m arcs. This follows since each iteration of function
E2P constructs a directed graph G’, runs a single-destination shortest paths
algorithm, and if a path P is found, it extracts the new nodes and updates
the computed solution C,.,. Running a shortest paths algorithm requires
©(n + m) time (or better) (see, e.g., [17]). Performing the other steps in each

iteration can be done in O(n + m) time.

3.3 Algorithms for Lower Bounds

In this section we highlight ideas of obtaining iteratively and non-iteratively
improvable algorithms to compute LBs on exact solutions of the EXPO-RU

problem. Both algorithms rely on using function E2P described above.

3.3.1 An Iteratively Improvable Algorithm

As mentioned in 1.5, an iteratively improvable LB algorithm produces an exact
solution if allowed to run to completion. Else, it outputs a LB on the solution.
Iteratively improvable algorithms typically rely on methods for systematically
generating a maximal set of pathsets that suffices to compute the exact solu-
tion. As mentioned in Section 1.2.3, the factoring method, discussed in [7], is
an algorithmic framework that serves the above purpose; the method applies
to a broad class of network reliability problems. In [20], the authors adapt the
factoring method to compute LBs and UBs on a variant of the path exposure
problem where a node may fail in communication and/or sensing.

The factoring algorithm presented in [20] computes a LB by systematically
generating a set of pathsets { P, Py, - , P.} such that

Expo(G, p, kreq) > Z Pr(P) (3.3.1)

i=1
One way to ensure that the above equation holds is to ensure that any pair
of generated pathsets P; and P; have at least one common node, say z, such

that P, and P; assign two different states to node x. We call such pathsets (or
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configurations) s-disjoint. For the EXPO-RU problem, the two configurations
Cy = {(1,reduced), (2, fail)}, and Cy = {(1, full), (2, fail)} are s-disjoint
since node 1 is assigned two different states in C; and Cs.

In more detail, the factoring algorithm described in [20] iteratively gener-
ates s-disjoint configurations in a tree-like manner, starting from the empty
configuration as the root of the tree. At each iteration, the algorithm selects
a configuration C' that is perceived to be most promising (in terms of its con-
tribution to the computed solution). Configuration C'is then used to generate
new pairwise s-disjoint configurations that are added to the tree. Upon gen-
erating a configuration, the algorithm calls a suitable E2P function to decide
on its extensibility to a pathset. By deciding on the extensibility of a config-
uration immediately after being generated, the factoring algorithm limits the
number of configurations considered to be active in each iteration.

Section 3.4 presents results obtained by integrating function E2P within
the factoring framework, and we refer to the obtained LB in this way as the

factoring bound.

3.3.2 A Non-iteratively Improvable Algorithm

As mentioned in Section 1.5, a non-iteratively improvable LB algorithm com-
putes a single value after processing a given problem instance. Effective non-
iteratively improvable algorithms are useful both as standalone tools, and also
as subroutines called from within an iteratively improvable algorithm to handle
some cases.

One such algorithm computes a LB from a given set of pathsets { P, Ps, - - - P}
that are pairwise node-disjoint. Computing lower bounds from node-disjoint
pathsets has been extensively studied in the context of many network reliabil-
ity problems where each node can either be operating or failed (see. e.g., [7]).
In Section 1.2.3, we presented a well-know formula for obtaining a LB from
edge-disjoint pathsets for the Rely problems where each element (e.g., edge)
can be either operating or failed.

In this section, we discuss using a similar formula to obtain a LB for the

3-state EXPO-RU problem as follows.
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1. Compute a set {p1,ps, ..., pr} of node-disjoint pathsets

2. For each node z where (z,reduced) appears in a pathset p;, set the

occurrence probability poce(x) = prea(z) + prun(z)

3. For each node = where (x, full) appears in a pathset p;, set the occur-

rence probability pocc(z) = pruu(z)

4. For each pathset p; = {(z,s;) : node x is either full or reduced}, set
Pr(pz) = H(I,Sm)epi pocc(.’L')

5. Compute a LB on the solution using formula (3.3.2):

r

Pr[at least one pathset p; occurs| = 1 — H(l — Pr(p;)) (3.3.2)
i=1
We note that the E2P algorithm discussed in Section 3.2 (which gives a
good pathset extension for an input graph G and a configuration C') can be
used repeatedly to obtain a good set {p1,pa, ..., p.} of node-disjoint pathsets.
We refer to the obtained LB in this way as the NDP bound.
In the next section, we conduct experiments to compare the strength of
LBs obtained by the NDP method with the LB obtained by executing a fixed
number N (N = 1000) of factoring iterations.

3.4 Numerical Results

In this section, we present some numerical performance results of our devised
algorithms. We use as test networks, the class of double-diagonal grids (called
x-grids, for short) of dimensions W x W, W > 2, where the rows (or, columns)
are numbered 0, 1,---W — 1. The grid topology is one of the commonly refer-
enced topologies in WSN deployments. Their structural regularity simplifies
analyzing the numerical findings. Fig. 3.4.1 illustrates a 3x3 x-grid where the
sink is located at (x,y)-coordinate (0,0), and the intrusion path P is placed
vertically between the leftmost 2 columns. Solid (dashed) edges represent re-
duced (respectively, full) transmission ranges. For simplicity, we assume that

nodes have identical transmission ranges when operating in their reduced (or
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Figure 3.4.1: A 3x3 x-grid network with an intrusion path P

full) power states. In the experiments, only nodes placed on the left and right

of P can sense the path.

Graph legend. Label NDP refers to LBs from node-disjoint pathsets, and
the Factoring label refers to LBs from the factoring algorithm.

3.4.1 Work Done by the Factoring Algorithm

The factoring algorithm discussed in Section 3.3 generates a maximal set of
pairwise s-disjoint pathsets when it runs to completion. This enables the
algorithm to compute the exact Expo(G,p,k,e;). The algorithm avoids the
generation of all possible network states by discarding (at an early stage) con-
figurations that can not be extended to pathsets. Table 4.1 lists the obtained
results when solving the EXPO-RU exactly on x-grids with different sizes,
and k¢, values. Each network is processed within one minute of user time.
As can be seen, the factoring algorithm finds the exact solution by examining

only a small fraction of the maximum number of possible network states.

3.4.2 Experiments with Varying the Network Size and
kreq

An important aspect in the design of a WSN is for the overall WSN to achieve

performance higher than that achieved by its individual nodes. This aspect
34



Table 3.1: Exact computations by the factoring algorithm

X.—grid Freq Configurations | Pathsets Maximum possible
size generated found number of states
2x2 1 7 6 33

3x3 1 15 14 38

4x4 1 | 645 530 31°

2x2 2 |17 12 33

3x3 2 |67 56 38

4x4 2 | 357 274 319

2x2 3 115 8 33

3x3 3 207 158 38

4x4 3 675 484 315

is expected as a consequence of the cooperative work of all sensors in the
network. In this set of experiments, we vary the size of a WxW x-grid where
W € [2,6], and vary ke, in the range [1,3]. For each non-sink node z, we
set Pru(T) = Drea(T) = praa(x) = % Fig. 3.4.2a presents the obtained results
using the factoring algorithm after performing 1000 iterations.

In all networks, the sink is assumed not to sense the intrusion path, thus the
2x2 network has only 3 sensing nodes, whereas, the 3x 3 network has 6 sensing
nodes. The shown values for x-grids with W = 2 to 4 are exact solutions. For
x-grids of widths W = 5 and 6, and k,¢, > 2, the computed LB indicates that
the achieved exposure is no more than the probability that a node operates
either in the full or reduced states. These preliminary results suggest that
tuning the performance of networks relying on energy replenishment requires

careful investigations before deployment.

3.4.3 Comparison Among Lower Bounds

Non-iteratively improvable LB algorithms like the NDP algorithm are useful
as a standalone tools as well as part of an iteratively improvable framework. In
this section, we evaluate the strength of the NDP algorithm versus executing
a fixed number N of iterations of the factoring algorithm (we use N = 1000).

In our implementation of the factoring algorithm, performing N iterations
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Figure 3.4.2: The obtained numerical results

requires making more than N calls to function E2P to check in each iteration
the extensibility of all configurations derived from the particular configuration
selected for processing in the iteration.

In comparison, in our experiments, the NDP algorithm generates at most
3 node-disjoint pathsets for any x-grid network used in the plots.

Fig. 3.4.2b and Fig. 3.4.2c illustrate the obtained results using the (p i, Pred.
Prait) distributions of (0.3,0.6,0.1), and (0.6,0.3,0.1), respectively. Fig. 3.4.2d
presents the results of using random state probabilities

We remark that the NDP algorithm, despite its much lower complexity, is
sometimes able to compete (or, even outperform) the 1000 iterations performed
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by the factoring algorithm. Although this finding may not generalize to a larger
network, the obtained results encourage the use of the NDP algorithm as part

of a factoring framework to compute LBs on some configurations.

3.5 Concluding Remarks

In this chapter, we consider EH-WSNs, where fluctuations in a node’s energy
levels is assumed to cause the node to change its transmission range. In this
context, we formalize the EXPO-RU problem that seeks to quantify the ability
of an EH-WSN to jointly detect and report a traversal along a given path across
an EH-WSN to a sink node. We show that the EXPO-RU problem is #P-
hard, and we design both iteratively and non-iteratively improvable algorithms
for the EXPO-RU problem to derive lower bounds on the network’s ability to

detect intrusion along a given path across an EH-WSN monitored field.
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Chapter 4

The E2C Problem for the
EXPO-RU Problem

In this chapter, we extend our work in Chapter 3 by designing UB algorithms
for the EXPO-RU problem. In Section 4.1, we review the system model as well
as key definitions and assumptions for the EXPO-RU problem. In Section 4.2,
we formulate an extension to cutset problem, denoted E2C, for the EXPO-RU
problem. Then, we propose two efficient heuristic algorithms to solve the
E2C problem. The devised algorithms are used to design both iteratively and
non-iteratively improvable UB algorithms for the EXPO-RU problem.
Some of the results in this chapter appear in [10, 11].
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4.1 System Model

In this section, we briefly review the used network model for the EXPO-RU

problem as well as important definitions and assumptions.

4.1.1 Network Model

We adopt a network model similar to the one used in Chapter 3. The follow-
ing summarizes the main assumptions. We consider EH-WSNs that rely on
energy harvesting (e.g., solar energy). It is assumed that the system time is
slotted into a set of time slots denoted t, s, .., t;, where the energy harvesting
rate of each non-sink node may be different during each time slot. The sink
node is assumed to have unlimited energy. Fluctuations in a node’s energy
level affect its communication, sensing and processing. However, since wire-
less transmission is the most power consuming activity in many EH-WSNs,
we assume that a reduction in a node’s available energy affects primarily its
transmission range. It is also assumed that there is an energy management
unit (EMU) that controls states of each node based on its available stored
energy level, and it controls the node’s transmission ranges. So, we model the
fluctuations in a node’s stored energy by associating a probability that a node
works either in full power, reduced power, or node can not work at all when
its energy is depleted.

In particular, we adopt a model that uses in its basic form the following

3-state node model for each non-sink node x in the network:

e If x’s stored energy level lies within a designer specified range (e.g., say
[70% — 100%]), x is assumed to be able to communicate in full trans-

mission power; then x is considered to be in the full energy state (with

probability pr.u(x)).

e Else, if x’s stored energy level lies within a lower range (e.g., say [30% —
70%]), = is assumed to be communicating with reduced transmission
power; then x is considered to be in the reduced energy state (with
probability p,eq(z)).
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e Else, x has no enough energy to communicate, then x is in the fa:l state

with failure probability prai(z) =1 — (Dpuu(x) + prea(x)).

The overall EH-WSN is modelled by a probabilistic directed graph G =
(VU{s}, E) where V is a set of nodes in G, s is a distinguished sink node,
and F is a set of directed edges. It is assumed that the sink node s does not
perform sensing tasks and it is not subject to power fluctuations. For any
non-sink node z € G, x can be in a state s, € {full,reduced, fail} during a

period of time when the network G is analyzed.

4.1.2 Review of the EXPO-RU Problem

As mentioned in Chapter 3, the EXPO-RU problem uses a probabilistic graph
(G,p) to model the network and the problem formulation assumes that dif-
ferent nodes behave independent of each other. During a short random time
interval, the network G is in some network state S where each node x is
in some state s, € {full,reduced, fail}. We use S = {(x,s,) : v € V,s, €
{full, reduced, fail}} to refer to any such network state. The probability that
a given network state S arises is Pr(S) = [, . csP(2,5:). Each network
state S is either operating or failed. To form an operating network state S,
node states in .S should be such that at least k., sensing nodes in S can reach
the sink node. Else, S is a failed state. The EXPO-RU problem is to compute
the probability that the network G is some operating state. We denote such
probability by Expo(G, p, P, ke), or Expo(G, p) for short.

4.2 The E2C Problem for EXPO-RU

In this section, we present concepts needed to design our UB algorithms for the
EXPO-RU problem, and formalize a cutset extensibility problem, called the
Eztension to Cutset (E2C) problem. Then, we present two heuristic algorithm
to solve the E2C problem, and use the devised algorithms to design both
iteratively and non-iteratively improvable UB algorithms for the EXPO-RU

problem.
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4.2.1 Concepts Needed for Algorithms

For every non-sink node = € G, x can be in a state s, € { full, reduced, fail}
at any interval of time with probabilities pruu(x), prea(x), and psqeu(x), respec-
tively, where prai(z) =1 — (prun () + Prea()).

We need the following concepts defined in Chapter 3. If all nodes in G
are assigned possible states, we get a network state S of the graph G where
S ={(x,8;) : x € Vs, € {full,reduced, fail}}, where |S| = |V|. On the
other hand, if some nodes in V' (but not necessary all nodes) are assigned
possible states, we obtain a network configuration C' (C' can be the empty
set) where |C| < |V|. A node z that is not assigned a state in C' is called a
freenode in C. A configuration C' that has k,., sensing nodes and guarantees
detection and reporting of unauthorized intrusion across the path P is called
a pathset.

In this chapter, we also need the following definition. If a configuration
C leads to a failed state of the whole network even if all free nodes in C' are

assigned the full state, then C' is called a cutset.

Figure 4.2.1: An instance of the EXPO-RU problem

Example 4.2.1 Fig. 4.2.1 shows an instance of the EXPO-RU problem for
a 3 x 3 double-diagonal grid network GG where the dashed lines (coloured red)
represent communications in full power whereas the solid lines (coloured blue)
represent communications in reduced power. In Fig. 4.2.1, arcs (z,y) and
(y,x) are drawn as a double-arrowed line. In this example, we assume that

if node x reaches node y while z is in a state (either full or reduced) then y
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can also reach x while y is in the same state. In Fig. 4.2.1, squares represent
nodes that can sense the intrusion path P. Let C' = {(3, fail), (6, full)}
be a given network configuration and let k.., = 2. Then, C' can be ex-
tended to a pathset by adding nodes 1,4 in the reduced states where S =
{(3, fail), (6, full), (1, reduced), (4, reduced)}. Here, nodes 4 and 6 can sense
the intrusion and reach the sink. However, if C' = {(1, fail), (2, reduced), (3, fail)
, (4, reduced), (6, reduced)}, then C' is a cutset even if all remaining nodes in

G are assigned the full state since C' isolates the sink s. B

Now, we define a cutset extensibility problem, called the Extension to

Cutset (E2C) problem as follows.

Definition (the E2C Problem): Given an instance (G, p, P, k¢ )
of the EXPO-RU problem, and an input configuration C' that is not
a pathset where C = {(z,s,) : v € V. s, € {full,reduced, fail}}
of node-state pairs (C' can be empty), find a configuration Cj.,
(composed of reduced and failed nodes) that extends C' to a valid
cutset (if possible) such that: (a) C'[)Chrew = ¢, and (b) Cyey, has
the highest occurrence probability.

The next sections presents two heuristic algorithms to solve the E2C prob-

lem by utilizing two well-know techniques:

e The E2C-BFS algorithm that utilizes breadth-first-search (BFS) tech-
nique (cf. Section 4.2.2).

e The F2C-MaxFlow algorithm that utilizes a solver to the max-flow prob-
lem (cf. Section 4.2.3).

4.2.2 The E2C-BFS Algorithm

Our main contribution in this section is a heuristic algorithm that utilizes
breadth-first-search (BFS) [17] to solve the E2C problem, denoted E2C-BFS.
Given a graph G on V [ J{s} nodes, the BFS layering of G, using the sink
node s as a root, is a partition of the set nodes V' into disjoint subsets (called,

layers) denoted Lg, L1, Lo, ..., L, where layer Ly = {s}. In a BFS tree directed
42



towards the sink, a node x belongs to layer L;, « > 0, if and only if the shortest
directed path from x to s has exactly ¢ arcs. For many graphs, the sink node
s has a few neighbours. So, layer L, is typically small relative to other layers.
Hence, L, forms a good start point to compute a cutset.

For the EXPO-RU problem, we note that depending on the input con-
figuration C, nodes in layer L; alone may not be sufficient to compute an
extension Cp., such that C'|JC,., is a cutset. For example, Fig. 4.2.2(a)
illustrates a BFS layering of a graph GG. Assume that the input configuration
C = {(f1, full), (f2, full), (r1, reduced)}, and k,eq = 2. Here, Ly = {x1, 29, f1}
doesn’t contain a cutset (since (fi, full) € C). B

(a) BFS layersof agraph G - (b) BFS layers of the graph G’
LO e LO '
' (Sink/-.. . '
L1
] X1 1 - L1
® 2 :
Lz T Nl xd
' 3 : L2
13 x5 s e wl
‘ 1 i3 b
kg ©

O free node A reduced node D full node

@ sensing fr'EE' node & sENsing reduced node E sensing fUIIII node

Figure 4.2.2: BF'S layers of graphs G and G’

4.2.2.1 Algorithm Idea

Motivated by the possibility of using BFS layering to solve the E2C problem,
we outline a heuristic algorithm, called E2C-BFS; to solve the E2C problem.
The algorithm transforms the input graph G to a directed graph G’ where
layer L of the BFS layering of G’ is guaranteed to contain a cutset extension
Chrew if such an extension exists in G. The directed graph G’ that satisfies this
latter property is constructed iteratively from G. The E2C-BFS algorithm has
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two main components:

Firstly, we transform the graph G to G’ as follows:
1. Initially, we set G' = G
2. Delete from G’ all failed nodes in the input configuration C'

3. For each node y that is assigned a state y, € {full,reduced} in C,
and y appears on a directed path (x,y,z) where the arc (y,z) exists
when y is in state y;, add an arc (z,z) to G'. Arc (x,z) is a re-
duced (or full) if arc (z,y) is reduced (respectively, full). After pro-
cessing all such triplets (x,y,z), delete node y from G’. For exam-
ple in graph G’ of Fig. 4.2.2(a), assume that the input configuration
C = {(f1, full),(fa, full),(r1,reduced)}. After applying step 3 above,
node f; is deleted from G’, and the new arcs (3, sink) and (x4, sink)

are added, as shown in Fig. 4.2.2(b).

4. Our devised E2C-BFS algorithm takes the nodes in layer L; of G’ as
failed nodes and uses them as a start point to compute an extension

Chew (so we set Chew = {(z, fail) : x € Ly }).

Secondly, the E2C-BFS algorithm uses two additional methods (explained
below) to refine the current computed C,., to obtain a new configuration

with possibly higher occurrence probability Pr(Cey)-

e Method 1: This method is motivated by observing that the current com-
puted C), may not be minimal. Thus, method 1 iterates over every
failed node (z, fail) in the current computed Ci., to see if x can be
deleted from C,.,, without affecting the cutset property of the computed
solution in the original graph G. If so, (x, fail) is deleted from C,.

e Method 2: This method aims at improving the current solution further
by iterating over every failed node (z, fail) in the current computed
Chew Where preq(z) > prair() to see if changing (x, fail) to (x, reduced)

in Cl,., does not effect the cutset property of the computed solution in
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the original graph G. If so, the pair (x, reduced) replaces (z, fail) in the

computed solution.

BFS Layers

"Or

L2

5 L.q

L

Figure 4.2.3: Construction of G’ and its BFS Layers

Example 4.2.2 Fig. 4.2.3 illustrates graph G’ constructed from the graph G
(shown in Fig. 4.2.1), where the input configuration C' = {(1, reduced), (3, fail)}.
Let kyeq = 2, and Chey = ¢. We do the following:

o Set G' =G
e Remove node 3 since (3, fail) € C

e After applying step 3 above, node 1 is deleted from G’; and the new arcs
(2, sink), (4, sink), (5, sink) and (7, sink) are added to G’ as explained
above (note that (5,1, sink) and (7,1, sink) are paths in G)

e Obtain a BFS layering of G’ with arcs directed towards the sink. G’ is
layered into Ly = {sink}, L, = {2,4,5,6,7}, Lo = {8}

o Set Crew = {(2, fail), (4, fail), (5, fail), (6, fail), (7, fail)}

e Apply method 1 to each node in C.,. Node 2 is removed and we get
Chrew = {(4, fail), (5, fail), (6, fail), (7, fail)}

e Apply method 2 to each node in C).,,. The state of node 6 is changed
from fail to reduced (assuming that p,cq(6) > prei(6)) and Cpep =

{(4, fail), (5, fail), (6, reduced), (7, fail)}.
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Function E2C-BFS(G, p, kyeq, C)
Input: An instance (G, p, kyeq, C) of the E2C problem where C' is an input
configuration

Output: If C is extensible, return C,e,. Else, return -1

1. Set Crew = ¢

2. Construct G’ from G and C as explained above

3. With sink s taken as root, apply BFS to divide G’ into layers
Lo,Ll, ...,LK where LQ = {S}

4. If (L; is empty): return -1
5. for (i =0 to |L1|): add (Li[i], fail) to Chew

6. Refine the size of C)eq using methods 1
7. Refine the states of nodes in Cey using methods 2

8. return C,ey

Figure 4.2.4: Pseudo code for E2C-BF'S function

4.2.2.2 Algorithm Detalils

Function E2C-BFS is summarized in Fig. 4.2.4. Step 1 initializes Chepy = .
Step 2 transforms G to a directed graph G’ as explained above. Step 3 utilizes
BFS rooted at the sink s on graph G’ to obtain layers Lg, L1, ..., L, where
Ly = {s}. In Step 4, if L; = ¢, then C is not extensible to a cutset. Else,
augment Ch,.,, with a set of (node, fail) pairs where |Cye|] == |L1| as shown
in steps 5. Step 6 applies method 1 on the current computed C,,.,, iteratively
to minimize the number of candidate pairs in C),.,, without losing the cutset
property. Similarly, Step 7 applies method 2 to change the states of some
nodes in C),.,, to the states that have higher probability without losing cutset

property. Lastly, step 8 returns the refined extension Ci,,,.

4.2.2.3 Correctness and Running Time

Theorem 4.2.1 Let (G, p, kyeq, C) be an instance of the E2C problem where

C is an extensible configuration then:
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1. Nodes in L; generated by the E2C-BF'S algorithm includes an extension
Cnew

2. Applying methods 1 and 2 to C,., guarantees that C,., is minimal

and the nodes are assigned better possible states (reduced if pyeq(x) >

Dfait(x), otherwise, preu(x)).

Proof. Part 1 follows since the sink s in the constructed graph G’ is only
reachable by nodes in L; of the BFS tree rooted at s in G’. Thus, having
these nodes in C),, is sufficient to identify if such extension C,,.,, exists.

Part 2 follows since utilizing method 1 iteratively on candidate node-state
pairs in the current computed C,,.,, guarantees that any extra pair in Cl,.,, is
removed without violating the cutset property. Similarly, applying method 2
iteratively on any (node, state) pair in Ce,, guarantees that this node in Cj,,

is assigned to a node state with higher probability. B

Running time: Let G = (V, E) be a directed graph on n = |V| nodes, and
m = |E| directed edges. It takes O(n + m) time to do each of the following
steps: Step 2 (constructing G’), Step 3 computing L;, and testing whether a
configuration is a cutset (needed in Steps 6 and 7). Since method 1 (or, 2)
tests each node in Ly, it follows that the overall function requires O(n.(n+m))

time. W

4.2.3 The E2C-MaxFlow Algorithm

In this section, we present a better heuristic algorithm to solve the E2C prob-
lem. In particular, our devised algorithm, called E2C-MaxFlow, utilizes a
solver to the max-flow problem (see, e.g., [17]) to solve the E2C problem.
We recall that in the maximum flow problem, we are given a directed graph
G = (V, E) with two distinguished vertices: a source s and a destination t,
where each arc (u,v) € E has a non-negative capacity c¢(u,v). The problem
is to find the maximum (s,t)-flow value that satisfies arc capacity and flow

conservation constraints. By solving the max-flow problem, we obtain a cut
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(i.e., a subset of arcs whose removal disconnect s from ¢) with minimum total

arc capacity.

:m » x]'l'
Clx) =-Tog ppaf) = Clxix") =-10g Pl
gadget

== Reduced power range === Full power range

Figure 4.2.5: Replacement of a free node x € G with a gadget in G’

Our devised algorithm is based on considering a simplified (or restricted)
E2C problem. In the simplified problem, we assume that we are given a
subset [ of sensing nodes (nodes that can sense the intrusion path P) whose
disconnection from the sink creates a cutset. We call such a subset § a cutset
generating (CGEN, for short) set of nodes.

So, if Ngense is the number of sensing nodes in G, it suffices to consider
CGEN sets of size at most |3| = Nsense — kreg + 1 sensing nodes to create an
EXPO-RU cutset. We present an algorithm that takes an input configuration
C and a subset 3 of sensing nodes and computes an extension ()., such that
all nodes in g are disconnected from the sink in C'|J Cpew-

The devised E2C-MaxFlow algorithm generates a number of possible CGEN
sets, computes an optimal cutset for each [ subset, and then chooses the
best solution. Thus, the above strategy gives an optimal solution to the E2C
problem, if all possible candidates for the set 3 (at most ( Noense )) are

N.sense _kreq+1
considered.

4.2.3.1 Algorithm Idea

Given an instance (G, C,p, P, k) of the E2C problem, and a CGEN set
(18] < Nsense — kreq + 1) of sensing nodes, we present an optimal algorithm to
compute Cpe,, such that all nodes in § are disconnected from sink in C'|J Cheq-

In particular, we transform the problem graph G to a directed flow graph G’
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such that an optimal solution can be obtained from a minimum capacity arc

cut in G'. The flow network G’ is constructed as follows. In G’, some arcs are

assigned a large capacity, denoted . We set a to be larger than the sum of

all arc capacities inside all gadgets of G’ (as described below).

1.

G’ has a new node, denoted s*, that acts as a source of flows in the

max-flow problem. s* has a directed edge to each node in .

. The sink node acts as the destination node ¢ in the max-flow problem.

. Free nodes: in G’, we replace each free node z (z ¢ C) with a gad-

get, denote [z, ', 2"], (shown in Fig. 4.2.5 as green rectangle). In the
gadget, we set the following arc capacities: c¢(x,2’) = —log(pfau(z)) and
c(x',2") = —log(prea(x)). In addition, we have incoming and outgoing

arcs of node z.

e Incoming arcs to x: for each incoming arc to x in G, there is an
incoming arc to x in the corresponding gadget in G’. The capacity

of this arc is set to a.

e Outgoing arcs from z: for each arc (z,y) (or, (z,2)) in G where
y (respectively, z) is reachable from z in the reduced (respectively,

full) state, G’ has an arc (2/,y) (respectively, (2", z)) of capacity .

4. Assigned nodes: for each non-failed node z € C' with incoming (or,

D.

outgoing) arc in G, there is a corresponding arc in G’ of capacity «.

All failed nodes in C' are deleted from G’.

We then run the max-flow algorithm between s* and the sink node to obtain

a minimum capacity (s*, sink)-cut.

Example 4.2.3 Consider an instance of the E2C problem composed of the

graph G (shown in Fig. 4.2.1), an input configuration C' = {(1, reduced), (3, fail)}

that leaves the remaining 6 non-sink nodes free, and k,., = 2. Since Ngepse = 6
nodes of which node 3 is failed and k,., = 2, the size of each CGEN set is
5 — kyeq +1 = 4. Thus, we may choose, e.g., a CGEN set § = {4,5,6,7}. The

graph G’ (shown in Fig. 4.2.6) is obtained from the given instance as follows:
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Figure 4.2.6: Construction of G’

the diagram) and it is connected to nodes in 5. The node s* works as a

A new node s* is added to G’ (not shown in Fig. 4.2.6 to avoid cluttering

source of flows in a max-flow problem (Step 1 above),

max-flow problem (Step 2 a

above),

bove),

have capacity « (Step 4), and

4.2.3.2 Mapping a Minimum Capacity (s*, sink)-cut to a Solution

Configuration C,,,

We remark that a minimum capacity (s*, sink)-cut either uses exactly one arc
from each gadget or no arc from the gadget. If arc (z,z’) is used, then we

add (x, fail) to the solution C,.,. Else, if arc (2’,2") is used, then we add

(x, reduced) to the solution Cj,,.

20

G’ contains the sink node that works as the destination node ¢ in the

Each non-sink free node x (z ¢ C) is replaced with a gadget (Step 3

Since (1,reduced) € C, in G’ all incoming (or, outgoing) arcs to node 1

Node 3 is removed from G’ since 3 has state fail in C' (Step 5 above).




Function E2C-MaxFlow(G, p, kreq, C)
Input: An instance (G, p, kyeq, C) of the E2C problem where C' is an
extensible input configuration

Output: return C'|J Chew

Set Crew = @.
Construct G’ from G and C' as explained above
Generate the set {So, f1, ..., By} of all possible CGEN sets
Initialize best_cut = ¢.
foreach ﬁl in {607517 ...,5T}
{

U W

6.  Make s* adjacent to all nodes in ;

7. Solve an instance of maz-flow problem on f; and return (s*, sink)-cut
8. If ((s*, sink)-cut of total capacity < a exists):

9. Update best_cut with the best found (s*, sink)-cut

}

10. Set Cpey = best_cut
11. return C'|J Chew

Figure 4.2.7: Pseudo code for function E2C-MaxFlow
4.2.3.3 Algorithm Details

Fig. 4.2.7 gives a pseudo code for function E2C-MaxFlow. Step 1 initializes
Chew = ¢. Step 2 obtains G’ from G and C as explained above. Step 3
generates a set {f, B2, 83, ..., 5} of all possible CGEN sets. The main loop
in step 5 iterates over each set (3;. Step 7 solves an instance of the maz-flow
problem on nodes in §; where source = s* and terminal = sink. If a mincut
exists, update best_cut as shown in step 9. Step 10 sets C,.., = best_cut. Step
11 returns C'|J Chrew-

4.2.3.4 Correctness and Running Time

In the following argument, we use (G, C) to denote the graph G constrained
by the input configuration C, and let G be the corresponding flow graph con-
structed by the above procedure. In addition, let § C Nyepnse be any CGEN set
considered by the algorithm. For convenience, we use dipath to refer to a di-
rected path, and use (3, sink)-dipath to refer to a directed path that links some

node in S to the sink. Correctness and optimality aspects of the algorithm
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follows from the following properties.

1. For any two non-failed nodes x; and x,., the graph (G, C) has a dipath
P = (21,23, ..., x,) if and only if the graph G’ has a dipath linking z; to

.

2. The graph (G, C) has a cutset extension C,,,, where the graph (G, C'|J Cyew)
has no (3, sink)-dipath if and only if G’ has a (s*, sink)-cut of capacity

< .

3. Let Cep be a cutset extension obtained by the above approach so that
all nodes in g are disconnected from the sink in C'| C,er, then Pr(Chey)

is largest among all such cutset extensions.

Running time: The devised E2C-MaxFlow algorithm gives an optimal solu-
tion to the E2C problem if all possible minimal CGEN sets (at most O(Nizct.))
are processed by the main loop of step 5. The time required by each itera-
tion of step 5 is dominated by the time required to solve a given instance of
the maximum-flow problem, denoted O(Tyr). Reference [17] discusses O(n?)
(and faster) algorithms to solve the maximum-flow problem. Thus, the overall

running time of function E2C-MaxFlow is O(Thp. Nawcd.). W

4.3 Algorithms for Upper Bounds

Our devised E2C-BFS (c.f. 4.2.2) and E2C-MaxFlow (c.f. 4.2.3) algorithms
presented in the previous sections can be used to design a variety of algo-
rithms to compute UBs for the EXPO-RU problem. In this section, we discuss
the ideas of designing iteratively and non-iteratively improvable algorithms to

compute UBs on exact solutions of the EXPO-RU problem.

4.3.1 An Iteratively Improvable Algorithm

An iteratively improvable UB algorithm produces an exact solution if allowed

to run to completion. Else, it outputs an UB on the solution. As discussed in
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Chapter 1, an iteratively improvable algorithms typically rely on methods for
systematically generating a maximal set of pathsets that suffices to compute
the exact solution. The factoring method discussed in [7] is an algorithmic
framework that serves the above purpose, and the method applies to a broad
class of network reliability problems.

The method can be used to compute an UB from a set {¢y,¢q,-+ , ¢} of
s-disjoint cutsets that can be generated systematically, where an UB can be
computed as follows

T

Expo(G,p, kreg) <1 =Y Pr(c;) (4.3.1)

i=1
One way to ensure that the above equation holds is to ensure that any pair
of generated cutsets ¢; and ¢; have at least one common node, say z, such
that ¢; and ¢; assign two different states to node x. We call such cutsets (or
configurations) s-disjoint. For the EXPO-RU problem, the two configurations
Cy = {(1,reduced), (2, fail)}, and Cy = {(1, full), (2, fail)} are s-disjoint
since node 1 is assigned two different states in C; and Cs.

In the next section, we present UB results obtained using the factoring
method. The method converges to computing an exact solution when all
possible iterations are done. For the EXPO-RU problem, the factoring method
makes at least one call to the E2C-MaxFlow (or, E2C-BFS) algorithm to
generate problem cutsets in each iteration. Over all iterations performed, the
factoring method outputs an UB that is a sum of disjoint products expression.
So, any two configurations C; and C; used in the expression are selected such

that Pr(C;) + Pr(C};) is the probability that at least one of C; and C; occurs.

4.3.2 A Non-iteratively Improvable Algorithm

As mentioned in Section 1.5, a non-iteratively improvable UB algorithm com-
putes a single value after processing a given problem instance. Effective non-
iteratively improvable algorithms are useful both as standalone tools, and also
as subroutines called from within an iteratively improvable algorithm to handle

some cases.
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One such algorithm computes an UB from a given set of pathsets {cy, ¢, - ¢, }

that are pairwise node-disjoint. Computing upper bounds from node-disjoint
pathsets has been extensively studied in the context of many network relia-
bility problems where each node can either be operating or failed (see. e.g.,
7).

In Section 1.2.3, we presented a well-know formula for obtaining an UB
from edge-disjoint cutsets for the Rely problems where each element (e.g.,
edge) can be either operating or failed.

In this section, we use a similar formula to obtain an UB for the 3-state

EXPO-RU problem as follows.
1. Compute a set {cy, g, ..., ¢, } of node-disjoint cutsets

2. For each node x where (z, reduced) appears in a cutset ¢;, set the occur-

rence probability poc.(z) = prea(x) + Dfait ()

3. For each node x where (x, fail) appears in a cutset ¢;, set the occurrence

probability poc.(z) = prair(2)

4. For each cutset ¢; = {(x, s,) : node z is either reduced or fail}, set Pr(c;)

H(I,Sz)ecl' pOCC(x)

5. Compute an UB on the solution using formula (4.3.2):

T

Pr[None of the cutsets occur] = H(l — Pr(c;)) (4.3.2)

i=1
To generate a set of node-disjoint cutsets, we use a simple iterative al-
gorithm in which each iteration calls function E2C-MaxFlow (or, E2C-BFS)
to find a cutset (if possible), and then removes its nodes before starting the
next iteration. Similar ideas are used in Chapter 3 to compute LBs for the

EXPO-RU problem from node disjoint pathsets.

4.4 Numerical Results

In this section, we present numerical results obtained by conducting a set of

performance evaluation experiments. The goal is to illustrate the usefulness of
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our devised E2C-MaxFlow and E2C-BFS algorithms in obtaining good bound-
ing algorithms as well as exploring the relative strength of the obtained UB
algorithms against LB algorithms presented in the Chapter 3. We use the fol-

lowing abbreviations (graph legends) to refer to various LB and UB methods:
e NDC (or, NDP): bounds from node-disjoint cutsets (or, pathsets).

e Factoring: UBs (or, LBs) from the factoring algorithm. The UBs are
obtained by integrating the factoring algorithm with either the E2C-MaxFlow
or E2C-BFS functions discussed in this chapter. The LBs are obtained
by integrating the factoring algorithm with the E2P function discussed
in Chapter 3. The function E2P is used to extend a given configuration

to a pathset (if possible).

To allow for direct comparisons, we use the same network topologies and we
run experiments on the class of W x W, where W > 2, double-diagonal grids
(x-grid, for short) where the rows (or, columns) are numbered 0,1,---W — 1
from left to right (respectively, bottom to top). Fig. 4.2.1 illustrates a 3 x 3
x-grid. The intrusion path P is assumed to be placed vertically between the
rightmost 2 columns. For simplicity, we assume that all nodes have identical
transmission ranges when operating in their reduced (or full) power states,
and only nodes placed on the left and right of the path P can sense the path.
The sink node is located at coordinates (z = 0,y = 0). We have implemented

all algorithms in Python and run on 2.8 GHz personal computer with 8 GByte

memory.
Table 4.1: Exact computations
G ted G ted

x-grid L enerate . Cutsets enerate . Pathsets

. req| configurations f dq configurations . d
size (UB) oun (LB) oun
3x3 4 555 309 665 410

3x3 5 983 353 1103 497
4x4 4 17213 7764 23403 12142
4x4 5 32041 11623 46812 14396
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4.4.1 Exact Computations

The factoring algorithm mentioned above computes exact results when allowed
to run to completion. This is done by generating a maximal set of pairwise
s-disjoint configurations (pathsets or cutsets) while avoiding the generation of
many useless configurations. Table 4.1 presents the number of generated cut-
sets (the full implementation uses algorithm E2C-MaxFlow), and the number
of generated pathsets (the full implementation uses algorithm E2P) needed to
compute Expo(G, p, kyey) for 3 x 3 and 4 x 4 x-grids. The results show that
the number of generated configurations by the factoring algorithm is signifi-
cantly smaller than the maximum number of possible network states, where
the maximum possible number of states for a 3 x 3 and 4 x 4 networks are 3%

and 3%, respectively.

4.4.2 Comparing upper bounds

Here, we compare the UBs obtained by NDC, and Factoring (the full imple-
mentation uses both the E2C-MaxFlow and E2C-BFS functions). The experi-
ments use x-grid networks of size W x W, where W € [2, 10], and each non-sink
node z has pru(x) = prea(z) = 0.25 with k., = 1 (Fig. 4.4.1a) and ke, = 2
(Fig. 4.4.1b). In general, the UBs obtained by the factoring algorithm after
performing 1000 iterations is better than the NDP bounds. This is expected
as the factoring algorithm generates higher number of cutsets compared to
those used in the NDC bounds. Moreover, both Fig. 4.4.1a and Fig. 4.4.1b
show that the UBs computed by the E2C-MaxFlow approach achieves strict
improvements over bounds from the E2C-BFS as the E2C-MaxFlow approach

can give an optimal solution to the E2C problem as explained above.

4.4.3 Gaps between factoring bounds

Here, we comment on the gaps between the UBs and the LBs obtained by
the factoring algorithm. In particular, Fig. 4.4.1c shows gaps between the
UBs obtained by integrating the factoring algorithm with the E2C-MaxFlow
function and the LBs obtained by integrating the factoring algorithm with
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Figure 4.4.1: The obtained numerical results
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the E2P function (presented in Chapter 3). On the other hand, Fig. 4.4.1d
shows gaps between the UBs obtained by integrating the factoring algorithm
with the E2C-BF'S function and the LBs obtained by integrating the factoring
algorithm with the E2P function. In the experiments, we use x-grid networks
of size W x W, where W € [2,6]. Also, we set pfuu(r) = prea(z) = 0.25 for
all nodes, and the value of k.., € [1,2]. In general, it can be observed that
the gaps between the UBs and LBs increase as the network’s size increases
since only a relatively small number of configurations can be examined when
performing 1000 iterations of the factoring algorithm.

We also note that the obtained LBs achieved by the entire network is
comparable to the assigned probability pru(x) (or, pres(z)) of an individual
node. This shows the possibility of building a large network whose performance
is at least as good as the performance of its individual nodes.

The obtained results (both UBs and LBs curves) can be used by a network
designer to compare the performance of different energy harvesting networks.
The low reliability values shown by the lower bound curves indicate to the
designer that this type of networks requires careful investigations before de-

ployment.

4.4.4 Exposure versus node state probability

Here we use the UBs and LBs curves obtained by the factoring algorithm (1000
iterations) on 6 x 6 x-grid network. Fig. 4.4.1e shows the improvement gained
in Expo(G,p) when we set p = pyea() = pruu(x) for each node z, and vary
p in range [0.0,0.5] and set k., = 1,3. The results show that the Expo(G, p)
increases as p increases. This is expected as we get more reliable configurations
that contribute to the obtained bounds.

The results can be used by a network designer to explore the quality of
Expo(G, p) by finding a minimum value, denoted p,,;,,, for which Expo(G, p) >
Pmin- Using the shown LBs curves, one can estimate p,,;, ~ 0.2 and p,,;,, =~ 0.3
for kyeq = 1 and k., = 3, respectively. The shown results are encouraging
since a network designer expects the performance of the overall network to

exceed the performance of each single node over a wide range of node operating
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parameters.

Moreover, in the context of deployment strategies, if the size of the surveil-
lance area increases, the designer might need to increase k., to avoid false
alarms and increase detection probability. The curves illustrate that the
Expo(G, p) decreases as k., increases (i.e., k.., = 3). This is expected since
configurations with a higher number of sensing nodes, required to monitor an
intrusion path P, have more nodes, and hence contribute less to the obtained

bounds

4.4.5 Identify an optimal location of the sink node

An interesting problem for an EH-WSN network designer is to identify a best
location of the sink node that maximizes the overall network reliability. Here,
we use the LB and UB curves to identify a best location of the sink that maxi-
mizes the exposure measure. We use a 6 X 6 x-grid network where the intruder’s
path P passing vertically between the last two columns, and the sink node is
located on the diagonal of the network at locations (0,0), (1,1),...,(5,5). We
set prui(x) = prea(r) = 0.25 for all nodes and set k,., = 1. Fig. 4.4.1f illus-
trates the obtained bounds.

Despite the differences between the obtained bounds, the curves show that
the optimal location of the sink node is at (4,4)-coordinate. This location wins
for its closeness to the intruder path P, and hence the quality of the obtained

cutsets and pathsets at this location is better than in other locations.

4.5 Concluding Remarks

In this chapter, We formulate the E2C problem for the EXPO-RU problem.
Then we propose two efficient heuristic algorithms to solve the E2C problem.
The first devised algorithm, called E2C-BFS, utilizes the breadth-first-search
technique while the second one, called E2C-MaxFlow, utilizes a solver to the
max-flow problem. The key strength of the second algorithm compared to the
first one is that it can produce an optimal solution for E2C problem if it runs

for termination.
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Then, both E2C-BFS and E2C-MaxFlow algorithms are used to design
iteratively and non-iteratively improvable UB algorithms for the EXPO-RU
problem. Numerical results obtained to explore the relative strength of the

devised UB algorithms against LB algorithms presented in Chapter 3.
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Chapter 5

Bounding EXPO-RU Using
Dynamic Programming
Approach

In this chapter, we consider two general types of reliability problems on prob-
abilistic graphs where each node can be independently in one of a possible
number of node states (such as the EXPO-RU problem). Each type has two
problems defined on pathsets and cutsets, respectively.

In the cutsets version of the first problem type, we are given a sequence
(@ of network cutsets, and we want to compute an UB on the exact solution
by computing the probability that no cutset in ) occurs. The pathset version
is defined similarly to compute a LB. We develop a dynamic programming
approach to compute such probability, assuming that node states satisfy a
coherence property. In general, the running time of the devised approach
grows exponentially with the size of the input set (). We show, however, that
when @ is a disjoint set of cutsets, or a consecutive set, the running time is
comparable to the running time of an algorithm that is aware that the input
has this property.

In the cutset version of the second problem type, we are given a disjoint
set () of cutsets, and we seek to extend it to a set of consecutive cutsets that
exploits the multi-state node model.

Some of the results in this chapter appear in [9, 10].

61



5.1 System Model

In this section, we briefly review the used network model for the for the EXPO-

RU problem as well as important definitions and assumptions.

5.1.1 Network Model

We adopt the same network model used in Chapters 3 and 4. The main
aspect of the model is reviewed below. We consider EH-WSNs that rely on
energy harvesting (i.e., solar energy). It is assumed that the system time
is slotted into a set of time slots and the harvesting rate of each non-sink
node might be different by the end of each time slot, and the sink node is
assumed to have unlimited energy. Based on stored energy level of each node,
fluctuations in a node’s energy level affect its communication, sensing and
processing. However, since wireless transmission is the most power consuming
activity in many EH-WSNs, we assume that a reduction in a node’s available
energy affects primarily its transmission range. It is also assumed that there
is an energy management unit (EMU) that controls states of each node based
on its available stored energy level, and it controls the node’s transmission
ranges. So, we model the fluctuations in a node’s stored energy by associating
a probability that a node works either in full power, reduced power, or node
can not work at all when its energy is depleted.

In particular, we propose a model that uses in its basic form the following

3-state node model for each non-sink node x in the network:

e If x’s stored energy level lies within a designer specified range (e.g., say
[70% — 100%]), x is assumed to be able to communicate in full trans-

mission power; then x is considered to be in the full energy state (with

probability pr.u(x)).

e Else, if x’s stored energy level lies within a lower range (e.g., say [30% —
70%]), = is assumed to be communicating with reduced transmission
power; then x is considered to be in the reduced energy state (with
probability preq(z)).
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e Else, x has no enough energy to communicate, then x is in the fa:l state

with failure probability prai(z) =1 — (Dpuu(x) + prea(x)).

The overall EH-WSN is modelled by a probabilistic directed graph G =
(VU{s}, E) where V is a set of nodes in G, s is a distinguished sink node,
and F is a set of directed edges. It is assumed that the sink node s does not
perform sensing tasks and it is not subject to power fluctuations. For any
non-sink node z € G, x can be in a state s, € {full,reduced, fail} during a

period of time when the network G is analyzed.

5.1.2 Review of the EXPO-RU Problem

The EXPO-RU problem (defined in Section 3.1) uses a probabilistic graph
(G, p) to model the network, and the problem formulation assumes that dif-
ferent nodes behave independent of each other. During a short random time
interval, the network G is in some network state S where each node x is
in some state s, € {full,reduced, fail}. We use S = {(x,s,) : v € V,s, €
{full, reduced, fail}} to refer to any such network state. The probability that
a given network state S arises is Pr(S) = [, .. csP(2,5:). Each network
state S is either operating or failed. To be operating, node states in .S should
be such that at least k¢, sensing nodes in S can reach the sink node. Else, S is
in a failed state. The EXPO-RU problem is called to compute the probability
that the network GG is in an operating state S. We denote such probability by
Expo(G,p, P, k,q), or Expo(G, p) for short.

- - _[lintrusion path P
A

%

Figure 5.1.1: An instance of the EXPO-RU problem
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Example 5.1.1 Fig. 5.1.1 illustrates an instance of the EXPO-RU problem.
Dashed (respectively, solid) links represent full (respectively, reduced) trans-
mission ranges. Each double-arrowed link represents two independent arcs,
one in each direction (for simplicity, we assume that if arc (z,y) exists then

arc (y,z) exists). Dotted circles represent nodes that can sense P. B

5.1.3 Concepts Needed for Algorithms

In addition to the concepts of 3-state node model, network state, network
configuration, pathsets, and cutsets introduced in previous chapters; we need

the following definition.

Coherence: A reliability system is coherent if every superset of a pathset (or
a cutset) is a pathset (respectively, cutset) [16]. The majority of results in the
literature apply to coherent systems (such as the EXPO-RU problem).

The stronger (weaker) than relation: In addition, we also need the fol-
lowing relation on the set of possible node states {si,S2, -, Sjst}: for two
different states sy and s,p, Sg is stronger than (>) s,k (conversely, s, is
weaker than (<) sg) if replacing the node-state pair (x, s,x) with (x, sg) in
any pathset gives a pathset, and replacing (z, sy) with (x, s,x) in any cut-
set gives a cutset. Our algorithms deal with problems where the set of node
states under the strength relation is a total order. In the EXPO-RU problem
a state with a longer transmission range is stronger than a state with a shorter

transmission range.

5.2 Bounds from Cutsets and Pathsets

The main focus of our work here is on developing algorithms for computing
upper bounds (UBs) and lower bounds (LBs) from given sequences of cutsets

and pathsets, respectively. We aim at developing algorithms that:

(a) are conceptually simple,
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(b) handle problems with multistate nodes,

(c) work with any arbitrary sequence ) of cutsets or pathsets (no particular

structure is required),
(d) allow each node to appear in any state in each cutset or pathset,

(e) runs in polynomial time in the number of nodes used in @, and the

number of possible node states, and

(f) exhibit substantial improved execution times when processing structured

sequences for which efficient algorithms exist.

For a brief related background, we note that the direction of obtaining
bounds from cutsets and pathsets is a fundamental direction that has received
extensive research work (see, e.g., [7, 14, 16]). When Q = (Cy,Cy, -+ ,C,) is
a given sequence of cutsets (respectively, pathsets), the desired UB is given by
Pr(no cutset in Q occurs) (respectively, the desired LB is given by Pr(at least
one pathset in Q occurs)). If @) contains all possible mincuts (respectively,
minpaths) of a problem instance, the UB (respectively, LB) is the exact solu-
tion to the instance. Since some #P-complete reliability problems on special
classes of networks have polynomial number of mincuts (or, minpaths), it is
unlikely that a general algorithm exists that can handle any set @) of cutsets
(or, pathsets) in time polynomial in the size of Q.

Efficient algorithms for computing the desired bounds exist when the se-
quence () has some special structure. For example, if all cutsets (or pathsets)
in () are pairwise disjoint then a simple formula can be used to compute the
desired bounds (see, e.g., [8] for the EXPO-RU problem).

Additionally, if the sequence () satisfies a property called the consecutive
sets property then also efficient solutions exist (see, e.g., [49]). The consecutive
property holds if whenever a node x belongs to two sets C; and Cj, 7 < j, then
it belongs to all intermediate sets Cy, 1 < k < j.

Our developed algorithms here satisfy the above desired properties, and
work for any coherent system where the node states have a total order under

the strength relation.
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5.3 A Cutsets Algorithm for Multistate Nodes

In this section, we present our general algorithm for computing the probability
that no cutset in a given sequence Q) = (Cy, Cy, - - - , C,.) of cutsets occurs. That
is, the algorithm takes as an input a cutset sequence Q = (Cy, Cy, - -+, C,.), and
a sequence X = (21,2, ,Zpn,) and produces the output Pr(no cutset in

Q occurs). To achieve efficiency, we use a dynamic programming approach
that stores and updates information about many network configurations in one
dynamic program configuration type, as described below. We first introduce

the two following ingredients:
e Node processing order, and

e Dynamic program configurations types.

5.3.1 Node Processing Order

Any ordering X = (1,22, ,Zn,) of the nodes used in the sequence Q@ =
(Cy,Cy,---,C,) gives a correct solution. However, improved bounds on the
worst case running times can be shown in some special cases if we use the
following ordering, called left-right (LR) ordering. For a node x, denote by
first(x) (last(z)) the index ¢ € [1,7] of a cutset C; where node z is first
(respectively, last) used in the input sequence Q). A sequence X satisfies the LR
ordering property if node z; precedes node x;, ¢ < j, in X only when either (a)

first(x;) < first(z;), or (b) first(x;) = first(z;) and last(z;) < last(z;).

C1 C, Cs Cy
w | reduced | fail \ \
x| | reduced | fail | |
y | jreduced | | fail |
z ‘ | reduced |

Figure 5.3.1: Incidence relation between 4 cuts and 4 nodes

Example 5.3.1 Fig. 5.3.1 illustrates the incidence relation between a se-
quence Q = (C1,Cq,C3,Cy) of 4 cutsets and 4 nodes where, e.g., C; =
{(w,reduced)}, and Cy = {(w, fail), (z,reduced), (y, reduced)}. For node
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y, we have first(y) = 2 since Cy is the first cutset in @) that uses y, and
last(y) = 4. The node ordering X = (w, z,y, z) satisfies the LR property. B

5.3.2 Dynamic Program Configurations Types

Given a node processing order X = (x1,72, -+ , Ty, ), the algorithm processes
node x; in the ith iteration by examining the new configurations generated
by adding z; in each of its possible states (e.g., the full, reduced, and fail
states in the EXPO-RU problem) to network configurations over the previously
processed nodes (1, xg, - ,x;1).

The algorithm achieves its efficiency by aggregating information about
several network configurations into one equivalence class. Each class corre-
sponds to a particular configuration type. The definition uses the assumed
total ordering of the possible states from the strongest to the weakest: (e.g.,

(full, reduced, fail)).

Definition (configuration types (c-types for short)). Let
S be a network configuration over nodes (x1, xo, 3, -+ ) processed
thus far. The type of S, denoted type(S), is a binary sequence
(b1, by, -+ ,b,) where b; = 1 if at least one node x that appears in
cutset C; appears in S in a state stronger than its state in C;. Else,
we set b; = 0 (an initial value). Thus, we set b; = 1 if and only if

cutset C; does not occur in network configuration S. H

Below, we use s(z,.5) (and, (s,C;)) to denote the state of node x in the

configuration S (respectively, cutset C;).

Example 5.3.2 For the example in Fig. 5.3.1, suppose that the algorithm
processes the nodes in the order X = (w, z,y, z). Assume that the algorithm
has finished processing nodes w and x. So, it has examined configurations
over these two nodes only. For a configuration S = {(w, full), (z, reduced)},

we have type(S) = (by = 1,bo = 1,b3 = 1,by = 0). Here,
e b = 1since (s(w,S) = full) > (s(w, Cy) = reduced),
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e by = 1since (s(w,S) = full) > (s(w,Cy) = fail),
e by = 1since (s(x,S) = reduced) > (s(z,C3) = fail).

e However, by = 0 since there is no node v in Cy where s(v,S) > s(v, Cy).

5.3.3 Overview of the Algorithm

The overall algorithm takes as input a cutset sequence @ = (C1,Cs, -+, C,.),
and a sequence X = (71, T3, - , Tp,) and produces the output Pr(no cutset in
Q occurs). The algorithm utilizes two associative array, denoted R and T.
Each array provides a key-value mapping, where each key B = (by,bo, - ,b;)
is a c-type, and the corresponding value R[B] (or T[B]) evolves iteratively to
the probability of obtaining network configurations of type B. The algorithm

is organized around the following functions.

Function Main. The pseudo code of function main is shown in Fig. 5.3.2.
Step 1 initializes the table R to hold one state type B = (b = 0,by =
0,---,b., = 0) that corresponds to the empty network configuration where
no node is assigned to any state. Step 2 iterates over each node x in the input
sequence X. In the ith iteration, i € [1,ng], we use node x = x; to generate
all possible c-types where each c-type B’ is associated with network configu-
rations over nodes in (z1, 9, -+ ,x;). During each such iteration, table R is
used as a source, and table T' is used as a destination.

To generate such c-types, the two nested loops in Steps 3 and 4 iterate over
all keys in table R, and all possible states s(z) of node x. Step 5 computes the
new c-type B’ by invoking function NextState, and updating the corresponding
probability T'[B’]. Step 6 deletes from table T' c-types that do not contribute
to the final solution (as explained in Section 5.3.4). Step 7 exchanges the roles
of table R and T prior to the start of the next iteration that processes node

Z;11. Finally Step 8 returns the computed solution.

Function NextState. The pseudo code of function NextState is shown in
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Function Main(Q, p, X):

Input: A sequence Q = (C1,Cy,---,Cy), r > 1, of mincuts, a table p of
node state probabilities, and a sequence X = (z1,x9,--- ,an) of
node processing order for the nodes used in @

Output: Return sol = Pr(no mincut in @ occurs)

1. initialize R[(by = 0,b2 =0,--- ,b, =0)] = 1.0
2. foreach (node z in the ordering X)

{

3. foreach (state type B = (b1, ba,---,b,) in R)

4. foreach (node state s(z) € {full, reduced, fail})

{
5. a. B’ = NextState(B, z, s(x))

} b. T[B/] +:R[B] X ps(a:)(w)
}

delete from table T any non-extensible c-type B’
7. exchange pointers to tables R and T'; empty table T'

t
8. return sol = R[(by = 1,by =1,--- ,b, = 1)]

o

Figure 5.3.2: Function Main for the EXPO-RU problem

Function NextState(B,z, s(x)):
Input: A state type B = (by,be, - ,b,), a node x, and a state s(z) of node
x
Output: A state type B’ = (b}, b, -+ ,b.) obtained by adding the
node-state pair (z, s(z)) to any network configuration (on the
nodes of X processed thus far) of type B

Notation: s(z) < s(z,C;): input state s(x) equals to, or weaker than, the
state of node x in cutset C}
1. for (=1,2,---,7)

{
2. if (2 €C; AND s(z) > s(z,Cy)) V=1

else (ie., z ¢ C;j OR (v € Cj AND s(x) < s(z,Cj)) b = b;
}

3. return state type B’ = (b}, b, -+ b))

Figure 5.3.3: Function NextState

Fig. 5.3.3. The function takes as input a c-type B = (b1, b, - -+ ,b,) and a node

x in state s(z). The function returns a new c-type B’ = (b}, b,,--- ,b.) such
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that if S is a configuration of type B then type(SJ(z, s(z)) = B'.
This is done by considering the effect of (x, s(z)) on each bit b;, j € [1,7],
in B. In particular, if b; = 0, and s(x) is a stronger state than the state

s(z,C;) of z in Cj then we set b; = 1. Else, we set V; = b;.

5.3.4 Deleting Non-extensible c-types

To further increase the efficiency of the algorithm, Step 6 in function Main
deletes the c-types from array 7' that do not contribute to the final solution
associated with the c-type (by = 1,bp = 1,--- ,b, = 1). We call such c-types
non-extensible. To explain this step, we introduce the following partitioning of
the cutsets in @) into three disjoint subsets during the processing of any node

x;, 1 € [1,ng] (each subset can possibly be empty):

— Pre(z;, X, Q): the subset of ) where each cutset C; has all of its nodes

V(C;) occurring before node x; in the processing sequence X.

— Active(z;, X, Q): the subset of ) where each cutset C; either has node
x; € C;, and/or C; has at least one node occurring before z; in X, and

another node occurring after x; in X.

— Post(x;, X, Q): the subset of () where each cutset C; has all of its nodes
V(C;) occurring after x; in X.

Ch Cy Cs Cy Cs
x| e [ [ [ [
77777 T - - - T - - T~ - - T 777
2| 0
| | | |
$3 ,,,,, L,,,,L:,,,L,,,,L ,,,,,
x4 [ | | @ (Y

Figure 5.3.4: An example with » = 5 cutsets on ng = 4 nodes

Example 5.3.3 Fig. 5.3.4 illustrates the incidence relation between a se-
quence @ = {Cy,Cy,---,C5} of cutsets and 4 nodes. For the sequence
X = (x1,79,73,74), we have: Pre(zs, X,Q) = {C1}, Active(zs, X,Q) =
{Cy, C5,Cy}, and Post(zs, X, Q) = {C;}.1
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As can be seen, during the ith iteration, if B = (by,be, -+ ,b,) is a c-
type in table R, calling function NextState can return a new c-type B’ where
b # bj only if the corresponding cutset C; € Active(x;, X, Q). Otherwise (if
Cj € Pre(z;, X, Q) or C; € Post(x;, X, Q)), the function keeps b = b;. Since
for any index i, ¢ € [1,ng|, we have Pre(z;, X, Q) C Pre(z;+1, X, @), we can

characterize non-extensible c-types as follows.

Definition (non-extensible c-types). Given sequences ) and

X, during the ith iteration, in Step 6 a c-type B’ = (b}, b, -+ , b))

in table 7" is non-extensible (w.r.t. the remaining nodes (z; 41, Ti12, "))
if there is an index j, j € [1,4], such that b; = 0 and the corre-
sponding cutset C; € Pre(z;, X, Q). B

By the above observation, all such non-extensible c-types can be deleted

in Step 6.

Example 5.3.4 Using the example of Fig. 5.3.4, in the iteration that pro-
cesses node z3, Step 6 can delete the c-type B = (by = 0,by = 1,b5 = 1,by =
1,b5 = 0) since C € Pre(z3, X, Q). B

5.3.5 Correctness and Running Time

Using induction on the number of iterations done by the main loop of function

Main, one can show that

Theorem 5.3.1 Following the end of the ith iteration, i € [1, ng|, of the main
loop in function Main (Step 2) the function computes: (a) a complete set of
c-types corresponding to network configurations on the prefix (xy,zo, -, z;)
of X that contribute to the final result, and (b) for each computed c-type
B, R[B] is the probability of obtaining a configuration S (over (xy, o, - x;))
where type(S) = B.

Proof.
Part (a) follows since we induct on the iteration number i. The basis for

i = 1 holds since Step 1 initializes table R with the c-type (by = 0,by =
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0,---,b. = 0) corresponding to the empty network configuration over the
nodes in (x1,72, -+ ,Zn,). Iteration i = 1 generates all possible c-types re-
sulting from taking node z; in each of its possible states.

For ¢ > 1, we assume that the algorithm satisfies the induction hypothesis
for all iteration in the range [1,7—1]. The ith iterations starts with a complete
and correct table R. The body of the loop exhaustively generates in table 7" all
possible c-types that can be obtained from all c-types in table R by considering
node x; in all of its possible states. Subsequently, Step 6 deletes non-extensible
states from table 7.

Part (b) follows since the algorithm considers the effect of each node state
s(x) of each node x in the ordering X on the state types in R.
|

Running Time. The maximum size of table R (or T') determines the worst
case running time of the overall algorithm. When |Q| = r cutsets, a rough
bound on such a maximum size is 2" keys (c-types). However, a tighter bound
on the size of table R at the end of the ith iteration can be obtained by
considering the number of cutsets in the set Active(x;, X, Q). So, we introduce

the following function:

e n(X,Q) is the cardinality of the largest active set among the sets in
{Active(z;, X, Q) : i € [1,r]}. For instance, in the example of Fig. 5.3.4,
n(X,Q) = 3 since Active(xs, X, Q) = {Cs, C3,C,} is the largest active

set.

Thus, in any iteration, the maximum size of table R is bounded by 2@,
We now derive the running time of the overall algorithm using the following
notation: ng (= |X|), r (=Q]), 2"*%9 (maximum size of table R), O(ng - r)
(time to compute n(X,Q)), and O(r) (time to execute function NextState).
We assume a constant number of node states, and the use of associative arrays

that provide O(1) access and update time for each entry.
Theorem 5.3.2 Function Main runs in O(ng - 2"%9) . 1) time.
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Proof. The running time is dominated by the execution of Step 5 over all
O(ng - 27(X.@) jterations done by Steps 2 to 4. The result follows since Step
5 requires O(r) time. W

5.4 Performance on Special Cases

In this section, we show substantially improved running times of the algorithm
when processing two special types of cutset sequences. In the first type, @,
|Q| = r, is a sequence of pairwise node-disjoint cutsets. For this type, a
formula for computing the solution in O(ng) time exists. For such a sequence
@, when X satisfies the LR property (cf., Sec. 5.3.1), the layout of the (@, X)-
incidence matrix is as illustrated in Fig. 5.4.1(a). Here, for each node z;,
we have |Active(z;, X, Q)| = 1. Hence, n(X,Q) = 1, and the running time
reduces to O(ng - 7).

| | |

I I I C'1 02 03 C'4 C5
! ! ! 7 e | o | | |

! ‘ ‘ F——r——1—— 71—~ 7317~ ~
‘ b T2 L I |

‘ ol [ T N B
I I I ‘T3,,,L,,\,!,\,.7477
[ [ [ Ty [ ! o | @

Figure 5.4.1: (@, X)-incidence relations

In the second type, () is a consecutive sequence of cutsets, and each node
x appears in () in only one state, denoted s(z, Q). For this type, algorithms
exist in the literature for computing the solution in O(ng - r) time for 2-
state (operate/fail) systems. For such a sequence ), when X satisfies the
LR property, the layout of the (@, X)-incidence matrix is as illustrated in
Fig. 5.4.1(b) (each node x appears in a contiguous interval of cutsets in Q).

Here, we note that at the start of the ith iteration, ¢ > 2 of the algorithm’s
main loop, table R contains only c-types that matches the pattern 1*0* com-
posed of a (possibly empty) sequence of 1s, followed by a (possibly empty)

sequence of 0s. Only c-types matching this pattern can be extended to the
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c-type solution (by = 1,by = 1,--- ,b. = 1) by processing the remaining nodes
(%i, Tit1, Tito, -+ ), given that any such node z; appears only in one state
s(x;, Q). The pattern gives rise to at most r c-types. Thus, the maximum size

of the table R is r, and the overall algorithm runs in time O(ng - 7?).

5.5 A Pathsets Algorithm for Multistate Nodes

The algorithm for computing a LB from a given sequence Q) = (P, Py, - , P,)
of pathsets is similar to the cutsets algorithm with the following few (but

critical) modifications:

e Function Main, Step 1: initialize R[(by = 1,by = 1,---,b, = 1)] (this

c-type corresponds to assuming that each pathset occurs)

e Function Main, Step 8: return sol =1 — R[(by =0,b, =0,--- ,b. = 0)]
(the c-type (by = 0,09 = 0,---,b, = 0) corresponds to configurations

where all pathsets do not occur)

e Function NextState, Step 2:
if (v € C; AND (s(7) < s(z,Cj)) U = 0 else b; = b;

5.6 Consecutive sets

Algorithms for computing bounds (both UBs and LBs) from a given sequence
of cutsets and pathsets are valuable tools for evaluating the reliability of many
networks problems. One important class of such algorithms concerns the use
of sequences that satisfy the consecutive sets property [44]. Formally, given
a set of elements (e.g., nodes or edges of a graph) E = {ej,eq,...,e,} and a
sequence @ = (q1, g2, -..,q-) where each ¢; is a subset of F, the sequence @ is
said to have the consecutive set property if and only if whenever an element
x belongs to sets ¢; and g, ¢ < k, then z belongs to each intermediate set g;
where ¢+ < j < k. In the literature, it has been noted that any sequence of
node disjoint sets satisfies the consecutive sets property. Hence, bounds from

consecutive sets can improve on bounds obtained from disjoint sets (e.g., [16]).
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Examples of using consecutive sets include the work of [45] for computing LBs
from pathsets, and [19] for computing UBs from cutsets.

In this section, we present a core algorithm that can be used to build such
a consecutive sequence of cutsets or pathsets. The algorithm is an efficient
heuristic algorithm to solve a problem, called the consecutive sequence exten-

sion (CS_extend) problem, defined below.

Definition (the CS_extend problem): Given a set of elements
E = {ej,ey,...,e,} and a consecutive sequence (of type pathsets
or cutsets) Q = (q1, .-, Gi, Git1, ---, q-) of length |Q| = r, extend (if
possible) @ to a larger consecutive sequence (of the same type as
@ of either pathsets or cutsets) Q" = (qi, ..., ¢, X, ¢is1, .-, ¢) Of
length |@'| = r 4+ 1, where X C F' is a new added set. B

To simplify the presentation, we henceforth assume that @) is a sequence

of cutsets (the solution approach is similar for pathsets).

5.6.1 Algorithm Idea

Our approach to solve the above problem is organized around two functions:

1. CS_extend: (see, Fig. 5.6.3) a function that attempts to compute a new
set X that can be inserted in the sequence Q = (qi1, .-, @i, Giv1, - @)

between ¢; and ¢;,1, for a given input index i, where 7 € [1,|Q| — 1], and

2. Q-extend: (see, Fig. 5.6.4) a function that calls the above CS_extend

function while varying the index 7, i = 1,2, ...,|Q| — 1.

Notation: We need the following notation to explain the function CS_extend.
Given a sequence of consecutive cutsets Q = (cy, ..., Ci, Civ1, ., ¢), Fig. 5.6.1

sketches the relationship between some of the used notation.

o E(Qsuw): If Qsup is a (possibly empty) subsequence of @ then E(Qsup)

denotes the set of elements used in Qs
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Ci=
i Estart (empty if i = 1)

Cii=
Ei,is1
Ci= (I ¢ ] , 1)
Eijiv1 Eiis1
Ciea= (] 1, | 1)
Cis2 =
H Eend (empty ifi+1 =1
Cr=

Figure 5.6.1: Notation used in function CS_extend

Egare: The set of elements (possibly empty) used in the prefix (cq, ..., ¢;_1)
that are not used anywhere else in ). That is, Fgaw = E((c1, ..., ¢i21)) \

E((ciy ..y cr))

E;it1: The set of elements (possibly empty) used in both ¢; and ¢;4;.
That is, E; ;41 = E((¢;, ¢iy1))

E; 71: The set of elements (possibly empty) used in ¢; but not in c;y;.

That is, B, 51 = E(ci) \ Elcin)

E; ;.1 The set of elements (possibly empty) used in ¢;; 1 but not ¢;. That
is, B; ;01 = Elciyr) \ E(c:)

Eeng: The set of elements (possibly empty) used in the suffix (¢;4o, ..., ¢,)
that are not used anywhere else in Q. That is, Feng = E((Cig2, -y ) \

E((Ch --~7Cz’+1))

Erem: The set of elements (possibly empty) not in . That is, E,.e, =
E\ E(Q).

To illustrate the use of the above notation, we draw an example using the

well-known (s, t)-terminal reliability problem [16]. The problem assumes that

edges of a given undirected graph can fail independently of each other. A

pathset is a set of edges connecting two distinguished nodes (s and ¢). A

cutset is a set of edges whose removal disconnects s from ¢.
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Figure 5.6.2: An instance of the (s, t)-terminal reliability problem

Example 5.6.1 Figure 5.6.2 illustrates an instance of the (s, ?)-terminal re-
liability problem where edges fail (so, £ = {1,2,3,4,5,6,7,8}). Assume we
start with a consecutive sequence of cutsets @ = (¢; = {1,2,3}, 2 = {6,7,8}),
and set ¢ = 1. Then we get the following edge sets: Egort = ¢, Eiir1 = @,
B =11,2,3}, B, =1{6,7,8}, Eena = ¢, and Eyepy = {4,5}. A

7

Function CS_extend: The pseudo code of function CS_extend is shown in
Figure 5.6.3. The main loop of the function (Step 2) performs |E; 75| % | E; ;]|
iterations. In each iteration, we obtain an instance (G',C,p,P, k,.,) of the
EXPO-RU E2C problem (discussed in Chapter 4). Each iteration corresponds
to a choice of a pair of nodes (z,y) where x € E; ;777 and y € E;,,, to exclude
from a solution X (so, X is guaranteed to be different from ¢; and ¢;11). The

instance is obtained as follows:

e Step 3 constructs G’ by assigning the full state to all nodes in Eg ¢ | Fena U{, y}
from G.

e Step 4 constructs a configuration C' by including all nodes in Ej ;4.
e Step 5 solves the E2C problem on the formed instance (G', C, p, P, kyeq)-

e In Step 6, if a solution C,.,, exists, set X = C'|JChew and return X.

Else, the search continues by preforming the next iteration.

Function Q_extend: The pseudo code of function Q_extend is shown in Fig-
ure 5.6.4. The function is used to call the above CS_extend function while
varying the index ¢, i = 1,2, ...,|Q| — 1. It returns a potentially larger consec-

utive sequence @’ of the same type as Q.
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Function CS_extend(F, Q,1)

Input: An instance of the EXPO-RU problem (G,p, P, kyc,), consecutive
sequence of cutsets @ = {c1,co,...,c;} on |Q| > 1 sets of elements
(nodes), and a cutset index i where i < |Q|

Output: A set X C F such that Q" = (¢1, ..., ¢, X, Cit1, .., ¢) 18 2

consecutive sequence of cutsets.

1. Set X = ¢

2. foreach (pair (z,y) where x € E; 77y and y € E; ;)

{ //Form an instance (G, C,p, P, kycq) of the E2C problem

3. Construct G’ from G by assigning the full state to all nodes in
Estart U Eend U{xa y}

4. Construct a configuration C' by assigning a state s(x) to each node
x € Eji+1; the sate s(x) can be either the state of = in cutset ¢;
OT Cit1

5. Solve the instance (G', C, p, P, kr¢q) of the E2C problem

6. if (a solution Cjey, exists) return X = C'|J Chew
else continue with the next iteration

Figure 5.6.3: Pseudo code for function CS_extend

Function Q_extend(Q)

Input: A consecutive sequence @ (of type pathsets or cutsets)

Output: Returns a potentially larger consecutive sequence @' of the same
type as @

1. Set Q' = ¢
2. for (i=1,2,...|Q| — 1)

3. X = CS_extend(E, Q,1)
If (X exists)
5. Insert X between the sets indexed ¢ and ¢ + 1 in @

}

6. return Q' = Q

e~

Figure 5.6.4: Pseudo code for function Q_extend

5.6.2 Correctness and Running Time

An important ingredient in the the proof of correctness is the following char-

acterization: for a given index i, i € [1,|Q| — 1], a cutset X is a solution to an
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instance (F, @, 1) of the CS_extend problem if and only if it satisfies the two

following conditions:
a) X must include all elements in E; 1, and

b) X can include elements only from E; 77 E; ;1 U Erem, but X must
differ from each of ¢; and ¢;;1 (e.g., by excluding a node x € E(¢;) and

anode y € E(cit1)).

The following example illustrates the above characterization.

Example 5.6.2 Consider the instance (F,Q,7 = 1) of the CS_extend prob-
lem in Example 5.6.1. A cutset X is a solution if and only if it satisfies the

two conditions:
e X must include elements in E;;1; = ¢

e X can include elements from E; 75 J 7,y U Erem = {1,2,3,4,5,6,7,8}
but X must differ from ¢; and ¢;11. Thus, cutset X = {2,3,4,6} is a

possible solution. B

Running time: Function CS_extend runs in time O(|E; 77| £ ;1] -n.(n+m))
on a probabilistic graph G with n nodes and m edges. This follows since each
iteration of CS_extend solves an instance of E2C problem by invoking, e.g.,

the function E2C-BF'S, which takes O(n.(n+m)). B

5.7 Numerical Results

In this section, we present numerical results that illustrate the performance
and use of our devised algorithms. All algorithms are implemented in Python,
and run on a 2.8 GHz laptop with 8 GByte of main memory. We use a 3-state
node model (with a set {full, reduced, fail} of states), and compare the ob-
tained results with the results obtained in [8] where a more extensive and time
consuming iteratively improvable algorithm, called the factoring algorithm, is

used.
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To allow for comparisons, we use the class of double-diagonal grids (x-grids,
for short) used in [8]. An x-grid has a structure similar to the graph in Fig. 1.2.1
extended to have any desired number of rows and columns. All nodes have
the same full (or reduced) transmission range. A square x-grid of dimension
WxW, W > 2, has its rows (columns) numbered 0,1, --- , W —1. We place the
sink node at the origin (x = 0,y = 0), and assume that the intrusion path P
is placed vertically between the rightmost two columns. Only nodes adjacent
to P can sense the path.

Graph legend. We use the following notations:
e NDP (or, NDC): node-disjoint pathsets (or, cutsets),
e CSP (or, CSC): consecutive sets of pathsets (or, cutsets), and
e USP (or, USC): unrestricted sets of pathsets (or, cutsets).

e Factoring: the factoring algorithm discussed in [20]. We use it to gener-
ate a set of pairwise s-disjoint pathset that can be used to obtain bounds

from the sum of disjoint products.

5.7.1 Sizes of the Obtained Pathsets and Cutsets

Fig. 5.7.1a shows the number of pathsets and cutsets of each type (node-
disjoint, consecutive, and unrestricted) extracted from x-grids of width W €
2,6] each when k., = 1. As discussed below, the larger number of obtained
unrestricted sets results in notable improvements of the bounds. The pro-
cessing time of any square x-grid using the algorithm ranges from 1.1 msec
(millisec) for short sequences (e.g., 7 = 5) to 4.7 msec for longer sequences
(r = 22). In comparison, performing 1000 iterations of the factoring algo-

rithm on an x-grid of size W = 6 requires around one minute.

5.7.2 Comparisons Among Lower Bounds

Fig. 5.7.1b illustrates the obtained LBs on x-grids with W € [2,6], (pfu =
1/3,prea = 1/3), and k.., = 1. As can be seen, the bounds obtained by

processing a sequence of unrestricted pathsets improve significantly on the
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Figure 5.7.1: The obtained numerical results

NDP and the CSP bounds (thanks to the generality of the algorithm). The
factoring algorithm, however, provides better results after performing N =
1000 iterations where typically hundreds of pathsets are generated. Similar
behaviour has been observed using different node state probabilities, including

cases where the probabilities are chosen at random.

5.7.3 Effect of Varying Node State Probabilities

In Fig. 5.7.1c, we use a 6 x 6 x-grid to explore the quality of Expo(G,p)
obtained when pf,u(= preq) varies in the range [0.0,0.5], and k., = 1. A

key feature to explore is the minimum probability, denoted p,,;,, for which
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Expo(G, p) > pmin. Based on the USP curve obtained by the algorithm, one
can estimate P, ~ 0.25 (and by doing much more work to implement and
run the factoring algorithm, one estimates p,;, =~ 0.2). The results are encour-
aging since designers expect the performance of the overall network to exceed
the performance of each single node over a wide range of node operating pa-

rameters.

5.7.4 Optimal Sink Placement

In this experiment we aim at tackling a WSN design problem where we want to
place the sink at a location that maximizes the exposure measure. Fig. 5.7.1d
illustrates the curves obtained when py,; = preq = 0.25, kyeq = 1, and the sink
location is changed diagonally from coordinates (0,0) to (5,5) in a 6x6 x-grid.

Both the USP bound obtained by the devised algorithm, and the more
extensive factoring algorithm indicate that location (4, 4) is the best location.
This location wins for its closeness to the path P, and the quality of the
pathsets enabled by this location.

5.8 Concluding Remarks

In this chapter, we use a probabilistic graph model with multistate nodes
to model the different energy states caused by fluctuations in the harvested
energy in an EH-WSN. We consider two general types of reliability problems,
and each type has two problems defined on pathsets and cutsets, respectively.
For the cutsets (or, pathsets) version of the first problem type, we devise
a dynamic programming approach to compute bounds on the exact solution
from sequences of the problem’s cutsets (respectively, pathsets). The resulting
algorithms are versatile and work for any reliability type problem where the
system is coherent and the set of node states form a total order under certain
relation. For the cutsets (or, pathsets) version of the second problem type, we
are given a disjoint sequence of cutsets (respectively, pathsets), and we extend
it to a potentially larger sequence of consecutive cutsets (respectively, pathset)

that exploits the multi-state node model.
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Chapter 6

Directional Path Exposure with
Range Uncertainty

In this chapter, we consider a path exposure problem in EH-WSNs where
nodes are equipped with directional communication devices. We formalize
a directional path exposure with range uncertainty, denoted DirEXPO-RU,
where nodes manage fluctuations in their stored energy by adjusting some of
their directional transmission parameters. The DirEXPO-RU problem seeks
to quantify the ability of a network to detect and report traversal along a given
path. A problem that arises in managing the network resources to maximize
this reliability measure is to adjust the transmission beam width of each node,
where nodes beam centers are given as input. We formalize a half-width angle
selection problem, denoted HWAS, and propose two configuration approaches
to configure the transmission beam width of each node in the network. Based
on the proposed approaches, we develop a heuristic algorithm to deal with
the problem, and the devised algorithm is used in a framework for computing
bounds for the DirEXPO-RU problem. Then we compare the obtained results
with results obtained using omnidirectional transmission.

Some of the results in this chapter appear in [12].
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6.1 Overview of System Model

In this section, we introduce the needed assumptions and notations about the

node model, the network model, and the directional transmission model.

6.1.1 Node Operation Model

We adopt the same node model as in previous chapters. Here, however, we
assume that each node z in a given EH-WSN is equipped with a directional
communication device, and an omnidirectional sensing device. Energy har-
vested at each node x fluctuates over time. For the purpose of simulating the
network (e.g., to obtain the probability distributions mentioned below), we
assume that time is divided into equal length slots.

Since wireless transmission is the most energy consuming activity in many
WSNs, we assume that such fluctuations affect the transmission range of a
node (but does not affect much its sensing range). An energy management
unit (EMU) in each node controls a node’s state during any time slot. Our
work employs a multi-state node model for each node. In its basic form, the
model associates 3 states (full, reduced, and fail) with each non-sink node

x, defined as explained in previous chapters (e.g., Section 5.1).

6.1.2 Network Reliability Model

We adopt a network reliability model that abstracts the above node dynamics
over a long operation time by associating with each node x a probability
distribution where for each possible state s € {full, reduced, fail} we know
the probability ps(z) (also denoted p(z,s)) that node x is in state s (here,
Pfait(®) =1 = ppun(z) — prea(w)). In addition, we assume that different nodes
are assigned different states independently of each other. Such an assumption
is common in the literature to simplify the analysis, and also to take care of
applications where different nodes perform different tasks independent of each
other.

In overall, an EH-WSN is modelled over a long period of time by a proba-
bilistic graph (G, p) where G = (V U {sink}, E) is a directed graph on a set V
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of EH wireless nodes, a non-EH and fully operational sink node, and a set
of directed communication links (also referred to as directed edges or arcs).
The length of each arc (x,y) € E emanating from a node = depends on the
energy state of x and also the directional transmission parameters associated
with x, as explained below. We note that G is a directed multigraph with
parallel arcs. Parallel arcs from a node a to a node b arise since if (a,b) exists
when @ is in the full energy state then (a,b) may also exist when a is in the

reduced energy state (yet, they are considered two different arcs).

6.1.3 Node Directional Communication Model

We assume that all nodes in G are deployed in a 2-dimensional space, where
each node has an (z,y)-coordinate. The transmission beam of each node z
(when z is in either the full, or the reduced state) can be obtained from the
node’s directionality parameters, denoted DIR opm(x). Our model uses the

following parameters: DI Rcomm (%) = {Omid, O fuit; ¥red, Rfuis Rrea} where

e O, is a counterclockwise (CCW) angle between two rays emanating
from z. The first ray is a horizontal ray (i.e., parallel to the z-axis)
that extends to the right. The second ray defines the middle of x’s

transmission beam, see, e.g., Fig. 6.1.1.

o For o = aypyy, the angle ©,,,; — a (or, O,,4 + ) is a CCW angle be-
tween two rays emanating from x. The first ray is a horizontal ray as
above. The second ray defines the start (respectively, the end) of z’s
full range transmission beam (thus, z’s beam is of width 2«). When
a = 180°, the beam is of width 360°, and node transmission becomes
omnidirectional. A similar definition applies when a = «,..q to describe

the reduced transmission beam.

o Reun (or, Ryeq) is the maximum z’s transmission range when x is in the

full (respectively, reduced) state, and the angle « is sufficiently narrow

(e.g., a=1°).

e For a given half-width beam angle o = a4y, the actual full transmission
85



range of a node x depends on Ry, and the angle o. We use Ry, () to
refer to such an actual transmission range. In general, such a transmis-
sion range decreases as « increases. Similarly, we use R,..q(«) to refer to

a node’s reduced transmission angle when o = Q4.

A
r

Senosr *

“., " Full communication beam
Q Reduced communication beam

Figure 6.1.1: Node directional communication model.

In Section 6.5, we experiment with grid networks having diagonal links.
Each grid network has a sink node located at (z,y)-coordinates (0,0), and
the grid has horizontal (and vertical) links parallel to the x-axis (respectively,
the y-axis), in addition to the diagonal links. The horizontal (and vertical)
distance between two horizontally (respectively, vertically) adjacent nodes is
set to 100 units. For full energy transmission, we set Ry (o = 1°) = 360
units, and use a function that reduces the transmission range linearly so that
Ry = 180°) = 180 units (for omnidirectional transmission). Likewise, for
reduced energy transmission, we set R,..q(a = 1°) = 180 units, and R,q(a =

180°) = 100 units.

6.1.4 The Directional EXPO-RU Problem

In the context of designing EH-WSNs with directional communication nodes,
we aim at developing methods to configure node transmission dynamically so
as to increase the overall network path exposure reliability. Achieving this
goal is non-trivial since the EXPO-RU assessment problem has been shown in
[11] to be intractable (#P-hard), and there is no simple optimization criterion

that can be used to adjust the node directionality parameters so as maximize
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the overall network reliability. We use the name DirEXPO-RU to refer to the
EXPO-RU problem when nodes employ directional transmission. We use the
concepts of network state, network configuration, and pathset introduced in

previous chapters.

Example 6.1.1 Fig. 6.1.2 shows an instance of a 3 x 3 grid network with one
unit of horizontal (or, vertical) spacing. The dashed lines (coloured red) rep-
resent communications in full power whereas the solid lines (coloured blue)
represent communications in reduced power. In Fig. 6.1.2, ©,,,; = 135°,
Qfyll = Olped = %, Ryui(opuy) = 2 units, and Ryeq(areq) = 1 unit. If koy = 2,
then the configuration C' = {(3, reduced), (4, full)} is a pathset and, indeed,

it is a minpath.

Figure 6.1.2: An instance of a 3 x 3 grid network.

In Section 6.2, we introduce two approaches for adjusting the directionality

parameters so as to obtain good network reliability performance.

6.2 Approaches for Adjusting Directional Trans-
mission

Given a node z in a state s € { full, reduced}, we present in this section two
approaches for configuring the directionality parameters of the node-state pair
(x,s). We assume that the given problem instance specifies (as part of the
input) the angle ©,,;4 that determines the direction of the middle line of z’s

transmission beam (e.g., one may use the direction of the line segment between
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x and the sink node). To adjust the half-width angle a(x, s) for node x in state
s, we experiment with the following two approaches that aim at maximizing

the performance measure Ezpo(G,p).

6.2.1 Approach 1

In this approach, we adjust the angle a(x, s) so as to maximize the out-degree,
denoted deg™(x,s), of node x. Equivalently, we seek to maximize the num-
ber of out-neighbours reachable from node x in state s. We recall that the
actual transmission range Ry, () (or, Ryeq(@)) decreases as «v increases. The
rationale of this approach is that the more directed links that exist in any net-
work state S of the resulting probabilistic graph (G, p), the more likely that
Expo(G, p) increases.

We next remark that maximizing deg™ (z, s) for the node-state pair (z, s) is
a local operation to node x that does not depend on the directionality setting
of other nodes. Our implementation of this approach (present in next section)
performs sequential search for finding an optimized angle a(z, s) in the interval

[1°,180°] in increments of some sufficiently small angle ¢ (e.g., 6 = 1°).

6.2.2 Approach 2

The above approach seeks to maximize the number of out-neighbours of node
x in state s. In this approach, we consider the quality of such out-neighbours.
In particular, this approach makes an effort to adjust the angle a(z, s) so as
to give preference to include out-neighbour y of x depending on the quality

of the best found directed path, denoted P*

.sink> irom y to the sink node.

Based on the quality of such a best found path, we associate with node y a
preference weight, denoted w(y), that takes on a value that is proportional to
the goodness of the corresponding best found directed path Pj ..

We next remark that unlike the first approach, finding such a best path
P*

o sink depends on the directionality setting of nodes other than node z (includ-

ing node y). To simplify the search for such a best path, we adopt a heuristic
solution that assumes that each node z, z # x, operates in an omnidirectional

(full or reduced) mode.
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As done in approach 1, we perform a sequential search for a good setting
of the angle a(z,s) in the range [1°,180°] in increments of some sufficiently
small angle § (e.g., § = 1°). At each search step, the angle a(z, s) is assigned a
certain value, and each node z € V', z # x, is assumed to be omnidirectional.
With the angle a(z, s) assigned a specific value in each search step, node z
can reach a subset of its possible out-neighbours, denoted Sy, With each
possible out-neighbour y of x assigned a preference weight w(y), we define the
weight of the set S5 to be w(Sa(zs)) = ZyGSa(z,s) w(y). Then, the search
algorithm selects an angle a(z, s) that gives the highest w(Sq(a,s))-

The details of computing the preference weight w(y) of a possible out-

neighbour y of x follows the following steps.

1. Let (a,b) be an arc in the probabilistic graph (G, p) that exists when node
a is in state s € {full,reduced}. We recall that typically the graph G
has many parallel arcs since an arc (a, b) that exists when node a is in the
full state may also exist when a is in the reduced state (and the two arcs
are considered to be different). We associate with each such an arc (a, b)
a cost, denoted cost(a, b), that takes on a small value when the node state

probability p(a, s) takes on a high value (e.g., cost(a,b) = —logp(a, s)).

2. The cost of a directed path P sink) from a node y to the sink, denoted

cost( Py sink)), is the sum of the costs of its arcs.

3. We set the directed graph G, to be G with node x deleted. Taking
arc costs as distances in G, and the sink node as a destination, we
solve a single-destination shortest paths problem to find a shortest path
from each potential out-neighbour y of = to the sink. We denote such a

shortest path by P*

y,sink*

4. Finally, we assign a preference value w(y) to node y so that the value is

inversely proportional to the cost(P; ..) (e.g., w(y) = 1/cost(Py .x))-

We conclude this section by noting that the two above approaches also
apply when each node has multiple states (i.e., not only the basic 3-state

model used to explain the approaches).
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6.3 More Algorithmic Details

In this section, we present a heuristic algorithm, called HWAS (for half-width
angle selection), that utilizes the two proposed approaches (explained in Sec-
tion 6.2) to configure the transmission beams of each individual node z in
the network given its working direction ©,,;5. The devised HWAS algorithm

produces two different types of results based on the selected approach.

6.3.1 Algorithm Idea

Consider an instance (G,p) of the DirEXPO-RU problem with directional
parameters DIRcomm (%) = {Omid, ¢ fuits Qreds Rfuit; Rrea} for each node z € G,
where O,,iq, Ry, and R,.q are given. Our devised algorithm configures the
directionality parameters for each individual node = € G by finding the half-
width angle a(z,s) for node z in state s using Approach 1 and Approach
2.

The algorithm utilizes an associative array, denoted Best,, to store such
a(z, s) values. In other words, Best, provides a key-value mapping, where a
key is a tuple (z,s) of node x in state s (e.g., s € {full,reduced}), and the
corresponding value is a(z, s).

In particular, the algorithm configures the directionality parameters of the

node-state pair (z, s) by performing the following steps:

1. Perform a sequential search for a good setting of the angle a(z,s) in
the range [1°,180°] in increments of some sufficiently small angle ¢ (e.g.,
d = 1°), which implies adjusting the transmission beam of node z in state
s to reach a subset of its possible out-neighbours, denoted S, ;). After
processing all a(x,s), we obtain a set {Sa,(z,5); -+, Sargo(a,s)} Of possible

out-neighbours of x that correspond to values of a(x, s).

2. We evaluate the obtained set, and select a member Sy, ) using either

Method-1 or Method-2 (explained below).

3. Then, we set Best,(x,s) = a(z,s) that corresponds to the best subset

Sa(z,s) of out-neighbours of x in state s.
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6.3.1.1 Method-1

This method is based on Approach 1 (explained in Section 6.2). It is a base-
line method that selects a(x, s) for each node = € G based on the number of
out-neighbours of x. The approach aims at increasing the reachablity of node
x to maximize the performance measure Expo(G, p). In particular, Method-1
works by selecting a member S5 Of {Sa;(2,5); > Sargo(a,s) } that has the high-
est number of out-neighbours of z. We set Best,(z, s) = a(z, s) corresponding

to the selected member Sy (z.s).-

6.3.1.2 Method-2

This method is based on Approach 2. It is a cost-based method that selects a
subset Sq(z,s) for each node € G based on good out-neighbours of x in state
s, and hence can improve the performance measure Expo(G, p). In particular,
Method-2 works by selecting a member Sy, ) of the set {Sa,(z,5)s s Sargo(z,s) }
that has the highest weight, w(Sa(s,)), as explained in Section 6.2. Then,
we set Best,(x,s) = a(x,s) corresponding to the selected member Sy, ) of
out-neighbours of = in state s.

After computing a g,y and .4 for each node x € G, the actual full (re-
spectively, reduced) transmission range of a node x is calculated as explained
in Section 6.2. Therefore, full (respectively, reduced) arcs for each node z € G

are added based on node’s directionality parameters DIRcomm (7).

6.3.2 Algorithm Details

Fig. 6.3.1 shows a pseudo code for function HWAS. Step 1 initializes array
Best,, used to store a(x, s) for all nodes in G. The nested loop in Steps 2 and
3 iterates over each node-state pair (z,s) to find its half-width angle a(z, s).
Steps 4 and 5 perform a sequential search for a good setting of an angle a(z, s)
in the range [1°,180°] (in increment of 6 = 1°). This process generates a set
{Sai(@,s)s s Sarso(a,s) } Of possible subsets for node x’s neighbours. Step 6 eval-

uates each generated set, and selects a subset Sy, ) using either Method-1
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or Method-2. Step 7 sets Best,(z,s) = a(z,s) corresponding to the best
subset Sq(z,s) Of the out-neighbours of z in state s. Finally Step 9 returns

Best,,.

Function HWAS(G, p)
Input: An instance (G,p) of the DirEXPO-RU problem, and DIRcomm ()
for each node x € G

Output: Compute a(z,s) where z € G and s € { full, reduced}

1. set Bestq, = {}

2. foreach (node z € G)

{

3.  foreach (node state s € { full, reduced})

{
4. for (o =1° to 180° step o)
{
5. find set {Sq, (z,5) ++» Sago(z,s)} Of subsets of out-neighbours
of x as explained in the text
}
6. evaluate the obtained set and select a subset S, ;) for z in

state s using Method-1 or Method-2 as explained in the text

7. set Bestq[(w,s)] = a(x, s) that corresponds to Sy(ys)

}
}

8. return Best,

Figure 6.3.1: Function HWAS for the DirEXPO-RU problem

6.3.3 Running Time

Consider an input problem instance on a 3-state network with n nodes. Denote
by dpae: the maximum possible out-degree of any node (dq., < n —1). Thus,
the maximum possible number of arcs in the network is m < dy,0.(n — 1).

Method-1 iterates a fixed number of times (depending on the increment
angle 0) over every node-state pair (z,s). Each iteration examines at most
dymaz POssible out-neighbours of x. Thus, the algorithm requires O(n - dpaz)
time.

Similarly, Method-2 iterates over every node-state pair (x,s). Assume a
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fixed number of node states (in Fig.6.3.1, we use only 2 states), and assume
a fixed number of times Step 4 iterates (depending on the increment ¢§), and
noting that in each iteration of Step 4 one can identify each set Sy, of
out neighbours of x in O(n) time. We conclude that the algorithm requires

O(n - (n+m)) time. W

6.4 Computing Bounds

One main contribution of this work is obtaining lower bounds (LBs) on Expo(G, p, kreq)
for the DirEXPO-RU problem where each input graph G is constructed by our
devised HWAS configuration methods. To compute the Expo measure for any
given problem instance, we use an iteratively improvable method, called the
factoring method. Reference [7] is among the early references to this general
method. Subsequently the method has been used to obtain lower and up-
per bounds on many reliability problems, including the class of path exposure
problems (see, e.g., [8, 20]). In [20], the authors adapt the factoring method to
compute lower bounds (LBs) and upper bounds (UBs) of the EXPO problem
by generating s-disjoint pathsets and cutsets, respectively.

In more details, the factoring algorithm systematically generates a set of
pairwise statistical disjoint (s-disjoint, for short) configurations that can be
used to obtain bounds from the sum of disjoint products. We call two con-
figurations € and C s-disjoint if at least one node, say x, that appears in
both C} and C is assigned two different states in the two configurations. So,
Pr(C;) + Pr(C;) is the probability of obtaining at least C; and/or C;. For the
DirEXPO-RU problem, e.g., the configurations Cy = {(1, reduced), (2, fail)},
and Cy = {(1, full), (2, fail)} are s-disjoint since node 1 is assigned two dif-
ferent states in C; and Cs.

For the EXPO-RU problem (with omnidirectional transmission), the work
in Chapter 3 develops function E2P (for extension to a pathset) that extends
(if possible) a given configuration C' to a pathset. The E2P function is used

within the factoring method to obtain LBs on the solutions. In this context,
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the method generates a set {P;, P,,--- , P.} of pathsets such that

Expo(G, p, kreq) > Z Pr(P;) (6.4.1)

i=1
In the next section, we present results based on using this latter method to
compute LBs on problem instances generated by our HWAS configuration

methods.

6.5 Numerical Results

In this section, we present results to evaluate and compare the performance of
the devised directional transmission configuration approaches.

Test networks. The results are for a class of networks that can be viewed
as extended 2-dimensional square grid networks (denoted x-grids). Any such
WxW network G has W rows (and columns) indexed as 0, 1,2, -+, W —1 from
bottom to top (respectively, left to right). Each node has (z,y)-coordinates.
The sink node is placed at the origin at coordinates (0,0). Rows (respec-
tively, columns) run horizontally (respectively, vertically) parallel to the x-axis
(respectively, the y-axis). The horizontal (or vertical) distance between two
consecutive nodes in the grid is set to 100 units.

As explained in Section 6.1.3, when a node is in the full energy state its
actual transmission range is assumed (for simplicity of obtaining numerical
results) to decrease linearly from Ry, (o = 1°) = 360 units to Rpu(a =
180°) = 180 units (the omnidirectional case) as the half-width beam angle «
increases. Thus, e.g., with omnidirectional transmission of an internal node x,
the node can reach 8 other nodes (corresponding to 4 horizontal and vertical
neighbours, and 4 diagonal nodes). Likewise, when a node is in the reduced
energy state its actual transmission range is assumed (again, for simplicity)
to decrease linearly from R,.q;(a = 1°) = 180 units to R,.q(a = 180°) = 100
units as the half-width beam angle « increases. Thus, with omnidirectional
transmission of an internal node x, the node can reach 4 other nodes. In
each x-grid, the intrusion path P runs vertically between the rightmost two

columns. Only nodes that lie on the immediate left and right of P sense the
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path.

Node-state probabilities. We obtain results with 95% confidence and each
point in each obtained curve is the average of 20 runs, where each run assigns to
each node = random py, () and p,eq(z) such that pruu(z) +prea(r) +proa(x) =

1 and each run completes within 71 seconds.

Reliability lower bounding method. In each run, a LB on Expo(G, p) is
obtained by the factoring algorithm after performing 1000 iterations.

Graph legend. Labels Method-1 and Method-2 refer to results obtained us-
ing our devised HWAS algorithm based on Approach 1 and Approach 2 , re-

spectively. The Ommni label refer to results obtained using omnidirectional

transmission.
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Figure 6.5.1: Links and exposure versus ©,,,4 € [0°, 360°]

6.5.1 Effect of Varying O,,;4

In this set of experiments, we explore the ability of our two devised approaches
to configure the beam-widths of each node so as to achieve good LBs on the

exposure reliability measure. We utilize a 6 x 6 x-grid, and vary ©,,;4 in the
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range [0°,360°] (all nodes use the same ©,,;4 value). We recall that for each
node x and state s € {full,reduced}, the proposed approaches are used to
configure the angles a(x, s), and consequently the out-neighbours of node x.

Fig. 6.5.1a presents a histogram of the average number of links in the
network that results from using random node-state probabilities (explained
above). The average number of links achieved by the omnidirectional configu-
ration is constant (independent of ©,,;4). Method-1 has a particular strength
in maximizing the out-degree of each node. Thus, it achieves the highest av-
erage number of total links in the network. Method-2, however, produces a
comparable number of links in the graph.

Fig. 6.5.1b presents curves of the average LB on the computed Expo(G, p)
measure. Method-2 has a particular strength in selecting for each node x
reachability to out-neighbours that are deemed to be good in reaching the
sink node. Thus, one expects the resulting LBs to outperform LBs obtained
from the two other methods. This expected behaviour is confirmed in the

figure.
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Figure 6.5.2: Links and exposure versus network size

6.5.2 Effect of Varying Network Size

Here, we show the effects of using different networks of size W x W, where

W € [2,6] and O,,;; = 180°, on the obtained number of links and exposure.
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The proposed approaches are used to configure the transmission beams of each
node for both the full and reduced power states. Fig. 6.5.2a and Fig. 6.5.2b
show the obtained number of links and exposure, respectively, for all methods:
Method-1, Method-2, and the Omni method.

Fig. 6.5.2a shows that the number of links increases as network’s size in-
creases for all used methods as a large network will have a higher number of
nodes, and hence more links. However, Method-1 obtains the highest number
of links compared to Method-2 and the Omni method.

Fig. 6.5.2b shows that the obtained results by Method-1 and Method-2
outperform the Omni method for different network sizes. The results illus-
trate the advantages of using directional sensors over omnidirectional as they
provide a higher level of tunability needed in optimizing their performance

when network’s size increases.

6.5.3 Identifying Good Working Direction 0,,;;

Configuring the direction of the transmission beam center (determined by the
angle ©,,;4) of nodes in the network is critical for obtaining good performance.
In cases when this parameter is misconfigured for a node, it is hoped that by
adapting the beam width the node can still deliver acceptable performance.

In this set of experiments, we examine this aspect when using WxW x-
grids and varying W in the range [2,6]. Since the sink node is placed at the
(x,y)-coordinate (0,0), the direction of the line between a node z and the
sink varies in the range [180°,270°] (180° for nodes on the x-axis, and 270° for
nodes on the y-axis).

Fig. 6.5.3 shows detailed obtained results when changing ©,,;4 in the range
[0°,360°]. The results show that directional settings outperform the omnidi-
rectional setting when all nodes are oriented so that ©,,;4 € [180°,270°]. The
results also show that even when 0,,,4 = 90° (a setting that can be viewed
as a misconfiguration, given the sink position), the working of Method-1 and
Method-2 have been able to adjust the angle a of each node and the obtained
LBs are comparable with the omnidirectional case. The results also point to

the importance of adjusting the beam-width 2« based on the quality of the
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obtained routes to the sink (as considered in Approach 2).

6.5.4 Exposure Versus Node State Probability

Here, we compare directional transmission with omnidirectional transmission
as we set pru(r) = prea(z) = p for each node z, and vary p in the range
[0.0,0.5]. The probability p here can be viewed as the node’s operating (either
in the full or reduced sates) probability. We note that low p values correspond
to cases where the fraction of time when nodes in the network operate in the
full or reduced energy states is small. This can happen, e.g., because nodes
can not harvest enough energy, or nodes decide to conserve power.

The experiments use a 6 x 6 x-grid with k., = 1 (Fig. 6.5.4a), and k., = 3
(Fig. 6.5.4b). In all cases, for any value of p, directional transmission achieves
higher average LB on Expo(G,p) than omnidirectional transmission. The
results show the advantage of utilizing and properly configuring directional
EH-WSNs. The curves also show that directional networks are capable of
having an exposure reliability that exceeds the operating probability of any

single node in the network.
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6.6 Concluding Remarks

In this chapter, we consider a fundamental problem on configuring the trans-
mission beams of nodes in a WSN that employs energy harvesting (EH) to
achieve prolonged operating time. We take the overall network reliability for
a path exposure problem as an objective function that we seek to maximize.
We propose two configuration approaches to configure the transmission beams
of each node in the network given its transmission beam centre. The proposed
approaches have shown the advantages of using directional transmission over

omnidirectional transmission.
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Chapter 7

Conclusion and Future Work

7.1 Summary

In this thesis, we consider EH-WSNs where fluctuations in a node’s stored
energy affect primarily its transmission range. We analyze a class of intru-
sion detection problems where an unauthorized traversal aims at crossing a
geographical area guarded by an EH-WSN. The main objective is to develop
methodologies to quantify the likelihood that an EH-WSN whose nodes are
subject to energy fluctuations can provide simultaneous detection and report-
ing of unauthorized traversal along a given path to a sink node.

We formalize an EH-WSN reliability problem, called path exposure with
range uncertainty (EXPO-RU) that calls for computing the probability that
the collaborative work of all nodes in a given EH-WSN succeeds in detecting
and reporting an intrusion along a given path. We show that the problem is
computationally intractable, and develop iteratively and non-iteratively im-
provable algorithms for driving lower and upper bounds on the exact solutions
of the problem.

In Chapter 3, we formulate the EXPO-RU problem and show that the prob-
lem is #P-hard. In addition, we consider the extension to a pathset (E2P)
problem for the EXPO-RU problem, and propose an efficient heuristic algo-
rithm to solve the E2P problem. The devised algorithm is used to design both
iteratively and non-iteratively improvable LB algorithms for the EXPO-RU
problem. In Chapter 4, we extend the work in Chapter 3 by considering the
extension to a cutset problem (E2C) for the EXPO-RU problem. We present
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two efficient heuristic algorithms to solve the E2C problem, and use the de-
vised algorithms to design both iteratively and non-iteratively improvable UB
algorithms for the EXPO-RU problem.

In Chapter 5, we consider two general types of reliability problems on
probabilistic graphs where each node can be independently in one of a possi-
ble number of node states (such as the EXPO-RU problem). Each type has
two problems defined on pathsets and cutsets, respectively. For the cutsets
(or, pathsets) version of the first problem type, we devise a dynamic program-
ming approach to compute bounds on the exact solution from sequences of
the problem’s cutsets (respectively, pathsets). The resulting algorithms are
versatile and work for any reliability type problem where the system is coher-
ent and the set of node states form a total order under certain relation. For
the cutsets (or, pathsets) version of the second problem type, we are given
a disjoint sequence of cutsets (respectively, pathsets), and we extend it to a
potentially larger sequence of consecutive cutsets (respectively, pathset) that
exploits the multi-state node model.

In Chapter 6, we consider a variant of the EXPO-RU problem where
nodes are equipped with directional communication devices, and study the
DirEXPO-RU problem. In this context, we consider a fundamental problem
on configuring the transmission beams of nodes in a WSN that employs energy
harvesting (EH) to achieve prolonged operating time. We take the overall net-
work reliability for the DirEXPO-RU problem as an objective function that
we seek to maximize. We propose two configuration approaches to configure
the transmission beams of each node in the network given its transmission
beam centre. The proposed approaches have shown the advantages of using
directional transmission over omnidirectional transmission.

Contributions of thesis based on the work in the thesis appear in publica-

tions [8-12].
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7.2 Future Work

In this section, we outline some possible future research problems and direc-

tions related to the main thrust of the thesis as follows.

e In Chapters 3 to 6, we consider outdoor WSNs where nodes operate on
energy harvested from ambient environment (e.g., solar energy). We in-
vestigate the well-known path exposure problem in WSNs under range
uncertainty. To cope with range uncertainty of nodes in such EH-WSN]
we assume that such fluctuations in a node’s energy levels affect only the
transmission range of the node and we assume that each node has an
energy management unit (EMU) that controls node’s state as well as its
corresponding transmission range during any time slot. Our assumption
arises since wireless transmission is the most energy consuming activity
in many WSNs. It is worthwhile to extend the work by considering addi-
tional effects of energy fluctuations (e.g., effect on both communication

and sensing rages).

e In the thesis, we devise algorithms that can work for any given number
of Ngae Of node states. We obtain numerical results when Ngge =
3. Obtaining numerical results when Ny, > 3 is expected to help
in exploring the trade-off between increasing the model complexity and

obtaining more refined results.

e In light of the #P-hardness result of the EXPO-RU problem, our work in
the thesis has considered developing efficient algorithms for computing
lower and upper bounds on the exact solutions of the problem. I propose
to investigate the existence of polynomial time algorithm to solve the

problem on useful special classes of networks (e.g., the class of W x L

x-grids with fixed width W).

e In Chapter 6, for the DirEXPO-RU problem, we investigate a fundamen-
tal problem on configuring the transmission beams of nodes where nodes

beam centers are assumed to be given as input. The obtained results
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have shown the advantages of using directional transmission over omni-
directional transmission. I propose to extend this work by developing a
more comprehensive dynamic configuration algorithm that does not take

the beam centers as input.

Our results in the thesis concern the case where an EH-WSN has single
sink. I propose to consider cases where the network has two, or more,

sink nodes and develop such algorithms to handle such networks.
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Appendix A

Overview of Some Analytical
Models

In this section, we present some analytical methods used in a number of papers.
The section is organized around a number of relatively short sections, each
section focuses on modelling some particular aspect in one paper (or, two
related papers by the same authors). Sections based on the work that appears
in a published manuscript share the same variable names. Related sections

share the same references in their section titles.

A.1 Energy Model for Super-Capacitor and
Rechargeable Battery in [3]

The work presented in [3] considers a WSN with a hybrid energy storage
system (HESS) in each node that combines the use of a super-capacitor (SC)
and a rechargeable battery (RB). In the model, time is divided into equal time
slots. At the beginning of time slot ¢, node n operates with the harvested
energy accumulated in the previous time slot ¢ — 1. At the end of a time
slot ¢, the energy required to transmit a packet is instantaneously removed
from the HESS. By taking into account energy leakage, harvesting rate, and
transmission load of data packets, the energy model for the super-capacitor

(SC) at node n is calculated using equations A.1.1 to A.1.3.
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Energy model at the beginning of a time slot ¢:

Esc(n,t) = min{([Esc(n,t) — a(t — 1)] + [1 = Sa(n, )] 1 (t — 1)), usc }
N—_—— —— N — N—— —— \eg-/

(A.1.1)

where:

e; = the residual energy in the SC of node n at the beginning of time slot ¢
es = the residual energy in the SC of node n at the end of time slot ¢

e3 = the energy leakage of the SC over time slot ¢

ey = a 0/1 value; the value is set to 0 if the harvested energy is directed to
the SC of node n in time slot t. Else, it is set to 1 to allow the RB be
charging until it gets full

es = the energy harvested by node n in the previous time slot ¢

eg = the maximum capacity of the SC; the min{.,.} function prevents the

possibility of exceeding the maximum capacity.

Energy model during a time slot ¢:

S J

Bioaa,sc(n, t, R(j)) = @E(nf(j)) 1[Esc(n, 1) —1()E(n, R(j)) > 0]

v~ ~"~
€1 €2 €3 €4

(A.1.2)

where:

e; = the energy consumed by node n during time slot ¢ to relay packet 5 on

route R if the super-capacitor (SC) is used
eo = length of packet R(j) in bytes
e = the consumed energy per byte to transmit packet R(j) from node n

es = a 0/1 indicator function I, where I = 1 if the residual energy in the SC
at the start of time slot ¢ > the amount of energy required to relay the

packet R(j). Else, the function I =0
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Energy model at the end of a time slot ¢:

Esc(n,t) = B(n, D, t)[Esc(n,t) = Eiaasc(n, t, R(j))] (A.1.3)
—_———— ——— —— -~ ’
el e2 es es

where:

e; = the residual energy in the SC of node n at the end of time slot ¢

e; = a 0/1 indicator function for the event that the RB of node n has not

exceeded its cycle lifetime at the beginning of time slot ¢

e3 = the residual energy in the SC of node n at the beginning of time slot ¢

(from equation A.1.1)

e4 = the energy consumed from the super-capacitor (SC) of node n at time

slot ¢ to relay packet R(j) (from equation A.1.2)

The energy model for the rechargeable battery (RB) uses three similar equa-
tions (see [3]).

A.2 Routing Based on Cost-benefit Function
in [3]

The above equations are used in [3] to compute a cost-benefit function (A.2.1)
that reflects the ability of a node n to transmit a data packet at each time slot
t. In particular, the lower the cost function, the more able a node to forward

a packet.

cost(n,t) = [he(n,t) * wh, + Goc * Wy,,| — [Esc(n,t) * wse + Egp(n,t) * wrp +
— —_— ~ ~- 7N ~- o

el eo es €4 €5

v(n,t) * wy + Le(n,t) * wr,]

1

~~ ~~
€6 €7

(A2.1)

where:

e; = the cost function (can be negative) for node n at time slot ¢; this cost
function is used to determine the ability of a node to forward a data

packet to the sink.
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es = the hopcount (the minimum path length) to the sink (weighted by wy,,)
e3 = the length of the node’s transmission queue (weighted by wg.)

e4 = the residual energy in the SC of node n at time slot ¢ (weighted by wgc)
e5 = the residual energy in the RB of node n at time slot ¢ (weighted by wrp)
e = the energy harvested by node n at time slot ¢ (weighted by w.)

er = the cycle lifetime of the RB (weighted by wy,.)

Each parameter in the above cost function (e.g., h.(n,t)) is multiplied by
a weight and each parameter is set to a value in the range [0,100] (e.g.,
Egrp(n,t) = 100 means the RB is fully charged). Whenever a node has a
data packet to route, it queries all of its neighbours about their respective
costs to route the packet. The routing algorithm then forwards the packet to
the neighbour having the smallest cost.

In the simulation section, the authors set the energy leakage of the SC per
time slot («(t)) to 0.1m.J, the maximum capacity of the RB (ugg) to 75.J, the
RB cycle lifetime (L.) starts with value 1150 sec and decreases 0.5 sec after
each discharge. Each node generates data packets of size L(j) = 24 bytes with
data rate 1 packet/second, the energy spent in transmitting and receiving 1
byte of data is 59.2u.J and 28.6u.J, respectively. The duration of each time slot
is T' = 100ms, the energy harvested by a node at time slot ¢ is y(n,t) = 1m.J,
which corresponds to the energy harvested by an outdoor photo-voltaic cell in

a time slot.

A.3 Basic Node Energy Model for Cluster Rout-
ing in [4, 5]

In [4, 5], Peng et al. consider EH-WSN with N energy harvesting sensor
nodes that are grouped into K clusters and each cluster has a cluster head
(CH) that gathers, aggregates data packets received from cluster members

(CMs) and sends the data to the base station.
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The energy consumed by the transmitter of a sensor node n to transmit

one bit of data (denoted, Er, /(1)) is given by:

el +egprd® ifd<d

. ~ (A.3.1)
€tz +Empxd” if d>d

ETa:/bit (n) = {

where:

® £, is the energy consumed by the transmitter electronics to perform

signal filtering, modulation and code spreading.

® ¢, is a constant depending on the required receiver’s signal-to-noise ratio
(SNR) so that the bit error rate is acceptable assuming the free space

path loss model (d* power loss).

® ¢, is a constant depending on the required receiver’s SNR assuming a

two-ray mulitpath propagation model (d* power loss).

Similarly, the energy consumed by the receiver of a sensor node n to receive

one bit of data (denoted, Eg, pi¢(n)) is estimated as follows:
ERJ:/bit(n) = Erx <A32)

where ¢,, is the energy consumed by the receiver electrics to receive one bit
of data.

Based on equation A.3.1, the total energy consumed by a cluster member
(CM) to sense and transmit one bit of data to a cluster head (denoted, Ecpr(n))

is computed as follows:
ECM(n) = Egs T+ ETx/bit(n) (A33)

where €g, represents the energy consumed to sense one bit of data.

Similarly, the total energy consumed by a cluster head (CH) to handle (re-
ceive, aggregate, transmit) one bit of data sent by a cluster member (denoted,
Ecp(n)) is estimated as follows:

ETJ:/bit (TL)

Ecr(n) = Egepit(n) + aggq + o

(A.3.4)

where:
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e « is data aggregation factor. If a perfect aggregation method is used,
« is set to the number of cluster members inside the cluster. Else, set

a=1

e £4, is average energy consumed in data aggregation process to process

and aggregate one bit of data

A.4 Node Energy Budget in a Time Slot in [4,
5]

In order to track the harvested solar energy during a typical day (24 hours),
the authors in [4, 5] divide the system’s time into a number of time slots that
are indexed by ¢t = 1,2,..., N. The length of each time slot is denoted T
Thus, the amount of predicted harvested energy during a time slot ¢ by a

sensor node n (denoted, E} (1)) is given by:

B (1) = /  Pu(t)dt (A1)

where Py (t) is the predicted harvested power rate in time slot ¢ where a and
b are the start and end of the time slot t, respectively.

To maintain the energy neutral state, the energy consumed by a sensor
node should not be more than the harvested energy by the sensor during a
specific number of time slots, denoted N;. Let E%(t) denote the amount of
energy that node n can use in time slot ¢ (called the energy budget function).
So, to preserve the energy neutrality during a period of N, time slots, we need

to satisfy the following expression:

i En(t) < i E™ (1) (A.4.2)

The authors noted that energy storage devices such as batteries and super-
capacitors usually suffer from energy storage inefficiencies. For simplicity,
the authors deal with a system with no such inefficiencies, and hence, set
E%(t) = EY(t). In the simulation work, the authors set the length of each
time slot T = 1 hour, and set the harvest energy E%(t) = 54 + X Joules,

where X is a random variable drawn from a random distribution N(0,4).
115



A.5 Estimating Cluster Head Group Size in [4,
5]

The work in [4, 5] manages an EH-WSN by partitioning the N nodes into
K clusters, where K is a user specified number. Each cluster is composed
of cluster members (CMs) and nodes in a cluster head group (CHG). At the
beginning of each time slot ¢, nodes spend time forming clusters, selecting a
cluster head group, and cluster members for each cluster. The remaining time,
denoted Ty,, is used to process the sensed information bits. Nodes in a CHG
do not perform sensing tasks, rather they process sensed information bits from
CMs, aggregate the information, and send the information to the base station.
Nodes in a CHG are scheduled so that at any instant one node serves as an
active cluster head while the remaining nodes in the CHG go to sleep.

In this section we explain the method used in [4, 5] to estimate the size
of a CHG (denoted, N&) for a cluster k, where 1 < k < K. To start, the
authors observe that since the number of control messages exchanged for clus-
ter formation is small compared with the number of data packets that will be
sent in each time slot, the energy spent on exchanging these control message
can be neglected. Hence, the maximum amount of data bits in one time slot ¢
(denoted, BX  (t)) that can be transmitted by all cluster members (N&,,) in

max

cluster k without compromising energy neutrality, can be estimated as follows:

k
NCJM

Ep(t)
B¢

BF (1) = (A5.1)

max

(]

n=1

where:

o I, is the amount of energy consumed by cluster member n to sense

and transmit one bit of data (from equation A.3.3)

e FE7(t) is the amount of energy budget assigned to cluster member n in

time slot ¢ (from equation A.4.2)

ER (1)

n
EC M

° is the amount of data bits that cluster member n can sense and

transmit in a time slot ¢ without compromising its energy neutral state.
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Based on equation A.5.1, to ensure energy neutrality of all nodes in the cluster

head group (CHG), the following equation should be satisfied:

k

i‘ Fi(t) > BF (1) (A5.2)

n=1

where:

e Ecpg(n) is the energy consumed by node n in the CHG to handle (receive,

aggregate, transmit) one bit of data (from equation A.3.4)

e FE}(t) is the amount of energy budget assigned to node n in the CHG at
time slot ¢ (from equation A.4.2)

e N/ is the number of nodes in the cluster head group (CHG)

o EEg‘i(Z BE (t)) is the maximum amount of data in bits that node
cr(n) mazx

n in the CHG can handle without compromising its energy neutrality.

Thus, the LHS of the inequality (equation A.5.2) denotes the maximum

amount of data in bits that all nodes in the cluster head group (CHG)

can handle without compromising the energy neutrality of any node in

the CHG.

Based on equation A.5.2, as the size of the cluster head group NJ increases,
the LHS increases. However, the RHS decreases as the number of cluster
members NZ,, decreases. As a result, there will be fewer cluster members
(CMs) to gather data to send to the CHG. The size of the cluster head group
(CHG) is chosen to be the smallest integer value N& that satisfies inequality
A.5.2.

A.6 Node Scheduling in [4, 5]

In this section, we present the key ideas used in scheduling nodes in a typical
cluster k. The time period T of a typical time slot can be written as T" =
B+ Ty, where § is an initial part of T used for cluster formation, and deciding
on CHG nodes (and, the CMs) in each cluster k, and Ty, is the remaining part

of T used in collecting, processing, and relaying information bits.
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Scheduling of nodes in a cluster member (CM): In a cluster k& with

NE,; member nodes, each node n is scheduled so that it transmits for a total

of ]@df time during a time slot. Thus, the maximum data transmission rate
CcM

by any such member n is given by:

Dn( ) B:lnax( ) Elg@)*NgM
tx - - n
i ST

(A6.1)

Scheduling of nodes in a cluster head group (CHG): In a cluster k& with
NE nodes in its CHG, the scheme sets a CHG node n to be an active head
for a period of time denoted 77. To derive an expression for 77 that satisfies

energy neutrality, the authors observe that:

e B* () is the maximum amount of data bits generated by all cluster

members in one time slot (equation A.5.1)

. % is the maximum data rate generated by all cluster members in

one time slot

%TZ is the maximum amount of data handled by cluster head n in

one time slot

Thus, the maximum feasible 77 time should satisfy:
B (t) 10

Tx Eg‘H

Each node n in the CHG knows E}(t), E¢y, and Ty, In addition, after

deciding on the CHG (and the CMs) the node is informed about BF __(t).

max

* T = (A.6.2)

Thus, each node n in a CHG can compute its T time. To verify that anl
(that is, the CHG can serve during the Ty, interval), we check that:
NE ER(t
Zn 1 ()
Z TA B’Fnaz(t) 2 sz (A63)

Ty

A.7 Overcharge Wastage-Aware Routing in EH-
WSNs in [2]

In [2], the authors model EH-WSNs with a graph G where each node v; € G

has an energy storage unit with capacity B. In their work, time is slotted
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around slots of length 7}, seconds each (7}, = 10 seconds, or 100 seconds in the
simulation section). In any time slot, when a node harvests enough energy,
any additional received energy is wasted. The work formalizes a route selec-
tion problem that aims at reducing such overcharge wastage in each time slot.

More details are highlighted below.

Table A.1: Notation

Notation | Description

Ty A specified prediction time

€; Current residual energy at node v;

€h_i Estimated harvested energy during 7},
€ci Estimated consumed energy during 7},
B Battery capacity

On A route between source and sink

Problem formulation: The model uses the following variables (see Table
A.1): e; denotes node v; energy at the beginning of a time slot, e,; is the
estimated harvested energy during 7}, e.; is the consumed energy if node v; is
active transmitting and receiving packets during 7}, and o,, is a route between
some source and destination nodes where every node v; along the route is
active during Tj,.

In the following equations, e, o, ; (respectively, e, i) denotes the over-
charge wastage when node v; lies on the active route o, (respectively, does not

lie on ) during Tj,.
ew.oni = mazl0, (e; + en; — ec.; — B)] (A.7.1)

€w.ofsi = maz|0, (e; + ep; — B)] (A.7.2)

Thus, the sum of energy consumption due to communication for nodes on the
active route o,, and the total network wastage of all nodes is given by:
Clon) = Y (ecit Cwoni) + D Cworsi (A.7.3)
Vi€EOon viton
The devised routing scheme, in [2], aims at finding a route o, at each time

slot T}, (between given source and destination nodes) that minimizes the cost
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C(0y). The work, in [2], does not give an exact algorithm to find such optimum
route o,, rather the authors modify the well-known Distance Source Routing
(DSR) protocol [1] to find the best possible route from a subset of all possible
routes. Roughly speaking,

e The scheme modifies the headers of the Route Request (RREQ) messages
to collect information needed to compute > ., (€ci + €woni) OVEr a

traversed route o,.

e The destination waits for sometime to receive a subset of routes from
which it can compute a lower bound on Zvi%an ewoffq (the off-route

information).

e The destination waiting time is controlled by a timer, called RREQ
timer (7}.,). The authors remark that 7,,, should be small enough to
avoid unacceptable route acquisition delay, but large enough to allow

possible optimal routes to be received.

e In addition, each selected source-destination route is invalidated after a
route expiration time period. This feature allows routes to be updated

in response to changes in node energy states.
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