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Count Instr %inst %bytes %cum
369709 mov 27.68 9.06 9.06
241667 push 18.09 5.92 14.98
120441 call 9.02 2.95 17.93
071874 pop 5.38 1.76 19.69
060832 cmp 4.55 1.49 21.18
058132 lea 4.35 1.42 22.60
051245 je 3.84 1.26 23.86
047635 jmp 3.57 1.17 25.02
044987 add 3.37 1.10 26.12
043455 test 3.25 1.06 27.19
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FF15 5634AD40>+

Count Instr %inst %bytes %cum
085558 call XX 6.40 2.10 2.10
019080 jmp XX 1.43 0.47 2.56
008949 je XX 0.67 0.22 2.78
008021 push XX 0.60 0.20 2.98
005810 jne XX 0.43 0.14 3.12
003218 call dword[XX] 0.24 0.08 3.20
001439 mov edi, XX 0.11 0.04 3.24
000977 mov eax, XX 0.07 0.02 3.26
000634 ja XX 0.05 0.02 3.27
000586 jl XX 0.04 0.01 3.29
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Count Instr Opcode %inst %bytes %cum
042150 je 74 3.16 1.03 1.03
032782 jne 75 2.45 0.80 1.84
024413 jmp EB 1.83 0.60 2.43
019243 jmp E9 1.44 0.47 2.90
009089 je 0F84 0.68 0.22 3.13

005853 jne 0F85 0.44 0.14 3.27
003977 jmp FF 0.30 0.10 3.37
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Count Instr-Pairs %inst %bytes %cum
022503 test je 1.68 0.55 0.55
018580 cmp je 1.39 0.46 1.01
018571 cmp jne 1.39 0.45 1.46
012043 test jne 0.90 0.29 1.76
003573 mov je 0.27 0.09 1.84
002698 mov jne 0.20 0.07 1.91
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Comparison Instructions Preceding Transfer
Jump 0-remove 1-remove 2-remove
160091 90112 11048 25331
100% 56% 6.9% 15.8%

"%�
�	���	
������	�����
�
	���	��������	��	�%�	���%���	����	

����������	�������%� 	1%��%	�
	��
��

��	��=�,

�����
��!	������
����������	����#

�����	
������
 	��������	�������	��	�%�	-!	I����� 	

���	
����%�� 	���%	��	��
/	���	��	������ 	���	�������
	���	

���� 	 ������ 	 �%�� 	 ����% 	 ���%��� 	 ��������, 	 	 "%���	


��������
	���	��������+

�, %��%	���&�����	�D2���	
�����
	��	
�����	��
��������
 	�,�,+

� �6�$	:���	!�->7		��$#	:'G;	!�J>7	II�#	:��00>

�, 
�&�����
	��	��
��������
	1��%��	�	����

���	���=����� 	�,�,+

� 	�������	,,,	?���7	��
%	,,,	����

6, ��
��������
	1��%	6�2���	�����

�
	�%��	���	��������	��	�%�	�����	

�����

	
���� 	�,�,+

� !*	)�))))))		:K���	���1���	�	����
>

"%� 	 	 %��% 	 ���&������D2��� 	 
�����
 	 ��� 	 ���� 	 ��� 	 ����	

������	+		���	�=�����	�%�	�1�	����
	�6�$	���
������	,#�E	

�� 	 �D2��� 	 
�����
 	 �� 	 ���� 	 
�����
 	 ��� 	 �%� 	 �=������	

���������� 	 ��� 	 ������ 	 ���� 	 1���� 	 �� 	 :�H�#D>� 	 ��	

5

������������	
����
��������������
���������������������������������������������
������������
�����������������������
���������������
� ��������!�����"���#����� �
$
����������%�������������&'�
����
����������� ��������������!�������"���#���$
��������(�))���
��������&'�
��"���#���*�
$
��������
�������))))����	������������
�����������%
�����������+��+���������
�����������%�%����������,����������� :4AD02B9D 85C0 test eax, eax

:4AD02B9F 59 pop ecx

:4AD02BA0 0F852D5E0000 jne 4AD089D3

:4AD06F61 83F801 cmp eax, 001
:4AD06F64 8B8DF0FDFFFF mov ecx, dword[ebp+FFFFFDF0]
:4AD06F6A 8901 mov dword[ecx], eax

:4AD06F6C 0F8449C60000 je 4AD135BB
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<%���	O	P	����	���	µ	P	������+

If  Sig- . i > 100 then CPI += 1.
If  µSig- i > 100 then µCPI += 1
if CPI == 0 then CPI++;  µCPI++. .
CPDI = µCPI / CPI.
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Section µCPI  CPI� CPDI
0 30 30 1.00
1 0 0 1.00
2 0 0 1.00
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Section µCPI  CPI� CPDI
0 27 0 28.00
1 0 0 1.00
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e_lfanew 00E0
AddressOfEntryPoint    5056
BaseOfCode             1000
BaseOfData             1f000
ImageBase              4ad00000
SectionAlignment       1000
FileAlignment          0200
SizeOfImage            61000
SizeOfHeaders          0400
LoaderFlags            0000
NumberOfRvaAndSizes    0010
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Name .text .data .rsrc
VAddr 1000 21000 3e000
VSize 0001f5e0 0001ca24 000228b0
RAddr 00000400 0001fa00 0003c400
RSize 0001f600 0001ca00 00022a00
Char 0000020 c000004 40000040
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Sect µCPI  CPI� CPDI Packer
0 *** 27 0 28 Armadillo

1 0 0 1 Armadillo
2 *** 29 0 30 Armadillo

3 0 0 1 Armadillo
4 0 0 1 Armadillo
5 0 0 1 Armadillo
6 0 0 1 Armadillo
0 *** 30 0 31 AsPack

1 0 0 1 AsPack
2 0 0 1 AsPack
3 0 0 1 AsPack
4 0 0 1 AsPack
4 *** 11 0 12 ExeCryptor

5 3 0 4 ExeCryptor
6 0 0 1 ExeCryptor
0 0 0 1 ExeStealth
1 0 0 1 ExeStealth
0 *** 27 0 28 PrivateExe

1 0 0 1 PrivateExe
2 *** 24 0 25 PrivateExe

3 45 45 1 PrivateExe
4 0 0 1 PrivateExe
0 *** 30 0 31 RLPAck

1 0 0 1 RLPAck

"1�	���/��	�������
	���	���	
%�1	����	�%����
	

����	�=�������+

Sect µCPI  CPI� CPDI Packer
0 0 0 1 ExeStealth
1 0 0 1 ExeStealth
0 23 23 1 nBinder
1 0 0 1 nBinder
2 0 0 1 nBinder
3 0 0 1 nBinder

	��	���� 	�$��������	���
	���	
%�1	���%	����	��	��� 	1%��%	��	

��
���	�
	%��%��	
�
������
 	������	���������	��	���
���+

<%��	���������	����	1�
	�����	��	�%�	��
����%	 ����	 �%��	


������ 	 �%� 	 �=������� 	 �������9
 	 ���� 	 %���
 	 �=��������	

����	1�
	�����,		"�=�	����	�%�	��1	�����
�
	����	1��%	����	

����	����� 	�������� 	���	
�5�+

~Heap: 30 Code Pages Found @00140000->000cb000
~Heap: 18 Code Pages Found @00390000->00047000
~Heap: 30 Code Pages Found @00953000->00020000
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1 HiddenChild:   C:\Temp\cmd.exe   nBinder
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1 Attr AEP=-1
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4 Attr AddressOfEntryPoint
1625~a596 1501~a596
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���������	
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6 Attr NumberOfSections 2~3
4~255 4~154 1~3 1~3 4~65444
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4 Attr e_lfanew 00e0~10248f
0100~00e0 0090~00e0 0090~00d8
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1 !Mem+ ExcessiveMemorySections(154)
1 !Mem+ ExcessiveMemorySections(255)
1 !Mem+ ExcessiveMemorySections(65444)
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8 !Mem+ NocorrespondingFileSection
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10 !Ptr huge
10 !Ptr zero
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Instr Instr% Byte% CumByte%
mov 27.68 9.06 9.06 
push 18.09 5.92 14.98 
call 9.02 2.95 17.93 
pop 5.38 1.76 19.69 
cmp 4.55 1.49 21.18 
lea 4.35 1.42 22.60 
je 3.84 1.26 23.86 
jmp 3.57 1.17 25.02 
add 3.37 1.10 26.12 
test 3.25 1.06 27.19 
jne 2.89 0.95 28.13 
ret 2.26 0.74 28.88 
xor 1.98 0.65 29.52 
sub 1.15 0.38 29.90 
inc 1.11 0.36 30.26 
and 1.07 0.35 30.61 
or 0.87 0.28 30.90 
dec 0.72 0.23 31.13 
movzx 0.36 0.12 31.25 
jle 0.27 0.09 31.34 
shr 0.26 0.08 31.42 
jl 0.25 0.08 31.50 
jc 0.23 0.07 31.57 
jae 0.22 0.07 31.65 
leave 0.22 0.07 31.72 
rep 0.22 0.07 31.79 
jge 0.19 0.06 31.85 
jbe 0.17 0.06 31.91 
neg 0.16 0.05 31.96 
shl 0.16 0.05 32.01 
movsx 0.16 0.05 32.07 
ja 0.15 0.05 32.12 
sbb 0.14 0.04 32.16 
sar 0.13 0.04 32.21 
jg 0.13 0.04 32.25 
repe 0.11 0.04 32.28 
not 0.10 0.03 32.32 
imul 0.10 0.03 32.35 
sete 0.08 0.03 32.38 
cdq 0.08 0.03 32.40
movsd 0.08 0.03 32.43 
repne 0.07 0.02 32.45 
fld 0.07 0.02 32.47 
setne 0.06 0.02 32.49 
fstp 0.06 0.02 32.51 
lodsb 0.05 0.01 32.53 
idiv 0.04 0.01 32.54 
jb 0.04 0.01 32.55 
stosd 0.03 0.01 32.56 
adc 0.03 0.01 32.57 
div 0.03 0.01 32.58 
jns 0.03 0.01 32.59 
xchg 0.02 0.01 32.60 
stosb 0.02 0.01 32.61 

Instr Asmbl Instr% Byte% CumByte%
8B mov 15.77 5.16 5.16 
E8 call 6.64 2.17 7.33 
83 arith* 5.44 1.78 9.11 
FF call* 4.62 1.51 10.63 
89 mov 4.43 1.45 12.08 
8D lea 4.35 1.42 13.50 
50 push 3.41 1.12 14.62 
74 je 3.16 1.03 15.65 
6A push 2.67 0.87 16.52 
75 jne 2.45 0.80 17.33 
68 push 2.38 0.78 18.11 
0F *** 2.12 0.69 18.80 
85 test 2.05 0.67 19.47 
33 xor 1.89 0.62 20.09 
56 push 1.86 0.61 20.70 
EB jmp 1.83 0.60 21.30 
C3 ret 1.66 0.54 21.84 
51 push 1.61 0.53 22.36 
E9 jmp 1.44 0.47 22.84 
59 pop 1.40 0.46 23.29 
53 push 1.32 0.43 23.73 
57 push 1.30 0.43 24.15 
5E pop 1.29 0.42 24.58 
66 * 1.22 0.40 24.98 
3B cmp 1.21 0.40 25.37 
C7 mov 1.15 0.38 25.75 
52 push 1.07 0.35 26.10 
8A mov 1.00 0.33 26.43 
55 push 0.90 0.29 26.72 
5B pop 0.89 0.29 27.01 
5F pop 0.89 0.29 27.30 
C6 mov 0.87 0.29 27.59 
80 add 0.79 0.26 27.85 
A1 mov 0.66 0.22 28.06 
5D pop 0.66 0.22 28.28 
81 arith* 0.65 0.21 28.49 
C2 ret 0.61 0.20 28.69 
64 * 0.60 0.20 28.89 
88 mov 0.59 0.19 29.08 
B8 mov 0.56 0.18 29.26 
84 test 0.55 0.18 29.44 
2B sub 0.52 0.17 29.61 
03 add 0.49 0.16 29.77 
F6 arith* 0.43 0.14 29.91 
F7 arith* 0.42 0.14 30.05 
C1 shift* 0.39 0.13 30.18 
39 cmp 0.37 0.12 30.30 
F3 rep 0.33 0.11 30.41 
A3 mov 0.26 0.09 30.49 
40 inc 0.26 0.08 30.58 
BA mov 0.24 0.08 30.66 
7E jg 0.24 0.08 30.73 
72 jc 0.23 0.07 30.81 
C9 leave 0.22 0.07 30.88 
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Instr Instr% Byte% CumByte%
83C4 1.74 0.57 0.57 
8B45 1.70 0.56 1.12 
FF15 1.42 0.46 1.59 
85C0 1.28 0.42 2.01 
8B4D 1.11 0.36 2.37 
6A00 0.97 0.32 2.69 
33C0 0.97 0.32 3.01 
FF75 0.81 0.26 3.27 
8D45 0.75 0.24 3.52 
8B55 0.72 0.23 3.75 
8945 0.70 0.23 3.98 
0F84 0.68 0.22 4.20 
8B44 0.63 0.20 4.41 
8D4D 0.61 0.20 4.61 
8BEC 0.52 0.17 4.78 
6A01 0.45 0.15 4.92 
0F85 0.44 0.14 5.07 
8B4C 0.44 0.14 5.21 
8D4C 0.42 0.14 5.35 
8BC3 0.41 0.13 5.48 
6489 0.40 0.13 5.61 
C745 0.37 0.12 5.73 
8944 0.35 0.12 5.85 
8BC6 0.35 0.11 5.96 
8BCE 0.34 0.11 6.07 
8D85 0.33 0.11 6.18 
83F8 0.33 0.11 6.29 
C645 0.32 0.11 6.40 

Instr Pairs Instr% Byte% CumByte%
mov mov 10.10 3.30 3.30 
push push 7.02 2.30 5.60 
push call 4.89 1.60 7.20 
push mov 3.98 1.30 8.51 
mov push 3.66 1.20 9.70 
call mov 2.94 0.96 10.66 
mov call 2.70 0.88 11.55 
pop pop 2.13 0.70 12.24 
lea push 1.88 0.62 12.86 
test je 1.68 0.55 13.41 
mov cmp 1.46 0.48 13.89 
jmp mov 1.39 0.46 14.35 
cmp je 1.39 0.46 14.80 
cmp jne 1.39 0.45 15.26 
je mov 1.34 0.44 15.69 
call add 1.28 0.42 16.11 
push lea 1.19 0.39 16.50 
mov jmp 1.18 0.39 16.89 
mov lea 1.17 0.38 17.27 
pop ret 1.16 0.38 17.65 
mov test 1.12 0.37 18.01 
ret push 1.07 0.35 18.36 
mov add 1.06 0.35 18.71 
jne mov 1.05 0.34 19.05 
mov pop 1.05 0.34 19.40 
call push 0.98 0.32 19.71 
add mov 0.97 0.32 20.03 
call pop 0.96 0.32 20.35
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Instr Instr% Byte% CumByte%
call XX 6.40 2.10 2.10 
jmp XX 1.43 0.47 2.56 
je XX 0.67 0.22 2.78 
push XX 0.60 0.20 2.98 
jne XX 0.43 0.14 3.12 
call dword[XX] 0.24 0.08 3.20 
mov edi, XX 0.11 0.04 3.24 
mov eax, XX 0.07 0.02 3.26 
ja XX 0.05 0.02 3.27 
jl XX 0.04 0.01 3.29 
jmp dword[9*edx+XX] 0.04 0.01 3.30 
jb XX 0.04 0.01 3.31 
mov eax, dword[XX] 0.03 0.01 3.32 
jg XX 0.03 0.01 3.33 
jle XX 0.03 0.01 3.35 
jae XX 0.03 0.01 3.35 
jmp dword[XX] 0.03 0.01 3.36 
jge XX 0.03 0.01 3.37 
mov edx, dword[XX] 0.02 0.01 3.38 
jmp dword[9*eax+XX] 0.02 0.01 3.39 
jbe XX 0.02 0.01 3.40 
mov esi, dword[XX] 0.02 0.01 3.40 
jmp dword[9*ecx+XX] 0.01 0.00 3.41 
mov edi, dword[XX] 0.01 0.00 3.41 
mov edx, XX 0.01 0.00 3.42

Instr Pairs Instr% Byte% CumByte%
test je 1.68 0.55 0.55 
cmp je 1.39 0.46 1.01 
cmp jne 1.39 0.45 1.46 
test jne 0.90 0.29 1.76 
mov je 0.27 0.09 1.84 
mov jne 0.20 0.07 1.91 
cmp jc 0.17 0.06 1.97 
cmp jae 0.17 0.05 2.02 
cmp jl 0.16 0.05 2.07 
cmp jle 0.16 0.05 2.13 
cmp ja 0.14 0.04 2.17 
cmp jbe 0.13 0.04 2.21 
cmp jge 0.12 0.04 2.25 
sub je 0.12 0.04 2.29 
dec jne 0.10 0.03 2.33 
repe jne 0.10 0.03 2.36
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A=�?�H2K��7������������� ����� %���� CCC
A=�?�H2/���������������� ���� ����
A

�	I='���������������� ���� %	�2	 CCC
A='��F�+���������������� �� ��
A���

���	+����+�	������ �� ���� CCC
A=�?�H2=+�	IL����!������ ������ ������
A=�?�H2=+�	I
����+������ ����� ������
A=�?�H2/��&L����!������� ������ ������
A=�?�H2/��&
����+������� ����� ����
A>�����)��7������������� ���� ����
AG'����H2L!����=�?������ ���� ����
A��+�����	+��F#�$������� �������� �������� �������� ��������
A��+�����	+��F#�$������� ���%2��� �������� ����	�	� ������%� CCC
A��+�����	+��F#��$������ �������� �������� ������%� ������%� CCC
A��+�����	+��F#��$������ �������� �������� �������� �������� CCC
A��+�����	+��F#��$������ �������� �������� ����	%�� �������� CCC
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---------------------------------------------------
~Fil-0-Name *.text
~Fil-0-VAddr 1000
~Fil-0-VSize 0005e000
~Fil-0-RAddr 00000400
~Fil-0-RSize 0005c600
~Fil-0-Char e0000020
~Fil-0-stat E=7 F=2 D=0 H=138 J=273 N=7.95 CP=0
---------------------------------------------------
~Fil-1-Name .idata
~Fil-1-VAddr 5f000
~Fil-1-VSize 00001000
~Fil-1-RAddr 0005ca00
~Fil-1-RSize 00000200
~Fil-1-Char c0000060
~Fil-1-stat E=0 F=0 D=0 H=0 J=0 N=1.02 CP=0
---------------------------------------------------
~Mem-0-Name *.text
~Mem-0-VAddr 1000
~Mem-0-VSize 0001c7b8
~Mem-0-RAddr 00000400
~Mem-0-RSize 0001c800
~Mem-0-Char e0000060
~Mem-0-stat E=3197 F=1884 D=1719 H=217 J=1010 N=6.38 CP=27

File Sect 0
...._......................._..._._..._.._................_
............._..._..............._
Mem Sect 0
@@@@@@@@@@@@@@@@@@@@@@@@@@@-_
---------------------------------------------------
~Mem-1-Name .data
~Mem-1-VAddr 1e000
~Mem-1-VSize 0001c910
~Mem-1-RAddr 0001cc00
~Mem-1-RSize 0001c600
~Mem-1-Char e0000060
~Mem-1-stat E=0 F=0 D=0 H=0 J=0 N=0.19 CP=0

File Sect 1
_
Mem Sect 1
_____________________________
---------------------------------------------------
~Mem-2-Name .rsrc
~Mem-2-VAddr 3b000
~Mem-2-VSize 00022898
~Mem-2-RAddr 00039200
~Mem-2-RSize 00022a00
~Mem-2-Char e0000060
~Mem-2-stat E=2 F=1 D=0 H=4 J=1 N=3.42 CP=0

~Mem-2-!Mem+ No corresponding File Section
File Sect 2
_
Mem Sect 2
..._.._____________________________
-----------------------------------------------
~Sec-0 DIF=0.99 CI=0.29/0.00 FI=0.19/0.04 JI=0.87/0.07 Delta: 1.34/0.11=9.18 CP=28.00
~Sec-1 DIF=0.97 CI=0.00/0.00 FI=0.00/0.00 JI=0.00/0.00 Delta: 0.00/0.01=0.00 CP=1.00
~Sec-2 DIF=0.97 CI=0.00/0.00 FI=0.00/0.00 JI=0.00/0.00 Delta: 0.00/0.01=1.29 CP=1.00

~AEP=0

~AEP Modified 71087a0679046683fc285151 508d45e850e8b5fcffff85c0
~Heap: 27 Code Pages Found @4ad00000->0005e000
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PgmCnt Attribute Programs & Values
15 Attr AEP Modified ASProtect-cmd.exe FSG-cmd.exe Morphine-cmd.exe ...
1 Attr AEP=-1 FSG-cmd.exe
12 Attr AEP=0 ASProtect-cmd.exe ExeStealth-cmd.exe Morphine-cmd.exe ...
4 Attr AEP=1 bep-cmd.exe Mew-cmd.exe RLPAck-cmd.exe upx310-cmd.exe
5 Attr AEP=2 Expressor-cmd.exe PESpin-cmd.exe Petite-cmd.exe ...
15 Attr AEP=3 Armadillo-cmd.exe AsPack-cmd.exe MoleBox-cmd.exe ...
1 Attr AEP=4 YodaProtector-cmd.exe
1 Attr AEP=5 ExeCryptor-cmd.exe
4 Attr AddressOfEntryPoint 1625~a596 1501~a596 1501~5056 5f014~0000 ...
4 Attr BaseOfData 0000~1c000 64000~69000 2000~1c000 2000~1f000 ...
3 Attr CheckSum 0000~5cbfc 0000~5cbfc 0000~62494 Morphine-cmd.exe ...
3 Attr DataDirectory[11]-Size00000250~00000058 00000250~00000058 ...
3 Attr DataDirectory[12]-Size00001000~000002e4 00001000~000002e4 ...
3 Attr DataDirectory[13]-Size0001c564~00000080 0001c564~00000080 ...
3 Attr DataDirectory[1]-Size 0001c8c0~00000050 0001c8c0~00000050 ...
3 Attr DllCharacteristics 00~8000 00~8000 00~8000 Morphine-cmd.exe ...
51 Attr Heap 93 Armadillo-cmd.exe 1 Armadillo-cmd.exe 11 ASProtect-cmd.exe ...
1 Attr HiddenChild: C:\Temp\cmd.exe nBinder-cmd.exe
4 Attr ImageBase 400000~4ad00000 4ad00000~0000 1000000~4ad00000 ...
3 Attr MajorImageVersion 00~05 00~05 00~05 Morphine-cmd.exe ...
3 Attr MajorLinkerVersion 06~07 06~07 06~07 Morphine-cmd.exe ...
3 Attr MajorOSVersion 04~05 04~05 04~05 Morphine-cmd.exe SKD-cmd.exe ...
3 Attr MinorImageVersion 00~01 00~01 00~01 Morphine-cmd.exe ...
2 Attr MinorLinkerVersion 53~00 00~0a Morphine-cmd.exe ...
3 Attr MinorOSVersion 00~01 00~01 00~01 Morphine-cmd.exe ...
6 Attr NumberOfSections 2~3 4~255 4~154 1~3 1~3 4~65444 ...
3 Attr SizeOfCode 5c600~1c800 0a00~1c800 0a00~1f600 ...
2 Attr SizeOfHeaders 0200~0400 0200~0400 SKD-cmd.exe ...
1 Attr SizeOfHeapCommit 10000~1000 Morphine-cmd.exe
4 Attr SizeOfImage 60000~5e000 7e000~183000 2000~5e000 ...
3 Attr SizeOfStackCommit 10000~100000 1000~100000 1000~100000 ...
2 Attr Subsystem 02~03 02~03 SKD-cmd.exe SkD-Undetectabler-cmd.exe
3 Attr TimeDateStamp 36881bfc~3b7de326 4683034c~3b7de326 ...
4 Attr e_lfanew 00e0~10248f 0100~00e0 0090~00e0 ...
--- Sections:
1 !Mem+ ExcessiveMemorySections(154)
1 !Mem+ ExcessiveMemorySections(255)
1 !Mem+ ExcessiveMemorySections(65444)
8 !Mem+ NocorrespondingFileSection
10 !Ptr huge
10 !Ptr zero

����	���	�������	�%����
	8	6�	-��/��	-������


Sect Diff MCode FCode Delta PI CPDI Program
0 1.00 1.34 0.01 452.29 452.29 28.00 Armadillo-cmd.exe
1 0.97 0.00 0.01 0.00 0.00 1.00 Armadillo-cmd.exe
2 1.00 0.98 0.13 7.93 7.93 30.00 Armadillo-cmd.exe
3 0.81 0.12 0.09 1.53 1.24 1.00 Armadillo-cmd.exe
4 0.66 0.00 0.00 0.50 0.33 1.00 Armadillo-cmd.exe
5 0.05 0.09 0.10 0.93 0.05 1.00 Armadillo-cmd.exe
6 0.00 0.00 0.00 1.00 0.01 1.00 Armadillo-cmd.exe
0 1.00 1.60 0.09 22.25 22.25 31.00 AsPack-cmd.exe
1 0.97 0.00 0.10 0.00 0.00 1.00 AsPack-cmd.exe
2 0.89 0.00 0.10 0.00 0.00 1.00 AsPack-cmd.exe
3 0.00 0.09 0.09 1.00 0.01 1.00 AsPack-cmd.exe
4 0.00 0.00 0.01 0.00 0.00 1.00 AsPack-cmd.exe
0 1.00 1.32 0.11 14.04 14.04 28.00 ASProtect-cmd.exe
1 0.97 0.00 0.05 0.00 0.00 1.00 ASProtect-cmd.exe
2 0.00 0.00 0.00 0.99 0.01 1.00 ASProtect-cmd.exe
3 0.08 0.13 0.14 0.97 0.08 1.00 ASProtect-cmd.exe
4 0.00 0.00 0.01 0.00 0.00 1.00 ASProtect-cmd.exe
0 1.00 0.41 0.01 188.02 188.02 28.00 bep-cmd.exe
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1 0.00 0.12 0.12 1.01 0.01 1.00 bep-cmd.exe
2 0.89 0.00 0.00 0.24 0.22 1.00 bep-cmd.exe
0 0.00 1.32 1.33 0.99 0.01 1.00 ExeCryptor-cmd.exe
1 0.97 0.00 0.01 0.00 0.00 1.00 ExeCryptor-cmd.exe
2 0.00 0.00 0.00 0.99 0.01 1.00 ExeCryptor-cmd.exe
3 0.00 0.00 0.01 0.00 0.00 1.00 ExeCryptor-cmd.exe
4 1.00 0.66 0.01 157.37 157.37 12.00 ExeCryptor-cmd.exe
5 0.25 0.18 0.08 2.33 0.58 4.00 ExeCryptor-cmd.exe
6 0.00 0.00 0.01 0.00 0.00 1.00 ExeCryptor-cmd.exe
0 0.74 0.03 0.08 0.62 0.45 1.00 ExeStealth-cmd.exe
1 0.00 0.02 0.02 0.89 0.01 1.00 ExeStealth-cmd.exe
0 1.00 0.41 0.01 186.48 186.48 28.00 Expressor-cmd.exe
1 0.00 0.12 0.12 1.00 0.01 1.00 Expressor-cmd.exe
2 0.00 1.34 1.34 1.00 0.01 1.00 Expressor-cmd.exe
3 0.00 0.00 0.00 1.00 0.01 1.00 Expressor-cmd.exe
0 1.00 0.41 0.01 184.93 184.93 28.00 FSG-cmd.exe
1 0.00 0.08 0.08 0.97 0.01 1.00 FSG-cmd.exe
0 1.00 0.41 0.01 184.93 184.93 28.00 Mew-cmd.exe
1 0.23 0.04 0.04 1.21 0.28 1.00 Mew-cmd.exe
0 1.00 1.63 0.08 22.75 22.75 31.00 MoleBox-cmd.exe
1 0.97 0.00 0.02 0.01 0.01 1.00 MoleBox-cmd.exe
2 0.00 0.00 0.00 1.00 0.01 1.00 MoleBox-cmd.exe
3 0.88 1.49 0.25 6.65 5.87 8.00 MoleBox-cmd.exe
4 0.00 0.00 0.01 0.00 0.00 1.00 MoleBox-cmd.exe
5 0.70 0.00 0.09 0.00 0.00 1.00 MoleBox-cmd.exe
0 0.99 1.34 0.11 9.18 9.08 28.00 Morphine-cmd.exe
1 0.97 0.00 0.01 0.00 0.00 1.00 Morphine-cmd.exe
2 0.97 0.00 0.01 1.29 1.26 1.00 Morphine-cmd.exe
0 0.00 1.45 1.44 1.00 0.01 1.00 nBinder-cmd.exe
1 0.00 0.01 0.01 1.02 0.01 1.00 nBinder-cmd.exe
2 0.50 0.04 0.10 0.83 0.41 1.00 nBinder-cmd.exe
3 0.00 0.02 0.02 1.01 0.01 1.00 nBinder-cmd.exe
0 0.00 1.34 1.33 1.01 0.01 1.00 nBinder-HiddenChild-cmd.exe
1 0.00 0.00 0.01 0.00 0.00 1.00 nBinder-HiddenChild-cmd.exe
2 0.00 0.00 0.00 1.00 0.01 1.00 nBinder-HiddenChild-cmd.exe
0 1.00 1.32 0.05 29.77 29.77 28.00 NPack-cmd.exe
1 0.97 0.00 0.01 0.00 0.00 1.00 NPack-cmd.exe
2 0.66 0.00 0.04 0.13 0.09 1.00 NPack-cmd.exe
3 0.00 0.52 0.52 0.00 0.00 1.00 NPack-cmd.exe
0 1.00 0.66 0.01 267.84 267.84 28.00 NsPack-cmd.exe
1 0.03 0.00 0.00 0.97 0.03 1.00 NsPack-cmd.exe
2 0.06 0.10 0.11 0.93 0.05 1.00 NsPack-cmd.exe
0 1.00 0.38 0.01 175.13 175.13 28.00 Obsidium-cmd.exe
1 0.00 0.00 0.01 0.00 0.00 1.00 Obsidium-cmd.exe
2 0.66 0.00 0.03 0.18 0.12 1.00 Obsidium-cmd.exe
3 0.75 0.29 0.12 2.49 1.87 1.00 Obsidium-cmd.exe
0 1.00 0.41 0.01 184.93 184.93 28.00 Orien-cmd.exe
1 0.06 0.09 0.10 0.85 0.05 1.00 Orien-cmd.exe
2 0.00 0.00 0.04 0.08 0.00 1.00 Orien-cmd.exe
3 0.83 0.30 0.06 6.17 5.14 3.00 Orien-cmd.exe
0 1.00 1.34 0.13 12.40 12.40 28.00 Packman-cmd.exe
1 0.97 0.00 0.05 0.00 0.00 1.00 Packman-cmd.exe
2 0.83 0.00 0.04 0.00 0.00 1.00 Packman-cmd.exe
3 0.00 0.03 0.03 0.90 0.01 1.00 Packman-cmd.exe
0 1.00 0.41 0.08 8.28 8.28 28.00 PECompact-cmd.exe
1 0.00 0.01 0.01 0.99 0.01 1.00 PECompact-cmd.exe
0 0.97 1.64 0.10 16.86 16.34 31.00 PECrypt-cmd.exe
1 0.72 0.00 0.43 0.00 0.00 1.00 PECrypt-cmd.exe
2 0.00 0.00 0.00 1.00 0.01 1.00 PECrypt-cmd.exe
3 0.88 0.28 0.44 0.64 0.56 4.00 PECrypt-cmd.exe
0 1.00 1.31 0.06 27.56 27.56 28.00 PELock-cmd.exe
1 0.97 0.00 0.07 0.00 0.00 1.00 PELock-cmd.exe
2 0.66 0.00 0.08 0.06 0.04 1.00 PELock-cmd.exe
3 0.20 0.24 0.20 1.21 0.24 1.00 PELock-cmd.exe
0 1.00 1.32 0.10 15.46 15.46 28.00 PEPack-cmd.exe
1 0.97 0.00 0.01 0.00 0.00 1.00 PEPack-cmd.exe
2 0.00 0.00 0.00 0.99 0.01 1.00 PEPack-cmd.exe
3 0.67 0.04 0.12 0.37 0.24 1.00 PEPack-cmd.exe
0 1.00 1.32 0.08 18.86 18.86 28.00 PESpin-cmd.exe
1 0.97 0.00 0.02 0.00 0.00 1.00 PESpin-cmd.exe
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2 0.00 0.00 0.00 0.99 0.01 1.00 PESpin-cmd.exe
3 0.83 0.47 0.04 11.66 9.72 2.00 PESpin-cmd.exe
0 1.00 0.66 0.09 10.31 10.31 28.00 Petite-cmd.exe
1 0.00 0.00 0.00 0.99 0.01 1.00 Petite-cmd.exe
2 1.00 0.00 0.06 0.00 0.00 1.00 Petite-cmd.exe
0 1.00 1.34 0.06 24.13 24.13 28.00 PolyEnE-cmd.exe
1 0.93 0.00 0.01 0.00 0.00 1.00 PolyEnE-cmd.exe
2 0.57 0.00 0.08 0.06 0.04 1.00 PolyEnE-cmd.exe
3 0.00 0.02 0.02 0.00 0.00 1.00 PolyEnE-cmd.exe
0 1.00 0.41 0.01 218.95 218.95 28.00 PrivateExe-cmd.exe
1 1.00 0.00 0.01 0.00 0.00 1.00 PrivateExe-cmd.exe
2 0.99 0.28 0.01 131.40 130.15 25.00 PrivateExe-cmd.exe
3 0.03 0.16 0.17 0.95 0.03 1.00 PrivateExe-cmd.exe
4 0.00 0.00 0.00 0.99 0.01 1.00 PrivateExe-cmd.exe
0 1.00 0.53 0.01 241.89 241.89 31.00 RLPAck-cmd.exe
1 0.00 0.08 0.08 1.00 0.01 1.00 RLPAck-cmd.exe
0 1.00 0.05 0.01 21.00 21.00 5.00 sdProtector1-notepad.exe
1 0.00 0.10 0.17 0.61 0.01 1.00 sdProtector1-notepad.exe
2 0.22 0.16 0.17 0.93 0.21 1.00 sdProtector1-notepad.exe
3 0.71 0.58 0.08 7.29 5.15 11.00 sdProtector1-notepad.exe
0 1.00 1.34 0.68 6.69 6.69 28.00 SKD-cmd.exe
1 0.97 0.00 0.01 0.00 0.00 1.00 SKD-cmd.exe
2 0.97 0.00 0.01 0.00 0.00 1.00 SKD-cmd.exe
0 1.00 1.63 0.68 8.37 8.37 31.00 SkD-Undetectabler-cmd.exe
1 0.97 0.00 0.01 0.01 0.01 1.00 SkD-Undetectabler-cmd.exe
2 0.97 0.00 0.01 0.00 0.00 1.00 SkD-Undetectabler-cmd.exe
0 1.00 1.32 0.09 17.15 17.15 28.00 swcompress-cmd.exe
1 0.97 0.00 0.05 0.00 0.00 1.00 swcompress-cmd.exe
2 0.00 0.00 0.00 0.99 0.01 1.00 swcompress-cmd.exe
3 0.00 0.04 0.04 0.00 0.00 1.00 swcompress-cmd.exe
4 0.00 0.00 0.01 0.00 0.00 1.00 swcompress-cmd.exe
0 1.00 1.32 0.06 24.13 24.13 28.00 teLock-cmd.exe
1 0.97 0.00 0.07 0.00 0.00 1.00 teLock-cmd.exe
2 0.83 0.00 0.06 0.00 0.00 1.00 teLock-cmd.exe
3 0.00 0.03 0.03 0.82 0.01 1.00 teLock-cmd.exe
0 1.00 0.66 0.09 10.65 10.65 28.00 Themida-cmd.exe
1 0.80 0.00 0.09 0.08 0.06 1.00 Themida-cmd.exe
2 0.00 0.00 0.01 0.00 0.00 1.00 Themida-cmd.exe
3 0.55 0.15 0.08 2.19 1.21 95.00 Themida-cmd.exe
0 1.00 0.41 0.00 1514.95 1514.95 28.00 UPack-cmd.exe
1 0.21 0.05 0.06 0.82 0.17 1.00 UPack-cmd.exe
2 0.00 0.00 0.00 0.00 0.00 1.00 UPack-cmd.exe
0 1.00 0.52 0.01 224.88 224.88 28.00 upx310-cmd.exe
1 0.00 0.01 0.12 0.05 0.00 1.00 upx310-cmd.exe
2 0.00 0.02 0.02 0.89 0.01 1.00 upx310-cmd.exe
0 1.00 0.66 0.06 15.45 15.45 28.00 XComp-cmd.exe
1 0.00 0.00 0.00 0.99 0.01 1.00 XComp-cmd.exe
2 0.00 0.29 0.29 0.00 0.00 1.00 XComp-cmd.exe
0 0.97 1.33 0.05 25.13 24.26 28.00 YodaCryptor-cmd.exe
1 0.00 0.00 0.01 0.00 0.00 1.00 YodaCryptor-cmd.exe
2 0.00 0.00 0.00 1.00 0.01 1.00 YodaCryptor-cmd.exe
3 0.50 0.01 0.00 6.93 3.47 1.00 YodaCryptor-cmd.exe
0 1.00 1.32 0.08 18.40 18.40 28.00 YodaProtector-cmd.exe
1 0.97 0.00 0.01 0.00 0.00 1.00 YodaProtector-cmd.exe
2 0.83 0.00 0.02 0.34 0.28 1.00 YodaProtector-cmd.exe
3 0.80 0.00 0.04 0.18 0.15 1.00 YodaProtector-cmd.exe
4 0.56 0.02 0.17 0.16 0.09 1.00 YodaProtector-cmd.exe
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PgmCnt Attribute Programs & Values
36 Attr AEP=0 AcroRd32.exe autoruns.exe calc.exe ...
18 Attr Heap 2 AcroRd32.exe 3 googleearth.exe 1 googleearth.exe ...
--- Sections:
<no data – no anomalies>
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Sect Diff MCode FCode Delta PI CPDI Program
0 0.00 0.98 0.87 1.13 0.01 1.00 AcroRd32.exe
1 0.00 0.01 0.01 0.61 0.01 1.00 AcroRd32.exe
2 0.00 0.02 0.02 0.00 0.00 1.00 AcroRd32.exe
3 0.00 0.14 0.14 1.00 0.01 1.00 AcroRd32.exe
0 0.00 2.31 2.27 1.02 0.01 1.00 autoruns.exe
1 0.00 0.00 0.00 1.03 0.01 1.00 autoruns.exe
2 0.50 0.00 0.01 0.06 0.03 1.00 autoruns.exe
3 0.00 0.04 0.04 1.01 0.01 1.00 autoruns.exe
0 0.00 0.88 0.87 1.00 0.01 1.00 calc.exe
1 0.50 0.00 0.00 0.69 0.34 1.00 calc.exe
2 0.00 0.21 0.21 1.00 0.01 1.00 calc.exe
0 0.00 0.81 0.81 1.00 0.01 1.00 charmap.exe
1 0.97 0.06 0.01 21.12 20.50 1.00 charmap.exe
2 0.00 0.01 0.01 1.00 0.01 1.00 charmap.exe
0 0.00 0.75 0.74 1.00 0.01 1.00 clipbrd.exe
1 0.50 0.02 0.01 1.45 0.72 1.00 clipbrd.exe
2 0.00 0.01 0.01 1.01 0.01 1.00 clipbrd.exe
0 0.00 1.63 1.62 1.01 0.01 1.00 cmd.exe
1 0.00 0.00 0.00 1.00 0.01 1.00 cmd.exe
2 0.00 0.00 0.00 1.00 0.01 1.00 cmd.exe
0 0.00 1.08 1.07 1.01 0.01 1.00 DUMPSEC.exe
1 0.00 0.01 0.01 1.22 0.01 1.00 DUMPSEC.exe
2 0.33 0.00 0.00 1.54 0.51 1.00 DUMPSEC.exe
3 0.00 0.12 0.12 1.01 0.01 1.00 DUMPSEC.exe
0 0.00 1.49 1.49 1.00 0.00 1.00 EXCEL.EXE
1 0.25 0.01 0.01 0.98 0.25 1.00 EXCEL.EXE
2 0.00 0.01 0.01 1.00 0.01 1.00 EXCEL.EXE
0 0.00 1.01 0.98 1.03 0.01 1.00 filemon.exe
1 0.00 0.01 0.01 1.14 0.01 1.00 filemon.exe
2 0.89 0.00 0.01 0.05 0.05 1.00 filemon.exe
3 0.00 0.67 0.67 1.01 0.01 1.00 filemon.exe
0 0.00 0.67 0.67 0.00 0.00 1.00 firefox.exe
1 0.00 0.00 0.01 0.00 0.00 1.00 firefox.exe
2 0.00 0.00 0.01 0.00 0.00 1.00 firefox.exe
3 0.00 0.06 0.06 1.00 0.01 1.00 firefox.exe
4 0.00 0.00 0.01 0.00 0.00 1.00 firefox.exe
0 0.00 1.42 1.42 1.00 0.01 1.00 frhed.exe
1 0.00 0.00 0.00 1.00 0.01 1.00 frhed.exe
2 0.23 0.00 0.00 0.81 0.19 1.00 frhed.exe
3 0.00 0.00 0.00 1.00 0.01 1.00 frhed.exe
0 0.00 0.99 0.99 1.00 0.01 1.00 ftp.exe
1 0.80 0.00 0.01 0.04 0.03 1.00 ftp.exe
2 0.00 0.00 0.01 0.00 0.00 1.00 ftp.exe
0 0.00 1.09 1.09 1.00 0.01 1.00 googleearth.exe
1 0.00 0.01 0.01 1.00 0.01 1.00 googleearth.exe
2 0.21 0.06 0.07 0.88 0.18 1.00 googleearth.exe
3 0.00 0.06 0.06 1.01 0.01 1.00 googleearth.exe
0 0.00 1.07 1.07 1.00 0.01 1.00 iexplore.exe
1 0.00 0.00 0.01 0.00 0.00 1.00 iexplore.exe
2 0.00 0.09 0.09 1.00 0.01 1.00 iexplore.exe
3 0.00 0.02 0.03 0.00 0.00 1.00 iexplore.exe

  <etc. - no code changes (CPDI always 1.00)>
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