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Abstract

According to Western politicians and journalists, the Internet, is an open medium
with certain characteristics that make it difficult to control. They believe that the
efforts to control the Internet are doomed to fail. Some of them even expect the
Internet to be a medium that will instinctively seek to undermine, and overthrow
authoritarian regimes such as China. This study attempts to counter these views and
discuss to what degree the Chinese government can control the Internet. It offers a
legal, technical, social and cultural, and economic perspective in answering these
questions. The conclusions are that the Chinese government is quite capable of
controlling the Internet in China and that the Internet can even be used as a means for
control. Rather than undermine the authority of the Chinese government, the Internet
actually serves the purpose of the regime as much as it helps to loosen governmental

control over freedom of expression and the everyday life of its citizens.
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Introduction

In the new century, liberty will spread by cell phone and cable modem ... We
know how much the Internet has changed America, and we are already an
open society. Imagine how much it could change China. Now, there’s no
question China has been trying to crack down on the Internet --- good luck.
That’s sort of like trying to nail Jello to the wall.

--- Bill Clinton, 8™ March 2000. (Kalathil, Drake & Boas, 2000)

The Internet, since it made the transition from military and academic experiments to
mainstream global communications network, has been viewed by Western politicians,
libertarians and journalists alike as a kind of catalyst for freedom, justice and
democracy. It is seen as a medium that will instinctively seek to undermine, and
perhaps, overthrow authoritarian regimes such as the People’s Republic of China
(PRC) while simultaneously espousing democratic ideals and bringing the North
American and European type of representative government to the rest of the world.
The above quote from Bill Clinton, the former US President, shows what appears to
be the general consensus in the West and in particular the United States. One cannot
but agree with Clinton when one keeps hearing from journalists and politicians that
the Internet is the harbinger of freedom without boundaries. According to them,
although the Chinese government attempts to block websites deemed undesirable, the
information can still travel in China' due to the “inherent characteristics” of the
Internet by re-routing the information around filters. As a result, the Internet

eventually will pose an insurmountable threat to the Chinese government (Taubman,

! China in this thesis refers to the Mainland China, excluding Hong Kong, Taiwan and Macao.
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1998). Authoritarian regimes such as China that relies on information control will be
defenceless against the Internet. “The state is too big, too slow, too geographically and
technically limited to regulate a global citizenry’s fleeting interactions over a
mercurial medium.” (James, 1997).

While many countries have restricted Internet access to varying degrees (e.g.,
Cuba only allows Internet access from approved institutions [Kalathil, Drake & Boas,
2000] and Internet access was completely prohibited in Taliban-controlled
Afghanistan [Lebowit, 2001]), the Chinese government has actively encouraged and
invested in the growth of the Internet. In 1998, the government invested RMB 3.1
billion into Information Technology facilities. This number has seen yearly increases,
with investments reaching RMB 100 billion by the end of 2002, It is estimated that
China will invest RMB 250 billion into IT infrastructures in 2003 and the next few
years (Li, 2003). Faced with these facts, one cannot help asking: why is the Chinese
government promoting the use of the Internet? By doing so, will they not be digging
their own graves? How can China benefit from the development of the Internet? Lev
Manovich offers a completely different interpretation that seems to be able to answer
these questions. According to him, the West and the East have a quite different

understanding of digital media, the Internet being the prime representative:

For the West, interactivity is a perfect vehicle for the ideas of democracy and
equality. For the East, it is another form of manipulation, in which the artist
uses advanced technology to impose his/her totalitarian will on the people....
A western artist sees the Internet as a perfect tool to break down all
hierarchies and bring the art to the people.... In contrast, as a
post-communist subject, I cannot but see the Internet as a communal
apartment of the Stalin era: no privacy, everybody spies on everybody else,
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always present line for common areas such as the toilet or the kitchen
(1996).

Before the advent of the Internet, Noam Chomsky, a linguist, political activist, and
public intellectual who is well-known for his criticism of the mass media, argued in
Manufacturing Consent that mass media is “serving a societal purpose” and this
purpose is to “inculcate and defend the economic, social, and political agenda of
privileged groups that dominate the domestic society and the state” (Chomsky, 2002,
p.298). He states in Necessary Illusions that the dominant groups of a state
“frequently cannot wait for the people to arrive at even general understanding”,
leaders must “play their part in . . . engineering . . . consent to socially constructive
goals and values”, applying “scientific principles and tried practices to the task of
getting people to support ideas and programs”. He also points out that only the
dominant groups are in a position to judge what is “socially constructive”.
Therefore, mass media is just a means to “control the public mind” so as to realize
their ultimate task of “engineering consent” (Chomsky, 1989, p.16). To perform this
task, as Chomsky and Edward Herman further explain through the propaganda model,
mass media needs to make sure all the contents available through the media have gone
through a number of filters. As a result, money and power leave “only the cleansed
residue fit to print”; “marginalize dissent, and allow the government and dominant
private interests to get their messages across to the public” (Chomsky, 2002, p.2). In a
word, mass media must be tolerated by those in authority and they must serve
domestic power interests (Chomsky, 2002).

As a matter of fact, Chomsky’s media theory and the propaganda model are
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based on his discussion about media control in the U.S., the representative of Western
democracies. However, I argue that these theories see universal application around the
world, in both democratic and authoritarian countries. In my opinion, directly related
to power, thought controls through propaganda and media censorship exist in all kinds
of societies at any time. As long as power exists, thought control and censorship will
not disappear. That is what Michael Scammell has remarked, “Censorship is a
political tool, it is the extension of physical power into the realm of the mind and the
spirit” (Scammell, 1988, p.5). To my understanding, whoever is in power, they see
some information unfavorable to their reign and they will make every effort to stop
those information from circulating among people. William Blum states that
“propaganda is to a democracy what violence is to a dictatorship” (2000, p.11). It is
undeniable that propaganda is widely used in a dictatorship and censorship seems to
be indispensable to non-democratic countries. However, with the above statement,
Blum argues that in authoritarian countries propaganda does not really matter too
much what people think. The reason is because whatever people may think, they still
have to do what the government tells them to do. Violence enacted by the government
can ensure people’s obedience. He points out that people are inclined to believe that
democratic societies do not need propaganda. However, propaganda is, contrary to
these popular postulations, more important and vital to a democratic society because
people living in those societies have some rights in expressing what they think. Since
people can talk, those who are in power need to make more efforts to ensure that only

the correct words come out of the people’s mouths. From his argument, I conclude
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that democratic and non-democratic societies are indeed sharing some common
characteristics in manipulating people’s thoughts. Both kinds of societies use
propaganda and media censorship to realize thought control out of the same purpose
and the concrete measures they adopt in this process are almost the same. This is the
reason why I am able to apply Chomsky’s theory based on examinations of
democratic countries into the discussion of Internet control in China that obviously is
an authoritarian society. At the same time, I need to point out that because the Internet
had just made its debut around the world when Chomsky published these works, the
Internet is not explicitly one of the objects examined and discussed by Chomsky.
However, Chomsky’s theory should not be confined to traditional media either. His
theory can be applied to the Internet as well as radio, newspaper, and TV. Continuing
in the tradition of Chomsky’s theory, Lev Manovich has described the Internet, a very
important part of today’s mass media, through its shared characteristics and purpose
with traditional media. It unexceptionally serves the dominant groups in a country and
it is effectively utilized and strictly scrutinized by the ruling class.

Based on Chomsky’s media theory, my thesis offers an administrative, legal,
technical, economic, social and cultural perspective in answering the following
questions: Why does the Chinese government make efforts to maintain its control
over the Internet? Do the inherent characteristics of the Internet really make it
impossible to control in China? What means does the Chinese government currently
employ to control the Internet? Is China capable of controlling the Internet? To what

degree is the control of the Internet by the Chinese Government possible?
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Through a careful examination, this thesis supports the findings of Lev
Manovich by arguing that the Internet in authoritarian countries is merely another
effective tool in manipulating common people’s ideologies. Living in an era with the
Internet as an important communication channel, people still have access only to what
the government wants them to know. Instead of getting more democracy or equality,
people are more likely to be supervised or spied on.

However, we cannot overlook the fact that since the emergence of the Internet in
China, Chinese society has witnessed an unprecedented free flow of information,
more discussion, and more openness. Taking these facts into account, this thesis
should not be considered to be a complete denial of the constructive role the Internet
plays in building up a society with more democratic characteristics. Instead, this thesis
seeks to modify the hypothesis that the diffusion of the Internet invariantly brings
about the decline of authoritarian regimes in the nation-states. My research on the
development and control of the Internet in China suggests that this argument does not
hold water. Because the Chinese government is capable of imposing legislative,
administrative, technical and social measures to make effective controls over the
Internet, China’s Internet, in retrospect, has taken a route of development deviating
from its anticipated mission of democratization. As a result, the Internet has not
paralyzed the Chinese authorities so far. In contrast, it serves the purpose of the
regime as much as it helps to loosen governmental control over freedom of expression
and the everyday life of its citizens. Taking current research a step further, I combined

recent research results concerning Chinese people’s value orientations with the topic
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of the Internet, giving an in-depth explanation as to why the Internet could hardly
fulfill its function of bringing democracy or more political transitions to China as the
West has expected. In 1996, Edgar Huang conducted a field observation on China’s
Internet. He adopted the bottom-up approach while doing his research. He examined
the BBS' messages in four Chinese commercial BBS stations which represent
communication patterns among ordinary users. He found that Chinese Internet users
seemed not interested in engaging in “hard topic discussions” about democracy and
other political topics (1997). My analysis on Chinese people’s values can explain why
this happens. My research shows that Chinese people’s values have undergone great
changes over the past two decades and these changes play an undeniable role in
forming current attitudes towards so-called democracy and freedom. Communism, the
predominant value orientation for the Chinese populace between the 1950s and 1980s,
has increasingly lost popularity among the public since the Chinese Communist Party
(CCP) began implementing economic and structural reforms. In contrast, Materialism,
defined as a persistent pursuit of immediate rewards and physical happiness, has been
adopted by a significant portion of the populace in contemporary China and has
become the most influential value orientation dominating most Chinese people’s daily
lives. The direct result of this value shift is that “few people care to challenge the
ruling regime during the present period of economic and political stability” (Hartford,

2001). People are now more concerned about whether their basic demands for a

' BBS is an electronic message center. Most bulletin boards serve specific interest groups. They allow
users to dial in with a modem, review messages left by others, and leave their own message if they

want.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



well-to-do life are satisfactorily met. They are apathetic to politics, democracy, the
possibility of free flow of information on the network, and the measures the
government has taken to control the Internet. Moreover, they lack the desire to resist
governmental control or to struggle for the building up a democratic nation with the
help of the Internet as described by the West. In observing the relationship between
democracy and the Internet, my thesis addresses an important factor usually ignored
by Western scholars while doing research on this topic.

This thesis also finds that the control over the Internet enacted by the Chinese
government in legal, technical, social and economical spheres has culminated in a
situation that can be described by Foucault’s Panopticon. The Panopticon, originally
an eighteenth-century architectural plan for a prison devised by Jeremy Bentham
(1748-1832), was later mediated and employed by Michel Foucault (1926-1984) as a
general theory of modern surveillance. At the heart of the Panopticon was a system of
surveillance whereby through a carefully contrived system of lighting, prisoners
would be unable to discern when they were being watched, and control was thus
maintained by the constant sense that unseen eyes were monitoring prisoners.
Foucault argued that this model of surveillance was not confined to prisons, but had
deep metaphysical roots in modern societies as a whole (Deibert, 1997, p.166). The
“state” becomes the equivalent of the guard in the panoptic tower, which according to
Foucault, has the power of “permanent, exhaustive, omnipresent surveillance, capable
of making all visible, as long as it could itself remain invisible” (Foucault, 1995,

p.217). In China, laws and regulations codify this panoptic infrastructure of
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surveillance, stipulating that each network level is responsible for itself and the one
below, resulting in a situation where each level engenders a mode of self-regulation
and self-censorship. Users also keep a check on each other for behavior that is out of
line. In addition, Internet business has all the economic incentives to keep in line with
the government, since non-compliance means no business. At the same time, there is a
big demand for software that helps to shield away, filter out, censor and block
information deemed undesirable, whether it is porn or Falungong. The market for this
kind of filtering software continues to grow and is expected to become a billion dollar
industry in 2004 (Silva, 2001). Although existing technologies enable circumvention
of online censorship, they all suffer from flaws that prohibit large-scale usage. My
thesis explicates through a detailed analysis how the Panopticon constrains the
liberalizing effects of the Internet.

The Intemet control in China should be understood not as an isolated
phenomenon but as a part of China’s history of media control. It is also the result of
particular attitudes of the Chinese people towards technology that have been formed
over the past centuries. Consequently, after outlining the history and current state of
the Internet in China in the first chapter, I trace the history of censorship in China and
how Chinese people view mass media and technology in the second chapter. CCP’s
social and political considerations towards the diffusion of the Internet are also
discussed in this chapter. In my opinion, all the practices in contemporary China, a
country with thousands of years of civilized history, are the direct or indirect results of

its pervasive ideology and philosophy. Explaining the needs to control the Internet in
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China from a historical and philosophical perspective is the third contribution this
study has made.

In the following three chapters, I will concentrate on how control is enacted in
China and which developments can strengthen this control. The administrative, legal,
technical, social and cultural, and economic measures the Chinese government has
used to control the Internet will be discussed respectively. Chapter Five examines how
social norms and lack of privacy awareness among Chinese people help strengthen
government control over the Internet. It also tries to answer the question: why have a
couple of websites and Bulletin Board Systems (BBSs) featuring sharp criticisms
against the Party or government policy been allowed to exist and prosper in recent
years? I attribute it to a longstanding Chinese philosophy- a minor attack in words but
a major help in deeds (/NE X #7). In my opinion, allowing a couple of critical
websites or forums to exist, the government loses nothing, instead, it gives common
people a place to vent their anger and dissatisfaction and thereby the government
obtains a channel to know the public opinion. To some extent, being able to vent
anger through words in public reduces the possibility of fierce rebellion through
grassroots actions. Furthermore, to get more recognition from the international
community and also to seek more room for its development on the world stage, CCP
clearly understands that more tolerance must be given to voices unfavorable to the
party. Freedom to voice disagreement can be interpreted as progress for the
government in promoting democracy. Tolerance of dissent helps win the approval of

Chinese citizens, and scores points in improving the Party’s international image. Of
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course, making sure the critical websites or forums are still controllable and limiting
the critiques within acceptable range are prerequisites to delivering tolerance. As far
as [ know, this issue has never been explored by other researchers. I regard this as the
fourth and final major contribution in this study.

Appendix A holds a list of all the abbreviations used in this thesis while
Appendix B is a chart consisting of the main body responsible for the Internet control

in China.

Methodology

While doing this thesis, I adopted both top-down and bottom-up approaches. In
particular, I employed document analysis and online participation for my research.
First of all, I used document analysis to examine the history and development of the
Internet in China and the controls that are present in China’s hierarchical structure. At
the same time some online participation helped me explore how the top-down
measures work at a grassroots level in this country.

Online documents provided by official organizations are the most direct and
reliable sources for getting a general understanding of China’s Internet. Authorized by
China’s State Council, China Internet Network Information Center (CNNIC) conducts
Statistical Survey on the Internet Development in China twice a year since 1997. All

the reports are available at its website http://www.cnnic.net.cn. It always provides the

latest and the most authoritative data about Internet’s development in China at the

earliest time possible. I made use of this source frequently and benefited from it
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http://www.cnnic.net.cn

greatly. In addition, I obtained the original texts of laws and regulations related to
Internet control from websites sponsored by national and regional regulators as well
as quasi-official publications such as the website of the Ministry of Information

Industry (MII) at http://www.mii.gov.co/mii/index.html, China Information Industry

at http://www.cnii.com.cn/ and Law Library at http://www.lawbook.com.cn/. At the

same time, I collected news clippings from newspapers and journals such as People’s
Daily (in Chinese), Legal Daily (in Chinese), China PC World (in Chinese), Wired,
Time, New York Times, South China Morning Post, and Asian Wall Street Journal, all
of which also informed me of the recently issued laws or regulations as well as the
latest changes in Internet control in China. Combining official documents with media
coverage helped me gain a better understanding of these laws and regulations,

For some political reasons, news coverage about Chinese Internet dissidents,
especially the first group which had been detained or jailed in the 1990s, is not
available in Mainland China. Therefore, the above-mentioned foreign media,
especially online journals sponsored by some international human rights organizations,
are particularly helpful for collecting these materials. Those that I frequently visited

and quoted include: Human Rights Watch at http://www.hrw.org/, Human Rights in

China at http://iso.hrichina.org/iso/, Hong Kong Voice of Democracy at

http://www.democracy.org. hk/EN/index.html, Amnesty International at

http://www.amnesty.org/, and Committee to Protect Journalist at http://www.cpj.org/ .

Renowned Western news agencies’ websites such as that of CNN, BBC, and VOA

were also very informative for my purposes.

12
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Online participation was very beneficial for me in better understanding the state
of the Internet in China. Since I was living in China during the last summer vacation, I
was able to pay some visits to a couple of representative BBSs and chat rooms all of
which are public and require no membership fees. To see how postings are filtered
and checked on BBSs, I personally have registered as a user and tried to post some
comments on People s Daily’s Strong Country Forum. My experience proved that if a
posting passes through the machine-based filtering system smoothly, it takes nearly
one minute before the user sees it online. To see the efficacy of China’s network
filtering, I personally did some experiments with some nationally well-known search
engines such as that of Yahoo! China, Sina.com and Sohu.com. My experience is that
a search on those search engines using the phrase “Taiwan independence” or
“Falungong” as keywords would show no results. I believe that the results of this
research will add much value to the topic, especially with regard to the amount of
control and censorship conducted in the BBS and how the Great Firewall functions on

the Internet.

13
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Chapter One

The Internet in China

To lay the foundation for further discussion, in this chapter I will provide some
background information on the Internet in China. The first section is a short overview
of the history of the Internet infrastructure in China. The second part focuses on its
recent development. This second part also explores the demographic characteristics of

the current Internet users.

The Origin and History of the Internet in China

As in most other countries, the development of the Internet infrastructure in
China commenced in academic and scientific circles. “Crossing the Great Wall to join
the world”—was the first email ever sent from Mainland China. It was delivered on
20 September 1987 through the China Academic Network (CANET) from Beijing to
Germany. This network was set up in the same year to provide support for academic
and scientific research in computer science. Other academic networks soon sprang up,
including the network of the Institute of High Energy Physics (IHEP) and the China
Education and Research Network (CERNET). These early networks all shared the
same limitations: they had no direct connection to the Internet. The US government
was still regulating the Internet and forbidding any communist country access. This

changed in April 1994, when the appeal for direct linking to the Internet was accepted

14
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during the Sino-American Federation of Science and Technological Cooperation
meeting in Washington DC. The first network directly connected to the Internet
became active after the National Computing Facilities of China (NCFC) project
opened up a circuit dedicated to the Internet through Sprint Corporation in America
on 20 April 1994 (Zheng, 1994).

The year 1995, however, proved a crucial turning point. Infrastructure in China
really took off after commerce on the Internet began to take root around the country
(Tsui, 2001). In January 1995, China began its first public Internet service operated
jointly by Sprint and China Telecom with the support of the former Ministry of Post
and Telecom (MPT) (Wilson, 1995, p.27). The linkages belonged to China Public
Computer Network (ChinaNet). In May the same year, ChinaNet allowed individuals
to purchase Internet accounts from its network directly (Cullen & Choy, 1999).
According to Tse and Tsang, researchers of China’s Internet, within the first month of
ChinaNet’s operation, 800 subscribers signed up for the service (1995). After nearly a
decade of vigorous growth, ChinaNet has grown to be the largest and the most
powerful Internet Service Provider (ISP') in China, offering services in all major
cities, with backbone bandwidth® of 16500Mbps3, over sixty percent of China’s total
gateway bandwidth to the Internet. Operated by China Telecom, a fully integrated

telecommunications operator with local access networks in thirty-one provinces

! An agency or company that provides access to the Internet.

? Bandwidth is the amount of data that can be transmitted in a fixed amount of time.

3 Mbps stands for megabytes. Bit is the smallest unit of information on a machine, Eight bits compose
a byte, which is a measurement of memory storage. Date transfer rate, the speed with which data can

be transmitted from one device to another, is often measured in megabits per second.
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across the country, ChinaNet provides multiple access choices and the most reliable
service: dial-up, dedicated lines and through data networks. Other access methods
include Integrated Services Digital Network (ISDN 'y and Asymmetric Digital
Subscriber Line (ADSL?). Users could now expect a full range of Internet services
from ChinaNet, including web access, e-mail, content search, personal web pages,
chat rooms, BBS, instant messaging, online shopping, games, Terminal Emulation
Program (Telnet®), File Transfer Protocol (FTP*), Usenet’ and e-commerce
(ChinaNex, 2003a).

Before ChinaNet’s establishment, China Science and Technology Network
(CSTNet) started operations as early as 1989 as a local network service in Beijing’s
Zhongguancun district, a prominent location for education and high-tech research. At
that time, CSTNet provides information for its users involved in scientific research.
These resources included a comprehensive science database, education, management

and literature archives. Today CSTNet service has expanded beyond scientific

! ISDN is a standard for digital telecommunications that allows fast digital dialup connections over the
public telephone network. Whereas traditional phone lines can only carry data at around 56kbps
using analogue modems, an ISDN line can provide two data channels each operating at 64kbps (for
a total throughput of 128kbps if required). ISDN can be used for voice data calls, faxing,

videoconferencing, and high-speed data access.

ADSL is a high-speed Internet connection through an ordinary telephone line. Users pay a fixed
monthly charge for unlimited Internet surfing, e-mail and chat etc. ADSL is up to 100 times faster
than an ISDN connection.

Telnet is the main Internet protocol for creating a connection with a remote machine. It gives the user
the opportunity to be on one computer system and access another, which may be across the street or
thousands of miles away.

FTP is the simplest way to exchange files between computers on the Internet.

Usenet is a worldwide system of discussion groups in which millions of people participate. There are
tens of thousands of different Usenet groups, and anyone on the Internet may participate for free.

[
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research. It has become a rich resource for a broad range of basic and applied research,
including agriculture, medicine, seismology, weather, transportation, power,
electronics, and environmental protection. The network is connected with major
industry networks and information centers so that users can share information and
online resources (ChinaNex, 2002b).

In 1994 China’s State Development Planning Commission (SDPC) approved to
establish the China Education and Research Network (CERNet) whose mission is to
develop network services for Chinese universities and, to a lesser extent, for high
schools. Although CERNet is one of the largest ISPs in China, its service is limited to
education and academic research areas such as curricula, class teaching, distance
education, and database searches (ChinaNex, 2003b).

In 1996, the Chinese government designated ChinaGBN (China Golden Bridge
Network) as both a national information network and an ISP. The main service offered
on ChinaGBN is business information, including “China BIG”, an online
business-to-business yellow page service with more than 600,000 company listings.
ChinaGBN also offers voice and videoconferencing services through its IP network
(ChinaNex, 2002a).

Today, eight major ISPs, regulated by the Ministry of Information Industry (MII),
operate international telecommunication circuits and network facilities. They are
ChinaNet (% B /A EHLEBER), CSTNet (1 ERHE M), CERNet (F E# & fn
RHFHEALM), CNCNet (China Network Communications Network H [E F i 23 F

H.1%M), Chinal69 (%7 # &), UNINet (China United Telecommunications Network
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o ] 3£ 38 H.5% M), CMNet (China Mobile Communications Network ' E %% 5 BLEE
w25+ E 52 ™), and CIETNet (China International Economic Trade Network H
& E F5 £2 357 2 5 T EE ). These networks form China’s Internet backbone, and
connections to this backbone make up ninety percent of the. costs of Internet
businesses (CNNIC, 2004). Among the eight, both CNCNet and Chinal69 are
subordinate to China Network Communications (China Netcom ' [ i) that was
created in 2002 by the government in an effort to break the market monopoly by
China Telecom. China Netcom, which successfully merged with ChinaGBN only one
year after its establishment, has shown a great momentum in its development. By the
end of 2003, the company had nearly three million broadband customers, amounting
to thirty percent of the nation’s total customers. Chinal69 is one of the broadband
services it offers to residential customers. In addition, Netcom provides
videoconferencing, intelligent network (IN), and leased line services to both domestic
and international customers. CNCNet, Netcom’s traffic backbone, has a bandwidth up
to 3600Mbps and operates in seventeen switching centers. The second largest ISP
only next to ChinaNet, Netcom plans to add five million more broadband customers
in 2004 (ChinaNex, 2004).

UNINet is the traffic backbone of China United Telecommunications Co., Ltd. It
is also the third largest ISP, covering 330 cities across the country (ChinaNex, 2004).
CMNet is provided by the China Mobile Communications Group, the largest mobile
operator in China. Its current market share is seriously affected by its relatively

narrow bandwidth of around 555 Mbps (CNNIC, 2004). CIETNet was built up and
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operated by China International Electronic Commerce Center (CIECC). It is the

smallest among the eight major ISPs in China, with a bandwidth of two Mbps

(CNNIC, 2004).

In addition to these major ones, there are over 500 small-scale ISPs in China.

Most of them provide some form of Internet access and other services for a particular

geographic market such as in a province or certain parts of province. There are a few

that also offer cross region or even nationwide access service (ChinaNex, 2002c).

The Current Development of the Internet in China

Year Users Online computes | Domain Names | Websites | Bandwidth
1997 670,000 330,000 5,100 N/A N/A
1998 | 2,100,000 630,000 18,396 5,300 143.25 MB
1999 8,900,000 3,500,000 48,695 15,153 351 MB
2000 | 22,500,000 8,920,000 122,099 265,405 2,799 MB
2001 | 33,700,000 12,540,000 127,319 277,100 7,597 MB
2002 | 59,100,000 20,830,000 179,544 371,600 9,380 MB
2003 | 79,500,000 30,890,000 340,040 595,550 | 27,216 MB

Table 1 - Internet Development in China (1996-2003)

(CNNIC 1996-2004)

The above table summarizes the major findings of the nationwide Internet

surveys conducted by CNNIC since its establishment in 1997. According to their

report of January 2004, the Internet population in China amounts to roughly

seventy-nine million (CNNIC, 2004). Several other companies that specialize in
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market research sometimes contest these statistics and point out that the figure from
CNNIC is inaccurate. Interactive Audience Measurement Asia (IAMAsia) and
NetValue both settled on a figure that had two million fewer users by the end of 2000
(Narayan, 2001). Nonetheless, evidence of the significant growth in numbers is
undeniable. In view of the world’s growth in Internet usage, some estimate that, if the
current trend continues, China could have more Internet users than any other country
by 2020 (Tan & Foster, 1998) and the Chinese Internet would become the largest in
the world (Pfaffenberger, 2000). According to the International Telecommunication
Union (ITU) and the World Intellectual Property Organization (WIPO)’s estimates,
Chinese would become the most used language on the Internet in 2007, surpassing
English, merely because of China’s large population (WIPO, 2002).

Examining CNNIC’s annual reports, I summarized some characteristics of the
Internet population in Mainland China as follows: Roughly sixty percent of the
Chinese Internet users are male, although the proportion of Chinese women using the
Internet has grown steadily over the past several years; Internet users are heavily
concentrated in prosperous provinces and municipalities in China’s economically
dynamic coastal areas, primarily Beijing, Shanghai, Jiangsu, Zhejiang, Shandong and
Guangdong. Users from these areas make up over 43.7 percent of the Internet
population alone; More than seventy percent of all Internet users in China are thirty
years of age or younger, and more than eighty-two percent are under thirty-five;
Approximately eighty-seven percent of the Internet users have attained at least a high

school diploma, and more than fifty-seven percent have attended college (CNNIC,
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2004).

Such a distribution of user demographics is not surprising because, in China, as
in other developing countries, educated young males in large cities are more likely
than others to gain access to computer facilities and to acquire the techmological
know-how essential for Internet access.

Meanwhile, although the number of the Internet users jumped 120 times from
1997 to 2003, I should note that seventy-nine million Internet users still account for
only about 6.1 percent of the whole Chinese population. Not all 1.3 billion people will
go online in the foreseeable future. China still has a long way to go before becoming
the largest Internet-consuming country in the world. But for the short term, further
growth is predictable. PC penetration per household in China is about two percent.
While this is relatively low, this figure provides much room for growth (Souza, 2003).
The Chinese government is also promoting Internet usage by slashing its Internet fees
to stimulate competition between providers (ChinaOnline, 1999).

Apart from the increase in the number of users, the nature of Internet usage has
widened. People’s Daily, for example, an organ of the Chinese Communist Party, and
other government and military controlled media are now offering daily online services.
A central government initiated nation-wide project, known as the Government Online
Project, has put a large number of government institutions from all levels onto the
Internet in an attempt to provide better government administration and services. Many
well-known Chinese universities, like Tshinghua and Peking Universities, now

provide distant education via the Internet. Most tertiary level academic institutions are
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also connected to the Internet. China’s first digital library system was established in
the city of Shenyang in October 1998 (CHINAINFOBANK, 1998). Popular Chinese
Internet companies, both Internet Service Providers (ISP) and Internet Content
Providers (ICP) like Sina.com, Sohu.com, Netease.com, and 8848.com, etc., have
become among the largest and most successful private businesses in China. Although
telecommunication and information industries are highly sensitive sectors of China
which for security reasons have not been opened to overseas investors, foreign ICPs
like Yahoo! and Google are widely used by Chinese netizens'. Moreover, as one
observer points out, because the majority of its telecom infrastructure has been built in
the last five years, China has a higher percentage of digitized lines than the U.S. and
is, thus, “well-positioned for the increasingly high-speed and broadband demands and
opportunities of‘e-commerce” (Dougan, 2003). The first electronic business in China,
run by the Xinhua Bookstore, started operation in the spring of 1996. Today, using the
Internet for advertising and exchanging commercial information has become fairly
common across the country. Shopping on-line has also become increasingly popular.
According to Craig Barrett, President and the CEO of Intel, e-commerce in China
generated combined revenue of US$8.1 million in 1999 (People s Daily Online, 2000).
By 2003, the figure reached US$900 million and is projected to hit to US$2.4 billion
in 2005 (Chinaview, 2003). Some researchers remarked that, in absolute terms,
“China is the most networked country among the developing nations and second only

to the US among the developed nations” (Hong, 2003).

! Netizen is a combination of “citizen” and “net”. It refers to every citizen on the Internet.
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Chapter Two

China’s Need to Control the Internet

This thesis argues that the Chinese government has been making full use of and
strictly censoring the Internet instead of letting the Internet promote democracy or
other social transitions. The CCP’s control over the Internet is a continuance of
ancient China’s censorship history. It is also either a direct or an indirect result of the
Party’s and the nation’s attitudes towards media, advanced technology, and their
perspectives towards the international situation. As with some other countries around
the world, China also has some social considerations that help to validate the
government’s position and to justify its control policy. Therefore, after a short review
of China’s censorship history, this chapter makes a deep exploration of the
significance of these aspects. The last section of this chapter also focuses on how the
Chinese government has made use of the Internet in order to serve its political
purpose. The reason I examine this issue is because in my opinion this is another

motivation that drives China to make the Internet under control.

The History of Censorship in China

What is censorship? Censorship can be defined in a variety of ways. It generally
refers to official prohibition or restriction of any type of expression believed to

threaten the established order (Olga & Hoyt, 1970, p.9). It is supervision and control
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of the information and ideas that are circulated among the people within a society. In
modern times, censorship refers to the examination of books, periodicals, plays, films,
television and radio programs, news reports, and other communication media for the
purpose of altering or suppressing parts thought to be objectionable or offensive. The
objectionable material may be considered immoral or obscene, heretical or
blasphemous, seditious or treasonable, or injurious to the national security. Thus, the
rationale for censorship is that it is necessary for the protection of three basic social
institutions: the family, the church, and the state (@cess Censorship, 2000).

Michael Scammell, an internationally recognized expert on censorship, looks at
censorship in the contemporary world from a political perspective. He defines
censorship as “the systematic control of the content of communication by a
government through various means” (Scammell, 1988, p.10). He views censorship as
a political tool and limitations of freedom of expression as “an instrument to assist in
the attainment, preservation or continuance of someone’s power”. For Scammell,
censorship is merely “the extension of physical power into the realm of the mind and
the spirit”. He also states that “the more centralized the physical powér and the more
total its claims, the more intolerant, wide-ranging and complete the censorship will
tend to be” (Scammell, 1988, p.5).

Censorship and the ideology supporting it go back to ancient times. Some may
assume that “In non-democratic societies, censorship is a dominant and all-pervasive
force, felt on all levels of artistic, intellectual, religious, political, public, and personal

life” (@ccess Censorship, 2000). Nevertheless, censorship is not practiced only in
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non-democratic societies. Every society, including the democratic ones, has had
customs, taboos, or laws by which speech, play, dress, religious observance, and
sexual expression were regulated. For example, in ancient Greece, known for its
democratic practices, Socrates was one individual who was constantly under scrutiny
for his intellectual teachings. He questioned many things, including the government,
religion, and his society at large; he advocated the tabooed position that the Greek
gods did not exist. Powerless to censor Socrates for questioning and criticizing,
Athenians charged him with corrupting the minds of youths and offending the gods.
Socrates defended himself, saying that he had never meant to offend gods, that his
ultimate goal was only to seek the truth. Socrates’ defense fell on deaf ears, and he
was sentenced to death. In 399 B.C., after drinking poison, he gave his life for his
principles (Riley, 1998, p.4).

The United States is also well known for having one of the most
speech-protective regimes in the world. Its record is by no means perfect, however;
American history is full of examples of government officials using their power to
punish political opponents and dissenting groups. In 1791, the First Amendment to the

U.S. Constitution went into effect. It stated that

Congress shall make no law respecting an establishment of religion, or
prohibiting the free exercise thereof; or abridging the freedom of speech, or
of the press; or the right of the people peaceably to assemble, and to petition
the Government for a redress of grievances (Olga & Hoyt, 1970, p.15).

The First Amendment was drawn to keep the government from controlling individual
freedoms. Nevertheless, in cases dealing with the First Amendment, the United States

Supreme Court has ruled that censorship is permissible in certain limited situations,
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generally when such censorship is intended to protect individuals or national security
(Riley, 1998, p.4). In 1918, the U.S. Congress enacted the Sedition Act of 1918. This
act stated that it was crime to communicate disloyal or profane comments-about the
government, flag, or uniforms-through speech, print, or publication. Displaying any
support for a country at war with the United States was also a crime (U-S-History.com,
2004). Under the Sedition Act of 1918, thousands of Americans were sentenced by
their peers, whose passionate, misguided patriotism ran like a train out of control. By
1919, the United States was caught in the grip of the “red scare”, when the fear of
communism dominated people’s reason. People were arrested because they looked
like Communists or because they made casual comments about Russia. Another scare
arose in the late 1940s and early 1950s, when it was feared that Communists had
found their way into positions of influence across the country. The House
Un-American Activities Committee (HUAC) investigated musicians, actors,
politicians, academicians-anyone in an influential position. People were afraid to
speak, not knowing how their comments might be interpreted (Riley, 1998, p.13).
Even in the late 20™ century, the U.S. government still had strong power over freedom
of expression, especially during wartime when censorship can function legally. When
the United States invaded Grenada in 1983, the press was barred from the scene. The
government held that press had been given great freedom in covering the Vietnam
War and their coverage had caused negative public reaction. The government did not
want it to happen again. Likewise, during the Persian Gulf War, limitations were again

placed on reporters. Censors read stories before they could be submitted for print, and
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the censor’s word, with rare exception, was the law (Riley, 1998, p.26).

Compared with the U.S. or any other country around the world, China has an
even longer history of censorship. As a matter of fact, one of the world’s first and
most widespread forms of censorship occurred in ancient China. It was in 221 B.C.
when Emperor Shi Huang (246-210 B.C.) founded the Qin Dynasty (221-206 B.C.),
the first power-centralized, multi-national and unified regime in the history of China.
Qin’s establishment marked the end of the riotous Warring States Period
(475-221B.C.), a time of endless brutal wars among seven independent states.
Emperor Shi Huang’s main goal was to have a unified empire, so after he had annexed
the other six states, he ordered the construction of the Great Wall of China to halt
enemies; he standardized the measurement of weight and length, written script, legal
system and currency. He also wanted to impose his own ideals of government on the
other Chinese states he had conquered. However, the presence of books from a
diversity of schools of thoughts was one of the biggest threats. To eliminate these
threats and to standardize human thoughts, Emperor Shihuang ordered all the books to
be burned unless they involved math, science, agriculture or medicine. All books that
dealt with history before Qin Dynasty were also not spared, as Emperor Shihuang
wanted to be remembered as the first king. To destroy the literature was to burn the
bridge that connected people’s common knowledge to the possible deeper thought and
introspection through reading diverse texts. Common people, therefore, had access to
nothing but the knowledge or thoughts that the rulers wanted them to have. Moreover,

Emperor Shihuang once ordered 460 scholars to be buried alive for misleading the
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public through their unfavorable commentaries on his governance. Those events were
later called “the burning of books and the burying of Confucian scholars”. Emperor
Shihuang’s attempt at censorship was motivated by a desire to control the thoughts of
all his citizens and make them loyal to him. By establishing intellectual conformity,
Emperor Shi Huang hoped to stymie criticism of imperial rule that could lead to
revolution. In reality his efforts only served to fortify the people’s hatred for him and
arouse opposition against his tyranny throughout the country. Qin is a short dynasty
with a span of only fifteen years. An army of peasants overthrew the harsh Qin regime
just one year after the death of the Emperor Shi Huang (Chinn & Worden, 1988,
p.10-12).

In China’s history, censorship has never really left center stage. On the contrary,
it has played an increasingly important role throughout the different dynasties.
Countless writers and scholars have been dismissed or imprisoned because of what
they wrote or what they commented on. During the Ming Dynasty (1368-1644),
Eastern Esplanade (yt ) and Western Esplanade (g t ) were set up to supervise
even common people’s words and deeds. These two organs acted as the secret police,
spies and agent provocateur, taking advantage of their limitless and secret powers to
blackmail and corrupt people. They pried about and reported to the emperor whatever
activities they deemed conspiratorial. The emperor, deprived of any means of
obtaining information or checking it, condemned all those who were denounced to
him without even giving them a hearing (Gernet, 1996, p.407).

Censorship reached its zenith of power and influence in the Qing Dynasty
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(1644-1911), the last feudal dynasty in Chinese history that was founded by Manchu
people. As a minority reign in China, Qing had a strong desire to impose a reign of
moral order and at the same time to justify the Manchu domination. As early as the
reign of Emperor Kang Xi (1662-1723) there had been signs of a reaction against
unorthodox works and “corrupting” novels, which were put on the index of prohibited
books in 1687. This policy became harsher under Emperor Yong Zheng (1723-1736)
and ended in the great “Literary Inquisition” of 1774-1789 in the reign of Emperor
Qian Long (1736-1796): 10,231 works in 171,000 chapters were put on the index of
prohibited books and over 2320 of them were completely destroyed. For some twenty
years a hunt went on throughout the empire for books deserving condemnation
because they displayed a lack of respect for the Qing Dynasty, either by using some
forbidden characters (characters appearing in the emperor’s personal name are
forbidden to be used by common people) or by criticizing the Manchu as barbarians
and questioning the legitimacy of their domination of the country. The reign did not
confine itself to censoring and destroying works which could injure the moral order; it
persecuted the authors and their relatives. Brutal measures were taken against
them-execution, exile, forced labor, confiscation of property, and so on. Informing
was encouraged by large rewards, and the possession of suspect works or the
withholding of information about them was punished with the most serious penalties
(Gemet, 1996, p.477, p.508).

The compilation of the Complete Works of Chinese Classics or Si Ku Quan Shu

(B XZ X ) is another example of censorship in the Qing Dynasty. One of the greatest
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contributions made by the Chinese nation to world civilization is its tradition of
compiling scattered texts into collections for later generations. Every dynasty of
China compiled its own collections of classics. This practice reached its pinnacle
during the Qing Dynasty. During the reign of Qian Long, the Qing government
organized 360 accomplished scholars from various academic circles to compile Si Ku
Quan Shu. This encyclopaedia-type series of books was completed in ten years. A
collection of important documents and classics before Qian Long, it has become one
of the most important books for later generations to learn about China’s over
5,000-year old scholarly achievements.

However, as all books were subject to a thorough censorship during the reign of
Qian long, the Si Ku Quan Shu, was no exception. During the entire course of
collection, all writings that were cited as “taboos” or “rebellious stuff” were cast aside
or even destroyed. During the course of compilation, nearly 3,000 tiles of books were
destroyed, with the number almost equalling that of books taken in by the collection.
At the same time, many original texts were cut out or revised. Writings charged with
vilifying and humiliating the Manchu people were revised or even deleted in
paragraphs or complete pieces of writings (China News and Report, 2002). The
compilation of the Si Ku Quan Shu was influenced in large through this censorship.

As a result, censorship left this masterpiece with irreparable drawbacks.
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Mass Media in China: the Party’s Mouthpiece

Censorship continues to exist and function in China well into modern times. It is
well known that, the Chinese government has subjected the press to the most rigorous
censorship since the CCP took over the country in 1949, In addition to the major
historical influence, another major explanation for the presence of censorship is that
the function of the media in socialist communities is different from that of Western
countries. In the West, the standard conception of the mass media is a “cantankerous,
obstinate, and ubiquitous press” that always searches for “truth and their
independence of authority” (Lewis, 1987). Mass media is supposed to be “vigilant,
defiant and courageous” (Lewis, 1987). Its mission is to “root about in our national
life, exposing what it deem right for exposure without regard to external pressure or
the dictates of authority” (Lewis, 1987). However, socialist communities portray the
mass media in a totally different way. The Soviet Communist theory states that mass
media should be used instrumentally to suit the needs of state power and Party
influence (Zhang & Cropp, 2002). In Party Organization and Party Literature,
Vladimir Ilyich Lenin has said that all the mass media, literature and literary
criticism in socialist Soviet must become a part of the general cause of the proletariat
(1962, p.46). Originally adopting its system of media control from the former Soviet
Union, the CCP also has a long history of using mass media as a propaganda weapon
(Schell, 1995; Zhao, 1998). In May 1942, Mao Zedong (1893-1976) delivered a
speech on the Yanan Forum on Art and Literature which quickly became the doctrine

for all future media coverage and art production in China. In this speech, Mao
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articulated his philosophy on the role of media and art in society as something that
should only be created for “the people, the workers, peasants and army soldiers”.
Journalists and artists should be regarded as nothing more than “cultural workers”
(Mao, 1967, p.69-98). This ipﬂuential speech outlined the principles underlying all
official journalism and artwork in China for the next 60 years. In 1948, Mao Zedong
delivered a speech in which he emphasized the required tasks of Chinese newspapers.
Mao said, “The role and power of the newspapers consists in their ability to bring the
Party program, the Party line, the Party’s general and specific policies . . . before the
masses in the quickest and most extensive way” (Mao, 1961, p.241). After the
founding of the People’s Republic of China in 1949, the CCP further defined the
general tasks of the Chinese media as “serving the cause of socialism and the people”
(Chang, 1989). The Chinese leaders in the post-Mao era, both Deng Xiaoping
(1905-1997) and Jiang Zemin (b.1926), continued to insist on Chinese media’s role as
a propaganda weapon or Party organ. Prior to the market reforms China launched in
the 1980s, the role of the Chinese media was to function as the “mouthpiece” of the
party-state. The Chinese media was a tool used by the government for political
purposes (Liu, 1998). Since 1949, the Chinese media, consisting of newspapers,
magazines, publishing houses, broadcasting stations and TV stations, have been under
the control of the propaganda authorities at all levels (Li, 2001).

Since the introduction of the Open Door Policy at the Third Plenum of the
Eleventh Party Congress in December 1978, China has gradually opened up to the

West. The role of the media has changed, becoming more independent both in
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economy and in organization management. However, the Chinese Communist Party
has never given up its domination of the media. Although Marxism and Leninism, as
economic and revolutionary doctrines respectively, are largely outdated forces in
China, they remain the keystones of the continuing political structure in the country.
A fundamental tenant of Leninism is the requirement that the state must control the
media. The metaphor often used to describe this dynamic is that the media must be
both the “throat and tongue” and “the eyes and ears” of the party (Cullen & Choy,
1999). The media in China is still regarded as an essential political instrument, and
functions under the Party’s apparatus to educate the masses and disseminate ideology.
The function of the media is thus to ensure the loyalty and unity of the organization’s
members, to induce not only correct thinking but also correct behaving. The Party
continues to be the owner, the manager and the dictator of the media.

As with their predecessors, China’s new generation of leaders never hesitate to
express their opinion on the freedom of media. They repeatedly emphasize the
importance of the media’s obedience to the Party. China’s former President Jiang

Zemin once told Mike Wallace in an interview with CBS,

Freedom of the press should be subordinate to the interests of the nation.
How can you allow such freedom to damage the national interests? ...We
need to be selective. We hope to restrict as much as possible information
not conductive to China’s development (Lin, 2001).

In a country that has a long-standing tradition of strict control over the media, the

Internet, regarded to be one facet of the media, can hardly be an exception to the

control.
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Technology: A Double-Edged Sword

Being a country subjected to the West’s invasions and colonization since the
Opium Wars in 1841, Chinese people have formed their own attitudes towards
technology, in particular towards advanced foreign technology. I will include these
psychological and cultural factors that influence the unique status of the Internet in
China into my research.

As early as the 16™ century, there have been discussions about how to implement
western technology while preserving Chinese values. The concepts of 7i & Yong were
introduced in the middle of the 19™ century and stand for “Zhong Xue Wei 7i ( X ,

E ), Xi Xue Wei Yong (@ X , #)". These concepts mean that Chinese learning is
cultural essence while Western learning is for practical use. Put another way, the study
of Chinese learning is meant for developing fundamental principles while the study of
Western learning is just for utility (Teng & Fairbank, 1963). The concepts of 7i &
Yong imply a view of social and cultural superiority to the West and demonstrate a
reluctance on the part of China to wholly accept foreign (especially Western) ideas
and technology. Since the late 19™ century, especially after the Opium Wars
(1839-1842), it was assumed by most Chinese that foreign domination of China was
based on the superiority of Western weapons. The understanding was that the only

way to drive foreigners out would be to learn how to make and use Western

! It was first proposed by Zhang Zhidong (1837-1909), a scholar, educationist, and one of the foremost
reformers in the late Qing Dynasty. He has searched for a way for China to survive in the modern
world that could accommodate Western knowledge but preserve traditional ways. The ways he and
other reformers advocated to strengthen the nation included building up professional schools,

modern industrial plants, railways, and arming the military with foreign advanced weapons.
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machinery in order to be able to compete on an equal footing with the West (Sinclair,
2001). From then on, China has tried to use technology to strengthen herself while
carefully attempting to prevent this decision from damaging her societal fabric. In the
20" Century, China still views technology as the key to her progress and believes that,
amongst other technologies, the Internet is a vital factor in the transformation of
China from a developing country into a superpower. However, in the eyes of Chinese
leadership, the Internet, like any other technology, is a double-edged sword. Failing to
properly use and control the Internet can bring a threat to the regime. The CCP can
never forget the nightmare brought on by new technology. During the Student
Democratic Movement in 1989, fax machines—the new communication technology at
that time—demonstrated their subversive power. The dissidents used these machines
inside China to exchange information among themselves and to release information to
the outside world. The application of this technology almost led to the collapse of the
Chinese government at that time (Cullen & Choy, 1999).

Keeping this “nightmare” in mind, the CCP has viewed the Internet, an even
more powerful communication tool than the fax machine, with great suspicion as well
as great anticipation. The government is well aware of the “harmful” effects that this
new technology could have that it will not allow this new technology to develop

without intervention.
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Stop the Internet from being Used by Hostile Forces

So far, I have talked about how the CCP views mass media and how the Chinese
people view technology. In this part, I am going to discuss China’s opinions about the
international situations and how these perspectives influence its decision concerning
the strict control of Internet usage.

In recent years, there has been a rise of transnational social movements that
represent the emergence of what Lipschutz has called a “global civil society”, that is,
transnationally organized political networks and interest groups largely autonomous
from any one state’s control (1992). Deibert also notes that “transnational social
movements have exploded” (1997, p.158). The Union of International Associations
now recognizes some 40,000 international nongovernmental organizations (NGOs)
(UIA, 2004). As Spiro notes, “Environmentalists, human rights advocates, women,
children, animal rights advocates, consumers, the disabled, gays, and indigenous
peoples have all gone international” (1994). According to Deibert, the rise in the
visibility and density of these transnational social movements cannot be divorced
from the communications technologies that have empowered them. He further notes
that although telephones and faxes have long been staples for international
coordination, “it has been computer networks—and in particular the Internet—that
have vastly transformed the scope and potential of these transnational movements”
(1997, p.159). Deibert points out that the Internet does not generate these new social
movements, it does, however, create a communications environment in which such

activities dramatically flourish. In fact, some NGOs “were among the first to realize
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the potential of the early computer networks as facilitators of their organization”
(1997, p.159).

Among all the NGOs, the Association for Progressive Communications (APC) is
the most extensive global computer networking system dedicated to social and
environmental issues. With the help of the Internet, APC members can share
enormous databases containing everything from government department phone
numbers and addresses to scientific studies to calendars of events to various
government regulations and accords, which are all hyper-linked and searchable by
keyword (APC, 2004). Members can also engage in electronic conferences,
communicate directly through electronic mail, and distribute information, including
urgent human rights or environmental violations. Besides formal networks like APC,
there are many informal transnational social movements linked through Internet BBSs,
newsgroups, and mailing lists. For example, Asian democracy activists exchange
information through computer mailing lists such as China News Digest

(¢cnd-info@cend.org). In sum, as Deibert has described,

Thousands of niche political movements from across the political spectrum
and from all points of the planet have built a presence on the web. Through
this presence, these movements can distribute alternative sources of news
and information, maintain a repository of data related to their particular
niche interest, or provide an informal hyperlinked gateway to other
complementary movements (1997, p.161).

Regarding these movements’ significance for contemporary politics, Deibert argues
that these movements taken as a whole present a fundamental challenge to the modern
world order paradigm. In other words, “the importance of these movements lies not in

their potential substitutability for the state, but rather in their collective ‘unbundling’
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and ‘de-territorializing’ of political authority and processes of political participation”
(1997, p.164). However, my study finds that the Chinese government pays more
attention to the former instead of the latter point of importance. This difference in
focus serves as a good reason why the authorities in China need to control the
Internet.

As Neuman explains, the special character of the Internet is that “it can as easily
be extended horizontally (among individuals and groups) as vertically (in the more
traditional connection between the centralized authorities and the mass populace)”
(1992, p.13). The Chinese government has realized that, compared with other
communication technologies, the Internet makes it more difficult for the government
to control the flow of information, and more difficult to prevent individuals from
having access to information that the government deems undesirable. What is more,
with the help of the Internet, international activists are more capable of educating and
motivating Chinese populations with ideas of “freedom”, of organizing so-called
democratic activities within China’s territory, and finally of seeking opportunities to
overthrow the socialist regime. If the government does not take effective precautions
against these possibilities, the domestic dissidents and political movements could
further collude with their international counterparts. This process could lead to China
playing a part in a transnational social movement, thereby making the domestic
organizations in China more influential on the international arena. This is absolutely
what the Chinese authorities do not desire.

At home, the Chinese government has already witnessed how the arrival of the
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Internet has enabled dissidents, Falungong practitioners, Tibetan activists, Taiwan
separatists, other niche political groups and individuals regarded as subversive by the
Chinese authorities to organize and communicate. They use the Internet to share
information with each other and with their counterparts in the exiled dissident
communities, to access banned information and to draw support from a global
network of activists and NGOs. Groups such as Human Rights in China and the
Committee to Protect Journalists post news of arrests and human rights violations,
circulate online petitions, and maintain e-mail databases of Chinese dissidents and
other activists. The Internet has provided these groups a means of communication
that is easier and faster to use than any technology ever before. As with any other
authoritarian regime, the Chinese government is struggling to prevent activists from
using the Internet to erode government controls over the flow of information and from
promoting political or social agendas that the government finds threatening.
Additionally, the Western democratic world (China’s presumed outside enemy) has
never hidden their intention to overthrow the only few remaining socialist states in the
world. The following words from Litan and Niskanen will ensure that China will

never relax its vigilance:

The Berlin Wall came down not because it was demolished by tanks or
armies from the West but because western television and radio coupled with
diffusion of computer technology robbed communist governments of their
information monopolies and thus their ability to hold the allegiance of their
people. ...... It should be only a matter of time when the same thing happens
to China (1998, p.2).

George. W Bush echoed this bold statement when he said straightforwardly in 1999

during a GOP Debate, “Imagine if the Internet took hold in China. Imagine how
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freedom would spread” (Tsui, 2002). In my opinion, it would be difficult to refute
China’s perception of this statement as a threat if we hear these words and witness the
Western democratic world’s applause over the former Soviet Union’s fall.

“Enemy forces at home and abroad are sparing no effort to use this battlefront
(the Internet) to infiltrate us” (Lin, 2001). This quote is taken from an editorial
published on the People’s Daily in 2001. It illustrates a very common and basic
understanding China holds towards those forces which are hostile towards its regime,
cither domestically or internationally. My research finds that this pervasive
understanding is the most important reason why the Chinese government has never

loosened its grip on the Internet.

Social Considerations

The Internet has not only provided an unprecedented convenience in human
communication, but it has also facilitated the rise of transborder criminal activities,
inclﬁding pornographic distribution, terrorist activities, money-laundering schemes,
Internet based business frauds, and Internet hacks. The new social, economic and
cultural problems created by the adoption of the Internet have already aroused global
concerns from all the networked nations. It is these social and cultural concerns that
have instigated legislation on content censorship since the 1990s. This has happened
even in the U.S., the representative of the Western democracies, even though most of
the American netizens believed that the Internet should remain wide open for the free

exchange of ideas without any censorship. In 1995 and 1996, a variety of legislation
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involving the Internet came before the U.S. Congress. Most of the legislations
addressed the interests of minors and were designed to protect them from pornography.
Two of the most important were the Telecommunications Act of 1996 and the
Communications Decency Act of 1996 (CDA). CDA criminalized the use of
interactive computer services and telecommunications services, the sending of
harassing communications and the displaying of “indecent” material to minors.
Another section of CDA made it a crime to use a facility to coerce or entice minors to
engage in criminal sexual activity (Riley, 1998, p.31).

Shortly after the CDA passed in February 1996, it met with sharp criticism from
both liberals and conservatives who criticized that CDA’s definition of “indecent
materials” was too vague. The American Civil Liberties Union (ACLU) even filed a
lawsuit against the “indecent” and “patently offensive” provisions of the CDA. The
U.S. Supreme Court finally declared the CDA unconstitutional and granted an
injunction in June 1997, (Riley, 1998, p.31). Nevertheless, over the past decade, the
American legislators and the courts have gradually formulated standards and tests that
recognize First Amendment rights while protecting the public in general, and children
in particular. By 1996, seventeen states in the U.S. had either enacted or promulgated
Internet regulation statutes. Many of the statues focused on the content which was
accessible to juveniles; others focused on “explosive materials” and “terrorist acts”
(Riley, 1998, p.32). The 21* century has seen more progress in regards to legislation.
In 2000 the US Congress imposed laws that made libraries across the country filter all

of their Internet connections (not just those used by children) or risk losing assistance
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with Internet access. At this time, 2003, the US Supreme Court has upheld Congress’s
requirements; so libraries are now faced with choice of censorship or loss of funds
(Ockerbloom, 2003).

Again, as with other countries across the world, Chinese authorities have social
and moral issues to consider in terms of the impact of the Internet. This is another
factor that has made the Chinese government hesitant in accepting the Internet
without imposing a certain degree of censorship. China has its own definition of the
vast array of “indecent” materials available on the Internet. The CCP used to call
these materials a “spiritual pollution”, a term formed in the early 1980s suggesting the
extent of the damage brought on by decadent influences from the West (Spence, 1991).
In October 1983, an article published on Hong (i, a theoretical journal run by the
Central Committee of the CCP, described various forms of spiritual pollution
including pornography, obscenity, vulgarity, violence and the ideology of putting
money above all else. The article called them “deadly poisons” which have an
extremely corrosive effect on the minds and lives of the masses, particularly on the
minds and lives of the young people. The writer mobilized the Chinese people to
combat spiritual pollution thoroughly in order to build a “spiritual civilization” (Li,
1995).

Did the CCP crack down on the alleged spiritual pollution merely out of social
and moral concerns? An article published one month later on the Peoples Daily
provides us with another perspective through which to understand the CCP’s stand on

this issue. This article states that spiritual pollution falls into two categories:
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The first type includes pornographic books, pictures, tapes and films. These
things must be confiscated... The other type is bourgeois liberalization and
the commercialization of spiritual products in the theoretical, literary, and
art circles. Some examples of this would include propaganda in support of
abstract humanism; theses concerning Western ideologies; literary and art
works that distort history and reality, concentrate on the dark side of our
society, and encourage “self-expression” and vulgar, low-class
performances. This type of spiritual pollution makes the people, especially
the young, pessimistic and lethargic, creates discord, promotes
individualism, and causes some people to doubt and even deny socialism
and party leadership (Li, 1995, p.205).

It should be noted that political concerns, here, take the place of the social or moral
concerns.

Since the “spiritual pollution” comes from the bourgeois ideology and lifestyle,
an anti-bourgeois liberalization campaign is an inevitable result of the anti-spiritual
pollution campaign. This campaign reached its zenith in the late 1980s. At that time,
the CCP leadership illustrated its political considerations more clearly than before.
While talking about the harm of the bourgeois liberalization, Deng Xiaoping once

said,

bourgeois liberalization is an attempt to turn China’s present politics in the
direction of capitalism...Its exponents worship the “democracy” and
“freedom” of western countries. ..if we engage in idle talk of democracy, the
country will be taken over by extreme democratization and anarchism.
Political stability and unity will be undermined (Li, 1995, p.593).

In the following years, Deng took every opportunity to denounce this ideological
trend fiercely. By the end of 1986, students took to the streets in demonstrations in
several major cities. This climaxed in 1989, on June 4" in Tiananmen Square. All the
movements demanded democracy, liberty and political reforms. Among them, the

June 4 incident, an anti-revolutionary riot in the CCP’s viewpoint, caught worldwide
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attention, severely undermined the CCP’s legitimacy, and almost led to the collapse of
socialist China. Deng claimed that all these disturbances were the result of a failure on
the part of some individuals from the CCP’s leadership to take a firm, clear-cut stand
against bourgeois liberalization.

Today, the domestic political situation in China has changed a lot. The dispute
between socialism and capitalism is not intense. The CCP’s current leadership,
however, can continue to draw on the experiences of the Party in the 1980s to remind
them of the potential risk they will face if the Western ideology overruns the country.
One difference is that nowadays, the politicians use neither terms like “spiritual
pollution” nor “bourgeois liberalization” to describe the flood of incoming Western
ideology. Instead they compare this sort of information with electronic opium and
highlight the impact it has in lowering social and moral standards. This approach
seems to have a better effect thgn the past political movements (ChinaOline, 2000).
Chinese people are very sensitive to opium because it was the disruptive influence of
opium introduced by the British colonialists in the 19" century that finally led to the
Opium Wars. Losing the war, the Qing government had to sign unequal treaties and
cede some territories to Western countries. Chinese people regard the Opium Wars as
the beginning of their miserable modern history. As a result, there are heated
discussions about the corrupting influence of the electronic opium even among
common people. It is not difficult for the government to persuade its people that
China needs to find ways to restrict the flow of Internet information. The government

is justifying its Internet control policy by positioning it as a safeguard of moral values,
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trying to combine its political and social concerns.

Making the Internet Serve the Party’s Political Needs

One of my thesis’s arguments is that the Chinese government has been actively
exploiting the Internet for its own political advantage. In the Chinese authority’s
understanding, if its control over the Internet is successful, the government can make
the Internet serve the Party’s political needs. I believe this is also one of the
motivations that drive China to control the Internet. In this section I would like to give
an introduction into how the government can benefit from the Internet.
Discovering What Citizens are Thinking

With the strict online censorship, there are large quantities of rhetoric in support
of the regime prevalent in BBSs and chatrooms. At the same time, there are, to a
much lesser degree, some anti-party comments. The Internet does allow people to
speak their minds and vent their anger to some extent. Hachgian notes that Internet
forums “offer officials who lack the benefit of a free media a way to discover what
citizens are thinking” (2001). Therefore, when criticism of the government is brought
up on the Internet, the government can be updated with the latest sentiments and
opinions of the public. The government can then choose to react quickly to this by
inundating the media with its own message to quell any unrest.

In March 2001, an explosion at a primary school in Jiangxi Province killed
forty-two people and injured twenty-seven (Jiang, 2001). Local officials tried to cover

up the tragedy because illegally forcing primary school pupils to hand make
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firecrackers was the cause of this accident. However, unofficial news about it had
begun to circulate in some BBSs long before it was published in the official news
media. Chatrooms from some popular websites were flooded with messages
condemning local officials’ covering up the truth. Netizens also condemned the
central government’s powerlessness and inefficiency in dealing with this affair. The
discussion over the school blast became so heated that Sina.com was forced to shut
down its forum for a couple of days. Alarmed by the information, the central
government immediately dispatched a specially appointed working team to the
explosion site. Severe punishments were given to local officials based on the working
team’s report. Premier Zhu Rongji (b.1928) even offered a rare public apology to the
families of some forty children killed in the explosion; he apologized for allowing the
abuses that led to the accident and failing to handle it properly in the early stages.
Shortly after this, the Ministry of Public Security launched a new round of campaigns
concerning the management of explosives and firearms (BBC News, 2001). The
authorities finally quieted down public turbulence with grand-scale publicity of
Premier Zhu’s official apology, and with news about all the actions the government
had adopted to deal with this incident, and with measures to prevent the recurrence of
such incidents. My research found that the Internet played an indispensable role in
this affair in helping the government timely find and pacify the public’s dissatisfaction
with its malpractice. The Internet “served as a catalyst of public opinion and led to

greater government accountability” (Harvard International Review, 2001).

46

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



E-government

To build up a more transparent and open government, the Chinese government
started its E-government movement in 1992 (Westland, 2000). E-government is
defined as the “use of technology to enhance the access to and delivery of government
services to benefit citizens, business partners and employees” (Deloitte & Touch,
1998). Since 1993, the Chinese government has concentrated on funding the Golden
Projects, the collective telecommunication projects introduced as the first step to
realize the E-government. By establishing a data communications network, China
expects the Golden Projects to modernize the country’s information technology
infrastructure and to be able to lead to more efficient centralized government
organizations (Tan, 1995).

Originally starting out with three projects in 1993, the number of the Golden
Projects has grown steadily over the years as more plans have been initiated. The
projects fall into four tiers. Tier one consists of four projects, they are Golden Bridge,
the infrastructure for the China National Economic Information Network, China’s
version of the information superhighway; Golden Gate (Customs), a foreign trade
information network linking the Ministry of Foreign Trade and Economic
Cooperation with the Customs Bureau; Golden Card, an electronic money project
whose goal is to use telecom networks to replace cash transactions with an electronic
system for savings, withdrawals, and payments; Golden Sea, an information system
interconnecting China’s top government leaders and providing them with immediate

access to reference data from other institutions, organizations, and offices under the
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direct jurisdiction of the Communist Party Central Committee (Lovelock & Petrazzini,
1996).

The projects in tier two were designed to apply information networks to
economic reform. They comprise Golden Macro, a network serving the Government’s
Central Economic and Financial Leading Group for macro-control over national
economic activities; Golden Tax, a data network designed to link State Tax
Administration’s auditing center in Beijing with fifty regional offices and 800 bureaus.
Projects in tier three have to do with sector-specific applications of the new IT
program, They include Golden Enterprise, an internal network linking China’s 12,000
large- and medium-sized enterprises; Golden Agriculture, a databank service network
providing agricultural information, weather reports, and market information; Golden
Health, the Ministry of Public Health’s high-speed information exchange system for
hospitals; Golden Information, a network linking the various statistical collection
departments across the country; and Golden Housing, a nationwide sharing of
information on real estate. The final tier of projects comprises Golden Cellular, a
consortium of China’s large domestic mobile communications manufacturers; and
Golden Switch — a program to build China’s domestic digital switch manufacturing
industry (Yurick, 1997).

Following the initial success of the Golden Projects, in January 1999, the
Chinese government announced an ambitious program calling for sixty percent of the
ministries to have websites by the end of 1999 and eighty percent by the end of 2000

(Press, Foster & Goodman, 1999). A website, www.gov.cn, was set up for the
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coordination and orientation of this nation-wide Government Online Project. After
five years, facts show that China’s achievements far outstripped the government’s
original ambitions for E-government. Up to February 2003, the government online
project has put information from over 10,000 Chinese government offices online,
helping those operations establish homepages or put databases and archives on the
Web (Chinese Government Online, 2004).

The Government Online Project is multi-purpose. The authority expects it to
reduce the administrative costs of the governments at various levels, to improve
government efficiency and transparency, to promote communication between various
departments of the government and various walks of society and to build government
websites into convenient service windows for citizens. I have paid more attention to
the last point listed here. My research finds that one of the major points of importance
of this project is to popularize laws and to promote common people’s awareness of
law. Since the 1980s, the nation’s leadership has come to a consensus that making
laws more accessible to common people and promoting people’s awareness of laws is
a crucial step in constructing a developing country’s legal system. They have attached
great importance to this issue since China, for a long period of time, has been a
country where a large proportion of crimes were committed through people’s
ignorance of the relevant laws. To change this situation, over the past decades,
Chinese regulations have gone from being largely unpublished, confidential, in-house
edicts, meant for officials, to published texts that are more detailed with each new

reiteration. The emergence of the Internet, especially the Government Online Project,
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played some active roles in making this change come about. A very important trend
present on the government operations’ WebPages is the increasing availability of the
full text of Chinese laws and regulations. For example, all regulations concerning
telecommunications and the Internet are now published and available to anyone

interested at the website of MII (http:/www.mii.gov.cn/mii/zcfg html). Although this

is still very unusual, some Chinese government agencies have even published
proposed regulations or policies online and asked for comments from the public
(Report from U.S. Embassy in Beijing, 2001).

Putting government organizations online is sometimes a tool used in battling
corruption. The central government is promoting online bids and auctions to increase
transparency and reduce kickbacks in awarding government contracts. These
measures are all meant to address the long-standing problem of corruption (People’s
Daily Online, 1999).

Spreading Propaganda and Promoting Nationalism

The CCP, as I have said, sees the Internet, a powerful part of the mass media, as
an important play ground for the Party’s propaganda. An example of “inundating the
media with Party-preferred information” is China’s official website for Human Rights
(http://www.humanrights-china.org) that sets out the government’s human rights
policy. Some may argue, websites like that sponsored by state agencies are not as
influential among Chinese users as the government expected (Qiu, 1999-2000). One
possible reason is their lack of interactivity. The websites are designed to facilitate

one-way indoctrination instead of interactions. Seldom do they reflect nonofficial
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opinions except when they are hacked. Moreover, it is well known that despite the
efforts of CCP’s propaganda especially that which concerns human rights policies
frequent criticism and attacks against the policy continue to spring up. However,
persistently interpreting its own policies from its own perspective is one of CCP’s
countermeasures. The CCP always believes that long-term existence of the official
perspectives will always have some effect regardless of fluctuations in public opinion.
It also believes that the large investment in putting government operations online can
act as a favorable counter to the increasing number of online critics of the Party. By
building attractive websites and posting regularly updated policy interpretations the
CCP hopes to influence the public’s opinions. It also should be noted that the Chinese
government began to realize the drawbacks of its propaganda and it is actively
improving its propaganda skills. Propaganda organs tried to use the Internet as a
powerful tool for disseminating material that was less ideologically minded, and more
acceptable to people at home and abroad. Needless to say, common people, sometimes,
benefit from the propaganda. They get more and more useful and timely information
from the Web and with this information they can better safeguard their own citizen
rights. For example, with the updated information offered by the Customer Rights
Protection agencies on the latest results of their anti-counterfeit raids via

http://www.cqi.gov.cn (a website used by this agency to show off their working

achievements), people are able to keep themselves away from the troubles or
problems might be caused by fake and shoddy goods.

While some people, such as Nicolas Negroponte, the Director of the M.LT.
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Media Lab, argues that the Internet will signify the end of nationalism because it
facilitates greater mutual understanding, some others observe that the Internet has not

erased but has rather facilitated a strong sense of nationalism. Martin Regg Cohn said,

The delicate dynamic of government regulation and corporate compliance
has dampened the democratization trend that so many had predicted soon
after the Internet took off in China. Now, nationalism is gaining ground by
default (2001).

Nationalism, in China, is a concept that lies within the accepted range of social norms.
It is often mentioned in the mass media and brought up during political events. My
reseérch has found that when a couple of important international events took place,
the government was able to take advantage of the power of the Internet to help sway
public opinion towards its own views. Most of these views center around the idea of
nationalism (Qiu, 1999-2000). For example, shortly after the United States bombed
the Chinese Embassy in Belgrade in 1999 and killed three Chinese journalists there,
the People’s Daily set up a chat-room called the Anti-bombing Forum on its website,
which was later changed to the name of Strong Country Forum. This forum, together
with all the other government-sanctioned chat-rooms, became a space offered by the
government for Internet users to amplify their nationalistic sentiments. A great deal of
anti~-Western rhetoric focused on accusing the U.S. of deliberately undertaking the
bombing; messages questioning the status quo view were promptly deleted. Despite
the prohibition on using the Internet to plan demonstrations, “most observers believe
that the government not only encouraged but actively aided students who used the
Internet to plan days of violent protests outside the U.S. Embassy” (Pfaffenberger,

2001). “The great attraction of the Internet...as a sounding board against America,
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and a rallying point for patriotism, is a source of comfort to the Communist Party.
And it is no accident” (Cohn, 2001).

This was also the case during the aftermath of the U.S. Spy Plane incident off the
coast of Hainan Island in 2001. The plane collision killed a Chinese jet fighter named
Wang Wei. It also caused much heated discussion and roused nationalistic sentiments

in the Chinese BBS. Some of the comments reported in the chatrooms included

--We can forgo joining the WTO but we cannot afford to lose face.
--Why can’t the US show any human rights concern to the poor missing pilot?
--The whole nation is waiting to see if China can play hardball with the US?

Furthermore, soon after this collision, www.netor.com, a host of a leading mourning

site in China, established an online shrine to Wang Wei. Here citizens could light a
virtual candle, leave digital flowers, dedicate digital melodies, or offer written
expressions of their grief online. “We salute the hero in the sky”, wrote one, while
another citizen said, “You have fallen but millions like you live on to fight for the
motherland”. In just three days, Wang’s site received the third most visits of the nearly
5,000 sites hosted by Netor.com (Chandler, 2001).

China has a long history of censorship of information, and the Internet is no
exception. The CCP’s deeply rooted attitude towards media and foreign technology,
its judgment concerning the current domestic and international situations, and its
social considerations all add to the CCP’s strong determination to actively seek to
control the use of the Internet. Further, it is clear that the Chinese government is
developing a more sophisticated understanding of the Internet’s function; it is

gradually learning how to make the Internet serve the political purpose of the Party.
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My research also suggests that China does have its historical, psychological, social
and cultural aspects to consider in regards to the issue of Internet control. However,
none of these aspects are as prominent as the CCP’s political motivation. As a matter
of fact, all these varying aspects promote the same goal albeit through different routes,
that is namely to safeguard the CCP’s leadership, the political stability, and the

national unity of the country.
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Chapter Three

Administrative and Legal Measures

The control of the Internet by the Chinese government began with the building
up of a hierarchical administration structure. In this chapter I will first outline this
hierarchy and then give a brief introduction to the different organs of this structure.
After that, I will focus on the legal measures the CCP has taken in controlling the
Internet, from the laws and regulations it has made, to the intimidation tactics it has
practiced. I will also talk about the Chinese characteristics of those laws, regulations

and their executions.

Building Up A Hierarchical Administration Structure

For a number of years, a power struggle ensued between the former Ministry of
Posts and Telecommunications (MPT) and the former Ministry of Electronics Industry
(MEI) over the control of the lucrative Internet. The lack of clarity over which
department would be responsible for the Internet was the cause of the power struggle.
To deal with this dispute, the central government created the Ministry of Information
Industry (MII) in an overall organization reshuffle in March 1998, which finally
brought the chaos to an end (Tsui, 2001). As a super ministry, MII is primarily
responsible for planning and overseeing the development of China’s electronics,

telecommunications and electronic information industries. The MII is also responsible

55

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



for laws and regulations and the coordination of China’s information industry. Wu
Jichuan (b.1937) was elected as the first Minister of the MII in March 1998. The
current head of MII is Wang Xudong (b.1946) who was promoted to this position in
March 2003.

In China, MII is at the top of the hierarchy of the Internet control. Under MII are
the Ministry of Public Security (MPS) and its subordinate bureaus in the provinces
and cities. They are responsible for network security by looking after abuse of the
network, like for example, the leak of state secrets, political subversion or the spread
of pornography or hatred on the Internet. The MPS has the legal rights to monitor
network traffic. Qiu argues that policemen from MPS and its local bureaus are
actually the most superior gatekeepers against the “inappropriate” uses of the Internet
since MII always gives its priority to routine administration (Qiu, 1999-2000). Under
the MPS and its local bureaus, there lies the entirety of China’s cyberspace, which is,
first of all, managed by major ISPs. Although in different sizes, ChinaNet, CSTNet,
CERNet, CNCNet, Chinal69, UNINet, CMNet, and CIETNet have parallel
administrations. Each has several regional network centers that control Internet
services in provinces and cities. Among the regional network administrators, some
technicians called “system operators” are directly involved in the daily maintenance
of cyberspace communities. In BBS, they are called “stationmaster”, assuming the
most visible power of administrative control in the community. They can choose,
install or uninstall, and modify the platform on which the online public

communication is going on. They are the technocrats that are positioned in the middle
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of the Internet regulation hierarchy. According to Qiu, a common practice adopted by
these ISPs is to assign young teachers, researchers or graduate students majoring in
computer science to be the stationmasters. Being members of the regulatory body who
regularly receives monetary rewards, these people should be seen as an interest group
different from ordinary users. The lowest rank of regulators in cyberspace is the
boardmaster. Boardmasters are responsible for cleaning messages on one or a few
electronic bulletin boards. Unlike the system operators, boardmasters are not
necessarily members of the network centers. This means an external user can be a
boardmaster within the entire system. Another significant feature distinguishing a
boardmaster from a system operator is that the former is electorate whereas the latter
is selectorate (Qiu, 2000). Most of the boardmasters are winners of online elections,
in which ordinary users vote via the Internet. Subsequently, their source of legitimacy
is supplied by ordinary users rather than by the higher ladder of the hierarchy.

The regulatory hierarchy is more than a cluster of post and rank. As in real world
institutions, human beings in China’s cyberspace are tied to certain duties and subject
to constraints. The cyberpolice are expected to supervise the technocrats and the
netizens and penalize disobedient actions. The technocrats are to follow instructions
from the cyberpolice and use various means in order to prevent users in their networks
from accessing prohibited websites or expressing harmful information. The duty of
the netizens is expressed in but one command: no trespassing is allowed into
forbidden cyberspace.

If these duties are not performed, there is a system of punishment mechanisms
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directed both at the technocrats and the netizens. The cyberpolice must also be subject
to certain checks from the State Council and the Chinese Communist Party Center, but
this is not specified in any regulation (Qiu, 2000).

Various other ministries and government bodies have an influence with regard to
the Chinese Internet control as well, some of the more important ones are as follows:
The Ministry of State Security (MSS) is responsible for the regulation of encryption
software. Encryption is the technology responsible for conversion of data into a form
that cannot be easily understood by unauthorized people. China Internet Network
Information Center (CNNIC) is a non-profit organization founded on June 31997, It
takes orders from the MII to conduct daily business, while being administratively
operated by the Chinese Academy of Social Science (CASS). CNNIC is mainly
responsible for the registration of domain names and the allocation of IP addresses. Its
major responsibilities also include the annual Internet Usage Survey conducting,
international liaison, technology and policy researches (Li, 2003). The State Council
Information Office and the Propaganda Department of CCP Central Committee also
work closely together and oversee much of the Internet content policy. In addition, all
the levels of local, municipal and provincial government organizations of the
information industry also play certain roles in managing and supervising the Internet.

To some extent, the jurisdictions of the above organizations might overlap in
some areas. However, it should be noted that they all serve the same purpose that is
namely to keep the Internet under their strict political, economic and cultural control

and to keep the Internet from jeopardizing the Party’s leadership and social stability.
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Because of this common goal, there are no evident disputes among the different levels

or organizations so far.

Laws and regulations

As the Internet grows, the Chinese government keeps tightening its control,
making great efforts in legislation. From 1994 to 2004, at least sixty sets of laws and
regulations on Internet control have been issued. The laws have become progressively
more comprehensive, moving from efforts to regulate Internet business to restrictions
on news sites and chat rooms (Law-lib.com, 2004).

Laws and regulations concerning Internet control can be divided into three
different categories: those that govern the network infrastructure and international
network connections; those that handle illegal activities related to the Internet; and
those that deal with monitoring organizations and individuals. The main regulation for
governing the network infrastructure and international network connections is the
Temporary Regulation for the Management of Computer Information Network
International Connection (Temporary Regulation) that was formally announced on
February 1% 1996 and verified on May 20™ 1997. Article Six of the Temporary
Regulation provides that “no units or individuals are allowed to establish direct
international connection by themselves,” and that “all direct international networking
traffic must use international incoming and outgoing channels provided by the
national public network of the MPT” (Cullen & Choy, 1999). This means that every

bit of Internet traffic that comes from foreign servers must pass through the network
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of the former MPT (now MII), making it easier for authorities to monitor the traffic.
In December 1997, the Ministry of Public Security (MPS) issued the Security
Management Procedures in Internet Accessing. The Procedures lists five kinds of

“harmful activities” related to network infrastructure including

(1) Intruding computer information network or making use of network
resources without authorization; (2) Canceling, altering or adding functions
in computer information network without authorization; (3) Canceling,
altering or adding data and application software for the purpose of memory,
processing or transmission in computer information network without
authorization; (4) Intentionally producing, disseminating destructive software
such as computer virus; (5) Other activities that are harmful to the security of
computer information network (Item 6) (China Communication News, 1998).

In March 1994, the revision of China’s Criminal Code first specifies the illegal

activities related to the Internet, it announced that

Whosoever, in violation of State regulations, intrudes into a computer
information system involved in State matters, construction of the national
defense or advanced technology shall be punished by imprisonment or
detention of three years or less (Section 285); whosoever, in violation of
State regulation, deletes, alters, adds, or disturbs the operation of a computer
information system so that it cannot operate properly, shall, in serious cases,
be punished by imprisonment or detention of five years or less; in especially
serious case, imprisonment of five years or more may be imposed (Section
286) (Qiu, 2000)

The latest law dealing with individuals’ Internet-related illegal actions is the one
issued on 21 January 2001 which rules that those who cause “especially serious harm”
by providing “state secrets” to overseas organizations and individuals over the

Internet may be sentenced to death:

Those who illegally provide state secrets or intelligence for units,
organizations and individuals outside the country through Internet with
serious consequences will be punished according to stipulations of the
Criminal Law; in especially serious cases, those who steal, make secret
inquiries or buy state secrets and intelligence and illegally provide gathered
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state secrets and intelligence to units outside the country will be sentenced to
ten or more years of fixed-term imprisonment or imprisonment for life and
their properties may concurrently be confiscated by the state. In case of a
gross violation of law and where especially serious harm is caused to the
state and people, law offenders may be sentenced to death and their
properties will be confiscated by the state (Amnesty International, 2002).

In my opinion, these regulations themselves are not unreasonable. For example, state
subversion and endangering national unity are illegal in every other country (Tsui,
2000). The problem lies in the fact that the interpretation of the law can be quite
arbitrary in China. The most noteworthy clause in the legislation is the one pertaining
to the leak of “state secrets”. This clause is so vague that it can be interpreted in
multiple ways. Because of its ambiguous meaning, the leaking of “state secrets” has
been often used as a pretext for detaining people (Amnesty International, 2000).
Ambiguity in law thus is very useful for authorities in terms of justifying their control.

The government’s determination to censor on-line content has grown with
Internet usage. The Temporary Regulation for the Management of Computer
Information Network International Connection was also the first issued regulations on
managing the Internet information service. It prohibited all ISPs from publishing
information that incites hatred, viruses and subversive acts meant to overthrow the

state. Article Thirteen reads,

Units and individuals engaging in Internet business shall strictly enforce
safety and security control systems according to relevant state laws and
administrative regulations, and shall not make use of the Internet to conduct
criminal activities-including activities prejudicial to state security and the
leakage of state secrets-or to produce, retrieve, duplicate, and disseminate
information prejudicial to public order or pornographic materials (Human
Rights Watch Backgrounder, 2001).

Information that is prohibited on the Internet was described in more detail by the
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Telecommunications Regulation of the People’s Republic of China, issued in
September 2000 by the State Council. According to Article Fifteen, no unit or

individual may use the Internet to create, replicate, retrieve, or transmit

(1) Information that goes against the basic principles set in the Constitution;

(2) Information that endangers national security, divulges state secrets,
subverts the government, or undermines national unification;

(3) Information that is detrimental to the honor and interests of the state;

(4) Information that instigates ethnic hatred or ethnic discrimination, or that
undermines national unity;

(5) Information that undermines the state’s policy for religions, or that
propagates heretical organizations or feudalistic and superstitious beliefs;

(6) Information that disseminates rumors, disturbs social order, or
undermines social stability;

(7) Information that disseminates pornography and other salacious materials,
that promotes gambling, violence, homicide, and terror; or that instigates
the commission of crimes;

(8) Information that insults or slander other people, or that infringes upon
other people’s legitimate rights and interests; and

(9) Other information prohibited by the law or administrative regulations
(Amnesty International, 2002).

In November 2002, the regulations controlling Internet Content Providers (ICPs)
demanded that, “sites publishing news must obtain special licenses, may never
generate their own content, and instead may only republish stories from official
sources” (Sinclair, 2002). As a result, Chinese web sites do not have any option but to
copy most of the news articles from the official sources. An example of this process
can be found in portals such as Sina.com and Sohu.com, which have partnerships with
the Western media companies Dow Jones and Reuters. Both portals stopped
publishing non-financial news after a warning from the central government. They also
stopped carrying news sources that were not officially state-sanctioned, fearing a loss

of licenses. Content providers must also be wary of the State Secrets Protection
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Regulations for Computer Information Systems on the Internet issued by the Bureau
for the Protection of State Secrets in January 2000. Article Eight of this regulation

states,

The management of secrets concerning information on the Internet shall be
based on the principle of “whoever places materials on the Internet takes the
responsibility”. Information provided to or released on Web sites must
undergo a security inspection and approval. Inspection and approval should
be carried out by related departments. Related units shall, in line with state
laws and regulations on guarding secrets, establish and improve a leadership
responsibility  system for the examination and approval of information
intended for the Internet. Units that provide the information shall establish a
security system for information examination and approval in accordance with
certain work procedures (Human Rights Watch Backgrounder, 2001).

The latest regulation on managing Internet information services is the one issued in
January 2002. It stated that all ISPs operating in sensitive and strategic sectors such as
news sites and bulletin board services must record details about users, including
viewing times, addresses, phone numbers and account numbers. ISPs are also required
to install software that could record every message sent and received by their users.
ISPs also should maintain users’ records for sixty days and provide these to the
relevant state authorities when required (Amnesty International, 2002). If an ISP finds
a message that it thinks violates the law, the ISP must send a copy of the message to
three government agencies (the MII, the MPS and the Bureau for the Protection of
State Secrets), then delete the message (Qiu, 2000). All key network management
systems are now required to use domestically produced software. Since Internet
chatrooms and electronic bulletin systems are particularly liable to become public
political forums, which is quite a sensitive issue for the central government,

Internet-related companies in China practice a high degree of self-censorship in order
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to gain the trust and cooperation of the government. Almost all the ICPs and Internet
Cafes have issued their own set of guidelines for both users and administrators.
CERNet’s Regulation of BBS Management provides that “the content of services in
BBS systems shall be limited to the scope of academic exchange, which is mostly
concerning science and technology. No service is allowed for non-academic content”
(Item 2); and when there is an “emergent situation”, system operators should “report
immediately” and “resolutely delete the articles with political problems” (Item 5.1);
“When the emergency is out of control, network centers in every region must
immediately shut down the telnet and http interface linking up to the BBS where the
emergency occurs” (Item 5.2) (CNNIC, 1997).

Sohu.com, a Nasdaq registered portal based in Beijing, also gives a very detailed

message to clients who want to enter their chatrooms:

Please take note that the following issues are prohibited according to Chinese

law:

(1) Criticism of the PRC Constitution;

(2) Revealing state secrets, and discussion about overthrowing the
Communist government;

(3) Topics that damage the reputation of the state;

(4) Discussions that ignite ethnic animosity, discrimination or regional
separatism;

(5) Discussion that undermine the state’s religious policy, as well as promotes
evil cults and superstition;

(6) Spreading rumors, perpetrating and disseminating false news that
promotes disorder and social instability;

(7) Dissemination of obscenity, sex, gambling, violence, and terror.
Cyber-sex is not permitted within the English chat-room;

(8) Humiliating or slandering innocent people;

(9) Any discussion and promotion of content which PRC law prohibit.

The message ends with the following warning: “If you are a Chinese national and

willingly choose to break these laws, Sohu.com is legally obliged to report you to the
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Public Security Bureau” (Sinclair, 2002).

Self-censorship even sees the involvement of transnational ICPs. A “Public
Pledge on Self-Discipline” was introduced in August 2002 under which signatories
agree not to post or disseminate “pernicious” information that may “jeopardize state
security, disrupt social stability, contravene laws and regulations” and not to “spread
superstition and obscenity”. Over 300 companies have signed this pledge, including
the popular international search engine Yahoo! (CNET, 2002).

On November 15, 2002, tough new regulations introduced by the Ministry of
Culture restricting access to the Internet and operations of Internet cafes came into
effect. These regulations obliged proprietors of Internet cafes to install software
preventing users from accessing information considered “harmful to state security”, as
well as preventing the dissemination, downloading, copying or browsing of material
on “heretical organizations”, violence and pornography. Those aged under eighteen
years old were banned from Internet cafes. Operating licenses could now be
withdrawn and fines could be imposed if these regulations were not properly
implemented (Amnesty International 2002).

Even before this regulation came into effect, Internet cafes had already taken
measures to protect themselves from possible punishment. Personnel of the
Beijing-based Feiyu Internet Cafe routinely checked screens by walking along the 800
computer units and reading over the shoulders of the clients. A note that was placed

on a user’s monitor to indicate the start of his or her login time says,

Feiyu Web Bar warns its clients: Please do Not Download Web Pages with
Illicit, Violent or Reactionary Content. Content considered ‘“reactionary”
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could include Falungong-related material, dissident web pages or sites
promoting the independence of Taiwan or Tibet. Feiyu’s website has a link
to all major Internet regulations and added some additional ones. Under
these rules, mostly issued by the Bureau of Industry and Commerce, Feiyu
management is obliged to turn violators in to the local police station (Human
Rights Watch Backgrounder, 2001).

Laws and regulations with Chinese characteristics

The enforcement of laws and regulations in China comes in waves. Laws are
strictly enforced at first, then after a while, the enforcement situation relaxes. When
the government feels it needs to issue a warning the laws and regulations are tightly
enforced again (Cowhig, 2000). These enforcement swings are best illustrated in the
Internet cafe sweeps that occur from time to time to make sure that they adhere to the
regulations. On April 10, 2001, the State Council announced a three-month
investigation into Internet cafes. China’s Legal Daily gave what it termed an
“incomplete” progress report on June 14, 2001. By that time, police had investigated
more than 56,800 web bars, of which 6,071 were ordered to disconnect from the
Internet. Between April and July 2001, over 2,300 cafes had been closed down
altogether (2001).

Another characteristic of Chinese laws that needs to be borne in mind by Chinese
Internet business insiders is that even though one can have a knowledge of law, the
laws can not be relied upon as a stable factor. In order to be able to assess the situation
correctly, it is more important to have good relationships with the government. For
example, the Sina office has a direct hotline to relevant officials who help clarify

when the policy is unclear and who give warning in advance of sensitive topics (Heim,
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2000). Thus, companies exhibit anticipatory conformity, showing the behavior
deemed appropriate by the government. A new law therefore does not realistically
result in any big changes, since most companies were already adhering to the
government policy. In other words, law codifies what is already common practice.
This last point is likely to be a universal characteristic of developing countries.
That is, the actual implementation of regulations varies greatly in different
geographical regions, at different administrative levels and during different period of
time. For instance, message eradication is usually more frequent and strict in websites
located in Beijing, the nation’s political, economical and cultural center, than in other
parts of the country. In distant provinces such as Yunnan, it is said that the registration
of Internet cafes had not been put into practice until 2000 although the relevant
regulations took effect as early as in 1997 (Qiu, 1999-2000). Virtual censorship also
usually tightens up when the date of June 4™ approaches and when the National
People’s Congress is under way, while it is loosened for the rest of the year. The
uneven implementation of Internet regulations therefore results in controls of different
intensity. Remote areas, lower administrative levels and periods when the political

atmosphere is relatively open definitely see comparatively lenient controls.

To Punish One to Warn One Hundred (2 4 9p )

Law, as a means of control, depends on the threat of sanctions by the state.
Intimidation is a very strong weapon in the battle for Internet control and something at

which the Chinese government excels. Its goal is to set a “standard”, so everyone
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knows which boundaries they should not cross. “To punish one to warn one hundred”:
this is what the Chinese proverb sha yi jing bai means. Actually, another Chinese
idiom has the same meaning. It reads: sha ji xia hou, which literally means “to kill the
chicken to frighten the monkeys”. Looking back to all the previous political
movements, I found that the CCP has become more and more proficient in making
use of this tactic, and it has never hesitated to make examples out of certain situations
in order to intimidate the public. Finding ICPs which violate the government’s
relevant laws or regulations, the government can close the website for a few days.
This happened, for example, to Sohu.com in early 1999, when a pornographic link
was detected on its site. In another case, the China Finance Information Network’s
site was closed down when content was found that “spread rumors that damaged the
government’s image” (Hartford, 2001). After that, news portals such as Sina, NetEase,
Sohu and Yahoo! tried their best to stay clear from politics in general and focus on
entertainment and sport instead.

BBSs or other virtual communities carrying forbidden political contents can be
shut down for a period of time, during which time the technocrats are required to
remove the inappropriate contents. This process is also employed for the purpose of
prevention. For instance, in recent years in early June, most BBSs hosted by
universities are denied network connections for a week or so due to the anniversaries
of the student movement on Tiananmen Square on June 4 1989. If there is serious
violation, the responsible website or virtual community can be closed indefinitely. The

Untitled BBS station of Peking University (Beida Weiming BBS) provides a good
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example. This BBS, formerly renowned for zealot political discussions, was closed
for nearly three years between September 1996 and 2000 for the reason that it
mobilized a nationalist protest movement against Japan despite official objection on
the part of the government. The shutdown of the BBS shows that the government has
no problems with closing a popular service to make a political statement.

The New Culture Forum site (www.xinwenming.net), the first China-based

website started by veteran democracy activists, was closed down only four months
after its birth in 2000 to scare away potential websites of the same kind. This forum
was run by a group of dissidents from Shandong Province. It aimed at spreading the
messages that Chinese politics should adopt compromise and conciliation to enable
democratic change. This was undoubtedly intolerable to the government and the state
security officials shut down the forum with the charge of posting “reactionary
materials” on its website.

Regarding legal punishment imposed on individuals, I found that before the
summer of 1999, only one person was detained due to improper online transactions.
However, in August 2000, China’s first civilian Internet police force was reported to
make its debut in Anhui Province, with several other provinces planning to follow suit.
Part-time online surveillance jobs were offered to graduate and undergraduate
students majoring in computer science and technology. The troop was reported to
have approximately 5,000 members in 2000. As a result, between 2000 and 2001, at
least thirteen people who circulated “politically sensitive” information over the

Internet were detained or imprisoned, one for posting anti-Party messages to BBS,
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another for starting a web site about the Tiananmen Massacre. All the remaining
eleven cases were Falungong practitioners, who transmitted or disseminated online
materials of the officially prohibited “evil sect” (Qiu, 1999-2000).

The recorded intimidation of individuals because of Internet misconduct began
with the case of Lin Hai, a computer engineer from Shanghai. He was arrested in
March 1998 and is considered to be the first person to have been sentenced for
improper use of the Internet in China. The Chinese authority accused him of
providing 30,000 email addresses to VIP Reference, a US-based online
pro-democracy magazine. Lin was also charged with subversion and was sentenced to
two years in prison in June 1999 (Amnesty International, 2002). Considered as the
first “Internet dissident” in China, Lin gained worldwide attention. The Western
media portrayed him as a political martyr, but actually he was just hoping to make a
few bucks by selling the email addresses. It is very ironic that Lin Hai did not act out
of political motives but out of commercial interest. However, the Chinese authorities
successfully sent a message through Lin’s case to others who might use the Internet
for democratic aims or for the purpose of challenging existing institutions. Lin’s case
also undoubtedly alerted all Chinese Internet users to the fact that the government was
indeed actively monitoring email and that it would not hesitate to take action if they
suspected someone is abusing the Internet.

In June 2000, the Chengdu-based Internet activist Huang Qi was arrested for
“subverting state power”. Huang had set up and operated his own website,

www.6-4tianwang.com by which he exposed corrupt practices and criticized the
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government’s military action against the 1989 Tiananmen protest. He also called for
political refqrms, and helped dissidents trace missing relatives following the
crackdown on the 1989 pro-democracy incident (Report from U.S. Embassy in
Beijing. 2001). Huang’s trial began in secret in February 2001, but the trial was
suspended after he reportedly fell ill. It was re-scheduled for June in the same year,
but again postponed (Human Rights Watch Backgrounder, 2001). In August 2003, the
Sichuan High Court confirmed on appeal his five-year sentence that was passed by a
lower court. In September 2003, he was transferred to the top security prison of
Nanchong, 200 kilometers east of the provincial capital Chengdu (Reporters Without
Borders, 2003).

One of the longest sentences for Internet misconduct has been passed against a
former police officer, Li Dawei, who has been sentenced for 11 years in prison for
downloading articles from Chinese democracy websites abroad. All his appeals have
been turned down (Amnesty International, 2002). Li Zhi is the highest level official
who has been detained for Internet activities. Li, thirty-two, is a graduate of the Xinan
Institute of Finance, and prior to his arrest on September 3, 2003 was a finance
official in the Dazhou municipal government in Sichuan Province. According to
Human Rights organizations, Li Zhi frequently expressed his views on BBSs and
chatrooms. Police told Li’s wife that he was found to have communicated with
overseas dissidents through Internet chatrooms. Sichuan Province State Security
Police formally arrested Li Zhi on charges of “conspiracy to subvert state power”.

Under the present charge of subversion Li could be sentenced to up to fifteen years in
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prison (Human Rights in China, 2003).

Miss Liu Di, a 22-year-old psychology major at Beijing Normal University, is
the youngest Internet dissident China had detained. In 2001, she started her own
chatroom, “A Life Like Fire”. Since then, she kept publishing articles that criticize
government restrictions on the Internet. Using the pseudonym “the stainless steel
mouse”, she posted messages urging fellow Internet users to “ignore the Chinese
regime’s propaganda and live in full freedom” and to spread “reactionary” ideas via
the Internet. On November 7, 2002, the day before the inauguration of the sixteenth
Chinese Communist Party Congress, Liu Di was arrested on campus. Public Security
Bureau officials later searched the family home, removing her computer, notebooks,
and floppy disks. She has been held in solitary confinement on charge of
“jeopardizing national security” (Human Rights Watch, 2003). With hundreds of
Chinese people taking the risk of signing an online petition calling for her release, Liu
Di was finally freed on bail on November 28, 2003, one week before Chinese prime
minister Wen Jiabao (b.1942) traveled to the United States (Reporters Without
Borders, 2003). The government gives no mercy to Internet dissidents even if they are
young students who have limited life experience - this is the message conveyed to
Internet users through Liu Di’s case.

Chomsky notes that the government uses the media to manufacture consent. He
states that “the primary targets of the manufacture of consent are those who regard
themselves as ‘the more thoughtful members of the community’, the ‘intellectuals’,

29

the ‘opinion leaders’” (Chomsky, 1989, p.45). Reviewing these cases, I would
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conclude that this is indeed what the Chinese government does in regards to the
Internet. If the government needs to punish one to warn one hundred, those who
regard themselves as “the nation’s conscience”, “people’s rousers ” or “gravediggers
of an unjust social system” would more likely to be selected as the instructive
example.

According to Foucault’s Panopticon theory, a prison needs a surveillance system
to make a permanent and ubiquitous supervision on its prisoners. It is the same in the
case of a modern society (Deibert, 1997, p.166). Comparing China’s cyberspace to a
Panopticon, I found that China’s regulatory hierarchy works as the prison’s guards at
different levels and positions with different responsibilities. From the custodial
officers to common jailors, these aspects help form a very basic and necessary part of
a surveillance system. The laws and the regulations related to the Internet work as a
legitimate and effective weapon through which the guards can punish the prisoners,
i.e. the Chinese netizens. For the purpose of executing laws and regulations, the CCP
has its own techniques. The CCP chooses to pick up and punish some representative
violators as a first step, either an Internet business or an individual dissident, to
intimidate any like minded violators. However, this process does not imply that once
the representative dissident is punished, the rest are safe. Indeed, the government can
choose to punish quite freely because of the ambiguity encoded in law. Since only the
government has the right to interpret laws and regulations, the government can make
use of some vague provisions. Whether the business organizations or netizens are

ek (154

“anti-revolutionary”, “jeopardizing state security” or “leaking state secrets” totally
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depends on the authority’s arbitrary interpretation of law. Secondly, since the “one
hundred” always needs intimidation to be kept in line, in the Chinese authority’s
understanding, there is no end to the government’s efforts to pick out and punish the

[ bed
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Chapter Four

Technical Measures

“If governments were to think that the Internet needs some type of
regulation...Laws and regulations are one solution, and technological solutions are
another” (Spinello, 2000, xi). My study supports this argument. Following the chapter
about laws and regulations, this chapter will review the major technical measures the
Chinese authorities have adopted in curbing the Internet. It also outlines some major
anti-control meésures and discusses to what degree these measures have been

effective.

Filtering

In China, an important government measure to implement Internet control is the
control of the main Internet infrastructure. As we have mentioned in Chapter Three,
the 1996 Temporary Regulation for the Management of Computer Information
Network International Connection (Temporary Regulation) stated, “all direct
international networking traffic must use international incoming and outgoing
channels provided by the national public network of the MPT” (Cullen & Choy, 1999).
This means that every bit of traffic that came from foreign servers had to pass through
the network of the former MPT, making it easier to monitor the traffic. Since then,

government organization reshuffles happened from time to time. The MPT has
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already been replaced by the MII. However, the government monopoly in Internet
access has not changed greatly. For the ISP business sector, the MII is still the one
agency authorized to review, approve and grant operation licenses, and ban any
foreign investment into the market. As a result, the Central Government and its
functional departments have so far controlled the vast majority of the Chinese telecom
infrastructure, with all the ISPs being local and within the regime’s jurisdiction. I have
mentioned in Chapter One that there are eight major ISPs in China. Of the total
bandwidth (27216Mbps), state controlled ChinaNet has 16500Mbps, or sixty-one
percent of the total. The rest are distributed among the other seven government
department controlled Internet networks, among which Chinal69 has 4475Mbps or
sixteen percent, CNCNet has 3592Mbps or thirteen percent, UNINet has 1490 Mbps
or five percent, CMNet has 555Mbps or two percent, CERNet has 447Mbps or two
percent, CSTNet has 155Mbps or 0.6% and CIETNET has 2Mbps or 0.01%. It is
evident that the government is a monopoly supplier of the ISPs. All the private ISPs
across the country have to rent their space from these state-owned Internet companies.
In other words, the central government, through different departments, controls all

network traffic that travels outside China.

Upon these connection lines, China imposed what the Western media called “the
world’s largest firewall” or “the Great Firewall” (South China Morning Post, 1997),
that blocked access to selected websites with “harmful information” and automatically
screened online content by targeting at words such as “June Fourth”. Therefore, even

today, no one can access a website that is deemed undesirable and blocked out of the
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gateway of the eight ISPs because the ISPs are at the top of the hierarchy of the
network structure. Filtering does not stop at ISPs. After a fire in an Internet cafe in
Beijing in June in 2002, the authorities closed thousands of Internet cafes and
demanded that those allowed to reopen do so only after installing filtering software to
block Web sites considered “politically sensitive” or “reactionary”. The software
further prevented access to various foreign websites that were deemed undesirable by
the government but that happened to have escaped from the filtering net (Amnesty
International, 2002). In late August 2002, China even blocked access to apolitical
search engines such as Google and AltaVista for a brief period, diverting users to local
Chinese search engines instead. Sometimes, Chinese authorities shift tactics by
opening up some previously blocked websites, but making it impossible for users to

open documents on those sites that relate to China (Amnesty International, 2002).

In mid-September 2002, China introduced new filtering systems based on key
words, regardless of site or context. Filtering software has reportedly been first
installed on four public access networks in China. Prohibited words or strings of
words on websites, e-mail, foreign news sites and search engines were affected by
these new filtering systems. The filtering process works in the following way: when
users try to access information that includes key words such as “human rights”,
“Taiwan”, “Tiananmen”, “Falungong” or “Tibet”, the filter program that screens out
forbidden contents would recognize the web pages. The request would then be thrown

away, with the user receiving a banal message: “Operation timed out” or “Page cannot

be displayed”. One Hong Kong’s human rights group reports that by the end of 2003,
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over 500,000 foreign websites had been blocked in China on the grounds that Chinese
people might be exposed to pornography and other “unhealthy elements” from abroad.
Among such “unhealthy” websites are news sites for Cable News Network (CNN),
the Voice of America (VOA), British Broadcasting Corporation (BBC), the
Washington Post, the Sydney Morning Herald, and the Falungong websites (Zhang,
2003). Geocities and Tripod, although very popular for providing opportunities to
have anonymous homepages free of charge, are also blocked since their services are
used by Chinese dissidents to publish some underground newsletters such as Tunnel
or VIP Reference (Lyon, 2001, p.102).

This filtering system has displayed its tremendous power over the years. Ethan
Gutmann, a researcher on China’s Internet, gives us one example. According to him,
when he worked in China in 2002, he received an e-mail from a U.S. friend in a
browser-based Hotmail account, which in his mind should have been difficult to
monitor. However, contrary to his judgment, words in that email such as “China”,
“ﬁnrest”, “labor”, and “Xinjiang” were in queer half-tone brackets, as if the words had
been picked out by a filter. Gutmann notes that “I now realize that it was a warning;
any savvy Chinese user would have sensed it instantly”. He also points out that during
his stay in China, e-mail to Tibet took three days to get through, if it even ever
reached its final destination, while Falungong e-mail was completely eradicated
(2002). While working on this thesis in China in July 2003, I tried to search on
Yahoo.com using the phrase “Taiwan independence” and “Falungong”. For the former,

the search engine first told me it found 15,700 results but none of them could be
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connected when I clicked on it; trying for the second time, all the 15,700 results
disappeared, the statement that “Page cannot be displayed” replaced them, which was
the same as what I got for the latter request.

Filtering out undesirable contents from outside China or doing keyword
searching inside e-mails and web addresses is not a foolproof process for the
eradication of dissident information on the Internet. Chinese authorities also need
software and devices that allow them to recognize who the offenders are. Cisco, an
American company that is known (among other things) for building corporate
firewalls to block viruses and hackers, helped China solve the problem. They
developed a router device, integrator, and firewall box specially designed for the
Chinese government’s Internet monopoly. At approximately $20,000 a box, according
to Gutmann’s report, “China bought many thousands” and “IBM arranged for the
‘high-end’ financing”. An engineer with Cisco China confirms, “Cisco made a killing.
They (the boxes) are everywhere” (2002). How do these boxes work and how does
China detect those offenders through the devices? Gutmann said the engineer did not
know or would not say. However, Gutmann gives another example. In April 2002, Chi
Shouzhu, a veteran activist, was picked up and arrested in a crowded train station
minutes after printing out online materials promoting Chinese democracy. Gutmann
notes that incidents such as this have mushroomed in China, suggesting that Cisco’s
system is more powerful than expected and Cisco may not be the only one capable of

helping the Chinese authorities in looking deeply into Internet traffic (2002).
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Control vs. Anti-control
John Gilmore once said, “The Net interprets censorship as damage and routes
around it” (Internet Quotation Appendix, 2003). Lokman Tsui explains this process in

the following way:

The Internet is a packet-switched network, meaning it is designed so that data
are [sic] sent around in small packets and are able to take another route if one
part of the network is down. Censorship is thus treated as if one part of the
network is down. The Internet will find a way around the censorship to reach
its target (2001).

There are ways to get around the obstructions of censorship and this is what Clinton
and others who believe that the Internet will eventually bring democracy to China
base their conjectures on. In this part, I will examine some major countermeasures to
censorship and discuss to what degree they are successful.
Proxy Servers

As I have mentioned earlier, the Chinese government prevents access to certain
websites by blocking certain Internet Protocol (IP) addresses through a national
“firewall”. A firewall is a system or group of systems that enforces an access control
policy between two networks (Drakos, 2000). However, breaking through the firewall
is theoretically a simple task. Using a proxy server, “another computer that acts as an
intermediary between surfers and websites, helping to hide their web footprints and
evade the filters” (Gutmann, 2002), the audience is able to view those blocked sites.
Actually, the use of proxy servers to circumvent existing filters is the most often
mentioned countermeasure to content control. Requests for websites are forwarded to

the proxy server, which in turn requests the website you request. Since the proxy
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server is not hampered by the restrictions, it retrieves blocked websites like that of
CNN and forwards it back to you. The result is that you retrieve the CNN website not
directly from CNN but by way of the proxy server.

A study in 2000 by researchers at CASS reveals that from 1037 people surveyed
“more than a quarter of Internet users admitted to occasionally using Internet proxy
computers...while ten percent admitted to frequent use” (Lee, 2001). Ethan Gutmann
comments that the “most common search words in China were... ‘free’ and ‘proxy’”
(2002). Furthermore, Chinese newspapers, have indirectly taught readers, how to use
proxy servers for “faster” connections and informed them of how to reach banned
materials. In the summer of 2000, through the use of proxy servers, many people in
China were able to read the text of Taiwanese President Chen Shuibian’s inaugural
address although it did not appear in any of the mainland official publications
(Hachigian, 2001).

However, there are some complications inherent in this process which are often
neglected in articles that mention the use of proxy servers as the savior of “free
speech”. It must be pointed out that, like addresses of websites, the IP addresses of
proxy servers can also be blocked. It is true that the Internet users are able to switch
servers to avoid the blockades. However, as Gutmann points out, “a user, frantically
typing in proxy addresses until he finds one that isn’t blocked, effectively provides the
government with a tidy blacklist” (2002). For the time being, the search for proxy
servers can be simplified by using programs that specialize in searching for proxy

servers. Proxy Hunter is such a program, which is available in China. The problem is
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of course that if it is easy for the users to locate a new server, it will also be easy for
the government to locate it. The success of the proxy surfers relies on the fact that
new proxy servers appear every day and depends on the assumption that the
government cannot possibly block them all. With the new century’s advent, rumors
even started to go around that the government would deploy fake proxies, using them
as a so called “honey pot” (Chen, 2000). A honey pot acts like a real proxy, but
monitors the activity and gathers data necessary for prosecution. Once these “honey
pots” come into effect, Internet users would look at any proxy with suspicion and
might be hesitant about using the proxy.

Furthermore, keeping practical considerations in mind, countermeasures need to
have a high degree of accessibility, user-friendliness and continuity to be successful.
For a proxy server to be efficient, it needs to be accessible. First of all, the speed a
proxy server connection to a website should not be much slower than a direct
connection. The speed is dependent on the physical distance between the host and the
proxy server itself and on the number of users using the bandwidth of the proxy server;
if more people use the same proxy server, the server will clog up and it will get slower.
Proxy servers are useful as long as the traffic is not too high. As long as the number of
users using the proxy is not alarming, the proxy can continue to run. When the

number of users starts to rise, the performance of the proxy will suffer, rendering the
proxy server useless. There is also no commercial incentive in running a proxy server,

therefore continuity of the service is not guaranteed.
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E-mail

Perhaps the most common use of the Internet is electronic mailing. This allows
information to be sent over the Internet from user to user or more importantly from
one user to numerous users at a speed unimaginable for communication in the past.
Nina Hachigian remarks, “E-mails can replace dangerous personal meetings among
dissenters. Furthermore, the instant dissemination of information about a political
event to thousands of people can build momentum behind a cause faster than past
media ever could” (2001). Naturally, E-mail is the weapon of choice for Chinese
dissidents. Despite the blocking of Falungong websites hosted overseas, e-mail has
become a lifeline for practitioners organizing meetings and protests. Likewise
underground dissident magazines such as VIP Reference and Tunnel use e-mail to
disseminate their regular issues to Internet users in China. Nina Hachigian explains
that “e-mail was critical to the growth of the now-outlawed China Democracy Party”
(2001). Veteran Chinese dissident Dai Qing admitted, “Whenever I get back to my
apartment, the first thing I do is to check my e-mail” (1997).

It has long been assumed that, while it is not an immense undertaking to filter out
certain websites, the censorship of e-mail is close to impossible. In the past, it was
also widely believed that signing up for one of the many web-based non-Chinese
e-mail providers such as Hotmail (it is now available in Simplified Chinese
characters), can get around the Chinese government’s censorship on e-mail. The
reason is that the Chinese government cannot feasibly block websites like Hotmail

because companies like Microsoft (owner of Hotmail) form a powerful lobby whose

83

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



support China requires in order to expand its rapidly growing Information Technology
sector. These suppositions have proved to be a little shortsighted. Kathleen Hartford
provides us with the chilling warning that “any digitized communication can be
recorded, categorized, and searched. If the thought that they cannot possibly read
every e-mail message gives you comfort, keep this in mind: they don’t need to”
(2001). As I have already mentioned, the government utilizes software and devices to
monitor and filter out certain keywords in e-mail communications. Hartford also

confirms that

sophisticated search software can pluck a handful of potentially suspect
messages out of millions. Traffic analysis — a technique that Chinese
security agencies already use — can identify communication hot spots or
trace messages emanating from particular sources (2001).

This could be a worrying proposition for those who regard e-mail as undetectable and
use it for their own causes. This could be a problem for groups such as the China
Democracy Party, Falungong, Tunnel magazine, VIP Reference, Chinese News Digest
(CND), and some other underground newsletters. Meanwhile, the example given by
Gutmann (outlined in the previous section entitled “Filtering”) undermines people’s
overoptimism of e-mail providers such as Hotmail. While this example may work as a
simple warning demonstrating that the government is watching, the warning’s
efficiency depends on the Internet users. The warning may not frighten the truly
determined activist or hacker, but it is credible that for the vast majority of the Internet
users these measures would serve their purpose. Orville Schell is quoted by Andrew

Leonard as having said,
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I think a lot of digital revolutionaries...believe that the information
revolution is uncontrollable but I'm not so sanguine. I think it’s
uncontrollable for the hard-core hackers, but for ordinary people it’s quite
controllable (Leonard, 1997).

This argument highlights my concerns.

Encryption

Encryption potentially forms a big problem for the Chinese government. It
allows individuals to communicate in private and prevents a third party from
eavesdropping. A normal e-mail message is inherently insecure, comparable to a
postcard. However, if you encrypt the message, the government cannot read it unless
it has the key to decrypt it. Nevertheless, a few existing problems prevent encryption
from gaining widespread use. First of all, not a lot of people care about privacy on the
net (with the one exception of where credit cards are concerned). Security awareness
is not very high among the general public (an issue I will discuss in more details in
next chapter), and therefore not a lot of people install encryption software (Declan,
2001). The second factor in the relative unpopularity of encryption is the high
technical barrier; encryption software is hard to use, a fact acknowledged by Phil
Zimmerman, the creator of Pretty Good Privacy (PGP) which is the most popular
encryption software (Wired, 2001). Additionally, both the sender and receiver need to
have PGP installed in order to have it work. The fewer PGP users you know, the less

useful it is. Another problem is that the encrypted messages will look very suspicious
and draw attention, since communication nowadays is generally unencrypted. After

all, why would you encrypt the message if you did not have something to hide?
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Bulletin Board System (BBS) and Chat Room’

BBSs and chat rooms are notoriously hard to regulate because of their
spontaneous nature. However, as I have noted, stationmasters and boardmasters, both
parts of China’s hierarchical network administration force, play different roles in
keeping the BBSs and chat rooms under maximum control. Within BBSs, all the
postings by registered users are filtered by key words. If they contain targeted key
words, they will be placed in a queue where they wait to be approved by boardmasters.
If approved, postings will appear on the BBS with other safe postings. Otherwise,
they will be deleted. I personally have registered as a user and tried to post some
comments on Peoples Daily’s Strong Country Forum. My experience proved that if a
posting passes through the filter smoothly, it takes nearly one minute before the user
sees it online. A circumvention of key words is possible by using homophones,
characters that have the same pronunciation but have a different meaning. However,
inside knowledge is required to understand what is meant, which raises barriers to
access. If undesirable content is found, the technocrats and boardmasters can give
different penalties to ordinary netizens including message eradication, temporary or
partial suspension of membership or even cancellation of membership accounts.
Message eradication is the most widely used means of virtual censorship. It is a form
of punishment transmitting a lucid negative feedback to the responsible netizen: what

you wrote is not acceptable in this online arena. If infringement is repeatedly

1 . . o . .
A chat room is a place on the Internet where people with similar interests can meet and communicate
together by typing messages on their computer. The messages in a chat room appear instantly to

everybody who is connected to that particular chat room.
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committed by the same netizen, the boardmasters generally suspend his or her access
to the virtual community for a certain period of time. In some minor cases, the
punishment is a temporary suspension of some network applications such as voting,
posting articles and chatting with other users. In the most serious cases, the offender’s
membership account in a virtual community is removed. According to relevant laws
and regulations, the technocrats shall hand over severe violators to public security
offices. Since most netizens use pseudonyms when they really want to challenge the
authorities on the Web, tracing those violators in the reality is beyond the
boardmasters’ jurisdiction. The Ministry of Public Security, the Ministry of State
Security and other departments armed with more sophisticated technologies can take
on these responsibilities. Therefore, eliminating the virtual existence of the offender is
the gravest punishment the boardmasters are able to carry out.

As with the BBSs, all the chat rooms in China’s cyberspace have a "big mama"
(Gutmann, 2002), that is, a supervisor for a team of censors who wipe out politically
incorrect comments immediately after they are posted. Gutmann examined the way

Yahoo! China handles things and described it in the following way,

If in the midst of a discussion you type, “We should have nationwide
multiparty elections in China!!” no one else will react to your comment.
How could they? It appears on your screen, but only you and Yahoo!’s big
mama actually see your thought crime. After intercepting it and preventing
its transmission, Mother Yahoo! then solicitously generates a friendly e-mail
suggesting that you cool your rhetoric (2002).

Moreover, cybersleuthing companies are developing various software for the industry
that make it possible to spot undesirable contents (for example, a rumor posted online)

within 15 minutes or even less (Kumar, 2001). This software would form a great first
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line of defense for moderators who are responsible for detecting and eliminating
unwelcome contents. China’s Internet censorship has long been benefiting from the
global technology upgrading. I will also develop this topic in next chapter. I argue that
the government will spare no efforts in obtaining and utilizing the latest and most
advanced technologies in making the Internet users obedient. This trend refutes the
argument that BBSs and chat rooms are impossible to be controlled.
Anonymous Networks

Networks that protect users’ privacy and let them surf anonymously are
sometimes mentioned as a countermeasure to the all-seeing eye of the government.
Instead of their computers being monitored, the privacy network is monitored.
However, this solution has the same fatal problem as what proxy servers suffer, that is,
it can also be blocked. Furthermore, anonymous network services are either free like
Anonimyzer, but flawed or painfully slow to operate (Wired, 1999) or, ironically,
demand payment, like a service called “Freedom” (Freenet available at
www.zeroknowledge.com). The former drives the users away for its instability and
other inherent shortcomings while the latter also makes it difficult for Chinese
Internet users to access. The latter option is undesirable because firstly, Internet users
prefer free service, and only use those costing money if the service is deemed
indispensable. As a matter of fact, spending on Internet is still a luxury to most
households in China. Secondly, even if individuals can afford and are willing to buy
access to a privacy network, electronic payment has long been considered unsafe

therefore is almost non-existent in China. In one word, both of these privacy network
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options are currently inaccessible to ordinary Chinese Internet users.

Building Up Architecture for its Own Benefit

In Manufacturing Consent, Chomsky points out that to manipulate the media
into following a special agenda and framework, the national authority takes many
different routes. One such route is “to help chase unwanted stories off the front page
or out of the media altogether”. Another is to inundate the media “with stories, which
serve sometimes to foist a particular line and frame on the media”. Chomsky also
notes that this strategy can be traced back to at least as far as World War I when it was
discovered that “one of the best means of controlling news was flooding news
channels with ‘facts’, or what amounted to official information” (2002, p.23).

Examining China’s Internet control, I found that the authorities have adopted
both of the ways of controlling media mentioned by Chomsky. We can compare the
filtering of information in China to the first way of media control through chasing
unwanted stories out of the media (Internet). Furthermore we can compare the process
whereby nationwide government-controlled networks are built up and filled with
authority-approved contents to the second option for the control of media: the
inundation of media with official information. Chinese authorities believe that
nationwide networks filled with only government-sanctioned contents can greatly
contribute to building a safe environment for Chinese netizens. Within this
environment, only the content that falls in line with the government’s propaganda

requirements is filtered through, while everything else remains inaccessible. A result
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of this process noted by media analyst W. Lance Bennett is that

The public is exposed to powerful persuasive messages from above and is
unable to communicate meaningfully through the media in response to
these messages...Leaders have usurped enormous amounts of political
power and reduced popular control over the political system by using the
media to generate support, compliance among the public (1988,
p.178-179).

This is actually a clear depiction of the Chinese government’s endeavor to promote
national ICP services.

At the same time, it is beneficial to note that there are also some objective causes
driving the government’s activities. Language is one of the big issues. An often-made
assumption is that having access to the Internet automatically means access to all the
information on the Internet. This is simply not true. Mere accessibility of information
says nothing about issues concerning diversity and quality of information. The fact
that so much information is available only in English raises barriers to Chinese
people’s access to information on the Web. Seen in this light, the building up of
government-controlled networks is not only reasonable but also necessary if the
Chinese people are to gain access to information.

In the late 1990s, about eighty percent of the Internet content was in English
(Newsbytes News Network, 1998). Although this number sees yearly decrease, by the
end of 2001, still something over sixty percent of Internet content was in English, the
mother tongue of ten percent of the world’s population (Wade, 2001). Simply because

English is the dominant language on the Web does not mean that it is necessarily
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popular among surfers, An IDC' research pointed out that Asian web surfers all
prefer content in their own languages, as opposed to content in English, the lingua
franca on the Internet (Bonisteel, 1999). In China, although the majority of Internet
population consists of relatively high-educated young people that live in the big cities,
their low English literacy still prevents them from widely accessing foreign web
content. That explains why current Internet users in China visit domestic websites
eighty percent of their time while the other twenty percent is split between overseas
Chinese websites and English-language ones (Zhu & He, 2002). Language barriers
become more poignant when Chinese users try to interact with foreign Internet users.
In such a case, Chinese users need to be fluent in written English to be accepted in
foreign virtual communities (North, 1994). A foreign community, which is in its
essence defined by its exclusiveness and borders, will find easy ways to exclude
members who do not have full command of the English language. This reality affects
not only Chinese or Asians but also all non-native English speakers in general. Of
course, the same thing happens if a foreigner tries to participate in a Chinese online
community. Indeed, it is mainly Chinese people who gather in Chinese BBSs and chat
rooms where everything is conveniently communicated in their own language.
Learning English is officially promoted by the Chinese government and it is seen
as a necessary ability to be able to compete in the world market. As a result, English

proficiency does keep improving in China. However, it will be a long time before the

' IDC is the premier global market intelligence and advisory firm in the information technology and
telecommunications industries. It has branches in 50 countries providing local expertise and insights

on technology markets.
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English literacy of a significant number of Chinese people does not form a barrier in
accessing worldwide Internet information. Since most of the websites on the Internet
are still written in English, a pressing concern of the moment is that of how to meet an
increasingly high demand from Chinese netizens for accessible content, namely
content in Chinese. It seems that building up national networks and providing most of
the content of the portals are the only viable options available to the Chinese
government.

By December 2003, after nearly a decade’s efforts, China had owned 595,550
websites registered with the domain name of .cn. All of these websites are available to
seventy-nine million net users through 30.9 million computers connected to the
Internet. These are the parameters of Chinese users’ designated protected environment;
this is what Hartford calls “a safe sandbox environment” (2001). This is also an
environment Chinese users desire. By providing “safe and healthy” content to meet
the people’s demands, China’s policy seems to have succeeded. CNNIC’s yearly
report shows that more users are satisfied with the amount of Chinese content
available on the net. According to its surveys, the percentage of users discontented
with Chinese content in 1997 and 1998 was over forty-five percent, but this decreased
to nine percent in 1999 and in the latest survey conducted in January 2004, this
percentage had decreased even further to 2.5 percent (2004). Among all the national
networks, Sina.com, Sohu.com, and Netease.com have become the largest and most
successful portals, enjoying great popularity among net users across the country.

Based on all the discussions in this chapter, my thesis arrives at the following
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conclusions: first of all, to make sure all the prisoners (netizens) in the panopticon
(cyberspace) have access only to the “safe and healthy” information, China imposed
“the Great Firewall” to websites, emails, and search engines on the Internet. Although
it is still not yet explicitly known how the government traces and detects some
offenders with the firewall system, it is doubtless that this system is powerful enough
to frighten the vast majority of the common netizens. Secondly, to occupy the
propaganda play ground and to meet people’s high demand for accessible content on
the Internet at the same time, China has made great efforts in building up national
networks that are inundated with government-approved content. To my understanding,
by making the panopticon a comfortable and satisfying space the prison’s
defensibility can be strengthened.

My research does support the claim that some technical anti-control measures
can be used to get around the “Great Firewall”. However, it must be recognized that
each of these measures suffers from some fatal drawbacks. For common Chinese
netizens, the money or technical knowledge required to get around the “Firewall” are
distinct barriers. For instance, it is possible to dial into a foreign ISP but this is such
an expensive solution to the “Firewall” that few Chinese netizens can afford it. On top
of this, technical knowledge is needed to use encryption, a proxy server or any other
method to evade the blocks of government control. Depending on some free services
on the Internet is also not a viable option because as the Internet becomes more
commercialized over the last few years these free services are harder to maintain (Tsui,

2001). To sum up, in my opinion, the war between governmental control and
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anti-control forces in China is a long-term battle. At the moment, in any case, there is

little sign that the Chinese government will ultimately lose.
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Chapter Five

Social, Cultural and Economic Measures

Legal, administrative, and technical measures are visible, and firmly fixed.
Social norms, lack of privacy awareness, and the newly developed value orientation
of recent years are like “invisible and gentle hands” that help strengthen the
government’s control over the Internet. In this chapter I will first concentrate on the
above topics. Chomsky notes in Necessary Illlusions that for the media, “to confront
power is costly and difﬁcult.” (1989. p.8). This is absolutely true. In China, for
Internet corporations, especially those ICPs, to confront government means no
business. To maintain their business, all the Internet-related companies conform to
government regulations. Similarly, to grab the largest possible share of the global
market, transnational companies supply China with sophisticated technology or are
directly involved in helping the government build a national Internet firewall, leaving
their pursuit of democracy at home. Market economy has its own laws. The second
part of this chapter examines how the Chinese government takes advantage of market
laws to strengthen its Internet business management and to arm itself with advanced

technologies.

Social Norms

Social norms differ depending on the community and culture in which they
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operate. A universal example of social norms regulating behavior is watching porn in
a public place, such as an Internet cafe, an act that is generally frowned upon.
Statistics from CNNIC survey in January 2004 shows that 66.1 percent of users access
the Internet at home, 43.6 percent at work, 18.4 percent in school and 20.3 percent
from Internet cafes (this is a multi-choice question) (CNNIC, 2004). Although the
trend is growing towards access at home as more people can afford to buy PCs, in the
short run, work units and Internet cafes will remain the most common places for users
to access the Internet. Accessing the Internet from a public place puts users in a
vulnerable position because social control in public is much stronger than in private.
The sense of being watched in public can work as a deterrent to accessing or
spreading socially unacceptable materials, not only porn but also the politically
unacceptable ones.

Meanwhile, like other Chinese regulations or policies, online social norms have
Chinese characteristics. The BBSs help with observing how the Chinese government
uses social norms to regulate Internet users’ behavior. As mentioned in the
hierarchical administration structure, every news forum or BBS has its own
boardmaster. They are responsible for weeding out messages that are not in line with
government policy, news forum policy or those that are off-topic. Besides the
boardmasters, the online community itself also influences what one can say in the
BBS. Community members can keep each other in check and correct behavior when
needed. For example, within the community, netizens often used “hanjian” (; j )

which translates as “traitor of the Chinese people” and has a strong negative
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connotation to label people who were sympathizing with the Americans in the spy
plane incident of April 2001. Upon finding a person labeled as a ‘“hanjian”,
community members rallied together to attack them, making them feel too ashamed to
publish any more pro-American postings. The boardmaster sometimes stepped in
when things got out of hand, calling for an “orderly and rational discussion” (Qiu,
2001). This example indicates clearly that the community itself was chastising and
censoring those who did not conform. People in the online community still need to
conform to the moral order to maintain the harmony of the community or risk being

flamed and becoming an outcast.

Privacy Awareness

Before 1980s when China adopted the reforms and opening-up policy, Chinese
people knew little about privacy. What’s more, in China, the notion of privacy has
long been conceived of as a typical product of Western society. Noble-minded people,
in China’s culture, were expected to do everything with brightness, fairness and
straightforwardness instead of holding something back. People should not have
anything that cannot be spoken about in public. As Stephen Lau, former privacy
commissioner for personal data in Hong Kong said, “We didn’t have the word
‘privacy’ in the Chinese vocabulary until relatively recently... We had no words for
‘privacy’ because it was never in our culture” (Tsui, 2003). Things have changed
somewhat since the 1990s. However, although comprehensive works have been

written and published on privacy and the implications of information technologies in
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the West, the lack of research on Chinese privacy studies, if such a discipline exists,
has been glaring. Currently, almost no work exists that deals with the concept of
privacy in a specific “Chinese” context, let alone online privacy in China. In other
words, research on online privacy in modern China and, in specific, the implied
impact of information technologies, has been almost non-existent.

Lack of common people’s privacy awareness is likely responsible for this.. For
the same reason, Western issues, such as governments’ infringements upon privacy
through the Internet, will not likely be an issues of concern for the Chinese public.
The following case may be a good comparison. In April 1999, Singapore’s
state-sponsored telecommunications monopoly, SingNet, made a public apology for
intruding into its subscribers’ personal computers in the name of “virus scanning”
(Sessor, 1999). The intrusion was discovered by a college student, who contacted the
police and the mass media for help. Under public pressure, SingNet was forced to
apologize publicly that “we should have informed the subscribers in advance”. This
event, albeit reflecting the patriarchal role of the regulators, nevertheless shows that
Singapore’s Internet regulation respects citizens’ right to privacy, at least while facing
the public, and the regulatory body permits bottom-up resistance. However, neither of
these characteristics exists in China’s virtual censorship. Only two months later, as I
mentioned in Chapter Three, Lin Hai, a computer engineer from Shanghai was
sentenced to two years in prison for providing a number of email addresses to a
US-based online pro-democracy magazine. During this case, China seemed

unconcerned about exposure of the fact that the government actively monitors
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personal email, or the possible bottom-up protest against this action. In fact, people at
that time were not even aware of the privacy rights they should enjoy legitimately.
Things have not changed greatly. A Beijing-based company set up a personnel
database that functions as a blacklist for bad employees. Company officials claimed
that their service met a great market demand. More than 10,000 corporations applied
to make use of this database immediately after the service was launched (Zhou, 2001).
This is an issue that will become paramount with the increasing capacities of database.
The possibility of linking databases will certainly appeal to the central government,
which is exactly what they are trying to achieve with some of the Golden Projects. As
I have also mentioned in Chapter Three, ICPs are required to keep records for sixty
days of all information posted on the websites and bulletin boards. ISPs should
maintain users’ records for sixty days and provide them to the relevant state
authorities when required. Special facilities were installed to trace how long users
were online, from where they logged on and what websites they visited. Since there
are still no laws in China determining exactly what records are too private for release,
things that would be impossible in the West met with little protest in China,

sometimes no disagreement at all.

Value Orientation in Contemporary China

Value orientation refers to an individual’s preference for a value system. The
preference is a psychological state and behavioral pattern underlying all domains of

beliefs, perceptions, opinions, attitudes, actions, and lifestyle. In societies undergoing
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a dramatic transition, there are often several major value orientations competing for
followers. China is a country of this kind that has witnessed unprecedented political
and social changes over the past decades. Jonathan J. H. Zhu and Zhou He, in 2000,
conducted a survey attended by 2,600 adults in Beijing and Guangzhou on value
orientation change in Mainland China. According to their study, Communism, defined
as selfless dedication to the well-being of society and mankind, starting from the
1980s when CCP began to embark on economic and structural reforms and improve
the standard of living for Chinese citizens, unexpectedly invited the rise of
Materialism. Undoubtedly the predominant value orientation for the Chinese populace
between the 1950s and 1980s, Communism, has increasingly lost popularity over the
past twenty years (He, 2000a). In contrast, Materialism has had a completely different
journey. This value orientation, defined as a persistent pursuit of immediate rewards
and physical happiness, had been a notorious symbol and disappeared almost
completely from the public discourse as the CCP launched one campaign after another
to divest private ownership, assault self-concern and self-rewarding behaviors, and
promote non-materialistic values. However, it returned in the 1980s when the Chinese
people were allowed to seek well-being for themselves. Zhou and He’s observations
of the ideological landscape in China have revealed that Communism has become the
least popular value orientation among Chinese audiences, whereas Materialism has
been adopted by a significant portion of the populace. As a matter of fact, Materialism
has already taken the place of Communism and become the most influential value

dominating Chinese daily life (He, 2000b). It is easy to understand why the

100

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Communist slogan “Looking Forward (u ? B pronounced as xiang-qian-kan in
pinyin)” has been replaced by the Materialistic motto “Looking For Money (na B
pronounced also as xiang-qian-kan)”.

Coming back to Internet development in China, I notice that while many argue
that the freedom brought to China by the Internet will act as an incentive to organize a
democracy movement, there is a more compelling argument that “few people care to
challenge the ruling regime during the present period of economic and political
stability” (Hartford, 2001). Why does the second viewpoint hold water? On the one
hand, Chinese people’s apathy to politics or democracy can be partly attributed to
what they have suffered and the lessons they have learned from all previous political
movements such as the Cultural Revolution (1966-1976) or the Tiananmen massacre
1989. Fear keeps people from getting involved in political issues. As well, the value
orientation change among the Chinese is a major factor. Materialism has most
Chinese now more concerned about whether their clothing, food, housing, travel and
other basic demands for a well-to-do life are satisfactorily met. Politics and
democracy, including the possibility of free flow of information on the Internet, to
some extent, are not their concern. As long as their stable jobs and incomes are
guaranteed by the government, it is absolutely unnecessary for them to care about
what measures the government takes to control the Internet or how to resist the
government’s control, let alone to struggle for building up a so-called democratic
nation as described by the West. As Pfaffenberger points out “almost all Internet users

have powerful incentives to support the government and to refrain from voicing any
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criticism”. In China, those incentives can be interpreted partly as enjoying and
lengthening the most stable and peaceful, therefore the rarest time in China’s history
to a maximum degree and making a good living within this period of time. Chinese
people began to realize that the more stable society is, the more profit they can make.
A society of political conflict in the past left them with a backward economy and
endless poverty. People are inevitably apathetic to political movements. They are not
willing to tolerate social turbulence as in the past. That may also explain why “despite
the technical possibility of accessing banned sites, the flow of external Internet access
is best described as a mere trickle”. Blocked sites such as Human Rights in China and
China News Digest report “receive only a few dozen hits per week from within
China” (2001). Oliver Kwan of Netease says that the chatrooms are “contrary to what
people in the West have imagined”, for most of the time “there’s very little negative or
political material posted...The hottest bulletin boards are love and relationships”
(Sinclair, 2002). It would seem that, much like the rest of the world, Chinese Internet
users are more interested in entertainment rather than politics, stocks and shares rather
than revolt, and cyber-dating rather than secret society-forming. Individually oriented
materialism displays its tremendous power in influencing people’s preferences,
leading them to pay attention to nothing but those which bring immediate profits or

physical pleasures. Hachigian maintains that “the Net can not create rebellious social
forces” (2001), but can only nurture those that are already there. Chinese Internet

users have

little incentive to use the network for seditious purposes...(netizens know
that they) have little to gain from undertaking actions that would lead the
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government to crack down on the Internet; in contrast, their futures depend
on rapid Internet growth and keeping out of trouble with the government
(Pfaffenberger, 2001).

Indeed, the growing economic significance of networked information and the
exploitation of real or imagined threats (from minor hacker damage on websites to
national security perils) may elicit—as it already has in some developed
countries—user acquiescence to tighter government controls. A combination of fear
of punishment, contentment with the current situation and potential benefits, and
apathy to politics will prevent the Internet from being used to its full advantage in
bringing democracy or more political transitions to China, a quite necessary result of

the Internet’s advent in this country assumed by the West.

A Minor Attack in Words but A Major Help in Deeds
(xt ©  X)

Some Chinese intellectuals want to make the Internet a communication medium
that can promote political reform and free speech. In recent years, they have been
surprised to see one or two websites in China regularly post frank critiques of Chinese
society, the Party and the government. Wenxuecity.com is a website of this kind. More
surprisingly, the government did not smother this website as before. Wenxuecity.com
has survived and prospered.

Likewise, in recent years, despite stringent content controls, it is not unusual to
find sharp critiques against the Party and certain governmént policies posted on

Strong Country Forum that was sponsored by Peoples Daily, the Party’s highest
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propaganda organ. Following the “Strong Nation Forum”, almost all government
controlled online media set their own BBS for netizens to air their views. Take for
example, the Development Forum run by Xinhua News  Agency
(http://forum.xinhuanet.com), Chinese Youth Forum run by the Chinese Youth Daily
(http://202.99.23.162/index.php), Oriental Forum run by Shanghia Municipal
Government (http://bbs.eastday.com/index.jsp), Jinghua Forum of Qianlong News
Network run by Beijing Municipal Government (http://bbs.qianlong.com/bbs.jsp), etc.
More importantly, messages posted on these BBSs are quickly spread among net users

and through them to a wider community in reality.

But these forums were not shut down. Sometimes they became more transparent.
On December 10, 2000, the World Human Rights Day, Strong Country Forum invited
two members of China’s Human Rights Research Association to hold an online
discussion session on human rights and democracy. During the discussion, opinions
from multiple perspectives were exchanged and heated debates occurred. This might
be the most lively human rights discussion in China with the largest number of
participants in history (Report from U.S. Embassy in Beijing, 2001). Contrary to some
Chinese conservatives expected, the government lost nothing by allowing this
discussion, instead, it won public approval for regime’s tolerance to a wide diversity
of opinions on human rights issue. People from every walk of life were delighted to
voice their viewpoints, some of which were undoubtedly prohibited from being
publicized in the past.

Examining this issue through a cultural perspective, I find that the online
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critiques are--a minor attack in words but a major help in deeds (%t to ), This
longstanding Chinese philosophy can partly explain why the government allows the
above-mentioned to happen. As I have discussed in Chapter Two, by allowing a
couple of critical websites or forums to exist, the government gives people a place to
vent their anger and dissatisfaction. By doing so, it gains a channel to learn what
citizens are thinking and can take necessary steps to quell possible unrest through the
mass media. In addition, being able to vent anger through words in some public places,
to some extent, reduces the possibility of fierce rebellion through grassroots action.
CCP also realized that for recognition from the international community and also to
seek credibility as a player on the world stage, more tolerance must be given to voices
undesirable to the party. Freedom to voice disagreements can be interpreted as
progress the government makes in promoting democracy. Tolerance of disagreement
helps it not only win applause from Chinese citizens, but also score points in
improving its international image.

Nevertheless, to the government, making sure the critical websites or forums are
still controllable and limiting the critiques within acceptable range are prerequisites to
delivering tolerance. That means, the government still enjoys the final say in web
content and is able to censor any content it regards as unacceptable to the regime.
Like its management over other Internet communities, it can impose punishment or
suspension on violators anytime the government finds they go beyond its maximum
tolerance. Under this principle, the inclusion of different voices on websites or forums

may therefore serve as a new method to dampen political communication in
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unlicensed virtual spaces. Monitoring a couple of licensed critical websites featuring
complaints to the government on the whole is much easier and feasible than tracing

and struggling with numerous potential opponents.

“Business Is the Primary Objective”

I have mentioned in previous chapters that portals, such as Sina.com and
Sohu.com, had partnerships with Western media companies Dow Jones and Reuters,
but both stopped publishing non-financial news after a warning from the central
government. They also stopped carrying news that was not officially state-sanctioned,
fearing a loss of licenses. Discarding these news sources does not mean they are
insignificant. Tony Zhang, CEO of Chinanow.com commented, “nobody wants to
irritate the government if business is the primary objective” (Tsui, 2001).

Since the basic principle behind the concept of Internet regulation in China is
that “one is responsible for what one publishes”, internet-related companies practice a
high degree of self-censorship to protect themselves from possible punishment.
Self-censorship is also necessary to gain the trust and cooperation of the government.
Almost all the ICPs and Internet Cafes have issued their own sets of guidelines for
both users and administrators. The Sina office even has a direct hotline to relevant
officials who help clarify when the policy is unclear and warmn in advance on sensitive
topics, making sure that Sina will not offend the government at any time (Heim, 2000).
Foreign Internet companies employ different means to build their relationships with

the government. I have mentioned in Chapter Three, that hundreds of companies in
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China’s Internet, including famous foreign ICPs such as Yahoo!, signed a “Public
Pledge on Self-discipline” in 2002, expressing willingness and determination to
regulate their information dissemination, chat rooms and BBSs in accordance with
China’s laws and regulations (CNET, 2002). Yahoo!’s eagerness to placate the
Chinese government does not begin and end with the online news, chat rooms or
BBSs. It extends to search engines. My experience is that a search on Chinese Yahoo!
using the phrase “Taiwan independence” or “Falungong” as keywords would show no
results. Yahoo! China has its own explanation, “We are not a content creator, just a
medium, a selective medium” (Gutmann, 2002). On the one hand, Yahoo! China had
no choice but to obey the rules; on the other hand, it did so of its own accord to
cement its relationship with the government and secure its overwhelming popularity
in Mainland China. It is also interesting to note that Yahoo! China “rejected an
attempt by VOA to buy ad space” (Gutmann, 2002). Undoubtedly, this is an action
expected and welcomed by the Chinese government who has long regarded VOA as a
notorious propaganda agency used by the West to promote their so-called freedom
and democracy in Asian countries. Similarly, AOL-Time Warner, shareowner of
China.com (McDonald, 2001), is eager to gain further entry into the lucrative market
and has been “weighing up the pros and cons of informing on dissidents if the Public
Security Bureau so requests” (Gutmann, 2002). It appears that AOL-Time Warner
thinks it is worthwhile to eliminate any doubts of the Chinese government to pave the
way for economic development, at the cost of free speech and democracy. These

companies simply adapt their religions to the specific environment they are involved
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in China. Once again, “business is the primary objective”.

“It’s Not the Gun But the Way It’s Used”

In the 1980s, the U.S. did not allow any socialist country to have Internet access.
It took China almost eight years to be linked up with the worldwide Internet. As in
many other fields, developed countries’ high-tech protection policies made it hard for
China to get the latest and the most advanced information technology. In recent years,
however, the U.S. relaxed its export restrictions for advanced technology, as foreign
policy set by Clinton and continued by George W. Bush is based on the belief that
once China enters the world market, democracy will flow into China (Tsui, 2001).
The latest example of the relaxation of U.S. export control policy is the case of
encryption technology. U.S. companies are now allowed to export any encryption
technology to individuals, commercial firms or other non-governmental end-users in
any country, including China (U.S. Bureau of Industry and Security, 2003). As a
practical result of this policy relaxation, China is able to import advanced technology
it needs for developing the Internet, including technology that enables Internet control
such as monitoring and surveillance tools.

Consequently, the late 1990s witnessed a great number of technologies from the
United States used by China to build up its Internet infrastructure. Eager for a slice of
this largepie, the major global networking companies--Sun Microsystems, Cisco
Systems and Bay Networks, among others--cheerfully competed to supply the gear to

make this construction possible. Sun Microsystems obtained a US$15 million deal to
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build the Intranet backbone of the China Wide Web in December 1996 (Kristi, 1996).
And in January 1997, the Bay networks of California won a bid over other American
computer companies, including 3Com Corp and Cisco Systems, to provide another
multi-million dollar infrastructure for the China Wide Web (South China Morning
Post, 1997).

Building a national Internet firewall and strengthening its Internet control as well
cannot be achieved by China on its own. Taking advantage of the global market
competition, China relies a lot on Western companies to supply sophisticated
technologies to meet its targets. The Golden Shield Project shows what is possible
when Western companies meet the Chinese government against a background of
fierce market competition. This Project was started in 2000 by the government to
facilitate “the adoption of advanced information and communication technology to
strengthen central police control, responsiveness, and crime combating capacity, so as
to improve the efficiency and effectiveness of police work” (Chen, 2000). In the same
year, the Security 2000 exhibition was held in Beijing for multinational companies to
display and promote sales of their information technology to the Golden Shield
Project. Here Fortune 500 companies, such as Sun, Hewlett-Packard, Compaq and
Cisco, and a whole group of lesser-known Silicon Valley companies such as
Websense were anxious to do business with the Chinese government (Marshall &
Kuhn, 2000). Websense is a company specializing in systems that block access to
websites. The software is, of course, not designed with authoritarian regimes in mind,

but is used by corporations to monitor and restrict access for employees to
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inappropriate websites such as porn websites. As Websense spokesman Ted Ladd
states, “We have no control over the categories of websites customers choose to block.
It’s up to them” (Marshall & Kuhn, 2000). In other words, Websense does not care
about how its product is used, even if it is used by the Chinese government to block
websites undesirable to authoritarian regimes. Today, this is a business philosophy
followed not only by unknown companies striving for its survival, but also by almost
all the IT giants. For example, Cisco Systems developed a router device, integrator,
and firewall box specially designed for the government’s telecom monopoly. These
devices have been sold in thousands to China, making it easier for Chinese
cyberpolice to intercept and look into the information sent around the Internet. David
Zhou, a Cisco engineer, said in an interview with Gutmann “We do not care about the
Chinese government’s rules. It’s none of Cisco’s business.” Gutmann further
commented, “It’s not the gun but the way it’s used, and how can a company that
builds firewalls be expected to, well, not build firewalls?” (2002). Only one company
with a track record with the Chinese government has refused to do business out of
“ethical motives” and that is InfoGlide (Hartford, 2001). InfoGlide sells a technology
that is able to search and detect patterns in huge databases. It refused to deliver this
technology to China, but the question is, how many others did? Endeavoring to grasp
market share as much as possible, few of them would do as InfoGlide did. As Bryan
Pfaffenberger points out, the “regime is getting plenty of help from foreign investors
and IT corporations, who leave their high-minded, free speech ideals at home” (2001).

China’s target and demand became more specific and straightforward as time
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passed. According to Gutmann, China Telecom had rounds of discussions with an
Israeli company called iCognito in 2001, which invented a program called “artificial
content recognition”. Similar to but more mature than Websense’s product, the
software learns which sites to filter as the user surfs the Internet. It was designed to
filter gambling, shopping, job search, pornography, stock quotes, or other
non-business materials. But the first question from their Chinese buyers is invariable:
Can it stop Falungong? (2002)

It might be unfair to accuse these foreign companies of selling firewall or
Internet technologies to China so the cyberpolice can use them for political purposes.
Some deals were first announced as targeting at network crimes such as online
pirating. Moreover, political consideration can never become the only, or most
important factor in the global market. More often than not, business is the primary
influence.

There is a tendency in market competition that a new technology will quickly
overtake another one. In February 2002, a new piece of software called
“Peek-a-booty” appeared. It promised to “circumvent government censorship”
(Knight, 2002). But iOpus Software announced shortly after that their newly launched
STARR monitoring software could easily detect the use of Peek-a-Booty on a
computer (Reuters, 2002). To meet endless market demands, Western businesses offer
not only control-oriented technologies but also anti-control-oriented ones. New
products target consumers from two different standpoints come into the market one

after the other, stimulating upgrading and optimization. Countries like China can
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profit a great deal from the competition. What they need to do is just to keep a close
eye on the upgrading to get technologies that best serve the regime’s interests.

Still using Foucault’s Panopticon theory to examine China’s cyberspace, I can
draw the following conclusions based on discussions in this chapter: Within the
Panopticon, prisoners (netizens) keep each other in check and correct behavior to
make sure everyone conforms to the basic social norms (prison regulations) so that
the harmony of the Panopticon can be protected. The sense of being watched by other
prisoners works as a deterrent to accessing unacceptable material; Lack of privacy
awareness makes the prisoners almost completely ignorant of the right infringement
committed by the guards (the regulatory body and the government); Materialism
makes the prisoners pay attention to merely their basic living requirements, and
apathetic to make great changes about the order or the situation of the Panopticon;
The guards sometimes allow prisoners to have a couple of small-scale assemblies
where they can voice their dissatisfaction within an acceptable range. In Chinese
vocabulary, this is a Win-Win (®T ) situation meaning that both the prisoners and the
guards benefit from the limited freedom, in this case, I believe the latter gets more.

In Capitalism and the Information Age, Edward Herman argues that there is no
evidence for the Internet as a supporter of interactive democratic media. He said,
“although the new technologies have great potential for democratic communication,
left to the market, there is liftle reason to expect the Intemnet to serve democracy”
(1998. p.201). I believe my analysis about the power of the market in this chapter

works as a good annotation of Herman’s remarks.
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Conclusion

The Internet arrived in China in 1987 on a rather small scale but has grown
exponentially ever since and continues to do so. The Chinese government has a mixed
reaction towards the development of the Internet. On the one hand, it recognizes that
the Internet is an important carrier for China’s social, cultural and economic
development. Chinese leaders have stated on numerous occasions that since China
reacted too late to the Industrial Revolution, they definitely do not want China to miss
the Information Revolution. As a result, they call for all levels of government to
realize that the application of network technologies and the construction of the
Internet is a fundamentally important task. On the other hand, the Chinese
government keeps warning that the Internet itself has become a “domestic and
international battlefield for ideological struggle” and that “enemy forces at home and
abroad will spare no effort to use this battlefront to infiltrate China” (Lin, 2001).
Indeed, tension between Chinese government’s desire to exploit business
opportunities brought about by the digital revolution and its concern about the
possible unwanted political consequences constitutes the central issue of the Chinese
Internet development. In the past decade, compared with western countries, Internet
development in China has shown “Chinese characteristics”. The Chinese
government’s policies towards the Internet are polarized. While actively promoting
business-related Internet development, China has also tried to control the use of the

Internet. In other words, China has gone to great pains to strike a balance between its
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desires and anxieties.

This thesis starts with a quotation from Clinton, saying that the Internet is
impossible to control. In his and other Westerners’ opinions, the Internet is bringing
new means to evade state control, and it will break down the information monopoly of
the Chinese government. They believe that the Internet will function as a political
Trojan horse, and will bring democracy to any authoritarian regime and eventually
help overthrow those regimes. However, my research on the development and control
of the Internet in China suggests that this argument does not hold water. To date, no
cyberspace can exist without tangible subsistence such as devices, technicians, users
and the sociopolitical context in which all these non-virtual components are put
together to create and support the virtual world. When the Chinese government
imposes legislative, administrative, technological, social and economic measures to
control the subsistence of the cyberspace, the latitude of the Internet is constrained.
My analysis in this thesis indicates that the current measures the government has
taken are quite effective in preventing users from accessing prohibited content, from
making use of the Internet as a communication tool to set off political movements,
and from promoting so-called democracy and freedom across the country, let alone
overthrowing the regime. The government is not powerless in its effort to control the
Internet.

It is appropriate to draw a few conclusions from what I have presented in this
thesis. China has a long censorship history and CCP has a long-standing tradition of

strict control over the media. As a part of the mass media, the Internet has not been an
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exception, being subject inevitably to censorship. China’s deeply rooted attitude
towards foreign technology, its judgment about the current international situation and
its social consideration leave it determined to control the use of this new medium. The
CCP has exerted various constraints upon the Internet: laws and regulations are issued
and enacted; the Great Firewall is constructed; the hierarchical regulatory body is
established to further exclude users that are politically unreliable and contents that are
ideologically undesirable; and intimidation serves to remind Internet users that they
are monitored and action can be taken against them anytime. In addition to the pursuit
of economic gain, the government is using the Internet for its own political advantage.
In particular, the regime, with the help of the Internet, is seeking to streamline many
of its government operations through networked information management, distribute
propaganda and promote nationalism online at the national and local levels, and
consolidate Beijing’s central authority through more efficient communication with
provincial governments. There are clear signs that the Internet serves the purpose of
the regime as much as it helps loosen government controls over freedom of
expression and the daily life of citizens (Dalpino, 2000).

Besides, prying eyes can help prevent one from wandering too far from the
socially accepted standard, Internet businesses self-censor themselves out of
commercial interest and market competition and technology updating enable the
government to monitor each individual user. Lack of awareness of privacy issues
mean that control measures impossible in the West are feasible in China. Low English

literacy forms a barrier to users’ access to worldwide Internet content. Requirements
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for money or technical knowledge stop countermeasures from being used to their full
advantages. These all constrain the liberalizing effects of the Internet.

Despite these constraints, we cannot overlook the fact that since the emergence
of the Internet in China, Chinese society has witnessed an unprecedented free flow of
information, more discussion, and more openness. It is evident that the Internet offers
a faster and more convenient channel for the Chinese to gain access to Western
culture and products. They can sometime participate in online interactions to voice
their anger or dissatisfaction with the government as long as their comments are
within an acceptable range. All these were impossible, even unimaginable in the past
when traditional mass media functioned only as the Party’s “throat and tongue”.
These will absolutely be constructive to build up a government with more democratic
characteristics. In light of these facts, this thesis should not be considered a total
denial of the Internet’s function on promoting democracy. Instead, this thesis seeks to
modify the hypothesis that the diffusion of the Internet invariably brings about the

decline of authoritarian regimes in the nation-states. Hartford has said,

Smart authoritarians do not try to control everything; they focus on
controlling what really matters...keeping the vast majority from politically
sensitive areas, and preventing the nonconforming small minority from
organizing enough to mount a challenge. The imperfect controls that
already exist, even applied with the velvet glove outermost, are sufficient
to move the vast majority (2001).

My study found that China’s Internet, in retrospect, has taken a route of development
deviating from its anticipated mission of democratization since the Chinese
government is clever enough to make imperfect controls sufficient. As a result, the

Internet has not paralyzed the Chinese authorities as yet. In contrast, it serves the
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regime as much as it helps to loosen governmental control over freedom of expression
and the everyday life of its citizens. It remains uncertain whether Internet control in
China will become more menacing or less so. In the short term, however, it seems that
China is still determined to control the Internet which may in fact help strengthen the
Party’s hold over the people. The Chinese government’s expectations and fears about
the Internet mean it will continue to walk a delicate balance between promotion and
restriction, between investment and clampdown and between encouragement and
deterrence. However, everything is still under the government’s control. The

Panopticon still exists.
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Appendix A

Abbreviation List

ACLU American Civil Liberties Union
ADSL Asymmetric Digital Subscriber Line
APC Association for Progressive Communications
BBS Bulletin Board System
CANET China Academic Network
CASS Chinese Academy of Social Sciences
CCp Chinese Communist Party
CDA Communications Decency Act of 1996
CERNet China Education and Research Network
ChinaGBN China Golden Bridge Network
ChinaNet China Public Computer Network
China Netcom China Network Communications
CIECC China International Electronic Commerce Center
CIETNet China International Economic Trade Network
CMNet China Mobile Communications Network
CNCNet China Network Communications Network
CND Chinese News Digest
CNNIC China Internet Network Information Center
CSTNet China Science and Technology Network
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FTP File Transfer Protocol

IAMAsia Interactive Audience Measurement Asia
ICP Internet Content Provider
IHEP Institute of High Energy Physics
IN Intelligent Network
ISDN Integrated Services Digital Network
ISP Internet Service Provider
ITU International Telecommunication Union
Mbps Megabits
MEI Ministry of Electronics Industry
MII Ministry of Information Industry
MPS Ministry of Public Security
MPT Ministry of Post and Telecom
MSS Ministry of State Security
NCFC National Computing Facilities of China
NGO Nongovernmental Organization
PGP Pretty Good Privacy
PRC People’s Republic of China
SDPC State Development Planning Commission
Telnet Terminal Emulation
UNINet China United Telecommunications Network
WIPO World Intellectual Property Organization
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