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Summary

Canadais cxpcctcd, atsome pointin the near future, to make a formal
decision on whether or not to allow Huawei to participate in the
dcvciopmcnt ofits 5G telecommunications network. This has been a
iong—standing area of deliberation and debate for Canadian poiiticians,
poiicymakcrs, security experts, media, and members of the pubiic.

Huawei, as the worlds iargcst tciccommunications—cquipmcnt
manufacturcr, is activciy pursuing market opportunitics for5G
dcvciopmcnt - the new “standard” in wireless communication tccimoiogy,
Telecommunications pi‘ovidcrs around the world are moving to impicmcnt
5G tccimoiogy and upgradc existing infrastructure. There are a limited
number of equipment providcrs (namciy Nokia and Ericsson) with the
capacity to compete with Huawei's ()chrings,' which are gcncraiiy rcgai'dcd
as bcing reliable and cost-effective.? Many telecom firms - inciuding the
three major Canadian carriers - currcntiy use Huawei cquipment in existing
3G and 4G wireless networks around the giobc, While the onset of SG
tcchnoiogy willlead to widcsprcad benehies for consumers, businesses, and

cities, it will also create new, prcviousiy unrealized sccurity chaiicngcs,

Aithough Huawei has anoycd rapid giobai expansion and financial success,
ithas been the focus of-sccurity concerns from a number of countries in the
West. Two picees of Chinese icgisiation - the 2017 National Intciiigcncc
Law and the 2014 Countcr—Espionagc Law - require companies to assist the
state with “intciiigcncc work.” This fuels the perception that 5G networks
using Huawei equipment could be cxpioitcci by the Chinese state for the
purposes ofcspionagc, compromising user data, intellectual property theft,
and/or critical infrastructure sabotagc. Morcover, questions ofa potcntiai
security threac fit within the broader context of a dccp—scatcd, strategic
rivaii'y between China and the West, in which tccimoiogicai dominance
has become a iiashpoint issuc.

Some of Canadas international contemporaries have aircady made

their own decisions rcgarding SG policy. While the United States has
ciiampioncci a giobai anti-Huawei approach, some other countries have
acted to pcrmit the use of Huawei Cquipmcnt in their 5G nctwori(s, much
to the ire of American ofhcials. Others have yetto make a final call. As of
yet, there is nota fuiiy uniform approach to Huawei from the West, even

among close political and economic allies.

Canada is tasked wich mai(ing adecision that prioritizcs national sccurity,
while also ensuring the economic viabiiity of the country,s 5G rollout. It
will iii(ciy take cues from its internacional allies. Minister of [nnovation,
Science and Industi'y, Navdccp Bains, stated in Cariy March that Canada
“wont be influenced by other jurisdictionsn in dcciding how to pi‘occcd.4
While chis may be true, any Canadian decision will ccrtainiy also factor
in the potcntiai for i'Ctaiiatory measures from the US. or China in the
wake of the decision. Additionaiiy‘ the lack of an official decision thus far
may aircady be pressing Canadian telecom providcrs to make their own

determinations on whether or not to partner with Huawei.

This anaiysis providcs an overview of recent measures rcgai'ding Huawei

by eight of Canadas closest economic and poiiticai partners: the United
States, Australia, New Zealand, United Kingdom, Gcrmany‘ France, itaiy,
andJapan, This cncapsuiatcs the informaiiy—namcd “Five Eyes“ intciiigcncc—
siiaring aiiiancc, aiong with the rcmaining members of the G7. Ic further
examines the factors impacting Canada’s eventual decision, givenits
uniquciy compiicatcd rciationship with both Huawei and China as a whole.
This is the sccond China Institute publication on the subject of Huawei.
The company was also examined in the 2019 CIUA Occasional Paper
titled “Examining Huawei's Growth and Global Reach: Kcy Impiications,
[ssues and the Canadian Connection.” Authors Tom Alton and Evan
Oddleifson would like to thank Gordon Houlden and Jia Wang for their
editorial and project management suppore, and Genevieve Ongaro for her

dcsign and ﬁ)rmattiiig contributions.”



~ QOverview:
Five Eyes

The Five Eycs isan intciiigcncc—sharing alliance of five Engiish—spcaking
nations: the United States, United Kingdom, Canada, Australia, and New
Zealand. After World War Two, the United States and United Kingdom
formalized their incelligence shai‘ing relationship with the BRUSA

(lacer called UKUSA) Agreement. This would later grow to include the
remaining three nations - all Commonwealth countries. The Five Eycs
has grown into one of the “world’s tightest multilateral arrangements™ for
intciiigcncc simring,3 Dcaiing with Huawei and SG have prcscntcd anew
challenge for the group as there is not yeta uniformly accepted approach,

icading to division and bilateral tension between members.

USA

US. government ofhicials, under both President Obama and President
Ti'ump, cxprcsscd concern over Huawei’s growing giobai influence,
connections to the Chinese state, and potcntiai threat to domestic
national security. Dr. Christopher Ashley Ford, a senior US. Department
of State oi‘i‘iciai, has stated that with respect to Huawei and other Chinese
companics, “[iirrcspcctivc of their ostcnsibiy privatc, commercial status,
all such firms are subjcct toa dccp and pervasive system of Chinese
Communist Party control.” These companics must be treated, he states,
as ‘the functional Cquivaicnt of state-owned cntcrpriscs. This is critical,
inasmuch as their non-separateness from the Chinese Communist Party’s
authoritarian governance system makes these companices enablers for and
instrumentalities ofParty powcr,“ This type of sentiment has defined recent
US. policy towards Huawei and other Chinese tech companics.

Huavwei has been barred from bidding on US government contracts
since 2014.” In carly 2018, the Federal Burcau of Investigation (FBI), the
Central Intelligence Agency (CIA), and the National Security Agency
(NSA) all cautioned Americans against using Huawei products. FBI
Director Christopher Whay stated that American authorities were
“deeply concerned about the risks of allowing any company or entity that
is beholden to foreign governments that do not share our values to gain

positions of power inside our telecommunications networks.™

In May 2019, President Ti'ump signcd an executive order that prevents
companics linked to “ﬁ)rcign adversaries” such as Huawei, from sciiing
telecommunications tccimoiogy in the United States.” Huawei was

also added to the US. Commerce Deparements “entity list” which
cficctivciy blacklisted the company from doing business with American

corporations.”’ On May 15,2020, che Dcpartmcnt announced pians o
turther restricc Huawei access to U.S. tccnnoiogy and software. A press
release states that the Bureau of industry and Sccurity is “amcnding its
longstanding forcign—produccci direct pi‘oduct rule and che Entity List to
te
narrowiy and stratcgicaiiy target Huaweis acquisition of semiconductors
thatare the direct product of certain U.S. software and tcchnoiogy.”” This
rule cnangc will enter into effectin Scptcmi)cr 2020.2

e US. covernment has granted multiple extensions to the “temporar
The US.g has g d multipl h porary
icense” that permits Huawei to continue select business operations in the
| hat p H lectb P |
country. This dciay, according to Secretary of Commerce Wilbur Ross,
“gi'ants operators time to make other arrangements and the Dcpartmcnt
[of Commerce] spacc to determine the appropriate iong term measures for
mericans and foreign telecommunications providers that currently rel
A dforeign tel providers th ly rely
on Huawei cquipment for critical services.™ This temporary license was
extended on May 15,2020 for an additional 90 days,” and itis unclear if ic

will continue bcyond this time pcriod,

While no major American carriers use Huawei Cquipmcnt, some smaller
wircless carriers rciy onit due to the low cost and rciativciy iligh quaiity.
These iargciy rural carriers cxprcsscd concern that a Huawei ban would
force them to incur the cost of a “rip and rcpiacc“ approach to existing
Chinese-made Cquipmcnt.Is To combat this, the President rcccntiy signcd
the Secure and Trusted Communications Networks Act inco law, which,
in addition to i)anning carriers from using government subsidies to buy

ChiHCSC Cquipmcnt, scts LIP a compcnsation program i:OI' ['Ul'ai pl’OVidCI’S.l(7

us. companies may, however, soon be pcrmittcd to work with Huawei on
seeting SG standards, accorciing toanew rule proposcd by the Dcpartmcnt
of Commerce. Diaioguc and information sharing between US. firms and
Huawei had halted after Huaweis addition to che entity listin 2019, icading
SOMe to suggest that this was hurting US. involvement in the standards
setting process. Reuters reports that the rule “csscntiaiiy allows US. companies

to participate in standards bodies where Huawei is also a member.””

Australia

In August 2018, after a review of the national security risks to its 5SG
neeworks, the Australian government released a setof “SG security
guidanccw principics to domestic carriers. The order states that ‘the

involvement of vendors who are iikciy to be subjcct o Cxtrajudiciai



directions from a fotcign government that conflice wich Australian iaw,
may risk failure by the carrier to adcquatciy protecta 5G network from
unauthorized access or interference.™ While there is no cxpiicit mention
of Huawei or China, the statement “iic:iviiy impiics that the involvement of

Chinese companies would posc too high asecurity risk”in SG Cxpansion.19

[t further cites the incrcasingiy blurred distinction between “cdgc” and
“core” components of 5G telecommunications network cquipmentasa
main reason for chis shift. The “cdgc” components in4G nctworks, such

as towers and antennas, were iargciy indcpcndcnt of the network “core”
that dealc with sensitive data. SG tcchnoiogy removes this distinction,
which, according to the US. State Dcpartmcnt “means there will no iongcr
bean “cdgc of the network.” and the entire network will require as much

p[’OtCCtiOl’l as thC core dOCS VViti’l tOCi?ly‘S 4G tCCi"ll”lOiOgy,“20

Previously, the Australian Sigmis Directorate, a government security agency,
had “tolerated (high risk vendors in cdgc infrastructure, but blocked them
from the network core.! This approach was deemed no iongcr viable, as
“new architecture provicics away to circumvent traditional security controls
by cxpioiting equipmentin the cdgc of the network — cxpioitation which may
affect overall necwork intcgrity and avaiiabiiity, aswell as the conﬁdcntiaiity of
customer data.” Chinese actors had prcviousiy been accused of committing
acts of statc—sponsorcd intellectual property thefrand cybcr espionage in

Austraiia, which also raised suspicion and concern.

The Global Times, a Chinese nationalist state-owned news outict, stated
inan op—cd soon after the decision that while the “statement did not name
names... cveryone knows it meant Huawei and another Chinese telecom
firm ZTE Corp.“23 [t described Australia as having “stabbed Huawei, a
company that embodies China’s reform and opcning—up, in the back” i)y
following the lcad of the U.S. Huawei Australia has reportedly launched

a “last-ditch charm offensive” in March 2020 to attempta reversal of

the govcmmcnt’s stance.”! This iobbying cffortis bcing led i)y Huawei
Australias external iawycr Nick chophon, aformer Australian senator,

and Huawei's US-based Chief Security Officer Andy Purdy.

Australian tcchnoiogy journalist Chris Rowland “suspect]s] that the

ship has now sailed, and evenif the ZOVErnMent Were to reverse the ban

on Huawei 5G products bcing used in Australia, carriers may have liccle
appetite to use products from the vendor given its other woes.™ He
turther notes that the Australian Huawei Board of Directors was dissolved
in March of 2020 and its workforce in the country has dwindled to under

500, down from its pcal( of around 1000.

New Zealand

New Zcaland's Government Communications Security Burcau (GCSB)
denicd a November 2018 request from Spark, one of New Zcaland's
iargc domestic carriers, to use Huawei SG equipment The CSB cited

a “signiﬁcant network security risk” but did not elaborate bcyond this.
While chis move was rcportcd in some media outlets as bcing afull ban,
New Zealand Prime Minister Jacinda Ardern stated just months later, in

Fcbruary 2019, that there was no “final decision here yct” and thatitwas on

Spark to prove that the GCSB concerns could be mitigatcd.l’—

Huawei was once again named as one of Spark’s “preferred vendors”
aiongsidc Samsung and Nokiaina SG network proposal in November
2019. This was a shift from the initial proposai ayear carlier, when Huawei
was included as the sole suppiicr ofcquipmcnt.

However, the Chinese firm was dealt a further blow in March, when
Samsung won the deal to provide equipment for Spark’s radio access
network, or RAN2 Wich major competitor Vodafone aircady procccding
with Nokia cquipmcnt, there may be lictle to no patil forward for Huawei

in New Zcaland”?

United Kingdom

Huawei has a iong history in the United Kingdom, originaiiy opcning a
British office in 2001 and growing to employ over 1000 people across 15
locations in the countiry.3 " Huawei equipment was first used by British
Telecom (BT) during the Blair government and since then, the company’s
equipment has been subjcct to strict ovcrsight and scrutiny from i'cguiators,
namely the National Cyber Security Centre (NCSC).' By 2008, Huawei
cquipment had become more commonly used across the British telecom
industry. This led to the creation of the Huawei Cyber Security Evaluation
Centre (HCSEC),* asecurity group established to coordinate risk

managcmcnt fO[’ opcrators running HU?lVVCi gC(lI'.

In March of 2019, the HCSEC published a report stating that “[f Jurther
signi(‘icant technical issues have been identified in Huawei's engineering
processes, icading to new risks in the UK

telecommunications networks.™ It stated that it could oniy providc
“limited assurance” that national security risks arising from Huawei
involvement in i(cy British telecom networks could be mitigatcd. This
divcrgcd from reports tilat, just one month catiicr, British intciiigcncc
officials from the NCSC had determined “thar there are ways to limit the
risks from using Huawei in future 5G ulera-fast necworks.”

After much deliberation, British lawmakers announced inJanuary 2020
that the country would not ban Huawei and other “high risk vendors”
from ptoviding cquipment forits 5G wireless network. The Dcpartmcnt
for Digital, Culture, Media, & Sport, the British government minisery
rcsponsibic for the final dccision, announced that, in addition to
“lexclusion] from all safcty related and safcty critical networks in Critical
National Infrascructure, high risk vendors, inciuding Huawei, would be “[1]
imited to a minority presence of no more than 35 per centin the pcriphcry

Ofti’lC nctwori(, i(DOVVﬂ as ti’lC access 1’1CtWOI'i(,“33

Britain initiaiiy chose to restrict, monitor, and mitigate instcad of
impicmcnting ablanket ban. This rcprcscntcd ashift from the previous
“Five Eycs“ stances of New Zealand and Australia, and amounts to a
rejection of US-led pressure against Huawei* While both the US.

and Britain appc:ircd to “gioss over their differences with muted pubiic
statements. ibiiowing the decision, some American ofhcials cxprcsscd
anger. President Donald Trump was reportedly “apoplectic” towards Bricish
Prime Minister Boris Johnson in a call foiiowing the decision,” and his



then-Chicf of Staff Mick Mulvaney speculated chat intciiigcncc sharing
could suffer as a resule® US. Defence Sccrctary Mark Esper, reiterating
prior statements made by Secretary of State Mike Pomepo, also warned
allies in the wake of the British decision that Huawei's inclusion in SG
networks could compromise geopolitical alliances (including NATO) and

future intciiigcncc sharing,39
e

In cariy March 2020, a group of “rebel” Conservative MPs - rcﬂccting the
same concerns proiifcratcd by US. officials - uiisucccssfuiiy attcmptcd to
modify the British decision to instead fuiiy exclude Huawei equipment.
British ministers were said to view the possibility of fuiiy stripping Huawei
from UK telecom networks as an “impossibic” task, aithough thcy looked
to make concessions - inciuding toughcr sanctions on misbehaviour and

increased rcguiatory ovcrsight - to appeasc internal opposition,40

There are strong signs, iiowcvcr, that the British decision towards
Huawei will shift. Prime Minister Johnson is now faced with a seemingly
unwinnable poiiticai battle. The number of “rebel” Conservative MPs
opposing Huawei has supposedly grown to 59, passing the threshold of
“the 44 or so rebels required to defeat Johnson’s government despite the
Tories hcaithy Commons m;ijority.”“’I On May 22,2020, it was rcportcd
by The Guardian that the Prime Minister was facing renewed internal
party pressurc and “had drawn up plans to reduce the Chinese companyss
involvement to zero by 202374

This was followed by an announcement that the National Cybcr Sccurity
Centre was conducting anew security assessment of Huaweis involvement
in British SG networks due to the new set of US. sanctions on the
company.43 The British government has also rcportcdiy reached out to
\Wasiiington about the concept of creating an “alliance” of democratic
nations, namciy the existing G7 pius Australia, South Korea, and India,

to reduce reliance on Chinese tcchnoiogy.“ The i'caiity ofincreased US.
pressure on Huawei, which prevents the firm from accessing essential
American-made tcchnoiogy, has compoundcd spccuiation thaticwill be

fﬂCCd Witi’l a ﬁlli, oi‘i‘iciai ban and amomentous I'CVCI'S‘AI Of‘i“OI’tUﬂC in ti’lC

United Kingdom.



Overview:

Aside from the Five Eyes countries, Germany, France, Iraly, and Japan - the
remaining members of the G7 - also maintain close security relations with
the US. Canada, and yet also have substantive relations with China. All
have faced some degrec of pressure from the U.S. to ban Huawei from their
markets, though nonc have ﬁilly adhered to this prescription.

Cermany

Caught berween the U.S. and China, Germany's Chancellor Angcla
Merkel has made it clear that her government does not see network
security as the sole dcciding factor in their decision of whether or not

to include Huawei in Germany’s 5G rollout. Though there seems to be
significant support in Merkel’s Christian Democratic Union (CDU) party
to exclude firms subjcct to “political influence in their home country,”s
Merkel has articulated that she is unconvinced thar Huawei's inclusion
hcigntcns security risks. Additionally, Merkels governmentis wcighing
hcavily the implications aban would have on the cost and duration of

Gcrmanys 5G rollout, as well as any trade retaliation from China.*

Ultimatcly, a potcntial consensus between Merkel and her party‘s hardliners
was outlined ina government backed policy proposal that balances these
concerns.”” The proposal Cmphasizcs the need fora rules-based approach

that address security concerns while avoiding naming Huawei or China
dircctly. Furthermore, it promotes a cooperative approacli thrcby Gcrmany
would require guarantees rcgarciing Huaweis data sharing in Cxcliangc

for participation in the construction of its SG networks. Undcrlining this
approach is the belief that risks in Gcrmany’s network security are ever
present, and that l)anning spccific companics outright does not make sense in

liglat of the broad security risks inherent to the tcclinology,

US. President Donald Trump warned Germany thac including Huawei

in their SG rollout would jeopardize US. intclligcncc slaaring. However,
recent signals from the US. Administration have been mixed. After
initiating a similar plan to limit Huawei’s involvement in the UK, USS.
Sccretary of State Mike Pompeo stated that they would not suspend
intclligcncc slaaring with London, altlaough this statement has been
contradicted by other ofhicials.** Germany seems poised to follow through
on their plan to afford Huawei a limited role in their SG rollout to satisfy
both security sl(cptics and logistical concerns.

France

In practicc, France has taken a similar approacla to Gcrmany rcgarding
Huawei’s involvement in their SG rollout by moving to disallow the use of
Huawei cquipmentin their “core networks.™® France has also made efforts
to hold out against hardlines and avoid an outright ban, with fear of trade
retaliation from Bcijing and the loss of a competitive telecoms provicicr

bcing prominent concerns.

The National Cybersecurity Agency of France (ANSSI), is set to specify
what Huawei equipment will be dcployablc and where, but has not yet
made their intended rcgulations clear. These spcciﬁcations will be critical
to at least two of France’s four telecom providers, Bouygues Telecom and
Altice Europcs SFR, who alrcady use Huawei equipment cxtcnsivclyi

Duc to Huawei alrcady expansive equipment dcploymcnt across French
telecoms networks, a ban would pose signiﬁcant technical problcms to
their telecommunications inciustry. However, Orangc S.A.-the lcading
French telecommunications providcr - has chosen Nokia and Ericsson
over Huawei to build their SG networks.”’ The same decision has not yet
been made l)y other major telecom providcrs in France, which are privatcly
owned. On balance, France appears poised to largcly follow the initial UK
approach, which would grant Huawei partial, albeit licavily rcstrictcd, access

to their 5G dcploymcnt.

Italy

Unlike their Europcan counterparts France and Gcrmany, ltaly has not
taken steps to ciircctly limit Huaweis involvement in the rollout of their
5G networks. However, the Italian Parliament has passcd lcgislation
dcsignating telecommunications as a stratcgically important industry and
gave themselves spccial vetting powers over the supply ot 5G Cquipmcnt.SI
Furthermore, Italy’s parliamentary security committee, known as

ysp Y Y
COPASIR, has cxprcsscd the will to exclude Huawei and ZTE from their
5G rollout. However, the Italian lndustry Minister, Stefano Patuanelli,
refuted this by saying thatitwas ‘not up for debate.™ ltaly‘s largcst telecom
provicicr, Telecom ltalia, has also stated that tlacy will kccp worl(ing with
Huawei unless otherwise directed by the government, and is considcring
Huaweias a SG equipment supplicr.



Overall, ltaly’s ruling Five Star Movement has indicated that thcy perceive
no security threat from Huawei or ZTE, and do not plan on using their
spccial protective powers to block Huawei’s involvement in Italy’s 5G
rollout. Huawei currcntly appears to face little to no disruption to their

business in ltaly.

Japan

Comparcd to some of its Europcan countcrparts,Japan has adoptcd more
stringent SG protections thac will effectively bar Huaweiand ZTE
another major Chinese telecoms supplicr, from accessing public contracts.
This ban has not been extended to private companies Wishing to use
Huawei or ZTE equipment in the construction of their networks. Senior
Japancsc government ofhcials cited concern rcgarding information theft

and destruction as primary determinants in the dcsign of their plan.”

Although Huawei has made efforts to case sceurity concerns inJapan, such
as ochring to share source code with tthapancsc govcrnmcnt,]apan‘s main
telecom providcr, Softbank Corp,, has still declined to include Huawei in
their 5G rollout dcspitc previous coopcration.Japan’s other major telecom
providcrs, NTT Docomo Inc.and KDDI Corp,, are also not cxpcctcd to
contract Huawei or ZTE to deploy their 5G neeworks.”

Japan—China relations have been precarious in recent years andjapan’s
government is sensitive to its image in China. Thcy have made efforts

to avoid naming Huawei or ZTE specifically, bur Chinese officials have
nonetheless criticized Tokyo for its stance on Huawei and 5G. Ultimatcly,
this issuc could create arife injapan—China relations that might undermine
recent progress in their state to state rclationship. However, it is likcly that
inJapanE security calculations the views of their US security guarantor
outwcigh concerns from Bcijing.
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nada Stand?

Canadais currcntiy conducting its own review of Huawei's potcntiai role in
the coming 5G roiiout, thougn there is no set deadline or pubiic timeline
for this process. While media reports indicated that the decision would
iikciy follow the October 2019 Federal Election, recent comments on
the issue from the Minister of Innovation, Science and Industry, Navdccp
Bains made no mention of a solid timeline.” And with the onset of the
giobai COVID-19 pandcmic, government attention has shifted away from
this issuc for the time bcing.

The Huawei “review” is a collaborative effort, including input from Public
Safety Canada, the Canadian Sccurity Intelligence Service (CSIS), the
Global Affairs, and

Innovation, Science and Economic Dcvciopmcnt (ISED). There are, as it

Communications Security Establishment (CSE),

stands, dichring perspectives among these agencies rcgarding the correct
pach forward. A Globe and Mail report from November 2019 indicates
that CSIS favours a full Huawei ban,® whereas the CSE favours “robust
testing and monitoring of Huaweis SG cquipmcnt“ to protect against
security risks. Sources note that the Canadian military icadcrship also

fﬂVOUI’S a i)'(lﬂ.”

Prime Minister Justin Trudeau has generally avoided commenting
dircctly on spcci(‘ic issues, as have most members of his cabinet. Trudeau
has confirmed to reporters that the government has not made a final
conclusion as of late May, 2020, but did not providc further detail @
Conservative Party icadcrsnip has uniformiy spokcn in favour of a Huawei
ban. Andrew Scheer, spcai(ing before his October 2019 election defear,
stated that his government would impicmcnt afull ban®" and his two most
likely successors, Peter MacKay® and Erin O Toole,* have committed to
do the same should tncy become Prime Minister.

While there is cicariy no domestic “consensus” on the topic, Canada’s
decision falls under che rcsponsibiiity of Public Safﬁty Canada, which

leads the National Cyber Security Strategy and “the country’s “SG wircless
network poiicy coordination efforts.” Uitimatciy any decision is certain to
be reviewed by the Prime Minister and the Cabinet. Public Safety Minister
Bill Blair has stated that the Liberal government would “continue to listen
carcfuiiy to the advice of our pul)lic security ofhicials™ in addition to
considcring “all security, ecconomic and giobai considerations ™ in mai(ing
the final call, altnough Canada’s largcst telecom providcrs have largciy
aircady signaicd their intention to move forward with alternative SG

equipment providcrs for core cquipmcnt.{’(’

The Canadian government will also facc, and take into considcration, the
opinions of Canadians who supportor disagrcc with their decisions. With
rcgards to pubiic sentiment towards Huawei, and more broadiy, China,
Canada occupics a unique position. Poiiing conducted by the Pew Rescarch
Centre” in the spring of2019 nighiights China’s favourabiiity ratings in

major countries around the world. Notabiy, out of all the countries discussed
thus far, Canadians rcportcd naving the second most unfavourable views of
China, only behind the Japanese. 67% of Canadians reported viewing China
uIiﬁl\fourabiy, while oniy 27%viewed China favourabiy. Thisisa significant
decline from 201 8, when 44% of Canadians rcportcd naving favourable views
on China. This may be cxpiaincd in part by the fact that the most recent Pew
survey was conducted immcdiatciy foiiowing the arrest of-Mcng Wanzhou in
Canadaand Michael Korvig and Michael Spavor in China, which, as rcportcd
on by the China Institute in a recent media content ;maiysi.«s,(’8 strongiy
prcoccupicd Canadian media discussion.

While similar to Canada, more respondents from the United States reported
having unfavourable views on China, at 60% of those polled. Respondents
inthe UK, Gcrmany, and itaiy again had less unfavourable views on China ac
55%, 56%, and 57%, rcspcctivciy, That said, a more recent British poii showed
that 47% did not consider Huawei a national security threac®

An Angus Reid poll from February 2020 showed that more Canadians,
56%, favour a comprehensive ban of Huawei,” akin to the responses of the
US, Australia, and New Zealand, than favour (34%) the official UK-like
approach of exclusion only from core neework arcas. This is not to say that
Canadawill therefore follow suit with the U.S. but that the Canadian public
may strongiy resist Huaweis involvement in Canadas future SG plansi
These responses were iikciy drivenin part by Canada’s recent dipiomatic
difhculties with China arising from the U.S. extradition request rcgarding

Meng Wanzhou, the CFO of Huawei.

The most recent poils from Angus Reid rcgarding pubiic opinion in
Canada of China’s nandiing of the COVID-19 pandemic have pushed
favorabiiity towards China to new lows. Oniy 14% of rcspondcnts indicated
having a positivc opinion of China, down from 29% six months ago, and
48%in 2017. Furthermore, 85% said thcy believe that “China has not been
honest or transparent abourt [the] pandcmic.”—1 Notabiy, pubiic favoral)iiity
towards the US has also droppcd to a 40 year low of 38% according to

the same poii. Another recent national poii conducted by Research Co.
showed 75% of rcspondcnts agreeing with the statement that “Ottawa
should not allow Huawei to participate in Canadas 5G spcctrum.wz This



is the least favorable survey response towards Huawei recorded to date
and SUggeses that Canadian public opinion on cooperation with Huawei

is rending ncgativc]y. The President of Rescarch Co., Mario Canseco, also
mentions the COVID-19 pandemic and the a recendly rendered court
decision on Mcng)s extradition as bcing potcntial factors in the decline in
public goodwill towards Huawei.* The Canadian government will have to
reconcile this growing animosity towards Huawei and China among many

Canadians with whatever decision thcy make.

In rcsponding to Huawei’s potcntial inclusion in Canada’s SG rollour, it is
worth noting that the options available to Canada are not limited to the
models set out by the U.S, UK or other countries mentioned in this report.
While it is not the case thata more negative public opinion on Huawei

or China will dircctly translace o less hospitablc policy, public opinion isa

relevant factor of consideration.



Canadian’_Decision -
Key Factors o
Consideration

Security

There are a number of considerations that will factor into the final decision,
which are further compiicatcd i)y the prcccdcnt set i)y Canadian allies.

The issue ofsecurity is pcriiaps the most prcssing, i'ccciving the bulk

of pubiic atcention. Itis important to note that Huawei has iong faced
scrutiny from Canadian officials and rcguiators, even before the current SG
review process. There have iong been aiicgations ofissues with Huawei,*
(inciuding aiicgations thatit was rcsponsibic for the downfall of former
tcch—giant Norrel) and ics aiicgcd status as a threat to Canadian national
sccuntyf5 Huawei was prcvcntcd in2012 from participating in the
Canadian govcrnmcnt’s new telecommunications and email network after
“Ortawa invoked an inﬁrcqucntiy used nationai—sccurity exception that
allows it to override trade agreement obligations and restrict bidders on
contracts to suppiy parts.”ﬂé The company also cannot providc cquipment
in the “core” parts of the telecommunications that Canadian carriers use to

receive and transmit sensitive data.

The Canadian government, using an indcpcndcnt verification program
overseen by the Communications Security Establishment (CSE), has been
conducting security tests on Huawei cquipment since 2013 Huawei Canada,
which works ciosciy with the CSE, argucs there has been no documented
evidence of Huawei-related security breaches” dcspitc many years of operation
inthe country. [ralso states thatasa company rcgistcrcd in Canada, it follows and

complies with all relevant Canadian laws and regulations.
plics withall elevant Canadian laws and regulations

There are, however, new variables and security concerns pertaining to 5G
network dcvciopmcnt and associated infrastructure. This next generation
of mobile communications tcchnoiogy, which may be up to 10 times faster
than 4G, will lead to faster data transfers, iatcncy rcciuction, and the abiiity
to support more devicesona singular network ! Broadband will be more
widciy available in both crowded and remote areas, and Cxpandcd cellular
connectivity will allow for the dcvciopmcnt of “smart” vehicles, roads,
raiiways, and airfields. Burt, as prcviousiy mentioned in the case of Australia,
the blurred distinction between “Cdgc” and “core” components of 5G
telecommunications network equipment make it more difhcult to prevent

SE&EC—SPOI]SO[’Cd cspionagc, iiaci(ing, and/or d’(ltkl Ei’lCi:f.

There are also numerous use cases for SG in relation to critical services and
infrascructure control. Ericsson, a Huawei compctitor, givcs the Cxampic
of connecting energy and water udilities with “millions of networked

evices, taking real-time, intelligent and autonomous ecisions.® With the
d king real lligent and d :

potcntiai for entire power gi‘ids and water suppiy networks to rciy on this
tcchnoiogy, security concerns may be justiiiabiy ampiiﬁcd, Mike Burgcss,
the Director-General of the Australian Signais Directorate, communicated
the idea that ‘the need to ensure the safcty of critical infrastructure —
rather than protecting privacy — was the i(cy concern for [Australian]
security agcncicsw83 in rccommcnding aban on Huawei tcciinoiogy. Should
Canadian utilities look to reap the potcntiai benefits of SG intcgi‘ation,
thcy must carcﬁiiiy Wcigh the vulnerabilities of using equipment that could

be compromiscd by forcign actors, inciuciing China.

With countless new, smart devices comprising the giobai Internet

of Things (IoT), vulnerabilities may be “particularly problemaric with
unmanagcd [oT devices that dont receive rcguiar security patchcs to
protect them from vulnerabilities.™* For those critical of Huaweis
potcntiai inclusion in Canadian SG cxpansion, the many “‘unknowns wich
telecom tcciinoiogy that make it dii‘i‘icuit, if not impossibic, to guarantec
impcnctiabiiity”85 are incrcasingiy ampiiﬁcd as we move to impicmcnt new,

morc POVVCl’i:Ui CCiiLIi'(H’ tCCi”aniOgy,

The term “backdoor” is used coiioquiaiiy to describe a covert information
patiiway used to siphon information, and has been used widciy in
spccuiation about potcntiai Huawei related security threats. However,
this term is often misunderstood. All SG cquipment suppiicrs create
“backdoors” pi‘imariiy for use by the host country‘s law enforcement and
neework providcrs, so the security concern with rcgards to Huawei is not
the existence of a back door but its misuse. In this case, concern pertains
mainiy to the notion that the Chinese government will have casier access
to Huawei's “backdoors” than those of Nokia or Ericsson. However, it is
important to note that, as has been seen in the past itis possibic for a state
o Cxpioit weakness in ﬁ)rcigii company’s telecommunications security

to access sensitive data**" Thus, the security concerns associated with a
“backdoor” are not ncccssai‘iiy unique to Huawei equipment but reflect the

potcntiai for Chinese state intervention in Huawei's operations.

While Nokia and Ericsson have pitciicci themselves as safe alternatives

o Huawci,Xx itis worth noting that using Europcan cquipmcnt does not
prcciudc Canadian providcrs from risk. There are broad security chaiicngcs
associated with all SG tcciinoiogy, rcgardicss of the suppiicr. This rcasoning
has been cited by some countries, most notabiy Gcrmany,89 asareason to

not ban Huawei from their telecommunications infrastructure.



These factors underscore the dilemma facing Canada’s security
establishment, which rcportcdiy does not hold a uniform view towards
Huawei. For the CSE, robust security measures and monitoring will
apparcntiy mitigate cnough risk to allow for Huaweis limited inclusion. In
the case of CSIS, even the limitcd[m[mmz/ for security risks justiﬁcs afull
ban, givcn the close rciationship between Huawei and the Chinese state.
This ciuality is further reflected on the giobai stage, as evidenced by the lack

of a uniform Western response.

Financial

Canada will also incvitabiy Wcigh the financial implications of such
aban. Aithough Telus had appeared to be the only Canadian player
moving forward with Huawei as its primary 5G equipment supplicr
pi‘cviousiy, it updatcd this stance by announcing 5G partncrships with
Ericsson and Nokia.” Rogcrs has announced a partncrship with Ericsson
and Bell will use both Nokia and Ericsson SG equipment for different

arcas OfitS nctwork.m

Because Huawei’s equipmentis not intcropcrablci)z (mcaning itis not
compatibic with equipment from other vendors) executives from Telus
and BCE Inc. (Bell) speculated in late 2018 that they could face roughly $1
billion in costs to “rip and replace” existing 3G and 4G equipmentif faced
with a full Huawei ban.”* Telus would further warn of a “material” risk to the
“cost of [its] SG network cicploymcnt and, potcntiaily, the timing of such
dcpioymcnt” should a Huawei SG ban be impicmcntcd.% While executives
from both Telus and Bell have taken a more optimistic stance and stated
thata ban on Huawei may not dciay 5G rollout pians,93 the true iong term
impiications are notyct known. Rogcts uscs oniy a licele bie™® of Huawei
cquipmcnt on the pcriphcry ofits nctwori(, impiying that it would not be
taced with the same cost—obiigations as Telus and/or Bell should a formal

gOVCI’HFﬂCl’lt i)an bC imPlCFﬂCl’lth,

Dcspitc announcing that thcy would be working primatiiy with Europcan
suppiicrs for core cquipment, Telus s still Wori(ing with Huawei for its
pcriphcrai radio access network.” Bell also did not close the door on using
Huawei Cntirciy, with a press spokcspcrson stating to the Globe and Mail
that thcy would “consider Wori(ing with [Huawei] in SG if the federal
government allows their participation,“% [c does appear, howcvcr, that the
lack of a formal Canadian government decision is sloWiy ciriving Canadian
telecom pi‘ovidcrs away from Huawei, dcspitc the potcntialiy onerous cost

and rollout time impiications.

Huawei is also activcly pushing ahead with a rural Canadian internet
strategy, proviciing opportunities for rural communities that would

Otl’lCI’\’ViSC bC LlI]dCrSCfVCd by i(l['gC carriers and ECCi’aniOgy partncrs.%

Bob Allen, the CEO of ABC Communications, a small rural internet
service providcr in British Columbia, has stated that since “Ericsson

and Nokia do not target the rural market globaiiy” there are “really no
technology partners other than Huawei for ABC to use." In July 2019,
Huawei announced a partncrship with [CE Wireless and Iristel to bring
high—spccd wireless internet to 70 remote communities across the Arctic

region and Northern Quebec by 2025.""" It is unclear what a formal

Huawei ban would mean for this partncrship, given the apparent lack of

viable alternatives.

As a Huawei ban could both cause a “rip and rcplaccu approach and
compromise future communications tcchnoiogy expansion in remote
arcas, government subsidization or assistance could be rcquircci. The
aforementioned U.S. Secure and Trusted Communications Networks Act,
which compensates carriers tasked wich i'Cmoving Huawei kit, may providc

a roadmap ﬁ)r SUCh a pian,

For Canadian consumers, who pay some of the highcst data costs in
the world, Huawei’s capabic but less pricey equipment would, at least in
thcory, offer Canadian telecom companies a means by which to lower
cost to consumers. However, this dimension does not appear to be

prominent in pubiic thinking.

Political

As Canada-China bilateral relations are still complicated by both Meng
Whanzhouss extradition procccding and the detention of Canadian citizens
Michael Kovrig & Michacl Spavor in China, there may also be political
ramifications that arise from barring Huawei. Chinas former Ambassador
to Canada, Lu Shaye, warned Ottawa of “repercussions” should they
choose to ban Huawei last yceir,ml Aithough Lu did not elaborate and was
well-known for his outspokcn nature (his successor, Cong Peiwu, has not
used the same ianguagc) this veiled threat underlies a compiicating factor in

Canadas upcoming 5G decision.

China, as with many states, is known to fcrociousiy advocate for the

interests of Chinese firms operating abroad. Chinese Foreign Ministry then
spokesman Lu Kang, i'cfcrcncing the Meng arrest, stated that Canada needs
aclear understanding of the consequences of endangering itself for the

gains of the U™ China demonstrated a willingness (and ability) to punish
against Canada after this event, dctaining two Canadians iiving in Chinaand
imposing trade restrictions on important Canadian exports, which are Widciy
scen as such rctaiiatory measures. Would it engage in similar action if Canada

was to restrict Huawei’s abiiity to operate within Canada?

Tradeisan important consideration given the close Canada-China trading
rciationship, Bilateral trade with China amounts to just under $100 billion,
or 8.2% of all Canadian trade.'™* China has become Canada’s second iargcst
trading partner, sitting only behind the United States. As demonstrated by
the Chinese bans on Canadian canola, pork, and beefin mid-2019, certain
industrics may find themselves Cnvciopcci in fallout arising from sccmingiy
unrelated poiiticai events. The clear economic power imbalance and export
reliance permits Chinato unfaitiy target Canada. While beetand pori(
exports resumed rciativcly quickiy (canola remains uncertain), further or
continued trade disruption may arise if Canada further aggravates China by

barring Huawei.
g

To this end, a Canadian decision to permit Huawei gear - evenina
restricted capacity - would ccrtainiy upsct American officials. Robert
Blair,a top White House official and President Trump’s “point man’ on



uawei, visite ttawa in March to warn (Canada that it could lose access
H dO Marcl Canada th. Id1

to ‘sensitive intciiigcncc” it Huawei was pcrmittcci to operate in its 5G
network.'”® While chis remains a racher ambiguous thrcat, the potcntiai o

UPSCE SUCi’l a CiOSC (liiy may not i)C paiatai)ic for Canadian poiicymakcrs.

And with the recent announcement that the United Kingdom is re-
rcvicwing the role of Huawei in its SG nctworks, adecision to ofiiciaiiy
allow Huawei “in” may be even less paiatabic. The potcntiai ciiangc in British
poiicy would representa i'Ciativciy uniform Five Eycs stance towards
Huawei. Ie may be impractical for Canada to divcrgc from a consensus
poiicy stance among its closest security allies. Mcng Whanzhous on-

going extradition process will piacc additional pressure on the Trudeau
government to takea strong stance on Huawei, with both media and pubiic

attention Nrm -OCUSC on the company an inaasawhole.
firmly focused on the company and Ch hol
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Looking Forward -
Greater Context &
Implications

Canada’s decision whether or not to oH‘iciaiiy include Huawei in its SG
rollout rests within the context of hcightcncd state to state suspicion

and rivairy between China and the West that is iikciy to characterize
international poiitics, trade, and business for the foresecable future. This
report, in addition to providing an anaiysis of Canadas 5G pians and its
current rciationship with China, also aims to further promotea productivc
and balanced conversation in an environment of broad, and iargciy US. led,

suspicion and scrutiny towards China and Chinese tcchnoiogy.

Orther tcchnoiogy companics with links to China havc, for cxampic, faced
recent scrutiny from American government ofhcials. Bytcdancc, the
Bcijing—b:iscd owners of the popuiar TikTok app. became the target ofa
bipartisan cffortto investigate whether it poscd arisk to national !sccurity.“)6
US. Senators Chuck Schumer and Tom Cotton, in an October 23,

2019 letter addressed to the Acting Director of National Security, raised
questions surrounding the collection and storage ot US. user data, content
ccnsorship, and the potcnriai for the app to be targctcd by forcign influence
campaigns.'” The Committee on Foreign Investment in the United
States(CFIUS) subsequently launched a national security investigation into
Bytcdancciﬁ initial purciiasc of the app Musicai.iy, which was later converted
into Tik Tok."™ Branches of the U.S. milicary have moved to ban the app'”
and two chubiican senators rcccntiy introduced a bill scci(ing to ban it

from ti’lC g()VCITanCl’lt iSSUCd Pi’lOIlCS Oi:?lii FCdCI'&i CmPiOyCCS.I 10

Zoom, the Vidcoconfcrcncing app that has cxpcricnccd an uptick in
popuiarity due to the coronavirus Crisis, has also faced cricicism for
“mismkcniy“ routing customer data rhrough Ciiina,I "in addition to
anumber of other data and privacy—rciarcd compiaints. Citizen Lab
rcporrcd “ciiscrcpancics between security claims in Zoom documentation
and how the piatform actuaily works."? This included “non—industry
standard” encryption and the use of Chinese servers to transmit North
American user data. Citizen Lab stated that “a well resourced actor like a
nation state (inciuciing China) could icvcragc the security issues we found
to target communications on Zoom." Zoom was called “a Chinese
entity” by House Speaker Nancy Pelosi,"* despite being founded by an
American citizen (who emigrated from Chinain 1997), maintaining

its hc;iciquartcrs in the United States, and mainiy scrving an American
userbase. This sentiment has cmcrgcd from the fact that most of Zooms
product development team is China-based (including 700 employees),'
aiong with the aforementioned China-related security concerns. Canadian
government ofhcials in certain dcpartmcnts are instructed not to use

ZOOFD VidCO fo{tUI’CS fOl’ VVO['i(—I'Ci'Ath PUI’POSCS.
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In both cases, the primary concern and basis for scrutiny may be traced
back to China and/or the threat of Chinese state invoivcmcnt, be it real
or pcrccivcd, Any potcntiai exposure to Chinese law and/or Chinese
intciiigcncc gatiicring is considered dangcrous, cspccmiiy for appiications
that contain sensitive user data. This perspective is sccmingiy common on

both sides of the American poiiricai aisle.

The Huawei decision is not the first in which Canada has had to grappic
with security concerns rcgarding international business, with the recent
and notable Cxampic of Ottawa i)ioci(ing China Communications
Construction Company’s takcover of Accon in 2018. But it is an escalation
with rcgard to case proi‘ilc and supposcd risk. Future cases thac fall under
asimilar purview are also iii(ciy to be ofsigniﬁcant proi‘iic amid the now
intensified U.S.-China rivairy and attract more critical pubiic sentiment.
Canada may be faced with similar concerns over Tik Tok, Zoom, or

any number of other China-connected firms. Canadian poiiticians and
poiicymai(crs should pay close attention to these cases and decisions

in order to prepare for the potcntiai consequences, be thcy forcign
government retaliation or domestic backlash, and find ways to pursuc

Canadian interest inciuding tai(ing advantagc of possibic opportunitics.

The impiications and intentions behind Forcign investment rcguiations
extend bcyond the immediate considerations rcgarding Huawei. While
Huawei, and China more gcncraiiy‘ have become the focus ()fm;iny 5G
security concerns, other actors could soon spur similar conversations
regarding these issues. U.S. Artorney General William Barr stated
rcccntiy that the USS. may seek controiiing interest in the Europcan
telecoms providcrs Nokia and Ericsson, Huawei's iargcst compctitors,
to combat Chinas SG dominance. This may enhance the poiiticizcd
environment surrounding the telecommunications industry and lead
toa iandscapc fraught with pressure and competition that will be

more difficult for countries to navigace without poiicy that is able to
systcmaticaiiy address sccurity, privacy, national interest considerations
fairiy and consistcntiy. However, US control of Nokia or Ericsson,
should that be allowed by the Finnish and Swedish governments, would
not pose the same chaiicngcs for Canada as Huawei given our status as a

close securicy aiiy of the United States.

As for Canada’s present poiicy on the topic, on Aprii 18,2020, the
Canadian government signaicd its intention to more criticaiiy and broadiy
scrutinize forcign investment in Canada during the COVID-19 crisis.

(,Itlng CXPOS [UI’C} to P['Cdilt()l'y forﬂgn INVESLOTrS, and mai(ing SPCCIHI



reference to “state-owned” companics.I 1¢This action could be a stepping
stone towards more protectionist ﬁ)rcign investment policy even after the
COVID-19 crisis has subsided. Morcover, it partially serves to address
public concerns rcgarding forcign influence, akin to the concerns about
Huawei as reported in Canadian survey dara.

Lastly, as mentioned above, the broader context in which policy cliangcs
operate is l(cy. Indecision on the govctnmcnt’s part creates uncertainty for
telecom providcrs, which could be a factor in the recent announcements
from Telus and Bell to pursue contracts with Nokia and Ericsson rather
than Huawei" Telecom ptovidcrs appear to be moving towards a more
risk-averse approach to future supply chain management. This could be
construed as a form of indirect pressure from the Canadian government,
Wlicrcl)y the governmentis able to avoid tal(ing an ofhcial stance and thus
avoid much of the potcntial diplomatic conflict with China, yetis still able
to l\'ccp Huawei from participating in Canadas 5G rollout. If deliberate,
this signals amore moderate stance from our government and serves in
part to suppress conversation on the govcrnmcnt’s role in controlling the
involvement of major Chinese companies in Canada, which could be a

saving grace for Canada amid its ongoing bilateral tensions with China.

[ssues related to pcrccivcd exterior threats to Canada’s national security
and the privacy of Canadians may grow in the near future. Canadian
politicians and policymal(crs will undoubtcdly face conscqucntial
decisions i'cgarciing how Canada chooses to deal wich forcign investors,
collaborators, and even close political allies. Canada’s ofhicial decision on
Huawei's inclusion in the 5G rollout may or may notsct pi‘cccdcnt for
future dccisions, butit can providc a basis to further cxpand dialoguc and
discussion on the broader topics of national sccurity, international tradc,

and the current rclationship with China.
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