And those who were seen dancing were thought to be insane by those who could not hear
the music.

— Friedrich Nietzsche



University of Alberta

STRUCTURED MESSAGE TRANSPORT

Shayan Pooya

A thesis submitted to the Faculty of Graduate Studies and Research
in partial fulfillment of the requirements for the degree of

Master of Science

Department of Computing Science

(©Shayan Pooya
Fall 2012
Edmonton, Alberta

Permission is hereby granted to the University of Alberta Libraries to reproduce single copies of
this thesis and to lend or sell such copies for private, scholarly or scientific research purposes only.
Where the thesis is converted to, or otherwise made available in digital form, the University of

Alberta will advise potential users of the thesis of these terms.

The author reserves all other publication and other rights in association with the copyright in the
thesis, and except as herein before provided, neither the thesis nor any substantial portion thereof
may be printed or otherwise reproduced in any material form whatever without the author’s prior

written permission.



To my family.



Abstract

In this thesis, we present Structured Message Transport (SMT). SMT is a transport protocol
coordinator designed to alleviate the head-of-line blocking problem of existing transport
layer protocols including the most widely used, transmission control protocol (TCP).

SMT uses explicit dependency tracking instead of assuming total ordering between mes-
sages of a communication. Therefore, SMT can avoid head-of-line blocking that is caused
by stream-based transport layer protocols.

Moreover, explicit dependency tracking creates opportunities for some optimizations.
The first opportunity is using multiple paths. SMT can distribute the messages into more
than one path. However, unlike the stream-based Multi-Path-TCP, SMT is not limited to
a single stream of messages. Relaxing the ordering constraints between the messages makes
it possible to deliver the received messages to the application layer if they do not have any
unmet dependencies.

Another opportunity is traffic redundancy elimination. SMT employs a traffic redun-
dancy elimination (TRE) module to remove repeated data segments. The operation of
TRE creates some dependencies between the messages. SMT can track these dependencies
efficiently without introducing any artificial dependencies.

We have designed and implemented a prototype of SMT to test our ideas. By exper-
imental evaluation, we show that SMT can achieve higher throughput and lower latency
than other communication mechanisms. Moreover, we have integrated the ideas from SMT
into a proprietary software system and we show that the SMT version works better than

the base version of this software system.
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Chapter 1

Introduction

We have designed and implemented Structured Message Transport (SMT), which is a trans-
port layer connection coordinator. SMT sits on top of transport layer protocols and tries to
alleviate the head-of-line blocking problem they suffer from. Moreover, SMT exploits some
opportunities for increasing the performance of communication between the two end-hosts,
including the throughput and latency of the communications.

When two end-hosts are communicating with each other via SMT, we say they have
an association with each other. We avoid using the term connection to distinguish SMT
associations from transport layer connections like TCP connections. The term association
has been borrowed from stream control transmission protocol (SCTP) [2].

The two end-hosts of an association may wish to send messages with a set of depen-
dencies. The dependencies of a message are the messages that must be delivered to the
application layer at the receiver side before the message. These dependencies result in a
set of ordering constraints — if message A is a dependency of message B, then A should be
delivered before B.

The core idea behind SMT is explicit dependency tracking between messages. Each
message maintains a list of all of its dependencies. This way, SMT tries to relax a lot of
artificial and unneeded ordering constraints between messages.

For example, in the Hypertext Transfer Protocol (HT'TP) application, the browser might
need to retrieve a couple of images to show them to the user (see Fig. 1.1). In this case,
there is no inherent ordering between the images. An image can be shown to the user as
soon as it is received. However, transport layer protocols like TCP create a strict total
ordering between images. These ordering constraints are artificial, and as we see in the next
sections, result in inefficient communications.

The units of data transmission in SMT are messages. A message is an application-
defined chunk of data that applications can send to or receive from SMT. With SMT, the
application can specify some ordering constraints between the messages at the sender side.
The SMT receiver makes sure that all of these ordering constraints are met before delivering

the messages to the application.



By tracking dependencies, SMT no longer relies on the transport layer protocol nor
expects it to provide any ordering between messages. However, it is still expected that a
transport layer protocol will be able to deliver the exact same message that has been given
to it. Therefore, the packets within a message cannot be reordered.

SMT’s expectations from a transport layer protocol are:
1. congestion control

2. flow control

3. reliability

In the remaining sections of this chapter, we go through the potential use cases of SMT,
the problems that SMT tries to solve, the opportunities SMT exploits and the contributions
of SMT.

1.1 Use Case: Hypertext Transfer Protocol

As briefly mentioned before, Hypertext Transfer Protocol (HTTP) is one of the most widely
used application layer protocols [15]. HTTP consists of two kinds of messages: requests
from client (browser) to server and responses from server to the client [6]. Browsing a single
Web page may result in multiple HTTP requests and responses (see Fig. 1.1).

For example, as shown in Fig. 1.1, a page may refer to some pictures and the browser
may request those pictures after the HyperText Markup Language (HTML) page has been
downloaded, resulting in one request-response pair for each image.

Although the only assumption of HTTP about the transport layer is reliability [6], HTTP
is almost always deployed on top of TCP [15] and it maps the request-response messages to
TCP connections. Inherently, TCP provides strict total ordering between HT'TP messages.
Meanwhile, HTTP can benefit from relaxed artificial ordering constraints between messages.
There are different approaches for mapping HTTP messages to TCP connections.

One approach is to map each message to one TCP connection, which translates into one
connection per each of message-pairs 1 and 2, 3 and 4, 5 and 6, and 7 and 8 in Fig. 1.1.
Browsers using HTTP/1.0 can open several concurrent TCP connections and obtain data
over those connections concurrently. However, opening each TCP connection has an over-
head and results in high overheads for a single Web page.

Moreover, a page may contain many objects such as images, which increases the overhead
of fetching all of the objects simultaneously, each one over a dedicated connection. The
overhead of fetching pages is also important for servers that are supposed to be able to
serve many clients simultaneously. Therefore, the browser must wait until some of the
responses complete and then begin fetching remaining objects. Therefore, the time the user

should wait for the whole page to load increases.



Browser

(1) GET findex.htm| HTTP/1.0

(2) HTTP/1.0 OK 200

(3) GET /rabbit.jpg HTTP/1.0

(4) HTTP/1.0 OK 200

(5) GET /dog.jpg HTTP/1.0

(6) HTTP/1.0 OK 200

(7) GET /cat.jpg HTTP/1.0

e

(8) HTTP/1.0 OK 200

Figure 1.1: HTTP Communication
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Another approach is to reuse TCP connections across HT'TP messages. In our exam-
ple in Fig. 1.1, reusing connections translates into one connection for all of the messages.
HTTP/1.1 defines and recommends persistent connections and lets the client reuse TCP
connections for multiple HTTP requests [7]. These requests can be either serialized or
pipelined. In either case, they are multiplexed into a single connection, creating some artifi-
cial ordering constraints and suffering from potential head-of-line blocking (see Section 1.2).

With SMT, we can reduce the overhead by using a single association instead of all of
these connections. This avoids head-of-line blocking and increases the chances of using
multiple parallel paths effectively, due to the relaxed ordering constraints.

We should note that the ordering requirements of HTTP messages are a trivial spe-
cial case of general ordering between messages — there are usually no ordering constraints
between them.

SMT, unlike TCP, introduces no artificial ordering constraints. Therefore, SMT pro-
vides exactly what is needed, without introducing artificial ordering constraints and their
attendant performance impacts. The results in the following chapters show that avoiding
artificial ordering constraints can improve the performance of the communication.

Moreover, using SMT creates some opportunities for improving the communication be-
tween end-hosts. For example, SMT has a traffic redundancy elimination (TRE) module
that tries to decrease the amount of traffic that is transmitted between the two end-hosts.
For example, our HTTP communication scenario consists of a set of messages that were
independent. With TRE, the payload of some of these messages might be modified to re-
move the redundant segments and replace them with pointers to the same data in a previous
message. Therefore, the TRE operation creates some dependencies between previously in-
dependent messages. These dependencies can be efficiently encoded in sender side of SMT
and be transferred to the receiver side of SMT.

We should note that the way the previously known transport layer protocols satisfy these
dependencies is by creating artificial dependencies between all of the messages [1] in order
to make sure the small number of needed ordering constraints are satisfied.

1.2 The Head-Of-Line Blocking Problem

The most widely used transport layer protocol in today’s Internet is Transmission Control
Protocol (TCP). TCP lets the application send a totally ordered stream of data. TCP
provides reliability, congestion control, and flow control for data transmission.

However, TCP does not preserve the boundaries of the segments it receives from the
application layer. TCP assumes that each time the application sends a data segment, it
is the continuation of the previously sent data segments. In other words, TCP works on a
stream of data.

This design decision of TCP simplifies the job of many applications that are actually
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Figure 1.2: Head-Of-Line Blocking

using TCP to transfer streams of data. However, TCP is not the best choice for applications
that work with individual messages.

Applications in this class including HTTP, have to parse the stream of data and find the
boundaries of messages transmitted back-to-back in a TCP stream. Thus, one drawback
of the streaming behavior of TCP is that it makes the applications more complicated and
error-prone.

Moreover, message-oriented applications often multiplex a set of potentially independent
messages into one stream of data. Therefore, if a message at the head of the stream is not
completely received yet, or is delayed for any reason, none of the following messages can be
delivered to the application layer. This problem is called head-of-line blocking [7, 10, 2].

For example, in Fig. 1.2, assume that there are some artificial ordering constraints be-
tween messages caused by using a totally ordered transport layer protocol like TCP. Head-
of-line blocking occurs when the first message in the stream (A in this case) is delayed. In
this case, none of the following messages can be delivered. Delivering these messages could
have reduced the average latency of the messages, opened some room for future messages
and reduced the memory needs of the communication.

The key observation is that some applications have different needs than the others.
Treating all applications the same and providing the same totally ordered delivery for all of
them, although simplifying, creates head-of-line blocking artifact for some of them.

1.3 Multiple Path Opportunity

With the advent of multi-homed servers and new redundant architectures for data centers,
there are many hosts that are connected to each other by more than one path. TCP can
use at most one of these paths, which is not the best use of the available resources.

Multi-Path-TCP (MP-TCP) is an active research project that tries to modify TCP to
be able to use more than one path [11, 18, 19, 26]. MP-TCP uses a set of TCP connections
and sends data segments over all of them. Therefore, in most cases, MP-TCP can achieve
throughput as high as the sum of the throughput of all of the connections.

MP-TCP uses a large buffer on top of all of these TCP connections and serializes all of
the segments of different connections in this buffer (see Fig. 1.3). This way, MP-TCP can
provide the same behavior applications expect from a TCP connection.

However, there is a problem with this approach. Head-of-line blocking may now occur
in a new form when more than one connection is being used for communication between

two hosts. Various paths may have different bandwidths and latencies, resulting in different



Figure 1.3: A stream of messages sent over a couple of connections.

delivery speeds over different connections. In MP-TCP, the average latency of messages is
always bounded by the latency of the worst connection [26]. Although there have been some
efforts to improve the performance of MP-TCP over asymmetric paths [18], these solutions
are not general.

For example, in Fig. 1.3 a totally ordered stream of segments of data is sent over a set
of connections. Assume that the round trip time (RTT) of connection 1 is the smallest, and
the RTT of connection 3 is the largest. The first message to be delivered to the application
is message A and if it is delayed for any reason, none of the following messages can be
delivered. Therefore, if A is sent over connection 3, no matter what connection is used for
the following messages, none of them can be delivered until A is received. Therefore, the
latency of all of the messages would be bounded by the latency of connection 3 and would
increase in order to maintain the total order between the messages.

Moreover, although MP-TCP can achieve high throughput for typical paths, in some
cases the aggregate throughput of all of the paths can be smaller than the throughput of
just using the best path. The main reason behind this phenomenon is the limited buffer
size at the receiver side of MP-TCP. For example, in Fig. 1.3 assume that message A is
sent over the worst connection and is received after all of the following messages. If the
receiver had a buffer large enough to keep all of these messages and maximize throughput,
then the only problem would be the high latency of the messages. However, if the buffer is
not big enough, the receiver has to drop some messages in order to make room for message
A. Therefore, it is possible for MP-TCP to end up with lower throughput than if just the
best path was used. One might suggest using a large buffer at the receiver side. However,
we note that the larger the buffer, the higher the average latency of the messages.

There have been suggestions for overcoming this issue in more recent MP-TCP publica-
tions [18], but we propose a more general solution to this problem by relaxing the artificial
ordering constraints. If the artificial ordering between the messages were relaxed, the re-
ceiver could send some of the messages to the application layer and remove the need for

extra large buffers, while also reducing latencies of those messages.



1.4 Contributions

The primary contributions of this work are:

1. proposing an architecture and a mechanism for explicit dependency tracking in com-

munication.

2. designing a set of optimizations for our mechanism that can benefit from the relaxation

of ordering constraints between messages.

3. designing a work-conserving! sender and receiver for SMT and implementing a proto-
type of the SMT protocol for experimental evaluation and performing an experimental

evaluation.

1.5 Concluding Remarks

In this chapter we briefly introduced SMT and discussed the problems and opportunities
that drove us to design it. We reviewed head-of-line blocking problem in transport layer
protocols and showed how adding artificial ordering constraints to transport layer protocols
can hurt their performance. In the next chapter, we talk about some previous work that
has been done to solve head-of-line blocking. We also discuss the literature on top of which

SMT is built.

In TCP and TCP-like protocols, the sender is work-conserving (if there are some messages ready to be
sent, one of them would be sent). However, the receiver is not work-conserving. The receiver blocks all
following packets if one packet is not received (head-of-line blocking).



Chapter 2

Background and Related Work

Structured Message Transport (SMT) is built on top of some ideas from previous work.
SMT is mainly about explicit dependency tracking and handling partial ordering in com-
munication. Moreover, SMT is capable of using multiple paths simultaneously, which builds
on top of other work in the field of multiple connection management. SMT also includes
an optional traffic redundancy elimination (TRE) module which uses the approaches in-
troduced in previous work. In this chapter we compare and relate SMT to these previous
studies.

2.1 Ordering Constraints in Transport Layers

Partial ordering is not a new concept in transport layer protocols. In this section, we describe
the previous work that has been done to embed the ordering constraints of messages in the
communication. The goal of some of these previous studies is not specifically supporting
dependency tracking. However, they all provide different approaches to avoid some of the
artificial dependencies between messages.

One natural approach as outlined in RFC-1693 [4] is to group the packets and capture and
encode all the ordering constraints between the packets in one group, creating an ordering
graph of messages (see Section 3.1). The adjacency matrix of the resulting ordering graph
is then sent to the receiver before any of the data packets. The adjacency matrix is then
used to enforce the ordering constraints [4]. This approach is impractical for two reasons.

The first problem with this approach is that the graph size, say n, must be determined
and packets can be sent in groups of n packets only. After that the adjacency matrix can
be sent to the receiver. The graph size, n, should not be too small because the overhead
of sending the adjacency matrix should be amortized over n packets. Nor can n be too big
because the size of the adjacency matrix grows with n2. Thus, finding the best value for n
is a challenging task.

The second problem with the adjacency matrix approach is that after finding n, packets
should be grouped at the sender by delaying them until n packets are accumulated. Then the
matrix and the packets can be transferred to the receiver. However, none of these packets can

be delivered to the application layer at the receiver until the packet containing the adjacency
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(a) An ordering graph that can be en- (b) An ordering graph that cannot be
coded with SCTP encoded with SCTP

Figure 2.1: Encoding the ordering constraints with SCTP

matrix of the ordering graph is received. Due to these problems and complexities, RFC-1693
has no public implementation and has been deprecated [5].

Another approach is employed by Stream Control Transmission Protocol (SCTP) [25]
which was designed to solve some of the shortcomings of TCP. SCTP provides partial
ordering between packets and overcomes head-of-line blocking [2]. In SCTP, instead of
working with one totally ordered stream of data, the application sends streams of messages
to the transport layer. These streams are transmitted to the receiver in parallel.

However, not all inter-message ordering constraints can be encoded with SCTP. In fact,
SCTP only supports a set of totally ordered streams of messages. There is no structure for
encoding the ordering constraints between these streams. For example, in Fig. 2.1b, the
only way to capture the ordering of the messages is to put all of them in a totally ordered
stream. Also, we should note that in addition to introducing head-of-line blocking, putting
two unrelated messages in one stream makes it hard to treat them based on their priorities
or applications. Thus, the partial ordering shown in Fig. 2.1b cannot be encoded with
SCTP, unless it is augmented with some meta-data about inter-message ordering constraints.
Ordering graphs like Fig. 2.1b are needed in some situations (e.g. see Section 2.3).

Intentional Networking [12] is another approach to avoid head-of-line blocking. The
main purpose of intentional networking is labeling the traffic as high or low priority in the
application layer and using these labels for that traffic to find the best available path.

An intentional network gets active and passive feedback from the connections and sends
traffic over the most appropriate connection based on the labels of the traffic. The use-case
that intentional networking has been designed for is a smart phone where the device has
concurrent access to WiFi and 3G networks (Fig. 2.2). As shown in Chapter 1, maintaining
a total order between the messages sent over these two paths would result in high latencies
and probably lower throughput, because the latency and bandwidth of these two paths vary

significantly. Hence, intentional networking makes use of partial ordering to avoid these
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Figure 2.2: Two hosts that have two different paths (based on Costin Raiciu et al. [18])

problems. It maintains adjacency lists for all of the messages which include all of their
dependencies. Adjacency lists are then transferred to the other side of the communication
and used for enforcing the ordering constraints.

SMT, like intentional networking, uses the adjacency list of the messages. However,
SMT focuses on ordering constraints and the optimizations that can be made with explicit
dependency tracking rather than the priorities and labels of the traffic. Moreover, intentional
networking is built on top of TCP and therefore uses the total ordering of TCP. In contrast,
SMT does not depend on total ordering of the transport layer.

Moreover, SMT tries to be efficient in dependency tracking by employing novel data
structures at the receiver side (see Chapter 3). SMT does not assume anything about the
number of the connections nor does it need to label the connections as suitable for low
priority or high priority traffic.

SCTP [25] and UDT [9] also have another approach for partial ordering. They provide
two operation modes for the applications. The first mode, in which messages are totally
ordered, is vulnerable to head-of-line blocking. In the second mode, a message can be sent
out-of-order, providing the simplicity of streams of messages and the efficiency of unordered
messages for special cases.

Also, there have been some efforts to add out-of-order messages to TCP. The wurgent
fields of TCP have been designed for the same reason [13]. There are some inconsistencies
between the specification and implementation of the TCP urgent field in different operating
systems. Therefore, TCP wurgent cannot be reliably used in today’s Internet for messages

larger than one byte [8].
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Figure 2.3: Two end-hosts with a couple of independent paths

Moreover, there are more recent research projects like Minion [17] that try to add out-of-
order messages to TCP. Although out-of-order delivery might be useful for some applications,
sending out-of-order messages is not a general solution for head-of-line blocking problem.
For example, the ordering graphs of Fig. 2.1a or Fig. 2.1b cannot be sent without augmenting
the messages with explicit dependencies.

SMT works best on top of transport layer protocols that support out-of-order messages
(e.g. SCTP and UDT) because they do not incur any head-of-line blocking by themselves.
That is one of the reasons that SMT was initially built on top of UDT.

Structured Stream Transport (SST) [7] is another research project that tries to avoid
head-of-line blocking by creating cheap, short-lived streams of data. Streams are cheap,
because they do not need an RTT for TCP’s handshake [7]. Streams are also short-lived,
which means for an application like HT'TP, a SST stream does not span more than one HTTP
request-response. SST makes the cost of creation and termination of streams negligible so
that applications can use a new stream for each new message. Therefore, like SCTP, SST
provides a method to send parallel streams and removes head-of-line blocking.

SST has been designed for HTTP and makes the assumption that there are no dependen-
cies between different streams. This assumption is almost always true for HTTP. Therefore,
SST works fine for its use case. However, there are other applications that need finer-grained
control over the dependencies of messages.

SMT tries to solve the same problem as SST, but with a different approach. SMT works
with messages rather than streams. A message can have any number of dependencies.

Moreover, SST is a transport layer protocol and SMT has been designed to work on top

11



of transport layer protocols. Therefore, SMT can rely on the underlying transport layer
protocol for reliability, congestion control and flow control. In contrast, SST must provide
all of these functions itself. In summary, SMT, unlike SST, separates the ordering concerns
from other transport layer protocol concerns and tries to provide the most general way for
expressing the ordering constraints.

2.2 Multiple Connection Management

As discussed in Chapter 1, many hosts have access to more than one path for communication
(Fig. 2.3). One of the key motivations for SMT was making it easy and efficient to use a set
of connections. MP-TCP had the greatest influence on SMT in this area. In this section, we
describe the achievements and problems of MP-TCP and the ways in which it has influenced
SMT.

The goal of the MP-TCP project is to add support for more than one path to TCP [11,
19, 26]. Therefore, redundant paths would be actually used to transfer some traffic instead
of just being used as fail-over resources.

MP-TCP tries to be transparent to applications, thus, it provides the same TCP interface
to applications. TCP provides total ordering between segments of data so MP-TCP was
obliged to provide the same semantic. This means, at the sender side, MP-TCP receives
some segments of data, multiplexes them over multiple TCP connections and serializes them
again at the receiver side so that they can be delivered to the application layer in-order.

MP-TCP employs a sequence number on top of the regular TCP sequence number.
MP-TCP’s sequence number is used at the receiver side for making sure the segments are
in-order.

In most cases, the paths that MP-TCP operates on are similar. In other words they
have approximately the same latency and bandwidth. However, this is not something that
can be guaranteed. The latency and available bandwidth of any path is dependent on
the competing traffic crossing the path. If MP-TCP is actually using different paths for
connections, it will likely face different bandwidths and latencies on these connections (see
Fig. 2.2).

As we discussed in the previous chapter, having different connections with different
latencies can result in lower throughput because of limited receiver buffer size. Also, the
average latency of the messages increases as we increase the size of the receiver buffer.

SMT uses the ideas from MP-TCP and tries to solve this problem. SMT embraces the
different paths and tries to use the full capacity of each one. SMT operates on an ordering
graph (Section 3.1) and maps an ordering graph to a set of connections. Thus, it has more
potential for smarter connection selection. Chapter 3 documents the methods that SMT
uses for solving this problem.

Another difference between SMT and MP-TCP is that SMT, being a user-space proto-
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Figure 2.4: Packets with redundant data

col, can simultaneously operate on top of a heterogeneous set of transport layer protocols.
In other words SMT can manage a set of TCP, UDT, SCTP and other transport layer
protocol connections and decide on which connection to use based on the characteristics of
the connections. In this case, SMT is more similar to Minion [17].

We should note however, that unlike MP-TCP, SMT does not have a coupled congestion
control [26]. SMT assumes that the connections it is managing do not share any links. SMT
is not fair to competing traffics if any two of its connections have a link in common. SMT
can be told to use exactly one connection out of a set of connections. This way, SMT can be
instructed to create multiple connections over a path and decide which one to use based on
each connection’s actual performance. Implementing an integrated congestion manager [3]
for SMT remains a future work.

2.3 Traffic Redundancy Elimination

SMT has an optional traffic redundancy elimination (TRE) module. If enabled, it can
reduce the amount of data that is transmitted by SMT. In this section, we introduce the
concept of redundancy elimination in the end hosts.

As alluded to in the previous chapter, TRE’s job is removing repeated data and replacing
it with meta-data that can be decoded at the receiver side. For example, in Fig. 2.4, we see
the content of four messages. As shown in this figure, there is a data segment repeated in
all of these messages. Therefore, the task of TRE is to remove the repeated content from
messages 2, 3, and 4.

TRE can be done at different network layers and at different locations between two
communicating end-hosts. EndRE [1] was one of the first proposals that introduced TRE
for end-hosts; it sits on top of TCP streams.

The operation of EndRE is simple. At the sender side, EndRE finds the redundant
segments of data and replaces them with pointers to the original data segment. At the
receiver side, EndRE reconstructs the messages using the meta-data in the pointer messages
and the EndRE cache.

The reference messages of a pointer message should be received first at the receiver side
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Figure 2.5: Packets from different connections and with redundant data

of EndRE because they have the actual data that should be used in pointer messages. Thus,
EndRE creates ordering constraints between messages.

For example, in Fig. 2.5, assume EndRE is removing the redundancies of two parallel
connections A and B, and there is a repeated data segment in messages A2 and B3. Assume
A2 contains the original data and B3 is a pointer message referring to A2. Therefore, EndRE
would need message A2 for decoding message B3, creating an ordering constraint between
these two messages.

EndRE gives each message an increasing sequence number and uses the sequence number
at the receiver side to create a total ordering between all of the messages, no matter whether
they have any ordering constraints or not [1].

SMT’s TRE module builds on top of EndRE’s ideas, but also uses SMT’s built-in de-
pendency tracking capability and just adds another dependency to the pointer message for
each reference message. Therefore, SMT’s TRE module does not enforce a total ordering
between possibly unrelated messages. For example, in Fig. 2.5, SMT’s TRE module would
add message A2 as one of the dependencies of message B3, as well as all of the ordering
constraints between the messages within a stream. No other artificial dependencies would
be added.

2.4 Concluding Remarks

In this chapter, we presented the background on top of which SMT is built. First we
described the concept of partial ordering and dependency tracking. Then we talked about
multiple connection management and the way MP-TCP approaches the problem. Finally,
we talked about TRE and the ways we can reduce the amount of transmitted traffic.

In the next chapter we present the design of SMT. SMT is designed based on many ideas
from previous work, briefly mentioned in this chapter, to solve the problems introduced in

Chapter 1.
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Chapter 3

Architecture and Design

In this chapter we explain Structured Message Transport (SMT) and describe the methods
it employs. We begin with introducing the ordering graph which is a way for encoding the
dependencies and tracking them. Then we describe the way SMT encodes the dependencies
of messages and SMT’s over-the-wire protocol. Then we move on to describing the sender
side and the receiver side and their architecture and data structures. After that we present
the optimizations that were possible and have been designed and implemented on top of

SMT core. Finally, we briefly describe our prototype implementation.

3.1 Ordering Graph

RFC-1693 introduced the concept of an ordering graph [4]. An ordering graph is a graph in
which the nodes are messages and the edges are dependencies. An edge from B to A in the
ordering graph, shown B — A and read “B depends on A”, means A is a dependency of B!.

Fig. 2.1 shows two sample ordering graphs. The ordering constraints in Fig. 2.1b are:
B—-AC—-A D—A E—C,and F— D.

The problem of encoding the ordering constraints translates into encoding this graph
and sending it to the receiver. As described in Chapter 2, RFC-1693 [4] suggests using the
adjacency matrix of this graph and sending it to the receiver before transmitting any of the
messages. The adjacency matrix of the ordering constraints in Fig. 2.1b is:

A B C D E

Af0 0 0 0 0
Bl1 0 0 0 0
M=c¢cl1 0 0 0 0
D1 0 0 0 0
E\NO 0 1 1 0

We know that messages do not have forward dependencies. Thus the adjacency matrix of
the ordering graph is lower-triangular, in other words all elements above the main diagonal
are zero. Therefore, the lower half of the matrix is enough to encode and decode all of the

ordering constraints.

1The meaning of B — A in this document is the reverse of its meaning in the RFC. In this document,
B — A means B depends on A. However, in the RFC, B —+ A means B must be delivered before A.
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3.2 Encoding Ordering Constraints

In SMT, the ordering constraints of messages are checked when they are being sent and
received. SMT guarantees that messages leave the sender with a wvalid ordering, which
means that if message B has dependency A, then A would be sent before B.

Messages are not necessarily delivered to the SMT layer at the receiver side in the same
order in which they were sent. Thus, to ensure order validity of the messages, we must check
the ordering of the messages at the receiver again. Therefore, the receiver needs a way to
find out if an ordering is valid.

SMT uses two mechanisms to encode message ordering constraints: explicit dependencies
encoded in SMT message headers, and round numbers. We describe the round number later
in this section.

As alluded to in the previous sections, in SMT, each message maintains a list of its
dependencies. To save space and reduce the overhead of communication, SMT sends the
difference (delta) of the dependency message number and the current message’s message
number instead of the absolute message numbers. These differences are used instead of
message numbers in order to save space in the SMT message header and fit more depen-
dencies in the limited field size of 30 bits (see Section 3.3).

For example, if the current message number is 101,000 and one of its dependency’s
message numbers is 100,000, instead of putting 100,000 as the dependency, SMT puts the
delta of the two message numbers, which is 1000, in the message header. The receiver is
aware of this mechanism and recalculates the message number of the dependency as 100,000.

SMT always tries to encode all of the ordering constraints with explicit dependencies in
the message header. However, if this is not feasible, it falls back to round numbers. There

are three fallback situations:

1. The message has more than three dependencies in the current round. There is no

room in SMT message header to accommodate more than three dependencies.

2. At least one of the dependencies is from the same round and the difference computed

for it cannot fit in the available space in the message header.

3. The message number overflows. Handling message number overflow makes the code
complicated. For simplicity, SMT just increases the round number in case of message
number overflow. The message number field is 32 bits. Therefore, this case rarely

happens and its effect is negligible.

At the beginning of a new round, SMT resets the message numbers and sends at least
one reset message. Reset messages are just like regular messages, but they do not have any

dependencies in the current round. Reset messages should signal the receiver not to wait
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Figure 3.1: SMT Protocol Header

for any more messages from the previous round. Therefore, they contain the last message
number of the previous round, called the Termination Number. On reception of a reset
message, the receiver uses the termination number to determine whether all messages of the
previous round have been received; if so, SMT’s receiver begins processing the messages of
the new round. Otherwise, if there are messages from the previous round that have not
been received, SMT does not increase the round number.

Increasing the round number has the potential of creating artificial dependencies and
head-of-line blocking. If the number of inherent dependencies of messages is high and the
in-degree of messages in the ordering graph is higher than three in an application, then we
can increase the size of SMT header to accommodate more than three dependencies. The
applications that are currently using SMT do not need more than three dependencies per
message.

We have designed another mechanism for identifying separate directed acyclic graphs
(DAGs) of an ordering graph. To support a dynamic number of dependencies, SMT message
headers can be augmented with DAG-IDs. The messages with different DAG-IDs would have
independent round number and message number spaces. As mentioned earlier, the current
applications do not need more than three dependencies per message. Therefore, we have
not implemented this feature in our SMT prototype.

3.3 SMT Protocol

In this section, we describe SMT’s over-the-wire protocol. As discussed in Chapter 1, SMT
can be deployed on top of various transport layer protocols. The SMT sender still needs a
header to communicate the SMT-specific information to the receiver.

Fig. 3.1 illustrates the header of an SMT message. As the name suggests, Priority
is the preemptive priority of a message (see Section 3.4.1). In the current design and
implementation of SMT, priority is only used at the sender side. It is used to show which

message should be chosen from the priority scheduler. The value of the preemptive priority
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Figure 3.2: Architecture of the SMT layer

is transferred to the receiver side for future use.

Tag ID is a 7-bit number that identifies the application that generated the message and
is waiting for the message at the receiver side. SMT reserves the Tag ID of zero for its
control messages. Therefore, SMT can support up to 127 different applications at the same
time. Within an SMT association (as defined in Chapter 1), Tag IDs uniquely identify the
thread waiting for a message. The blocking manager (Section 3.5.2) then uses Tag IDs to
block the threads that issue a recvmsg (Table 3.1) when there are no messages in the SMT’s
receive buffer for them.

The P bit shows whether a message is a pointer message or not. A pointer message is a
message whose payload has been modified and some of its data chunks have been replaced
with meta-data in SMT’s traffic redundancy elimination (TRE) module. If this bit is set,
the fourth double-word of the header (First Pointer Offset) points to the first pointer in the
payload of the message. The fourth double-word of the header is zero otherwise.

The remaining parts of header are used for encoding the ordering constraints between
the messages as described in Section 3.2. R is set for reset messages and unset for other
messages. Round Number and Message Number show the round number and the message
number respectively. NN shows the number of dependencies. And finally, Dependencies
shows the dependencies of the message.

The use of the third double-word in the SMT message header is different for reset mes-
sages. Reset messages, by definition, do not have any dependencies in the current round.
Therefore, they do not need the third double-word for their dependencies. The third double-
word in reset messages is used for sending the termination number of the previous round to

the receiver.

3.3.1 Control Messages

SMT has a set of control messages that are used to signal the status of the receiver of an
end-host to the sender of the other end-host. SMT uses the Tag ID of zero to show control

messages. The current implementation has the following control messages:
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1. ACK. Although SMT relies on the transport layer protocol for reliability, it should
still provide reliability in case a connection fails. Therefore, SMT should know when
a message has been delivered to the application layer at the receiver side. Therefore,
once in every constant interval, the SMT receiver sends an ACK to the sender side of
the other hosts. This ACK contains the smallest of the delivered message number dic-
tionary (see Section 3.5.1). Implementing a selective acknowledgment remains future

work.

2. STOP. SMT tries to notify the sender side when a receiver application cannot keep up
with the receiving rate and the application’s receiver buffer is filling up. This control

message warns the sender to slow down. Otherwise, messages may be dropped.

3. RESTART. The SMT receiver sends a RESTART control message to the sender side
to show the end of STOP condition. Therefore, RESTART shows that the receiver

can accept messages.

4. DROP. The SMT receiver might have to drop some messages when it does not have
enough room in its receiver buffers. As discussed previously, unlike totally-ordered
protocols, a large buffer does not increase the latencies of the messages in SMT.
However, end-hosts usually allocate a limited amount of memory to communication.
Therefore, a message might have to be dropped in the SMT layer. The SMT receiver
of one side sends a DROP control message to the sender of the other side to notify
it that the receiver’s buffer has filled up and a message has been dropped. SMT’s
receiver buffers are per application. In other words, the number of messages SMT

keeps for each application is limited.

DROP, STOP and RESTART messages form the control flow of the SMT layer. The
difference between DROP and STOP control messages is that DROP messages signal loss
of a single message while the STOP messages tell the sender to stop sending messages of

the specified application.
3.4 Sender Side

At the sender side, SMT tries to find the most appropriate messages and send them over
the proper connection. The SMT sender completely decouples these two steps. As shown
in Fig. 3.2, the SMT sender consists of three main components plus an optional TRE
component. The first component is the priority scheduler that selects the message with
the highest priority. The second component is the closure creator that finds the messages
that should be delivered before the message selected in the priority scheduler. The third
component is the connection selector that finds the most appropriate connection and assigns

the messages found in the closure creator component to it. The TRE module is an optional
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Figure 3.3: SMT priorities. WP stands for wdrr-priority and is used by the WDRR as the
weight of classes.

component that tries to find and replace the repeated segments of data in the payload of

the messages.

3.4.1 Priority Scheduler at Sender Side

The task of the priority scheduler is to find the highest priority message to be sent. SMT,
similar to Spdy [24], SST [7], and intentional networking [12], has priority scheduling. Ap-
plications can assign priorities to messages, and SMT decides on which message to send
based on the message’s priorities.

SMT supports two priority types. The first type is called preemptive priority. If messages
A and B are queued in the SMT layer and A has a higher preemptive priority than B, then
A is chosen first, no matter what the status of the scheduler is.

The second type of priority is called wdrr-priority. If all of the messages buffered in
the SMT layer are of the same preemptive priority, the SMT scheduler uses a round-robin
approach to go through all of the wdrr-priorities. A share of the available bandwidth is used
for each of these wdrr-priorities. SMT uses Weighted Deficit Round Robin (WDRR) [22]
for scheduling messages with the same preemptive priority (Fig. 3.3).

For example, Fig. 3.3 shows a priority scheduler with two preemptive priorities. If there
is any message from the higher preemptive priority, the scheduler chooses it. Otherwise,
the lower preemptive priority is chosen. Next, based on the remaining share of the wdrr-
priorities, a wdrr-priority is chosen within the selected preemptive priority. The final output

of the priority scheduler is the first message of the selected wdrr-priority.
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3.4.2 Dependency Closure Creator

The dependency closure of message G is the set of all messages in the ordering graph that
G has a path to. In other words, the dependency closure of message G is the set of all
messages that must be delivered before G can be delivered (see Fig. 3.4).

When a message (e.g. message G) is chosen based on its priorities, the dependency
closure of G is constructed. The connection selector, as discussed below, then uses the
dependency closure as the unit of assignment of messages to connections. In other words,
all of the messages in a dependency closure are assigned to the same connection.

For example, assume message G is chosen in the priority scheduler in Fig. 3.4. The
dependency closure of message G then would consist of messages: A, B, D, F, and G.
Therefore, all of these messages would be sent over one connection selected in the connection
selector.

3.4.3 Connection Selector

After a set of messages is chosen to be assigned to a connection, one of the connections
is chosen and the messages are sent over it. By connection, we mean a transport layer
connection that is managed by SMT. SMT gets feedback from the connections to find out
which connection is most suitable for sending these messages.

The main criterion used for ranking the connections is the estimated latency of the set
of messages if sent over that connection. SMT uses different approaches to calculate an

estimate of the latency of the messages. Some of the values used in these estimates are:

1. Sending Rate in bytes per second: If a connection has been sending data with high

rates, it will probably send data with the same rate in the near future.

2. Round Trip Time (RTT) in seconds. Transport layer protocols usually maintain their
RTT to be used for congestion control. RTT is a good measure of how long a single

byte would be in transit. Some protocols like UDT [9] have a mechanism for the clients
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to get the RTT of the connection. However, TCP does not have a standard way to
get the RTT of a connection?.

3. Buffered Data in bytes. The amount of data that is buffered at different layers of the
sender side. Most transport layer protocols use first-in-first-out service. Therefore,
data buffered at these layers would be sent over-the-wire before any messages that

SMT sends in the future.

SMT maintains an exponential weighted moving average (EWMA) [16] for smoothing
all of these values. Implementing a smarter method like flip-flop method employed in Inten-
tional Network [12] remains a future work. These values are used to estimate the latency of
a path which will then be used to rank the connections and select the one with the smallest
estimate.

Moreover, SMT can modify the way it chooses the most appropriate connection. One
way to modify this behavior is by taking into account the size of the dependency closure
and its priority. If a dependency closure has a low priority and a large size, it might be
useful send it over the higher latency connection [12]. Adding other factors to the selection
criteria, like the price of a connection per bit, remains a future work.

Algorithms 1 and 2 are used for querying the transport layer protocols and selecting a
connection respectively. Query-time is the time the statistics of the connection are retrieved
from the underlying layer. Selection-time is the time that the gathered statistics are used to
estimate the new estimate for each connection. The connection with the smallest estimate

is chosen for sending the dependency closure.

Algorithm 1 Query-Time

queryTime < getCurrentTime()
tipOccupied < getTlpOccupied()
rtt < getTIpRit()

sendRate « getTlpSendRate()
plr + getTIpPlr()

bandwidth + getTlpBandwidth()
estimateT hroughput( +— —222

\/plrxrtt

estimateT hroughput < min(max(sendRate, estimateT hroughput0), bandwidth)

Algorithm 2 Selection Time

timeDif f < getCurrentTime() — queryTime
remainingBytes < tlpOccupied — sendRate x timeDif f + dataSentSinceQuery

. rtt closureSize remainingBytes
estimate <— 5 + scndRatc+csti'rg.atcThroughput + sendRate

2There is a Linux-only TCP option called TCP_INFO that can be used to get the RTT of a TCP
connection. However, we found that the RTT obtained with TCP_INFO does not have enough precision to
be used for estimating connection delay.
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3.5 Receiver Side

The receiver side of SMT is responsible for delivering the messages to the application layer
in a valid order. In other words, all of the dependencies of any message should be delivered
to the application layer before the message itself.

One simple way to satisfy all of the ordering constraints is delivering messages with a
total order. In other words, delivering messages based on their increasing message numbers
can satisfy all of the ordering constraints. However, a totally ordered delivery defeats the
purpose of dependency tracking (Chapter 1). The sender side of SMT encodes all of the
ordering constraints and sends them to the receiver side of SMT. Therefore, the receiver has
all information it needs about the ordering constraints.

The goal of SMT is removing all artificial dependencies and head-of-line blocking. There-
fore, SMT avoids any unneeded waiting at the receiver side. SMT guarantees that a message
whose dependencies are delivered to the application layer is delivered as soon as it is received.

The SMT receiver uses a set of data structures to achieve this goal. In the following we
describe the data structures and mechanisms that SMT employs to ensure that the messages

are delivered in a valid order.

3.5.1 Message Number Dictionary

The message number dictionary is a data structure that the SMT receiver uses for efficient
lookup of message numbers. Multiple instances of the message number dictionary are used
in the SMT receiver for keeping track of received messages, delivered messages, etc.. This

data structure supports the following operations:
1. insert(). Inserts a message number in the message number dictionary.

2. contains(). Returns true if the argument has been inserted in the message number

dictionary before.

3. isFullRange(). Checks to see if all of the message numbers smaller than the argument,

have been inserted in the message number dictionary before.
4. clear(). Empties the message number dictionary.

5. getSmallest(). Returns the smallest number that has not been inserted in the message

number dictionary yet.

Although a simple binary search tree could provide all of these functions, we needed a
more efficient and lower memory-footprint data structure. The key observation for designing
the data structure is that although there is no strict rule for the insertion of the message
numbers in the message number dictionary, they are inserted almost in-order. In other
words, although messages might get reordered within a connection or between a set of

connections, the number of reorderings is small.
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Figure 3.5: Three parts of a message number dictionary covering all message numbers.

Based on this observation, the message number dictionary consists of three parts (see

Fig. 3.5):

1. Smallest absent number (or “smallest” for short) shows the first message that has
not been inserted in the message number dictionary. At query-time, the argument is
compared to this number and if it is smaller than smallest we are sure that it has been

inserted in the message number dictionary before.

2. A sliding bit-set with a fixed size. This bit-set covers the interval beginning from the
smallest. For each number in this interval, if the element in bit-set is one, then the
message has been inserted before. If the element is zero, the message has not been

inserted.

3. A binary search tree of intervals of inserted message numbers beginning from where
the bit-set ends. If the queried message number is bigger than the biggest number the
bit-set covers, it will be compared to the elements of this set. Queries referred to this

tree have O(logn) time complexity where n is the number of intervals.

For example, assume that the size of the bit-set is 8 bits and the message numbers 0, 1,
2,4,5,6,7,10, 11, 12, 13 14, 15, 20, 24, and 25 have been inserted. The smallest would be 3
which is the smallest number that has not been inserted in the message number dictionary.
The bit-set starts from 4 and includes a bit for message numbers 4 to 11. The bits of the
bit-set would then be 11110011, where the zeros show the absence of message numbers 8
and 9 in the message number dictionary.

The remaining values should be inserted in the interval tree (Fig. 3.5). The intervals
would be [12, 15], [20, 20], and [24, 25]. These three intervals would be held in a binary
search tree with the key being the beginning of the interval.

With this status, the getSmallest() method would return 3 as the smallest number. If a
message number is queried, it would be compared with 3. If it is smaller, then it has been
inserted before and contains() returns true. If the message number is greater than smallest,

then it would be compared with 11 which is the end of the bit-set. If the queried message
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number is smaller than 11, it is checked in the bit-set. Otherwise, the message number

would be checked against the binary search tree.
3.5.2 Blocking Manager

SMT’s receiver is work-conserving. In other words, it delivers a message to the application
layer when the application has requested a message and there is at least one message for
the application with no unmet dependencies.

Whenever a new message is delivered, other messages may become eligible to be deliv-
ered. The blocking manager is a utility responsible for determining the application that can
be unblocked.

Whenever a message is received and cannot be delivered because of unmet dependencies,
the blocking manager sets a hook on the first unmet dependency of the message and blocks
the receiving application. When the unmet dependency is delivered, the blocking manager
wakes up the blocked receiver application. The dependencies are rechecked and if there is
a message with no unmet dependencies, it will be delivered to the application. The benefit
of this approach is that any message is delivered as soon as it has no unmet dependencies.

For example, in Fig. 3.4, assume the order in which the messages are received is: A, D,
B,C,J, F,G, H, E, I, and K. The behavior of the blocking manager on reception of

these messages is as follows:
1. A is received, it has no unmet dependencies. Therefore, it is delivered.

2. D is received, the blocking manager finds out that D depends on B. Therefore, the

application requesting D blocks until B is received.

3. B is received and delivered. Moreover, it wakes the application blocking for D. When
this application is woken up, it rechecks the dependencies of D and since all of its

dependencies have been delivered, D can be delivered.
4. C is received and delivered.

5. J is received. It has three dependencies and the blocking manager sets a hook on one

of them, say F'.

6. F'is received and delivered. The application blocking for J is woken up, rechecking the
dependencies of J and finding out that H and E have not been received. Therefore,

it sets a hook on another dependency of J, say F, and blocks again.
7. G is received, sets a hook on F.

8. H is received and delivered. Although, it satisfies another dependency of J, no hook
has been set over H. Therefore, the application waiting for J does not have to wake

up at all.
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Figure 3.6: Traffic Redundancy Elimination

9. F is received and delivered. The applications waiting for G and J are unblocked and

G and J are delivered.
10. I is received and delivered.

11. K is received and delivered.

Therefore, the order in which the messages are delivered is: A, B, D,C,F,H, E,G,J, I, K.
3.6 Optimizations

Explicit dependency tracking makes it possible to enhance the communication between two
end-hosts. In this section, we describe the opportunities of dependency tracking and the
ways SMT tries to exploit them.

3.6.1 Priority Inheritance

As discussed in Section 3.4.1, SMT has a priority scheduling module. The priority scheduler
chooses a message based on its priorities relative to the others available and hands the
chosen message to the dependency closure creator.

The unique feature of SMT is that messages can have dependencies of different prior-
ities. For example, in Fig. 3.4, message G has the highest priority and is chosen by the
priority scheduler. Messages A, B, D, E, and G form the dependency closure of message
G. Therefore, G donates its priority and share (of WDRR) to the messages in its closure.
This is known as priority inheritance. Priority inheritance is required to make sure that the
highest priority messages are delivered as soon as possible. High priority messages should
not be delayed because their low priority dependencies do not get enough bandwidth to be

sent.

3.6.2 Traffic Redundancy Elimination

SMT has an optional traffic redundancy elimination (TRE) module that tries to reduce the
amount of data transferred in the SMT association. As briefly mentioned earlier, the job
of the TRE module is detecting repeated data segments and replacing them with pointers
to reference data segments. The TRE pointer messages refer to previously sent messages.
Therefore, a TRE pointer creates a dependency, which is taken care of in the SMT layer.
This is the reason the TRE module is implemented in the SMT layer.
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For example, Fig. 3.6 shows an abstraction of Fig. 2.5 in which messages A2 and B3
have redundant data. SMT’s TRE module finds the repeated data segment and adds A2 as
a dependency of B3.

At the receiver side, SMT goes through the payload of the message twice (Fig. 3.2).
During the first run, it decodes all of the dependencies from the payload of the message.
Then SMT’s dependency checker makes sure all of the dependencies are received before
the second run. When all of the dependencies have been received, the second run over the
payload is executed. All of the pointers are replaced by data from the reference messages.

Fig. 3.7 shows a pointer that would replace a repeated data segment at the sender side.
The round number and message number identify the reference message that contains the
actual data. The offset and payload length show the offset of the data segment in the
reference message and the size of the omitted data segment. The next pointer shows the
offset of the next pointer, if any, in the current message. The next pointer lets us pass over
all of the pointers and distinguish pointers from data segments.

3.7 Implementation

We have implemented a prototype of SMT as a proof of concept, and in order to compare
its performance with other transport layer protocols. The prototype is about 6000 lines of
code in C++ and it currently works on top of UDT and SCTP. The reason we chose these
two transport layer protocols is that they support out-of-order delivery of messages.

We had to modify the implementation of these protocols in order to accept a scatter-
gather list rather than a simple payload. The implementation of choice is SMT over UDT,

which performs best in our benchmarks.
3.7.1 API

We tried to keep the interface of SMT similar to that of Berkeley sockets. However, we had
to make some modifications so applications can express message dependencies and priorities.

The results of these modification is shown in Table 3.1. Table 3.2 shows the SMT opaque
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recvimsg(SmtSocket socket, SmtMessage message, Appld id, SmtToken token)

deleteMsg(SmtToken token)

sendmsg(SmtSocket socket, SmtMessage message, Priority priority, SmtDependencyList
depList, Appld id)

createSocket()

accept(SmtSocket socket, Port port)

addPath(SmtSocket socket, IP ip, Port port)

Table 3.1: SMT API

Type Meaning
SmtSocket The socket used by the SMT layer. Returned by createSocket()
call.

SmtMessage | The content of a message which can be a scatter-gather list.
SmtToken An internal type of SMT which should be given back to it when
SMT is done with a message.

Table 3.2: SMT Types

types, which are defined to encapsulate SMT’s internal data structures.

3.8 Concluding Remarks

In this chapter we introduced the internals of SMT and how it can efficiently avoid head-
of-line blocking. We introduced the ordering graph and described how SMT encodes the
ordering constraints of messages. Moreover, we introduced SMT’s over-the-wire protocol as
well as the sender side and receiver side of SMT, and the novel data structures they employ.
We talked about the optimizations that can achieved with SMT. Specifically, we described
the TRE module of SMT and how it uses the dependency tracking feature of SMT to do
TRE between independent streams of data.

In the next chapter we provide the results from some benchmarks to show what SMT
achieves in practice. We compare the SMT prototype described in this chapter with other
well-known transport layer protocols including TCP and SCTP.
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Chapter 4

Experimental Evaluation

In this chapter we compare Structured Message Transport (SMT) with other communication
mechanisms and investigate the effectiveness of SMT. We begin by describing the test-bed
we use for running the benchmarks. Next we present our test application and its synthetic
ordering constraints. Then we show that this application can achieve a higher performance
with SMT.

For example, when communication is through a single path with 200 ms latency, as the
packet loss ratio increases from 0 to 0.01, the average round trip time (RTT) of messages
using SMT remains under 900 ms. In contrast, in the same configuration, the average RTT
of the messages using UDT is higher than one second. The average RTT of the messages
using other mechanisms are higher than UDT.

Furthermore, we compare SMT with a proprietary communication mechanism. We de-
scribe the architecture of this system before and after integration. We show that by em-
ploying the ideas from SMT, we can double the throughput and the number of input-output
operations (messages) per second (IOPS) in the configurations where two paths connecting

the end-hosts are not symmetric.

4.1 Test-bed

For our experiment, we create a test network consisting of two end-hosts and a dummynet
[20] between them (Fig. 4.1). The dummynet makes it easy to compare the communication
mechanisms over different configurations (e.g. different bandwidths, packet loss ratios, and
latencies). Each end-host is equipped with an Intel Xeon E5620 2.4 GHz CPUs (quad core,
two hyper-threads per core) and 36 GB of memory. The operating system of the end-hosts
is Suse Linux Enterprise Server 11 with Linux kernel 2.6.27.

4.2 SMT Prototype and Synthetic Ordering Constraints

We implemented a simple client-server application to compare SMT with other communica-
tion mechanisms (e.g. TCP, UDT, and SCTP). The client sends messages to the server over
the forward path. At the server-side, the messages are delivered to the application layer.
For every received message, a response is issued, which is then transferred to the client over

the return path. The client application measures the RTT of the message when the response
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' —_—] Emulated Network 2 —

Figure 4.1: Test-bed used for running the benchmarks

is received.

The forward messages (from host-1 to host-2 in Fig. 4.1) have some ordering constraints
to test the capabilities of SMT in tracking dependencies. We use an available mechanism in
each of the communication mechanisms to ensure that messages are delivered to the server
application in a valid order. In UDT, whenever needed, the order bit is used to indicate
that all of the previous messages should be delivered before a message. For SCTP and TCP
we use a single stream in an association and a connection respectively. TCP is not message-
oriented. Therefore, we added a message format (header and payload) to its applications.
We specify the length of the payload in the message headers so that we can decode the
messages at the received side.

For our prototype, we use the standard TCP included in this Linux kernel, UDT version
4.10, and the latest available versions of SCTP. In case of TCP, SCTP and SMT over SCTP,
we set the NO_DELAY option of the connection (association) to disable Nagle (Nagle-like)
algorithm [14, 21] in order to obtain lower latencies. We only use one of the paths of our
test-bed when comparing these mechanisms.

We synthesize ordering constraints using the three building blocks shown in Fig. 4.2. The
first building block is a stream of sequential messages. A stream of messages is a recurring
pattern of messages for applications that use a set of messages to transfer a large stream of
data (like a large text file) that should be processed and consumed sequentially. The second
building block is a group of parallel messages, representing the applications that do not need
any ordering constraints between messages. The third building block is a set of parallel

messages with a barrier message (see Fig. 4.2¢). This third building block is an attempt
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(a) A Stream of Messages (b) A Set of Parallel Messages

(c) A Set of Parallel Messages with a
Barrier

Figure 4.2: Building Blocks of Synthetic Ordering Constraints

instance 4 ——— instance 3 ——— instance 2 ——— instance 1

Figure 4.3: The synthetic ordering constraints of the application. Each circle is an instance
of one of the three building blocks.

to emulate the applications (e.g. multimedia and remote database applications) generating
messages with partial ordering constraints in the style introduced in RFC-1693 [4]. A
random number between 2 and 10 is chosen as the number of dependencies of the barrier
messages (like messages F in Fig. 4.2¢).

All of the ordering constraints of messages of the application consist of a stream of
instances of the building blocks (Fig. 4.3). The edges in this figure show that each message
in a building block instance must be delivered after all of the messages of all of the previous
building block instances.

We use the Harpoon message generation method for inter-message arrival times [23].
We assume that applications have two phases: message generation and computation (or

sleep). In the message generation phase, the application generates a message, sleeps for a
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short period of time (intra-batch sleep time) and then sends a message again. Once the
application has sent a fixed (batch size) number of messages it sleeps for a longer time
(inter-batch sleep time) and then the next round begins.

Fig. 4.4 shows the comparison of the five protocols. To cover multiple configurations in
one graph, the x-axes of these graphs show both the path latency and the packet loss ratio.
Also as there was a large difference between the results, we use log-scale for the y-axes.
Each value reported in these figures is the average of seven runs.

The throughput of SMT over UDT (SMToUDT in Fig. 4.4a) is the same as UDT and the
throughput of SMT over SCTP (SMToSCTP in Fig. 4.4a) is the same as SCTP. Therefore,
to make the figure more readable, we do not show the throughput of UDT and SCTP. The
current implementation of SMT relies on the lower layers to allocate enough bandwidth.
Therefore, we should not expect any difference between the throughput of SMT and the
underlying transport layer protocol. Meanwhile, SMT manages to result in lower RTTs in
some configurations. Furthermore, the round trip time of SCTP is almost the same as SMT
over SCTP (SMToSCTP in Fig. 4.4b). Therefore, we only show the round trip time of SMT
over SCTP in this figure.

In some configurations, TCP results in worse throughput and RTT than UDT and SMT
over UDT. The reason is that in order to provide the required ordering, TCP must use a
single stream. A single stream fails to allocate a reasonable amount of bandwidth, especially
in high packet loss ratio configurations. Moreover, SCTP and SMT over SCTP perform
orders of magnitudes worse than the others. These results suggest that SCTP is not yet a
mature protocol.

As the packet loss ratio increases, it becomes more important to avoid head-of-line block-
ing. The main difference between SMT and other mechanisms is visible in the configuration
with a rather large RTT (200ms). In this configuration, if a packet of a message is lost,
that message cannot be delivered until the lost packet is retransmitted to the receiver side.
Meanwhile, the advantage of SMT is that it can deliver the queued messages that do not
depend on the incomplete message to the application layer. Therefore, SMT can reduce the
latency of these potential messages by one RT'T of the path. Avoiding head-of-line blocking
is more useful when the path has a large RTT and it is expensive to wait for an incomplete
message. SMT is capable of explicit dependency tracking and can maintain a lower average
latency for the messages when the packet loss ratio increases.

4.3 Integration in the proprietary product

The ideas from SMT have been integrated into the development branch of a proprietary
software system. This software system was chosen because it is a real-world system accessible
to us. We do not have permission to disclose details of this system. However, we describe

enough details to interpret the results. In this section we describe the integration of SMT
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Figure 4.4: Comparison between SMT, UDT and TCP protocols for sending messages with
partial ordering constraints.
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coordinator

connection selector

other communication
mechanisms

TCP/UDT

Figure 4.5: Architecture of the proprietary communication component

into the communication subsystem of the proprietary software system and compare the
software system before and after integration. We show how these ideas have been used
to improve the performance of communication between the two end-hosts in this software

system.
4.3.1 Base Architecture

As depicted in Fig. 4.5, the architecture of the communication in the initial version consists
of a set of transport layer protocols (TCP and UDT), a connection selector that decides
the connection a message should be sent on and a coordinator which is responsible for
maintaining the ordering constraints of the messages. The coordinator is responsible for
managing a set of different communication mechanisms.

In order to limit the potential latency of all of the messages, the coordinator limits
the number and total size of the messages that have not been acknowledged. Whenever
the number of unacknowledged messages or the total size of the unacknowledged messages
reaches a limit, the coordinator stops sending more messages. The coordinator is shared
between multiple different communication mechanisms and this behavior is required in order
to support various communication mechanisms.

The connection selector manages a set of connections and distributes messages over
them. The transport layer connections used in Fig. 4.5 provide a totally ordered stream of
messages within them. However, the coordinator cannot rely on the connections for a valid
message order, because between the connections, the messages might get reordered.

The type of ordering constraints that this communication subsystem supports is a set
of parallel streams of messages. These messages are multiplexed over the transport layer

connections and reordered at the receiver side.
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Table 4.1: The percentage distribution of message sizes of distributions 0 to 14.

Message Size (bytes)
Distribution | 32 | 128 | 384 | 4K | 8K | 16K | 32K | 64K | 128K
0 8 1 1 5 5 20 40 10 10
1 80 5 ) 2 2 2 2 1 1
2 100 0 0 0 0 0 0 0 0
3 0 0 0 100 0 0 0 0 0
4 0 0 0 0 100 0 0 0 0
5 0 0 0 0 0 100 0 0 0
6 0 0 0 0 0 0 100 0 0
7 0 0 0 0 0 0 0 100 0
8 50 0 0 0 0 0 50 0 0
9 0 100 0 0 0 0 0 0 0
10 0 0 100 0 0 0 0 0 0
11 0 0 0 0 0 0 0 0 100
12 20 10 10 10 10 10 10 10 10
13 0 0 0 17 17 17 17 16 16
14 40 30 30 0 0 0 0 0 0

4.3.2 Architecture After Integration

Some of the ideas of SMT have been ported to this system. We modified the coordinator and
the connection selector. SMT’s priority scheduler has been added to the coordinator. SMT’s
closure creator and connection selector have been integrated into the connection selector.
Moreover, UDT has been modified to use the out-of-order mode of communication.

Based on which of the two constraints of the coordinator is the limiting factor, we modify
the elements involved in the estimation of the quality of the connections. If the limiting
factor is the number of messages, then all of the messages should be sent and delivered as
soon as possible. Therefore, the connection with the smallest estimated time-to-delivery is
the best connection for any message.

However, if the limiting factor is the size of the messages and not the number of them,
then SMT has already exhausted the available bandwidth of its lowest-latency connections.
The SMT version in this case falls back to the approaches of the Intentional Network [12]
and treats the bulk messages differently. If a message has a low priority and a large size,
the SMT version avoids taking the RTT of the connections into account when selecting a
connection. Therefore, these messages would be sent over the higher throughput connection

and not necessarily the fastest connection.

4.3.3 Benchmarks

We ran some benchmarks to compare the performance of the base version with the ver-
sion after integrating SMT. Each benchmark consists of sending a set of messages with a
distribution of message sizes to the receiver side and measuring the average throughput

and the number of IOPS. In this proprietary software system, each input-output operation
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corresponds to a message. Therefore, IOPS is the same as messages per second.

The different distributions of message sizes are shown in Table 4.1. Each of these fifteen
distributions represents a different type of application and a different use case. There is
a huge difference between these different distributions and it is expected to see different
results for each distribution.

We use both paths of the test-bed in all of the following benchmarks. Both the base
version and the SMT version are capable of using both paths simultaneously. However, the
SMT version outperforms the base version when the paths are asymmetric. The error bars

in the following diagrams show standard deviation.

Configuration 1: Symmetric Paths

With this configuration, the two paths are exactly the same. The paths are configured as

follows:
1. Emulated Network 1: 1 Gbps bandwidth, 50 ms RT'T, and 0 packet loss ratio.
2. Emulated Network 2: 1 Gbps bandwidth, 50 ms RTT, and 0 packet loss ratio.

In this configuration, Fig. 4.6 and 4.7 show that the performance of the SMT version
is worse than the base version. The error bars in Fig. 4.6 show the standard deviation
of the throughput. Throughput decreases in the SMT version for two reasons: First, the
SMT version needs more tuning to come up with better estimates of the paths. Second,
the underlying transport layer protocol (UDT in this case) has some problems with getting
good estimates for the sending rate, bandwidth, and latency of the connections.

Meanwhile, we should note that the difference between the performance of the base
version and the SMT version is not huge. For most distributions, the performance is equal.
Also, the theoretical upper-bound of the throughput is 256 MBps (1 Gbps + 1 Gbps =
256 MBps). The base version and the SMT version can achieve a throughput close to this
theoretical upper-bound in the distributions that have large messages. In other distributions,
flow control is the limiting factor and neither of the two mechanisms can get close to the
theoretical upper-bound. In summary, the SMT version performs just a little worse than
the base version when using symmetric paths.

Configuration 2: Significant Difference in RTTs

The paths are configured as follows:
1. Emulated Network 1: 1 Gbps bandwidth, 50 ms RTT, and 0 packet loss ratio.
2. Emulated Network 2: 1 Gbps bandwidth, 0 ms RTT, and 0 packet loss ratio.

Fig. 4.8 and 4.9 show the throughput and the number of IOPS of the SMT version and
the base version. In most cases the SMT version achieves higher throughput and IOPS than

the the base version.
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Figure 4.8: Throughput in configuration 2.

In some distributions like distributions 0, 6, 7, 11, and 13 the throughput and IOPS of
the base version and the SMT version do not differ by much. In these cases, the distribution
contains a set of large messages. The limiting factor for these large messages is the band-
width of the communication and not the latency of the paths. Therefore, there is not much
difference in sending them over either path. This means that the base version’s decision
approach is good enough for selecting between the two paths. In summary, we see that the
SMT version performs better than the base version in most of the distributions when using
asymmetric paths with significantly different RTTs when large messages do not dominate

the offered traffic.
Configuration 3: Difference in RTTs

The paths are configured as follows:
1. Emulated Network 1: 1 Gbps bandwidth, 50 ms RTT, and 0 packet loss ratio.
2. Emulated Network 2: 1 Gbps bandwidth, 20 ms RTT, and 0 packet loss ratio.

Fig. 4.10 and 4.11 show the results of running the benchmarks in the third configuration.
In this configuration, the SMT version sometimes is better than the base version. However,
in some other cases, it is worse than the base version. The reason is that these distribu-

tions contain large messages and for large messages, bandwidth is more important than the
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latency. The SMT version gives precedence to delivering the messages faster. Therefore, it
uses the lower latency path more often than it should. This results in lower throughput for
some distributions. The SMT version needs further tuning in order to be able to achieve
high throughput and IOPS in all cases. In summary, the SMT version performs almost the

same as the base version when using asymmetric paths with different RTTs.

Configuration 4: Different Bandwidths

The paths are configured as follows:
1. Emulated Network 1: 1 Gbps bandwidth, 50 ms RTT, and 0 packet loss ratio.
2. Emulated Network 2: 100 Mbps bandwidth, 50 ms RTT, and 0 packet loss ratio.

Fig. 4.12 and 4.13 show the results of running the benchmarks in the fourth configura-
tion. Here, in most cases the SMT version achieves better throughput and IOPS than the
base version. In distributions 2, 9, 10, and 14, however, the SMT version achieves lower
throughput and a lower number of IOPS. The reason is that in these cases, the traffic does
not include any large messages to increase the throughput. The limiting factor is only the
latency of the communication and not the bandwidth of the path. Therefore, the SMT
version gets lower throughput because it takes the bandwidth of the paths into account.

Again, the SMT version needs further tuning to be able to distinguish when it should use
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Figure 4.12: Throughput in configuration 4.

both paths instead of only one of them. In summary, the SMT version performs better than

the base version in most of the distributions when using asymmetric paths with different
bandwidths.
Configuration 5: Different Packet Loss Ratios

The paths are configured as follows:
1. Emulated Network 1: 1 Gbps bandwidth, 50 ms RTT, and 0 packet loss ratio.
2. Emulated Network 2: 1 Gbps bandwidth, 50 ms RTT, and 0.01 packet loss ratio.

Fig. 4.14 and 4.15 show the results of running the benchmarks in the fifth configuration.
The SMT version is better than the base version for all distributions of message sizes. The
reason is that the base version tries to distribute messages evenly over the two connections.
However, the throughput of the two connections are different and the aggregate throughput
of the base version is less than the SMT version. Moreover, the lost packets result in head-
of-line blocking in the base version. However, if a message is lost in the SMT version and
the future messages are received completely, they can be delivered to the application layer if
they do not belong to the same stream. In summary, we see that the SMT version performs
better than the base version in all of the distributions when using asymmetric paths with

different packet loss ratios.
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4.4 Summary

In this chapter we described the results of the comparison of SMT with some other transport
mechanisms with our prototype and in the proprietary software system. In summary, we
have shown that in the application with synthetic ordering constraints, when the latency
of the path and its packet loss ratio increase, SMT maintains smaller average RTT for the

messages. Moreover, in the proprietary software system:

1. The SMT version performs just a little worse than the base version when using sym-

metric paths.

2. The SMT version performs better than the base version in most of the distributions

when using asymmetric paths with significantly different in RTTs.

3. The SMT version performs almost the same as the base version when using asymmetric

paths with different RTTs.

4. The SMT version performs better than the base version in most of the distributions

when using asymmetric paths with different bandwidths.

5. The SMT version performs better than the base version in all of the distributions

when using asymmetric paths with different packet loss ratios.
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As discussed in Section 4.3.1, the traffic that the coordinator sends and receives consists
of a set of parallel streams of messages. However, even in this traffic many of the ordering
constraints are not inherent. SMT supports this special type of ordering graph as well as
any other ordering graph. Removing the artificial ordering constraints of the traffic remains

as future work.

44



Chapter 5

Concluding Remarks

In this thesis, we present Structured Message Transport (SMT), a transport layer protocol
coordinator that supports partial ordering between messages. SMT provides the applications
with an API to specify which messages are the dependencies of a message. SMT does not
introduce any other ordering constraints between messages. SMT’s explicit dependency
tracking avoids the head-of-line blocking and can potentially reduce the average latency of
the messages in the totally ordered protocols like TCP.

Moreover, tracking the dependencies between messages has more benefits if more than
one path is available. With multiple paths, they might have different bandwidth, latencies,
and packet loss ratios. Mechanisms like Multi-Path-TCP try to multiplex one stream of
messages over all of the paths and ensure the valid order of the segments sent over different
paths at the receiver side. However, as described in the previous chapters, with asymmetric
paths, the chances of head-of-line blocking increases. If there is a significant difference
between the delivery speed of the paths, even the aggregate throughput of all of the paths
might be less than the throughput of the best path alone.

We created an application with some synthetic ordering constraints between its messages.
Based on our evaluations, in some configurations SMT can achieve lower RTTs than the
underlying transport layer protocol. This experiment shows that SMT results in lower RTTs
even in case of a single path.

We also integrated some of the ideas from SMT into the communication subsystem of a
proprietary software system. We showed that in some configurations, SMT is much better

than the previous communication subsystem.

5.1 Future Work

SMT is not a mature protocol yet. In order to be relevant in today’s Internet, SMT should
have an integrated congestion manager that makes sure a single SMT association does not
take more bandwidth than the fair share of a single TCP connection. UDT has a mechanism
to override the congestion controller behavior and we plan to implement MP-TCP’s coupled
congestion control for SMT over UDT.

Another future work is making the case of more than three dependencies efficient. A
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directed acyclic graph (DAG) ID can be used to isolate independent messages. With a
DAG-ID, SMT can prevent the messages with a large in-degree in the ordering graph from
creating head-of-line blocking.

The evaluation of the remaining parts of SMT remains a future work of this thesis. SMT
supports multiple preemptive and WDRR priorities and has a traffic redundancy elimination
module. Comparing the effectiveness of these mechanisms with the related work remains a
future work.

Tuning SMT to get better results in the proprietary software system also remains a
future work. While SMT can achieve comparable throughput and IOPS in all cases, with
SMT there are lots of opportunities for relaxing the ordering constrains of the messages and

taking advantage of SMT’s explicit dependency tracking.
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