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Abstract – Sensitive information like the International 

Mobile Subscriber Identity has been a problem on all generations 

of mobile telecommunication networks, i.e., 2G, 3G and 4G. Many 

cases of compromising users' privacy in telecom networks have 

been reported. Cases of rogue base stations capable of tracking, 

intercepting and collecting the International Mobile Subscriber 

Identity without the users' knowledge have emerged. The 

Universal Subscriber Identity Module (USIM) of a mobile phone 

must reveal its International Mobile Subscriber Identity in 

plaintext when trying to establish connection with a base station 

for the first time. The International Mobile Subscriber Identity 

can be intercepted by attackers and this can amount to a passive 

or active attack. This paper proposes the use of a pre-shared key 

in the authentication process of Long Term Evolution (LTE) base 

stations to local users. This will result in a first hop authentication 

procedure to verify if the base station is legitimate by the User 

Equipment, this authentication will protect the International 

Mobile Subscriber Identity from been sent to a fake base station 

during the Evolved Packet System Authentication and Key 

Agreement authentication procedure. 

 

Keywords – User Equipment, Base station, Pre-shared Key, 

Authentication, International Mobile Subscriber Identity 

I. INTRODUCTION 

Mobile communication has become an everyday thing 

and it’s playing an irreplaceable role in our lives. It is not only 

enabling voice communication but it also enables high speed 

data communication. Millions of smart phones with LTE 

capabilities are sold every year and are mostly used for 

browsing the Internet, banking applications and messaging. 

With the high data throughput in LTE, many subscribers 

communicate more data than voice which leads to many mobile 

network operators’ data revenues exceeding the voice revenue. 

Therefore, mobile operators took advantage of their data 

services and, in addition to being mobile voice carriers, mobile 

core networks tend to be used as Internet Service Providers 

(ISP). These investments made by mobile carriers on their IP 

based infrastructures and services are driven majorly by their 

subscribers’ increasing demand for mobile data 

communication. Accepting mobile networks as a means for 

Internet access brings about new IP based vulnerabilities and 

threats on mobile core networks. Studies on LTE network has 

shown several vulnerabilities, security threats, security   

scenarios, security problems and security requirements [4]. One  

 

of the vulnerabilities is the IMSI been sent in plaintext by the 

UE to the base station during the EPS-AKA Authentication 

Procedure.  

 

The rest of the paper is organized as follows. Section 

II is the background where the EPS-AKA authentication 

procedure and its weakness will be discussed. Section III 

provides an overview of the related works. Section IV outlines 

the methodology used for the proposed pre-shared key 

authentication, followed by Section V which discusses the 

implementation of the proposed pre-shared key authentication 

into the LTE network. Finally, Section VI concludes the paper 

and its future work. 

II. BACKGROUND 

A. EPS-AKA Authentication Procedure 

The authentication mechanism used in LTE network is the 

Evolved Packet System Authentication and Key Agreement 

(EPS-AKA) protocol. The authentication procedure starts after 

connection has been established between the User Equipment 

(UE) and the Mobile Management Entity (MME). The MME 

sends an ID request to the UE via the Evolved Node B (eNB). 

The UE will respond by sending its International Mobile 

Subscriber Identity (IMSI) in plain text to the MME. The MME 

will in turn request an Evolved Packet System (EPS) 

authentication vector (AV) from the Home Subscriber Server 

(HSS). Based on the IMSI of the UE, the HSS will look up the 

key (K) and a sequence number associated with that IMSI, the 

Authentication Center (AuC) in the HSS will increase the 

sequence number (SQN) and generate a random number 

(RAND) and an EPS authentication vector (AV). This AV 

consists of an expected response (XRES), an authentication 

token (AUTN), a key (KASME) and a random number 

(RAND). The AuC of the HSS then sends the AV to the MME, 

the MME will in turn keep the KASME and XRES but will 

forward the RAND and the AUTN to the UE. The UE will then 

use the RAND and the AUTN sent to it by the HSS to calculate 

its own version of AUTN by using its own key (K) and 

sequence number, the UE will then compare its calculated 

AUTN with the AUTN received from the MME in order to 

authenticate the network. If both AUTNs match, the UE will 



then compute a response (RES) by making use of cryptographic 

functions with the key (K) and the RAND. A cipher key (CK) 

and an integrity key (IK) is also computed. The UE will then 

send the computed response (RES) back to the MME. The 

MME will in turn compare the XRES in its possession with the 

RES sent by the UE. If both are equal, we have a mutual 

authentication. The UE will use the CK and IK to compute 

KASME in the same way as HSS. Both UE and MME will then 

be in possession of the same key KASME. The MME will grant 

the UE access if both XRES and RES are equal, if not access 

will be denied [3]. Fig 1 below shows EPS-AKA authentication 

procedure. 

 

Fig 1: EPS-AKA Authentication Procedure [13]

 

B. EPS-AKA Authentication Weakness 

The Evolved Packet System Authentication and Key 

Agreement (EPS-AKA) protocol improves the security and 

privacy of the LTE network but it still has its weaknesses and 

vulnerabilities. The main weakness is that the International 

Mobile Subscriber Identity (IMSI) of a User Equipment (UE) 

is always sent in plain text in order to obtain service. This 

weakness is a breach of confidentiality code (Disclosure of the 

user identity) of the information security CIA TRIAD. This 

happens when a UE registers to the network for the first time, 

the UE must send its IMSI in plaintext which makes it easy for 

an attacker to capture the IMSI using an IMSI catcher or a fake 

base station. With the obtained IMSI, an attacker can gather 

information which include the subscriber information, location 

information, and conversation information. An attacker can 

hide the real UE with this information and can launch attacks 

on the network [1][4]. Fig 2 below shows the disclosure of a 

user identity: 

 

 
Fig 2: User Identity Disclosure [4] 

 

The weakness described above can easily be exploited 

by an attacker with a rogue base station. The attacker simply 

creates a rogue eNodeB and transmits signals at the same time 

the real eNodeB does, but with more power. When the User 

Equipment (UE) attempts to get service for the first time, the 

UE will be forced to connect to the rogue eNodeB because it 



has more signal strength thereby prompting the UE to transmit 

its IMSI in plain text to the rogue eNodeB for authentication. 

This results in the attacker been able to retrieve the IMSI of the 

UE which can lead to passive and active attacks [6] [7]. 

 

This paper proposes the use of a pre-shared key for 

mutual authentication in the initial authentication process 

between a UE and LTE base stations. This mutual 

authentication will aim to authenticate the base station to the 

UE as legitimate and trusted. This will in turn protect the IMSI 

been sent during the initial authentication and registration 

processes of a UE not to get sent to a malicious base station. 

This paper will be adopting the shared secret authentication 

model in [8] for mutual authentication between the UE and the 

local base stations. The scope of this paper is limited to just 

users and base stations of a network in a specific area or 

geographical area. This paper is focused on the UE and the 

eNodeB of the 4G LTE network architecture as shown in Fig 3 

below: 

 
Fig 3: LTE Network architecture [2] 

III. RELATED WORK 

Cao et al in [2] carried out a survey on the security 

aspect of the LTE network. An overview of the security 

functionalities of the network was presented, some 

vulnerabilities in the security functionalities were listed and 

how these vulnerabilities can be exploited to compromise the 

network.  A survey on the existing solutions to these problems 

was also carried out. From the survey, the EPS-AKA 

authentication mechanism, which was able to improve the 

security in the GSM and UMTS networks by providing mutual 

authentication and integrity protection, was found vulnerable to 

several kinds of passive and active attacks. In this paper, we are 

seeking to add a first hop authentication procedure to the LTE 

network in order to protect the vulnerability of the EPS-AKA 

authentication mechanism mentioned in paper [2]. 

 

Shaik et al in [6] analyzed the access network security 

protocols of LTE networks. Several issues in the LTE security 

standards and baseband chipsets were discovered by the authors 

 during their analysis and an experimental base station was used 

to demonstrate how these issues can be exploited. The issues 

discovered by the authors allowed attackers to mount a rogue 

base station to track LTE subscribers and deny them services. 

An experiment was carried out to show active attacks in a 

faraday cage in order not to interfere with other phone users. 

They also made sure services were not interrupted to normal 

users while carrying out passive attacks. The rogue base station 

attack mentioned in paper [6] is what this paper is seeking to 

protect LTE users against. 

 

Donegan in [8] discussed security implications in the 

LTE architecture and the implementation of IPsec Protocol in 

the LTE network. The author also discussed the adoption of 

IPsec in LTE to secure the LTE network. A detailed discussion 

about authentication of eNodeBs using PKI and pre-shared keys 

was done in the paper. The paper proposed the use of a “shared 

secret” authentication model for authentication of base stations. 

This paper will be adopting and basing its proposed solution on 

the shared secret authentication model mentioned in [8]. 

 

Fortio in [11] discussed the security vulnerabilities 

present in the LTE access network. The paper evaluated the 

introduction of IPsec in the LTE access network. IPsec in LTE 

access network was studied and analyzed the impact in the LTE 

architecture and performance. One of the impact of IPsec in the 

LTE access network is the eNodeB certificate-based 

authentication which uses digital signature with asymmetric 

keys and requires implementations of a Public Key 

Infrastructure (PKI) for SecGW and eNodeB public keys 

certificate issuing. The paper concluded after laboratory tests 

that IPsec in LTE had marginal impact on network 

performance, but considered quite acceptable taking into 

account the added value in network security and in the carried 

services. In this paper, we are seeking to authenticate the 

eNodeB as a proposed solution to rogue eNodeB attacks and 

paper [11] gives an insight on authentication of eNodeB. 

 

Norrman et al in [9] studied various cases of users’ 

privacy attacks in telecom networks. The paper revealed that 

the IMSI-catcher takes advantage of the increase in operators in 

the traditional walled-garden trust model of mobile networks 

and the recovery mechanism to obtain IMSI from mobile 

devices. The authors proposed a method of protecting the IMSI. 

This method requires a pseudonym to be derived locally at the 

user equipment and the home network without affecting 

existing Universal Subscriber Identity Modules (USIMs). This 

method presented protects the IMSI from passive and active 

IMSI-catchers as well as honest but curious serving networks. 

The authors revealed that the proposed method has its 

limitation, the method does not completely protect the IMSI 

from curious serving networks because there are other ways 

IMSI could be obtained by serving networks but it does protect 

IMSI against passive and active attackers. The authors also 

noted that some regulations and laws would render the 

proposed method illegal in some jurisdictions. In this paper, we 



are seeking to propose a new approach from the one in paper 

[9] to tackle the problem of IMSI catchers in LTE networks. 

 

Cichonski and Franklin in [12] discussed how rogue 

base station attacks are used to track devices and identity of 

users to perform a Man-the-Middle attack. They suggested the 

use of temporary identities by the UE and the use of IMSI-

catcher-catcher during transmission as possible mitigation to 

this problem. In this paper, we explore some of the suggestions 

made in paper [12] on how to mitigate rogue base station 

attacks. 

 

Jimenez et al in [10] discussed the privacy issues 

related to the disclosure of the IMSI in the Radio Interface 

while it is being transmitted to establish connection. The main 

goal of their paper was to efficiently protect the IMSI in the 

Radio Interface, while transmitting it to those network nodes 

that need it for operation. Their paper proposed a solution for 

enhancing the privacy of IMSI in 5G systems. The proposed 

solution was derived based on preliminary analysis of related 

works, the authors decided to suggest and implement a method 

in which the IMSI was encrypted by employing public-key 

cryptography. In this paper, we are also seeking to enhance the 

privacy of the IMSI by proposing a first hop authentication 

procedure in LTE networks. 

 

Ramadan et al in [14] surveyed works on the security 

of GSM, CDMA, and LTE cellular systems using PKI. They 

presented the security issues for each generation of mobile 

communication systems, then studied and analyzed the 

proposed schemes and gave some comparisons. The authors 

noted that these generations have many vulnerabilities, and 

huge security work is involved to solve such problems. The 

paper classified the mobile communication security schemes 

according to the techniques used for each cellular system and 

covered some of the PKI-based security techniques such as 

authentication, key agreement, and privacy preserving. Their 

paper explained more on authentication in all generation of 

mobile communication which gives insight on how to 

incorporate authentication in this paper. 

 

Mavoungou et al in [15] discussed the evolution of 

mobile technology, the vulnerabilities and threats that comes 

with this evolution, which can be used to launch attacks on 

different network components, such as the access network and 

the core network. Their paper reviewed the main security issues 

in the access and core network (vulnerabilities and threats) and 

provided a classification and categorization of attacks in mobile 

network. The paper also analyzed major attacks on 4G mobile 

networks and corresponding countermeasures and mitigation 

solutions. We explored some of the mitigations mentioned in 

paper [15] in this paper. 

 

Dabrowski et al in [16] focused on all generations of 

mobile telecommunication networks 2G and 3G/4G. The paper 

took a brief look at the background and description of IMSI 

catching but focused mainly on the act of gathering IMSI 

numbers from airwaves (passive or active). The paper’s main 

aim was to provide a solution to the oldest practical attack 

against 3GPP networks, IMSI catching. The paper revealed 

IMSI catching is mostly related to the issue of location privacy. 

The paper took a deep look at 3GPP networks’ relevance to 

IMSI catching problem with the main focus on the 

identification and authentication procedures. The paper 

proposed a solution of replacing IMSI with a changing 

pseudonym that only the USIM’s home network can link to the 

USIM’s identity. Their paper provided more information for 

this paper about IMSI catching in all generations of mobile 

telecommunications. 

IV. METHODOLOGY 

The methodology in this paper seeks to protect the 

IMSI which can be intercepted in transmission by an attacker 

during the EPS-AKA authentication procedure. The attacker 

creates a rogue base station that transmits signals at the same 

time the real base station does, but the rogue base station 

transmits signals with more power. A User Equipment (UE) 

always connects to the base station with the most powerful 

signal in an attempt to get service for the first time, the UE will 

be forced to connect to the rogue base station because it has 

more signal strength thereby prompting the UE to transmit its 

IMSI in plain text to the rogue base station for authentication. 

This results in the attacker been able to retrieve the IMSI of the 

UE [6]. 

 

The methodology in this paper uses a pre-shared key 

for authenticating a base station in the first hop of the initial 

registration of a UE. The purpose of using a pre-shared key is 

to provide authentication of the base station by the UE. A pre-

shared key is a shared secret agreed on by two parties and is 

shared between them to communicate via a secure channel. A 

pre-shared key is used for authentication and during security 

negotiation between two parties, information is encrypted 

before transmission using the shared key, and decrypted on the 

receiving end using the same key. If the receiver can decrypt 

the information, identities are considered authenticated. Below 

is a diagram and a step-by-step description of how the research 

objective will be achieved using pre-shared key 

 

 
Fig 4: Overview of the Pre-shared key model deployment in 

base station authentication 

 

STEP 1: A pre-shared key will be generated by the network 

operator; this pre-shared key will be installed in the USIM and 

into the LTE base stations using an automated method. With 



this pre-shared key installed on both the USIM and the base 

stations, a first hop authentication procedure to authenticate if 

the base station can be trusted for service will take place 

anytime the UE wants to register for the first time before 

proceeding to send its IMSI to the base station for service. The 

base station authentication procedure will start with the UE 

sending the base station a challenge in form of a random 

number. This random number is encrypted with the network 

operator’s pre-shared key (PSK) installed in the USIM. 

 

STEP 2: Random number Encrypted with the network 

operator’s PSK 

 

STEP 3: The base station will accept the challenge sent by the 

UE. This challenge sent by the UE will require the base station 

to decrypt the random number with its own network operator’s 

pre-shared key (PSK) and then adding any number specified by 

the UE to the random number to generate an answer to the 

challenge sent by the UE (The number 1 will be used in this 

case). 

 

STEP 4: The base station will then proceed to add 1 to the 

random number and encrypt the calculated answer to the 

challenge with its PSK before proceeding to send it back to the 

UE. 

 

STEP 5: Encrypted answer been sent back to the UE (Random 

number +1). 

 

STEP 6: This answer will in turn be decrypted by the UE, if the 

answer is right, the UE will authenticate the base station as 

trusted and legitimate and will proceed to send its IMSI to the 

base station for network service. 

 

STEP 7: The UE authenticates the base station is legitimate and 

can be trusted for connection. 

V. DISCUSSION 

Implementing the proposed pre-shared key model as 

part of the LTE authentication procedure will give rise to a first 

hop eNodeB authentication procedure before proceeding to a 

second hop mutual authentication procedure which is the EPS-

AKA Authentication procedure. A pre-shared key will be 

generated automatically by the home network provider. The 

pre-shared key is distributed and installed on both the USIM 

and base station. A single pre-shared key will be used because 

the memory capacity of a USIM may not be able to store 

thousands of keys required to authenticate base stations of a 

network provider. This single pre-shared key will be installed 

on the USIM and all the base stations of the network provider. 

This shared key will also be changed regularly by automatically 

updating the USIM and the base stations. This regular key 

change is done for security purposes. 

 

On registering the UE to the home network and for the 

UE to get service, it initiates a first hop eNodeB authentication 

procedure to verify if the base station it’s trying to connect to is 

legitimate before sending its IMSI to the base station for a 

second hop mutual authentication procedure. The first hop 

eNodeB authentication procedure is a one-way authentication 

procedure where only the UE authenticates the eNodeB while 

the second hop mutual authentication procedure (EPS-AKA 

authentication procedure) is a two-way authentication 

procedure where both the UE and eNodeB authenticates each 

other in order for the UE to get service. A step by step 

explanation of the proposed authentication procedure is done 

below: 

 

1. The UE sends a RRC connection request (Radio Resource 

Control) to the MME. 

 

2. The MME will respond to the UE by sending a user identity 

request to the UE. 

 

3. Once the User Equipment (UE) receives the user identity 

request, it initiates a first hop eNodeB authentication procedure 

by creating a challenge (Adding a specific number to the 

random number) by selecting a random number and encrypting 

it with the network provider’s generated pre-shared key 

installed in its USIM (EPSK (RAND)). The UE sends this 

encrypted random number to the Evolved Node B (eNodeB) 

along with the challenge for it to add a specific number to the 

random number.  

 

4. The eNodeB will accept this challenge by decrypting the 

random number with the network provider’s generated pre-

shared key installed into it (DPSK (RAND)). The eNodeB will 

proceed to solve the challenge by adding the specific number to 

the random number. The eNodeB will proceed to encrypt the 

answer to this challenge with its pre-shared key (EPSK (RAND 

+ 1)) and send it back to the UE. 

 

5. The UE will in turn decrypt the answer with its pre-shared 

key (DPSK (RAND + 1)).  Once decrypted, the UE will carry out 

a calculation to arrive at the random number it sent to the 

eNodeB. The UE will compare the answer it arrived at with the 

initial random number it sent to the eNodeB (RAND + 1 – 1 = 

RAND). If the answer calculated by the UE is the same as the 

random number, the UE authenticates the eNodeB as legitimate 

and proceed to initiate the second hop mutual authentication 

procedure. 

 

6. To start the second hop mutual authentication procedure, the 

UE will encrypt the IMSI with its PSK and send it to the 

eNodeB. The eNodeB will in turn decrypt the IMSI with its own 

PSK before sending it to the MME in plaintext in order to obtain 

service. 

 

In figure 5, we present a diagram of the proposed authentication 

procedure: 



 
Fig 5: Proposed Authentication Procedure 

In step 6 of the above implementation, encrypting the IMSI 

with the UE’s PSK before sending it to the eNodeB will prevent 

any form of passive attack. If the attacker is unable to pretend 

as a fake base station in order to capture the IMSI, the attacker 

can decide to listen to the traffic between the UE and the 

eNodeB during the second hop mutual authentication in order 

to capture the IMSI if it’s been sent in plaintext. Once the 

encrypted IMSI is safely through to the eNodeB, it is decrypted 

with the eNodeB’s PSK before been sent to the MME. Sending 

the decrypted IMSI the rest of the way is because the rest of the 

LTE network is a trusted area for the IMSI to be transmitted in 

plaintext.  

 

The main purpose of the proposed pre-shared key 

authentication procedure between the UE and the base stations 

is to provide the needed privacy to local users as they connect 

to the LTE networks. This proposal will only protect users in a 

specific geographical area or country from sending their IMSI 

to a fake base station, the moment the users leave the country 

of their home network and they try to roam with a foreign 

network, they become vulnerable to a fake base station because 

the pre-shared key on the UE is only restricted to its home 

network. In the case where an attacker will try to exploit this 

vulnerability by pretending to be a roaming base station, this 

paper proposes that the home network place a roaming 

restriction on the UE. This roaming restriction will make sure 

the UE doesn’t establish connection with any other network or 

foreign network order than its home network. However, this 

restriction can be lifted if the user wants it lifted. A proposed 

method on how this restriction can be lifted and the UE will 

roam successfully to a foreign network is explained below 

followed by a sequence diagram showing this method: 



A. Proposed Method To Lift Roaming Restriction 

1. Mobile users must notify the home network of their intention 

to travel out of service area and request that the roaming 

restriction be lifted. 

 

2. The home network will proceed to lift the roaming restriction 

placed on the UE. 

 

3. Once the mobile user is out of the home network’s service 

area, the UE will request to roam by sending an encrypted 

challenge with the Mobile Country Code (MCC) and the 

Mobile Network Code (MNC) of its home network to the 

foreign network’s base station. 

 

4. For the foreign network’s base station to be able to decrypt 

and solve the challenge sent to it by the UE, it’ll require the 

PSK of the UE’s home network to do this. The foreign 

network’s base station will use the MCC and MNC sent to it by 

the UE to identify the UE’s home network. Once identified, the 

foreign network will contact the UE’s home network and 

request for the PSK to decrypt and solve the challenge. 

 

5. Upon receiving the request, the UE’s home network will 

verify if the foreign network is real before proceeding to send 

the PSK to the foreign network. 

 

6. Once the foreign network receives the PSK, the base station 

will proceed to decrypt the challenge with the PSK, solve this 

challenge before encrypting the answer to this challenge with 

the PSK. This encrypted answer will then be sent back to the 

UE. 

 

7. Upon receiving the encrypted answer, the UE will decrypt 

this answer with its PSK. The UE will compare the answer sent 

with the calculated value it has, if they are the same, the UE will 

proceed to authenticate the base station before proceeding to 

roam to the foreign network’s base station for service. In Figure 

6, we present this proposed method using a sequence diagram. 

 

 
Fig 6: A Sequence Diagram Showing the Proposed Method

  

The method above will ensure that the UE successfully roam to 

a legitimate foreign network. This method doesn’t require the 

UE to have the PSK of the foreign network it’s trying to connect  

 

to, the foreign network will be responsible for contacting the 

UE’s home network for the UE’s PSK once it has received the 

encrypted challenge, the UE’s MCC and MNC. The PSK 



received by the foreign network will be discarded immediately 

connection has been established between the UE and the 

foreign network. Once the UE has successfully register to the 

foreign network, the UE will always automatically establish 

connection with any of the foreign network’s base station 

nearest to it without having to request for service. 

VI. CONCLUSION AND FUTURE WORK 

Securing the privacy of telecommunication users is of 

major importance as major attacks have and can be carried out 

with the exposure of the IMSI. The IMSI been a delicate 

information that an attacker can use to monitor users, 

impersonate legitimate users and thereby carrying out attacks 

for unauthorized usage of network. The deployment of the pre-

shared key authentication between the UE and the base station 

as a first hop authentication mechanism before the EPS-AKA 

authentication mechanism is to prevent the exploitation of IMSI 

in LTE networks, as it ensures the security and privacy of 

telecommunication users without negatively affecting the 

functionality, Quality of Service (QoS), and performance of the 

network. More work need to be done to figure out how the pre-

shared key authentication can be deployed globally and not 

restricted to certain geographical areas. The proposed pre-

shared key authentication also needs to be evaluated to validate 

the applicability to the LTE network in the future. 
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