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Abstract

The problem of distributed detection and decision fusion in wireless sensor networks (WSNSs) is
revisited. The detection performance of a WSN is inherently limited by the wireless propagation
environment. The fusion of decisions forwarded by each sensor is subject to Nakagami-m fading
which can represent a wide variety of wireless propagation environments. As wireless fading
adversely affects the detection performance of any WSN, effective measures to mitigate its impact
are needed. Motivated by the benefits of multiple antennas in wireless communications networks in
reducing the impact of fading, the integration of multiple antennas at the sensor nodes is considered
in this project to improve the detection performance of the WSN. An analytical expression for the
optimal log-likelihood ratio (LLR) based fusion rule with multiple antenna based sensor nodes is
derived. Numerical results show encouraging performance gains of such WSNs in fading
environments compared to the traditional single antenna based WSNs described in the literature.
Although LLR based decision fusion is optimal, its demand for channel state information (CSI) is
high. To reduce such demand without sacrificing too much detection performance, two suboptimal
decision fusion rules, the maximal ratio combining (MRC) and equal gain combing (EGC), that do
not require any CSI, are considered in the context of sensor nodes equipped with multiple
antennas. Simulation results show that, as expected, the LLR has the best performance among all
three rules. The EGC rule outperforms the MRC rule in regions with moderate to high signal-to-noise
ratio (SNR) whereas at low SNR the MRC is better than the EGC. The use of multiple antennas was
found to be beneficial regardless of the fusion rule employed and yielded significant performance

improvement, helping to mitigate the impact of fading on the quality of decision making in a WSN.
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Chapter 1

Introduction

1.1 Motivation

Sensor are small, inexpensive, low-power distributed devices that transduce physical phenomena
into signals that can be observed and recorded by a user, are key elements in modern technological
advancement. Some examples are: (i) motion sensors—based on infrared, ultrasonic, and microwave
technologies—can be used in videogames and for security detection; (ii) electrochemical biosensors are
used to test the safety of food and water; and (iii) light sensors detect the presence, absence, or intensity
of a light source. An interconnection of sensors, or a sensor network, consists of a small number of low
power sensor nodes that are all connected to a central processing unit which consists of on-board
Sensors, processor, memory, transceivers, and a power supply. However, in today’s mobile culture, the
flexibility of wireless sensor nodes offers more advantages than wired nodes.

A wireless sensor network (WSN) consists of a large number of wireless sensors spatially
distributed across the area that is to be monitored. Each sensor has the capability of communication and
has the intelligence necessary for signal processing and networking of data. Recent developments in
semiconductors, networks, and power management have driven a large scale deployment of wireless
sensors, making them popular in the modern day information communication paradigm [1]. Typical
wireless sensor network applications include [2]:

(i) Military Applications
o Battlefield surveillance, e.g., reconnaissance of opposing forces and terrain
(if) Automotive Applications
e Measurement in chambers and rotating parts, conditions monitoring, e.g., at a bearing
(iii) Building Monitoring
e Monitoring climate changes
e Thermostats and temperature sensing
e Sensing of vibration that could damage the structure of a building
(iv) Environmental Applications
Sensor networks can be used to monitor environmental changes, for example, water pollution
detection in a lake that is located near a factory that uses chemicals. Sensor nodes could be randomly
deployed in unknown and hostile areas to relay the exact origin of a pollutant. Other examples include

forest fire detection, air pollution, and rainfall observation in agriculture.



A sensor has the capability to detect signals and network the data collected. The data collection
process involves gathering a stream of data from the sensor nodes and storing the data at a remote
location for monitoring purposes. Sensors gather the information or sense the phenomenon of interest
(for example, a radar system can detect aircraft or the speed of an automobile) and communicate their
data via a wireless medium to the fusion center (FC). The FC processes and combines the information
from the sensors and makes a final decision on the presence or absence of the phenomenon of interest.

However, wireless sensors are challenged if signals transmitted from the sensors to the FC over
the wireless channel are degraded. Signal degradation can occur because of multipath fading, an inherent
phenomenon in wireless propagation that arises due to diffraction, scattering, and reflection of the
transmitted wave [3]. Multipath fading can degrade the quality of wireless links and the detection
performance of a WSN [1], [2], [4]. Increasing power or employing powerful error correction codes is
impractical as WSNs are resource constrained in both energy and bandwidth. However, not much
attention has been given to overcoming these defects and improving the detection performance in
WSNSs. The use of multiple antennas at the sensor nodes might mitigate the impact of fading. This can
be achieved by distributed detection, that is, by parallel decision fusion schemes. The fusion of local
decisions can be corrupted during the transmission process due to channel fading and this is the focus of

this research study. The objectives of this research are described in section 1.2.

1.2 Objectives

The goal of this project is to implement a multiple-antenna technique in a WSN to mitigate
the effect of multipath fading and thereby improve its signal detection performance. The main
objectives of this project are:
1. To quantify the improvement possible in signal detection performance of a wireless sensor
network in generic fading environments by exploiting multiple antenna based sensors.
2. To compare the performance of optimal and suboptimal decision fusion rules deployed at the
fusion center in the context of multiple antenna based sensor nodes.

Objectives 1 and 2 are briefly expressed as problems P1 and P2, respectively, in section 1.3.

1.3 Problem statements

P1: The signals received at the FC from each sensor via wireless channels may undergo severe
multipath fading and thus the detection performance at the FC will be detrimentally affected. For a WSN
with limited resources, the effect of channel fading renders the information unreliable. To this end,
multiple antennas, which are known to enhance wireless system performance [12], may be deployed at
the sensors to mitigate the impact of fading, and thereby increase the detection reliability. Moreover, the
quantification of the improvement possible in detection capability of the sensor network with multiple

2



antennas is worth investigating.

P2: The FC may combine the received local decisions from the sensors according to two popular

paradigms [1]. (i) Optimal decision fusion rule and (ii) Suboptimal decision fusion rule.

The optimal fusion rule comprises log-likelihood ratio (LLR) based fusion which requires the
maximum amount of information about the channel in the form of either the channel state or the channel
statistics (CS). Although LLR based fusion has the best detection performance it may be too costly to
acquire the knowledge of the channel in resource constrained applications [1] such as a WSN which has
limited energy (e.g., battery life). This motivates the adoption of suboptimal fusion rules. The
suboptimal fusion rules do not require CS as does the optimal LLR, however, there is a slight
compromise in performance. In an effort to reduce the complexity of optimal LLR based fusion, two
suboptimal fusion rules, maximal ratio combining (MRC) and equal gain combining (EGC), will be

investigated for multiple antenna based WSNE.



Chapter 2

Literature Review

2.1 Sensors

A sensor is a device that can convert physical phenomena such as heat, light, motion, vibration,
and sound into electrical signals. A sensor may be equipped with relevant transducers so that it can
generate an electrical signal depending upon a change in physical, biological, or chemical parameters of
interest. Sensors can thus provide a sense of awareness of the surroundings that may be applicable to
infrastructure security, habitat monitoring, surveillance, traffic control, etc., specifically in areas where
the human based monitoring is not practicable. Thus, the kind of commercial or industrial sensor applied
depends on the stimulus and need. Depending upon the corresponding stimulus and the entity of interest,
sensors may be used in monitoring temperature, motion, light, electrical changes, chemical, and
biological changes (Table I).

Table 1. Sensor based on stimulus and the physical entity of interest

Stimulus Entity
Biological & chemical fluid concentrations (gas or liquid)
Electric & mechanical charge, voltage, force, acceleration, torque
Optical refractive index, reflection, absorption.

2.1.1 Sensor nodes

A smart sensor node combines sensing, processing, and communication components. The
traditional architecture of a sensor node is shown in Fig. 1 [24]. The sensing unit (which includes a
transducer) detects the change in the parameter of interest and generates an electrical signal which is
fed to the signal conditioning circuitry before being fed to the analog-to-digital converter (ADC). The
ADC output is input to application algorithms or the processing unit which is also connected to a
transceiver that serves as an interface for communicating with other sensors or the central processing
unit. The processing unit is responsible for generating a suitable output to the user through the user

interface



Thus, an important goal in the development of smart sensor systems is the implementation of

systems in a nonintrusive manner so that the information is provided to the user whenever and wherever

it is needed.
LOCAL USER
INTERFACE
SENSING UNIT
A
\ 4
ANALOG TO APPLICATION )
SIGNAL »|  DIGITAL »|  ALGORITHMS Transceiver
CONDITIONING CONVERSION N
\ 4
MEMORY

Fig. 1. Basic architectural components of a smart sensor [24].

2.2 Wireless Sensor Networks

Traditionally, senor nodes were interconnected by wired links. However, with the rapid
proliferation of a demand for service, the number of sensor nodes to be deployed grew very large
such that ubiquitous interconnections among the nodes of a device with a wired infrastructure
became practically impossible. Moreover, with the advancement of wireless technology, the
paradigm for a sensor network shifted toward the incorporation of wireless transmission-reception
with the sensor nodes, leading to the formation of wireless interconnections among the nodes, i.e.,
wireless sensor networks (WSNS).

One of the most attractive features of wireless sensor networks is their autonomy. When
deployed in the field, the microprocessor automatically initializes communication with every other
node in range, creating an ad hoc mesh network for relaying information to and from the gateway
node [6]. This negates the need for costly wiring between nodes, and relies instead on the flexible
transmission of information from node to node. This allows nodes to be deployed in almost any
location. Moreover, with the development of new wireless technologies, networking protocols, and a
growing demand for miniaturized, low-powered, low-cost yet simpler and reasonably efficient
wireless communication devices, there has been a growing interest in WSNs for a wide variety of
applications ranging from security-sensitive applications to social, military, and environmental

problems.



A simple example of a WSN is shown in Fig. 2 where a network of sensor nodes respond to events

and requests sent by a phenomenon of interest. The sink node is responsible for broadcasting a

request to the whole network and nodes that are intended to reply to the message respond to the

broadcast from the sink. As sensor nodes continuously broadcast data to the sink, an independent

session needs to be created to collect data and present data from the sensor nodes [6].

Internet and Sink
Satellite

A

A 4

Task Manager USER SENSOR SENSOR

nodes FIELD NODES

Fig. 2. AWSN communication architecture example.

2.2.1 Issues and Challenges in WSNs

WSNs face technical challenges in deployment, including network discovery, control and

routing, information processing, tasking and querying, and security [9]. Other issues faced by WSNs

are briefly described below.

Heterogeneity: The devices deployed may be of various types and need to collaborate with
each other.

Distributed processing: The algorithms need to be centralized as the processing is carried out
on different nodes.

Low bandwidth communication: The data should be transferred efficiently between sensors
with the goal of consumption of minimum bandwidth.

Utilization of sensors: The sensors should be utilized in ways that produce the maximum
performance and least consumption of energy.

Real time computation: The computation should be done quickly as new data is always being
generated.

The unique features of WSNs, however, trigger further challenges; for example, the lifetime

of a sensor node is constrained by the battery attached to it. Moreover, these challenges are
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complicated by wireless losses and collisions of data among sensor nodes that are deployed under
similar conditions [10]. A major issue faced by WSNs is data loss due to the wireless propagation
environment; this loss is primarily due to multipath fading which is a phenomenon inherent in signal
propagation in wireless environments and is therefore one of the major focuses in this project. The
wireless fading channel and some of the classical models popularly used in depicting wireless

channel characteristics are described in section 2.3.

2.3 Wireless fading channel models

Multipath fading is due to the constructive and destructive combination of randomly delayed,
reflected, scattered, and diffracted signal components [3]. Fading is one of the major performance
degradation factors in wireless systems. For example, in a cellular system, even when the
transmitting base station (BS) transmits with a high power, the receiving mobile station may be
remote and the signal is affected by surrounding structures in the environment. This degrades the
signal quality which is usually measured by the signal-to-noise ratio (SNR). When the SNR is low,
the signal does not have high detection probability. A higher SNR value means that the signal
strength is stronger in relation to the noise levels, which allows higher data rates and fewer
retransmissions — all of which offers better throughput.

Wireless propagation modelling is thus essential in the design of any wireless transmission-
reception system. Three classical models that are widely considered to model the wireless fading
channel are Rayleigh, Rician, and Nakagami. Fading models are the most commonly used small scale

models in wireless communications/WSN [12].

2.3.1 Rayleigh Fading

Rayleigh fading occurs when there is no line of sight between the transmitter and receiver. It
is particularly prevalent in scenarios where the signal is scattered between the transmitter and
receiver. The Rayleigh fading model can be used to describe the form of fading that occurs when

multipath propagation exists. The Rayleigh fading channel is represented by Equation 2.1.

py,(¥) = %eXp (— %) ,y >0, (2.1)

where, y is the SNR and y is the average SNR.

The average enveloper power is E[a?] = Qp = 2b, so that

2

Po () = ;—’; eXp(— g-) x> 0. 2.2)

p

This type of fading is called Rayleigh fading. The corresponding squared envelope a?(t) = [g(t)| 2 is
exponentially distributed at any time t; with density



Paz (1) == exp(— Qi)- (2.3)

p

The squared-envelope at time t is significant because it is proportional to the instantaneously received
signal power at time t [12].
2.3.2 Rician Fading

In small-scale fading, when the signal arrives at the receiver by several paths and one of them,
typically a LoS (line of sight) signal is much stronger than the others, then such channel is termed a
Rician fading channel and the amplitude of the received signal is said to be Rice distributed [12].
The Rician distribution is given by

T _(r?+4%) Ar
p(r) = {;e PR (;)} , A>0,r=0, (2.4)

where parameter A denotes the peak amplitude of the dominant signal and lo(*) is the modified

Bessel function of the first kind at zero-order.

Pa (¥) = ;- exp (— x;;-zz) Io (ﬁ) x>0, 2.5)

where s = m2(t) + mé (t) is the nonlinearity parameter [12]. This type of fading is called Rician

fading and is often used to describe fading in environments.

The Rice factor, K, is defined as the ratio of the LoS or the ratio of specular power s? to
scattered power 2bo, that is, K = s2/2b0. When K = 0, there is no LoS or specular component and the
envelope exhibits Rayleigh fading. When K = oo, there is no scatter component and the channel does
not exhibit any fading. The envelope distribution can be rewritten in terms of the Rice factor and the

average envelope power E[a2] = Qp = s +2bo by first noting that

2 _ Ky _ Y
T K+1 0™ 2k+1) (2.6)

Substituting s2 and b, in Equation (2.5) yields

Doz (x) = Eexp {—K — (K+—1)x}l 0 (2 ’K(Kﬂ)x), x= 0. 2.7)
O Op Op

Here, when K = 0 it is the Rayleigh probability density function (PDF).




2.3.3 Nakagami-m fading
The Nakagami-m distribution has gained a lot of attention lately due to its ability to model a
wider class of fading channel conditions. The Nakagami distribution was selected to fit empirical
data, and is known to provide a close match to experimental data that cannot be fit to either Rayleigh
or Rician distributions. More recent studies also showed that Nakagami-m gives the best fit for
satellite-to-indoor and satellite-to-outdoor wireless communications [13].
The PDF of the Nakagami-m distributed channel is given by

2mm x2m-1 mx? 1
Pa(x) = 22 bxp{— a,,}’ m> 1, 2.8)
where the squared envelope has a Gamma distribution
pa(o) = ()" e -2 29
ax—ﬂp l,(m)p 2 ) (2.9)

where Q,, = E[a*] and m is the Nakagami fading parameter (Fig. 3).

2.0

Palx)

=
=)

0.0

1.0 2.0 3.0 4.0

Fig .3. The Nakagami PDF for several values of m with Q,, = 1 [20].

The Fig. 3 depicts that when there is an increase in the value of m the fading is decreased,
thus there is a higher probability of signal detection.

Beyond its empirical justification, the Nakagami distribution is often used for the following
reasons. First, the Nakagami distribution can model fading conditions that are either more or less
severe than Rayleigh fading. Other special cases are listed below:

When m = 1, the Nakagami distribution becomes the Rayleigh distribution; When m = 1/2 it
becomes a one sided Gaussian distribution; When m = oo the distribution becomes an impulse (no

fading).



Thus, if m < 1, the Nakagami-m distributed fading is more severe than Rayleigh fading, and
for values of m > 1, the fading circumstances are less severe than Rayleigh fading. For the values of
m > 1, the Nakagami-m distribution closely approximates the Rician distribution, and the parameters
m and the Rician factor K (which determines the severity of Rician fading) can be mapped via
Equations 2.10 and 2.11 [12].

K=" m, (2.10)
_(K+1)2
=02k k=0 (2.11)

2.4 Multiple Antennas
Fading converts an exponential dependency of the bit error probability on the average

received bit energy-to-noise ratio into an inverse linear dependency, yielding a very large
performance loss. Diversity is one very effective remedy that exploits the principle of providing the
receiver with multiple independently faded replicas of the same information bearing signal. Some
diversity techniques are space, angle, multipath, and time diversity. Space diversity is achieved using
multiple transmitter or receiver antennas [12]. The use of multiple antennas at the receiver and the
transmitter has become more frequent in wireless communications over the past few years. It has
been shown that multiple receiver antennas can improve reception through selection of the stronger
signal or by the combination of individual signals at the receiver. The spatial separation between
antenna elements at the transmitter and/or receiver is chosen so that the diversity branches experience
uncorrelated fading. Multiple antennas can be utilized to accomplish a multiplexing gain or a
diversity gain, thus enhancing the bit rate, the error performance, or the signal-to-noise-plus-
interference ratio of wireless systems. These multiple-antenna systems, often called multiple-input
multiple-output (MIMO) systems (Fig. 4) have multiple antennas from 1 to M at the transmitter side
and likewise 1 to N multiple antennas on the receiver side. This system has evolved rapidly because

of the improvement in system performance and data rates [22].

1 1
TRANSMITTER ' RECEIVER
N\ — _ > Z_|
M propagation wireless medium N

Fig.4. Model of multiple-input multiple-output [12].
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Compared to single antenna techniques, it has long been known that multiple antennas can improve
reception through selection of the stronger signal or the combination of individual signals at a
receiver [14]. Multiple antenna transmission can improve capacity within a given bandwidth by
taking advantage of the rich scattering in a typical wireless channel. A channel in a wireless medium
can be affected by fading and this will impact the SNR. Because multiple antennas provide the
receiver with multiple versions of the same signal, the probability that they will all be affected at the
same time is considerably reduced.

2.5 Detection of WSN Performance Metrics

Sensor nodes are organized in a parallel fusion architecture (PFA). Each sensor independently
detects the event under observation, generates information, and sends a signal to the FC through a
wireless communication link about the presence or absence of a phenomenon of interest (POI).

Two fundamental performance measures of any detector are the probability of detection (P;)
and the probability of false alarm (Pr) these probabilities are calculated at the FC and help to
evaluate the performance of the WSN.

Probability of Detection(P,)
The probability of detection of a signal (object) or a phenomenon of interest by the sensor at a

particular point is calculated at the FC.

P, -P{H; decided / H; true}, (2.12)
where P{H; decided / H1 true} is the conditional probability of the position of the target and Pq4 the
probability of detection.

Probability of False Alarm (Pr)
A false alarm is an erroneous sensor target detection decision caused by noise or other interfering
signals that exceed the detection threshold. In general, it is an indication of the presence of a sensor

target when there is no valid target (POI).
P¢ - P{H: decided / Ho true} (2.13)

where P{H1 decided / Ho true} is the conditional probability of the position where a target is not

present and P is the probability of a false alarm.

2.6 Fusion Schemes
The sensors in a WSN deployed in an environment to sense POI (events) and collect observations,
collect and transmit the data over wireless channels to the FC. As shown in (Fig. 5) the FC jointly

processes data from local sensors and forms a global decision that is a situational assessment and
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sends it to the BS [1]. Decision fusion rules at the FC can be classified as optimal and suboptimal

decision fusion schemes.

SENSOR 1 \
e DECISION
FUSION
\ CENTER
(DFC)
\ SENSOR K — 7

Fig. 5. The decision fusion model of a WSN.

2.6.1 Optimal fusion rules

The fusion rules that help to combine information from various sensors are distributed to
sense the events across the environment. The optimal fusion rules are used in a parallel fusion model
[4]; the optimal LLR is a rule that is usually implemented. Unfortunately, the optimal decision fusion
(DF) rule over MIMO channels with instantaneous CSI presents several difficulties in its
implementation: (i) complete knowledge of the channel parameters and sensors local performances is
not available; (ii) numerical instability of the formula due to the presence of exponential functions
with large dynamics; (iii) exponential growth of complexity with the number of sensors. This
motivates a quest for suboptimal DF rules with simpler implementation and reduced system
knowledge.
2.6.2 Suboptimal fusion rules

Compared to optimal fusion rules, the suboptimal decision fusion center (DFC) shows less
satisfactory performance but requires much less system knowledge. Some of the suboptimal rules are
MRC, EGC, Chair-Varshney (C-V). In [4] it is shown for low channel SNR that MRC is optimal.
Interestingly, the very simple EGC statistic, which requires a minimum amount of information,
outperforms both MRC and Chair-Varshney fusion rules for most values of SNR [1]. The various
suboptimal fusion rules and their performance are shown in (Table 1)

Table I1. Comparison of fusion rules [1]

Fusion static Prior information required Performance

LLR Channel SNR and performance indices Optimal

MRC Channel SNR Near-optimal for low SNR
EGC NONE Robust for most SNR range
C-v Sensor performance indices Near-optimal for large SNR
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Chapter 3

3. Detection Performance of Wireless Sensor Networks

with Multiple Antennas in Nakagami-m Fading

3.1 Introduction

In this chapter the performance of WSN's with multiple antennas in multipath fading channels
is discussed with various simulation and numerical results. The sensors deployed in various
environments pass the information sensed (i.e., the POI) to the FC. The signals received at the FC
from each sensor via wireless channels may undergo severe multipath fading and thus the detection
performance at the FC will be detrimentally affected. For a WSN with limited resources, the effect of
channel fading renders the information unreliable.

Multiple antennas that enhance the WSN performance may be deployed at the sensors to
mitigate the impact of fading and increase detection reliability. The implementation of multiple
antennas at the sensors allows multiple copies of the same signal to be transmitted from each sensor
to the FC. Here we also discuss about the optimal decision fusion rules like LLR in WSN's. However
with a slight compromise in the performance we adopt the suboptimal decision fusion rules like
MRC and EGC which does not require more CSI like the optimal. Comparisons are made between

the optimal and suboptimal decision fusion rules to show the effect of their performances.

The rest of chapter is as follows. With the system model described in section 3.2. Expression
for Optimum fusion rule at the FC with multiple antennas 3.3. Simulation model with numerical
results and discussion in section 3.4. Receiver operating characteristics (ROC) in section 3.5.

Comparison of fusion schemes in the quest for high signal detection probability in section 3.6

3.2 System Model

The three layer model for a distributed detection system in the presence of fading channels is
illustrated in Fig 10. There are two hypotheses, H: and Ho, to be tested: that is, is there a POI (H1) or
is there no POI (Ho). These local decisions are transmitted via fading and noisy channels to a fusion
center. For WSNs operating in a fading environment, channel fading and noise impairment may
render the received decisions at the fusion center unreliable, especially in resource constrained
applications. Toward this end, a channel layer must be incorporated into our model to allow for the

development of channel aware decision fusion rules that have proved to be energy efficient [1-4].
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Upon receiving its observation, the k-th sensor makes a local (hard) decision about the
presence (H,) or absence (H,) of a phenomenon of interest (POI) based on its observation only. The
local sensor decision is denoted by u;, where u;, = 1 when is H, true and u;, = —1 when H,, is true.
The reliability of the local sensors is characterized by the probabilities of detection and false alarm,
denoted by Py, and Py , respectively, for the k-th sensor [3]. In general, these (P, Prx) pairs need
not be identical and are functions of the SNR as well as thresholds at local sensors [1-2]. Where h,, is
fading channel amplitude, n,, is additive white Gaussian noise with variance o2. The FC combines

the local decisions to make a global decision about the presence or absence of a POI (Fig. 6).

PHENOMENON
(HO/H1)

Pq1/Pf1
Pd2/Ps2

\ L nK
BSOS

y2 YK

FUSION CENTER (FC)

l

Up

Fig. 6. Parallel fusion model in the presence of fading and noisy channels between local sensors and

the fusion center.
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In case of H; where the signal is present,
Vi,= Xi,t N, = Wy A, + 1y wherek=1, 2,..., K
Vi, = U, hue, + 1y, 1=12,...... L
here, u;, = 1|H1
Vi,= hiey + Ny (3.1)
In case of H,, where the signal is not present,
Vi, = —Xi,+ My, = - U hy, + g, Wherek=1,2,..,K;
Vi, = Ui b, + 1y 1=1,2,....... L
here, u, = -1|Ho
Vi,=—hg, + 1y (3.2)

Y is the received signal vector at the FC from the k-th sensor with L antennas,
Vi = [YRl'ykz' ...ykL].

where K is the sensor index, L is the antenna index.

In this model we consider a Nakagami-m fading environment, where m is the fading parameter, and

the PDF (denoted using the notation Py (x) ) of h; is given by

2(my,) Mk —
Py, (hy) = :(lfnk) h,zcm" Yexp(—myh2),  h, =0 (3.3)

We assume throughout that each Nakagami fading channel has unit power, i.e.,

E[|hk| %] = 1, where E[.] denotes expectation.

3.3 Expression for Optimum fusion rule at the FC with multiple antennas

The proposed LLR (A) for multiple antennas is given by the equation

T — Vi, 1H1 )
A= K_ lo — - ’ .
ZK—I g {P(YRl'ykz ............. ykL/HO) ( )

Proof:

The joint PDF of the received signals (via L antennas) at the k-th sensor node conditional on the
decision made by the node u,, can be expressed as

Pk, o Viy lug = 1)=f0OO ...fOOOP(xkl, Xy U = 1) POy oo Vi | Xy s oo Xig YAXy - Ay, (3.6)

We assume that the received signals at each antenna are statistically independent so
that hy, hy,, ... by, and thus x_, ...x;, are independent. Then, the joint PDF can be expressed as a
product of individual PDFs such that

L

P(x,s Xieys o Xy [ug = 1) = Plxy Jug =1) ... P(xy , lux = 1), (3.7)
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P()’lq» e Viep | Xheys e X)) = P()’k1|xk1) . P()’k2|xk2)---- P()’kL|ka)- (3.8)

Then,
P(Ykerkz'- ykLluK 1) f P(xk |u1(— 1) P()’k1|xk1) dxkl’ (3.9)

17 PQe Jux = 1) Py, i) doxi .

fooo P(x; L|uK = 1). P(yx, |x,) dx .-

From [2, eq.(5, 6)] we get

Pxy lug = 1) = F( )x,z(jn Yexp(-mxz,) , xg, =20, wherel € {1,2,....L}. (3.10)
Similarly,

L (ykl_xkl)z
POk lxi) == 2% . (3.11)

By following the steps in [2] and substituting (8) and (7) in (6) we get

iy )
POy Vi e = =TTy [2 P 0y gy K (20 (3.12)
Similarly,
PO/kys o Viey [uxe = -1)=TTks \E V(Z;'(‘f)j"z (2 ym.e p(zy:’ ) Dy V%UH). (3.13)

From the total probability law,
P(qu: ---YkL|H1) :Zuk P(}’k1: ---}’kL|u1<)P(u1<|H1)

= POy - Vi lue = 1).P(ug = 1H)+ P(yic,, oo yie, luge =- 1) .P(ug = — 1|H1)

= P(ykl, o Yig [Ug = 1).P; .t P(ykl, o Vi, [Ug =- 1).(1-P, k). (3.14)
P(}’kl’ ---YkL|H0) :Zuk P()’kl’ ---ykLluK)P(uKIHO)

=Pk, - Vi, Uk = 1).Pug = 1|Ho)+ P(yk,, ... Yk, lug =- 1) .P(ux = — 1|Ho)

= P(ykl, o Yig [Ug = l).Pfk + P(ykl, o Vi, [ Uk =~ 1).(1-Pf k). (3.15)
By Substituting (3.14) and (3.15) in (3.4), the LLR becomes

P(Vkyr Vi lUk=1)-Pg | .+ P(Vicy Vi [ug==1).(1=Pq )
P(ykl""ykLluK= 1)Pf k+ p(yklt---ykLluK=_ 1)(1_Pf k)

A=YK |1 (3.16)
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M1 Py P-2m. (A, )+ (1=Pa yP-2m(4x,)
Miz1 Pr kD_Zm( AKl)+(1_Pf k)D—Zm'(AKl) ,

A=Y log (3.17)

where Py, and Py, are the probability of detection and probability of false alarm of the k-th sensor
and

_ Yk,/o
Ak, = V202m+1’ (3.18)

The result in (3.17) is the optimum channel statistic combining rule at the FC for a WSN with
multiple antennas in a Nakagami-m fading environment. Once we have the LLR, the detection and
false alarm probabilities can be evaluated by using

P, = Pr{A > A|H,)},
Pf = Pr{A > )\IH()},

where A is the threshold of detection which can be preset depending upon the false alarm probability
requirements or can be varied from a low to high value (elaborated more from Section 3.3.1
onwards.)

3.3.1 Detection performance of a WSN in a generic fading environment by

exploiting multiple antennas

f . [ ] . o Y N
Sensor
nsor
Ho/H1 / Se SO é
.
Fusion Center
Sensor
SN
§ Y,

Fig. 7. System model sensors with multiple antennas.

3.4 Simulation model with numerical simulation results and discussion
To obtain results we use a Monte Carlo simulation (MCS). The Monte Carlo method is
computational and iterative and relies on repeated random sampling to compute its results. In this

project we used the MCS in MATLAB in our experimental work and to verify the results.
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In this section, the numerical and simulation results are illustrated to gain meaningful insights
for understanding the effect of increase in the number of antennas at the sensor nodes increases the
probability of detection (P; ) and increases the performance of the WSN. Several graphical plots are
obtained to gain physical insights to show the effect of multiple antennas. The numerical results and the

simulation graphs are shown in Fig. 9-18.

3.4.1 Fixing the threshold value in the experiments

With Py, = 0.5 and Pg, = 0.05 per sensor. Here we vary the threshold in order to get the
value of the probability of false alarm P around 0.01, as smaller the Py, the better the probability of
detection P;. In this case we assigned a threshold value of 6.02 which gives a P; = 0.01.

We followed the same procedure for Pq vs. SNR with varying L and m values, and for P; vs. N,

and P4 vs. N, with the same values of Py, and Py, taken into account.
3.4.2 Effect of multiple antennas

The P; vs. SNR plots in Fig. 8 show the effect of increasing L (number of antennas). In this
section, we illustrate both graphically and numerically the performance comparison of single and
multiple antennas in WSN's and the percentage increase in the probability of detection with effect of
multiple antennas for the simulated plot of Pq vs. SNR. Fig. 8 indicates the possible performance
improvement in increasing the number of antennas used in the sensor. Here, the number of antennas
on the sensor node L is given values of 1, 2, 3. The probability of detection at the FC is evaluated for
a fixed number of sensors (N = 8) as a function of channel SNR. The Nakagami fading parameter m
is fixed to a value of 5 throughout the simulation.

From the graph in Fig. 8 which is simulated model for P; vs. SNR with a number of
antennas L = {1,2,3}, we can infer that the WSN performance increases as we keep increasing the
antenna count at the sensor node. It also shows that the P; increases with an increase in the SNR.
(i.e., in this graph it is very clear the performance of the WSN is greater with positive values of
SNR).
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Fig. 8: P; vs. SNR for varying L with m=5
Performance Quantification
From the graph obtained in Fig. 8, increasing the antenna count from L=1 to L = 2 produces
an increase in the average probability of detection (P;). For example, when SNR =0 db, P; with L =
2 has a higher value than Pg with L = 1. The gain in P; by increasing the antenna count from L = 1 to
L = 2is 53.9%. The gain in P; by increasing the antenna count from L = 2 to L = 3 is 43.11%. This
verifies that the use of multiple antennas at the sensor nodes improves the detection performance

under fading environments.

3.4.3 Effect of fading parameter m

The P; vs. SNR plots in Fig. 9 show the effect of m the fading parameter index. In this
experiment the probability of detection P, at optimal LLR for a system with false alarm P, = 0.01
versus the average SNR per sensor is plotted for different values of m. Here L = 2. Fig.9 depicts that
P, increases with increasing values of m, the Nakagami fading parameter [3] with an increasing
range of SNR values. This is because when the fading parameter m is increased from m =1 to m =2
the fading in the channels between the sensors is less, hence there is a better average probability of

detection.
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Fig. 9. P; vs. SNR for varying m with L=2

Performance quantification

In Fig. 9, when SNR = 10 db, the P,; at m =2 shows a greater value than the P; at m =1,
Therefore, the gain in P, by increasing the fading parameter from m =1 to m=2 is 28.09%. When
SNR =10 db, the P; at m = 3 is higher than the Pq at m =2. The gain in P; fromm =2to m =3 is
10.79%. Thus, an increase in the fading parameter m improves the performance of the sensor

network.

3.4.4 Effect of number of sensors N

The P, vs. N plots in Fig. 10 show the effect N(number of sensors) In Fig. 10 P, is plotted versus
N, the number of sensors deployed in a WSN. The fading parameter m is fixed at 3 and SNR =-5to
20. With an increase in the antennas L at the sensors, the probability of detection P; shows a drastic

increase. The number of sensors N ranges from 0 to 15.

20



Fig. 10. P; vs. N for varying L with m =3

Performance quantification

In Fig. 10, when N = 10 the value of P, is greater than the value of P; when N =5at L = 1. The gain
in P4 by increasing N from 5 to 0 is 65.6%. This shows that in a WSN, numerous sensor nodes
deployed in an environment that is to be sensed with multiple antennas at the sensors give good

detection performanceP,. The gain in P; by increasing L from 1 to 2 is 61.2%.

3.4.5 Effect of probability of misdetection P,,4 against number of sensors N
In Fig. 11, a plot of the probability of misdetection P,,; versus the number of sensor nodes N in a
WSN is shown.

With Py, = 0.5 and Py, = 0.05 per sensor and a fixed number of antennas L = 2. The SNR ranges

from -5 to 20.
P4 =1-P,; (3.18)

As shown in (Fig. 11) , when the number of sensors increases, the P,,; decreases gradually
with an increase in the fading parameter m. So, the higher the value of m, the lower the misdetection
in the WSN. A high value of P,,; means the system performance is not a good in that particular
WSN. Misdetection is caused by the false interpretation of data by the sensors because of the

presence of interference from other signals and noise.
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Fig. 11. P,,4Vs. N for varying m with L=2

Performance calculation from Fig. 11
When N =5, P,z at L =21is 0.7945 [m = 1];When N =5, P, at L = 2 is 0.7719 [m = 2];When N =
5, Pyg at L =25 0.7244 [m = 4].

In (Fig. 11), the P,,,; decreases with an increasing value of m. The decrease in P,,; with

increasing m from 2 to 4 is 6.5%. So, the system must be designed with a high m value so that there

is very little probability of misdetection.

3.5 Receiver operating Characteristics (ROC)

Receiver operating characteristics are represented by ROC curves in which the probability of
detection (Py) versus the probability of false alarm (Pr) illustrate the performance of the system,
where P, is the true positive rate (sensitivity) and P is the false positive rate (specificity). ROC
curves show maximum performance at high SNR and moderate threshold. In the following ROC
curves (Fig. 12-18), Py, = 0.5 and Pr, = 0.05 per sensor. The threshold is set to a range of values -20
to +20 with steps of 0.5.
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3.5.1 Effect of multiple antennas on ROC curves

Fig. 12 gives the ROC curves P, versus Py corresponding to fusion statistics LLR at channel
SNR = 10 dB for Nakagami-m fading with a single sensor having multiple antennas L= 1, 2, 3. The
total number of sensors is fixed at N = 8. The optimal LR-based fusion rule provides the uniformly

most powerful detection performance, however it requires instantaneous CSI.

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
P
f

Fig .12. ROC curves for varying L with SNR=10 dB.

In Fig. 12 the value of P lies at 0 for most of the range of lower threshold values but
gradually increases at moderate threshold values. Thus maximum detection probability occurs at
lower threshold levels of P,;. Fig. 12 also shows a increase in P; when the number of antennas L in
the sensor node increases. In an ROC curve, the more the area under the curve (AUC), the better the
WSN performance (more detection probability) of the system [25]. The AUC is the largest when L =
3. Thus, L = 3 provides a comparatively better P; thanL =1and L = 2.

3.5.2 Effect of fading parameter m on ROC curves

In Fig. 13, ROC curves—P; versus Pr with varying values of m—corresponding to fusion

statistics LLR at a channel SNR of 10 dB is shown. The number of antennas L = 2 is fixed and the

total number of sensors is fixed at N = 4 with varying m values of {1, 3, 5}.

23



O.SQE B
0.2¢y _
—6— m=1
01l —¥— m=3 i
a m=5
. | | | | | | | | |
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Fig. 13. ROC curves for varying m with SNR=10 dB.
The simulated ROC graph in Fig. 13 shows a increase in P; when the fading parameter m is
increased. It has greater AUC when m=5 which gives the better P; comparative to other m values

m=3 and m=1.So higher the value of m better is the WSN performance.

3.6 Comparison of fusion schemes in the quest for high signal detection probability

This section involves in the comparison of various fusion schemes, both optimal and
suboptimal fusion rules were deployed at the FC in the context of multiple antenna based sensor
nodes. Although the optimum fusion rules provide better detection probability, these rules require
much channel information which is costly to calculate. This motivates the creation of suboptimal
fusion schemes. Our goal is to implement suboptimal fusion rules that do not require instantaneous
CSI yet provide robust performance [1]. In [4], it is shown that for low-channel SNR, the maximal
ratio combiner (MRC) is near-optimal. Interestingly, the very simple equal gain combiner (EGC)
statistic, which requires a minimum amount of information, outperforms the MRC and is the most
practical for moderate SNR values (i.e., % = o). The MRC is applicable for low SNR values and

does not require knowledge of either Py, or Pr,. The EGC provides better results than the MRC and

outperforms the MRC in most SNR ranges. Simulation results are provided to confirm our analysis.
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EGC: This is applicable when the moderate SNR values (i.e. 62 =o0).
MRC: This is applicable for the low SNR values.MRC does not require knowledge of either P, or
Py, .EGC as comparative to MRC has provide better results and outperforms for most SNR range.

Simulation results are provided to confirm our analysis

3.6.1 Comparison of LLR, MRC, EGC
3.6.1.1 P4 versus Py comparison of LLR, MRC, EGC, with L =2

The ROC plots of P, versus Py in Fig. 14 are generated corresponding to fusion statistics

LLR, MRC, and EGC at a channel with an SNR of -5 dB. The number of antennas L is 2 on a single

sensor. The total number of sensors N is 4. The fading parameter m = 2 per sensor.
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Fig. 14. ROC curves for LLR, EGC, MRC with L=2, with N=4, SNR=-5 dB, m=2,

In Fig. 14 the optimal and suboptimal rules are compared with respect to P, versus Pr with L = 2.

The simulated graph shows that the LLR outperforms both suboptimal rules EGC and MRC. We
have simulated the ROC for the low SNR value of -5 dB, thus, the MRC outperforms the EGC.

3.6.1.2 Comparison of LLR, MRC, EGC,withL=1and L =2
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The Fig. 15 compares optimal and suboptimal fusion rules with single antenna and multiple
antennas. With parameters SNR = -5 dB, N = 4, a threshold of -20 to +20 with steps of 0.5, L = 1, 2.
L = 2 outperforms L = 1 in both optimal and suboptimal rules. Thus in any decision fusion rule,
whether optimal or suboptimal, we achieve better detection probability by using multiple antennas at

the sensor nodes.
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Fig. 15. ROC curves for fusion statistics LLR,EGC,MRC with comparison of L=1 and
L=2 with N=4, SNR=-5 dB.

3.6.1.3 Comparison of MRC, EGC, for varying fading parameter m

In Fig. 16 with the same above criteria, ROC curves are generated with multiple antennas
(i.e., L = 2) with varying values of m. Graphs are plotted with m = 1, m = 4 for the suboptimal fusion
rules MRC, EGC.
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Fig. 16: ROC curves for various fusion statistics EGC, MRC with comparison of m=1 and m=4
with fixed N=4, SNR=-5dB
The simulated ROC graph in Fig. 16 shows a increase in P; when the fading parameter m is
increased for the suboptimal fusion rules MRC and EGC. The AUC is larger when m = 4 which yields a
better P; compared to m = 1. However, in Fig. 16 the MRC outperforms the EGC as the values are

plotted for a low SNR of -5 dB. Thus, the higher value of m yielded a better WSN performance.

3.6.2 Comparison of Optimal and Suboptimal fusion schemes with various SNR values

In Fig. 17, LLR, EGC, MRC are compared in the presence of SNR values of -10 dB, 0 dB,
and 5 dB. L = 2, the threshold = -20 to 20 in steps of 0.5, N = 4, Py = 0.5, and Ps, = 0.05. The
generation of MRC does not require this information. It is interesting to see how the curves behave
with various SNR values.In Fig. 17 we observe that LLR outperforms EGC and MRC for all three
SNR values: -10, 0, and 5 dB. As shown in Fig. 16, MRC has better detection probability P, at very
low SNR values. When SNR is 0 dB, MRC and EGC slightly overlap initially at high threshold
values (lower values of P, and Py) and gradually EGC outperforms MRC as EGC performs better at
moderate SNRs.
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Fig. 17: ROC curves for various fusion statistics LLR, EGC, MRC for SNR {-10,0,5} (dB) with
L=2 with N=4.

When the SNR is 5 dB (a moderate value in this scenario) the EGC performs better than the

MRC. Fig. 17 shows that the LLR provides the best P; (detection probability) at all SNR values. Fig.

17 also conveys that the higher the SNR, the better the WSN system performance. Fig. 15 and Fig. 17

both show that with both optimal and suboptimal decision fusion schemes at the FC, the LLR

provides the best WSN performance, however, the LLR requires a lot of channel information.
3.7 Conclusion

In this chapter the effect of multiple antennas on WSN's and comparison of optimal and
suboptimal decision fusion rules is characterized. The effect of implementing multiple antennas at the
WSN's is studied through various numerical and simulation results. Our results show that, using
multiple antennas and with higher values of the fading parameter m makes a better improvement in
the detection performance by mitigating the impact of fading channels. Next case involves in
comparing the optimal and suboptimal decision fusion rules. The results shows that in all cases the
optimal fusion rule has better performance gains than the suboptimal fusion rules. In case of
suboptimal fusion rules the MRC, EGC shows a better performance gain in high SNR values and low
SNR values respectively.
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Chapter 4

Conclusion and Future Work

The project aims to improve the overall reliability of detection of a WSN operating in a
wireless multipath fading environment by deploying multiple antennas at the sensor nodes. Multiple
antenna based sensors may be deployed, for example, in the IEEE 802.11 networks [5], which are
widely used for residential, business and industrial applications for general LAN access in work areas
and use multiple input, multiple output antennas. Thus, characterization of the detection performance
of the WSN with multiple antenna based sensing nodes in generic fading would ultimately aid in the
design and analysis of practical sensor systems which would further help in the innovation of
efficient detection systems that are more robust to the fading environments. Motivated by this fact,
distributed detection and fusion of data transmitted over wireless fading channel with different fading
severity is considered by modeling the wireless channel as Nakagami-m faded. To mitigate the
impact of fading, implementation of multiple antennas at the sensor nodes to quantify the possible
improvement in the signal detection performance is considered. The optimal LLR-based fusion rule
is derived with the resulting numerical results indicating a remarkable improvement in the detection
performance of the multiple antenna based WSN compared to single antenna based WSN. Since the
optimal LLR requires a knowledge of the channel statistics, sub-optimal MRC and EGC rules are
considered as well. Simulation results show that the EGC rule is better compared to the MRC rule in
moderate to high SNR regime while the MRC outperforms the EGC in low SNR regions.
Nevertheless, both the sub-optimal rules still yield prominent performance gains in multiple antenna
based WSN compared to the single antenna based WSN.

As further extension of the current work, the effect of other non-cooperating sensor nodes
which may cause interference at the fusion center thus making the current fusion rules impractical or
erroneous, could be considered. This would demand the need of design and analysis of new fusion
rules that can mitigate the impact of interference in decision making. Another extension could be the
consideration of a strong dominant line-of-sight reception at the fusion center directly from the signal
to be detected. Such scenario may arise when a dedicated radio-frequency repeater station is
deployed between the transmit signal source and the fusion center. The consideration of Rician

fading model may be interesting to model the wireless propagation in such situations.
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