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Abstract 

Internet of Things is an emerging technology that can connect and join both physical and digital 

world altogether under the same ecosystem. IoT consists of sensors, actuators, and embedded 

chipsets in the physical devices enabling them to be smart. So, they can exchange data between 

them without the need of human intervention. This provides a great enhancement and benefit for 

human’s daily lives and business sectors by providing many applications and business use cases 

like health care, agriculture, automotive systems, transportation, industrial applications, HVAC 

systems, monitoring and control systems to name but a few.   

Despite the benefits that IoT will bring for our daily lives, there are certain number of threats that 

this evolving technology suffers from. The most important issue is security and privacy of data 

exchanged or collected between devices. It is good to mention that security issues in IoT platform 

are complex and challenging than the security issues in the Internet and this is due to scalability, 

the architecture complexity as well as the resource constraints in IoT devices in terms of 

computation power, memory capacity and energy.  

The aim of this project is to identify the enabling technologies of IoT from physical layer to 

application layer while discussing their characteristics and specifications. Then, reviewing the 

different architectural models offered in the literature and based on that identifying the flaws and 

security vulnerabilities that each of these technologies and layers suffer from. Then, highlighting 

and reviewing the approaches or protocols that were suggested and implemented in the literature.  
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1-1 IoT Definition 

The main objective of IoT is to “Connect the unconnected”. In other words, objects can get 

connected to network which provide them an opportunity to interact and communicate with people 

and other objects. IoT is an emerging technology that helps devices to sense and control the 

physical world. This facilitates the path for designing advanced applications. To achieve this, there 

should be some sort of intelligence in devices plus joining them to the network. 

IoT was introduced between 2008- 2009. In fact, Kevin Ashton introduced the word “Internet of 

Things”. According to his comment, he mentioned that during the 20th century, computers were 

incapable of sensing their surroundings and they have to wait and look for information and input 

from users for processing but with IoT, the computers will be able  to sense and control their 

environment independently [1]. 

Different definitions of IoT exist and it is a good idea to mention some of them [4]: 

• Gartner defined IoT as: “The network of physical objects that contain embedded 

technology to communicate and sense or interact with their internal states or the external 

environment.” 

• ITU1 outlined IoT as: “A global infrastructure for the information society, enabling 

advanced services by interconnecting (physical and virtual) things based on existing and 

evolving interoperable information and communication technologies.” 

• IEEE2 described IoT with this short definition: “A network of items, each embedded with 

sensors which are connected to the Internet.” 

• IETF3 also defined IoT as: “The basic idea is that IoT will connect objects around us 

(electronic, electrical, non-electrical) to provide seamless communication and contextual 

services provided by them.” 

Based on the above definitions IoT has the following characteristics:  

• IoT is a promising technology that involves and connects objects. 

 
1 The International Telecommunications Union 
2 Institute of Electrical and Electronics Engineers 
3 The Internet Engineering Task Force 
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• Objects can sense and monitor their surroundings. 

• Objects have unique identification and are identifiable. 

• Objects communicate by connecting to the Internet. 

• IoT platform provides a framework for collecting, analysing, processing, storing and 

forwarding the data. 

So, IoT helps the smart objects to see, sense, make decisions and perform a sort of tasks and 

collaborate with other objects and share information with each other. In other words, IoT changes 

the old-fashioned traditional devices to smart ones by utilising the underlying technologies like 

RFID, ubiquitous and pervasive computing, Wireless Sensor Networks, Embedded Systems, 

Internet protocols and so on.  

The smart objects are generally designed based on their applications and use cases while the 

underlying technologies like ubiquitous computing and services can be utilized regardless of the 

type of application and use case [2]. In order to have access to these benefits, the traditional Internet 

architecture needs to be revised and updated.  

Also, the typical IPv4 addressing space will no longer cover and support the huge number of smart 

objects joined to the network. Keeping in mind that security and privacy introduce a new challenge 

in IoT environment as devices share the important data and information across the Internet. Finally, 

the management and monitoring of IoT should be available in order to guarantee the high quality 

of service delivery for customer with efficient costs [2].  

1-2 Internet of Things Challenges 

Unlike the Enterprise IT network architecture which has been evolved and further improved over 

the time, the IoT architecture and framework requires different look and perspective. Although 

there are plenty of similarities between IoT network and traditional IT networks, the requirements, 

challenges and management of IoT systems are different.  

Besides, IoT network relies under the OT network which manages the operational systems while 

traditional IT networks mainly focused on the infrastructure or in other words data flow and do 

not care about the type of data. And, data is the primary parameter that differentiates these two 

concepts.  
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IoT architecture cares about how data is being transported, collected, analysed and utilised while 

IT network concerned about the reliable, continuous support of business applications. So, the 

differences between IoT and IT networks can be outlined as following [1]: 

• Scalability: The IoT network has a great scalability and cannot be supported by IPv4 

address spaces or by some short-term techniques like NAT and PAT. It solely works based 

on IPv6 since the network is moving from a few thousand nodes to a few million endpoints. 

• Security: In IoT network architecture, endpoints are usually placed in the wireless network 

which uses unlicensed spectrum. So, devices are not only physically accessible to outside 

but also can be accessed by spectrum analyzer. Hence, every IoT device that are physically 

exposed in the outside world should be secured. Here, there should be device-level 

authentication. And all devices and entities in the IoT network including gateways, 

endpoints, home and roaming networks should be authenticated and authorized. Also, the 

data that is shared by endpoint devices to the back-end applications should be encrypted. 

• IoT devices has constrained resources.  For instance, IoT sensors are small, cheap and can 

do small single tasks. So, they have limited power, memory, CPU resources using lower 

data rates. While IT networks is based on high-speed reliable components with powerful 

resources. So, new wireless technologies should be able to support these devices across the 

long distances and as a result, the network and transport layers need to be modified. 

• In IoT, a high volume of data is created, processed, analyzed and collected in real-time. 

And the data is unstructured, but the information derived from this data can provide 

business models and useful information for prediction and future use. 

• An IoT network can encompass a variety of devices including IP-enabled smart endpoints 

and legacy devices like factory machines that are not IP-enabled. So, there should be a 

mechanism that supports protocol translations. While in IT networks the existence of 

legacy devices is not a big deal and can be solved by upgrading devices. 

1-3 IoT Architecture 

The building blocks of IoT are sensor devices, remote service invocation, communication 

networks, and context-aware processing of events. However, what IoT tries to picture is a unified 
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network of smart objects and human beings that can communicate with each other universally and 

ubiquitously [5]. 

Based on the different verticals and different fields of interest several groups developed different 

IoT architectures to fulfill various requirements. Below are some of the proposed architectures: 

• One M2M IoT Standardized architecture. 

• IoT World Forum (IoTWF) Standardized architecture. 

• Purdue Model for Control Hierarchy. 

• Industrial Internet Reference Architecture (IIRA) by Industrial Internet Consortium (IIC). 

• IoT-A (Internet of Things Architecture). 

In this section, two well-known architecture models will be reviewed: One M2M IoT and IoTWF 

architectures. 

1-3-1 ETSI1 M2M Standardized Architecture [1] 

In 2008, ETSI created M2M Technical Committee that focused on creating a common architecture 

that would help to accelerate the adoption of M2M applications and devices. So, it was initially 

designed for Machine-to-Machine applications.  

Later, in 2012, ETSI created a common service layer which can be embedded within field devices 

to allow communication with application servers. M2M architecture divides the IoT world into 

three different domains where each domain has certain functions and protocols. This architecture 

describes how things communicate.  

Figure 1-1 shows the overall M2M architecture layers, functions and protocols [1]. 

  

 
1 European Telecommunication Standards Institute 
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Figure 1-1- M2M model architecture [1] 

• M2M Device Domain (Access/M2M Area Networks): It is where IoT objects reside 

including sensors and IoT objects. Sensors communicate with each other and the network. 

Sensors need Gateways in order to communicate with network. In other words, this layer 

provide communication between IoT objects and endpoints using the communication 

network including wireless Mesh technologies IEEE 802.15.4, wired device connections 

like IEEE 1901 PLC and wireless point-to-multipoint like IEEE 802.11ah. 

• Network Domain (Backhaul and core networks): This is where sensors can communicate 

over the Gateway and data can be forwarded to another network domain. This domain 

provides connectivity between Local Area and some applications some where in the cloud. 

The connectivity can take multiple forms. It can be radio-based through the satellite, wired 

or wireless connection. Because of this variety, lots of different protocol exist including 

LTE, WiMAX and MPLS. In other words, multiple networking technologies can be 

leveraged to achieve connectivity between devices in the device domain and applications 

in the application domain. This domain includes modules for physical network that IoT 

applications can run on top of it using underlying management protocols and hardware. 

• Application Domain: It is a place where applications are created that leverages data 

collected and taken from different devices and make use of data. At this level, management 

functions are bold. For instance: smart energy management, connectivity management, 

data analytics and fleet management. This layer provides connectivity between devices and 
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their application and applications are industry specific. So, they will have their own data 

models. 

1-3-2 The IoT World Forum (IoTWF) Standardized Architecture [1,6] 

IoTWF is an architectural committee led by Cisco, IBM, Rockwell Automation. So, they 

introduced an architecture for communication between IoT devices and applications like seven-

layer OSI model in 2014. So, they introduced sever-layer IoT communication system and it is 

called IoT Architecture Reference Model. But layers are not as the same as OSI model.   

Figure 1-2 depicts this architectural approach. The advantages over this structured architecture are 

the following:  

• Providing simplified perspective on IoT. So, instead of having complex vertical specific 

type of structure, one common type of structure exists that can describe any IoT field. 

• This model includes some aspects that are not covered by ETSI M2M and One M2M 

models like: edge computing, data storage and access. 

• By this model, the IoT problem can be divided into a set of smaller parts. 

• Identifying different technologies for each layer. 

• Each of these layers and functions can be supported and provided by different vendors. 

• A tiered security approach can be applied for each of these layers. 

 

Figure 1-2 IoT reference model introduced by IoTWF [1] 
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Physical Devices and Controller Layer: 

Smart objects reside in this layer. Smart objects can be sensors, machines, actuators and they can 

be anywhere while their main responsibility is to generate data and being queried and controlled 

over the network. IoT devices are capable of analog to digital conversion as required, generating 

data, making queries and controlling over the network [6]. 

Connectivity Layer: 

Now, the objects need to connect to some places like local access points. The connectivity is a 

layer two communication. For example, by using 802.15.4 Zigbee protocol, the smart objects can 

get connected to a central point at home and still no IP routing is needed. The main responsibility 

of this layer is reliability and timely transmission of data.  

The transmission can be two types. First one is between Layer 1 devices and the network. While 

the second is between the network and the information processing that occurs at Layer 3 (Edge 

computing layer). Also, some legacy devices may exist that are not IP-enabled and requires 

communication gateways, or some may need vendor-specific controllers to function [6]. All types 

of networking elements for IoT exist at this layer. The main responsibilities of this layer include: 

• Communication between layer 1 devices. 

• Switching and routing. 

• Reliable delivery of information through the network. 

• Protocol translation. 

• Network layer security. 

Edge Computing Layer: 

Unlike the network OSI model that data is sent across the network and causes the bandwidth to be 

utilised unfairly, here some data may be processed before sending across the network. For 

example: if a device is sending keepalives every 5 seconds, then the data or keepalives will not be 

sent to central point across the network due to excessive traffic, instead it will be processed locally. 

This layer is also called Fog Layer. The main goal of this layer is data reduction and converting 

the network information to a form that can be processed and stored by higher layers. In IoT 

reference model, the processing is done earlier and close to edge device of the network.  So, at the 
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edge of the network data will be evaluated if it can be aggregated or filtered before sending it to 

higher layers.  

Also, data will be reformatted and decoded for the higher layer and based on the data, it will be 

checked if a critical function like an alert, notification or other actions need to take place or not. 

So, the focus of this layer is on high-volume data analysis and transformation, evaluation whether 

certain criteria are met, and data should be processed by higher levels or no, decoding encrypted 

data, reducing or summarizing data for reducing traffic in the network. 

Data Accumulation Layer: 

From this layer to higher layers, the data that was generated by the lower layer will be stored, 

collected, processed and analyzed. In this layer, data which can be raw or preprocessed will be 

stored in a central place and some intelligent tasks can be performed it in real-time or after a fact 

or event, by correlation or by machine learning.  

So, the main goal of this layer is making data available in a central location which is available for 

applications when required. Also, event-based data will be converted to query-based processing. 

In short, data is stored and buffered and can be used by applications in a non-real time fashion. So, 

application can access data whenever they need. And data in motion will be converted into data 

at-rest [6]. Network packets will be converted into database relational tables. Data volume will be 

reduced by filtering, sampling and selective storing. 

Data Abstraction Layer: 

At this layer, data will be reused and abstracted. So, instead of having nonsense numbers, data will 

be turned into meaningful ones. In other words, some algorithms will run over the data and some 

intelligence will be made over data and they will be meaningful like too cold, too hot.  

Precisely speaking, multiple formats will be reconciled in a consistent format and multiple data 

will be stored in one place using virtualization while making assure that data is complete for 

higher-level applications. So, multiple data will be consolidated and stored into one place by 

virtualization technique.  

Also, Data Abstraction Layer performs data render and storage in order to provide a testbed for 

developing simpler and performance-enabled applications. Since data may not be stored in the 
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same storage, data abstraction is needed. And that is due to some reasons like the high volume of 

data, consuming high processing power while moving data into database [6]. 

Application Layer: 

Software applications will interpret data. In IoT, different applications perform monitoring, 

controlling and providing reports based on the analysis of data. In other words, applications can 

be subdivided into three application categories: reporting, analytics and control applications [6].  

Also, applications are varied, based on the business needs, market and nature of the device data. 

So, some applications may focus on controlling devices while others may monitor the device data 

and this indicates different application models, programming patterns, operating systems, 

hypervisors, software stack to name but a few [1,6,7]. 

Collaboration and Processes Layer: 

This layer can change business processes and delivers the benefits of IoT. IoT includes people and 

processes. People use the application and data for their own needs. And this is the applications that 

empowers and facilitates people to do their tasks. And in order to take any actions, people need to 

communicate and collaborate with each other. 

So, as explained earlier, bottom of the stack covers OT domain and for industries like oil and gas 

it consists of sensor devices, refine machinery and devices embedded with pipelines while the top 

of IoT stack covers IT and consists of servers, data bases and applications. In OT layers or bottom 

of IoT stack layers data is generated in real-time in a rate determined by the applications generating 

them and with high volume while upper layers will buffer and store data in certain locations and 

then process them with different speed [1]. 

1-3-3 Simplified Architecture 

As mentioned earlier, different IoT architectures introduced during the time and different 

architectures considered special use cases and needs. But most models have some common 

characteristics and features: 

Almost every model was built over the multiple parallel domains or in multiple layers. And each 

layer works independently from another, each of them performs specific tasks and functions and 

consists of certain protocols, but some protocols may run and reside at more than one layer.  
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Each of these models aims to connect things or objects to the network and communicates with 

applications. The IoT models can be in parallel or vertical structures. This section discusses the 

simplified architecture for IoT as shown in figure 1-3. In the simplified architecture, IoT is divided 

into two separate stacks: IoT Data Management and IoT Core Stack. And they work in parallel 

and almost every model has this Core IoT stack function [1].  

 

Figure 1-3 IoT simplified architecture [1] 

 

To talk about the IoT structures simpler, there is an object itself. The sensor of the smart object 

communicates with the network and with the application managing that object as a networking 

object. This is called Core IoT functional stack. In this stack, three different layers exist.  

At the bottom, “Things Layer”, smart objects and sensors exist, sensors will communicate with 

wireless access points and generates data and transmits data and they should fit with the 

environment constraints.  

In the next layer, network communication will take place with Wireless Access Points or 

Gateways. So, when the smart objects can not take actions alone, they need to communicate with 

external sources through the wireless communication. So, multiple smart objects within a 

proximity will have a common Gateway and that Gateway will send the collected information 

taken from smart object to a central location for data processing. And the central location for data 

processing is placed in different location other than smart objects location. The Gateway is IP-

enabled device. So, it forwards information in form of IP packets.  
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In the third layer, the Application Layer will manage smart devices and not the data generated by 

the smart devices. So, applications will instruct the smart devices what actions to take based on 

the collected information and the algorithm runs over this data.  

Core IoT Functional Stack is built around the smart objects performing certain tasks and functions. 

Some actions can be done autonomously without the interaction with external systems. But in most 

cases, smart objects interact and exchange the information they have collected with external 

sources or other smart objects.  This management platform performs data processing and helps the 

smart objects to take what actions based on the collected data [1]. So, Core IoT Functional Stack 

is divided into three layers of [8]: 

• Perception or sensor Layer: This layer consists of sensors and RFID tags that can send or 

receive information from the environment and can forward the information to upper layers 

for further processing. 

• Middleware Layer: This layer provides several tasks like network communication 

technologies including Bluetooth and Wi-Fi, assigning IPv6 addresses to objects for 

communication and data collection and processing which come from sensors. 

• Application Layer: Performs application-specific, business management, security 

functionalities. 

Along with the Core IoT Functional Stack, data is generated from sensors and transmitted to 

infrastructure. So, data management is done as a separate domain or as a function inter-weave 

inside one of the layers [7]. So, for data management three different layers exist as shown in Figure 

1-3 IoT simplified architecture. 

• Edge Layer: In sensors level, there might be some processing that can be done, and it is 

called “Mist Layer” or “Edge Layer”. So, data management will be done in the sensors. 

• Fog Layer: It is an intermediate location where data will be concatenated or some of the 

data will be managed and returned by the sensor. So, data management is done in the 

Gateways and transit network. 

• Cloud Layer: Applications in the cloud or central data center will manage the data. 
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1-3-4 Advantages and Disadvantages of Simplified Architecture 

The key advantage of this model is its simplicity. Data processing is centralised and done outside 

the smart cloud and somewhere like cloud. So, smart objects should connect to cloud applications. 

But since the volume of data or the number of smart objects can increase, several challenges will 

appear like latency and in large IoT networks this latency can reach to hundreds or thousands 

milliseconds, network bandwidth management, data volume which makes the data analysis, 

storing and processing complicated specially in real-time [1].  

1-4 IoT Components 

This section will discuss the IoT main components based on the simplified architecture [1]. 

1-4-1 Smart Things or Objects 

IoT networks are made of objects or things which can be smart objects or legacy ones. Smart 

objects are building blocks of IoT. As mentioned in [1], smart objects can be called as smart 

sensors, IoT devices, intelligent devices, and smart things. A smart object has the following 

features: 

• Processing Unit: For processing, receiving data and analyzing information received by 

sensors. 

• Sensors and Actuators: An object requires a sensor to sense, feel and monitor the 

environment for its measurements while it also needs actuator in order to trigger certain 

actions. 

• Communication device: In order to communicate with other smart objects and Gateways, 

it needs a communication medium which can be wired or wireless. 

• Power: A smart object needs to have a power to perform its duties and to be available. The 

smart object can be battery-powered or can be obtained from external sources like solar, 

wind. 
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IoT objects can be divided into several categories as shown in figure 1-4: 

 

Figure 1-4 Smart Objects Classifications 

• Energy Supply: This category is based on whether the object has its own power supply, or 

it is supported by external power source. The difference is that Battery-powered objects 

can move easily but they have lifetime and energy restrictions and it affects their frequency 

range. 

• Movement: If the sensor can be moved from one object to another object or if the object is 

a moving object, it is called mobile. This will affect the frequency range and power source. 

• Reporting frequency: This is based on how frequent the object will send the data or 

collected parameters. So, higher frequency like sending data per second will consume more 

energy than weekly frequency. 

• Report range talks about how far the object is from the Gateway.  

• Object density per cell focuses on the how many smart things exist within a proximity 

connected the same Gateway.  

• Also, the data that is sent by objects can be simple one like the data transmitted by the 

humidity, temperature sensors while some information can be richer and richer data will 

consume more power. 
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1-4-2 Sensors 

Sensors collect information from physical world and convert to digital or electrical signals and 

then transmit to central locations like Gateways for further processing and converting this 

information into a meaningful useful data. Sensors are usually integrated or embedded into objects 

and the objects are connected to cloud by wired or wireless networks [1, 7]. Sensors can be divided 

into the following subcategories as shown in Figure 1-5:  

 

Figure 1-5 Sensors classification 

Active or passive sensors focused on whether the sensor generates energy or power as an output. 

if yes, the sensor is active or else, if it needs external power supply, it is a passive sensor. 

Invasive sensors are those that are part of the environment that wants to measure. Some sensors 

need physical contact while measuring and they are called contact sensors.  

Finally, it can be divided based on the application type. However, there are loads of classifications. 

For example, some sensors are position-based which measures the position of object, occupancy 

sensors which checks the presence of humans, animals or velocity sensors which checks and 

measures object’s speed or its rotation per cycle, humidity, temperature, pressures sensors and so 

on [1]. 

1-4-3 Actuators 

Actuators receives control signals in the form of electrical signals or digital format and then 

triggers an action like motion [1]. Figure 1-6 shows the process. 
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Figure 1-6 The interaction between sensor and actuator [1] 

As mentioned earlier, sensors sense, measure and monitor the surroundings and send electrical 

signals or digital commands to their CPU for further processing and then the CPU can send a signal 

to actuator to take an action and do something regarding that impact. Actuators also can be 

classified into several categories (Figure 1-7). So, actuators can be one-axes, two-axes, three- axes 

based on the type of the motion they make or based on the power output they can be high- power, 

low power. Also, based on the number of stable outputs they can be binary or continuous.  

 

 

Figure 1-7 Actuator classification  
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1-4-4 Network Technology 

Network technology talks about over which network infrastructure smart objects will communicate 

with each other or with the Gateway. The technology is based on the object types, needs and use 

cases [1]. A small mobile smart object does not require a great power supply and large antennas. 

Figure 1-8 shows the network technologies and their use cases. As mentioned by [1], the IoT 

network technology affects the type of topology and frequency band. Also, the network technology 

depends on the range between smart objects and the information collector. So, access groups can 

be as shown in Figure 1-8 and Figure 1-9: 

 

Figure 1-8 Network technologies [1] 

 

 

Figure 1-9 Network classification  

Personal Area Network

• Covers only a few meters. The wireless technology can be Bluetooth.

Home Area Network

• Covers a few tens of meters. Examples can be ZigBee technology and Bluetooth Low Energy (BLE).

Neighborhood Area Network

• Covers a few hundred meters which refers to a proximity of multiple houses that data collected from.

Field Area Network

• It is a group of  NANs and is called Open Space.

Local Area Network

• Covers a few kilometers

Wide Area Network

• Covers more than a few kilometers.
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So, when the requirements of smart objects identified like mobility and data transfer, the number 

of objects within a small proximity should be specified and this depends on the transmission range, 

frequency and data transfer [1,7].  Also, the wireless cell size will be determined by the amount of 

data being carried and the amount of power consumed during the transmission. So, networking 

topologies for IoT can be: 

• Point-to-point: This topology is not a popular choice for IoT since only a single object can 

communicate with a single Gateway.  

• Point-to-multipoint: It provides communication of one end to more than one end device. 

This is a common topology in IoT since one or more Gateways can communicate with 

more than one object. So, some sensor nodes will collect IoT data while the others can do 

the tasks of collecting information and forwarding. And some technologies will be 

subcategorized based on the functionality of node and sensor. In other words, some nodes 

may work on the Core IoT Function Stack while the others may work only on Data 

Management Stack or some may work on both. For example: 802.15.4 standard (ZigBee) 

works based on this fact. 

• Mesh topology: This topology can make nodes to communicate with more than one node. 

Also, this topology provides redundancy because more than one path exists for each node. 

But all nodes can not communicate with each other directly. In other words, full mesh is 

not popular in IoT infrastructure. 

1-4-5 Sensor Networks 

SANETs or Sensor/Actuator networks is network of sensors that sense, measure and monitor the 

surrounding environment and based on the received data and communication, they trigger certain 

actions and functions caused by actuators. A good example of SANETs can be smart homes that 

has temperature sensors for heating and cooling actuators and based on the received temperature, 

they trigger actions like making home warmer or cooler [1]. 

On the other hand, Wireless Sensor Networks or WSNs are wireless SANETs. As the name 

indicates smart objects are connected wirelessly. WSNs are self-organising networks with dynamic 

topology [38]. Sensor nodes consists of four components transceiver, sensing component, 

processing module and power. Sensing component composed of sensor and analog-to-digital 

converters in which sensors will sense the environment and analog data will be converted to digital 
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format. Transceiver port provides access to Internet and other networks. And power module which 

can be battery or solar cell [37]. Figure 1-10 depicts the general components of WSN.  Shortly, in 

WSN the tracked or sensed information will be forwarded to sink node through multi-hop routing. 

Also, when the node needs to move, it uses mobilizer component.  

Another important point is the communication medium in WSN is air and can be compromised 

easily. WSN networks are lower in power consumption, scalability, reliability and low cost. 

However, WSN networks faced with several challenges and limitations including low processing 

power, lossy networks, low memory, low power and limited bandwidth speed.  

Wireless Sensor Networks can be heterogenous which means their sensors can be from different 

types and performing tasks for different applications. So, the communication protocols for such a 

network should be standardized and be capable of providing a trade-off between power 

consumption, resource utilization, security and throughput.  

 

Figure 1-10 Basic components of WSN nodes [37] 

From topological perspective, the question is which topology is suitable for WSN. As mentioned 

earlier, WSN composed of sensor nodes that collect information and forward it to a central location 

for further distribution. For such a network, the star topology that was designed for Wireless Local 

Area Networks is not a good idea. Since all nodes should get connected to central node or base 

station and that single base station should cover the whole area and makes a single point of failure. 

Even this topology is not suitable for IoT. One reason is that sensor nodes or even smart objects 

are limited in resources and their signal strength is limited. So, the base station may not be close 

enough to nodes to cover them. Therefore, Mesh topology introduced for such networks. In such 
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a topology, the nodes oversee routing packets to and from base stations which provides more 

overhead, more power consumption and energy. Then, hybrid topologies introduced which consist 

of nodes with no limitations in resource capacities. So, these nodes can forward and relay packets 

for other nodes while constrained nodes will not send data packets. Instead, they must forward it 

to unconstrained nodes or base stations as shown in figure 1-11 [52]. 

 

Figure 1-11 Comparison of different wireless topologies [52] 

1-4-6 RFID1 

RFID is a technology that can be integrated with IoT for authentication purposes. RFID is the 

alternative of barcodes. So, it helps to improve in security of devices [8]. RFID is technology that 

allows machines, devices, computers to identify and track the objects. So, if the devices integrated 

with the radio tags, they can be identified by computers. 

RFID composed of two components: RFID tags and RFID readers as shown in Figure 1-12. The 

tags have some information about the objects and should be attached to items or products in order 

to make items get identified and tracked automatically by the reader via radio waves. Then, the 

reader will decode the data integrated in the tag and will transmit them to the host computer for 

further processing.  

 
1 Radio Frequency Identification 
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Figure 1-12 The components of RFID [31] 

Here, RFID tags are attached to the objects and they come in two modes: active or passive.  

The active tags are battery powered and can initiate a conversation with the tag reader 

independently. While passive tags will be powered up by the tag reader. Tags are equipped with 

an antenna and microchip for storing data.  

Whereas the reader has radio frequency interface and a control unit for transferring data between 

tag and application software.  

Finally, the application software which is a database, or an application do the data processing and 

initiates this communication between tags and readers [31]. 

However, using RFID tags bring some security challenges and makes the network vulnerable to 

eavesdropping, spoofing, traffic analysis and DDOS attacks. Also, privacy can be affected by 

unauthorized readers through improper access control plan. So, tags can be trackable by tag 

responses [31]. 

1-5 IoT Impact and Challenges 

IoT ecosystem is a complex platform which involves different technologies for exchanging data 

autonomously between embedded devices. However, it facilitates people’s daily lives including 

health, safety, security, energy efficiency and environmentally. 

IoT deployments are facing with several major challenges and issues [1,8, 9 ,33]: 

• Heterogeneity: As IoT networks develop and grow up, the number of smart objects, their 

types and applications will be increased. So, there might be different types of smart objects, 

collecting different types of data for different applications.  
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• Resource constraints: As mentioned in previous sections, smart objects have limitations in 

power, processing power, memory and bandwidth. The goal is to minimize the power 

consumption while maximizing resource utilization. 

• Scalability: As the network grows, the number of devices joining to IoT network will 

increase too and issues like data management, addressing will appear. So, more data 

storage and processing requirements are needed. 

• Security: Due to the resource constraints in IoT devices, it is harder to apply the 

conventional security schemes in IoT platform like public key scheme and IP-based 

security, access control, authentication, authorization and intrusion detection approaches.  

• Some of the IoT challenges related to traffic loads and different traffic models. Since more 

and more devices are added and joined to the network. So, there should be proper traffic 

models, protocols, security methods and network considerations. 

• Another challenge is relevant to deployment of IoT platform like addressing, 

interoperability of different devices, mobility, identifying devices, energy efficiency, 

security and privacy. 

• Reliability and availability of devices and services are the other factors to consider. 

Services and applications should be available from anywhere at anytime for everyone. 

Here, the availability of the network and its coverage will be introduced while the topology 

may change and mobility should be provided, the network should be available and 

accessible.  

• Another challenge is that IoT system platform should be robust enough to provide services 

to users along with satisfying their mobility needs. So, in case of dynamic topology 

changes, there should be mobility management mechanisms.  

• Due to the dynamic behavior of topology, this will affect the routing mechanism as well. 

The routing protocol should be able to be adaptive in dynamic multi-hop mesh topologies 

while satisfying scalability, energy and security requirements.  

• Another challenge is providing a trade-off between energy consumption and reliability. IoT 

works based on UDP to avoid latency and less overhead and to conserve more energy while 

the retransmission control mechanisms and end-to-end reliability approaches can be 

considered in upper layers like application layer. 
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• Another challenge appears when the amount of generated data increased that cloud 

platform can store them and meet their capacity needs. Here, the challenge is transferring 

big data from edge devices like sensors to cloud infrastructure. So, certain concerns will 

show up like reliability, performance, delays, security and privacy.  

• Also, since a huge amount of data is generated by objects, there should be an analytical 

platform for processing the data and finding the correlations and patterns between big data 

sets. So, appropriate data mining, decision-making algorithms should be proposed to turn 

the raw data to usable knowledge.  

• Self-awareness: IoT objects should react and perform a certain task autonomously in 

response to any environmental situations without too much human interactions. 
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2-1 IoT Communication 

In IoT for connectivity there are several factors and differences that needs to be considered [1]: 

• Range: IoT works based on the short-range and medium-range wireless technologies. 

Short-range technologies work like serial cables and covers only less than tens of meters 

like Bluetooth and IEEE 802.15.1 technologies. Medium-range wireless technologies 

belong to IoT access technologies. It covers longer distances. The example can be IEEE 

802.11 (Wi-Fi), IEEE 802.15.4, IEEE 802.3 (Ethernet). 

• Frequency band: The frequency bands utilised by IoT access infrastructure can be divided 

into licensed and unlicensed bands. Using licensed bands make the problem more 

complicated as users should subscribe to have access while there is a better quality of 

service and guarantee of good service delivery. Then, ITU introduced unlicensed ISM 

bands for IoT access like 2.4 GHz and is used by Wi-Fi technology (IEEE 802.11 b/g/n), 

Bluetooth and IEEE 802.15.4 WPAN1. Using unlicensed frequency and facilitates the 

deployment as it does not require service provider. 

• Power Consumption: In IoT, nodes are classified into powered and battery-powered nodes. 

Powered nodes are connected to power source directly. So, their operations can not be 

limited to power consumption while they suffer from lack of flexibility and mobility. On 

the other hand, battery-powered nodes depend on their battery lifetime. They require low 

power consumption and technologies like Low Power Wide Area Network (LPWA) 

technologies introduced.  

• Topology: Connectivity in IoT works based on three topology types: star, mesh and peer-

to-peer. Star topology is popular for LPWA, cellular and Bluetooth networks using long 

and short-range technologies and a controller will provide communication among 

endpoints. While mesh and peer-to-peer topologies are common for medium-range 

technologies like IEEE 802.15.4. 

• Constrained node networks: It refers to low-power and lossy networks. The network 

performance can be affected by radio interference and it consists of pow-powered nodes 
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with power constraints. Therefore, Layer 1 and 2 protocols should be able to satisfy these 

restrictions. 

• Payload overhead: Since IoT works based on the IPv6, the minimum payload MTU size 

for IPv6 is 1280 bytes. So, using protocols with smaller MTU causes fragmentation 

overheads in the Link Layer. 

2-2 Connecting IoT Objects 

More objects need to connect to remote applications and to each other. Therefore, they form 

networks and more commonly these networks are wireless for simplicity and ease of deployment. 

There are loads of wireless technologies but one of the wireless standards that is designed for IoT 

platform is IEEE 802.15.4 standard. The aim of this section is to provide an overview regarding 

the 802.15.4 family of protocols. 

Back to sensor networks, sensors were connected to each other or to Gateways in order to get 

connected to other networks. This brings several requirements [1,6]: 

• Power limitation: Sensors have limitations in power. So, if they want to be alive for a long 

time, they must be battery efficient. 

• Topology changes: The network topology may change by adding new devices or changes 

in the connection type. So, the topology needs to be flexible. 

• Also, communications will be low ranged and low power. Hence, the throughput will be 

limited. 

• Data distribution is not uniform which means the data collecting by Gateway will vary 

depending on the size of the network, the number of devices and the frequency at which 

they will send data. 

So, considering these requirements and OSI model together reflects that those traditional 

MAC/Data link protocols will not act efficiently in the IoT platform. IoT platform needs a MAC 

Layer protocol that is efficient in terms of overhead. It should be power-efficient since sensors 

have resource and power restrictions. It should stable and reliable. And since topology may change 

and network will be extended by joining new devices and object, the MAC Layer protocol should 

be scalable. And these are good reasons that IEEE 802.15.4 protocol introduced.  
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2-3 Short-range Wireless Networks 

It is a good idea to share the differences and impact of each of short-range wireless network briefly. 

Short-range wireless networks divided into two parts: Wireless LAN (IEEE 802.11) and Wireless 

Personal Area Network (WPAN).  Wireless LANs is just an improvement or option for LAN 

networks (IEEE 802.3) and they both can coexist together for better flexibility. WLAN intended 

to improve the data rate, mobility in LAN networks [17].  

On the other hand, WPANs are designed for low-power, low-data rate wireless communications. 

And can be a replacement option for WLANs. Wireless PANs are divided into three categories: 

• High rate (IEEE 802.15.3): This category has a data rate of 11-55 Mbps and is good for 

real-time wireless video applications. 

• Medium rate (Bluetooth): It has data rate of 1-3 Mbps and is used for applications like 

wireless headsets for voice transmission. 

•  Low rate (IEEE 802.15.4): like ZigBee standard with data rate of 250 Kbps. 

2-4 IEEE 802.15.4 Standard 

It is a wireless access technology that was first released in 2003 and updated in 2006. Initially, 

IEEE 802.15.4 standard was designed to define low-data rate and low-cost WPANs. 

A PAN network is operated and managed by one PAN coordinator and is responsible for managing 

the PAN network and may consists of several coordinators that is responsible for a part of the 

network and regular nodes should connect to coordinator for their communications [8]. 

This technology provides easy installation and is very flexible and simple. Then, it was improved, 

and its range increased and could support up to scale of building but not larger than that. Examples 

of IEEE 802.15.4 deployments can be: home automation, automotive networks, industrial wireless 

sensor networks [1]. 

IEEE 802.15.4 was mainly designed for PAN and low-range networks which brings out lots of 

IoT-friendly features. Figure 2-1 shows the IEEE 802.15 protocol stack: 
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Figure 2-1 IEEE 802.15.4 PHY and MAC layers [15] 

• Low data rate communication: IoT devices will not send a heavy-load traffic and it is very 

unlikely that a device sends a traffic of 4 Gbps which is more common in IEEE 802.11 

standard. 

• Scalable and self-maintained: New devices can join to the network without any special 

configuration or changes. They just need to get merged to the existing network. 

• Low power and cost operation: A small battery device in IEEE 802.15.4 can work fairly. 

For instance, in IEEE 802.11 standard, the protocol stack has lots of options which implies 

some energy consumption. Also, a device using IEEE 802.11 standard should connect to 

access point and create a session. While connected to the wireless network, the device must 

send keepalives. So, different frames in IEEE 802.11 standard exist which shows 

operations of the network. This behavior leads to power consumption. While in IEEE 

802.15.4 standard, heavy battery-intensive messages are not exchanged. 

• The network topology is suitable for multi-sensor monitoring and controlling applications. 

It supports mesh and start topologies. 

• IEEE 802.15.4 belongs to Adhoc network category because the location is mobile and not 

predetermined [19]. 

• Low Power Area Wireless Network links are less secure than Ethernet or fiber links [19]. 

• The packet size is small and MTU size in IEEE 802.15.4 is 127 bytes [19]. 

• Two types of access methods used in IEEE 802.15.4 standard: beacon-enabled, and 

nonbeacon-enabled mode [8]. BE modes provides power management mechanisms using 

scheduling. In each active interval, nodes will communicate with the coordinator and each 

inactive timeslot, nodes move into the low power mode for conserving energy and during 

contention period, time-slotted CSMA/CA is used while in the contention intervals, TDMA 

is used and a timeslot is allotted to each node. For, the nonbeacon-enabled mode, 

CSMA/CA is used, and nodes are always active, and no energy conservation will be done. 
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Like wireless sensor networks, devices in IEEE 802.15.4 can be divided into two categories [16]: 

• Reduced-Function devices (RFDs): They have limited functionalities. RFDs can only 

communicate with FFDs and their processing power, memory space is less than FFDs. 

They do not tend to large amount of data and can associate with FFD. They are designed 

for doing simple tasks like switching on or off.  

• Full-Function Devices (FFDs): Devices or nodes belong to this category can do all the 

functions mentioned in IEEE 802.15.4 and can accept any roles. FFDs can talk with any 

nodes directly. They are called network coordinator. It is good to note that devices in this 

category can operate in one of these modes: 

o PAN coordinator: It is PAN controller and can create its own network with its 

associated configurations. 

o Local coordinator: It sends beacons for providing synchronization services. Local 

coordinator is usually associated with PAN coordinator or another local 

coordinator. Local coordinators can not create their own networks. 

o End device: It should be associated with a local coordinator and PAN coordinator 

before starting its communication across the network. 

2-4-1 IEEE 802-15-4 PHY Layer 

To be more precise, IEEE 802.15.4 PHY layer is responsible for data transmission using radio 

channels in the following frequency bands as well as dynamic channel selection. Channel selection 

is based on DSSS technique and channel function can be for detecting receiver’s energy, link 

quality, switching channels, search for beacon [16]:  

• 2.4 GHz, 915 and 868 MHz 

•  10 channels between 902- 928 MHz (40 Kbit/s) 

• Single channel between 868-868.6 MHz (20 Kbit/s)  

• And 16 channels between 2.4.- 2.4835 GHz (250 Kbit/ sec).  

Surprisingly, the lower the frequency band is better because signals can penetrate to walls and 

objects. So, the frequency band of (868- 915) MHz is a good choice. Although 2.4 GHz ISM band 

provides the maximum data rate but IEEE 802.11b also performs in this frequency range and the 

coexistence can make interference and issues [17]. 
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IEEE 802.15.4 PHY layer responsibilities include:  

• Radio transceiver activation and deactivation 

o Radio transceiver activation and deactivation will happen based on the MAC-

sublayer request. 

o Radio transceiver operates in one these states: transmit, receive and sleep. 

• Energy detection 

o The received signal power will be assessed. 

o No signal identification and decoding will be done. 

o This is done for purposes like selecting an appropriate channel algorithm or 

checking if the channel is busy or idle. 

• Link quality detection 

o Assesses the quality of received packet which in turn indicates the signal quality. 

o Techniques like SNR (signal-to-noise) can be used. 

• Channel Assessment 

o Checks if the medium is busy or idle and has three modes. 

o Energy detection mode: if the energy is above the threshold, the medium is busy. 

o Carrier sense mode: If a signal with modulation and characteristics of IEEE 

802.15.4 is detected then the channel is busy. 

o Carrier sense with energy detection: It is a combination of both approaches. 

• Selecting channel frequency 

o There are 27 channels for IEEE 802.15.4. 

o Transceiver should be placed be placed in one of the channels. 

2-4-2 IEEE 802-15-4 MAC Sublayer 

As mentioned in previous section, IEEE 80215.4 supports two media access control methods: 

• Beacon-enabled: When the PAN coordinator selects this access method, a beacon frame 

will be transmitted by PAN coordinator or local coordinator on a periodic basis for 

synchronization purposes among the nodes within the PAN network. And medium access 

is based on the slotted CSMA/CA and contention-free timeslots. Contention-free timeslots 
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will be allocated and considered for those time-sensitive nodes and applications looking 

for QoS and guaranteed bandwidth. By using beacon frame, the time interval in which the 

frames and data can be exchanged between nodes and across the medium will be specified 

and restricts super large frames. 

• Nonbeacon-enabled: In this mode, there is no beacon frames and super frames and medium 

access method is based on the CSMA/CA in IEEE 802.11 Wi-Fi. 

2-4-3 IEEE 802.15.4 Challenges 

However, IEEE 802.15.4 has several limitations including:  

• Low communication reliability: When the number of nodes is not too much, the delivery 

rate is still low and that’s due to the slotted CSMA/CA access method inefficiency.  

• No protection against the interferences or fading: Since IEEE 802.15.4 standard uses 

single-channel and has no frequency hopping mechanism to lessen the interference impact. 

Also, the network is not stable and not suitable for applications that are sensitive to latency, 

reliability and scalability [8]. 

• Unbounded delay: IEEE 802.15.4 MAC protocol is based on the CSMA/CA mechanism 

and it can not set what is the maximum delay for data delivery. 

• IEEE 802.15.4 beacon-enabled mode can only provide synchronization in star networks 

but not multi-hop networks with mesh topology [16]. Also, beacon-enabled mode is not 

scalable and relies on star network topologies. There is no clear practical approach about 

cluster-tree network implementation [16]. 

• Network coverage is limited to the PAN coordinator transmission range. 

And later IEEE 802.15.4 amendments introduced like IEEE 802.15.4g and IEEE 802.15.4e. 

• IEEE 802.15.4g: It makes the PHY Layer to be more efficient primarily in the world of 

IoT with the emphasis on the smart utility networks. The idea is to make the PHY Layer 

functions to operate in larger environment. An environment that is not purely PAN. For 

instance, FANs1 which can be seen like a group of homes which may have a single Gateway 

and their data is being collected for metering reasons like how much electricity they have 
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consumed. Initially, IEEE 802.15.4 could not support it. Therefore, this version increased 

PHY Layer operations to adapt larger ranges. 

• IEEE 802.15.4e: This amendment enhanced MAC functionality by introducing features 

like time-slotted access, multichannel communication and channel hopping. So, this is a 

low-power multi-hop MAC protocol [8]. Here, nodes operate in very low energy, but they 

appear always on to the upper layers. 

There are other protocol stacks that make use of IEEE 802.5.4 for the physical and data link layers. 

Like: ZigBee, 6LoWPAN (Figure 2-2). The following sections will discuss about their 

specifications and differences. 

 

Figure 2-2 IoT protocols [10] 

2-4-5 IEEE 802.15.4 vs IEEE 802.11 and IEEE 802.11ah for IoT  

Wi-Fi (IEEE 802.11) is one of the main wireless access technologies for IoT. However, Wi-Fi can 

not support unlicensed sub-GHz signals. Sub-GHz band is used for low-power or battery-powered 

nodes. This is the reason that IEEE 802.11ah was introduced. This standard provides several use 

cases and supports including sensors and meters in smart grid, extended-range Wi-Fi that is when 

distances can not be supported IEEE 802.11a/b/g/n and aggregation of IEEE 802.15.4g 

subnetworks. IEEE 802.11ah added another feature to the PHY Layer to support sub-GHz 

frequency bands [1]. 
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Besides, IEEE 802.11 ah standard combined good features of both Wi-Fi and low-power sensor 

network. This standard provides single-hop communication over longer distances like 1000 m. In 

order to do that, relay access points are used to extend the connectivity to nodes that are multi-hop 

away. While IEEE 802.15.4 alone can not provide communication over longer distances.  

The original IEEE 802.15.4 standard works for 2.4 GHz unlicensed ISM band and the data rate it 

supported was up to 250 kbps while IEEE 802.11ah relies on Sub-1GHz for providing longer 

distance coverage in Wi-Fi networks. The legacy IEEE 802.15.4 standard worked based on 

CSMA/CA which failed in avoiding collisions. On the other hand, IEEE 802.11 ah worked 

efficiently based on RAW-based approach. Also, it provides faster authentication mechanism 

when larger number of nodes are connected to AP [9]. 

Generally, Wi-Fi can be used in several IoT testbeds due to their integration with existing 

infrastructure and is compatible with IP network. While IEEE 802.15.4 is designed for Ad-hoc 

networks that has resource limitation, lower power and lower data rate. In this type of network, 

IEEE 802.11 standard may not perform effectively and efficiently [18]. The simulation results that, 

indicates the performability of IEEE 802.11 regarding packet delivery, throughput and end-to-end 

delay. It was mentioned IEEE 802.11 could reach higher packet delivery ratio compared to IEEE 

802.15.4 as the number of nodes grow [18]. 

The main features each of these three standards can be shown in table 2-1: 

Table 2-1 Main characteristics of IEEE 802.11, IEEE 802.11ah and IEEE 802.15.4 

 IEEE 802.11 IEEE 802.11ah IEEE 802.15.4 

Frequency bands 2.4 GHz- 5 GHz Sub-GHz 2.4 GHz and Sub-GHz 

Topology Adhoc, infrastructure Star Star, Mesh 

Range Medium- High Medium Medium 

Data rate Medium- High Low-High Low 

Channel access CSMA/CA RAW CSMA/CA 

 

2-5 ZigBee 

ZigBee is one of the protocols that implements IEEE 802.15.4 like 6LoWPAN and wireless HART 

protocols which in turn increases the features of IEEE 802.15.4 standard. In other words, it is a 
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low cost, low power, low data rate wireless protocol for battery-powered devices. ZigBee lower 

data rate is good for wireless communications that sends and receives simple commands or 

information from sensors like temperature [17].  

This protocol introduced by ZigBee Alliance Group specializing in Adhoc control in 2003 [12]. 

ZigBee takes advantages of IEEE 802.15.4 MAC and PHY layers and on top of that it adds new 

functions as shown in Figure 2-3. It adds logical network, security and application software. It is 

a wireless mesh network with self-organising specification [13].  

Wireless devices using ZigBee standard, can operate in the following frequency bands: 868 MHz, 

915 MHz and 2.4 GHz [17]. As mentioned earlier, it has a built-in security. Network and security 

layers are responsible for setting up the network, configuring routing table, calculating routing 

path, neighbor discovery, topology formation and security communication. 

In terms of security perspective, it applies IEEE 802.15.4 security approach in the MAC Layer and 

uses AES 128-bit key. It also applies security in the Application and Network layers [1]. ZigBee 

protocol defines the Network Layer specifications for star, tree and peer-to-peer network 

topologies and provides a framework for application programming in the Application layer.  

ZigBee protocol works with the IEEE organisation to ensure solution development. ZigBee goes 

to all seven layers. In ZigBee, many industry-specific applications are predefined, and vendors can 

create their own customised version. These industries include smart energy, security systems, 

medical data collection, utilities monitoring and control and home automation.  

One example of ZigBee application can be found in blood pressure in-home monitoring systems. 

So, the information related to pressure and heart rate will be collected by wearable device that is 

ZigBee-enabled. Then, the information will be sent to central system like patient’s computer and 

important information will be sent to patient’s nurse wirelessly and by Internet [17]. ZigBee 

structure only provides interoperability with vendors under the auspices of ZigBee alliance [1]. 
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Figure 2-3 ZigBee Protocol Stack [1] 

ZigBee focuses on two layers of OSI model: network and application layers [11]. And IEEE 

802.15.4 is the basis for ZigBee protocol. The following is the characteristics of ZigBee protocol 

[13, 14]: 

• Low power consumption and requires at least two-year batter life for devices. 

• Low cost because communication protocols are simplified, and data rate has been reduced.  

• Low offered message throughput and has period, intermittent transmission. 

• The minimum requirement for implementing ZigBee and IEEE 802.15.4 is simpler and 

less compared to IEEE 802.11 [17]. 

• Lower data rates and consists of simple devices 

• Supports larger networks 

• Transmission scheme is DSSS 

• No guarantee for QoS 

• Flexible protocol design 

• Networks are secured by AES 128-bit encryption 

• It uses reactive routing protocol and will establish a route if there is a demand (like AODV 

protocols). 

Also, ZigBee achieves to higher reliability by utilizing IEEE 802.15.4 standard with DSSS1 and 

O-QPSK2 approaches which provides a good performance in terms of [11,12,13]: 

 
1 Direct Sequence Spread Spectrum 
2 Offset-Quadrature Phase-Shift Keying 
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• Low signal-to-noise environments.  

• CSMA/CA access method by listening to the media before transmitting the data.  

• 16-bit CRC frame checksum.  

• Acknowledgement per hop meaning that for each unsuccessful packet the retrial will be 

done up to maximum of three times and if the packet could not get delivered to destination, 

ZigBee informs the sending node about it. 

• And mesh networks which brings the benefits like extended network range by multi-hop, 

forming Adhoc network, automatic route discovery and self healing [11].   

Downsides of ZigBee are relying on a single wireless link technology, it is tightly coupled with 

application profiles, limitations in integrating with Internet and it is not scalable, low data rates 

and it is not free [12, 13]. 

2-5-1 PHY Layer 

As mentioned earlier, the PHY layer in ZigBee is IEEE 802.15.4 PHY Layer which is responsible 

for communicating and managing the radio transceiver. General tasks involve activation of radio 

for delivering packets, channel selection, chip modulation, transmission rate specifications [17].  

2-5-2 MAC Layer 

MAC Layer is responsible for association and disassociation of services and if the device is 

coordinator, it generates beacon frame and synchronizes the device with beacon. Using beacon 

provides timely schedule for all nodes [19]. However, using beacon adds more complexity to 

ZigBee implementation.  

MAC layer also controls the channel access for avoiding collisions using CSMA/CA. So, if a node 

wants to transmit, the MAC Layer senses the medium for any other radio transmissions and if the 

line is busy, it waits for some time. This time is defined by the timer and back off algorithm and 

then retries to transmit its data. Also, Mac Layer provides acknowledgement for all ZigBee packets 

in a hop-by-hop format. There are four types of MAC frames: 

• Beacon frame: Used by PAN coordinator for synchronizing the clock of all the devices in 

the network. Also, it notifies the device if there is a pending data for him. If the answer is 

yes, the devices will pull the data from coordinator using indirect transmission [19]. 
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• Data frame: It is used for data transmission. Data frame is the payload of network layer. 

Then, it becomes MAC layer payload. 

• Acknowledge frame: It is used for the acknowledging the successful receipt of data frame. 

It does not carry any MAC payload [19]. 

• MAC frame: Also, called Command frame and includes commands like request to 

associate/disassociate with the network. 

2-5-3 Network Layer 

Like IP network, it performs routing and addressing. Here, ZigBee coordinators and ZigBee 

routers will perform route discovery each destination. Also, the type of the network, topology, 

network address assignment will be defined by coordinator [17,19].  

There are two types of routing in ZigBee: Mesh routing and tree routing. Briefly speaking, mesh 

routing is done on point-to-point fashion between the ZigBee routers. And for mesh routing, 

AODV1 routing protocol is adopted which is a reactive protocol and routes will be established 

upon they are needed. While in the tree routing, the coordinator becomes the root and end devices 

are the leaves. But this routing is good for small to medium network sizes and as the network 

grows using this approach by resource-constrained devices causes memory overflow [19]. 

2-5-4 Application Layer 

Here, application objects reside. Application objects manage and control the protocol layers in a 

ZigBee device [17]. Also, for each specific application, an application profile can be defined which 

specifies the message formats, processing actions.  

Two types of application profiles exist: vendor-specific and public application profiles. Public 

profiles are interoperable between different vendors while vendor-specific profiles are designed to 

be interoperable and used with products of one specific vendor [19].  

Finally, ZigBee profiles are like port numbers in IP stack. So, when the application receives a 

packet, it demultiplexes based on the endpoint identifier [17,19].  

 
1 Ad hoc On-demand Distance Vector 



39 

 

2-6 6LoWPAN 

6LowPAN or IPv6 over Low-power Personal Area Network is an adaption layer protocol designed 

to carry IPv6 packets efficiently across the WPAN like IEEE 802.15.4 radio links [14]. 6LoWPAN 

is an IETF standard and was introduced in 2005. This protocol incorporates IPv6 in low-power, 

low-rate wireless networks and embedded devices efficiently by utilizing Adaptation Layer. Since 

embedded devices has limited power and memory and at the same time wireless technology uses 

short range, low-power wireless radios and in turn it causes data rates, frame sizes to be limited 

and smaller.  

In IEEE 802.15.4, the frame size is 127 Bytes and IPv6 supports the links with 1280 Bytes, so 

there is a strong need for having an Adaption Layer to perform packet fragmentation and 

reassembly [19].  In order to support IPv6 requirements, the compression techniques utilized to 

reduce the header overhead [19].  

So, in order to work with low-power micro controllers and wireless technology, different IP 

protocols were designed like µIP, Nano IP. However, it was the IEEE 802.15.4 standard that leads 

to introduction of 6LoWPAN standard.  6LoWPAN and LoWPAN can use interchangeably where 

LoWPAN is referred to the type of LoWPAN network or node and 6LoWPAN refers to general 

standard.  

6LoWPAN uses IEEE 802.15.4 standard ,2.4 GHz wireless technology, for embedded networks 

plus sub-GHz radios, powerline and long-range telemetry links technologies [12]. 6LoWPAN 

supports Mesh networks. In 6LoWPAN, security can be supported using AES- 128 encryption or 

using TLS protocol at transport layer [13].  

In short, 6LoWPAN was designed to provide basic services like [19]:  

• Fragmentation and reassembly of packets: If the IPv6 cannot be carried over a single IEEE 

802.15.4 frame due to small MTU size, fragmentation is needed. 

• Header compression: In 6LoWPAN, stateless compression approaches are considered, and 

the aim is to remove the redundant information between layers instead of IP packets. In 

other words, the aim is to obtain the IP address from Link Layer addresses for example by 

eliminating common zeros in IPv6 address. 
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• Link Layer or layer 2 forwarding when multi-hop is used. 

Some of the applications of 6LoWPAN are the following [12]: 

• Providing communication framework between embedded devices and Internet-based 

services. 

• Integrating low power heterogenous networks. 

• Applications that require open, reusable, adaptable and scalable networks for new use cases 

and services like home automation, healthcare and logistics, industrial automation, energy 

efficiency, smart metering and smart grid, security systems, facility management and 

vehicular automation. 

One of the advantages of 6LoWPAN is interoperability with IP-enabled links whether they are 

wired or wireless. 6LoWPAN and ZigBee have some similarities as they run on top of IEEE 

802.15.4 and the choice of one of these two protocols depends on the application. If the target 

application does not need to communicate with IP-enabled network and the frame size is small, 

then there is no need to use 6LoWPAN [17]. 

2-6-1 6LoWPAN Protocol Stack 

In this section, the information regarding 6LoWPAN protocol stack and its differences with normal 

IP protocol stack will be discussed. Let’s discuss their differences first. Figure 2-4 shows their 

protocol stacks and layers [12]: 

 

Figure 2-4 6LoWPAN vs IP protocol stacks [12] 
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• 6LowPAN protocol stack supports IPv6 only by involving Adaption Layer to be able to 

run efficiently over IEEE 802.15.4 [1]. 

• It does not support IPv4 and there is no standardized Adaption Layer for IEEE 802.15.4 

[1]. 

• UDP is the most common protocol used in 6LoWPAN instead of TCP. Using TCP adds 

more complexity, performance overhead. UDP will be formatted and compressed in a 

format suitable for 6LoWPAN. 

• It uses ICMPv6 for control messaging for network reachability and network discovery. 

• Link Layer responsibilities in Internet Protocol are framing, error checking, flow control, 

congestion control, addressing, retransmission, broadcast. While, the basic Link Layer 

tasks to support 6LoWPAN is addressing, framing and unique transmission. 

• 6LoWPAN Link Layer responsibilities are different and that is due to a special type of link, 

it uses. The basic responsibilities are framing, addressing and unicast transmission. Also, 

fragmentation will be done in Adaptation Layer to support the maximum frame size of 

1280 bytes and 6LoWPAN cannot support IPsec.  

• Also, adapting IPv6 to LoWPAN frame format is done by 6LoWPAN edge routers. 

The 6LoWPAN Adaptation Layer maps the services required by the IP Layer on the services 

provided by the IEEE 802.15.4 MAC Layer. More precisely, Adaption Layer is responsible for 

fragmentation, reassembly and compression of IPv6 and other headers. 

2-6-2 6LoWPAN Architecture 

6LoWPAN consists of several low-power wireless networks and more precisely wireless stub 

networks. Stub networks are not transit networks. In other words, they are destination or source 

networks of IP packets. 6LoWPAN support Mesh network topology. There are three types of 

LoWPANs as shown in Figure 2-5.  

Usually, a LoWPAN network consists of multiple nodes where each node can be a host or routers 

and they have a same IPv6 prefix meaning they belong to the same network. LoWPAN nodes can 

transmit IPv6 packets and use UDP as their transport protocol [12]. LoWPANs can connect to IP 

networks and IPv6 Internet by edge routers. Edge routers exchanges the data inside the LoWPAN 

network between devices and provides data exchange between Internet and LoWPAN devices 

[13]. New nodes should register themselves by edge routers through the Neighbor Discovery 
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process. The edge routers will do 6LoWPAN compression and Neighbor Discovery in addition to 

routing the traffic and IPv6 forwarding. Also, the communication topology is multi-hop topology 

using IP routing or link-layer forwarding. Some designs prefer to use multiple simple LoWPANs 

instead of Extended LoWPANs for better, simpler management. Below is the short description of 

each of the LoWPAN types: 

 

Figure 2-5 LoWPAN architecture [12] 

• Simple LoWPAN: It is a collection of 6LoWPAN nodes. Nodes share a common IPv6 

prefix and it can connect to IP networks by LoWPAN Edge router. 

• Extended LoWPANs: Consist of multiple LoWPAN edge routers connected to each other 

via backbone links like Ethernet. It has multiple edge router instead of one edge router and 

edge routers share a common backbone link. 

• Ad hoc LoWPANs: They are not connected to the Internet. It can operate without an 

infrastructure. Also, one router will act as simpler version of the edge router. This edge 

router is responsible for generating unique local unicast address and 6LoW neighbor 
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discovery registration. It is like simple LoWPAN but uses IPv6 local prefixes. Finally, 

there are no routes outside the LoWPAN networks. 

2-7 CoAP1 Protocol 

Since IoT runs over the low-power and lossy links, it is reluctant to use connection-oriented 

protocol like TCP for its transport layer as maintaining a permanent session between devices in 

6LoWPAN infrastructure is hard. So, they run over UDP. However, protocols like HTTPS and 

HTTP are session-oriented protocols and use TCP. So, another protocol call CoAP is designed for 

IoT applications [23].  

CoAP is an IETF standard protocol which acts like HTTP in IoT. In other words, it is an optimized 

web transfer protocol for constrained resource devices. This protocol runs over UDP and has a low 

overhead. It is designed for constrained devices or in other words, M2M data exchange. This 

protocol makes use of REST architecture. The aim if this protocol is to enable the communication 

between smart objects in the Web.   

It is good to note that CoAP supports some of the requests offered by Restful applications like in 

HTTP. CoAP packets are smaller than HTTP TCP messages. CoAP requests include GET, POST, 

PUT and DELETE [50]. Generally, in REST protocols like HTTP, the client communicates with 

web entities through web browser by exchanging requests and responds messages over HTTP [50].  

Some of the CoAP features include low overhead, smaller header, simple reliability feature, 

resource discovery, asynchronous message exchange plus proxy and caching capabilities [24,50]. 

Figure 2-6 shows CoAP architecture.   

 
1 Constrained Application Protocol 
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Figure 2-6 CoAP architecture [51] 

CoAP is made of two layers Request/ Response and Messages layer as shown in figure 2-7. 

 

Figure 2-7 CoAP protocol layers [24] 

• Messages Layer deals with UDP messages exchanged between devices. Each message will 

have a unique identification number to check if a message is duplicate or no [51]. CoAP 

Messages layer deals with four different types of messages:  confirmable, non-confirmable, 

acknowledgment and reset [24]  

• Request/response Layer interacts with request/response messages and it depends whether 

it is reliable using confirmable messages or no. Request/respond layer mimics the RESTful 

architecture like HTTP like GET, PUT, POST and DELETE [51].  

In CoAP, two types of communication exist Reliable Message Transport and Unreliable Message 

Transport. Reliability in CoAP achieved by confirmable messages. Confirmable message is 

different from Acknowledgment message. In Confirmable message, the sender will be sure that 

message will be received by the target and this message will be repeated and sent over and over 

until the receiver will send Ack message.  
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On the other hand, using Non confirmable messages is not reliable and useful for applications that 

does not require acknowledgment. It is good to note that CoAP supports Piggy-back, separate 

response and non-confirmable request/response communications [51]. 

 It is good to note that for security purposes, CoAP protocol introduces Datagram TLS over UDP 

(DTLS) [24]. Since CoAP does not provide internal security by itself. So, the version of CoAP 

that uses DTLS is called CoAPs. DTLS provides secure communication between two CoAP 

devices. DTLS can support AES, RSA. Therefore, CoAP protocol has four modes of security 

options [46]: 

• No security: When DTLS is not activated.  

• Pre-shared key (PSK) 

• Raw Public Key 

• Certificate 

These security modes are used to establish which nodes can be trusted. Therefore, it requires 

provision of keys for trusted clients or using certificates as mentioned in IETF [47].  In No Security 

mode, CoAP carries no security measure.   

In both Pre-shared and Raw Public key, a set of keys will be pre-provisioned to make DTLS session 

with.  

In Pre-Shared key the applications can use one key for each device or one key for a group of 

devices and it uses symmetric encryption. On the other hand, Raw Public key, provides DTLS 

authentication mechanism based on the public key cryptography algorithm. And devices have list 

of keys pre-provisioned to them, so that they can use these keys to initiate the DTLS session. 

Finally, in certificate mode, there should be certificate anchor server and each device that wants to 

initiate the DTLS session need to have X.509 certificates and public asymmetric key [47]. 

2-8 MQTT Protocol 

Message Queuing Telemetry Transport protocol is a messaging protocol that was first introduced 

in 1990s by IBM and ARCOM. MQTT is a reliable lightweight protocol that controls and observes 

sensors and their data. MQTT works based on the client/server architecture and publish/subscribe 
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operations for exchanging data between the client and the server. It is an appropriate protocol for 

low power, unreliable network with limited bandwidth. MQTT is very simple and have a small 

header. 

MQTT architecture contains two nodes clients and servers or brokers. Clients can work in 

subscriber and publisher mode for sending and receiving data while brokers are responsible for 

relaying the messages. So, each subscriber or receiver should subscribe to a topic that was posted 

by publisher (sender) [51]. Figure 2-8 shows how MQTT protocol works: 

 

Figure 2-8 MQTT protocol framework [1] 

As the figure 2-8 is shown, the MQTT client like humidity and temperature sensors publish their 

temperature/humidity data by sending their data to MQTT server which acts like message broker. 

So, MQTT server accepts the connection with the data sent by the publisher. It also manages the 

subscription and unsubscription and sends data to appropriate MQTT client that acts like 

subscriber. In other words, subscribe is a process in which the client will receive data from broker 

and publish is a process where the client or device sends their data to the broker.  

Here, subscriber and publisher do not have to be online at the same time since the broker can buffer 

and cache information in the case of link failure. MQTT works over TCP port 1883 for 

communications between MQTT client and MQTT server. The messages exchanged between 

clients and brokers are CONNECT/CONNACK, SUBSCRIBE/SUBACK, 

UNSUBSCRIBE/UNSUBACK, PUBLISH/PUBACK, PUBREC, PUBREL, PUBCOMP [51].  

CONNECT/CONNACK message is used by client for connecting to broker. SUBSCRIBE/ 

SUBACK and UNSUBSCRIBE/ UNSUBACK are used by broker for subscribing and 

unsubscribing the client through topics. Finally, PUBLISH/ PUBACK, PUBREC, PUBREL, 
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PUBCOMP are used for sending a message to broker from publisher or receiving a message from 

broker to clients [51]. 

This protocol is very light weight and each control packet length consists of 2-byte header with 

optional header variables and payload. In MQTT, each session between client and server has four 

stages: session establishment, authentication, data exchange and session teardown. Finally, in IoT 

instead of using HTTP protocol for data exchange between devices, they use MQTT.  

MQTT supports three types of QoS levels. In the lowest QoS level also called QoS 0, there is no 

guarantee that message is delivered and no retransmission of packet.  In QoS 1, the message will 

be received at the receiver side, but receiver may get duplicates as well. While in QoS2, the 

receiver will receive only one message and confirmation will be forwarded as well [51].  

HTTP has more overhead and is slower plus it consumes more power because of the larger packet 

size for communication with server. Also, in HTTP for each HTTP request, a new connection will 

be established while in MQTT the session will stay open between server and clients.  

Despite being lightweight, MQTT has some challenges as well. Firstly, TCP should be supported 

by MQTT clients for sending and receiving messages and their TCP connections should always 

remain open for brokers. The topic names used for subscription are long names and lower layers 

protocols are unable to compile long strings. Therefore, another version of MQTT called MQTT-

SN introduced which works over UDP instead of TCP [51]. Finally, table 2-2 shows the key 

features of MQTT and CoAP protocols. 

 

Table 2-2 key features of MQTT and CoAP 

 Transport protocol QoS Security Standard Restful Support 

MQTT TCP YES TLS/SSL OASIS NO 

CoAP UDP NO DTLS IETF YES 
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3-1 IoT Security Overview 

IoT technical significance is improving and growing much faster which attracts more users, 

investors and researchers. The main goal of IoT was to bring and provide easier life by attaching 

and connecting smart devices. However, interconnecting the devices over insecure Internet can 

cause major security and privacy challenges because a security issue in one device can have 

negative effect over other devices. For instance, a security attack like Denial of Services can be 

issued from a smart TV and affect other services [26]. Also, another example was mentioned by 

[26] that a botnet attack was lunched in 2013 by compromising around 100000 of smart appliances 

like smart TVs, home routers, smart refrigerators and launched thousands of mass spam email 

toward many users and individuals across the world. This is just one of the security cases and that’s 

why IoT framework introduced new challenges since in IoT more data will be generated so it is 

not a good infrastructure for delivering sensitive data if no security/privacy considerations taken 

into account and by the way the variety of devices and their limited resources added more 

complexities to the problem [26].  

Therefore, in order to satisfy the functional and non-functional needs and requirements of IoT 

systems, security goals should be identified for this framework. The three fundamental security 

goals which is also referred to as CIA have been around for a while. To recall, CIA consists of 

confidentiality, integrity and availability which in turn will cover authentication, non-repudiation, 

privacy and access control [26].  

However, in IoT this three-based goal is not satisfactory and key security requirements in IoT 

consists of confidentiality, integrity, availability, nonrepudiation, privacy, access control, secure 

booting and detection of device tampering [26].Also, there should be a security architecture to 

fulfill these basic needs through devices with limited resources. These requirements include [27]: 

• The need for secure authentication in multiple networks. 

• Guaranteeing data will be available for multiple data collectors. 

• Data access management. 

• Privacy management between several consumers. 

• Integrity and confidentiality of data by utilising strong authentication and data protection 

approaches. 
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• Data and service availability. 

In the following paragraph the key security requirements in IoT will be explained [26]: 

• Confidentiality: Here, data confidentiality means that only authorized and eligible users 

will have access to sensitive or confidential information. In IoT, satisfying this need is so 

tricky since smart devices and nodes may be used to deliver sensitive information across 

insecure network. Also, confidentiality levels may vary which depends on the type of 

application. For instance, data that is collected and delivered between nodes in healthcare 

industry is so sensitive and confidential. On the hand, the data being collected and 

transferred for agriculture application is not as sensitive as healthcare industry.  

• Integrity: The definition of integrity in IoT is as the same as traditional IT networks where 

data that is being collected or in transit by devices should remain intact, accurate and with 

no modifications by unauthorized users.  

• Availability: Availability ensures that data and services will be always available and 

running even though a link failure happens. In other words, this is where redundancy, 

backup methods, system and software updates and disaster recovery approaches will come 

up. 

• Authentication: It is a method that provides the users and devices to prove their identity 

and to show they are who they claimed. So, whenever a device connects to the network, it 

should prove its identity using credentials. In IoT, Part authentication and code-signing 

are also important which avoid the connection of third-party components to IoT device in 

order to avoid potential threats. 

• Access control: Usually access control comes along with authentication and the aim is to 

ensure only authorized users, application and devices have the access to resources. 

Through secure access control, devices can interact with each other securely. Also, only 

trusted and authorised entities will have the credentials to update their firmware, software 

and module components. However, due to power, memory and processing limitations in 

IoT devices, the standard ACLs or Role Based ACLs can not be applied to the IoT 

framework. 

• Non-repudiation: It is a method that ensures both ends of the communication can not deny 

their involvement in the communication like message exchange. Non-repudiation 
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requirement is important for applications like payment services. It is good to note that non-

repudiation can be done by utilising TTP1 or data monitoring. 

• Secure booting: It ensures that device firmware has not been tampered and the bootable 

image of the device is intact. So, different operating systems or software can not run over 

IoT device. Also, digital signature ensures the software running in the device is trusted.  

• Detection of device tampering: This method ensures and detection any physical or logical 

efforts toward tampering the IoT device specially sensor nodes and IoT wearable devices. 

However, this depends on the type of hardware but by itself will not protect the device 

against unauthorized access. 

3-2 Security Challenges in IoT 

Traditional IT networks and computer systems are usually protected against threats by placing 

them inside the secure network and utilising the schemes and technologies like firewalls, IDS/IPS 

systems. However, in IoT devices are poorly designed and configured for security purposes and 

large number of them are designed and placed outside the secure enterprise network and they may 

use lightweight operating systems like VMWorks, MQX [26]. So, approaches used in standard IT 

networks is not applicable here and this story repeated many times in this project.  

The aim of this section is to further discuss the IoT security challenges in much further details. 

The challenges can be but are not limited to the following points [26,27,28,29, 32]: 

• Most of IoT devices are designed poorly using different protocols and technologies. Most 

of them lack the consideration of security mechanisms on the hardware and software 

components. Besides, most enterprises suffer from lack of guidance for life cycle 

maintenance and management of IoT devices. So, devices are vulnerable to security threats. 

• Due to the distributed nature of IoT, the centralised key management and encryption 

algorithms are not applicable. 

• The operating systems running on IoT devices are embedded Operating systems which are 

lightweight, small and inexpensive and did not consider security principals in their design. 

So, most of the IoT operating systems have security vulnerabilities. 

 
1 Trusted Third Party  
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• IoT devices are growing and it is not just limited to mobile devices and computers. It was 

estimated that the number of IoT devices will reach to 20 billion by 2020. This increase 

will also grow the security challenges and the chance of potential vulnerable entry points 

will also increase. So, the attacker can reprogram the poorly designed devices for its 

criminal activities to steal confidential information. 

• The chance of rise in botnet attacks: Due to the lack of real-time and up-to-date protection 

in IoT, there has been an increase in botnet activities among IoT devices. So, it is enough 

just one Internet-connected device be controlled remotely by the hacker for their malicious 

purposes and then infect other devices in the network as well. The bad news shows up 

when the enterprise will not be notified that its devices are part of botnet attack. 

• Lack of proper security updates and system maintenance cause devices not be as secure 

toward the new threats and attacks. Most devices will be unattended for many years without 

any critical update or upgrade and that is due to the complexities to apply updated to large 

number of devices. For instance, the responsible person should keep track of which updates 

are available for which devices and then apply the updates. Since the environment is 

heterogenous with wide range of networking protocols and technologies, this adds more 

complexities. Also, some devices need to receive updates by physical access and not over 

the air. On the other hand, some may need updates with no downtime and some devices 

may be legacy and too old to receive the updates. In other words, the company 

manufacturer may end up supporting this type of devices. 

• Since IoT devices have limited memory, processing and power capacities and mostly run 

on low power using batteries, using security approaches that mostly work with encryption 

are not appropriate for this type of environment since these devices have difficulties in 

processing and performing complex encryption and decryption for delivering and receiving 

data in real-time. So, instead they should use lightweight fast encryption techniques in IoT. 

• Lack of proper authentication and authorization mechanisms in IoT devices introduces 

other security risks. In other words, hardcoded credentials will be used most of the time by 

IoT devices. For instance, most devices work on default passwords provided by the 

manufacturer or they use the basic password authentications which is easy for the intruder 

to access the device with less amount of time and effort. To avoid such security holes, IoT 
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platforms can introduce two-factor authentication or force the use of certificates and strong 

passwords. 

• Insecure web and cloud interfaces are another security vulnerability that happen at 

application layer and cloud interfaces should be equipped with proper authentication like 

using biometrics or multi-level authentication approaches and security control mechanisms 

to avoid any wrong attempts toward configuration modifications. 

• Lack of encryption: It was mentioned that most IoT devices do not encrypt the messages. 

In order to encrypt the messages TLS protocol can be used. 

3-3 IoT Security Challenges vs WSN Networks and IT Networks 

Before talking about the IoT security threats, it is a good idea to identify and clarify the differences 

between IoT, WSN and IT networks security challenges. As mentioned earlier the WSN is the 

major enabling technologies for IoT. Despite some similarities that both networks have in terms 

of security requirements, still IoT security design and concerns are more challenging. Some of 

these similarities include dealing with constrained sensor nodes in terms of energy, computational 

power and memory. However, the differences can be explained.  

Firstly, WSNs are more common for data collection and gathering like surveillance, environmental 

monitoring. So, data will be collected from sensors and will be forwarded to sink nodes by multi-

hop routing protocols [36]. Besides, this communication is mostly unidirectional from sensors to 

sink nodes. However, bidirectional messages also exist which is used for sending control messages 

to sensor nodes. More importantly, these nodes will not control the real physical environment but 

will control and administer and guide sensor nodes. In other words, the WSN’s use case does not 

have that much significant impact over the physical world as IoT does [36]. 

Secondly, sensor nodes in WSN networks are mostly homogenous while in IoT sensors are not 

necessarily homogenous and the network scale is much larger as it connects and joins a greater 

number of different devices. So, approaches like random key distribution is not applicable for IoT 

platform while it was used in WSNs. Random key distribution works based on a centralised pool 

and does not scale well for a platform like IoT. Also, other methods like polynomial key 

redistribution requires more processing power and memory. 
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Finally, IoT applications and use cases deal with people’s lives. So, the data collected from IoT 

devices and sensors contain confidential, sensitive information and this is where privacy 

requirements should be met. So, privacy in IoT is more significant than WSNs [36].  

On the other hand, comparing the significance and complexity of security challenges in IoT to 

traditional IT networks represents the following differences: 

Firstly, IoT devices can be placed in vulnerable areas and can be at the risk of tampering.  

Secondly, the type and variety of IoT objects are much wider and the type of the networks that IoT 

will incorporate are varied. In a traditional IT network composed of PCs, servers, smart phones 

that are rich in resource capacities. And applying complex security and encryption algorithms are 

possible in IT networks.  

Thirdly, the amount of data generated by IoT devices is huge and the scale of the network is much 

larger than an enterprise network. Also, in order to attack a wired network, the adversary needs to 

connect to the network physically and this fact is not true for WSN and IoT networks. Besides, the 

data format in IoT is not in a standard format as seen in IT networks since nodes mostly have no 

operating systems [38]. Also, using IP-based security solutions like IPsec, SSL, HTTPS and SSH 

are not applicable for low-power devices and networks [35].  They are just bare wireless nodes 

[38]. 

The other important point to mention is that IoT application can control people’s daily lives by 

gathering personal, private information even every second automatically. While in IT network like 

Internet, the attacker will not gain information unless the person provides information for them 

[38].  

Finally, the high mobility nature of IoT and temporary relationship and connect between devices 

complicates the design of appropriate secure IoT platform. Table 3-1 shows the differences and 

challenges among these three networks taken from research studies conducted by [36]. 
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Table 3-1 Challenges between IoT, WSN and traditional IT networks 

 IoT WSN Traditional IT 

Type of communication Two-way Mostly one-way Two-way 

Resource constraints Energy, computation and 

memory 

Mostly on energy No constraint 

Heterogeneity Heterogeneous devices Mostly Homogenous Mostly homogenous 

Scalability Very large scale Large scale Can be large scale 

 

3-4 Security Issues in Different Layers of IoT 

Internet of Things is a novel technology that involves and incorporates everything from small body 

sensors to cloud computing and fog computing. It covers and welcomes all types of networks 

whether it is distributed, grid, ubiquitous or vehicular. IoT was realized and got meaning by 

incorporation of four primary technologies: RFID, sensor networks, smart technologies and nano 

technologies [20]. However, the interconnection of things introduces new security threats and 

challenges. Nowadays, privacy and security turned into a major concern. Since each object in IoT 

environment can be a door for attacks. Also, the protection and recovery approaches used in 

tradition IP network is not applicable in IoT environment and makes the challenges more 

complicated. In IoT, each phase and layer can face different threats, breaches and attacks. 

However, the common security challenges that IoT will suffer from in three areas including 

confidentiality, trust and privacy can be seen in the following figure 3-1 and will be subcategorized 

later based on IoT architecture [22].  
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Figure 3-1 Common security issue in IoT environment [23] 

Briefly speaking, IoT cycle consists of five phases and shown in Figure 3-2 [20]. In data perception 

phase, data will be collected from sensors. Then, the collected data should be stored somewhere 

and since objects has lack of memory, data will be stored in a storage provided by cloud. Then, 

data will be analyzed and processed, and queries will be responded. Later, data will be transmitted, 

from sensors to cloud and from processors to devices and end users. Then, data will be delivered 

in reliable, error-free fashion. 

 

 

Figure 3-2 IoT phases 

However, threats, breaches that can happen in data perception or collection phase is data leakage 

which can be resulted from authorized or unauthorized access, internal or external resources. Data 

leakage can happen simply by exporting and transferring data to unintended destination [20]. 

Another type of threat that can happen at this layer is data loss which means any loss of data and 
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information by hardware or software failure. So, that’s why the data authentication, integrity and 

originality make so much sense at this point.  

On the other hand, the attacks that can affect the storage phase include attacks on availability like 

DDOS attacks and overloading the DCs, impersonation and last but not least, some attacks will 

cause modifications on sensitive data by modifying some parts of data contents or just by 

delivering data in disordered manner [20].  

And authentication threats can happen in processing phase while in the transmission and data 

delivery phase the security of channel may be targeted by hijacking the session [20]. 

Another threat classification is based on the architectural layers as discussed in [21,22,25] and 

shown in figure 3-3. 
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Figure 3-3 Common security vulnerabilities in different layers of IoT 

3-4-1 Security requirements at Sensing Layer 

Here, in Sensing/Perception Layer, sensors and RFID tags will sense and monitor the 

surroundings, collect the data and exchange them among devices. These devices have designed 

with constraints in resources and have limited bandwidth and network connectivity. Here, security 

considerations classified to two parts: security at end-node and security at sensing layer.  

Security concerns at end-node considers physical protection of the device, access control, 

authentication, non-repudiation, confidentiality, integrity, availability and privacy [28]. For 
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instance, possible threats can be unauthorized access, availability, spoofing attack where the 

attacker will masquerade as an IoT device with false data, routing attack, transmission threat and 

malicious code using Virus, Trojan and junk data [22]. One of the main challenges at this layer as 

is detection of sensor node that behaves abnormally and the type of the encryption algorithm and 

key management mechanism and vulnerabilities in devices [29]. So, the possible threats at this 

layer can be: 

• Node Capture: In this attack, the intruder takes the control of the key node like Gateway 

and causes data leakage while sender and receiver are communicating and causes the whole 

network in danger. 

• Fake Node: Here, a fake malicious node will be added to the network and can perform or 

run malicious codes and program and infect the whole network. So, a fake node with fake 

data will be added while preventing the real information to circulate in the network and 

takes the energy of other real nodes. 

• Replay attack: Here, the attacker will eavesdrop or listens to conversion between both ends 

and captures the authentication information of sender and next time, it sends the same 

authenticated information to the victim target while the receiver will not be notified it is a 

fake sender. 

• Denial of Service: It causes the resource outage and service unavailability. 

• Spoofing attack: Here, the malicious node masquerades itself as IoT node or gateway node 

with false data. 

• Transmission threat: It covers the attacks like data manipulation, interrupt and blocking. 

• Routing attacks: It includes altering routing information, selective forwarding attacks, 

Hello Flood attacks, etc. 

• Sleep deprivation attack: The attacker will maximize the power consumption of nodes, so 

their lifetime will be minimized and finally shut them down. 

However, the research in [27], separated the attacks based on IoT end-node attacks and sensing 

layer attacks which can be shown in the figures 3-4 and 3-5. 
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Figure 3-4 IoT end-node attacks [27] 

Figure 3-5 IoT Sensing layer attacks [27] 

It is good to note that IoT Gateway is prone to all the mentioned attacks while the end node devices 

are not prone to selfish threats and transmission threats and spoofing attacks. 

In order to provide security at this layer, each device should be capable of proving their identity to 

satisfy authentication requirement and to encrypt their data to satisfy integrity and to limit the 

amount of locally stored data to provide privacy. So, unauthorized users should not have the right 

to access the devices and applying the latest system and software updates are important.  So, the 

security requirements that can be considered at this layer are device authentication, trusted devices, 

security controls and availability of devices, having recent software updates and security patches 
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regularly [28]. Also, reviewing if all devices in the sensing layer meet the security standards is 

another important consideration. 

3-4-2 Security Requirements at Network Layer 

In this layer, the information taken from sensors will be transmitted over wired or wireless 

medium. Here, the devices are interconnected, and data can be aggregated and delivered to other 

layers. Since the network deployments can be varied, it causes different security problems. So, 

challenges like network management technologies, energy efficiency in the network, quality of 

service, confidentiality of information, security and privacy are the top challenges at this layer.  

So, the type of attacks this layer may deal with can be eavesdropping, Man-in-the-middle, network 

intrusion and DoS/DDoS. These vulnerabilities root from the variety of technologies and protocols 

that shape IoT plus scalability since different devices and nodes join and leave the network, it 

increases the issues relevant to authentication. Besides, some of the security challenges as 

mentioned by [29] is enabling IPsec with IPv6 nodes. So, the common security attacks can be 

shown in the figure 3-6: 

  

Figure 3-6 Security threats in Network layer [27] 

The rest of attacks in this layer were explained in perception layer. However, the security 

consideration that can consider for this layer can be securing the traffic as the traffic flows between 

public and private networks. So, utilizing secure protocols like TLS/SSL encryption. But using 

heavy encryption technique is not appropriate for such devices with memory and processing 

DoS

• It prevents legitimate users to access the legitimate services and devices across the network using SYN flood attack.

Man-in-the-middle attack

•Here, the intruder listens to the conversation between both ends and changes the information without both ends become 
aware that some one is in the middle and controlling the communication.

Storage attack

•The information stored in the storage devices can be altered with incorrect information.

Exploit attack

•This results from security vulnerabilities in the system or application. So, the intruder can take the control of the system 
and steal or alter the information for his malicious activities.

Data breach

•The confidential information will be disclosed in untrusted network.
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constraints. For instance, Arduino takes around 3 minutes to encrypt a payload using RSA 1024-

bit key length but encryption approaches that use elliptical curve digital signature is a good choice 

[26].  

So, one of the most popular method to provide security in the network layer is authentication. And 

some researchers encourage to use IPsec for Network Layer by introducing another Adaption 

Layer. Other approaches emphasized on utilization of lightweight authentication protocol based 

on the public key [29]. Also, security considerations should be considered for other standards 

rather than Wi-Fi like 6LoWPAN, ZigBee which will be discussed in the next sections. 

3-4-3 Security Requirements at Service Layer 

Service Layer is where the IoT management system will be represented. So, any services required 

by users and applications will happen at this layer. This layer utilizes middleware technology that 

allows reusability of software and hardware [27]. Middleware is designed based on the 

requirements that are common among different applications plus APIs and service protocols.  

In the service layer information exchange, data processing, service integrations, analytical 

services, User interface services, databases exist. So, the security requirements for this layer 

include but not limited to service/group authentications, privacy, integrity, security of keys, non-

repudiation, anti-replay, availability and authorization. So, the possible threats that can happen at 

this layer are as shown in figure 3-7 [27]. So, security consideration that can be done at this layer 

are providing secure transmission platform between service layer and other layers. Also, using 

service authentication, identification and access controls are highly recommended. 
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Figure 3-7 Possible threats at services layer [27] 

3-4-4 Security Requirements at Application Layer 

Application or interfaces layer is where interaction methods with users and applications take place. 

As discussed in previous chapters, this layer consists of different applications for different types 

of information coming from sensors. The security consideration that can be considered at this layer 

are applying latest software updates, security patches, authentication, safe remote connection. So, 

the common attacks at this layer can be shown in figure 3-8: 

 

Figure 3-8 Security threats in Application layer [27] 

Privacy threats

• Security vulnerabilities related to leakage in keeping privacy or activities like illegal tracking of device location

Service Abuse

• Accessing the unauthorized services by the uthorized users or unauthorised access to services.

Repudation

• Ignoring of participation in the certain activity or operation.

DoS

• Failure of giving services to legitimate users.

Identify masquerade

• The attacker node masquerades itself as a IoT end-node or IoT gateway node.

Replay attack

• The valid data is maliciously delayed or repeated for transmission.

Routing attack

• The attack that happens in the routing path.

Injection attack

•Here, a script will be inserted by the attacker such as a simple query to the website to check the vulnerability of the system
and then he can start changing the real information in the system with the fake ones to do his criminal activities.

Malicious code attack

•This is a code that can be added for the software application and will cause undesired changes and damages to the system.

Data loss

•Due to the high volume of data and their variety, data management complexity has increased and can cause data loss.

Remote configuration

• Any misconfiguration on the remote node.

Security management

• any leakage or breaches in logs and keys
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So, security approaches that can be applied at this layer can be configuring role-based access 

control for managing users and devices identity and the authorized tasks they can do. Also, auditing 

and accounting approaches will help to achieve non-repudiation at this layer to monitor what 

changes each device and users made or for detecting the abnormal behavior done by any entity. 

And for satisfying privacy since data is copied and saved in the cloud service rather than locally, 

each users data should be separated and isolated from another user and should be encrypted by the  

keys provided by the customer and during the data analysis process, data should be anonymized 

to keep the privacy.  

Also, several security solutions at Application Layer can be [34]:  

First approach is designing a separate security Application Layer protocol which seems complex 

in terms of design.  For instance, utilizing protocols like OTrP1 was suggested. In short OTrP is a 

trust protocol which defines how devices can trust each other in a connected environment. The 

protocol works based on PKI infrastructure2 and certificates. OTrP separates the operating system 

from its security sensitive applications. This provides the opportunity for the application to install 

updates, manage the security configurations and delete unwanted applications. Some of the use 

cases of OTrP include VPN and secure access to websites, digital rights management applications, 

authentication and privacy management in healthcare, home automation and payment systems. 

Second solution was incorporating IPsec. However, it is not applicable for all IoT scenarios and 

use cases instead running security over TLS protocol was recommended. 

3-5 Security Issues in Communication Technologies of IoT  

In order to improve integrity, confidentiality, authentication and security of IoT framework, it was 

recommended to add security features for each layer of IoT infrastructure rather than introducing 

another external security model [21]. So, as already mentioned in previous chapter, IoT is 

applicable using communication technologies and protocols like RFID, IEEE 802.15.4, 

 
1 Open Trust Protocol 
2 Public Key Infrastructure 

 



65 

 

6LoWPANCoAP1 and RPL2. This section reviews the security concerns in each of these 

technologies. 

3-5-1 Security Concerns in RFID 

As discussed earlier, RFID is one of the key enablers of IoT concept. It is a technology that 

provides machines or computers to track, identify and locate items precisely and uniquely by 

incorporating radio waves. RFID composed of two main components: 1. Tags (transmitters/ 

responders) and it is also referred to as transponders. 2. Readers (Transmitters/ receivers) or 

registration device. Tags are attached to objects and in general, they are microchips with an antenna 

that are attached to things which can be anything. These tags help to identify the objects. RFID 

tags act like data carrier. On the other hand, RFID readers will communicate with RFID tags using 

radio waves and reads data from them [27, 30, 31].  

In order to provide security in RFID different security features have been implemented like AES-

128, triple-DES, SHA-2, challenge and response algorithms. But security feature in RFID should 

be able to consider different sides including manufacturer, privacy and business process aspects. 

RFID systems are exposed to some important problems before considering the security aspects. 

These include [38]: 

• Uniform coding: There is no uniform encoding standard for RFID tags and two types of 

coding standards exist like UID3 and EPC4 which are supported by Japan and Europe 

respectively. The lack of uniform coding standard causes certain problems for RFID 

readers like access issue for RFID reader while reading the tag information. 

• Conflict collision: In order to support vast range of RFID sensors in IoT environment, 

multiple readers will work together, and their scopes may overlap, and this may cause 

collisions and data interference. Collision in RFIDs are two types: tag collision and reader 

collision.  In tag collision, multiple tags want to forward data information to the reader 

simultaneously. This will cause collision and reader can not read the information correctly 

since the reader received multiple signals at the same time within the same RF field and 

reader is unable to differentiate the signals. While the reader collision happens when one 

 
1 Constrained Application Protocol 
2 Routing Protocol for Low Power and Lossy Networks 
3 Universal Identification 
4 Electronic Product Code 
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coverage area of reader overlaps with another reader. Reader collision can create issues 

like multiple reads from the same tag. As its name indicates the same tag will be read by 

each overlapping reader. Hence, anti-collision approaches have been proposed like TDMA 

where each reader will read information at different fraction of time or assigning each 

reader to process and read information within the assigned scope. This requires a main 

controller to calculate the working scopes between readers and adds more complexity. 

• Privacy Protection: RFID systems require to provide privacy and security for both data and 

location. In terms of data privacy, physical-based and password-based schemes introduced. 

Physical-based approaches include deactivation kill command, block tags, signal 

interference, analysis of antenna energy while password-based approaches involve re-

encryption, hash locks, hash chains and so on. Location privacy is also important specially 

when RFID reader can track the location of item attached to the tag. 

• Trust management: Trust management should exist between RFID tags and readers plus 

RFID readers and base stations. Techniques like digital signature as well as encryption and 

authentication algorithms can provide trust. However, the resource capability of tags 

should be considered if it can support this amount of calculation and processing. 

From security perspective, RFID systems can be vulnerable to certain threats like 

eavesdropping, traffic analysis, DDoS, unauthorized reading, location tracking and spoofing 

and that’s due to the its limitations in resources. Some of the possible RFID attacks have been 

discussed in figure 3-9 [37]. 
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Figure 3-9 Some of the possible RFID attacks  

  

Tag removal

• The attacker will remove or attach the tag to another object by chnaging the stickers physically. This is due to poor 
physical security.

Tag destruction

• The attacker can destroy the tags by removing or discharging their batteries or by applying high energy waves.

Jamming attack

• The attacker tries to impact the communication medium between the RFID reader and RFID tag. Since RFID listens to 
all radio signal within its range, the attacker will generate a fake signal within that range to prevent the communication 
between readers and tags.

Man-in-the-middle

• The attacker places a device between RFID tag and the reader. The device can intercept and read the communication 
data and can modify  them before it is received by receiver.  The device can also change the radio signals without the 
real sender or receiver being notified something has changed.

Spoofing

• The attacker will create a new fake RFID tag in the same format as used in the data format of RFID channel and trasmits 
the new RFID tag to the reader.

Eavesdropping

• Due to the nature of the wireless communication system, the attacker will use an antenna to capture the communication 
between RFID tags and readers. This is a common attack in RFID and can be prevented by establishing a secure 
communication channel.

Social Engineering attack

• The attacker will get unauthorized access to RFID system by just using human kindness rather than using computaional 
process of hacking or cracking.

Replay attack

• The attacker will resend the same legitimate tag data to reader by eavesdropping.

Cryptoanalysis attack

• The attacker will try to break the encryption key.
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There are much more attacks that can happen for RFID technology. However, some approaches 

can be applied to avoid each of these attacks which are shown in table 3-2 [37]. 

Table 3-2 RFID attacks prevention methods [37] 

RFID Attacks Countermeasures 

Tag removal and tag 

destruction 

Using physical security like fences, locks. Bonding and gluing the tag. Embedding the 

tag in the product, triggering alarm if the tag is removed. and using tamper proofing 

approaches. 

Man-in-the-middle Encryption and authentication 

Spoofing Authentication protocols, one-time passwords, PINs, biometrics, encryption, hashing 

Eavesdropping 
Encrypting and securing the RFID communication channel. Limit the amount of data 

stored in the tag and data should be retrieved from database rather than tag. 

Replay attack 
Use of timestamps, one-time passwords, challenge/response cryptography using 

incremental sequence numbers. 

Cryptoanalysis attack Encryption 

Social engineering Training, education and awareness. 

 

3-5-2 Security issues in WSN 

One of the key enablers of IoT is Wireless Sensor Networks. WSN is the main communication 

technology in IoT. It involves set of lightweight protocols that help devices to communicate with 

each other and with Gateways. WSN merged with IoT by providing Internet access to sensor nodes 

and enabling sensing ability in Internet connected devices [35]. So, data that was collected through 

WSNs can be accessed over the Internet. In other words, sensor nodes collect data from their 

environment while monitoring and sensing the environment and then nodes will communicate with 

each other and share the information wirelessly to data sink node. In short, sink nodes are data 

collector nodes which sensors will forward data to it.  

While sensor nodes are the source of information, they have limited capacity and they are low in 

cost. So, applying complex security approaches is not applicable. And since the communication is 

over the wireless medium, this can be the main reason for new attacks. Also, WSN networks work 

based on the broadcast and this makes it easier for the attacker to capture sensitive information by 

utilizing spoofing methods. So, security of WSN within IoT needs more attention and 

consideration. 
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One of the common attacks is Denial of Service where the attacker will send loads of requests and 

queries to sensor nodes in order to take down the service or make the service unavailable to users. 

Another attack is node capture where the attacker finds the node’s credentials and capture the 

legitimate node for their malicious activities. Wrong routing information is another example of 

attack in WSN where the attacker can start violating IoT environment by virtual node and wrong 

routing information. Other types of attacks can happen over authentication and privacy of data and 

packet messages being carried over the network like packet-spoofing, packet relay and 

eavesdropping [37].  

So, for preventing attacks toward integrity and confidentiality of WSN encryption techniques and 

authentication mechanisms are required. Security issues in WSN can be categorized to four areas 

of secure routing, node trust, cryptographic algorithms and key management [38]. 

Encryption and cryptographic algorithms are divided in two types: symmetric encryption 

algorithm and public-key encryption algorithms. Using symmetric encryption algorithms makes 

several challenges [38]: 

• Firstly, the key exchange protocol used in symmetric encryption is complex and requires 

more resources which is not suitable for WSN nature.  

• Secondly, key should be kept confidential and secure while the WSN network is not secure 

and if one node is compromised, there is a high potential of affecting the entire network.  

• Thirdly, using message authentication code which is used for authentication increases the 

communication overhead and needs more resources.  

Therefore, using public key encryption introduced. In the public key encryption algorithm, each 

node holds its own private key and base stations hold the public keys for all nodes. This approach 

provides better scalability specially for unidirectional data transmission, but it adds more 

complexity and computational power [38]. So, symmetric approaches are appropriate for WSN 

environment but does not guarantee high security. On the other hand, asymmetric consumes more 

power and energy due to more computation and processing. 

Key management: The aim of key management in WSN is to generate, distribute, store, update, 

destruct and support code keys. Key management comes into two forms: static key management 

and dynamic key management.  
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In the static mode, the key’s principals will be updated and adjusted before distributing keys and 

keys remain constant unless a network change happens. While in dynamic mode, key can be 

updating during the network’s lifetime [39].  Some studies divided key management in to four 

groups [38]:  

• Broadcast distribution of key where the key is responsible for protecting the station 

broadcasting the information to all nodes.  

•  Group key distribution: Here, a key will be used for protecting the nodes in a specific 

group.  

•  Node master key distribution: Here, the key is distributed between node and base station.  

• Distribution of key shared between each pair of nodes. 

Among these four classes, the distribution of key shared between each pair of nodes is common in 

WSN. Then, key management can be designed to use symmetric or asymmetric algorithms [38].  

Secure routing: Unfortunately, most of the routing protocols in WSN designs concern about data 

transfer rather than secure data transfer. 

Trust management: In addition to password and authentication-based approaches and using 

cryptographic algorithms, trust mechanisms should also exist to guarantee the security of WSN 

network along with energy consumption of nodes. Since WSN works based on the collaboration 

of all nodes for gathering data. 

After talking about the security concerns in WSN, it is good idea to discuss and explain some of 

the most common security threats in WSN networks as shown in figure 3-10 [38,39,40]. In order 

to prevent these types of forwarding attacks, malicious nodes should be identified and removed 

from routing tables by using acknowledgment, neighbor node information or monitor nodes, multi-

data flow, creating secure communication.  
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Figure 3-10 Most Common WSN attacks 

3-5-3 Security Issues in 6LowPAN 

As mentioned in previous chapter, 6LoWPAN is an IETF standard that enables IPv6 running over 

low-power short range lossy Personal Area Networks. This protocol was introduced in 2007. IPv6 

packets are large and their size can be between 1500 bytes to 9000 bytes and the length of IEEE 

802.15.4 frame is 127 bytes [52]. In order to make large IPv6 packets communicate over IEEE 

802.15.4 networks, which consists of constrained tiny objects, an Adaption Layer protocol called 

6LoWPAN was introduced. 6LoWPAN introduces another frame format header compression for 

IPv6 packets in transit over IEEE 802.15.4 network [59].  

However, 6LoWPAN does not offer any security measures for protecting data and it relies on 

security mechanism offered by IEEE 802.15.4 MAC Layer or upper layers like DTLS in CoAP. 

IEEE 802.15.4 MAC Layer provides security using AES-128 which is strong, but this security 

Denial of Service

• The attacker tries to stop sesnors nodes from doing their tasks and giving services. Approaches like victim-based, 
attacker-based and hybrid-based have been proposed.

Sybil attack

• The malicious node gets multiple fake node IDs to disguide the actual nodes. So, nodes will imagine they have new 
neighbor nodes. This attack affects data integrity and recource usage. Identity-Validation techniques can be used to 
prevent it or sharing code keys between nodes and between base station/ node.

Sinkhole attack

• Here, the attacker will place the malicious node in the important part of the network by modifying the traffic flow. So, 
each data packet that should pass through this node or this path will be deleted by sinkhole. 

• It is a type of DoS attack and the malicious node advertises a fake routing update.

Wormhole attack

• The attacker will create an adversary tunnel or tries to forward the traffic toward the nodes that should not receive the 
traffic (malicious nodes) or must receive later and with more delay.

• Wormhole attack can happen even encryption and authentication techniques applied to the network.s

Selective forwarding attack

• Similar to blackhole attack, the malicious node will not forward certain pckets and drops them. and the attacker removes 
some of the packets.

Impersonation

• The attacker identifies a node in the network and tries to create a malicious node by replicating the identitiy of existing 
node and cause the packets to be rerouted in wrong paths or removed.

Eavesdropping

• The attacker tries to intercept the traffic flow contents.

Traffic analysis

• The attacker can idetify base station by monitoring the packets. Since most of the packets are forwarded to one node.
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measure provides hop-by-hop security and not end-to-end security. In other words, end-to-end 

security is provided by higher layers [59]. Interestingly, it is good to implement end-to-end security 

over border routers since they provide interconnection between traditional network and low-power 

networks and they perform packet fragmentation and compression. So, for providing security in 

6LoWPAN, using IPsec and TLS protocols are good options but not for low-power networks.  

One approach suggested by researchers is utilising lightweight IPsec in 6LoWPAN [59]. They 

tried to compress the IPsec headers for transport mode however it was not properly applicable for 

constrained devices. As it still relies on heavy key establishment and management process 

including IKEv2[59].  

One of the common attacks that happen at 6LoWPAN Layer is packet fragmentation attacks and 

6LoWPAN Layer suffered from lack of authentication to avoid these threats. So, another approach 

called 6LowPSec over Contiki OS and used Mesh-under routing [59]. This approach supports 

integrity, confidentiality, availability, freshness robustness against the attacks. The other approach 

used content-chaining scheme and split buffer for preventing fragmentation duplication attack 

[59]. 

It is good to note that in 6LowPAN, the key management scheme is based on the Elliptic Curve 

Cryptography instead of pre-distribution key management. Since the latter approach is not 

appropriate in a dynamic environment like IoT that a new device join. The Elliptic Curve 

Cryptography works based on public key and elliptic curves. And provides a promising security 

compared to AES and RSA [59]. 

3-5-4 Security Issues in IEEE 802.15.4 

As mentioned in previous chapter, IEEE 802.15.4 is a wireless radio communication defacto 

standard designed for low-power, short-range radio frequencies and lossy networks consists of 

constrained devices like sensors instead of IEEE 802.11(Wi-Fi). Wi-Fi was designed for networks 

with higher bandwidth and transmission range and for devices with richer resources [52]. 

IEEE 802.15.4 could offer several features like high throughput, efficiency, capability of managing 

large number of nodes, reliable communication and mesh networks as it is required by IoT 

networks [52]. In IEEE 802.15.4, the PHY and Link layers were redesigned and reformatted for 

low-power networks. So, the Physical Layer supports 2.4 GHz radio waves. While, Link Layer 
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talks about the frame size and format of data packets and supports two modes of collision detection 

beacon-enabled (CSMA/CA with GTS1) that supports real-time applications and nonbeacon-

enabled (CSMA/CA with no timeslots) [52].  

In IEEE 802.15.4, the PHY Layer of IEEE 802.15.4 does not provide any security operations and 

all the security services should be provided by MAC Layer and is not effective for devices with 

resource limitations [53]. More precisely, IEEE 802.15.4 introduced Auxiliary Security Control 

field in MAC header which consists of Security Control, Frame Control and Key identifier sub-

fields [58]: 

• Security Control shows the security level and identification mode chosen by sender.  

• Frame Counter protects the packet from Anti-replay attack.  

• Key identifier is used for encrypting and authenticating the packet. So, when the user 

receives or sends MAC fame, it starts processing Security Control field of the frame.  

The security services provided by link layer in IEEE 802.15.4 involve access control, integration 

of messages, ensuring the confidentiality of the message and replay protection [53]: 

• Access control prevents any unauthorized, illegitimate access to the network resources and 

devices by detecting and monitoring any abnormal activities. 

• Message integrity ensures no modification will occur for messages in transit.  

• Confidentiality means that data should be encrypted and not readable for unauthorized 

entities. 

• Replay protection prevents the attacker from replaying or repeating the same packet in later 

time. 

One approach to provide integrity and authentication is adding MAC2 for each packet which acts 

like checksum. So, the sender calculates the MAC for each packet with a key and inserts the MAC 

in the packet. And for keeping confidentiality of packet messages techniques like nonce used. So, 

encrypting a same plain text message will create two distinct ciphered messages. And for 

protecting the packets against the replay attacks, the sender can add sequence numbers in his 

messages. So, the receiver will discard any messages with smaller sequence numbers than he 

 
1 Guaranteed Time Slots 
2 Message Authentication Code 
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already received [53]. As discussed in [53], eight different security suites are identified for IEEE 

802.15.4 as shown in table 3-3. MAC size can 4, 8 and 16 bytes and as mentioned in [53], the 

longer the MAC, the harder for attacker to identify the MAC code.  

Table 3-3 Security suites offered by IEEE 802.15.4 

Security Suite Function 
MAC length 

(Bytes) 

No Security N/A 0 

AES-CTR Encryption only 0 

AES-CBC-MAC Authentication only 0 

AES-CBC-MAC-32 Integrity by CBC-MAC 4 

AES-CBC-MAC-64 Integrity by CBC-MAC 8 

AES-CBC-MAC-128 Integrity by CBC-MAC 16 

AES-CCM 

Encryption and authentication, Data integrity using CBC-MAC over the 

header and payload, Encryption using AES-CTR over header, payload and 

MAC 

0 

AES-CCM-32 Encryption and authentication 4 

AES-CCM-64 Encryption and authentication 8 

AES-CCM-128 Encryption and authentication 16 

 

AES-CCM provides block cipher encryption algorithm using symmetric keys [58]. Although IEEE 

802.15.4 prevents attacks like eavesdropping, injection and replay attack, IEEE 802.15.4 suffers 

from certain vulnerabilities like: 

• Internal and external Denial-of-Sleep attack. Denial-of-Sleep attacks consists of sending 

unauthorized traffic packets or replaying a recorded traffic [55]. External Denial-of-Service 

attacks does not rely on existence of encryption and finding cryptographic keys while 

internal Denial-of-Service attack needs to have access to cryptographic keys [54].  

• IEEE 802.15.4 can identify the replay attack but after it consumes amount of energy and 

power. No special works done in IEEE 802.15.4 session-key establishment [54]. Generally, 

session-key establishment is classified into three groups: public-key-based cryptography, 

key-distribution-based and key-redistribution-based [54]. But the works done in the last 

two areas did not consider Denial-of-Sleep attacks.  



75 

 

• Also, another drawback in IEEE 802.15.4 is that IEEE 802.15.4 only provides sequential 

freshness which means each frame will only be accepted once and no duplication exist, and 

this happens when the packet is received during the timeout period. More specifically, 

adding sequence numbers or counters to frames in IEEE 802.15.4 causes the power 

consumption more while transmitting frames. Also, it causes the amount of maximum 

available frame payload to be reduced and IPv6 packets should be fragmented at 

6LoWPAN Adaption Layer which causes more transmission and reception of frames [56]. 

Therefore, some freshness techniques should be introduced in IEEE 802.15.4.  In [57], they 

optimised the use of Last Bit. Also, a research done in [54] proposed an adaptive key establishment 

approach that generates group session keys using three-way handshake to address the issue of key 

establishment in IEEE 802.15.4. This research was further optimized using Intra-Layer 

Optimization in [56] and instead of utilising frame counters, they utilised wake-up counters. wake-

up counters are incremented in lockstep. Since wake-up counters do not need to be included in 

secure frames. Thus, resulting in reducing frame overhead and energy consumption. Also, another 

effort done in [58]. They introduced a security framework for IEEE 802.15.4 that complied with 

IEEE 802.15.4 specifications using lightweight mechanism for key negotiation between devices.       
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4-1 Introduction 

In order to ensure the security and privacy of IoT platform for users, devices as well as the 

availability of services and applications running in IoT framework, different security mitigation 

techniques and countermeasures have been proposed over the time like authentication, trust 

management, encryption, SDN, block chain, secure routing, physical security, Game theory and 

other approaches to name but a few.  

According to the research conducted in [29], authentication is the top approach while trust 

management is trying to attract more and encryption techniques need to be redesigned in a 

lightweight and low-cost manner that is appropriate for devices with resource constraints and 

running in low-power mode using batteries. The aim of this chapter to review most of these 

techniques and discuss them from different perspectives. 

According to OWASP [33], top ten things to consider when deploying IoT platform are the 

following: 

• Avoid using weak, hardcoded passwords which can be easily broken by brute force. So, 

relying on unchanged credentials is not recommended. 

• Unnecessary services running on the device specially those are accessible through Internet 

should be controlled and monitored for any unauthorised access. Also, these services 

should be tracked if they compromise confidentiality, integrity, availability and privacy of 

data. 

• Insecure web interfaces, cloud interfaces should be eliminated. These interfaces are open 

doors toward any malicious activities against the device, information and the related 

components. So, proper authentication, authorization, encryption and filtering should be 

considered and configured. 

• Every device, hardware, software should be updated in a timely manner. Also, there should 

be a proper mechanism for secure device update, firmware validation, anti-rollback 

mechanism and a notification alarm if any sudden changes happen to the system. 

• The existence any outdated, insecure software/libraries components which can make the 

device be vulnerable, should be prevented. Also, inclusion of third-party applications or 

software from insecure, compromised sources should be avoided. 
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• Confidential and sensitive information should not be stored in devices or systems with 

improper insecure privacy mechanisms.  

• Data should be transmitted, processed and stored in a secure manner with proper 

encryption, access control mechanisms. 

• There should be appropriate asset management, update management, secure system 

monitoring mechanisms. 

• Systems and devices should not be left with their default setting configurations. 

• Lack of proper physical hardening can cause security threats for devices being access and 

controlled either remotely or locally. 

4-2 Architectural Security Designs 

In order to provide high level of security in IoT, new lightweight security protocols and algorithms, 

efficient privacy mechanisms and physical safety mechanisms for keeping physical devices safe 

and secure, should be proposed and designed. But before taking further steps and actions, 

architectural security designs should be considered [36] since new security implementations 

should be mapped to IoT architecture and not to existing IT networks or WSN networks. Figure 

4-1 shows the common protocols and standards used in IoT.  

In this section, different architectural designs will be discussed, and their positive and negative 

aspects will be reviewed. In [36], three different security designs were suggested: 

• End-to-End security in Things:  

Having secure end-to-end communication is important for both the conventional IT network and 

IoT. Protocols like 6LoWPAN and IPv6 provides end-to-end communication in IoT. In order to 

provide security, it was recommended that each device be responsible and controls its security.  

o For preparing end-to-end security one solution is increasing and facilitating the end devices 

or node with more memory and processing power and therefore applying the traditional 

security approaches like asymmetric cryptography.  
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o Another option is using hardware-based solution like PUF1 to secure IoT devices and is 

used for authentication and secure communication. PUF only permits one-way functions 

[41] and has compatibility with IoT devices that have limited resources. PUF provides 

secure authentication with no means of cryptography on the device [42]. Well, each device 

chipset is unique and has its own fingerprint like humans. Then, PUF circuits can be added 

to chips. So, when the PUF circuits receives an input called challenges, the output is a set 

of bits called response. The interesting point is that chips will not create the same output 

or responses [42]. Authentication in PUF consists of two steps enrollment and 

authentication phases. In enrollment, the chip will connect to the server and chips that are 

PUF enabled are connected to the server directly. Then, they go through the process of 

challenge and response. Afterwards, the server will store the pair of challenge/response. 

So, next time the device wanted to authenticate, the server will compare the response it 

with its table entries [42]. However, enabling chipset with PUF requires more memory 

capacity to save challenge/response pair and PUF circuit is added to memory chip. Besides, 

increasing the memory capacity in device will cause the increase in the cost of device and 

some devices may not support PUF.  

o The next highly consistent approach for secure End-to-End connection between IoT objects 

is IP-based security solutions. If devices can support IP, they can support IP-enabled 

security solution as shown in figure 4-1. So, solutions like DTLS, IPsec, minimal IKEv2 

and HIP DEX are highly desirable [45]. As mentioned in [45], using public-key encryption 

is mandatory in HIP DEX and minimal IKEv2 while using public-key or pre-shared 

cryptography is optional in DTLS. Also, all the protocols use a variant of Diffie-Helman 

protocol. However, DTLS and minimal IKEv2 do not support multihoming and mobility 

[45]. 

  

 
1 Physically Unclonable Function 
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Figure 4-1 Security solutions for End-to-End [41] 

HIP DEX is an IETF protocol and belongs to HIP protocols family. HIP1 is designed for 

establishing a secure channel between hosts but supports mobility and multihoming [45]. It works 

based on the cryptographic namespace of stable host entities between network and transport layer 

[45].  

HIPv2 was designed to decrease the overhead caused by cryptography functions. This overhead 

will be reduced by removing hash functions and public key signatures. HIP DEX protocol is mainly 

designed as a key establishment protocol for devices with constrained resources and can be used 

as a key mechanism in IEEE 802.15.4 [44]. This protocol creates a secure communication channel 

between hosts by exchanging four packets between the session initiator and responder and their 

key agreement is based on Diffie-Hellman approach. This four-packet approach make hosts secure 

toward DoS attack.  

DTLS2 is a secure point-to-point protocol that creates a secure communication channel between 

CoAP nodes by handshake as mentioned in previous chapters. CoAP does not provide the internal 

security by itself. Without DTLS, CoAP protocol is prone to Man-in-The-Middle and DDoS 

attacks. Although DTLS works on top of the UDP protocol, it provides data integrity, encryption 

and authentication. It protects devices against DDoS and Anti-Replay attacks. 

In other words, this protocol is designed for creating secure connection between constrained nodes. 

It works in four security modes: 1. NoSec when DTLS is not enabled in CoAP and communication 

is based on the UDP protocol. 2. Pre-Shared key in which the device is pre-installed with a list of 

 
1 Host Identity Protocol 
2 Datagram Transport Layer Protocol 
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symmetric keys. So, for communicating with a node, the device needs to use one of the keys in the 

list. 3. Raw Public key: a list of asymmetric key pairs is pre-installed. 4. Certificates: The device 

uses a pair of public keys and X.509 certificate for communication [51].   

However, this protocol has several challenges like lack of scalability and that’s due to the resource 

limitations in end devices which restricts the number of DTLS sessions. Besides, it is not 

compatible with multicast traffic and caching [48]. 

IPsec is also another protocol that provides end-to-end security for both IPv4 and IPv6 networks. 

It provides authentication and encryption for each packet in the communication. It is mainly 

targeted for powerful robust devices with no limitations in resources.  

IPsec composed of two primary parts: AH1 and ESP 2. AH authenticates the IP header and ESP 

performs the authentication and encryption of payload [59]. IPsec works in two modes: 1. 

Transport mode: the payload will be authenticated and encrypted. 2. Tunnel mode: the entire 

packet is encrypted and authenticated.  

However, it is not an appropriate choice for IoT networks that run over 6LowPAN since AH and 

ESP adds more bits and extra overhead which leads to more energy consumption. On the other 

hand, the key exchange process in IPsec is based on the IKEv2 which is a heavy protocol. Hence, 

researchers tried to introduce another lightweight version of IPsec. One approach tried to compress 

the IPsec header using the same compression mechanisms utilised in compressing IPv6 like HC13 

[59]. However, it worked based on Pre-shared key and needed to be further enhanced for IKEv2.  

From the above-mentioned solutions, devices should be able to support IPv6 and 6LowPAN 

protocols. The mentioned approaches add extra overhead to the network and packets 

transmissions. So, providing lightweight version of secure protocols are welcoming but needs 

more work and research to comply with IoT environment and constrained devices. Also, Pre-

shared based or symmetric based cryptography is desirable for devices while it is not as much 

powerful as public key cryptography. 

 

 
1 Authentication Header 
2 Encapsulation Security Protocol 
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• Deploying security service at edge:  

Some objects are not enriched with enough resources to support end-to-end security like RFID 

tags, the security protection and responsibility will be moved to devices with richer resources like 

edge devices instead of end devices [41]. So, the end device should make a trust relationship with 

the edge device to oversee its security needs as shown in figure 4-2. 

There are certain reasons that why security can be done at the edge devices or edge layer. Firstly, 

Edge layer devices have more resource capabilities. Secondly, it is close to IoT end devices and 

objects and mostly directly or within a few hops, they are away from each other [60]. Besides, 

Edge devices have more information about the entire network. Also, Edge devices have high speed 

connection to cloud services and can ask them for further support. 

 

Figure 4-2 Providing security at edge device [41] 

So, as shown in figure 4-2, the edge device will create a separate profile for each end device. So, 

any access or communication to end device, should pass through the edge device and authenticated 

mutually. So, through the process of authentication and authorization, the edge device can control 

and guide the end device to with which devices they can communicate and can access to their 

resources. 

It is good to note that edge device can make use of Intrusion Detection algorithms for detecting 

attacks [41]. One of the approaches that applied in Edge device is called EdgeSec which was 

introduced in [60]. This approach was implemented at the Edge layer of IoT architecture. It is 

composed of seven modules including Security Profile Manager, Security analysis module, 

Protocol Mapping module, Interface manager, Security Simulation, Request Handler and User 

Interface. End devices will subscribe to edge device by Security Profile Manager Module. And by 
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Security Analysis Manager, it checks what the security requirements are and how these security 

considerations should be implemented at the edge, devices or cloud layer. Then, based on the 

security requirements, it invokes Protocol mapping to activate and use relevant security protocols. 

The architecture of EdgeSec model is shown in figure 4-3 [60].  

 

Figure 4-3 EdgeSec architecture [41] 

• Distributed security model: 

Using edge device for security mechanisms is a good idea but there are several challenges toward 

it. Firstly, establishing trust between edge device and IoT end devices requires scalable 

authentication and authorization mechanisms using public key or private key cryptography 

schemes which may add heavy load to end devices again. 

So, the idea is before the end device and edge device start communicating with each other, the 

edge device sends the access request to cloud service and then in the cloud the authentication, 

authorization and trust process will take place. Finally, if the process passed successfully in cloud 

service, the edge device can trust the end device and starts communicating.  

One example of this approach is Smart meter that was discussed in [61]. Here, the device will be 

authenticated by cloud-reader authentication protocol. Then, the reader will generate a one-time 

symmetric key for the device. This type of architecture will protect the device from eavesdropping, 

brute force, replay attack and device attack. 
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4-3 Authentication and Encryption in IoT 

Authentication is the process that prevents any unauthorized access to the network through fake 

credentials. So, both the peer node and data extraction should be legitimate. Authentication process 

provides different IoT devices to integrate in different smart environments [49]. 

Authentication can be classified to integrity, message authentication and entity authentication, Key 

authentication, nonrepudiation and access control [62]. Besides, authentication often comes along 

with encryption and it requires key management techniques.  

Key management mechanisms can be based on Symmetric-key cryptography and Asymmetric-

key cryptography. In the first mode, the first option, a shared secret key will be distributed between 

two ends. While, the Asymmetric-key cryptography will include the process of public and private 

keys.  

Messages authentication provides integrity and data origin or in other words it provides data 

integrity.  

Entity authentication also referred to as endpoint authentication which assures the identity and the 

presence of the entity claiming who it is. 

Key authentication also takes care of both entity and the linked keys to that entity [20]. 

Authentication procedure can be one-way where only one party will authenticate himself toward 

the other. Two-way authentication where both communication parties will authenticate each other. 

Finally, three-way authentication that a CA will authenticate both ends. In terms of IoT, since both 

ends will have a mutual communication, there should be mutual authentication in IoT.  And 

authentication is the fundamental security mechanism that should be applied at different layers. 

Since, the end device needs to authenticate itself with edge device or gateway. Then, the gateways 

need to authenticate themselves toward the cloud service for sending the data and the application 

or that web interface needs to authenticate itself toward cloud to use the data for further processing 

and analysis [61].  

However, authentication is one way but not the only way to provide security. Authentication 

prevents certain attacks like Man-in-the-Middle, Sybil, reply, impersonation attacks. In IoT, 
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authentication can be provided using lightweight authentication and encryption protocols, multi-

factor authentication using bio-hashing.  

The protocols that can provide hardware-based authentication are PUF, TRNG and TPM which 

uses the physical characteristics of the hardware. One of the protocols that is widely used in 

authentication and encryption is TLS. The TLS version that can be applicable for IoT constrained 

devices are TLS-PSK, TLS-DE-RSA. TLS-PSK uses pre-shared keys while TLS-DE-SA uses 

RSA and Diffie-Hellman for key exchange and management.   

There are three classes of authentication schemes in IoT including lightweight asymmetric-based, 

symmetric-based and hybrid protocols [62]. It is good t note that lightweight cryptographic 

algorithms can be achieved by lightweight block ciphers like smaller key sizes, smaller block sizes, 

simpler rounds, lightweight hash functions, smaller message sizes and so on [63]. Some of the 

lightweight symmetric algorithms offered for IoT include AES-128, HIGHT1, TEA, PRESENT, 

and RC5. AES-128 is utilized by CoAP protocol.  HIGHT can be used in RFID systems. And 

lightweight asymmetric cryptography algorithms are ECC2 and RSA, but RSA is so resource-

intensive [62]. ECC has smaller key size compared to RSA and needs less memory and processing 

power which can be applied for IoT nodes. 

However, the mentioned authentication schemes are not strong enough toward attacks like Denial 

of Service, node capture, impersonation, replay attack to name but a few. Encryption is the way 

that provides end-to-end security. But the conventional cryptographic approaches are not 

applicable for heterogenous environment with constrained resources. 

4-4 SDN in IoT 

SDN3 is a new technology that provides a centralized network management by separating data and 

control planes.  It provides the network to be managed and controlled by software applications 

while handling the dynamic traffic using the programmability feature. In SDN, control decisions 

like forwarding tables and ACL rules will not be done by routers, switches, gateways and IoT 

devices. Instead, they will learn the routes and rules from SDN controller. So, devices will forward 

 
1 High security and lightweight 
2 Elliptic curve cryptography 
3 Software-Defined Network 
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the packets based on what mentioned in SDN controller flow table. Figure 4-4 shows a sample of 

SDN architecture [3]. 

 

Figure 4-4 SDN architecture [3] 

SDN is an appropriate option for integrating with IoT. It optimizes resource allocation, security, 

reliability and QoS challenges in IoT. However, there are certain point regarding integration of 

IoT with SDN from security perspective. Firstly, SDN-based security solutions are based on 

centralised architecture and centralized controllers and cause the single point of attacks and failures 

like DDoS. Secondly, SDN-based solutions are not scalable and SDN controllers can not deal with 

large numbers of IoT. Thirdly, SDN-based solutions are not effective in highly dynamic 

environment like vehicular network where network topology changes [3]. 



87 

 

 

 

 

Chapter 5: 

Conclusion 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



88 

 

5-1 Conclusion 

IoT is a novel paradigm that can be described as a network of highly connected devices including 

sensors, actuators, RFID tags, smart phones, servers and any other type of objects whether they 

are IP-enabled or legacy devices with any size, manufacturer, functionality and capability. IoT 

makes objects have access to Internet while making collaboration with each other to do certain 

tasks and functions. IoT concept was realized and got meaning by collaboration of wide range of 

technologies including RFID, WSN, cloud computing and many other communication protocols. 

IoT could attract many areas and industries like healthcare, transportations, smart cities, 

agriculture, education and automotive industries.  As the usage of IoT technology is increasing 

considerably in people’s lives, security concerns should get higher. Since devices can collect and 

gather sensitive information and data from users and any unauthorized access and modification 

can have a direct effect on their lives. 

In this project, we tried to review some of the well-known architectures like ETSI M2M, IoTWF 

and simplified architecture. IoT architecture composed of four main layers like perception/edge 

layer, network layer, service and application layers. Then, we tried to explain the functionality of 

each layer and the common protocols reside in each of them. Then, we tried to discuss and shed 

more light the IoT attacks and vulnerabilities from different perspectives and what approaches 

have been offered to deal with them. 

Due to scalability and heterogeneity of IoT architecture and different protocols that integrated into 

this concept plus lack of security measures in IoT devices, IoT network is prone to loads of attacks 

and vulnerabilities. Therefore, a comprehensive through security mechanism should be applied 

which considers the main security measures including integrity, availability, confidentiality, non-

repudiation, authenticity of devices and users. 

As discussed in this project, most of the security vulnerabilities coming from the lack of secure 

communication channel between IoT entities, lack of security measures in IoT devices like 

improper software, system updates and security patches, lack of appropriate cryptography 

mechanism for encryption and authentication. Most devices coming from manufacturer do not 

have minimal security authentication and encryption. Unlike IT, IoT devices can be placed in 

hostile and vulnerable areas and they are not rich in power, computing and memory resources. 
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We also discussed that security protocols and mechanisms that were offered by traditional IT 

network cannot be applied to IoT network with constrained resources. The main security 

vulnerability in IoT is the communication medium which is wireless and air! So, further security 

consideration should be considered. I 

In our project, we tried to clarify the security differences between IT, WSN and IoT networks. IT 

devices are mostly placed in the secure areas with the supervision of IT staff members. They are 

rich in resources and power and have highspeed network connectivity. Mostly devices are from 

the same manufacturer and the variation of devices are very limited. While IoT composed of many 

smart objects coming from different brands, operating systems and manufacturer. They are 

working over lossy wireless radio network with constrained resources.  

So, authentication and encryption mechanisms can help to mitigate certain attacks, but they need 

to be lightweight to be applicable to low-power devices. It was mentioned public cryptographic 

approaches or asymmetric approaches provide strong encryption, but they are heavy enough to be 

applied to IoT objects. Therefore, symmetric cryptography is more desirable.  

Also, different lightweight versions of protocols like IPsec, TLS, AES introduced but still 

providing security for IoT needs more attention and work. Some works that can be further done is 

using distributed security architecture using blockchain technology or integrating deep learning 

approach in security mechanism.  
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