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Abstract

Fault Tolerant Control Systems (FT'CS) can maintain stability and restore as much perfor-
mance as possible after system component/actuator/sensor faults occur in control systems.
Therefore they are necessary for thbse safety-critical systems. Compared to passive FTCS,
where there is no controller reconfiguration, active FTCS have a Fault Detection and Identi-
fication (FDI) scheme and a set of controllers for reconfiguration, and can provide superior
fault tolerance capabilities.

In this thesis, the analysis and synthesis of stochastic active FTCS are studied. When
the occurrence of parametric faults in the system is modeled by a homogeneous Markov
chain, the open-loop system to study can be modeled as a linear system with Markovian
jumping parameters. When applying this model to systems subject to parametric faults,
FDI decision process should be modeled as another stochastic process, and the controller
reconfiguration should be carried out based on FDI decisions.

This stochastic formulation of active FTCS concerns the imperfectness of FDI decision
caused by disturbances and model uncertainties. Different stochastic processes can be used
according to the characteristics of FDI decision processes. Two situations are considered
in this thesis. The first and also the most widely used one is to model FDI decision pro-
cess as another independent Markov chain, assuming that memoryless FDI algorithm is
employed. The second one extends to a semi-Markov chain representation, where a ran-

dom distributed fault detection delay is considered. For FTCS with model uncertainties,
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state and output feedback cohtrollers which only access FDI decisions are first designed
for Mean Square Stability (MSS) using Linear Matrix Inequality (LMI) based techniques.
Then, both H, and H.. performance objectives are considered to accommodate different
performance requirements. In addition, iterative LMI algorithms are proposed to solve the

nonlinear matrix inequalities resulted from controller synthesis.
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Chapter 1

Introduction

1.1 Development of Fault Tolerant Control Systems

Nowadays, modern industrial systems become more and more sophisticated to accommo-
date the ever rising requirements on scale and performances, and they rely on complicated
control systems to guarantee the smooth operation. Although modern technology has pro-
vided capability to manufacture components with enhanced reliability and longer lifespan,
faults may still occur in systems’ components due to wear and aging. Usually most of
the control systems are designed based on the assumption that aétuators, sensors and other
components of the system function normally. When unexpected faults occur in a complex
system, if not dealt with properly, they may result in degraded performance or even loss
of system stability. For safety-critical systems, they may cause serious social and environ-
mental diasters.

To overcome such limitations of conventional control strategies, Fault Tolerant Con-
trol (FT'C) has been developed to accommodate component degradation and faults for an
acceptable performance of the overall system. An informal definition of Fault Tolerant
Control Systems (FTCS) can be found in [10]: “Fault-tolerant control systems employ
redundancy in the plant and its automation system to make ‘intelligent’ software that mon-
itors behavior of components and function blocks. Faults are isolated, and appropriate

remedial actions taken to prevent that faults develop into critical failures. The overall FTC
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strategy is to keep plant availability and accept reduced performance when critical faults
occur.” This definition shows a fundamental philosophy of fault tolerant control, i.e. the
overall reliability of a system is enhanced not by using the more reliable components, but
by managing them in a way that the reliability of the whole system is greater than the
reliability of its parts. The goal of such control systems is to maintain high priority de-
sign objectives, such as system stability, in case of a severe component fault, so that the
“graceful” performance degradation is achieved rather than an abrupt system outage.

FTC is generally classified into passive and active approaches. In passive approaches,
the robustness range of a controiler is designed to be wide enough to accommodate speci-
fied faults within acceptable performance specifications. On the contrary, in active FTCS,
detection and isolation of a fault lead to a change in the control operation to accommo-
date the fault. Actions include but are not limited to re-configuration, controller re-design,
change of control path, change of path of measurements [9]. It should be noticed that the
main difference lying between the two approaches is whether or not faults are explicitly
detected and identified.

In the literature, special terminologies are used for passive fault tolerant control sys-
tems: Integral Control [82] deals with actuator faults and sensor faults in control loops,
which can guarantee the system stability in case of loop failures (i.e several feedback loops
become open) caused by the faults. Reliable Stabilization [112] aims at accommodating
the possible controller faults. In this scheme, two or more controllers are used to stabilize
the plant in parallel, when one or more of them work normally, the closed-loop system
is stabilizable. Simultaneous Stabilization [95] is about designing a single controller to
stabilize different plants. Such a scheme is suitable for dealing with system component
faults.

In active FTCS, one major component is the reconfigurable controller, which can re-
configure or reconstruct the controller online according to the information of the post-fault
system. “Reconfigure” means that only parameters of a controller are changed while “re-
construct” may result in a complete change of control system structure. The conventional

classification of FTCS is shown in Figure 1.1, and a typical block diagram of active FTCS
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is shown in Figure 1.2,

Integral
Control

Simultaneous
Stabilization

Passive FTCS

Reliable
Fault Tolerant Stabilization
Control Systems

Control Law

/ Precalculation
Active FTCS
\ Reconfigurable

Control

Figure 1.1. A simple classification of fault tolerant control systems

! |

' _ » FDI |=
Reconfiguration
| Fault
| Fault Fault
k u | S v
Reference I .cdiled—ls| acutatorf+ Plant — Sensor >
Input N
N

Figure 1.2. A scheme of active fault tolerant control systems

For practical applications, passive FT'CS have obvious disadvantages. First, it has lim-
ited capability in fault tolerance since only known fault scenarios can be coped with. Be-
cause faults may have different sizes and effects, they may require different remedial ac-
tions. In this case, it is hard to design a passive fault tolerant controller to accommodate
such faults. Secondly, it is possible that no feasible solutions exist for a given fault scenario.
In fact, passive FTC algorithms are more suitable for baseline controllers design, whose

function is to increase the robustness of the system, and to protect the system from sudden

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



deterioration so that more time is gained for high level control reconfiguration mechanism
to take remedial actions. In this research work, we are focused on active FTCS analysis and
design. A brief review of FTC design methods is included in Section 1.3, while the more

thorough introduction of FTCS can be found in [92], [109] and the references therein.

1.2 Fault Classification and Modeling

FTCS are designed and built to cope with faults occurred in control systems, therefore it is
necessary to first define “faults” and associated terminologies.
IFAC SAFEPROCESS Technical Committee has given formal definitions to the follow-

ing terminologies in the field of fault diagnosis and fault tolerant control [21], [57]:

Fault: an unpermitted deviation of at least one characteristic property or parameter of the

system from the acceptable/usual/standard condition.

Failure: a permanent interruption of a system’s ability to perform a required function

under specified operation conditions.
Fault detection: determination of the faults in a system and the time of detection.

Fault Isolation: determination of the kind, location and time of detection of a fault.

Follows fault detection.

Fault Identification: determination of the size and time-variant behavior of a fault. Fol-

lows fault isolation.

Fault Diagnosis: determination of the kind, size, location and time of detection of a fault.

Includes fault detection, isolation and identification.

The conventional classification of faults in control systems is based on their locations,
i.e. component faults, actuator faults and sensor faults (or instrument faults). Each category

contains several types of faults [12].
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Consider a continuous-time LTI system described by:

( DY AP 4 A VN o U A N o *FN L N 7N
Consider a continuous-time LTI system described by: (1.1
%(t) = Ax(¢) + Bu(t) + D1d(t) + f1(2),
whe Y(t) = Cx(t) + Dad(t) + fo(2), te, control signal, system

output and disturbance respectively; f1(¢r) € R™, fo(r) € R™ are fault signals imposed on
the system state and the output respectively; all matrices have compatible dimensions. In
the sequel, expressions of fi(¢), f2(¢) in different fault scenarios are given. For the sake
of simplicity, it is assumed that a state feedback law u(t) = K.x(¢) is used for the normal
system.

System component fault:

fi(e) = (Ay = A)x(1), (1.2)

where Ay is the post-fault system matrix.

Actuator fault (for the i-th actuator):

( (ki — D)bikeix(t), 0 < k; < 1, lost of effectiveness,
—bikeix(t), float,
file) = < ’ , (1.3)
—bikei(x(t) — x(tr)), lock-in-place,
—bi(Kcix(t) — U,-Le,-), Uir, = Uipin or Upprax, hard-over,

\

where k; is the effective coefficient of the faulty actuator, b; is the i-th column of input
matrix B, k.; is the i-th row of K_, tr is the time instant of fault occurrence, and ¢; is the i-th
column of an identity matrix with appropriate dimensions.

Sensor fault (for the i-th sensor):
4

bie,', bi 7é 0, bias,

fz(t) _ i b,-(t)ei, bi(t) 7&0, drift, (1.4)

—Cj(x(t) —x(tr)), sensor freezing,

\ (ki — 1)Cix(2), calibration error,
where b;/b;(t) is the bias/drift term for the i-th faulty sensor, and k; is the effective coeffi-
cient of the faulty sensor. The dimension and the i-th row of C; are the same as those of C,

while other entries of C; are zeros.
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From the above scenarios, a general representation of the fault signal f(¢) can be given

as:
f@t) = Ex(¢) +v(z). (1.5)

For different types of faults, the specific expréssions of E and v(r) can be obtained from
corresponding equations above.

The equations above show that component and actuator faults normally change the
system matrix, same with sensor freezing and calibration error when the closed-loop system
is considered. Therefore, these faults can result in the loss of system stability, this is why
fault tolerant control design is so important for safety-critical applications. As for sensor

bias/ drift, they only act like disturbance in the system and are relatively easier to deal with.

1.3 Methods of Fault Tolerant Control Design

The design process of an active FTCS is a systematic work from the engineering point
of view. It ranges from FMEA (Failure Mode and Effects Analysis) to remedial actions
selection, etc. The detailed discussion on these matters can be found in [7]1[8] [9] [10] [571.
However, in this thesis, only the control related aspects of FTCS are considered, and other
issues of the system analysis are outv of the scope.

The premise for designing FTCS is that the system possesses hardware redundancy,
such as redundant sensors and actuators. Otherwise, when some components break down,
the corresponding measurement will be invalid and the necessary remedial action cannot
exert to the process. The redundancy in the system also improves the FDI results, espe-
cially when system contains model uncertainty and disturbance, redundant measurements
help eliminate faults’ effects on diagnostic results. Meanwhile the existence of redundant
components will simplify the design and improve the performance of FTCS. For example,
if a system has more independent measurement, then the performance loss by using output
feedback will be minimized as well. As for actuator redundancy, if post-fault system input
matrix has full row rank, Pseudo-Inverse algorithm proposed in [46] can restore the closed-

loop system matrix perfectly. Stability is the objective of highest priority for any control
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systems, and it is no exception for FTCS. Once the stability is retained, then fault tolerant
controllers will try to restore other dynamic performances as much as possible depend-
ing on the degree of redundancy remainded in the post-fault system. Different algorithms
use different control strategies to achieve preset objectives, and they are the kernel part of
FTCS design. Common control strategies used in FT'CS include Pseudo-Inverse Method
(PIM), Eigenstructure Assignment (EA), Model Following, Multiple Model Adaptive Con-

trol, Four-Parameter Control and stochastic FTCS.

Pseudo-Inverse Method _‘

Traditional Pseudo-Inverse Method (PIM) has been well used in flight control systems.
If the input matrix has full row rank, the reconfigured system can fully restore the original
system eigenvalues. But it is not the case without the rank condition, and in this case
the post-fault system stability is not guaranteed. In [46], a modified PIM algorithm is
proposed, which can guarantee the stability of the post-fault system. The design objective is
to minimize the Frobenius norm of the difference matrix between the original and impaired
system matrix, i.e.

m}n J=|(A+BK)— (Af+Bfo)||F )
7

where the matrices with subscript f stand for the corresponding post-fault matrices. This
optimization objective is equivalent to minimize the distance between eigenvalues of pre-
fault and post-fault closed-loop systems. However, this algorithm does not consider the

modeling uncertainty, hence cannot provide robust stability conditions.

Eigenstructure Assignment

Since a system’s dynamics is not solely determined by its eigenvalues but also by its
eigenvectors, [62] uses eigenstructure assignment methods to keep the eigenstructure of the
post-fault system as close as possible to that of the pre-fault system. If state feedback is
used, all of the original eigenvalues can be restored exactly, while only part of them (most
dominant ones) can be restored if using output feedback. Through projection, the corre-
sponding eigenvectors are assigned close to those of the pre-fault system. However, since

it is impossible to restore exactly the eigenvectors of the original system, such projection

7

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



cannot guarantee the similarity of the dynamics between the pre-fault and post-fault sys-
tems. As same as PIM, the robust stability is not discussed. [68] adopts the similar idea, but
with a constrained optimization to minimize the distance of the assigned eigenvectors with
those of the pre-fault system. The constraints of this optimization reflect the requirement

on system stability. Obviously, it leads to a better design.

Model Following Methods

For PIM, the main idea is to make the closed-loop system matrix of the reconfigured
system close to that of the nominal one. An alternative design named as Model Following
method shares the similar design philosophy, but with a different measure of the “close-
ness” of the two systems (post-fault and nominal) [47] [56] [64]. The objective of model
following method is to make the state trajectories of the reconfigured system as close to
those of nominal system as possible. For the implicit model following methods, a suffi-
cient condition for the perfect model following is proposed for stability, i.e. the Erzberger’s
condition. However by using explicit model following, stability can be attained even when
Erzberger’s condition is not satisfied. One disadvantage is its complexity, since all the
states of the reference model need to be generated for use. A block diagram of the explicit

model following is given in Figure‘ 1.3.

Figure 1.3. Block diagram of explicit model following

Adaptive Control
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Due to the similar design strategies, adaptive control methods have been used in FTCS
design. In [46], the application of multiple model adaptive control in reconfigurable flight
control systems is discussed. In this scheme, a model set is built including one nominal
model and other fault models. Kalman filter banks are applied to estimate the state and
parameters. The control action is probability-weighted for each candidate model. For
deterministic systems, the Kalman filter bank is replaced by a bank of observers. Their
outputs are compared, and the one with the minimal value indicates the true plant model,
then, the corresponding control law is applied [12]. Other applications of adaptive control
can be found in [22], [106], [107], which use the plant-model matching to solve the actuator
lock-in-place type of fault. Compared with conventional adaptive control, MMAC reacts
faster to abrupt changes such as faults, and can greatly improve the transient response
before convergence [84]. For faults with independent effects on system output, [63] gives a
combined design of adaptive observer and controller to estimate the fault and stabilize the

post-fault system.

Four-parameter Control

Generally speaking, the approaches discussed above only involve controller reconfigu-
ration, i.e. no FDI scheme is considered. But there are also two main kinds of integrated
fault tolerant control systems. Here, “integrated” means that fault detection scheme is
designed with controller simultaneously or the characteristics of FDI are taken into consid-
eration during the controller design. The so-called “four-parameter control” is one kind of
passive FTC design, where both feedback controller design and fault detection design are
carried out at the same time.

Four-parameter controller [58] took the name from the original setting, where con-
troller/ observer to be designed can be split into four parts, i.e. four transfer functions. In
this setting, FDI and controller are simultaneously designed using mixed optimization or
multi-objective design methods. The following figures show its configuration [85]:

In Figure 1.4(a), w, u, z, y., are exogenous input, control signal, controlled variable and
ideal output; f,, fs stand for actuator and sensor faults respectively, a is the diagnostic

signal. This configuration, when considering model uncertainty, can be transformed into

9
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Figure 1.4. Four-parameter controller structure : (a) system setup (b) standard setup with

model uncertainty

the standard formulation in robust control. In Figure 1.4(b), r is the diagnostic signal, fault
models are included in the generalized system as frequency weight on the fault signals:
f = Wys(s)v, where v is a signal that is anticipated to have a flat power spectrum. With
this formulation, robust control theories can be applied for integrated system design to deal
with disturbances and model uncertainties. For example, the following design objectives

can be minimized for the system shown in Figure 1.4(b):

|G|l : disturbance rejection and system robustness,
|Gz||le : minimize effects of undetectable faults,
|Grwl|les : reduce false alarms,

lGrolle  : alarm signal is a good estimate of potential faults.

Since such a design involves more than one objective, therefore multi-objective design or
mixed-objective design must be used to handle the design problem.

This integrated FDI and controller design guarantees the performance and robustness.
However, this scheme treats the faults as exogenous unknown input terms which are inde-
pendent from system control or state, hence this design is quite restrictive since it is only
applicable for sensor bias and drift among all kinds of faults discussed in Section 1.2. In
other word, faults considered in this FT'CS scheme do not challenge system stability. A
similar system structure is used in [111]. For actuators belong to a specific set, stability can

be guaranteed, and performance measured by H.. norm can be maintained.
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Due to the increasing interests in multiple-objective control design, this integrated ap-
proach has attracted lots of attention recently. Some new results include: mixed H;/H.
approach to simultaneous fault detection and feedback controller design [66]; and later that
work has been extended to FDI design using the same methodology [67] to cope with ad-
ditive fault signals with different characteristics, i.e. I bounded and white noise. Similar

works include FDI design for uncertain systems under feedback control [53] etc.

The stochastic approach using Markovian Jump Linear System model

Because faults can change the system dynamics, a series of models can be used to
represent different scenarios including the normal operation mode and multiple faults. A
homogeneous Markov chain can then be used for representing such jumps among multiple
models. In this formulation, the task of FDI is to retrieve the system modes from input-
output data, and controller reconfiguration is carried out based on FDI decision.

This approach is the other integrated approach for FTCS. It provides an integrated
framework to analyze and design for stochastic stability and performance of FTCS. The
strength of this approach lies in its ability to accommodate random nature of fault occur-
rence and parametric faults. When FDI scheme is modeled by another stochastic process
independent from the system fault process, imperfect FDI decisions such as detection de-
lay, false alarms and missing detections can be quantized and taken into consideration when
passive or active fault tolerant controller is designed.

Though this stochastic FTCS share the same representation with Markovian Jump Lin-
ear Systems (MJLS), the main difference lies in that the former have FDI scheme based
on whose decision that controller reconfiguration is made, while in MJLS, the system fault
mode is assumed to be instantly available for control.

As this approach “combines robustness design with reconfigurable control and FDI, it
is a challenging and emerging theoretical field in fault tolerant control” [92]. The main
work of this thesis focuses on the analysis and design within this stochastic framework,

and the detailed introduction and discussion are given Chapter 3.
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1.4 Motivation of the Research

FDI scheme and controller reconfiguration are two main ingredients of active FTCS. But in
existing literatures, most of active FTCS designs neglect dynamics of the FDI mechanism,
instead, they assume that FDI can provide immediate and correct post-fault system infor-
mation for controller reconfiguration. However, when disturbances and model uncertainties
are present, such a “perfect” FDI assumption does not hold in most practical applications.
The decision and information provided by FDI may be incomplete or even incorrect, e.g.
unisolatable faults, false alarms, missing detection and detection delay, etc. Without taking
these characteristics into consideration, the fault tolerant controller designed cannot achieve
satisfactory performance for overall FTCS. Hence an integrated FTCS is more desirable for
achieving better fault tolerance capability and performance. An integrated design means
that the characteristics of both FDI and control are considered in the closed-loop form,
and trade-offs are taken into account in the design so that functions of FDI and control
reconfiguration are well-balanced to guarantee the overall system performance. The inte-
grated framework based on Linear Systems with Markovian Jumping Parameters (LSMIJP)
provides a good framework, where these issues can be studied.

The study of the stochastic active FTCS using MJLS as the open-loop system dates back
to 1989, where besides the stochastic process representing fault process, there is another
stochastic process standing for FDI decision. Since then, many researchers have worked in
this area. However, most of the works in this area concentrate on the stability analysis or
synthesis of controller accessing both system real fault mode and FDI decision, which is
hard to satisfy in practical applications. The assumption that both system real fault mode
and FDI mode are available for control obscures the role of FDI scheme, and makes the
introduction of FDI scheme redundant and unnecessary. Therefore, a more reasonable as-
sumption is that controller reconfiguration is solely based on FDI decisions. However, with
this assumption, numerous available results on MJLS cannot be applied directly into the
area of FTCS. To design a FDI-based controller, the main obstacle lies in that if assuming
controller solely accesses FDI decision but no real fault mode, the number of controllers to

be solved is much fewer than the total number of constraints. Hence it becomes a multi-
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objective design problem, which in general cannot be solved efficiently. To find effective
methods to design FDI-based controller is the main motivation of the research.

In this stochastic active FTCS framework, FDI decisions are conventionally modeled
by a piecewise Markov chain. However, it implies that the FDI algorithm is memoryless,
which is not the case for most of advanced FDI schemes. Under some circumstances, such
a modeling of FDI decision process should be extended to more complex situations, such
as using a semi-Markov chain. For this reason, in this thesis, systems with random fault
detection delay are studied. Furthermore, performances besides stability should be defined

and introduced into the analysis and synthesis of controller for active stochastic FTCS.

1.5 OQutline of the Thesis

Chapter 2 introduces some modeling methods of FDI decision process. These include
modeling only fault detection delay when systems are subject to “strongly detectable faults”
and modeling using stochastic processes. The Markov chain modeling is the focus and it
will be shown in Chapter 6 that some semi-Markov chain modelings can be transformed
into this case by augmentation of Markov chain.

Chapter 3 describes the stochastic fault tolerant control framework based on MJLS
model. Since MJILS is adopted as the open-loop system model, the work on MJLS is
reviewed first and the differences between MJLS and the stochastic FTCS are pointed out
after the latter is introduced in details. For these stochastic systems, the stochastic stability
should be chosen as the primary design objective. Different from deterministic systems,
stochastic stability has many different definitions. These definitions are provided. Parallel
to the deterministic cases, stochastic Lyapunov function will be the powerful tool in the
stability analysis and stabilizing controller synthesis of the stochastic systems.

In Chapter 4, using the conventional stochastic FTCS model, where FDI scheme is mod-
eled by a Markov chain, the stabilization results using the Mean Square Stability (MSS)
criterion for controller with different forms are summarized and expressed in terms of Lin-

ear Matrix Inequalities (LMIs), which can be efficiently solved using many available con-
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vex optimization toolboxes. Compared to the available results that involve solving coupled
Riccati equations, results given in this chapter are much simpler and easier to use. In this
chapter, stabilizing controllers include the “full information” controller (controller accesses
both real fault mode and mode of the FDI decision process) and the FDI-based controller
are designed. Due to the complexity in the synthesis of the latter, a two-step procedure is
given using Projection Lemma. For state feedback controller synthesis, techniques from
mixed objective design can be employed to obtain an improved design approach.

In Chapter 5, besides the MSS, the analysis and synthesis for reconfigurable controllers
satisfying H, performance are studied. Adopting the operator theory proposed by Costa
and his colleagues, the conditions for MSS and the Hj performance are expressed in terms
of nonlinear matrix inequalities. iterative LMI algorithms are then presented, which adopt
the techniques from multi-objective control design, to effectively solve the design problem.
The synthesis for state feedback, output feedback in both continuous-time and discrete-time
is discussed.

H.. performance with respect to L., bounded disturbance is the main concern in Chap-
ter 6. Different from settings in previous chapters, systems with fault detection delay are
to analyze and design. The assumption made is that the fault detection delay is an ex-
ponentially distributed random variable. FDI decision process under the circumstances is
actually a semi-Markov chain, which undoubtedly may be more realistic than the Markov
chain modeling. In addition, two extensions are made so that the topic can be covered in
complete. The result are first extended to the conventionally two-Markov-chain framework
but with a more general performance than the H.. called stochastic integral quadratic con-
straint (SIQC). And the second extension discussed is on a non-exponential fault detection
delay case, where the hypoexponential distribution is used to approximate an arbitrary dis-
tribution. This approach provides a feasible way to study FTCS employing complicated
FDI algorithms such as Sequential Probability Ratio Test (SPRT) which does not satisfy
the memoryless property.

Finally, the conclusions are drawn and the future work are discussed in Chapter 7.
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1.6 Contribution

The contribution of this thesis includes three parts. First, available results on the “full in-
formation” controller synthesis are rewritten in terms of LMIs. Compared with the original
conditions, results here are much simpler and more straightforward. In addition, three ap-
proaches are proposed for the more practical “FDI-based” stabilization controller design,
including LMI based and iterative LMI based.

Next, besides Mean Square Stability, H, and H.. performances are introduced into this
stochastic FTCS framework as design objectives, and controllers are designed using these
performance objectives.

Last, analysis and synthesis results are extended to stochastic FTCS where FDI deci-
sion process is modeled by a semi-Markov chain. By using hypoexponentially distributed
random variables to approximate the mode sojourn time of the semi-Markov chain, the sys-
tem can be Markovianized, then previous results can be applied. This method provides an
engineering approach to solve problems such as stochastic FT'CS with semi-Markov chain

modeling of FDI decision processes, and non-Markovian Jump Linear Systems.
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Chapter 2

Modeling of the FDI Decision Process

2.1 Introduction

In the previous chapter, modeling of faults according to their occurrence locations was
discussed. For active FTCS, the FDI scheme is an important component based on whose
outcome the controller is reconfigured. Obviously, the performance of FDI will directly
affect the stability and performance of FTCS. Therefore, modeling of FDI decision process
is necessary in an integrated FTCS in order to perform the analysis and synthesis in a
closed-loop configuration. |

The role of FDI scheme is to detect and estimate faults after their occurrences. Since
some performance criteria, such as missing detection rate, false alarm rate and detection
delay may be contradictory in design; trade-offs are necessary. Therefore, performance of
FDI is dependent on the nature of the faults, the chosen design objectives and the fault
diagnosis algorithms.

When focused on the evolution of systems subject to random faults modeled by a
Markov chain, modeling of FDI decision process using stochastic processes is natural.
Such a problem will be discussed in this chapter, where faults are considered to be random
and can be described by a Markov chain.

In this chapter, to simplify the analysis, a special category of faults named as “strongly

detectable faults” is considered first, for which the FDI scheme can always make correct
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decisions after a fault detection delay. This delay can be an arbitrary distributed random
variable depending on the specific faults present and FDI algorithms used. Exponential
distribution is the simplest case that can model the memoryless FDI algorithm, while the
hypoexponential distribution is more general and can be used to approximate other distri-

butions.

2.2 FDI Decision Process: Detection Delays

Practical FDI subsystems may have imperfect decisions in terms of detection delays, false
alarms and missing detections. A simple modeling of FDI scheme is just to consider fault
detection delays, with the assumption that all faults present in the system can be eventually
detected and identified. Actually, this modeling is quite simple yet can still capture the
characteristics of many practical systems.

The assumption that all faults present in the system can be detected and identified can be
satisfied if those faults belongs to the category named as “strongly detectable faults”. This
category of faults can be guaranteed to be detectable even in the presence of disturbance.

In the area of fault detection, the research on “strongly detectable faults” is the extension
of the Unknown Input Observer (UIO) approach, which has the limitation when the perfect
decoupling conditions cannot be satisfied due to the presence of model uncertainties and
disturbances.

Hou and Patton found that when the residual becomes robust to disturbance, it be-
comes insensitive to faults as well [54]. To overcome this shortcoming, both robustness to
disturbances and sensitivity to faults should be taken into consideration and properly com-
promised, where fault sensitivity can be measured by the H_ index, which is defined as the
minimal eigenvalue of a transfer function.

However, obstacles still exist in this design. Since H_ is not a system norm, it prevents
us from directly using robust control related theory to carry out the design. For this rea-
son, many efforts are not very successful. Some trial and error is needed as for [54], and a

heuristic iterative LMI algorithm was proposed in [113] without guarantee of convergence.
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As a result, a more conservative H./H. design is used. Using the concept of “inverse
system” and multi-objective optimization techniques, [108] proposed algorithms for both
static and dynamic fault detection observers design using iterative LMI algorithm for sys-
tems with square transfer function. The main breakthrough was made in [73], where the
analytical expression of H_ is given. With this result available, the multi-objective design
can be applied for solving H../H_. problem using available iterative LMI techniques.

Note that given the threshold J;;, the fault detection delay is defined as the minimum 7}
satisfying

/ :dr(t)Tr(’)d’ > [|Gra(s)llesll 12

where r(¢) is the residual generated.

2.2.1 Exponentially Distributed Fault Detection Delay

It is proper to consider the randomness of the fault detection delay. From (1.5), the fault
f(z) is dependent on system state x(¢) and a fault related additive signal v(z). Notice that
the fault occurrence time instant ¢ is random, which makes x(¢7) and v(¢r) random as well.
Since the detection time T is dependent on x(tr) and v(¢r ), Ty is also a random variable.

The simplest fault detection logic is to compare the current residual with a threshold
and make decision, which means only the current observation of the residual is used and
discarded in the next test when a new observation is available. Under the circumstances,
the FDI decision has the memoryless property, and the fault detection delay can be mod-
eled as a memoryless random variable, e.g. one with the exponential distribution, whose
probability density function (PDF) is shown in Figure 2.1.

In practice, exponential distribution arises in the modeling of the time between occur-
rence of events, the lifetime of devices and systems, and it can be obtained as a limiting
form of the geometric random variab]é [72]. If MJLS model is used to represent open-
loop FTCS, an advantage for using exponential distribution lies in its natural relationship
with Markov chains. The time that a Markov chain occupies a specific state, also called

the dwell time or sojourn time, is an exponential distributed random variable. Therefore,
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Figure 2.1. PDF of exponential random variable (A = 2)

using the exponential distribution assumption for fault detection delays may lead to a joint

Markov process in analysis of such a system.

2.2.2 Non-exponentially Distributed Detection Delay

The memoryless property of the exponentially distributed fault detection delay means that
the time FDI needs to make a decision is independent of the time elapsed. Through its
probability density function, it implies that most of the faults are more likely to be detected
at the very beginning after faults occur. This seems to be contradicting with the common
sense that at the early stage, information extracted from the residual is insufficient to make
a good decision compared to that at a later time.

For more advanced FDI schemes, past observations are often utilized to provide as
much information as possible. The FDI scheme will continuously update certain index
as new samples are available until decision can be made, and FDI scheme will be reset
thereafter. This category of algorithms for fault detection includes: Sequential Probability
Ratio Test (SPRT) and cumulative sum test (CUSUM) [6]. For FDI schemes using these
algorithms, the memoryless property does not hold. Therefore, exponential distribution

may not be appropriate for modeling FDI delay in general, especially when more complex
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FDI schemes are used.

In [114], for a fault tolerant navigation system employing SPRT to decrease the false
alarm rate, it shows that a second order Erlang distribution can approximate the fault de-
tection delay well.

A more general random distribution, namely, hypoexponential distribution, is a simple
extension of the exponential distribution to model the FDI delay. A hypoexponentially
distributed random variable is the sum of two or more independent exponential random
variables. |

The expression of the hypoexponential distribution is given as:

y=¥x, @.1)

where X;, i = 1,2,...,N are independent exponentially distributed random variables with
the rate parameter A;. A special case is when VA; = A, i=1,2,...,N and it is known as the
“Erlang distribution”,

The main reason to study hypoexponential distribution is due to its closeness to a so-
called ‘hyperexponential distribution”, whose probability density function (PDF) is given

as: v o
fr=Y pidie™™, Y pi=1.
i=1 i=1

An important characteristics of the “hyperexponential distribution” is that it can ap-
proximate arbitrary distributions on [0, +eo) with arbitrary precision [13]. Unfortunately,
since p; may be negative, it hinders the application of this distribution in modeling of FDI
decision process. However, it will be shown later that the “hyperexponential distribution”
can still approximate many random distributions well enough.

The PDF of the hypoexponential distribution is not trivial to compute. Consider two
cases here. The first case is for the sum of N = 2 exponentially distributed RVs, X; with
PDF fx,(x) = Aie=** and A; # Ay. Then the PDF of ¥ = X1+ X3 can be obtained as

Mo ny M gy
= — > 0. .
) = 5 e e, 20 22)
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Similarly, when N = 3 and the rate parameters satisfy Ay = A3 and A; # A, the PDF of
Y = X; + X, + X3 becomes

fr() = (Tft%)ze‘m - (ﬂ%e—xzy + %ye"hy, y >0, (2.3)

The “hypoexponential distribution” can be used to exactly represent the ¥ distribution
and the y distribution. The following example shows how to approximate a non-exponential
distributed detection delay. The objective is to approximate a log normal distribution, for
which the logarithm of a variable has a normal distribution. This distribution is used instead
of normal distribution due to the fact that fault detection delay should always be greater than

ZE10.

Example 2.1 In this example, it is shown that the PDF of a random variable, which is the
summation of exponentially distributed random variable, can be used to approximate the

PDF of a log normal distribution.

PDFs of Lognormal, Summation of Exponential RVs
T T T y T T

- - N=2
\ ot N=3
06k 4 ————— |_ognormali

PDF

L ) : L . . L . h
0 05 1 15 2 25 3 35 4 45 5
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Figure 2.2. Approximation of non-exponential RV using summation of exponential RVs

In Figure 2.2, the solid curve shows the PDF of the log normal distribution, with § =
1, M = 0; the dashed curve represents the PDF of summation of two exponential random
variables with A; = 1, Ay = 5; the dash-dotted curve shows the PDF of summation of two

exponential random variables with A; = 1, A; = 2, A3 = 2. Obviously, using summation of
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two exponentially distributed random variables, an approximation close to the log normal

distribution is obtained.

2.3 Modeling of FDI Decision Process Using Stochastic Pro-

cesses

2.3.1 FDI Modeling Using Stochastic Processes

The previous discussion only focused on modeling the random fault detection delay. Con-
sidering other characteristics, e.g. false alarms, missing detections, etc, the FDI decision
process can be modeled as a separate stochastic process from the fault process.

Markov processes represent the simplest generalization of independent processes by
allowing the outcome at any instant to depend only on the outcome that precedes it and
none before that. In another word, for a Markov process {(2), the past has no influence on

the future if the present is specified. This means that if ¢,_; < #,, then

Pr{C(tn) an|C(t)7 t < tn—l} :PF{C(Z‘,,) anlg(tn—l)} .

A Markov chain is a special kind of Markov process where the system can occupy a
finite or countably infinite number of states, such that the future evolution of the process,
once it is in a given state, depends only on the present state but not on how it arrives
at that state [90]. A Markov chain is said to be homogeneous in time if the probability
Pr{{(tm) = xm|C(t,) = x,,} depends only on the difference m — n.

The homogeneous Markov chain is one of the most common choices for modeling fault
process, where countable finite states are used to indicate normal and faulty scenarios of the
system. And the switching from one state to another may represent onset of a specific fault
or resume of normal operation from a faulty scenario after reparations. The homogeneous
assumption holds in general since for most of systems, the reliability related performances
are time invariant. An important prerequisite for using Markov chain is that each transition
should be an independent event. To use this representation of random faults, a priori in-

formation about the distribution of the mode sojourn time, and state transition probability
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must be obtained before analysis and design can be carried out within this framework. In
discrete-time, it means that information in the form of an a priori probability distribution
for the mode transition time is known. The a priori probability can be either obtained from
historical data or from Monte Carlo simulations.

For systems subject to the fault process modeling by a Markov chain, FDI decision
process is determined by the properties of faults and the algorithm used. Control engineers
and researchers from signal processing field have different opinions on the modeling of FDI
decision process. Engineers observed that in most high reliability fault-tolerant control
systems, the occurrence of component faults is relatively rare compared to the frequent
occurrence of redundancy management decision events. This property leads to a system
with events of two time-scales: a slow time-scale for fault events and a fast time-scale for
FDI events [115]. Therefore, common fault detection and identification algorithms can still
be applied in this framework.

Researchers from signal processing field tend to construct specific algorithms to iden-
tify the fault mode from input-output data, and the transition rate matrix of the fault Markov
chain. This was first investigated in early 1950’s for online quality control problems. Nowa-
days many algorithms have been developed to solve the Markov chain mode estimation
problem [6].

To be specific, consider the following Markovian Jump Linear System:

I

x(t) = A(§(0),1)x(r) + B(E(2),2)u(r) + D(E () w (),
y(t) = C(§(2)x(t) + E(E(1))w(),

where x(¢) € R" represents the system state vector, u(t) € R™ the system input vector,

(24)

i

y(t) € R® the system output, w(z) € RP is the unknown exogenous disturbance/noise. ()
is assumed to be a measurable homogeneous continuous-time Markov chain with a finite
state space S1 = {1,2,...,q1}.
The transition probability of the fault process {(z) is described as follows:
OC,'jAt-I-O(At), i%j,

C(): Pr{C(t+nr)=jlL(t) =i} = ,LJES,  (25)
1+OliiAt+0(At), i=j,
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where o; = — 3 jes, j#i Qij» At > 0, gtigxoo(g) =0, and ;; is the transition rate of the fault
process.

The objective of the FDI scheme can be achieved by estimating Markov state {(7)
and/or continuous system states x(¢). Some recent related works include: stochastic sam-
pling algorithm for maximum a posteriori (MAP) state estimate of Markov state [36], par-
ticle filter method [37], iterative algorithm for marginal MAP sequence estimate of the
Markov chain (MMAP) [38], expectation maximization (EM) for MAP [74], interacting
multiple model (IMM) method [65], and a research monograph on the Hidden Markov
Model (HMM) approach [39].

However, it is worth mentioning that computing the conditional mean state estimates
&{x(k)|y(1),y(2),...,y(k)} and &{E(k)|y(1),y(2),...,y(k)} (consider discrete-time case
here with y(i) as system output) for MILS is an NP-hard combinatorial optimization prob-
lem. The computation burden exponentially increases with the number of output samples
{y(1),¥(2),...,y(k)} k. Therefore, suboptimal methods are the only feasible approaches to
handle this problem. Except computation burdens, some disadvantages are common with
the current algorithms: local optimum and inconsistent state estimates. These factors make
it extremely hard to analyze the exact distribution of FDI decision process. To the author’s
knowledge, there is no algorithm available for online use.

Therefore, in this thesis, it is assumed that those regular FDI algorithms can be applied
here to provide estimation of system fault process. To simplify the analysis and synthe-
sis, the Markov chain and the semi-Markov chain can be used to model the FDI decision
process.

The Markov chain is most commonly used in the context of FDI decision process. The
following formulation was firstly introduced by Srichander and Walker in 1993 [104]:

Assume that the FDI decision process 7)(¢) is modeled as separate Markov chain taking

values on §, = {1, 2,..., g3} with state transition rate depending on the current state of

£():

_ _ i At +o(At), j#s,

Pr{n(t+ar) =sin()=j, () =i} = "
1+ Bj;At+o(At), j=s.
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As an extension of Markov chain modeling, the semi-Markov chain is already widely
used in reliability analysis of systems. A semi-Markov process Z(t), also denoted as a
Markov renewal process, is associated with and can be constructed from a pair of processes
(X,Y), where X is a Markov chain with state space S and state transition probability P,
whereas Y is a process for which Y (n) depends only on r = X(n—1) and s = X(n), and
whose distribution function is F,;. The semi-Markov process Z is then the process that
chooses its state on S according to X (n), and that chooses the transition time from X (n — 1)
to X (n) according to ¥ (n). Since the properties of ¥ (such as mean transition time) may
depend on which state X chooses next, the processes Z(¢) are in general not a Markov
process. Yet, the associated process {X(n),Y(n)} is a Markov process. Hence the name
semi-Markov.

The difference between Markov chain and semi-Markov chain is that in the latter, the
state occupancy time is not memoryless, i.e. exponentially distributed, but depends on
the next state and how long it has been sojourned on the current state. According to the
previous discussion, the semi-Markov chain undoubtedly provides more freedom and is
more appropriate to describe the real nature of FDI scheme employing advanced algorithm
such as SPRT. In the area of fault tolerant control systems, such a semi-Markov chain
modeling was first proposed by Wereley and Walker in 1990 [115]. However, till now,
though this modeling is widely employed in the reliability analysis of systems, it has not
been used in analysis and synthesis in control systems due to its complexity. Analytical
results, e.g. stability conditions are difficult to obtain for systems governed by a semi-

Markov chain.

2.3.2 Determination of Transition Rates

As stated in the previous sections, to analyze and design systems with Markov chains, the
prerequisite is that the transition rate mafrices of Markov chains are available. In practice,
such information can be obtained from Monte Carlo simulation and historical data.

For the homogeneous Markov chain {(¢) representing fault process with the genera-

tor matrix [ ;] (or denoted as transition rate matrix), the entries can be determined from
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historical data. The theoretical foundation is that a Markov process can be viewed as the
composition of an embedded Markov chain with exponential sojourn times [90].

Consider the system with g1 — 1 fault scenarios, e.g. the Markov chain {(¢) has g;
modes. Associate the system under normal operation with mode 1, and the other modes
are used to denote faulty scenarios. Then the reliability index MTBF (Mean Time Between
Failures) is just the reciprocal of —q; = Z?;Z 04;, e.g. a fault is expected to happen after
an exponentially distributed time with the rate parameter —a;1. Other entries can be deter-
mined from the number of total faults recorded, e.g. n. If a specific fault associated with
mode j happened m times, it follows that the transition rate o;1; = —oty; % Similarly, for
the fault associated with mode i, the average time staying in this fault (before it is repaired
or transited to another type of fault) is — le,j and other entries of the i-th row of the generator
matrix can be determined following the same rules.

If the FDI decision process 71(2) is modeled as a Markov chain as well, then its transition
rates can be determined using the same method as described above. If a semi-Markov chain
is used instead, when the state transition is made from i to j, besides the state transition
probability matrix, the distribution of sojourn time F;; should also be determined. In this
case, the distribution is not exponential any more. This can be determined by a priori
knowledge of the random distribution type and using the historical data to estimate the
parameter for that specific distribution.

The quality of transition rates determined by this method is dependent on the length
of the historical data. They may not be very exact if the historical data is not sufficient.
However, if only the upper and lower bounds of transition rates are known, or the transition
rate lies in a convex set, there are certain techniques available to handle these kinds of
transition rate uncertainties while maintaining robust stability and robust performance [29].
For more complex transition rate uncertainty description, iterative LMI algorithm can be

used to reduce the number of inequalities involved [118].
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Chapter 3

Stochastic FTCS: Framework and
Analysis

3.1 Introduction

In this chapter, the integrated stochasﬁc FTCS using MJLS model is introduced. The open-
loop systems subject parametric faults are represented using Linear Systems with Marko-
vian Jumping Parameters (LSMJP). However, unlike control of MJLS, where controller can
access fault mode instantly, FDI mechanism is employed in active FTCS to fulfill the detec-
tion and identification of faults. The FDI decision process can be modeled by a stochastic
process, conventionally by a separate Markov chain.

MIJLS is introduced first and the literatures are reviewed, due to its relation with the
stochastic FTCS. The latter is discussed thereafter and the differences from the former are
analyzed, and literatures within this framework are reviewed then. Definitions on stochas-
tic stability of different forms are given, and then stochastic Lyapunov functions are intro-
duced, which are powerful in dealing with stability analysis and controller synthesis for

stochastic systems.
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3.2 Description of the Open-loop Stochastic FTCS

The occurrences of faults are random in nature. In other word, when a fault happens in
practical systems can never be exactly predicted. Therefore, it is natural to use stochas-
tic processes to describe such kind of events. When it comes to study of linear systems
with parametric faults, Markovian Jump Linear Systems (MJLS), also called as Linear
Systems with Markovian Jumping Parameters, can be used to represent such a kind of sys-
tems. The pre-fault and post-fault systems can be modeled by a linear system but with
different parameters, while the switching, which stands for the occurrence of faults and

reparation/replacement, is governed by a homogeneous Markov chain:

x(t) = A(§(0):1)x(t) + B(§ (2),2)u(r) + D(G (2))w(t),
() = C(C()x(1) +E(E(1))w(t),

where x(¢) € R” represents the system state vector, u(f) € R™ is the system input vector,

3.1

y(t) € R¢ is the system output and w(r) € R? is the unknown exogenous disturbance. {(z)
is assumed to be a measurable homogeneous continuous-time Markov chain with a finite
state space S = {1,2,...,41}. In the background of FTCS, {(z) (also called as the form
process) models the fault process, and A({(¢)), B({(2)), C({(r)), D(E(¢)), E({(¢)) are of
appropriate dimensions. It represents a set of linear systems in accordance with different
system conditions (so called “modes”) modeled by {(z).
The transition probability of the fault process {(¢), is described as follows:
oAt +o(At), i#j

C@t): Pril(t+Ar) = jl(t) =i} = ,i,j€81. (3.2
1+ adt+o(Ar), i=j

Where o;; = -, jes,, j£i%js A > 0, gjgog%tl =0, and ;; is the transition rate of the fault
process.

The MJLS given in (3.1) is widely used to represent abrupt changes occurred in the
system dynamics. These kind of changes may include system component fault occurrences
and repairs, changes in subsystems interconnections, abrupt changes in operation points

etc.
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The study of MJLS can be dated back to early 1960’s, and it attracted a lot of inter-
est around 1990’s. Before 1994, most of work was on the analysis of MJLS, especially
on controllability, observability and stability conditions [59], [60], [42], some works tack-
led the optimal control problems such as LQG [117], [61]. However, since the synthesis
of controller involves solving coupled Riccati equations, which is very complicated, less
work touched the controller synthesis of MJLS, and researchers had to construct iterative
methods to solve coupled Riccati equations with no guarantee of the global optimum.

This situation is changed after Linear Matrix Inequality (LMI) was introduced in sys-
tems and control [18]. In 1996, M.A. Rami and L.E. Ghaoui first successfully formulated
controller synthesis for continuous-time MJLS in terms of a LMI, which is a convex op-
timization problem and the global optimum can be found. Hence it greatly improves the
previous design [93], [49]. Since then, research on system analysis and controller synthe-
sis for MJLS has been very active, especially on those Lyapunov function based design
methods.

In the area of MJLS, a wide range of problems have been studied since the last two
decades. Results on stability, optimal control and robust performance can be found in a
flurry of published papers and research monographs. Important results are cited without
any intention of being exhaustive here: state-feedback stabilization [49], dynamic out-
put feedback control formulation [41], He..-based model reduction [119], necessary and
sufficient conditions for robust stability of continuous-time systems [28], guaranteed cost
control [14], H.. control design using game theory [89], H, control [26], [29], robust H,
control [31], H. filtering for continuous-time and discrete-time systems [101], [102], fil-
tering [32], [44], H.. design for time-delay systems [48], “Separation Principle” in Kalman
filter-based controller design [33], H> control with cluster observation [110], robust sta-
bilization with uncertain transition rates [118], almost sure stability analysis [11], mean
square stabilization with partial mode information [43], stability with respect to different
kinds of disturbance [45], §-moment stability conditions [40], singular systems stabiliza-
tion [17]. And research monographes on MJLS include: summary of research on MJLS

before 1990’s by Mariton [80], the latest Analytical Point of View method by Costa [34],
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and the design for MJLS with time-delay by Boukas [16].

However, most of the works on MILS assume that the system mode {(¢) is immediately
available for control, which implies that it is directly observable. But in most practical
systems, such an assumption does not hold. In the context of active FTCS, the system
mode indicates if a fault has occurred, and it is actually identified by the FDI scheme.

In the standard two-step procedure of fault detection, the first step involves generation
of the residual signal and then it is evaluated to see if some fault happens. Due to the
presence of disturbance and model uncertainties, a non-zero threshold is often used in the
residual evaluation. Obviously, a time delay, called “detection delay”, is caused during
this procedure. On the other hand, for systems with model uncertainties or external dis-
turbances, unless some conditions are satisfied, perfect detection and isolation of faults are
extremely hard, and missing detection and false alarms are inevitable. Unfortunately, con-
trol of MJLS does not take these factors into consideration, and that is the reason to adapt
this model by introducing an additional stochastic process standing for FDI decision into

the formulation of stochastic FT'CS.

3.3 Description of the Closed-loop Stochastic FTCS

As discussed before, the difference between MJLS and FTCS with stochastic framework
lies in the control action. For MJLS, the control action has the form u({(¢)). Since {(¢)
means the fault process, it implies in MJLS that the system fault mode is immediately
available and can be used in feedback control.

In fault tolerant control systems, the form of control law varies depending on the type
of the system and the assumption adopted. For passive FTCS, there is no FDI process, and
the controller is the same for all circumstances, i.e. control action is independent of mode
£(2). When it comes to active FTCS, the FDI subsystem, a main ingredient of active FTCS,
fulfill the task to provide the detection and identification of the system fault mode changes,
and output its decision as 1 () to the controller reconfiguration scheme. 7(z) is generally a

stochastic process since FDI subsystem always tries to follow the stochastic process & ().
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Therefore, in active FTCS, control action will access FDI decision 1(z).

To conclude, the control action in FTCS may have the following forms:
(1) Passive FTC: no controller reconfiguration, control action has the form u(z).

(2) “Full information” active FTC: controller accesses both fault and FDI information,

control action has the form u(z, {(¢),n(¢)).

(3) “FDI-based” active FTC: controller access only FDI information, control action has

the form u(t,n(z)).

In this thesis, the main focus is on FTCS analysis and controller design for the “FDI-
based” active FTC, since it is reasonable in the context of active FTC. However, for com-
pleteness of the results, the results on stabilization of systems using “full information”
active fault tolerant controller will also be covered in Chapter 4. And the passive fault tol-
erant controller design can be carried out using the same iterative LMI algorithm proposed
in Chapter 5 and Chapter 6, although it is definitely not the focus.

Conventionally the FDI decision process 7(¢) is assumed to be a separate and mea-
surable piecewise homogeneous continuous-time Markov chains with finite state spaces
S2 ={1,2,...,q2}, (g2 < q in general). It represents the decision process of the FDI, and

its transition probabilities are given as:

BiAT+o(Ar), i),

1+ kAt +o(Ar), i=j,

n(@):Pr{n(+Aar) =jl¢) =k n() =i} = , 1] € 82,

(3.3)
where l-’l? = —Yjes,, j4i ﬁi’;, and Bl-’} is the transition rate of the FDI process conditioned on
the current state of the fault process {(z).

This setting of FDI decision process together with the setting for open-loop FTCS (3.1)
consists of the basic setup for stochastic FT'CS to study throughout this chapter. Further
extension to the semi-Markov chain modeling of FDI decision process can be handled

based on this basic setup, which will be discussed in Chapter 6.
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Remark 3.1 In many works, researchers use separate Markov chains to describe faults of
different types occurred in the system. i.e. system component faults, actuator faults and
sensor faults are represented by separate independent homogeneous Markov chains, such
asin [1] and [76]. For example, in [76], the FTCS is described as:

X(1) = A(E(2))x(2) +B(n (1)) u(x(t), ¥(r),1)) ,

where {(t), n(t), Y(¢) are separate Markov chains.

Although this formulation may look reasonable and give a more accurate description of
the system, from a mathematical point of view, it is redundant and unnecessary. Since {(t)
and 1(t) here both belong to system fault, they can be augmented into a joint Markov chain
as {€(t), n(z)}. From stochastic process theory, the transition rates for the joint Markov
chain can be explicitly expressed in terms of transition rates of § (t) and 1 (t). This assertion
applies to systems with an additional Markov chain standing for sensor faults. Therefore,
all these situations can be reduced to a standard two-Markov-chain setting without loss of
generality, where one Markov chain stands for system fault process and the other represents
FDI decision process. This can simplify the notation of the system and save lots of efforts

in derivations later.

In 1989, Mariton first introduced this formulation into the study of stochastic FTCS, but
with some modification [79]. In 1993, Srichander and Walker formalized the description
of this framework [104] using MJLS with two Markov chains, and analyzed the stabil-
ity of the FTCS. After that, a bunch of problems have been studied by many researchers
using this framework. These works include: H.. control for the uncertain continuous-
time systems [98], robust disturbance attenuation for discrete-time systems [99], uncertain
continuous-time system stabilization [78], stability analysis for systems with noise [75],
stochastic stability analysis with multiple failure processes [76], H.. control for sampled-
data systems [55]. Other works include output feedback stabilization [1] and H.. stabiliza-
tion using dynamic output feedback [2], bilinear system stability [3], performance analysis
using SIQC index [23], [24], and there is also a research monograph within this frame-

work [77].
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However, most of the works on active FTC is based on the assumption that controller
accesses both system fault mode {(¢) and FDI decision 7)(¢). With this assumption, the
number of controllers is the same as that of the constraints on stability or performance.
Thus it generally can be converted into conditions in terms of LMIs, and results on MJLS
control can be applied. Howeyver, this assumption, which can simplify the design of con-
troller on one hand, obscures the role of FDI on the other hand. It also hinders the applica-
tion of the theory into applications. Under these circumstances, it is necessary to build on

controller which solely access FDI decision results in stead of system real fault mode.

3.4 Stochastic Stability

3.4.1 Definitions

The requirement of stability is always the objective of the highest priority in the control
system design. Due to the presence of Markov chains {(¢) and n(z), the FTCS shown in
(3.1) is a stochastic system, and the stability to be studied is also in the stochastic sense.
Compared with the deterministic setting, stability in stochastic setting is more difficult in
that there are several ways of defining stability.

Without loss of generality, consider the following stochastic system:
X(t) =A@, ¥(1))x(t) , (3.4)

where W(z) is a Markov process taking values on S = {1,2,...,q}, and without loss of

generality it is assumed that x = 0 is an equilibrium point.

Definition 3.1 Almost Sure Stability: The solution x = 0 of system (3.4) is said to be
almost surely stable in probability if for any W(0) € S, € > 0 and p > 0, there exists a
O(g, p) > 0 such that if ||x(0)|| < &(¢, p)

Pr{_sup [0} 2 e} <p.

<t<oo
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Definition 3.2 Almost Surely Asymptotical Stability: The solution x = Q of system (3.4)
is said to be almost surely asymptotically stable in probability if it is almost surely stable

in probability and x(¢) — 0 with probability one as ¢ — co.

Definition 3.3 Mean Exponential Stability: The solution x = 0 of system (3.4) is said
to be exponentially stable in the mean square if, for any ¥(0) € S and some 6('¥(0)) > 0,
there exist two positive scalars a > 0, b > 0 such that when ||x(0) || < §('¥(0)), the following

inequality holds V¢ > 0 for all solutions of (3.4) with initial condition xo:
E{INI} < bljxof>e .
There are also some definitions on stochastic stability in the study of MJLS:

Definition 3.4 Mean Square Stability (MSS): The solution x = 0 of system (3.4) is said
to be asymptotically mean square stable, if for any x(0), and any initial distribution of
Y(0) € S,

Jim &{[lx(1)[[?} =0.

Definition 3.5 Stochastic Stability: The solution x = 0 of system (3.4) is said to be
stochastic stable, if for any x(0), and any initial distribution of ¥(0) € S,

+v>o
/0 E{|x(0)|P}dt < oo .

For those different stability concepts, their relationships are revealed by the following

theorem:

Theorem 3.1 [42]: When \¥(t) is a finite state Markov chain, asymptotically mean square
stable, exponentially mean square stable, stochastic stable are equivalent, and each implies

almost surely asymptotically stable.

As pointed out by Kozin [69], in practical applications, almost sure stability is more
desirable because only a sample path of the system can be observed, while moment stability
is a statistical performance. Therefore, moment stability criteria can be sometimes too

conservative for practical use.
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For the study of almost surely stability, the definition of §-moment stability is proposed,

and sufficient conditions are proposed in [40]:

Definition 3.6 Asymptotically 6-moment Stability: The solution x = 0 of system (3.4)
is said to be asymptotically mean square stable, if for any x(0), and any initial distribution
of ¥(0) € S,

lim & {0’} =0.

The reason for studying §-moment Stability is that for sufficiently small § > 0, the
J-moment Stability and almost sure stability are equivalent.

However, note that in the study of both MJLS and stochastic FTCS, MSS is still the
dominant stability criterion to be used. With this stability criterion, a sufficient and neces-
sary condition can be obtained using the stochastic Laypunov function method, which will

be introduced in the next.

3.4.2 Stochastic Lyapunov Function

In deterministic systems, Lyapunov theorem is widely used for stability analysis and con-
troller design. In stochastic systems analysis and synthesis, the stochastic Lyapunov func-
tion also plays a very important role [70].

Consider a function V(x,'¥,?) of the stochastic process {x,¥}. For a fixed m < oo,

assume the following conditions hold.

1. The function V(x,¥(z),t) is positive definite and continuous in x and # in the open set
Op = {x(t) : V(x,¥,t) <m},V¥ € §,Vt > 19, and V(x,'¥,2) = 0 only if x = 0. (The
function V (x, ¥, 1) is said to be positive definite if V (x, ¥,z) > W (x), V¥ € S, Vr > 10,

where W (x) is positive definite in the sense of Lyapunov.)

2. The joint Markov process {x, ¥} is defined until z = T where 7, = inf{z : x(t) ¢ O}
(or Vt < oo if x(t) € Op, fort < e0). If x(1) € Oy, Vt < oo, then T = oo,

3. The function V(x,¥,7) is in the domain of .Z where .Z is the weak infinitesimal

operator of the joint Markov process {x(%), ¥(7;)}, where 7, = min(z, 7,,).
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A function V(x,'¥,?) that satisfies the above conditions is said to be qualified as a
stochastic Lyapunov function candidate for system (3.4).

Using a stochastic Lyapunov function, stochastic stability can be established.

First, the definition of weak infinitesimal operator is provided: for a joint Markov pro-
cess {x,'¥'} and a bounded function V (x,P,?), the weak infinitesimal operator &'V (x,V,?)
defined on V(x,¥,t) at the point of (x,¥,?) is given by
AV (x,¥,t)

lim & (é"{V(x(t FA)P(E+A) -+ A)|(x(), ¥ (0),1)}

—V(x(t),‘l’(t),t)) .

With definition of the weak infinitesimal operator given above, the following theorems

are the most important theoretical results on analysis and design of stochastic systems.
Theorem 3.2 [70] Assume V (x,'¥,t) is a valid stochastic Lyapunov function, and
AV (x,¥,t) = —K(x,¥,t) <0

in the open set Oy, for system (3.4) when ¥ € S, where K(x,W,t) > 0 is continuous in x
Vit > tg and K(x,¥,t) = 0 only if x = 0. Then the solution x(t) = 0 of the stochastic system

is almost surely asymptotically stable in probability.

Theorem 3.3 [70] The solution x(t) = 0 of the linear stochastic system x(t) = A(t,¥)x(t)
is Mean Square Stable (MSS) for t > to if and only if there exists a stochastic Lyapunov

function V(x,¥,t) and the positive constants A;, i = 1,2,3, such that

M@ |? < V(x,¥,1) < Ag||x(2) |2, and 2V (x,¥,1) < —Az||x(2) || .

3.4.3 Stability Criteria for MJLS and Stochastic FTCS

MIJLS have been extensively studied for more than three decades. Besides stability condi-
tion using stochastic Lyapunov theorem, there are also some criteria for test the stability of

MILS. Since when control action is known, the closed-loop two-Markov-chain FTCS can
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be transformed into a MJLS after augmenting two Markov chains into a joint one, those
criteria can be extended to the stochastic FTCS.

Assume that '¥'(¢) is a homogeneous Markov chain with transition rate matrix Q = [g;]:

Theorem 3.4 The jump linear system x(t) = A(W(¢))x(¢) is Mean Square Stable if and

only if for any positive definite matrices R; > 0, i € S, the coupled Lyapunov equation

ATP+PA;+ Y qijPj =R (3.5)
jes

has a positive definite solution P; > 0, i € S, equivalently, if and only if F is Hurwitz stable.

B n
AT o AT — g1 q121 q1s1
F - g1l AJ©A] —qnl ... qgas1
. . . . (3.6)
gsil g2l ... AleAl - Gss |

= diag{AT @ AT,.. AT ®AI} +O®I.

Results above can be extended to the two-Markov-chain FTCS with conditions ex-
pressed in terms of matrix inequalities, so that they are easy to be solved using LMI tech-

niques. The following corollary on stochastic stability can be obtained.

Corollary 3.1 For the stochastic FTCS x(t) = A((2),n(2))x(¢), where {(t) and 1(t) take
values on S1 = {1,2,...,q1}, S2 ={1,2,...,q2} respectively, the stability criteria can be
deduced as follows:
The system is Mean Square Stable if and only if Vi € Sy, j € S2, there exist positive
definite matrices P;j > 0 for the following matrix inequality:
PjAij+ALPj+ Y, ouPij+ >, ByPi<O0. 3.7)
keS ke,

Or equivalently the following matrix M is Hurwitz stable.

M= dlag{A{l EBA{]) A~{2 @A{b M) A{qz @A{qzv Agl GBA%‘I" T A;qz @A;qg} +u®l,

where [ is the transition rate matrix for the augmented Markov chain {{(t),n(t)}.
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Remark 3.2 In[104], [75], [76] and [77], time-dependant Lyapunov function V (t,x,¥) =
xTP(t,P)x is used. However, [59] showed that when system is Mean Square Stable, P(t,'¥)
converges to a constant matrix P(¥) when t — oo, Therefore, using a time-independent

Lyapunov matrix P(¥Y) would not introduce any conservatism.

Example 3.1 In this example, it is shown that when closed-loop FTCS is stable, positive
definite Lyapunov matrices P;;(¢) converge to constant matrices.

The simulation study is performed on a dual-motor ball beam system. The system has
two driving motors, one at each end, 50 it has one degree of actuator redundancy. The
function of the two motors is to move the beam at the two ends up and down to balance
the ball at the desired position. With the actuator redundancy, the design of fault tolerant
state-feedback control against the motor failure is possible. A linear model of the system

T
is obtained. The system states x = [xl xz] , Where x; is the displacement of the ball from

T
the center of the beam, and x; is the velocity. Two inputs U = ["1 uz] , are the voltage
signals to the driving motors. In this case study, two system modes are assumed, mode 1

represents the normal system operation, and mode 2 is the actuator failure case.

10 0 1 0 02
A=Ay = ’Blz )B2:
0 08 025 0.25 ~0.25 0.05
—0.5 0.5 01 01| 01 0.1
[a] = , B = , B =
2 2 01 —0.1 01 -0.1
12018 89006 | [-020089 8.4035
74239 —2.1148 —7.7094 —1.7643

Using an ODE solver, the time-varying Lyapunov matrix P(z, {(¢),n(¢)) can be solved.
For this example, each entry of matrices is shown in Figure 3.1.

From the simulation results above, some important observations are obtained on the in-
teractions between the FDI decisions and the controllers in the stochastic FTC framework:

The state transition rates for the fault Markov chain can be used to evaluate the system
reliability. If the state i indicates the system normal condition, then ——&1;_ is the MTBF

(Mean Time Between Failures). Larger MTBF means the system is more reliable. The
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Figure 3.1. Entries of Lyapunov function obtained by ODE solver (Solid line for the off
diagonal entries; dashed line for (1,1) entry; dotted line for (2,2) entry)

ratio —aj;/ &j; measures the probability of the system to restore to normal from fault, thus
X ji @i/ 03, is the MTTR (Mean Time To Repair).

The FDI Markov chain affects the overall system performance through its conditional
transition rates. Hence, the performance of FDI should be interpreted in the sense of prob-
abilities. It is the reason that the FDI process does not exactly follow the fault process in
the single sample path simulation. One criterion can be given is the sojourn time of the FDI
on different states, for example, the smaller — i’f (i # k) means the longer sojourn time of
the FDI on the wrong state i; similarly, the smaller — ﬁ,fk means the longer time of the FDI
on the correct state.

In FTCS, the reconfigurable controller is another important factor affecting the system
performance. From the simulation, if the controller designed for the faulty case (mode 2
in the example) can stabilize the normal system, then the overall system will most likely

be stabilized even with false alarms (which is similar to the reliable control problem). If
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the system cannot be stabilized when the FDI indicates an incorrect fault mode, then the
sojourn time —1/B (i # k) cannot be too long, otherwise the system will lose stability.
When the — ﬁl’f is increased (the sojourn time —1/ l’l‘ is reduced) without changing anything
else, the stochastic stability is achieved again.

In summary, the simulation study demonstrates a well known fact that the FDI and

reconfigurable control should be designed together for better system performance.

3.5 Discrete-time Systems

For completeness of the work, the discrete-time FTCS is also be briefly handled. Consider
a discrete-time open-loop FTCS as:

- x(k+1) = A(E(k))x(k) + B(G (k) Ju(k, C (), n (k) + D(C (k))w(k), (3.8)

y(k) = C(G(R))x(k) + E(C (k) w(k),

where {(k) and 7n(k) are two separate discrete-time homogeneous finite state Markov
chains taking values on Sy, S2, with their one-step transition rate matrices [, ;,] and [ﬁ;i i)

defined as follows:

Pr{C(k—{— 1) = iZlC(k) = il} = Uiy, iy

. (3.9
Pr{n(k+1) = jo|S(k) =i, n(k) = 1} =B}, }, -

Assume a control law u(k, §(k),n(k)) is given, then the closed-loop system has the

following description:
f(k+1) = A(E(k), n(k))x(k) . (3.10)
Using stochastic Lyapunov theorem, the MSS condition for the closed-loop system

(3.10) is given in the following theorem:

Theorem 3.5 The closed-loop system (3.10) is MSS if and only if Vi € §1, j € S, the

following matrix inequality has a positive definite solution P,; > 0:

Aj; < > > oc,-mB}ann> Aj—P;<0. (3.11)

meS1neS,
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Proof: The theorem can be proved by defining a stochastic Lyapunov function as

V(x(k), S (k),n (k) = £ P(L(k), (k)% .

For this Lyapunov function, the weak infinitesimal operator has the form:
AV = )?T (AZ} (22 aimB]l:ann) Aij — P,j> x.
: m n

Therefore the condition shown in (3.11) can be obtained.
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Chapter 4

Stabilization of Stochastic FTCS

4.1 Introduction

In this chapter, for the stochastic FTCS discussed in Chapter 3, the results on stabilization
will be presented, where different forms of controller are designed based on MSS criterion.
Among these controllers, “full information” and “FDI-dependent” are the main focus. Both
continuous-time and discrete-time systems are covered, and stabilization conditions are
given for both state feedback and output feedback controllers, so that a complete treatment
is made on this issue. Different design approaches have been employed while the condi-
tions are expressed in terms of LMIs, which can be solved using many available convex
optimization software efficiently. The more complicated algorithms using iterative LMI

will be presented in Chapter 5 and Chapter 6.

4.2 Preliminaries

In this section, description of model uncertainties and some important lemmas used later in

this thesis are presented.
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4.2.1 Uncertainty Descriptions

For practical systems, exact mathematical models are extremely hard or even impossible
to obtain. In this thesis, two types of the most commonly used uncertainties are consid-
ered. The first one is so-called polytopic type model uncertainty. It is assumed that system

matrices lie within the uncertainty polytope Q:

Q= {(A:,Bi,Ci,D))|(Ai, Bi,Ci, D;) = 3" 7j(Al, B,C/,D]);7; > 0,5 7; = 1}
4.1)
In this case, if the uncertainty is time-invariant or slowly time-varying, parameter-
dependent Lyapunov function approach should be used to develop the stability conditions.
That implies that for each vertex of the polytope, a separate Lyapunov function should be
associated with the corresponding system. This approach is less conservative compared
with quadratic stability, where a single Lyapunov function is used for all vertexes.
Another type of model uncertainty adopted in this thesis is the norm-bounded uncer-
tainty, which can be used to describe those time-varying or time invariant uncertainties.

The system matrices are assumed to have the form:
A; = Ao; +A1iA1A2,  Bi = Boi + B1:A2iBy;.

where [|Aj;]] < 1 and ||Ay]| < 1.

The second source of model uncertainties comes from uncertainty on the transition
rates, which can be on that of fault process {(z) or the FDI decision process 1 (z). This
type of uncertainty exists because those transition rates are determined by history data or
Monte Carlo simulation, therefore the precision of the transition rates depends on the length
of the data and the quality of the simulation. Generally the uncertainty on transition rates

is assumed to be bounded by a upper value and a lower value, or lies in a polytope.

4.2.2 Preliminary Lemmas

Schur complement lemma is first given here, which is important and widely used in con-

verting quadratic matrix inequality into a linear one.
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Lemma 4.1 Schur complement ( [16]):
Let the symmetric matrix M be partitioned as M = r with X, Z be symmetric
Y- 7z
matrices. Then following statements are equivalent:

1. M is nonnegative definite if and only if either

Z>0 X>0
Y=1Z or Y =X,
X—-LiZLT >0 Z-LIXI,>0

holds, where Ly, Ly are some (nonunique) matrices of compatible dimensions.
2. M is positive definite if and only if either

Zz>0 X>0
or

X-yYZlyT >0 Z-YTx"ly>o.

The next lemma is used to handle the norm-bounded uncertainties;

Lemma 4.2 ( [5]): Let E(t), F(t) and H(t) be real matrices of appropriate dimensions
with F(t)TF(t) < I, then for any scalar € > 0, it is true that:

H(t)F()E() +ET(0)FT () HT (1) < eH(t)HT (1) + %ET(I)E(t) .

Projection lemma plays a very important role in the LMI based control system design,
and it has been used in numerous areas. It is capable to obtain equivalent conditions for
those approaches using transformation techniques or “change of variable” methods, but it

is more straightforward.
Lemma 4.3 Projection Lemma ( [18]): Given Y,U,V, there exists X such that
Y+UTXTVv4+vIXU <0

if and only if
NEYWNy <0, NEwNy <0

holds, where Ny and Ny are bases of null spaces of U and V respectively.
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The following two lemmas were originally proposed to handle the analysis and design
for systems with polytopic model uncertainties, but now they have been gradually used in

multi-objective design and on transforming the nonlinear matrix inequality into linear ones.

Lemma 4.4 Reciprocal Projection Lemma [4]: Let P be any given positive-definite matrix,

the following statements are equivalent:
(1) ¥+S+ST <0,

(2) the LMI problem
Y+P—(W+WwT) ST+wT
S+WwW —P

<0
is feasible with respect to W.

And in discrete-time, the following lemma, can be called as discrete-time Reciprocal

Projection Lemma, plays the exactly same role as for Reciprocal Projection Lemma.

Lemma 4.5 The following conditions are equivalent ( f(P) > 0 is a matrix valued function

of P):

1. There exists a symmetric matrix P > 0 such that

ATPA—f(P) < 0. (4.2)

2. There exist a symmetric matrix P and a matrix G such that

Py ATGT
f(P) > 0. 4.3)
GA G+G'-P
Proof: The prototype of this lemma is shown in [87], and the proof is omitted here. O
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4.3 System Formulations

Both continuous-time and discrete-time systems will be considered in this chapter. First,

the description of the open-loop FTCS in continuous-time is given as follows:

g | HO=ACORO +BEOWO), s

(1) = C(S(@))x(2),

fl

or a discrete-time system as:

o) x4 1) = A (K))x(k) + B(E(k))u(k) ,
Y 4.5)
y(k) = C(C(k))x(k) .
where the parameters for both Markov chains are the same as described in Chapter 3.
As mentioned in the previous chapter, for completeness of the results, three types of
controllers will be designed in this chapter:
For open-loop systems given in (4.4) or (4.5), both passive FTC and active FTC can be
studied, just depending on which type of controller is used in analysis and design. Depend-

ing on the information that the controller accesses, controller can have different forms:

e Controller access both fault and FDI information: u(¢,{(z),n(z)).
e Controller access only FDI information: u(z,7n(t)).

e Passive fault tolerant controller: u(r) without reconfiguration.

Moreover, for each category, both state-feedback and output-feedback controllers will
be covered or briefly mentioned. It is well known that the former is simpler in design but
the latter is inevitable when system states are not available for control.

It is obvious that the passive fault tolerant controller accesses least information while
the first type of controller accesses most information from the system. Therefore, for con-
trollers listed above in order, it can be expected that the system performance degrades
gradually from the first to the third one, while the difficulty increases gradually.

All the stabilization controller design algorithms are based on the MSS conditions listed
in Chapter 3, since when assuming the control law is known, the closed-loop system’s

stability can be determined using the stochastic Lyapunov theorem.
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4.4 Full Information Controller Design

In the sequel of this chapter and also later chapters in this thesis, to simplify the notation,
denote the arbitrary matrix M({(¢)) or M({(2),n(2)) (or M({(k)) and M({(k),n(k))) as-
sociated with mode {(z) =i, n(t) = j (or {(k) =i and n(k) = j, by:

M;=M(C(1) =) aﬁd Mi; =M(L(t) =i,n(t) = j).

4.4.1 State Feedback Controller Design

For the continuous-time system (4.4), the state-feedback controller that stabilizes the sys-

tem in MSS sense is given in the following theorem:

Theorem 4.1 Under the state-feedback control law u(t) = K;jx(t), the FTCS (4.4) is MSS
if and only if Vi € S1, j € Sy there exist positive matrices X;j > 0 and K;j, as the solution
for the following LMI:

(Oﬂii+5;j)Xij+Ai ij+XiAT +BiKij + KBl Hi(i, j, X) <o, “6)
* Hy(i, j, X)

where

H((i,j,X) = X;j [\/Otill,"' v/ 011, /il - ,\/3}11,“' ,\/ﬁ]’:,j_ll, \/B‘]l:’j_f.lla"'] ;
Hy(i,j,X) = —~diag{Xyj, -, Xi—1,j, Xit1,js* » Xit, X5 j-1, X jr1, - } -

The corresponding stabilizing state feedback gain is given as K;j = K; le-;l.

Proof: For state-feedback controller u(t) = K;;x(t), the closed-loop system matrix is

A;j = A; + B;K;j, therefore, from MSS conditions given in Chapter 3:

P,'jA,’j'FAlTjPij + 2 Olikij+ 2 ,B]lkpzk <0. 4.7)
keS) keS,
Define X;; = PJI pre- and post-multiply the matrix inequality above by X;; to obtain,

T .
(Ai + BiKij) Xij + Xij (Ai + BiKij) " +Xij (2 0Prj+ Y, ﬁ}kPik) X;j<0. (438
kES) keSs

Define K;; = K;;X;;, using Schur complement lemma, then the nonlinear matrix inequality

above can be converted into a linear one as shown in (4.6). O
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Theorem 4.2 Under the state-feedback control law u(k) = K;jx(k), the FTCS (4.5) is MSS
if and only if Vi € Sy, j € S» there exist positive matrices X;; > 0 and K; j» as the solution
for the following LMI:

~Xij (XiAT +KB)H;(i, )
* Hy(i, j,X)

H3(i, j) = [\/0‘:1[3;11 ailB}zl . \/0‘12[3111 s \/O""“Bfl:qzl]’

Hy(i, j,X) = —diag{X11,X12.. Xl’qg,Azly Xaian} -

<0, (4.9)

where

The corresponding stabilizing state feedback gain is given as K;; = K; X -1

Proof: From Lyapunov stability theorem, the following sufficient and necessary condi-
tion for the MSS can be obtained:
(Ai +BiK;;)T ( >y a,-mﬁ;inpm,,> (Ai+BiKij)—P;j < 0. (4.10)
meS; neSy

Apply Schur complement lemma to expand the inequality above to obtain:

—P; (Ai+BiK;;)THs(i, ))
* Ha(i, j,X)

Define X;; = PJl as the same as before, pre- and post-multiply the inequality above by
diag{X;;,1,1,...,1}, then can get the LMI shown in (4.9). O

However, it should be noticed that in (4.9), if the system has an order 7, and g1, ¢, are
numbers of Markov states for fault process and FDI process respectively, then the matrix
inequality shown in (4.9) has a dimension as n x (1 + ¢; X g2), which can be a very large
number. Therefore, more efficient conditions are prefered.

From the operator theory for MJLS by Costa et al [34], the condition on MSS is equiv-
alent to that the spectral radiuses of several operators are less than 1. The details of the
operator theory and its application will be stated in Chapter 6. Here, using results from
the operator theory of MJLS, equivalent condition on MSS can be derived, but with lower

dimension for matrix inequalities involved when compared with that in (4.9).

48

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Lemma 4.6 The closed-loop system i(k) = A;jx(k) is MSS if and only if Vi € S1, j € S5
there exists positive definite matrices P;j > 0 such that

~Pun+ Y, Y, amPlAiPAL < 0. 4.11)
€8, jes,

Theorem 4.3 Under the state-feedback control law u(k) = K;jx(k), the FTCS (4.5) is MSS
if and only if Vi € S1, j € Sy there exist feasible solution IZ,] Y;; and positive definite
matrices P;j > O for the following LMIs:

~Pun+ 3, >, (CimBl(APAT +AREBT + BiR;;AT + BYTB)) <0, (4.12)

17 A}
€Sy JES
Y:; IZ"
Vo S0, (4.13)
Kl Pj

The corresponding state-feedback gain is given as K;; = K; ,P_ .

Proof:
Necessity: From the lemma above, it is known that the system is MSS, if and only if

there exist P;; > 0 and Kj; such that

~Pun+ Y, Y, (CimBln(A; +BK,,) Pj(Ai+BiK;)T) <0. (4.14)
€51 jES,

Expand the left-hand side of the inequality,

~Pon+ 3, ¥, (inPju(APGAT +APGKB] +BiKyjPyA] +BiKyiPyK (B )) <O
i€S1 jES,

For the inequality above, there always exist sufficient small scalars &;; > 0 such that

~Pun+ Y, Y, (CimBju(APGA] + AP KB + BiKi P AT
i€S) jes,
+BKJPUK B + &;jB;B,; )) < 0.
Define K; j = KijP;j, it implies that there exist Y;; satisfy

iy > KBk
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and

—Pun+ Y, Y (a,-mﬁ;i,,(A,-P,- AT +A,-12,§BiT +B,K;;A] +BYB])) <0.
i€Sy jeSy

This finishes the proof for necessity.

Sufficiency: For given P;; > 0, ¥;; and K;j, it is obvious that P;; is the Lyapunov matrix and
the controller K; ; stabilizes the closed-loop system A; i =A; +BiK; jPl-;l, i.e. make (4.14)
hold. O

4.4.2 Output Feedback Controller Design

When system states are not available for control, then output feedback control should be

used. Here, the dynamic output feedback controller has the same order as the system is

considered:
%) = Ayixc(t) + Bijy(t),
<(?) ‘ ij <(t) tj)’( ) (4.15)
u(t) = C,-jxc(t).
In this case, the closed-loop system matrix has the form:
b? A BGj| | x
=t T . (4.16)

A

Xe B;;C; A,’ i Xc
The sufficient and necessary condition for the MSS using dynamic output feedback

control is summarized in the following theorem:

Theorem 4.4 The FTCS is MSS if and only if Vi € S1, j € S, there exists feasible solution
Fj, Lij, X;j and Y;; for the following LMIs:

AYij+ YAl +BiFij+ FEB] + (0 + Bi))Yy; Hi(i, j,Y)

<0, 4.17)
* H2(i,.],Y)
X,'in -f—AiTXij —I—Ll-jC,- +C,~TLij + 2 Otikaj -+ 2 B]l:kXik < 0, 4.18)
keSt keSy
Y;; I
Y > 0, (4.19)
1 Xij
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where
Hl(iajaY) :Yl] [vOCilI,"' ,\/Cxi,i——lla\/ai,i—I—lIa"" ﬁjlll» 7\/ﬁ;,j_117\/B}7j+11a"'] )
H2(i,j,Y) = —dlag{Ylja ,Yi—l,jaYi-H,ja"' yYit, o 7Yi,j-17Yi,j+1a"’} .

Furthermore, the parameters of the dynamic output feedback controller are given as fol-

lows:

Aij= (Xy—Y;") " A] + XAy + XijBiF + LGy

h A (4.20)
+Zkesl O‘ikij Yij‘i*Zkesz lele; Y;J)Y,] 5

B = (Y” Xi,-) Ly, 4.21)

Cij=Fyx;t. (4.22)

Proof: Necessity: For the closed-loop system with {(¢) = i,n(¢) = j, define the Lya-
punov function as: V(%,{(¢) =i,n(t) = j) = T P;%, where

Pj= 1;1 2ij
Py Bsij
Define

-1
Y = (Plij—PzijP;.lpzT,.j) >0, (4.23)
(4.24)

Since there exists solution such that P;jA;; +ALP;j + Sies, 0uPej + Ties, BiPr <0,

Apply similarity transformation with T7;;, and define the left hand side of inequality as G;;,

Fj= C’JP3U PZUYU and L;j = PZ,JB,] Denote the (1,1) and (2,2) entries of G;; as G1; and
G2, with

Gi1 =AY + Y Al +BiFij+F}B]

T
+ 2 0 Yij [Yk}l + (P2kj —PzijP3_,-J-1P3kj) P3_k}- <P2kj—P2ijP3—ij1P3kj) 1 Y;
keS;

. T
+ BirYij [Yi,:l + (P2ik — PPy, 11 P3ik> P3—,-k1 (P2ik — Pyy;P;; ,1 P3ik) } Yij,

kesS,
G»n :Pliin +AITP1,J +L11C¢ +CTLT + Z O‘tkplk] + 2 ﬁ]kpllk
kesS, keS
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From the negative definiteness of the matrix Gjj, it follows that G11 < 0, G2 < 0.
On the other hand, due to the positive definiteness of Lyapunov matrix F;;, after apply-

ing similarity transformation with 7y, it leads to:

Yy 1

TP Tiij =
Y I X

>0.
Sufficiency:
Xj  Yjl-X

> 0, and further
7! —Xij Xij—YTI

Construct a specific Lyapunov matrix as Fjj =

ij ij
o : , v 1
define a similarity transformation matrix T5;; = ,
Yi; 0
then one can obtain:
- _|6n Gn T ¥ T ;
= . . | =hy (Piinj +A P+ Yges, Cirbkj+ Lkes, Bjkpik> Dij
G G2
Gi1 =AY;j+Y;jAl + B.F;j+ F,-JT-B,T +Y; (Ekesl QY + Dkes, B]l:kYik) Yij,
G2 =Gn =0,

Gaz = XijAi +A] Xij+ LijCi +CT Lij + Sies, CuXaj + Zies, BuXin -

Therefore, it follows that G; 7 < 0 and hence the system is MSS. O

Remark 4.1 The design here will generally lead to a full-order output feedback controller.
As for reduced-order dynamic output feedback controller, the design would be much harder
and has not been found yet using just LMI, even for ordinary MJLS. The design can be ful-
filled by using iterative LMI algorithms, which will be discussed in Chapter 5 and Chapter
6.

4.5 FDI-dependent Controller Design

In previous sections of this chapter, “full information” controller design for stochastic

FTCS is studied, where no model uncertainties are considered, and all the conditions are
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expressed in terms of LMIs, which can be efficiently solved using various of available
semi-definite optimization softwares.

However, in modeling practical systems, exact models are extremely hard and even
impossible to obtain. In the context of active FT'CS, model uncertainties are one of the
sources that cause imperfect FDI decisions. Therefore, in the controller design, taking
model uncertainties into consideration is meaningful and necessary. Stability should be
maintained despite their presence, i.e. robust stability should be maintained.

Robust design is much harder than design for nominal systems. When using LMI tech-
niques, the typical problem brought by model uncertainties is that nonlinear terms will
appear in conditions derived, and generally it is difficult to convert them into LMISs.

In this section, for FTCS with norm-bounded model uncertainties, a design approach
leading to the FDI-based controller for the uncertain systems will be proposed. This ap-
proach contains two steps. In the first step, the sufficient and necessary condition for the
existence of K;; is solved, and all the decision variables obtained in this step will be substi-
tuted back into the original nonlinear matrix inequality to solve for the controller K; which
only accesses the mode of the FDI decision process.

The system matrices are assumed to have the form:
A; = Agi +A1;A1Az;,  Bi = Boi + BBy,

where ||Ay;|l < 1 and || Ayl < 1.

4.5.1 State Feedback Controller Design

It is known that for the state feedback case, closed-loop being MSS is equivalent to the

feasibility of the following matrix inequality:

Pj(Ai+BiKj) + (Ai+BK;)) P+ Y, ouPj+ Y BiPx <0. (4.25)
keS) k€S,

The first step is to remove the time-varying uncertainty matrix A; from the inequality
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above. From Lemma 4.2, for positive scalars &;; and 0; j» it is true that:

Plj(AleleZz) + (AllAllAZI) Pz] > ,J 1A2;A21 +811P11A11A1; ij >

P,j(B1idaiB2i)K; + K[ (B1iAgiB2) " Pj < 5 'K} B};ByiK+ &;;P,jB1BL,P; .

Substitute above inequalities into (4.25) to have the corresponding condition for MSS

as follows:

(Aoi +BoiK;)" Pij + Pij(Avi + BoiK) + Zkes, CitPej + Zies, By P

(4.26)
+e AL Ay + &P jAVAT P+ 87 KT B ByK; + §;PBuiB1Pij < 0 .

Since now K; and F;; have different subscripts, so the method used in the previous
section would not work here. However, in this section, the methodology used is to obtain
a local parametrization of K;; first, then the controller K is the intersection of K;; Vi € Sj.

Therefore, first replace K in the inequality above with K;;:

(Aoi + BoiKij)" Pij + P,j(Aci + BoiKij) + Zies, 0ikPej + Zies, BiyPi

@.27)
+&;; AL Ay + £jPjAVAT P + 8 K] BL BaiKij + 8;jPijBuB]Pij < O .

Theorem 4.5 If the state feedback control law x(t) = K;x(t) is used, nonlinear matrix
inequality (4.27) has feasible solution if and only if Vi € §1, j € Sa there exist positive

definite matrices X;j and positive scalars &;j, 8;; for the following LMI:

Hi(,j)  WiXyAs eWiAy - 8;WiBy WiHi(i,],X)
A X;iWy; —&;l 0 0 0
&AL Wi 0 — &1 0 0 <0, (429
(SijBlTiWu 0 0 -0yl 0
Hi(i, j,X)TWy; 0 0 0 Hy(i, j,X)
where . ,
[Wﬂ WzTi] = ker l:Bgi Bgl] ’
Hy(i,j) = Wf; (XijAgi +ApiXij+ (o + ﬂ]l:j)Xij) Wi — SijWgWZi .
Proof:
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For matrix inequality (4.27) use Schur complement to expand those quadratic terms:

- -

Hs(i,)) &jPjAu &;PjBu kB

ij 1T ij i] <0 , (429)
&Bufy 0 &I 0

ByiK;j 0 0 =gl

where

Hs(i, j) = PjAoi +AyPij + PjBoiKij + K[ BGPij + €5 AShoi+ Y, cePij+ Y, BiPu .
keSt k€S,

The inequality above can be rewritten in the same format as in Projection Lemma:

G(i, /) +UTKSVij+ Vi KU <0,

where
Gu(i,j) e&jPjAu &jPjBu 0
G(i,j): Siin;I)ij —Eijl 0 0 7
6ijBliPij 0 —6;;1 0
0 0 0 =&
v=[r 00 9,

W,:[Bgip,-,- 00 Bg,.],

G (i, Jj) =Ag,~Pij+PijA0i+8,-}1Ag,~A2i+ Y, P+ Y, ﬁ}kPik-
keSy k€S,

Using Projection Lemma, it can be concluded that this nonlinear matrix inequality

(4.27) has solution if and only if

NEG(i, )Ny <0 and NIG(, /)Ny <0
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are satisfied. Note that

000
100
Ny = )
0 I
0 0 1]
—-Eijl 0 0
NGGi,)Ny=| 0 =81 0 |<0

always holds, since &;;, 0; ; are all positive scalars. So the only constraint is
NLG(i, )Ny < 0. (4.30)

Define Vi; = [Bgi 00 B;{i}, then from the definition of orthogonal complement, it
can be obtained that

Ny = diag{P;",1,1,1}Ny, . (4.31)

Substitute this expression into inequality (4.30), it becomes

rH6(i, j) &jAu 8By O
gAL, —e5l 0 0
§Bl, 0 &I O

0 0 I

Ny, <0, (4.32)

where H(i, j) = AoP; ' +Fj A+ P’ (Si}lAzTiAzi + Ykes, Ciclkj + Lkes, B}kPik> P

From the definition of Vy;, it can be inferred that Ny, has the following expression:

Wi 00
0 I 0
NVli -
0 0 I
Woy 0 O
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Substitute the above expression into inequality (4.32), then one can obtain
WEHe(i, )Wh; — 8;;WEWa;  &;WEAL; &;WEBy;
SijA{iWU —&;jl 0 <0. (4.33)
8;iB1 Wi 0 —&;1
Inequality above implies that at the (1,1) entry, the term W1€H6,- Wii—6; jW2€W2,~ < 0. Define

Xij= PJI, this term can further be expanded using Schur complement:

H7(ia .]) WI{:I)iylAgi WIszHl(iajaX)

AgiPy; W —&;j1 0 <0.
Hi (i, j,X) W 0 Ha(i, j,X)
Combined the two LMIs above, the LMIs shown in (4.28) can be obtained. O

With X;;, &; and 0;j known, the following theorem shows that all stabilizing controller

K;; can be parameterized.

Theorem 4.6 ( [100])
Let matrices B € C™™, C € C*" and Q = Q* € C™" be given. Then the following

Statements are equivalent:

(1) There exists a matrix X satisfying

BXC+ (BXC)*+Q<0. (4.34)

(2) The following two conditions hold

BL1OB1* <0 or BB*>0,
CHoCc** <0 or CxC>0.

Suppose the above statement hold. Let ry, and r. be the rank of B and C, respectively, and
(B, By) and (Cy,C,) be any full rank factors of B and C, i.e. B = B|B,, C = C,C,. Then all

matrices X in statement (1) are given by
X =BfKC;" +Z—B;}B,ZC,C/" (4.35)
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where Z is an arbitrary matrix and
K& —R1Br®C;(C,0C:) ™ + SIL(C,DCY)" T,
S2 R - R 1B/ [® - ®C}(C,DC})"IC,®|BR!
where L is an arbitrary matrix such that ||L|| < 1 and R is an arbitrary positive definite

matrix such that

®2 (BR'B;-0)"!>0.

Obviously, the first part of the theorem is exactly the same as Projection Lemma, and
the second part is on controller parametrization. When applying this theorem to solve the
controller, a set of F;;, &; and J;; can be obtained as the solution of (4.28). Then based on
this set of solution, the expression of B and C (here they also depend on i and j) can be
calculated. This implies that a parametrization of controller K;; can be found, with which
the intersection of these controllers Vi € 1 can be searched if exists. This constitutes the
second step of the algorithm, and K can be found in this step if the solution from the first

step is proper.

Remark 4.2 In the second step, after substituting in the value of Pij, it is trying to find
FDI-dependent controller K. Applying the same method, it is also possible to find passive
fault tolerant controller K, which is independent of both system real fault {(t) and FDI

decision process 1 (t).

4.5.2 Output Feedback Controller Design

The dynamic output feedback controller which only uses system output and the FDI mode
rather than the system real mode will be designed in the following part. System augmenta-
tion technique will be used to handle the synthesis problem. Unlike in the previous section,
where a strictly proper and full order dynamic output feedback controller is designed, to be
more general, there are no constraints applied on the dynamic output feedback controller

designed here, i.e. the output feedback controller has the form (assuming that n(z) = j):

ie(r) = Ajxe (1) + By (o),

" . 4.36)
u(t) = Cjxc(t) + Djy(z).
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With this controller, the closed-loop matrix has the form:

X Ai+BDiC; BCj| | x
= | T : (4.37)

Xe B;C; Aj Xe
As for the state feedback case, the design begins with separation of uncertain terms
from other part of the expression. To accommodate the uncertainty terms, the closed-loop

system state equation is first expanded as follows:

_A,-—'.-B,ﬁjC,- BiC;
BCi A;
_ -AOi+BOiDjCi BoiCj L A Bu| fAu 0 Ay 0 (4.38)
B A 0 0|0 Ayl |BuDiCi BuC;

=Ag; + BoiK;Ci + AyA(Ay + BiKiC))

where
A, B;| _ Ag O . 0 Byl - 0 I
K;= 7T Ay = o y,Boi = o ,Ci = ,
C; Dy 0 0 I 0 G 0
- Ay Byl - Ay OF _ 0 O Ay O
1= Az = yBoi = A=
0 0 0 0 0 By; 0 Ay

Then the condition on MSS is equivalent to the feasibility of the following matrix in-
equality:
P,jAoi +A§iPj + PijBoiK,C; + CT K] BP,j + PjAvbi(Az + BaiK;Ci)
+(A2i + BuKiC)TATATPj + Syes, 0ukPrj + Sies, B;kpik <O0.
Similar to the state feedback case, the sufficient condition for closed-loop system’s MSS
is that there exist K, P;; > 0, scalar g; > 0 satisfying the following matrix inequality:
PjAg; + Aj;Pij+ PijBoiK,Ci + C] K] BL,P,j + &P jALAT Pij (4.39)
+e7 (Azi+ BoK;C)T (Ai+ BuK,C) + Sies, CiaPhj + Tkes, BiPx < 0.

As same as the state-feedback control case, where a two-step procedure is proposed
to solve FDI-dependent controller. The sufficient conditions for the existence of dynamic

output feedback controller K;; is given in the following theorem.
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Theorem 4.7 There exists dynamic output feedback controller of the form (4.36) that sta-

bilizes the uncertain system (4.37) in the MSS sense if Vi € S, j € Sy there exist feasible

solution P;j > 0, scalar €;; > O for following matrix inequalities:

<0,

Hs(i, ) WPy~ Ry)T WAL, Wle,Pidy
* -1 0 0
<0,
* * —Sijl 0
* * * —&;jl
1 (i, j) TW:. 4+ AL W P AL (p..*R..)T-
olt, J ij1i 2iW2i EijlijAl; ij ij
* —W1€W1i — 8,'jW2€W2,' 0 0
* * ——Eijl 0
* * * -1 |
where
Wi
U =ker([BL, BE)),
T 1
Wai

Wa; = ker(C—’,'),

Hg(i, j) = Wi ([)ijAOi + AP + Shes, CiPrj+ Thes, ﬁ}kPik> Wi,
Hy(i, j) = PjAci + ALPj + Sies, ukPej + Ties, 5}kPik-

(4.40)

(4.41)

Proof: Using Reciprocal Projection Lemma, it follows that: the feasibility of (4.39) is

equivalent to the existence of P, K}, T;;, and Q;; > 0 satisfying:

* —Qij
* *
* *

where

Hy(i,j) = PjAgi +ALPj+ Y, OuPej+ Y ﬁ}kl’ik+Qij— (Tj+T7%).

kESy
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—&jl 0
* —&;l
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H(i,j)+ Ul x]v;; + VXU <0,

Use Projection Lemma as in the state feedback case, rewrite the inequality above as:

Hg;; T,-f AL &PjAy;
L * ——Q,‘j 0 0
H(i,j)= ;
* * —Sijl 0
* * * —Sijl J

UiZ[C—',- 000 O],
Vi=lo BLp; BL 0 0,
Xj=Kj.

Then the original matrix feasibility is equivalent to that of:

N{HNy, <0, Ny HNy, <O0. (4.43)
Substitute all known expressions into (4.43) to obtain:
Wy HyijWsi W Tj Wi AL, WiieiPyAy
* —Q;; 0 0
G <0, (4.44)
* * —&; jI 0
* * * ——8ijl
~WiP; QiiP; Wy — & Wi War WP T+ WAy 0
* ﬁgij EijPijAu < 0. (4.45)
* * —&;jl

Define R;; = Pl.;lTi j and Q;; = F;;F;;, and use Schur complement, (4.44) is equivalent

to (4.40). Similarly for (4.45), apply congruence transformation with

010
1 0 0},
0 01
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and use the inequality
P;jPj— (PjRij + R{;P)) < (Pj— Rij)" (P — Ry)),
it can be seen that (4.45) holds if (4.41) holds. This complete the proof. ]

Just like in the state-feedback case, after calculating feasible solutions of (4.40) and
(4.41), substitute these values into the original matrix inequality (4.39) to solve output

feedback controller K.

Remark 4.3 Unlike in the full information output feedback controller design, where the
“change of variable” method is used and the constraint brought in is that only full-order
strict proper dynamic output feedback controller can be designed using that algorithm.
Here, the parameters of the controller are stacked up into a matrix, and no constraints are
imposed on the order and structure of this matrix, therefore, both full-order and reduced-

order controller can be calculated.

Example 4.1 The purpose of this example is to provide a state-feedback design result
where the algorithm proposed for FDI-based controller in this chapter is applied. Con-
sider a second-order system, S = {1, 2}. (A1,B;,C)) is assumed to be the normal system

model and (A3, B;,(,) is a faulty one:

1 O 0 1
Agr =Ap = y Bo1 =
0 0.8 —0.25 0.25
0 0.2
—0.25 O.OSJ

The weighting matrices for the disturbance imposed on the state equation, and the bounds
for AA;, AB;, i =1, 2, are given as:
0.05 0.05 0.1 0

yAli =Agi =By =By = Ji=1, 2.
0.05 0.1 0 0.1

I
[\*)
l
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—-0.5 0.5
2 =2

The transition rate matrix for fault and FDI Markov chain is chosen as: & =

py=19= " .
0.1 -0.1

For this system, a state feedback control is designed by solving the LMIs developed in

this section. The solutions are obtained as:

1.3107 —0.0364 1.2347 0.0484
X = y X12 =
—0.0364 O.7634J 0.0484 0.6175
0.7036 —0.0880 0.8821 -0.1472
Xo1 = , Xop =
—0.0880 0.6203 —-0.1472 0.7191
1.2922 1.2922 1.365 1.3051
[ei] = ,[655] =
1.2912 1.2912 1.3519 1.4351
1.1208 8.9006 K —0.2009 8.4035

1 A2
—7.4239 -2.1148 -7.7094 —1.7643

By using the first set of controllers, a single sample path simulation is performed, and
the results are shown in Figure 4.1. The disturbance is modeled as w(z) = e~*!sinz. In
Figure 4.1(a) and (b), the mode of fault process {(r) and the FDI decision process 71(¢) are
present respectively. The controller used at the time constant 7 is dependent on the value of
n(¢) at that moment. When zero and non-zero initial states are used in simulation, results

show that the system is stable, and the disturbance w(r) is attenuated.

4.5.3 State Feedback Controller Design: an Improved Approach

In the previous parts of this section, algorithms using Projection Lemma to solve for state-
feedback controller and output-feedback controller are discussed, where in design of output
feedback controller, approximation is used to simplify the design. However, the design
involves two steps. Other design variables are solved in the first step while the controller

is solved in the second. However, some trials and errors may be needed before getting the
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Figure 4.1. Single sample path simulation: (a) system modes; (b) FDI modes; (c) system

state response; (d) the system output and disturbance

controller, which undoubtedly is not satisfactory. In this part, a much simpler method in
designing FDI-based state-feedback controller will be given.

The method used here is close to the common Lyapunov function approach. Common
Lyapunov function is widely used in the design of complex systems, where a set of subsys-

tems exists, €.g. for switching systems, or systems with multiple objectives, e.g. H,/H.
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control design [96]. Using common Lyapunov function may simplify the design, result in
LMI rather than generally untractable multi-objective nonlinear matrix inequalities,

However, direct use of common Lyapunov function may be unrealistic for some situa-
tions. Just cite stochastic FTCS as an example, where the MSS condition for continuous-
time systems are:

P;j(Ai+BK;) + (A,--i—Bin)TPij+ Y 0P+ D, B}kpik <0. (4.46)
kGSl kGSz

Setting either P;; = B, Vj € S or P;j = P}, Vi € §1 will eliminate the term 3¢, B ,l:kPik or
2kes, %ikFrj in the MSS condition shown in (4.46) respectively, which means information
on FDI process or fault process is not utilized, and very conservative design results can be
expected. |

In the area of multi-objective design, it is well known the design generally cannot be
directly solved using convex optimization unless some trade-offs are made. Therefore, the
research on how to minimize the conservatism brought in, when cast the original conditions
into LMI based ones, is quite active. A feasible approach is to introduce some instrumen-
tal variables, then set these variables common instead of Lyapunov function, thus can be
expected to minimize the conservatism. The converted control problem is also denoted as

“mixed control problem” to differentiate from “multi-objective control problem” [97].

Theorem 4.8 Under the state-feedback control law u(t) = K;x(t), the FTCS (4.4) is MSS
if Vi € 81, j € 52, there exist positive definite matrices X;; > 0, Q; and K ; for the following

LMI:
(@7 +Q;) OF (AT +0.5(04+Bi)I) +K/ Bl +X;; QTHu; OF
* —Xij 0 0
<0, 447
* * Hy;j 0

where

Hlij = [\/a_llL 7\/ai,i~117\/&i,i+117"' a\/B]ljlla"' ,\/ﬁ;,j_117 \/BJIJ_HI’] )
Hyj = —diag{Xyj, -, Xi—1,j, Xix 1, Xity, Xi j- 1, X ja 1,0+
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Furthermore, the state-feedback control gain is given by K; = K jQJTI.

Proof: For matrix inequality (4.46), use Reciprocal Projection Lemma 4.4 to obtain:

. i T
Tt CliPej + Zaj B Pie+ Pij— (W) +W;)  (Ai+ BiK;+0.5(05 + Bi)I) P+ W]

<0.

The (1,1)-entry implies that Q; is nonsingular, then it is valid to define X;; = Pl-;l,
Q= Wj_l. Pre- and post-multiply the above matrix inequality by 7i;; £ diag{Q’, X;;}
and T},

OF (Tutj 0ikPrj + Titj By P+ Pij) Qj — (QF + Q;)
%
OF (A; +BiK;+0.5(ct; + BL)I) " +X;;
—X;j

<0.

Use Schur complement lemma to expand the quadratic terms in the (1,1)-entry and

define K ; = K;Qj, then the results shown in (4.47) can be obtained. O

Similarly, for discrete-time systems, corresponding results for state-feedback controller

design can be obtained.

Theorem 4.9 Under the state-feedback control law u(k) = Kx(k), the FTCS (4.5) is MSS
ifVi€ 81, j € Sy, there exist positive definite matrices R;j > 0, Q; and K; for the following

LMI:
R;; AGj +Bikj

o ) > 0. (4.48)
G;A; +KjTBi Gj +Gj— Zmes, Znes, OmiByjRmn

Furthermore, the state feedback gain is given by Kj = K jGJTI.
Proof: Start from the other form of MSS condition for closed-loop FTCS:
—Pun+ Y, Y, CimB,AiiPiAL; <0, (4.49)
i€Sy jeS,

where A; j = A;+ BiKj is the closed-loop system matrix.
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Since for discrete-times systems, Vi, m € Sy, j,n € S, Qi > 0 and ﬁ]’:n > 0 hold, there-
fore positive definite matrices R;; satisfying Buy = Yies, Yjes, ocimB}nRi ; can be defined.

Therefore the inequality (4.49) is satisfied if
_Rij -}-AUP,]A?} <0.
For this inequality, use Lemma 4.5 to obtain its equivalence as:

R;; AijGij
GiTjAT Gsz +Gij— B

> 0.

That is:

~

R;j A;iGij
T =
Gi jAT Gsz + Gij - Zmesl Znesz amiﬁ,y}Rmn
To synthesize state-feedback controller for this case, one can set G; in the inequality,

and define K; = K;G;. i.e. The controller can be solved by the LMI shown in (4.48). [

> 0.

4.6 Conclusion

In this chapter, miscellaneous stabilization results are summarized and presented. Both
continuous-time and discrete-time system design are covered for completeness. Results on
full information controller are given first, which are dominant in the available literatures
in this two-Markov-chain FTCS framework. For more practical FDI-based controller de-
sign, a two-step approach using Projection Lemma is presented for both state-feedback and
dynamic output feedback controllers, however, some trials and errors may be needed. To
overcome this disadvantage, for state feedback controller synthesis, using mixed objective
design techniques, the conditions can be expressed in terms of LMIs. This work can be

regarded as the extension of the “cluster observation” of MILS in [110].
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Chapter 5

FTCS Design for H, Performance

5.1 Introduction

In Chapter 4, stabilization controller design for stochastic FTCS within the two-Markov-
chain framework was discussed. The design objective is MSS and the conditions are ex-
pressed in terms of LMIs.

In this chapter, besides the MSS, input-output performance with respect to the additive
disturbance w(t) in terms of H, norm is studied. The Hy norm of the FTCS is defined first
parallel to the definition of MJLS. Similar problem for MJLS was solved by Costa and his
colleagues using the “Analytical Point of View (APV)” approach, where operator theory is
used for analysis and design. In this approach, definition of each operator generally only
involves closed-loop system description, therefore there is no restriction on which form the
controller should have.

In Chapter 4, the FDI-based controller is designed either using Projection Lemma or
common Lyapunov function like approach. Unfortunately, both methods have limitations.
The conditions derived by using Projection Lemma is not a sufficient condition, so some
trials and errors may be needed before obtaining the controller. On the other hand, the com-
mon Lyapunov function like approach can only be used in state-feedback controller design
with conservatism introduced inherited from common Lyapunov functions. Therefore, in

this chapter and the next chapter, an iterative LMI algorithm is proposed to solve for the
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controller. Compared with existing ones in the previous chapters, the algorithm shown in
this chapter has lots of advantages: It starts from a sufficient condition, and the iterative
LMI is guaranteed for at least local convergence. And the controller can be designed with
structure and order constraints.

In the remaining part of this chapter, the H, control synthesis for uncertain FTCS will
be discussed, for both continuous-time and discrete-time systems using both state-feedback
and output-feedback control. As in the previous chapter, the iterative LMI algorithm will

be used to solve the nonconvex optimization problem.

5.2 Modeling and Problem Formulation

5.2.1 Notation

Some special notations are used in this chapter. Set ##™ " the linear space made up of all
q1 X g2-sequence of matrices V = [Vll,V12>"' Vigy, Va1, - ’VQIQZ]’ where each Vj;, i =
1,2,---,q1, j=1,2,--- ,q2 is a m x n matrix. And denote " = {V € s™";V;; > 0}.
For H, L € ", the notation H > L (H > L) indicates that H;; > L;; (H;j > L;;) for
each i=1,2,---,q1, j=1,2,---,q2. In this chapter, stochastic signals are assumed to
belong to the (Q, % ,P) probability space. For square integrable signals, i.e. w(z) (or w(k))
€ L,(Q,Z,P), define the signal norm as |w||3 = &{J; ||w(t)||dt} for continuous-time

signals or |w||3 = &{ 3 |w(k)||*} for discrete-time signals.

5.2.2 Fault Tolerant Control Systems Modeling

The continuous-time system to be studied in this chapter is described by:

(1) = A(E(2))x(1) + B(E(2))u(t, n () + D(S (1)) w(0),
(1) = C(E())x(r),

where x(t) € R*, u(t) € R™, w(t) € R, y(t) € R? are system state variable, control in-

(5.1)

put, disturbance and output, respectively; all matrices have corresponding compatible di-

mensions. In this system, {{(¢),7 > 0} and {n(z),r > 0} are Markov chains defined on
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S1=1{1,2,..., i} and Sz = {1, 2,..., g2} with transition rate matrices [e;;] and [B]}] re-
spectively as defined in Chapter 3. In brief, the conventional two-Makov-chain framework
with standard norm-bounded model uncertainties is considered in this chapter.

In the sequel, simplified notations are used with the mode {(¢) =i and n(¢) = j as in
previous chapters.

With the given state-feedback or output-feedback control law, the closed-loop system

model can then be written as following forms:

e State-feedback case:

#(t) = (Ai +BiK;)x(t) + Dw(2),

(5.2)
(1) = Cix(2).
e Output-feedback case:
x(t Ai+BD;Ci BC;| |x(t
8 = D P o,
x(¢ B;C; Aj | |x(¢
( )J ’ BRLY (5.3)
x(t)].
v=fo o [
(1)
\
For both cases, unify the notation for the closed-loop system as:
. (@) = A;;%0) +Dw(2),
.. (¢) = Ay(1) + Diw(z) 5.4)

where %(¢) € R" is the state of the closed-loop system. And the expressions of %(¢), A;;, Dy,

C; can be determined from equations (5.2) and (5.3) respectively.

Remark 5.1 The integrated FTC design can also be posed as a “dual control” problem,
where dual goals, e.g. control of trajectory of x(t) and estimation of () are set for the con-
trol system [116]. This kind of problems is generally difficult and numerically intractable.
For the FTCS model (5.1) adopted in this chapter, the characteristics of the FDI scheme
is abstracted and described by a Markov chain. Then the emphasis is on designing the

controller to accommodate for the imperfect FDI decisions.
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5.2.3 Definition of H, Norm for FTCS

With the given transition rates for Markov chains {(¢) and 7(¢), the augmented stochastic
process {{(2), n(t)} taking values on S7 X S; is still a Markov chain with the following

transition rate, where ¥ represents the transition rate from the state { =iy, n = ji

i1,j1),(i2,2)
to the state § = ip, 1 = ja:

Qi +Bjl 5 i1 =1z, j1 = ja,
ﬁlzl in i1:i27 jl#j2>
Vi) lia) = q . .. . (5.3)
ai],iza - n 7é 12, J1=J2,
| 0 i # 12, J1 # J2-

Therefore, the closed-loop FTCS described in Section 5.2.1 can be formulated as MJLS
with clustered (partial) observations. For the joint Markov chain {{(¢),n(¢)}, each state
can be represented by a pair (i, j),i € S1,j € Sz, in which i stands for the hidden part of
Markov state, and j is the directly observable part.

By assuming the linear control law u(z, 7 (¢)) is known, for the given open-loop system
9., the closed-loop system description can be written out as in (5.4), based on which the

stability and the H, norm of the FTCS can be defined.

Definition 5.1 The H, norm of an MSS system &, is given by
- 9 92 1 )
1%cll2 = 2 > Y pijllyiml (5.6)

i=1j=1m=1

where y;jr, is the output of the system with initial conditions £ (0) =i, n(0) = j, disturbed
by w(t) = €,0(¢). e is a I-dimensional unitary vector with its m-th entry as 1 and other

entries as 0’s. §(¢) is an impulse function and p;; is the initial probability distribution for

£(0) =i, n(0) = .

Considering the FTCS in (5.4) can be formulated as a MJLS with partial observations,
the above definition of H, norm is analogous to that of MJLS in [29].
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Furthermore, for matrices S, P € ™", the following definitions are given:

Fij(8) = AijSij + SijAL + ZiL | owaSkj + T | B St

Zj(P) = APy + PAij + Ty 0P+ T ;:kPik’

7= [Fu(S), Fal®), -+, Fianl8), Far(), s Taua(S)]
2(P) = [20(P), LuP), -, Liu(P), La(P), -, Luin(P)]
[CICLCIC, - CIC, GG, €G] € 567,

1

M =

——

o
pN = [Pnf)lf){,ﬁ)lzﬁ@{, -+, 01,0107, p21D2D7 - ,pq1q215§,13q1] € AT
Assuming that the closed-loop system is MSS, use the available results on the H norm
to have
I19:15 = =, z;1'2=1 pijTe(D] P;Di) = 31, ;1'?—_1 Tr(Ci8iCT ) (5.7
where P and S are the solutions of Z(P) +.# = 0 and 7 (S) + p# = 0 respectively.

To avoid solving coupled equations, convert the result above into matrix inequalities:

Theorem 5.1 The continuous-time FTCS (5.4) is MSS and the Hy norm |9, ||, can be de-
termined, ifVi € 81, j € 8y, there exist Z;; and positive symmetric matrices P;j > 0 satisfying

the following matrix inequality problem:

1915 = inf 311, 5%, piTe(Zi)) (5.8)
s.t. DITP,JD, < Zj, (5.9)
Zi(P)+CICi <. (5.10)

Proof: Assume P is the solution of Z(P)+.# =0, ie. L (P)+.# =0and P, is a
solution of Z(P)+.# <0,i.e. Z(P)+.# <0. Since # > 0, ithas Z;(P,) <0,Vi=
1,2, ,9155 = 1,2,--- ,g2. Define a stochastic Lyapunov function v(%(¢),{(z),n(t)) =
L (t)Py(£(t),m(2))%(t), then when {(¢) =i, n(t) = j, the weak infinitesimal operator de-
fined on v is &v = %(t)T .%;(P,)%(t) < 0. Hence the system is mean-square stable (MSS).

From Propositioh 2 of [29], it follows that P > P;. Furthermore, for any given € > 0
and the matrix P; satisfying .Z(P,) + .# = 0, there exists P, satisfying Z(P) + .# <0
and ||P2i]. —P1,.j|| < €. Therefore, it leads to (5.8). O
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5.3 Synthesis of Robust H, Controller: Continuous-time

Case

With the stability and H» norm of the stochastic FTCS defined in Section 5.2, in this section,
the synthesis of continuous-time robust H; control for the system in (5.1) is addressed. Due
to the presence of model uncertainties, the design objective for synthesis of robust fault

tolerant controllers is to make ||%,||2 < u, where u is a given positive scalar.

5.3.1 Robust H, State-feedback Controller

First consider the state-feedback case, i.e. for {(t) =i, n(¢t) = j, the controller has the
form u(z) = K;x(t), and the closed-loop FTCS is given in (5.2) and (5.4). The following

theorem provides sufficient conditions for solving the robust H, state-feedback control.

Theorem 5.2 For the stochastic uncertain FTCS 9, in (5.2) and given a positive scalar U,
the system is MSS and satisfies the H, performance with ||%.||2 < U, if there exist X, >0,
Wlij, Wz,'j, Qlij: inj, Zij, Kj and positive scalars é,'j, S,'j, /‘Lij, i €S8y, J €Sy, so that the

following LMIs with equality constraints hold:

q1 4q2 2
Y Y piTr(Ziy) < p?, (5.11)
i=1j=1
—Qnij Waij—3Zij 0 Ayl —Wy
* ~1 D! 0
Fj= _ <0, (5.12)
* * _Xij 0
* * * —1
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Hoij XiAL X;CT Huy Xij—Way Ay +BoKj+Wy; O ]
x —81 0 0 0 0 0
* *  —=Ajl 0 0 0 0
Faj= ] x * * I-?z,j 0 0 0 <0,
* * * * -1 0 0
* * * * * —I KJTBgl
* * * * * * —0j51
(5.13)

Hoj = (o4+Bi)Xij+E&jAuAl + 8;B1Bl; — Quj,

Hy; = Xij[\/aﬁl,"',\/O‘i,i—lla\/ai,i+lla"'a ﬁ}]la'“a\/ﬁ})j-]la\/ﬁ},j+]l>"']a
Hyj = ~diag{Xyj, X1 Xivr o5 Xy Xij-1,K jrt, -

And it should be satisfied that

Quj = WiWi,, (5.14)
Qnij = WoiWy;. (5.15)

Then the state feedback controller is obtained as uj(t) = K;x(t).

Proof: This theorem can be shown by using Theorem 5.1. In the state-feedback case,

the operator .Z;(P) in (5.10) can be expressed as

q1 @
Zj(P) =Py (Ai+BiKj) + (Ai+BiK;) Py+ Y. P+ Y BiPa.
k=1 k=1

Since A;, B; contain norm-bounded model uncertainties, use Lemma 4.2 to obtain the

following inequalities, i.e. for positive scalars ¢;; and S; j, it 1s true that

Pij(A1iA1iAg) + (Aubudy)] Pij < €' AL Ay + &P jAATP,
Pij(B1i0giBai)Kj+ K (B1iAgiBai)T Py < 85 KF BYByK + &P, jB1:BT,P;j.
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By substituting these inequalities back into .Z};(P), it can be easily seen that (5.10)

holds if there exist positive scalars &; and &;;, i € Si, j € S, such that
T ; -
Pij (Aci+BoiK;) + (Aoi + BoiK)) " Pij+ XL, 0l + Iy ByPu+ e ALAz
+ei;PjALAL P + 8 KT BLByK + 8P, BB P+ CI C; < 0.

For nonlinear matrix inequality shown in (5.16), begin with removing the coupling

(5.16)

between F;; and the controllers K. For this purpose, the slack variables Pj; j > 0 and Wy;;
with compatible dimensions are introduced. Use Lemma 4.4 to get
Hoyij Pij (Ao + BoiK;j) + Wy
0ij lj( 0i (21 ]) 1ij <0’ (5.17)
* —Pyj

where
< & i 14T 1T pT T
Hoij = Y, oubij+ Y, BiPu+ &) AyAsi+ 87 K| B3ByK;+C/ C;
k=1 k=1
+ B (&;jAuAT; + 8B1:BL;) Byj + Puij — Whij — Wﬁj-

Since By; ; here can be any positive matrix, without loss of generality, set Py; = Ayl —
Si;IKjTBgiBziK i» where A;j is a positive scalar large enough to guarantee Py;; > 0. Define
Xij = Pl-;l, Wi i = XijW1;j, pre- and post-multiply (5.17) with diag{X;;, I}. Use Schur
complement to expand quadratic terms in the (1, 1) and (2, 2) entries to get the following

matrix inequality:

r1':101',' XijAy XiiClT Huj JijXij—Wuj Aci+BoKj+Wy; 0
R 0 0 0
* * -1 0 0 0 0
* * *  Hyj 0 0 0 <0,
* * * * —Aijl 0 0
* * * * * — Al KJ-TB;{i
* * * s * * —&;;1

where
Hoij = (0t + Bi;)Xij + €ijAuAT, + 8BuBY, — A7 ' Wi Wi,
Hy;j = Xij [\/&HI,--- N/ O tly fOitly -y A Bl ,\/ﬂ},j_lla \/B]l:,j+1la"'] ;
Hy;j = —diag{X1j, -+, Xi-1,js Xi+1,js**» Xit, * , Xi j-1, Xi j+1,++ }-
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Notice that both 4;; and )Ll-;l appear in the inequality above, which makes it hard to choose
Aij as a decision variable. To overcome this problem, again pre- and post-multiply the above
matrix inequality by a diagonal matrix, diag{)té.l , )Lél, )Llél , )Liél , Ai;%l , Ai;%l , /'Liél }
then define &; = Aij&ij, & = Aij8ij, Xij = AijXij, Quj = Wl,-ij;j, to get the inequality
(5.13).
For the inequality (5.9), apply Lemma 4.4 again with slack variables Py;; > 0 and Wy;;
to obtain its equivalence as:
~Zij+ D PDi+ Pojj — Wayj — Wy, Waij <0.
* —Paij
Without loss of generality, set Py;j = A;;I — DI P,;D;, and define Wy;; = Wy, + %Zi j, then

the inequality can be expressed in terms of new variables as:

T vT ;7 1
Aifl =Waij=Way Waij = 32
* ~Aijl + DI B;D;

<0.

Use Schur complement to expand quadratic terms in (2, 2)-entry and obtain:

il =Waij =Wy Waij—3Z;; 0
* —Aijl DI | <o.

* * —Xij

1Since] in (5.13), X;; is the decision variable, so here pre- and post-multiply diag{lél ,
Ai;*1, AT}, then expand quadratic terms in the (1, 1)-entry to obtain the inequality (5.12).

Due to the presence of model uncertainties, the design objective is chosen as ||, |2 < 4.
Hence, it implies (5.11) by considering the expression of H norm given in (5.8).

Finally, the inequalities (5.8)-(5.10) in Theorem 5.1 are converted to LMIs (5.11)-
(5.13), and it follows that the MSS and the H; performance ||g7c||2 < 1 are satisfied upon

their feasibilities. Hence the proof. ]

Remark 5.2 Although introducing slack variables W1;j, Wa;j and A;j increases the number

of decision variables, the advantages it brings are twofold. Firstly, there are more degrees

76

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



of design freedom, which will reduce the conservatism introduced when converting the non-
convex optimization into convex ones. Secondly, the coupling between P;j and controller K
is removed. This is especially useful in extending the design to output feedback control (to
be discussed in Section 5.3.3). Furthermore, since the structural constraints of controllers
(e.g., diagonal structure of gain for static decentralized controllers) can be reserved during
the design procedure, and the reduced order controller and structural controllers can be
Jound if they exist.

Another advantage comes from the capability to handle polytopic model uncertainties,
which is described in Chapter 4. Since X;j does not couple with other decision variables,
it is possible to solve Xi’;- for each Af-‘, Bf?, C{‘, Df to avoid using a single X;j. Thus the
conservatism introduced in can can reduced. Similar approaches are used for discrete-

time LTI systems in [88].

5.3.2 Algorithm for Solving LMIs with Equality Constraints

In Theorem 5.2, the nonlinear matrix inequalities have been converted into LMIs with
equality constraints (5.14), (5.15). However, since the constraints are not in linear forms,
this problem is still difficult to solve. A similar situation, where non-convex constraints
appear, arises when dealing with reduced-order output-feedback (ROF) or static output-
feedback (SOF) stabilization problem, and a number of numerical algorithms have been
proposed [50]. The LMI-based algorithms include alternating projection, min-max algo-
rithm, the XY-centering algorithm, and the cone complementarity linearization (CCL) al-
gorithm. In [50], numerical simulations were performed to compare the performance and
convergence of some of these algorithms, and the CCL algorithm has the best performance.
In this section, we adopt the Cone Complementarity Linearization algorithm for solving the
matrix inequality problem with equality constraints.

For i € 81, j € Sz and the sufficiently small positive scalars cy;;, ¢2;;, first of all define
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the following inequalities:

F1ij+diag{cy;;I, 0, 0, 0} <0, (5.18)
Fyij+diag{cy;l, 0, 0, 0, 0, 0, 0} <0, (5.19)

then the following sets can be defined:

Q1(Xij, &j, 6ij, Aijs Wij, Waij, Quijy Qi Zijy K)
= {(Xij, &j, &j, Aij, Wiij, Waij, Quij, Qaij, Zij» K;) satistying (5.11),(5.18) and (5.19)},

(5.20)
- - . Qiij Wiyj
Q2(01ij, Wiij) = {(Quij, Whij) satisfying | J Y > 0}, (5.21)
Wlfj I
_ _ _ ‘ Q2" sz
Q3(Q2ij, Waij) = {(Qaij, Waij) satisfying W: IU >0}. - (5.22)
| Waij |

The following iterative algorithm is used to solve the LMIs with equality constraints.
Algorithm 5.1:

(1) Preset c1;j, c2;; as sufficiently small positive scalars.

(2) Initialization: Set k = 0, determine (X3,&%,89, A2

wo. wo 0 0 70 g9
ijr~ijo ija ijr " lije 2ij7Q1ij,Q2ij7 i J) €
Q1 Ny N3,

ij

o Tk gkl ShH1 g k1 prk+l gkl okl kD k1 gkl ;
(3) Determine (X", &7, 0,7, A Wit Wit 01 051 2 ,Kj+ ) as the unique

solution of the optimization problem:
k* Sl & sk v T v xok!
JE =min 3 3 ¥ Tr(Quij — Wi Wiy — Wi ;Wi )
I=1i=1j=1 (5.23)
st (Xij, &jy 6ijs Aijs Wi, Waij, Quijy Q2ijy Zijy Kj) € Q1 N2 N Q.
@ If Q' - v‘v,’gjlﬁ/,’lf;r” < eyl forl =1,2, i € S1,j €Sy , then stop and K[+ is the
feasible controller; otherwise, set k = k -+ 1, go to step (3).
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k+l
1] ’

5k+1 ?Lk“ Wlkl';l, Wzklj'l, Zlkj+1 Kk+1) from step (3) already satisfies (5.11)-(5.13) with

equality constraints (5.14), (5.15) by choosing Qy;; = W{‘ijlWﬁjl and Qp;j = Wzkl.;"IWzkl;’l .

The stop criterion in step (4) is to terminate the iteration when the solution (X kel

Definition 5.2 For the sets Ql, Qy, Q3 defined in (5.20)-(5.22), I = 1,2, i € 81, j € 53,
and constant matrices le i ll i define the constrained optimization problem at the k-th

step as follows:

jk wm1njk_m1n22 12 12 Tr(le]+QllJ VVIUVVZU VVllJW/lt])

(5.24)
s..(Xij, &ij, 81y Mis Wiy Quij) € Q1NQ2 N Q4.

In (5.24), at the &-th step, Q;‘i i is a constant matrix, so it does not affect the optimization
result when dropped out of the objective function in (5.23) of Algorithm 5.1. Therefore,
the two optimization problems in (5.23) and (5.24) have the same solution. The following

theorem shows the convergence of Algorithm 5.1.

Theorem 5.3 In Definition 5.2, J¥ > 0 and the sequence {J' ,J% ,--.} is monotonically
non-increasing and convergent. Furthermore, J* =0 if and only if Qy; j = Wi JWhT] holds

at the optimum, l =1,2,i € S1,j € S7.

Proof: In (5.24), Qlu +Quij— VVluVVlz] WZ,JWIU is a linearized form of the nonlinear
function Qy;; "‘Wlileu From (5.21) and (5.22), it is obvious that Tr(QlU +Qpij— WIUWIU
W/lil'v_vllz?j) 2 Tr(W’l];]VVlU +VVIUVVIU VVILJVVIU VVllJVVlz]) Tr((ﬁ/l];j_wllif) (VVZU VVUJ') )=
0. So /¥ = minJ* > 0.

From step (3) of Algorithm 5.1, it is clear that (le T ) is a feasible solution in the

lz J
set Q1 NQ, N3 obtained from the (k — 1)-th step, when substitute it into the objective

function J¥*! in (5.24), the following equation can be obtained,

2 Q1 @2
7h+1 k 1 k+1 k+17 #h*
J + (Qllj7 VVIz] = ZE%ZTI.(QIJ lz] VVIU VVlz] VVIUVVIU ) JE.
: 1= ]

Then due to the global optimization property of the LMI, the following is true:

j(k+1) < ‘Ilkt}H(Qll]? VVlIfj) = jk*;
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which means that /¥ is monotonically non-increasing for all k, and with a lower bound
0. Therefore, the sequence is convergent. It is obvious that the optimum of the iteration

process corresponds to J* = 0 when Q;; = W, ]WhT] O

Remark 5.3 The constraints Qy;j = Wj; jWI?j, i €81, j€Sy, I =1,2 are achieved at the
boundary of the convex sets Qy and 3, while the LMI solver can only handle strict LMIs,
e.g. finding solutions in the interior of the solution set. Therefore, in order to make sure that
the inequalities (5.12) and (5.13) are satisfied under this circumstance, the set is enlarged
so that the boundary is included inside. This is the purpose of introducing sufficiently small

positive scalars cy;j and ¢2;j in (5.18) and (5.19).

5.3.3 Robust H; Output Feedback Controller

Given the output feedback controller and the corresponding closed-loop system represen-
tation (5.3) and (5.4), the first step is to separate model uncertainties from the closed-loop

system matrices, For this purpose, the following notations are used:

., |A; Bj| - |Aw O . |0 Bu| o |0 I|_. |Au By
Kj= AJ A] ,Agi = o yBoi = 4 G = Ay = co ’
¢; b; 0 0 I 0 G 0 0 0
_ A2i 0 _ 0 O Al 0 = D; =
A2i: ’Bzi: ,A: 7Di: ’Cli: [Cl O] *
0 0 By 0 A 0

Then the closed-loop system matrices can be written as:
A;j=Aoi+BoKiCi+ A1iAAz + BoK,C;), Di=D;, C;=Cu.
In this case, the expression of the operator . for the closed-loop system (5.3) is ob-
tained:
Zj(P) = PijAoi+AyP,j+ PijBoiK;Ci+ C] K1 Bi;Pj + PjA1iA(Azi + BaiK;C)

+(Aoi + BouR;Ci)TATAT P+ 311 | ot + 3, BLPi

From Lemma 4.2, for any positive scalars €y;; and &;;, i € S1, j € 2, it is true:
PjA1A(Ag; + BR;C) + (A + BuK;C)TATAL P
< (Ay +BZikjéi)TF;jl (A2i + BuK,C)) + PjAuT,ALP;,
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where I'j; takes the form I';; = diag{ey;jl, &;;I} > 0 to accommodate the block diagonal
norm-bounded uncertainty A.

With the augmented closed-loop system description, the remaining part of derivation
is similar to that of the state-feedback case. For brevity, only main results are provided as

shown in the following theorem:

Theorem 5.4 For the stochastic FTCS in (5.3) and given a Hy performance bound U, the
closed-loop system is MSS and satisfies the H performance with ||%,.||2 < u if there exist
Xij >0, Wij, Waij, Quij» Quij» Zij, K;j and positive scalars Aij, E1ij, &), i € S1,] € Sa, s0
that the following LMIs with equality constraints hold:

q1 q2

¥ > 0iTe(Zy) < w?, (5.25)
i=1j=1
~Qij Waj—3Zij 0 Al —Wy;
* -1 I-)iT 0
_ <0, (5.26)
* * —Xij 0
* * * -~
ﬁOij XijC_'lTi I:Ilij Xij—Wlij AOi‘i‘EOinCi"{‘Wlij 0
% —Aijl 0 0 0 0
* * Hy;: 0 0 0
2 <0, (5.27)
* * * —I 0 0
% * * * -1 (AZi +32ilejci)T
* * * * * _I_“ij

where ﬁ()ij = (Otii—}-ﬁjl:j))_(ij +A1,’I:‘,'jA_{i — Qlij» fij = diag{élijl, éZijI}- The output feedback
controller is obtained as K - (Other variables are defined the same as in the state-feedback

case.)

Proof: The proof is similar to that of Theorem 5.2, hence omitted.

O

Similar as in the state feedback case, LMIs with equality constraints are obtained in this

case, the Algorithm 5.1 can be applied with little modifications.
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5.4 Synthesis of Robust A, Control: Discrete-time Case

In previous sections, the design of robust H, FTC with both state feedback and output
feedback is discussed for the continuous-time systems. In this section, the same design
problem is treated but for the discrete-time systems.

Consider a discrete-time open loop system as:

gr | HEED = AR +BEOUME) +DEOWD,

y(k) = C(§(k))x(k)-

{(k) and n(k) are discrete-time homogeneous Markov chains with transition rate ma-
trices from { (k) =iy, n(k) = ji to {(k+1) =i, n(k+1) = jp as [o,;,] and | ]’:n]
respectively.

In this section, the state feedback control u(n(k)) = K(n(k))x(k) is considered. The

closed-loop system has the following state space representation:

g, | 0= (ACE +BEEK )+ DE Wb,
) = CEW)x(h).

Consider joint process {{(k), n(k)}, which is still a Markov chain, and the transition

(5.29)

rate for this process from { (k) = i1, (k) = ji to the next state {(k+1) =iz, n(k+1) = jo
is ail‘i2 .]l:iij'

For P € #"" and { (k) = i,n (k) = j, the following operator can be defined as:

Zij(P) = (Ai+Bin)T (2]31_—,1 >, aikB]l:lPkl) (Ai+BiK;),

(5.30)
Z(P) = [Z1(P), #12(P), -+, Ry (P); Z21(P), -+ , By, (P)]-
In this case, the H, norm is given in the following definition.
Definition 5.3 The H, norm of a MSS system % is given by
o a1 g2 1 5
19all5 =2, >, >, pijllyijmll3; (5.31)

i=1j=1m=1
where y;;, is the output of the system with initial conditions {(0) =, n(0) = j and is

disturbed by w(0) = ey, w(k) =0 for k = 1,2,---. e, is the unitary /-dimensional vector
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with its m-th entry as 1 and other entries as 0’s. p;; is the initial probability distribution for

£0) =4, n(0)=j.
For such an H, norm, the following results are given:

Lemma 5.1 ( [34]) The Hy norm of the closed-loop system (5.29) is

”gdHZ'“ 2?112 1pijr{DT (2 2 1o‘szﬂPkl)Dz}
s.t. RZ(P)—P+.# =0,

where A in this case is M = [Cl Cy,Crey, -+, CIGy, - - ,C;qu] € . 0O

As in the proof of Theorem 5.1, the condition in Lemma 5.1 can be expressed in the
form of matrix inequalities. With the state-feedback control, the inequality Z;;(P) — P;j +
CiTC,- < 0 is of the form:

91 9
k=1i=1
For the inequality above, introducing slack variable G;; with proper dimension using

Lemma 4.5, then its feasibility is equivalent to that of the following inequality:

P;—Crc; | (Ai+BiK;)T G,

r > 0. (5.33)
Gij(Ai + BiKj) Gij+G,-j-—( L3 1061kl3ﬂsz)

Assuming that the system (5.28) contains the same form of norm-bounded model un-
certainties except that uncertainties depend on (k) now, the inequality above can also be

expressed as follows:

P —ClC (Aoi + BoiK;)" G;
Gij(Aoi+BoiKj) Gij+Gl;— (ZZLl P aikﬁ]i'lPkl)

a5 k785] [a, o] [0 alc?
+ 2i J 2i 1i (534)
0 0 0 A%l |0 BLG];
0 0 A O Ay O
+ > 0.
|GijAu GijBu| | 0 Al |B2Kj O
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Then the inequality (5.34) holds for all admissible model uncertainties, if one can find
positive scalars g; > 0 and §;; > 0, i € §1,j € S, such that the following inequality holds
Hy;j
Gij(Aoi + BoiK})

(Aoi +BaiK;)" G,
Hyij

<0, (5.35)

where

J»
Hyj=—~Gij— Gl + (ZZLI 32, Olikﬁ}lpkl) +Gij(&jAuAf; + 8;B1BT) Gl

Hy;j=CC;— Pj+ ¢ AL Ay + 8 'K B ByK

Note that the (2, 2)-entry implies (ZZLI >, aikﬁ}lPkl) —~Gij—GJ; <0, hence Gi; +
G,-Tj > 0, and Gj; is nonsingular. Therefore G;j = Gif can be defined. Pre- and post-
multiply (5.35) by diag{I,G;;} and its transpose, then expand those quadratic terms in the

(1, 1) and (2, 2)-entries using Schur complement to obtain:

cr'c;— B Agi + BoiK A} KB} 0
X —Gij— G + &AuAl;+ 8ijBuBY;, 0 0 Hs;
Fyjj = * x —eiIl 0 0 | <0,
* * X -§;I O
* * * *  Hgj
(5.36)
where
Hs;j = Gij [\/OCHB}II, \/O‘ilﬁjézla SRRV YA ai:‘IIBji',qzl] )

Hgjj = —diag{X11,X12,--+ , Xa1, -

7X‘11q2}'

The condition for finding a H, state-feedback controller can be summarized in the fol-

lowing theorem.

Theorem 5.5 For the discrete-time FTCS (5.28) and a given positive scalar U, the system

is MSS and satisfies ||9,||2 < u if there exist K;, G;j, P;j > 0, X;; > 0 and positive scalars

&ij, 0ij, | € 81, j € 82, such that the following matrix inequalities are satisfied:

a1 g2

k=11=1

84
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1

i=1j=
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F35 <0. (5.38)

with equality constraint P;jX;; = I. And the state feedback controller is obtained as u;(k) =
Kjx(k).

Note that in (5.36), both F;;, X;; appear and there are non-convex constraints P;;X;; = I.
Similarly, the iterative LMI algorithm can be used to find feasible solution P;j,X;;,Gij,
Zij,€j,0;j. Unlike in the continuous-time case, the equality constraints in this case are
in the bilinear form. For this kind of problem, recently a new iterative algorithm was
developed called SLPMM-sequential linear programming matrix method [71], which can
be regarded as an improvement of CCL algorithm, and convergence of SLPMM algorithm
has been shown in Theorem 3.9 of [71].

Similar as in the continuous-time case, for given constant c3;;, first define
F3ij +diag{03,~jl, 0, 0, 0, O} <0, (5.39)
then the following sets:

.Q4(Pij,Xij,Gij,8ij, 5,Kj) = {(Pij,Xij,Gij, &j,0ij, K;) satisfying (5.37)and(5.39)},
(5.40)

7

Qs(P,j,Xij) = {(Bj,X;;) satisfying >0}. (5.41)

Algorithm 5.2:
(1) Preset c3;; as sufficiently small positive scalars.

(2) Initialization: Set k =0, determine (P, X7, GY;, €}, 80, K7) € Q4N Qs.

(3) Determine (P"Jrl X"Jrl Gk“, lk]“,ﬁl';“ Kf“) as the unique solution of the opti-
mization problem:

9 3
——mmz ZTr Xl]-i-P,,X )

s.t. (F’ij,Xij,(_;ij,Eij,6ij,Kj) € Q4 NQs.
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@) If 13{3-“ — Xikj“ < c3j;1, then stop and Kj-‘“ is the feasible controller.
(5) Compute o* € [0, 1] by solving

@’ = min Tr ((Bh+ s —PE)) (X + (- X)) ). (5.43)
6) Set P = (1 — a*)Pk+ o*PE, XA = (1— ) XK + o Xk

v X U,kzk—i—l,go to step
3).

5.5 Design Examples and Simulation Results

In this section, design examples are presented to demonstrate the proposed results in this
chapter. First of all, a comparison study is performed by considering the same system given
in [110] but using the method proposed in this chapter. Then an aircraft model is used for

which different fault tolerant controllers are synthesized.

Example 5.1 ( Example 1, [110]) This example is to show how the performance can be
improved by using the algorithm proposed, and the results obtained are presented in Table

1. The results of “complete observation” and “no observation” were given in [110].

r T 1 -1 0
2 2 2 05 0

A1: ,Bl‘-——" 7E1:: 7C1: 1 1 aDlz O,
31 1 0 04
- - 0 0 1
- . 10 0

1 0O 0 1 0

Ay = , By = yEr = , =10 1|,D2= 10
05 1 0 0 0.8
- - 00 1

. . 109 0.1 e e
The transition probability matrix is , and initial distribution is [O 1] .
0.8 0.2

The no observation case here corresponds to passive FTC in this stochastic FTCS. In
the simulation, set c3;; = ¢~'0 and the bisection method is used to find the lowest upper

bound of H norm. When controller is known, the original nonlinear matrix inequalities
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TABLE 5.1

19,4||% and the state feedback controller designed

Complete observation No observation Algorithm 5.2

Upper bound | 16.6301 37.3898 17.5

Attained value | 16.6301 17.5202 17.4838

Controller Ki=[-1.162 —0.9849] | K; = [-1.4 —0.9917] | K; =[-1.1654 —0.9823]
K, =[00]

used for design can be reformulated as a semi-definite programming problem, whose global
optimum can be found. Therefore, the H, norm achieved with the given controller can be
calculated. From the simulation result, compared to the results from [110], it shows that
with the iterative algorithm, a sightly better H, norm is achieved but with the upper bound
shrunken greatly. It implies that though the iterative algorithm is developed to synthesize

FDI-based active fault tolerant controller, it can also improve the passive FTC performance.

Example 5.2 Consider a continuous-time aircraft example originally examined by Mudge
and Patton in [83]. A fourth order model of the linearized lateral dynamics is given, and

the system data are

A
-0.277 0 -32.9 9.81T —-5.432 0
—0.1033 —8.525 3.75 0 0 —28.64
Apl =Ap = » Boi = ,
0.3649 0 —-0.639 0 —9.49 0
0 1 0 0 0 0 |
—5.432 0
0 —-14.32 0100
By, = =0 =
—9.49 0 0 0 01
0 0
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0.1 0.15
T T 0 0.1
Di =D; = [0.5 0.3 0.2 0.1] ,Al1 =Ap =B11=Bpp = ,
02 O
0.1 0.1
01 0 02 O 02 O
Ay =Ap = |, Ba=Bpn=
02 0 0.1 0 03
-2 2 —-0.1 0.1 -0.2 0.2
[o)] = ) [lej] = ) [ﬁs] = )
1 -1 0.15 -0.15 0.1 -0.1

p=1/3 173 1/6 1/6].

The fault scenario studied here is the lost effectiveness of the second actuator by 50%
(i.e. the second column of By is half of that of By;). And the upper bound of H, norm is
set to u2 = 10.

For this aircraft model, to fully test the performance of the proposed algorithm, dif-
ferent types of controller are designed based on the algorithm proposed in this chapter.
They include: state feedback controller and reduced-order dynamic output feedback con-
trollers (a second order controller is synthesized). In addition, for this two inputs two
outputs (TTTO) system, a decentralized static output feedback controller can be designed,
i.e. uj(t) =Djy(t). All these controllers satisfy H, performance bound. However, static
output feedback controller is the simplest in structure and has the lowest implementation
cost. On the contrary, the dynamic output feedback controller is the most complex as to
the implementation, but it may provide better performance than the other two types of
controllers.

State feedback controller:

(. _ | ~0-44859 03669 2.1065 —0.54704
]:

0034464 1.6254 030266 0.56399
X 045025 038687 2.105 —0.54321
2:

0029845 1.6206 028889 0.56427
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Dynamic output feedback controller:

r

—26.2105 —2.30632 ' 5.34131 3.45878

2 13.5667 —15.6143 | 3.09282 2.35083

1= |- === - - B B i i
0.574802 0.0101392 ' 0.0964031 —0.00543808

—0.115127 0.15813 . 1.2241 0.628475

—25.7435 -2.502055 510348  3.59334
2 14.263  —16.1354 1 2.31855 2.0014
P [m e mmmmmm—mm - o e e - .

0.568548  0.0120306 ' 0.0929235 —0.0118122

—0.0838294 0.156033 | 1.23362 0.63114

Static output feedback controller:

A 0.0088358 0 R 0.0092513 0
Dy = y Dy =
0 0.27012 0 0.27231
The advantages show that the proposed algorithm is very versatile, and it is capable of
designing many different types of controller to satisfying the requirements on performance,
simplicity and implementation cost, etc. Furthermore, with these sets of controllers, sample

path simulations of the closed-loop system are performed and the results are shown in the

following figures. Where the disturbance is set as white noise.

5.6 Conclusion

In this chapter, H, control within conventional two-Markov-chain framework is studied.
The practical considerations such as model uncertainties and system disturbance are han-
dled as well. Controller synthesis for both continuous-time and discrete-time systems are
considered in this chapter. The design of reconfigurable controllers via iterative LMI algo-
rithm can guarantee the H, performance of the closed-loop system, as well as the stochastic
stability. Using the operator theory of MILS, the design for this performance can be han-
dled for stochastic FTCS. With the proposed method, state feedback, dynamic and static

output feedback and even structural controllers can be synthesized in the same framework.
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Figure 5.1. Single sample path simulation using state feedback controllers: (a) fault modes;

(b) FDI modes; (c) system disturbance; (d) system outputs.
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Figure 5.2. Single sample path simulation using the decentralized controllers: (a) fault

modes; (b) FDI modes; (c) system disturbance; (d) system outputs.
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Chapter 6

Analysis and Design for Systems with

Random FDI Detection Delay

6.1 Introduction

In previous chapters, stabilization controller design and also H; control for FTCS have been
investigated, all within the conventional two-Markov-chain FTCS framework. However, as
described in Chapter 2, there are many cases where FDI scheme uses complicated algorithm
and memoryless property of FDI decision does not hold. Under the circumstances, Markov
chain cannot be used to represent FDI decision process in stochastic FTCS any more.

In this chapter, besides the MSS, input-output performance with respect to the additive
disturbance w(z) € L, will be first considered, which will lead to the H., design of stochas-
tic FTCS. At the same time, the FDI modeling is extended from using a Markov chain to
a semi-Markov chain, i.e. the random fault detection delay is considered. And the synthe-
sis of output feedback controller will be solved using the iterative algorithm proposed in
Chapter 5.

In addition, two further extensions will be discussed. The first extension is made by
using a more general performance index, stochastic integral quadratic constraint, to replace
the H.. norm, and then how to cope with non-exponential fault detection delay is briefly

discussed.
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Since discrete-time systems design has been covered in Chapter 5, only continuous-
time output feedback control design will be discussed here to demonstrate the idea without
occupying too much space. However, the design in this chapter can be extended to discrete-

time case using the similar iterative LMI algorithm.

6.2 Problem Formulation

6.2.1 Notation

Some special notations are used in this chapter. Let (Q,.%,P) be a complete probability
space carrying its natural filtration {%#,r € R™}, as usual augmented by all null sets in the
P-completion of .#. Therefore, L,(Q,%#,P) is the space of square integrable stochastic

process, where the 2-norm of the random variable f(z),7 € R* is defined in Chapter 5.

6.2.2 Assumptions and Formulation

In this chapter, the open-loop system contains additive disturbance w(t) besides parametric

faults. It has the following state-space description:

(1) = (A(r(1) + AA(, r(#))) x(2) + (B(r(1)) + AB(t, (1)) u(z, 1(t)) + D(r(t))w (1),

y(#) = C(r(0)x(e) + E(r(2))w(t),
6.1)

where x(1) € R, u(r) € R™, w(z) € RP, y(t) € RY are system state, control input, distur-
bance and output, respectively; it is assumed that w(z) € Ly(Q,.%#,P). All the matrices
have corresponding compatible dimensions. {r(z),z > 0} is a Markov chain representing
the fault process of the system as usual, which takes value on a finite set S = {1, 2,..., s}
and has the transition rate matrix [o;].

A(r(r)), B(r(r)), C(r(2)), D(r(z)), E(r(z)) are known constant matrices of appropriate
dimensions for all r(z) € S. AA(r,r(t)) and AB(z,r(t)) are unknown matrices representing

time-varying parameter uncertainties in components and actuators. A simpler uncertainty
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description is used to lessen the notation complexity in this chapter:

[A4G,r(0))  AB( ()] = GEENACH) () BiGr()], 62

where ||A(r(2),1)]| < 1,Vr € R*, G(r(¢)), A1(r()) and B1(r(2)) are constant matrices for
r(t) € S with proper dimensions.

The main difference is in the modeling of FDI decision process {I(¢),t > 0, I(¢) € S}
in (6.1). In this chapter, the particular interest is on studying the random FDI delay and
its effect on the controller synthesis. For simplicity but without loss of generality, the

following assumptions for the characteristics of FDI are made:

(1) When system jumps from one mode to another, the FDI output can always follow

and jump to the same mode after a time delay.

(2) The possibilities of multiple transitions of r(¢) between two consecutive transitions

of I(¢) are negligible.

(3) The FDI delay is modeled by an independent exponentially distributed variable,
whose mean value is given as 1/8;j, j # i, where i, j are the current modes of /(¢)

and r(z) respectively.

This formulation of FTC systems was firstly adopted by Mariton [79] when studying
the stochastic stability. An illustration of the relation between r(z) and I(z) is given in
Figure 1. At; =1, —1; is a delay occurring in the first transition of /(z), an exponentially
distributed random variable with mean value of 1/B;2, and At = #4 — 13 is another delay

for the second transition with mean value of 1/;;.

Remark 6.1 From the discussion on “strongly detectable faults” in Chapter 2, the first
assumption that the FDI can identify the real system mode after a delay can be satisfied for

faults of that category, therefore this assumption is valid.

Remark 6.2 Exponentially distributed random variables are used in this chapter for mod-

eling the FDI delay. This kind of random variable has been widely adopted to model the
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At, At,

t, .
Figure 6.1. An illustration of the system fault process r(¢) and the FDI process [(z)

time between events (fault occurrence and FDI making up the decision in this context)
that happen at a constant average rate [72]. Although the assumption of constant rate is
rarely satisfied in real world scenarios, the exponential distribution can be used as a good
approximation model for the time. Moreover, the memoryless property of the exponential

distribution can lead to the joint Markov process in the analysis later.

It is worth noting that the FDI decision process /(¢) now is a semi-Markov chain since
the sojourn time, or state occupancy time is not exponentially distributed any more. Al-
though the stochastic process /(¢) is not a Markov Chain, the joint process {r(¢),1(¢)}
taking values on S x § is. The transition rate matrix of the augmented Markov Chain
can be given as [ = [ljmn] € RS’ %8> (Uij,mn is transition rate from the augmented state

(r(t) =1,1(t) = j) to the next state (r(t + At) = m,I(¢t + At) = n)):

4
i, =15 n=]

ﬁjh l#]vm:n:l7
—ﬁjia i¢j7m=i7n=j7

0, otherwise.
\

Hijmn = T (6.3)

Remark 6.3 Seen from (6.3), it is clear that the closed-loop system is a MJLS with par-

tial Markov state observation. ‘i.e. only I(t) in the augmented Markov state (r(t),1(t)) is
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“observable and accessible to the controllers. A similar situation was considered by [110]
when studying the so called “cluster observation” problem for MJLS. However the com-
mon Lyapunov function approach, which is closed to that presented in Section 4.4.3, was

used to tackle this difficult design problem, hence the result was relatively conservative.

For the system model in (6.1), in this chapter, output feedback controllers of the fol-
lowing form will be designed,

g . ) O =AUORN)+BAUOWE),
K: - .

u(t,1(1)) = C(1(1))3() + DAy (1),

where if controller has an order n., A(I(¢)) € R"*", B(I(t)) € R"*4, C(I(z)) € R™*" and
D(1(t)) € R™*4 are constant matrices to be designed for I(z) € S.

(6.4)

N

In the sequel, for r(t) = and I(¢) = j, simplified notations are used as in Chapter 4 and
Chapter 5.
With the controller given in (6.4), the closed-loop system model can then be written as

following forms:

4

X _ (A,' +AAi) + (B,‘ -I—AB,')DJ'C,' (Bi -I-ABi)éj X + D;+ (Bi +ABi)DjE,'
$ B.C A; £ BE, ’
AR ’ ’ !
x
y=|c: of || +Em
\ £
(6.5)
T
Defining %7 = [xT ;eT] , denote the closed-loop system in short as:
¥ =A;; %+ Di;w,
G T (6.6)
y = Cix¥+ Ew,

where A; s D; s C; and E; have corresponding expressions in (6.5).

Definition 6.1 The closed-loop system (6.6) is said to have an H.. norm ¥, denoted as
|ct]lo = Y0, if for any arbitrary w(t) € L(Q,#,P) and every Ty > 0, ¥p is the smallest
value that makes &{ [y YT (£)y(t)dt} < yo?&{ fo* wT (£)w()dr} hold.
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With the definition of H. for stochastic FTCS given, the design objectives of the pro-
posed FTC can be defined as follows:

e H., controller synthesis problem: for the FTCS subject to faults and disturbance
w(t) € Lp (R, %#,P) shown in (6.1), design output feedback controllers of the form
(6.4) so that for all admissible model uncertainties AA;(z), AB;(¢): (1) the system is
internally Mean Square Stable (MSS); and (2) the H.. norm of the closed-loop system
[l < 7.

6.3 Conditions on Nominal Stability and Performance

Now it is ready to develop conditions on MSS and H.. performance for the system ¥,; given
in (6.6). In this section, first restrict the focus on nominal systems without uncertainties,
i.e. AA; =0, AB; = 0. The results derived herein will then be extended to uncertain systems
with uncertainties of the form (6.2).

The following theorem provides a more tractable condition that can lead to a valid

design procedure for the output feedback controller.

Theorem 6.1 The closed-loop system ¥, in the absence of disturbance w(t) is MSS if and
only if there exists P;j > 0, such that

Nij = ALPj+ PjAj+ 15 3 (Y, aulij) + 1z Bii(Pi— Pj) <0,  i,j€S, (6.7)
keS

where 1y stands for the Dirac measure, such that 1, equals one only if x is true, other-

wise it equals zero.

Proof: Define the stochastic Lyapunov function of the joint stochastic process {£, r(¢),1(¢)}
as V(%,r(t),1(t),t) = 2T P(r(t),1(t))% For such a Lyapunov function candidate, the weak
infinitesimal operator 2/V can be defined as follows:
GV (%(t),r(1),1(t),1)
= Jim L (Y (5(e-+ Ar), - Ar), e+ M)+ ArE(), r(0), 10,00} = V (50, r0),10),0) ).
(6.8)
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The weak infinitesimal operator 27V of the process {X,r(t),1(¢),t} at the point {%(¢), ()
=1, I{t) = j} is calculated by

AV (&), 0, j,1) = Vi(%, 4, j, 1) + Va(%, i, ,0)%(0, 1) + D, D, WijmnV (%,m,n 1),

meSnes

and it follows that,

HV = [ALPj+PjAi+ Y, Y, tijmnPon)®+w' D]Pj% + 2 P;Dyjw. (6.9)
meSnes

With the transition rate matrix [u; j,mn] given in (6.3), the expression of the weak in-

finitesimal operator above can be classified into two cases:

(1) If i = j, then &7V can be calculated as:

GV =5 [AIT]P” —I—P,'j[iij + 2 OCikij]f—l— WTD?jPijf-i-iTPijDijw. (6.10)
keS

(2) If i # j, then &V can be calculated as:
AV =& [A[Pj+PjA;j+ Bji(Pi — Pj)|k+w' DLPg+ 5T PiDyjjw.  (6.11)

By using the notation N;; defined in (6.7), for both cases, the weak infinitesimal operator

can be expressed in a unified form as:
AV = N;g+w! D[P, %+ % PiDijw. (6.12)

By setting w(¢) = 0 in the system ¥y, it is known that the system is mean exponentially

stable if and only if the weak infinitesimal operator &7V < 0. It is equivalent to that
N;j <0, i, jes. (6.13)
This completes the proof. O

In addition to the critical stability criterion, other important performance, such as dis-
turbance/noise attenuation is also desirable. This type of performance is quantized as Heo
norm of the system (i.e. the L,(Q,.%#,P) gain of the system). By considering the H.. per-
formance as defined in the Definition 5.1, the sufficient condition is given in the following

theorem.
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Theorem 6.2 For a preset y > 0, assume that the disturbance w € Ly(Q, F# ,P), the system
Gy is internally MSS with ||%,1||- < ¥ achieved if there exists P;j > 0 so that the following
inequalities hold,
~N,-,- Jrél.TC‘,-~ P;D;j+CTE; <o, 6.14)
DlP;+ElC; —yI+E[E
where the expression of Nj; is given in (6.7).

Proof: For H.. performance, it has:

J =&y Y Oy (0)dit - &Ly wT ()w(t)dr)
=&{ Jo' OTy—y*wTw)dt}
= &{ ' OTy—y*wlw+@V)dt} — E{fy &V}
= &{ o' Ty —VPwIw+aV)di} — E{V(T))} +V(0).

(6.15)

From Dynkin’s formula, it has cf’{fon ZVdt} =E{V(Ty)} —V(0). Since w € [,(Q, #,P)
and system is internally MSS, so according to Theorem 5.2 of [44], X € [,(Q,.#,P) and
E{V(Tr)} < Amax(Pj)E{x(Tr) x(Ty)} is well defined for VT, € RT. If assume zero initial
conditions, then the equation above becomes:
T ~p ~ ~
Jg(g{hil/tkﬂ X N;j+CIC; P;D;j+CIE;| | * dt}

) 3 (6.16)
i=0/n |\w| |DLP;+EFC —yM+ETE | |w

where 19 =0, t;, = Ty, and ty,k = 1,2,--- ,h — 1 is the k-th transition time for joint process
{r(z),1(z)}. The inequality J < 0 will hold if for Vi, j € S, the inequality (6.14) holds, which
also implies MSS from (1,1)-entry of the inequality. This completes the proof. O

6.4 Controller Synthesis Using Iterative LMI Algorithm

In this section, the output feedback controller synthesis for MSS and H.. performance is
discussed. For notational simplicity in the derivation, in Section 6.4.1 and 6.4.2, only the
nominal system is considered, i.e., AA;(t) = 0, AB;(r) = 0. In Section 6.4.3, results for the

uncertain system will be derived.
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6.4.1 Output Feedback Based FTC Design

Within this stochastic FTCS framework, the design of output feedback controller was done
by [1] based on the assumption that the controller can access the real system fault mode,
i.e. controllers have the form K(r(z),1(z)). In this section, design is made for the FDI-based
output feedback controllers.

For the open-loop system %, in (6.1) with no model uncertainties, and the output feed-

back controller in (6.4), define the following matrices:

A; Bi| . A _ |0 Bi|l - |0 I
Kj: A A= , Bi= y Ui = )
i D;j 0 0 G 0
L (6.17)
i} D;| . 0
Di=|""|,E=|_|,F=y1-ElE.
0 E;

Then A; j» Dij in the closed-loop system state space representation (6.6) can be expressed

as affine functions of the controller K j as:
A;j=A;+BiK;Ci;, Dij=D;+BK;E,. (6.18)

Now, the controller synthesis problem is reduced to find feasible solutions K; and

Pj, i, j € § for the inequality (6.14), which is rewritten here as:

Nij+C~'l-Téi F’,‘jﬁij-FéiTE,'

i 3 (6.19)
D];P;+E[C; ~F;

The matrix inequality above is not linear in terms of the decision variables, in that the
F;j is coupled with A; ; and D; i (see (6.7) for N;j), therefore it cannot be solved directly
using convex optimization techniques. In this subsection, first convert it into linear matrix
inequalities with equality constraints, and then an iterative algorithm will be provided in
the next subsection to solve for the controller K.

Using Schur complement, first rewrite the inequality (6.19) as:

Nij—I-C'iTé,"—}- (PijDij—l-C'fEi) Fl-1 (DZPIJ—FE,TC',) <O0.
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The next step is to remove the coupling between Lyapunov function P;; and A; jor Dyj,
and then cope with those quadratic terms. To this end, introduce slack variables P;; and

Wij, use Reciprocal Rrojection Lemma 4.4 and Schur complement to obtain:

by Py(Ay+DyFT'ETC)+Wy  BDy €T CTE
* —P; 0 0 0
* * -F 0 0 <0,
* * * -] 0
* * ’ * * ~F;

where Hoij = 14 jy (Zues CiPis) + iz jy Bji(Pi — Pij) + Bij— Wij — W]

Since P;j can be an arbitrary positive definite matrix, without loss of generality, set

P,j =1, Further define X;; = Pl-;l, Wi = XijWij, Qij = WijWiJT-,

inequality above by diag{X;;, I, I, I, I}. For the resulted inequality, expand quadratic

pre- and post-multiply the

terms in the (1,1)-entry using Schur complement to obtain:

FG11 G Dij X;CT X;CTE; Huy; Xi;—W;
* -1 0 0 0 0 0
* x - F 0 0 0 0
< * * —1 0 0 0 <0, (6.20)
* * * * —F 0 0
* * * * * — Ha;j 0
I % * * * * * -1 |

where A;j, D;; are defined in (6.18) and
G = (L= 0 + iz jy Bji) Xij — Qijy
G2 =Aij+15ijF,-_1E,-TC~’i+Wij,
Hyij = Xij [1{i=1}\/ Ol oy Vi jy /Ot M gim jy /Oty - 5 L jy Bjil] )
Hyij = diag{Xyj, -+, Xi-1,j, Xiv 1,5, Xii}-

To this stage, the original nonlinear matrix inequalities have been successfully transformed

to LMIs but with equality constraints (Q;; = W; jW,-JT-, i,j € S). However, this problem is
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still non-convex. In the next subsection, an iterative optimization algorithm is used to solve

this matrix inequality.

6.4.2 Using Iterative Algorithm to Solve LMIs with Equality Con-
straints
In this section, the iterative algorithm adapted from SLPMM [71] will be presented. For

notational simplicity, the constants c;; introduced in Chapter 5 will be left out here though

in simulation, they are still used. First of all, define the following sets:

Q6(X;j, Wij, Qi Kj) = {(Xij, Wij, Qij, K;) satisfying (6.20)}, (6.21)
o Qij Wi
Q7(0ij,Wij) = {(Qij, Wij) satisfying W; IlJ > 0}. (6.22)

ij
Then the following iterative algorithm can be used to solve the LMIs with equality

constraints Q;; = W; Wu’ i,jeS.
Algorithm 6.1:
(1) Initialization: Set k = 0, determine (X0, W3,00,K)) € Q6N Q.

(2) Determine (XX, Wk

~, W, O, K¥), as the unique solution of the optimization problem:

ijs

min Y, 3 Te(Q;; — WEWE —wiwh ),
ieSjes (6.23)

s.t. (Xij,VVij,Qij,Kj) € QN Q7.

(3) If Tr(QF; + 0% — WEWE —WEWE') = 2. Te(Qf, ~ WEWE'), for i, j € S, then stop,

and K;‘ is the solution for controller.
(4) Calculate 6* € [0, 1] by solving

= min ZZTr( 0)0f;+005,— ((1 G)Wilj"*‘eWiI;')((l”G)M§+GW§)T>'
€0, 1] tES}ES
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(5) Set Wit = (1-0")Wh+0*WE, 05! = (1-6)04+0*0F, k=k+1, go to Step
().

In the above algorithm, each step only involves solving LMI. Step (1) is a feasibility
problem and step (2) is an “eigenvalue” problem (minimizing a linear function with LMI
constraints). Hence for each iteration, the global optimum can be found via convex op-
timization, and this is vital for the convergence of the algorithm. The stop criterion in
step (3) is to terminate the iteration when no improvement shows in terms of the equality

. . T
approximation error J{(j = Tr(Q{?j — Wl’;Wl’; ).

Remark 6.4 In the above algorithm, the optimization objective is set as the linearized form
of the equality approximation error, i.e.
— 1k ky T 4
—ZZTr(QiJ+Qij“WijWij WiV ),
i€$ jes
where Q can be dropped out of the expression without affecting the optimization result
since it is a constant matrix at the k-th step. With this linearized objective function, the

SLPMM algorithm adopted here can guarantee that the equality approximation error J* is

always strictly decreasing, and therefore the algorithm is convergent ( [71], Theorem 3.9).

6.4.3 Synthesis for Uncertain Systems

In FTC systems, modeling errors and unknown disturbances are the major causes of an
imperfect FDI result, which in turn affects the control performance. In this section, the
output feedback based FTC design problem is considered for the same stochastic system
treated in the previous section, but with modeling uncertainties AA;(z), AB;(¢) of the form
(6.2).
In addition to those definitions in (6.17), further define the following matrices:
- Gi| -

Gi= 0 ,A1i=[A1,- O],Bli=[0 Bli].
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Therefore, in this case, A; j and D; j can be written as follows:
A;j=A;+BK;C;+GiA; (A +BuK;G) 6.24)
Dij =D; +BinE_'i + GiAiB”KjEi .
Now replace the expression of A; i D ; in the inequality (6.20) with (6.24), and apply

Lemma 4.2 to this inequality, and can have the following result:

Theorem 6.3 For uncertain FTC system (6.1) with arbitrary admissible model uncertain-
ties (6.2), there exist output feedback controllers making closed-loop system MSS with
%11l < 7, if there exist positive scalars &;j, 8;; and matrices X;j > 0, W;j, Qij, Kj such

that the following matrix inequalities hold.:

[ 3, i Hyj Di+BKjE X;CT Xy,CTE;  Huyj  Xij—Wj 0 0
* —1 0 0 0 0 0 HI; 0
* * —-F 0 0 0 0 0 EiTKjTBITl
* * * -1 0 0 0 0 0
* * * * —F 0 0 0 0 < 0,
* * * * * ~ Hyjj 0 0 0
* * * * * * —1I 0 0
* * * * * * * — &l 0
| * * * * * * * * — il 1
(6.25)
where

Haij = (Limjy i+ Ly jyBjs) Xij = Quij + (81 + 83j) GiG
Hyj= (Ai+DiF'ETC) + BiK; (Ci+ EiF'EF C) + Wy,
Hs;j=Ay+ByK; (Ci+ EF'ETC).

and the definitions of Q;j, Hy;j, Haij, Xij, Wij can be found in Section 6.4.2.

Proof: For inequality (6.20), apply Lemma 4.2 for uncertainties in (1,2), (1,3) entries
and their symmetric entries, then use Schur complement to expand those quadratic terms
in (2,2) and (3,3) entries to obtain the above inequality. O

The algorithm given in Section 6.4.2 can still be applied to find K;, but with mi-
nor changes by redefining the set Q1 (X;;, W;j, Qij, K}, &j, 6ij) = {(Xi;, Wi}, Qij, K, &, 0ij)
satisfying (6.25)}.
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6.4.4 Numerical Example

Example 6.1 In this example, simulations are performed to demonstrate the proposed
methods. Consider a continuous-time aircraft example originally examined by [83], the
state space model of the linearized lateral dynamics is given, where the normal case and

the actuator fault are considered,

-0.277 0 —-329 9381 —5.432 0
-0.1033 —8.525 3.75 0 0 —28.64
A=Ay = , B1= )
0.3649 0 —0.639 0 -9.49 0
0 1 0 0 0 0
—5.432 0
0 —14.32 01 0 O
By = , C1=Cy=
—-9.49 0 0 0 0 1
0 0
0.5
Df =Dj] = {0.5 03 02 0.1] , Bi=Ey =
0.25
N _ _ -0.5 0.5
And the transition rate matrices are given as: [0;;] = ,Piz=1, By =15.
1 -1

The fault scenario studied here is the lost effectiveness of the second actuator by 50%
(i.e. the second column of B, is half of that of the By). The upper bound of H. norm to
achieve is preset to y = 1.

Generally speaking, with given performance requirement, a lower order controller is
more desirable, which can reduce the complexity and the implementation cost. For this
reason, firstly begin the design by choosing the controller order n, = 0, and find the output

feedback controllers as follows by using the proposed method:

—0.10928 0.2687 —0.11072 0.27327

0.014011 0.28306 0.014239 0.27943

Actually, the algorithm proposed in this chapter can even design decentralized output

feedback controllers to further reduce the implementation cost.
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It is assumed in the system there exist model uncertainties given as:

0.1 0.15

0 0.1 0.1 0O 02 0 02 0
G1=Gy= yAli=Ap = y Bii=B;p =
0.2 0 0O 02 0 0.1 0 0.3
0.1 0.1

Then for this uncertain system, the robust static decentralized controllers are computed as:

0.052222 0 0.052283 0
K= , Kp=
0 0.13356 0 0.12579
By using the first set of controllers, a single sample path simulation is performed, and
the closed-loop system responses are obtained. The disturbance is modeled as truncated

random noise w = N(s,t)1{0<,<20}, Where N(s,?) is a Gaussian stochastic process.

Fault mode r(t)
— :; N
— 7
e
]
Disturbance w{t)

FD1 mode Kt
- @ e
System outputs y(t)
) 1
by 1 b, b

Q0 5 10 15 20 25 30
®) « (s6c)

Figure 6.2. Single sample path simulation: (a) fault modes; (b) FDI modes; (c) system

disturbance; (d) the system outputs

Figure 6.2(a)(b) shows the single sample path of the process r(¢) and [(z). They differ by
the exponentially distributed random delay for each jump. From Figure 6.2(c) and 6.2(d),
the system is stabilized and the disturbance attenuation is achieved.

With the decentralized controllers, another sample path is simulated with the distur-
bance signal given as w(r) = ¢~20 146)F where a(s) ~ N(0,1) is a Gaussian random vari-
able. The corresponding sample path is shown in Figure 6.3(a)(b), the system response is

shown in Figure 6.3(d).
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Figure 6.3. Single sample path simulation using the decentralized controllers: (a) fault

modes; (b) FDI modes; (c) system disturbance; (d) the system outputs

6.5 Extension I: SIQC Performance

In this section, stochastic integral quadratic constraint performance is studied, which is
more general than the H.. performance. In this section, the framework used is still the con-
ventional two-Markov chain framework, and the systems have the regular norm-bounded
model uncertainty description as shown Section 4.2.1. From discussion in previous sec-
tions of this chapter, it can be seen that the design resuits here can be applied to FTCS
with setting the same as in previous sections of this chapter, i.e. with more complex FDI

modeling.

Definition 6.2 The signals w(z) and y(¢) are called to satisfy the stochastic integral quadratic

. I I
constraint (SIQC) defined by Il = if
Iy I

T

/Tf w iy Hip| |w

E{J} = 5{ dt} > 0. (6.26)

0 |y ITy1 Iy |y

Il is symmetric and positive definite, I, is symmetric, and I1j; = Hle- Ty is the final

time. J is called the SIQC index number defined over finite horizon.
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2
Yol ] )
. With this performance
0 -I

index in addition to MSS, the corresponding condition for uncertain FTCS state-feedback

Obviously, the H.. is the special case with [T =

controller is given as follows, for simplicity, only the results are listed out:

Gy XAy XiCl Hayj Agi+BoKj— DI TG+ Wy 0 7

* =&l 0 0 0 0 0

* s I?4;j 0 0 0 0

* * x  Hyj 0 0 0 | <0,

* * * * -1 0 0

* * * * * —1I K]-TBZTi

* * * * * x =06l

(6.27)
where

Gij = (0t + B} ;)Xij + DTl DY Aij+ &jAvAT + 8jB1iBY, — Qi
Hyj = —diag{Xyj, -+, Xi—1,j, Xiv1,s - XKity - X jo1, Ko j4 15 |
Hy;j = Agi + BoiKj — D1} TICi + Wij,

Hyij = —(Tp 13 Tl — Tpp) ~1A.

The same iterative algorithm can be applied to solve the linear matrix inequality with

equality constrains as before.

Example 6.2 To be complementary to the previous simulation, state-feedback simulation

of SIQC algorithm is performed in this example. The system models are given as:

Ap) =Apy =

-0.277
—0.1033
0.3649
0

0
—8.525
0
1

—-32.9 9.81

3.75 0

—-0.639 0

0 0
107

—5.432
0
-9.49

0

0
—28.64

0

0]
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—5.432 0

Boy = _;49 _‘1232 L G=]0 1 0 of, =10 0 0 1,
0 0

i r T
Di=0 01 0 0], D2=[0o 011 0.1 0] -
Furthermore, the model uncertainties of the general form as shown in Chapter 4 are

also assumed in this example with

A1l =A12 =05 X lyxa, Az =A2 =0.1 x Igx4,

T
1000
Bi1 =B = y Boi =By =0.1xDhys.
0100
. _ ' -2 2 . —-0.1 0.1
And the transition matrices are given as: [o4)] = . 1B = ,
1 -1 0.15 -0.15
—-0.2 0.2
[Bz%'] = .
0.1 —0.1
The fault scenario studied here is the lost effectiveness of the second actuator by 50%.
L L 0.8 0.5
The SIQC weighting matrix is given as [T = .
0.5 -1

By implementing the iterative algorithm proposed in section IV, the following con-

trollers are obtained:

K —0.1320 0.0714 | 1.5013 -0.4742
1= )

L—O.1226 0.9766 0.0832 0.2090

o _ | 01359 0.0655 15038 —0.4753
2= .

—0.1189 0.8693 0.0903 0.2040

o ] 887.6028 835.0881 ) ) i
The decision variable [4;;] = , other simulation results are omit-

213.7141 224.3147
ted here due to the limit of space. In the simulation, ¢;; = 0.01 is set. The iterative algorithm

terminates after 3 steps, and the optimization objective function values and the error of the
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TABLE 6.1

Optimal objective function values and equality approximation errors

k| %XJ5 Ji Jh 31 T

0 — 5063.0689 5059.8999 5293.8660 5302.7193
1]2.1031 x 10* 9.8914 9.7459 14.2492 14,5193

2| 60.0858 | 6.5100x 10712 | 7.7300 x 10~12 1.9947 2.0621

3 5.399 2.927x 10712 | 3.098 x 10712 | 6.651 x 1012 | 9.436 x 10712

equality constraint are shown in Table 5.1. It is clear that the algorithm converges quickly.
Furthermore, with this set of controllers, sample path simulation of the closed-loop system
is performed and the results are shown in Figure 6.4, where the disturbance w(t) is chosen
as a random noise with mean 0 and variance 1. In the simulated sample path, the SIQC
index of 36.0793 is achieved.

To further study the statistical characteristics of the stochastic FTCS, Monte Carlo sim-
ulation method is applied for the above system subject to a deterministic disturbance signal
w(t) = e % sinz. 1000 sample paths are simulated, and the mean values of the system
states & {x(¢) } are shown in Figure 6.5 while the histogram of SIQC index value J is given
in Figure 6.6. The histogram is suitable for showing the distribution of quantized perfor-

mance index, so that different controllers’ performance can be compared.

6.6 Extension II: Non-exponentially Distributed Fault De-
tection Delay

Till now, the analysis and design for stochastic FTCS with exponentially distributed random
fault detection delay have been studied. The assumption on exponential distribution is vital
since otherwise difficult to calculate the weak infinitesimal operator.

Using the method of decomposing non-exponential distributed fault detection delay into

the sum of N exponentially distributed random variables is shown in Figure 6.7. Where
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Figure 6.4. Single sample path simulation: (a) system modes; (b) FDI modes; (c) system

states
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Figure 6.5. Mean value of the states x(z) over 1000 sample paths

r(¢) is the fault process, IV (¢) is the FDI process, and I'(t), i = 1,2,...,N — 1 are fictitious
random processes such that the transition delay between the adjacent processes is exponen-
tially distributed. For example, Az1; is an exponential RV with parameter ﬁllz, Atyp with
B, and Aty =3IV | Ary;.

The formulation of the problem is given as follows:
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Histograrn of J in the Monte Carlo simulation
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Figure 6.6. Histogram of SIQC index value J (J = 1555 21290 J; = 2.003)

(1) The random distributed fault detection delay can be approximated by using sum of

N exponential random variables.

(2) For the random process I’(¢), when the previous random process jumps from state j

to k, after an exponentially distributed delay with parameter ]’k

(3) After r(¢) jumps from state j to k, it will not jump until /¥ (¢) jumps from state j to £.

r(t)——""'—A
2 7
ll(t)———————! r______________Atﬂ.ei = ——
A’1z§‘“'| |
lz(t)___._—-l—— Aty — —
Y )
A A, L

(0

Figure 6.7. Non-exponential fault detection delay case
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In this setting, the augmented process {r(z),1!(¢),12(¢),...IV (t)} determined the system
mode, while the analysis and design method given in previous sections can be applied here.
In the total sV *1 possible states, only s x (N 4+ 1) modes are valid, thus greatly reduces the
number of matrix inequality to solve. And when using more fictitious random processes
to approximate the random fault detection delay, the number of constraints only increases
linearly.

Same as in the previous sections of this chapter, the augmented process {r(z),1!(z),
12(t),...1%(t)} is a Markov chain. Assuming the current state is represented by {i1, j!, j2,
ey j’lV , and the next state is {iz, j%, j%, ey j’zV }, then the elements of transition rate matrix
[u] € RS" """ can be determined similarly as in (6.3). Therefore, for FTCS with arbitrary
FDI fault detection delay distribution, it is possible to approximate that distribution using
hypoexponential distribution, and use the Markov state augmentation technique to handle

the design.

6.7 Conclusion

In this chapter, the design of stochastic FTC in the presence of random FDI delays is dis-
cussed. The FDI delay is represented by an exponentially distributed random variable. It
is assumed that the FDI can identify the true system fault mode after this delay. The main
difficulty in the design lies in the fact that the mode of controller is solely dependent on
the mode of the FDI process, whose transitions depend on those of the system fault mode
as well as the FDI delay. The sufficient conditions for the desirable Mean Square Stability
and H.. performance are obtained for the system with modeling uncertainties and exter-
nal disturbances. By transforming the given nonlinear matrix inequalities into LMIs with
equality constraints, an iterative LMI algorithm is used to solve the synthesis problem. Out-
put feedback controllers can be solved conveniently by using the algorithm with available
semi-definite programming software packages. Illustrative examples are given and simula-
tion results are shown to demonstrate the effectiveness of the proposed design algorithm.

It is shown in the last that the design can be extended to the cases using the more general
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SIQC performance index and with non-exponential fault detection delay.
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Chapter 7

Conclusions and Future Work

7.1 Conclusions

In the previous chapters, stabilization of the integrated FTCS is systematically reviewed
and summarized. Further, results on performance besides MSS, such as H, and H.. are
discussed. To design controller that only accesses FDI decision instead of system real fault
mode, some techniques drawn from multi-objective control field of research have been used
to separate the Lyapunov function from the controller, so that the conditions expressed in
terms of nonlinear matrix inequality can be converted into LMI with equality constraints.
Then an iterative LMI algorithm is used to solve that problem.

The effectiveness of this design has been confirmed from numerical simulations, where
stochastic stability and performances are verified using single sample path and Monte-Carlo
simulations, and the efficiency of the iterative algorithm is also shown through the equality
approximation error of each iteration.

While the analysis and design are mainly carried out in the conventional two-Markov-
chain framework, FTCS with FDI detection delay case is discussed as well. And it shows

that similar design algorithm can be applied for this case.
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7.2 Future Work

Although basic problems have been solved in this area, there are still some challenging

problems need to study:

1 In Chapter 4, as to “full information controller” design, the syntheses of stabilizing
controllers for continuous-time full-order dynamic output feedback controller are
proposed in terms of LMIs. However, there are no corresponding results for discrete-
time systems using LMI yet. Obviously, this is a meaningful problem since LMI is

more efficient than iterative LMI algorithms.

2 In Chapter 2, the identification of FDI detection delay and the approximation using
summation of independent exponential distribution is briefly discussed through an
example. However, for more complicated situations, the PDF of the hypoexponential
distribution should be developed first, so that it is possible using least square tech-
nique to approximate that specific distribution. Then the results in Chapter 6 should

be extended to handle FTCS with non-exponentially distributed fault detection delay.

The second problem on this issue is to determine what should be the criteria for the
distribution approximation. Two issues should be noted here. The first is that the
larger the number of independent exponential distributions used, the more matrix
inequalities are involved in stability/performance conditions. The second is that iter-
ative LMI algorithm may converge locally, therefore, the smaller the approximation

error does not imply better performance.

The third problem is how to handle the remained distribution estimation error. Should
it be treated as transition rate uncertainty or else? How to guarantee that the system

is robust stable with distribution estimation error?

3 In Chapter 2, for systems subject to “strongly detectable faults™, the FDI scheme can
always give the right decision and the only imperfectness of FDI is the fault detection
delay. However, for those faults do not belong to that category, their detection cannot

be guaranteed. Then a natural question is how to design baseline controller so that if
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those faults happen, the baseline controller can still stabilize the system or maintain

the minimum performance requirement.

The difficulties lie in that this type of parametric faults must be treated as model
uncertainties. However, the difficulties for this problem are due to the uncertainties
therein may not lie in a convex set, therefore, current available methods cannot be
applied to solve robust controller design for stabilizing systems with this kind of

model uncertainties.

4 In the design of controller throughout this thesis, we did not impose any constraints
on the range of control signals. However, practical systems under normal operation
always have a range for manipulated variables and process variables. When those
variables stay in the given range, the operation is more efficient. However, most of
the design does not take this factor into consideration. Even in the area of MJLS,
this issue is rarely considered, and only [30] discussed state feedback control with
constraints: ||Fix(k) + Gu(k)|| < p; with probability 1. As for FTCS, the similar and
more complicated situations should be discussed, so that the results can be directly

put into application.

5 Open-loop FTCS discussed in this thesis is MJLS, i.e. the pre-fault and post-fault
systems are all linear systems. However, some nonlinear components may exist in
the systems, such as saturation of inputs. Such a problem is studied in [77], but the
controller is assumed to access both real fault mode and FDI mode. The synthesis of

FDI-based controller should be studied.

6 Further study on nonlinearity of the system subject to faults can be done for bilinear
systems. This kind of system should also be a meaningful extension of the current
work. Some work on MJLS control has tackled this issue. However, control synthesis

for FTCS has not been discussed.
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