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1. Introduction

Network security is an integral part of network planning. Today, networks are prevalent in
almost all forms of communications and transactions through internet use, accessing bank
accounts at ATM machines, to sending faxes, or even when placing a phone call. Enterprises
and institutions are increasing their dependency on networks between their branches in different
cities and even across different countries. It is more evident than ever that these networks need
to be secured from intruders and hackers to prevent access to personal account data and
confidential information. As long as hackers are on the rise, there will always be an increase in
demand for effective network security.

Communications at the lowest layers of a network are performed using routers and switches
via routing and directing packets. Existing commercial vulnerability scanners produce loads of
information on vulnerabilities reflected in isolation. However, these scanners only provide
limited ideas as to how attackers might combine them to perform an attack. One method of
examining the level of security is by Penetration Testing, a method which is used to evaluate
network security by simulating hacker attacks. A hacker can be an outsider who is not
authorized to access the network, or an insider with limited access. Therefore, a penetration test
is mandatory for network devices before deploying them in the network to enhance security.

The purpose of this project is to use the Penetration Test to find the weaknesses related to
network security as a result of improper or poor configurations, and either software or hardware
limitations, or both, related to a router and a switch. The results of the Penetration Test are used
to provide system owners and organization executives with a better idea of the status of their
networks which will help them to improve their network infrastructure and security. The
importance of the Penetration Test lies in the fact that it can identify high risk vulnerabilities that
might be difficult to detect with commercial scanning software. It will also identify high risk
vulnerabilities that are a result of multiple lower risk vulnerabilities if performed in a certain
sequence.

There are two types of Penetration Tests that can be performed; the White Box test or the
Black Box test. With the White Test, the testers will have physical access to the devices,
knowledge of the infrastructure, network mapping and IP addressing information. With the
Black Box test, the tester will not have physical access or information about the devices and will
play the role of an uninformed attacker trying to gather information about the target over the web
and other information gathering methods. The type of Penetration Test used in this project is the
White Box Penetration test, with access to the router and switch under test via fast ethernet ports
and known IP addresses for both devices.

There are various benefits of performing the White Box Test, such as:
e Maximizing the time to perform the tests
e A through security test
e Test different areas that a Black box test would not be able to reach
¢ Identifying existing vulnerabilities and categorizing them




In most of the tests performed, the main focus was given to the HTTP server on both devices.
The findings and recommendations from these tests will help the client repair any vulnerability
and miss configurations and avoid costs associated with network down time.

2. Problem Description

Various tests will be conducted to cover the most common vulnerabilities used by hackers.
These tests will reveal the following:

Router/switch weaknesses and vulnerabilities;

Different ways attackers can gather information;

Configuration flaws;

Identification of missing software and 10S updates that may be required.

The results will also show how an attacker can use the weaknesses and vulnerabilities discovered
to exploit, and either control the system or cause service interruption like Denial of Service.

2.1 Password cracking

Password cracking is one of the most destructive exploit methods. If carried out
successfully, an attacker with a valid username and password can cause grave damage that might
be irreversible, especially if that compromised account is an administrator or a privileged
account. The process of password cracking might not be straight forward and might take a very
long time depending on the level of security implemented on the target.

One type of password cracking is a Brute Force password. In this type, a tool can be used to
try all possible keys in order to decrypt the password. This type of password cracking can take a
very long time depending on the number of bits used for the key and the speed of the computer
processor. Another type of password cracking is dictionary attack, this type might take less time;
it is a technique that successively tries all words from a list that contains millions of possible
usernames and passwords. If none of the words in the list matches any of the target user’s
credentials, then the attack will not be successful.

2.2 Web Server Scanning

Web server scanning tools are used to scan the web server for vulnerabilities and weaknesses
which can be used to exploit the server. These tools are automated where the attacker runs the
tool and waits for the report. The report lists all the vulnerabilities applicable to the server. An
example of some of the vulnerabilities that can be found using these tools are Cross-Site-
Scripting (XXS), Cross-site Request Forgery (XSRF) and Click Jacking. It also might reveal
insecure server configurations.




2.3 SNMP Enumeration

Simple Network Management Protocol (SNMP) is an application layer protocol used by
administrators to monitor and manage devices such as routers, switches and servers on the
network directly or via a network management system. An administrative computer called
“manager” sends requests using UDP to the agent’s port 161 and receives the response from the
agent on port 162. The agent is software running on the managed device.

SNMP is not enabled by default on the routers/switches. The administrator can enable
SNMP and assign communities, like read and write community strings, depending on the SNMP
version used. Administrators should make sure to change these communities as an attacker may
try them to collect information about the devices. The problem with the public and private
communities is that they are the most commonly used community strings. SNMP uses UDP
protocol which is a clear text protocol; as a result it is vulnerable to Spoofing attacks and it can
allow attackers to use “sniffers” to collect important information about the system.

2.4 SSL/TLS scanning

Secure Socket Layer and Transport Layer Security, or SSL and TLS, are both protocols being
used to secure websites from unauthorized users trying to access sensitive information. The idea
behind these protocols is to encrypt the data being transmitted between the client and the server
during the user’s session. SSL is widely used over the internet since it is able to secure
transmissions over TCP. One example of a SSL application is HTTPS, which is a clear-text
HTTP protocol that is secured by using SSL or TLS tunnels. Both SSL and TLS use encryption
to provide communication privacy and certificates for authentication. An attacker can use SSL
scanner to discover what weak ciphers the server supports and then use that knowledge to exploit
the server. The use of weak ciphers can compromise the web server’s security.

The use of certificates on the server side will ensure clients that the server is legitimate. The
digital certificates can be acquired from Certificate Authority, or CA. SSL uses public key
cryptography for data encryption. The web server will have a public key and a private key. The
public key can be published while the private key is kept on the server. When a client uses that
server’s public key to encrypt the data, only then will the server decrypt that data with its private
key. The role of the certificate authority is to secure the initial communication between client
and server until the “hand shaking” is complete. At this point, the client and server can then
communicate directly.

Certificates work by the web server first creating public and private keys then apply to have a
certificate from an authorized third party (CA). The third party then provides the web server
with a new public key that has information that validates the server’s identity. The information
will be encrypted using the third party’s private key. When a client communicates with the web
server, the web server sends back the public key provided from the third party and information
about what ciphers (encryption algorithms) it supports. CA’s are usually trusted by default on
most internet browsers, which will have predefined public keys for the CA's. The client browser
decrypts the message received from the server and verifies that the public key from the server is
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actually from a trusted CA. The client then chooses one of the supported ciphers from the list it
received from the server for encryption method. It then generates a password to be used with
that particular cipher. This password is then encrypted using the server’s public key and sent to
the server. The server will be the only one that can decrypt the password with its own private
key. The client/server can then start transmitting and receiving encrypted data using the
password and cipher for decryption. This way, no one else can decrypt the data since they do not
know the password or the cipher being used.

2.5 Protocol flooding

Protocol flooding is a form of attack that will result in Denial of Service (DoS). The idea
behind the attack is to send hundreds of thousands of packets to the target with malformed
requests. This will result in the target resources consumed trying to respond to all of these
requests. During the attack, legitimate requests sent from normal users to the server will be
timed out.

There are different types of DoS attacks such as UDP flooding attack. This attack uses UDP
protocol which is a session-less and connectionless protocol. In this type of protocol flooding,
the attacker will send a large number of UDP packets with malformed data to a certain or
random UDP port on the target. The target resources will be consumed so fast trying to respond
to these random requests.

Another type of protocol flooding is TCP SYN flood attack. In this type of attack, the
attacker will send large numbers of sync messages to the target. The target will reserve space for
each of these messages and change the connection state to “SYN-RCVD” and send back
“SYNK-ACK” messages. In response, the attacker will ignore these and will not send the final
ACK message to the server, resulting in a large number of half open TCP connections.
Therefore, the target will eventually reach its valid TCP connection limit resulting in DoS.

2.6 Web Server Stressing

Web Server Stress testing checks the web server’s ability to handle concurrent users and
checks its stability and performance. An attacker can use an overload attack that will result in
service disruption.

The server’s performance can be measured as follows:

Number of requests handled per second;
Response time;

Availability percentage;

Throughput.




2.7 Brute force directory & files

Sometimes files on the web server will not be linked anywhere, so unless one knows the
directory and file name they might not be able to access them. The files and directories might be
left unlinked intentionally as security by the administrator.

An attacker will use the Brute Force Directory attack to attempt guessing and locating
directories on the web server that are not meant for public access. The tool will try to find
existing directories on the web server by reading a large list that contains thousands of common
directory names, a request will be sent with each entry from that list to the web server. If the
directory does exist on the web server the request will be successful otherwise a “401 not found”
will be sent back. These directories and files might hold sensitive information about the website
and might also disclose information about the web server environment and may allow the
attacker to find other severe vulnerabilities.

2.8 Fuzzing

One of the most useful penetration tests is a Fuzzing test. The technique used behind this test
is to send a large number of malformed data within actual or fake commands to the targeted
server in order to generate failures and expose flaws which can later be used to exploit and attack
the system. The web-server, which in this case will be the switch and router HTTP server, will
be monitored for problems or crashes as a result of these invalid inputs.

Some of the common vulnerabilities these Fuzzing tools can detect are buffer overflows,
format string bugs, denial of service, and coding errors. The advantage of Fuzz testing is that it
might reveal defects that were overlooked by human testers during development stages. In this
case HTTP was the attempted Fuzzed protocol.

3. Methods of Examination

This section will describe all the tools that were used to perform the Penetration Test.

3.1 Password cracking using MEDUSA

MEDUSA is a dictionary login brute-force tool that will try to guess username and password.
It supports different modules like HTTP, SSH, SNMP etc.

SSH module supports SSHv2, which is a more secure version than SSHv1. SSH is a protocol
used to secure client-server communication over the network by encrypting data during
transmission, it also prevents root access which is used in network applications such as FTP and
telnet. SSH v1 and SSHv2 are completely different protocols and will not communicate with




each other. SSHv2 added more features and is more secure and offers the following protection
that is not available in SSHv1.:

e Protection from the “man in the middle”, which is a very serious threat in the Ethernet

networks;

e Protect against Eavesdropping by encrypting data and making it difficult to
comprehend;

e SSHv2 will protect against IP spoofing by cryptographically verifying the identity of
the server.

The basic idea of MEDUSA is to try and guess the user name/password and to gain access to
the router and switch web user interface which will give the attacker control over the devices and
can cause serious network outage and damage.

MEDUSA tool will try to match the username and password against a predefined list which
contains over 14 million commonly used usernames/passwords, other larger lists can be
downloaded from the internet. The attacker tries to use usernames/passwords from this list to
guess the target administrator’s credentials. If successful, it receives the “200 OK” message
from the router then it stops and displays the username/password it used to login. If the
administrator does not select a strictly complicated username/password, it will be much easier for
the attacker to guess the username/password using this tool.

3.2 Web server scanning using NIKTO and SKIPFISH

The tools used for the web server scanning test are NIKTO and SKIPFISH. NIKTO is an
Open Source web server scanner. It performs extensive tests against web servers for different
potentially insecure files/CGls and server configurations, and identifies installed software and
captures received cookies. This tool will generate thousands of HTTP GET requests which will
leave behind a large footprint. This becomes an effective way to test the Intrusion Detection
systems in place.

SKIPFISH is another web server scanner. Web developers use SKIPFISH to discover
vulnerabilities they missed while developing websites and servers. It is a very important tool
developed by Google that provides an interactive map of the targeted website. It carries out a
crawl and dictionary based scan of the website and performs security checks looking for security
gaps and web application vulnerabilities. When the test is done it will provide a final report that
helps the web developer with security assessments. It can take several hours for this test to
complete depending on the target performance, the connection quality, and on the options used;
such as complete, medium or minimal.

3.3 SNMP enumeration using SNMP Check

The tool used for the SNMP enumeration is called “SNMP-Check”. 1t is a tool that can be
used to gather information about the targeted system. Developers and testers use this tool to




enumerate SNMP to check the website security. This tool will generate a report at the end of the
test which includes information about the targeted device such as:

o System information, like hostname, uptime, etc;

o Device information, like information about the running interfaces and processors;

e  Storage information, such as physical/virtual memory details, buffer details and
cached/shared memory details;

o Processes and details about running processes;

o Network information, which is details about the Network configuration such as IP

forwarding, TTL and TCP/UDP packet counters;
. Routing information;
. List of listening TCP/UDP ports.

3.4 SSL/TLS scanning using SSLScan and TLSSLED

For this test the following tools were used, SSLScan and TLSSLed. These tools are used to
scan web servers to discover what type of protocols and ciphers the server supports and prefers
as the encryption methods, also giving information about the SSL certificates. The tools will
also look for the version of SSL and TLS being used.

SSLScan/ TLSSLed:

These tools will provide the attacker with important information such as weak ciphers used
by the server which can be used to exploit it. Web server miss configurations can allow attacker
to use weak ciphers to gain access to the web server. An example of a weak cipher is the one
that uses 40 bits as key length; this key can be broken, allowing attackers to decrypt the data
transmitted.

A cipher suite is specified by an encryption protocol such as DES, RC4 and AES, and a hash
algorithm such as SHA and MD5 used for integrity checking. Different ciphers have different
key lengths like DES uses 40 bits, RC4 uses 56 bits and AES uses 128 bits.

3.5 Protocol flooding using UDP.pl and Hping3
UDP flooding attack:

UDP.pl flood attack tool was used against the router and switch. An attacker can use this
tool to target different ports on the target; the port that was used for this test was 123 which is a
UDP port used for NTP (Network Time Protocol).

NTP is used for time synchronization between the server and client. When the attacker sends
a large number of malformed messages to that port it will cause DoS and result in poor time
synchronization.




TCP SYN Flood attack:

The tool used for TCP sync flood attack was Hping3. This tool can be used to do different
types of attacks by customizing its parameters. Hping3 will open a large number of TCP
connections with the targeted server and never respond and complete the TCP connection
process resulting in the target connections stuck in the SYN_RECV state. When a legitimate
user tries to establish a connection with the server it will time out, as all of the server resources
will be used up as a result of the sync attack.

Hping3 man page, mentions that it can be used for jobs other than security testing such as:

Advanced port scanning;

Manual path MTU discovery;

Advanced trace route, under all the supported protocols;
Remote OS fingerprinting;

Remote uptime guessing;

TCP/IP stacks auditing;

Firewall testing.

3.6 Web server stressing using SIEGE

The objective here is to find out the stability of the router and switch HTTP server and its
performance during high traffic periods. If not configured correctly and efficiently, a web server
can stop responding if it is under high demand which will result in a service interruption.

SIEGE was the tool used for this part, it is a multithreaded tool that will allow developer to
test their code under stressful situation and measure the web server performance. The tool can
be configured in different ways, like how many concurrent users and how long to run the test for.

The output report will show number of transactions, web server availability, response time,
transaction rate, throughput, concurrency, number of successful transactions, number of failed
transactions, longest transaction, and shortest transaction. Overloading the router/switch with
multiple user requests results in the HTTP server will not be responding to requests from
legitimate user causing DoS.

3.7 Brute force directory & files using DIRB

DIRB was the tools used for the Brute force directory & files. It is a Web Content Scanner
also called web crawler, it looks for hidden Web Objects. As mentioned in the description for
Brute Forcing Directories, DIRB uses a dictionary based attack against web server and finds out
the directories and its contents. This tool can be useful for auditing the web site and web server
configuration.




3.8 Fuzzing using SPIKE, BED, SICKFUZZ, SFUZZ,

SPIKE is very powerful, flexible, and largely used Fuzzing tool. It is a Fuzzer creation kit
that allows users to create their own Fuzzers using C language. The main purpose of SPIKE is to
find exploitable bugs on the target. SPIKE comes with large built-in strings that can be used
during the Fuzzing process which might produce various errors on the target.

BED (Brute force Exploit Detector) is a plain-text protocol Fuzzer. It checks the target for
common vulnerabilities like buffer overflows, format string bugs, and integer overflows. The
tool will send a large number of commonly known strings impeded in an actual command like
the HTTP command “GET” that might cause problems to the server in hopes of revealing
weaknesses that can be used to exploit the target. This tool supports different protocols such as
HTTP, FTP, and SMTP.

SICKFUZZ is a web server Fuzzer. The strength of this tool comes from the fact that it is
made of several SPIKE scripts saved in a spk file and a python script interface that handles
running the spk files. It has predefined scripts to Fuzz HTTP functions such as HEAD, GET,
etc. SICKFUZZ allows hacker can run multiple SPIKEs with one command.

SFUZZ (Simple Fuzz) is a tool with strong capabilities. It provides a simple, easy to learn
interface, while SPIKE is very powerful but it will take time for users to learn their way around
it. Basically, it follows the same idea of all other Fuzzing tools, where it will send a large

amount of malformed data to the target in order to cause a crash or failure. The tool includes a
number of predefined scripts to Fuzz widely used protocols such as HTTP.

4. Analysis of Results

This section will discuss the results from the tests performed on the router and the switch.

4.1 Analysis of Router Results

4.1.1 Router Password cracking Analysis (MEDUSA)

As previously mentioned, MEDUSA supports different modules like HTTP and SSH. It was
discovered that the router does not support SSHv2 as running the tool using SSH module
returned error as it shows in Figure 1.

root@bt:~# MEDUSA -h 192.168.10.1 -U /pentest/passwords/wordlists/mazusr . txt -P
/pentest/passwords/wordlists/mazpwd.txt -0 /root/Desktop/MEDUSA-test.log -t 1 -v 5 -f -M ssh
MEDUSA v2.1.1 [http://www.foofus.net] (C) JoMo-Kun / Foofus Networks <jmk@foofus.net>

ERROR: ssh.mod: Failed establishing SSH session (1/4): Host: 192.168.10.1 User:
administrator Pass: turtle
ERROR: [ssh.mod] Failed to exchange encryption keys. Are you sure this is a SSHv2 server?

Figure 1: MEDUSA Router SSHv2 not supported




Instead, HTTP module was used. The tool ran against the router HTTP server for several
minutes and it was able to determine the login username and then the password. After running

for a few minutes the tool found the correct credentials (Figure2).

# MEDUSA -h 192.168.10.1 -U /pentest/passwords/wordlists/mazusr . txt
/pentest/passwords/wordlists/mazpwd.txt -0 /root/Desktop/MEDUSA-test.log -t 1 -v 5 -f -M http
ACCOUNT FOUND: [http] Host: 192.168.10.1 User: adminl23 Password: mypassword [SUCCESS]

# MEDUSA has finished (2013-08-23 20:43:10).

-p

Figure 2: MEDUSA Router Result

After finding the username/password, an attempt to access the router web user interface was
successful. Also commands were executed from the web interface, and retrieved information
about the router and its configurations. Figure 3 shows the results from an attempt to execute
commands on the router from the web user interface. The “show run” command provided details

about the router, its specifications, and the 10S installed.

Command base-URL was: /level/15/exec/-

Complete URL was: /level/15/exec/-/show/version/CR

Command was: show version

Cisco Internetwork Operating System Software

10S (tm) C2600 Software (C2600-1K903S3-M), Version 12.3(22), RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2007 by cisco Systems, Inc.

Compiled Wed 24-Jan-07 16:48 by ccai

Image text-base: 0x80008098, data-base: 0x81A11604

ROM: System Bootstrap, Version 11.3(2)XA4, RELEASE SOFTWARE (fcl)
ROM: C2600 Software (C2600-1K903S3-M), Version 12.3(22), RELEASE SOFTWARE (fc2)

maz uptime is 22 minutes
System returned to ROM by reload
System image file is "flash:c2600-1k903s3-mz.123-22_bin""

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. |If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.-html

IT you require further assistance please contact us by sending email to
export@cisco.com.

cisco 2621 (MPC860) processor (revision 0x101) with 59392K/6144K bytes of memory.
Processor board ID JAB032601FP (1236506842)

M860 processor: part number 0, mask 49

Bridging software.

X.25 software, Version 3.0.0.

2 FastEthernet/IEEE 802.3 interface(s)

32K bytes of non-volatile configuration memory.

16384K bytes of processor board System flash (Read/Write)

Figure 3: MEDUSA Test, Show run

This is a very serious problem where the network is now vulnerable and the attacker can
seize control over the user’s router, make changes, cause damages and service interruption.

10




Using simple usernames/passwords is never recommended, especially for administrator
accounts. A strong username/password is more difficult for an attacker to guess by launching
dictionary attack or brute force attack.

Also the router does not support SSHv2 which makes it vulnerable to IP spoofing attack and
Man in the middle attack MiTM.

IP Spoofing attack is when the IP packet’s header is forged to have an incorrect source IP
address. This way, the attacker can hide his identity and make it harder to locate the packet’s
actual source. This can be used during DoS attacks, since the attacker does not care about the
response coming back from the target; they spoof the source IP so the response will go
somewhere else. Spoofed addresses are more difficult to be filtered as it seems that they are
random IPs and not a certain pattern that can be filtered. Packet Filtering can be used to protect
against IP spoofing, where ingress filtering will block packets from outside the network that
appears to have a source address from within the network.

Man in the middle attack MiTM, is when an attacker intercepts a public key exchange
between the sender and receiver and then uses that information to send his own public key to
both sides. This will trick both sides to thinking they are still in communication with each other,
while in fact the attacker is intercepting the messages and changing them to whatever he wants
then sending them to the destination. Strong encryption can be used to protect against this type
of attacks. A latency examination also can be used to protect against this attack where if the
duration to reach each party is exceeding the normal time, it will indicate that there is a third
party intercepting the messages.

4.1.2 Router Web server scanning Analysis (Router NIKTO, Skip fish)
NIKTO

The test was started using the HTTPS module which uses port 443. The test took
approximately 5 hours and 22,083 requests were made. Most of the requests came back with 404
messages which mean the received command was not found; the router logs were being
monitored using the router web interface. It was noticed that the router was receiving and
processing most of the requests from the tool as it shows from the “show interface fastethernet
0/1 stats” command, 245647 in packets and 205649 out packets.

When the test was complete, it reported few problems. First it found that the router HTTP server
is vulnerable to Clickjacking.

The anti-clickjacking X-Frame-Options header is not present.

Clickjacking is a malicious technique of tricking a Web user into clicking on something
different from what the user thinks they are clicking on, this might reveal confidential
information or make their system vulnerable to be controlled by the attacker. It is a browser
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security issue and is vulnerable across a variety of browsers and platforms. When a webpage is
click jacked it means it was allowed to be framed from a domain other than the real one. A
Clickjack takes the form of a hidden script that can execute without the user's knowledge, such
as clicking on something that appears to perform another function.

An attempt to clickjack the router website was successful as shown in Figure 4. A test
HTML page was used to load the router webpage inside a frame after entering the target URL.

Cisoo Systems

L TRCRTERC ITTTT I BT e B [T

d

Figure 4 Router Clickjacked

Another finding from the test was that the SSL certificate was either expired or it was not
signed by an authorized Certificate Authority.

+ GET Hostname "192.168.10.1" does not match certificate™s CN "maz.mint709-domain
unstructured Name=maz.mint709-domain”

It was also discovered that the router’s web install allows arbitrary commands to be
executed remotely. This vulnerability allows attackers to control the router remotely and run
commands on the router using the router’s web interface.

After testing HTTPS module was complete, the test was repeated but this time HTTP module
was used on port 80. The results were the same except there was no mention of the certificate
mismatch as it did for https.

SKIPFISH
The Skipfish tool ran against the router for approximately 7.5 hours and was interrupted

manually then it generated the report. There were 30 high risks reported with respect to
‘Incorrect or missing character set' and “Cross site scripting attack' (Figure5).
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Incorrect or missing character set. The purpose of the character sets is to inform the
browser what type of text to expect from the website. The risk of leaving no character set is that
the browser might guess the character set which might be incorrect. In that case an attacker can
use this vulnerability to generate special scripts and send it to the website which will lead to
cross site scripting attack (XXS) against the site users.

x V@ Getting Starte x Skipfish - scan results bro x |

« © [ filey///Gy/university%20docs/courses/MINT709/skip%20fish/skipfish-router-test/maz-skipfish-router.bxt/index.htmi# =
0 £3 i Scanner version: 2.1 Scan date:
fi’sgm‘ Random seed: 106 Total time:

J

S =8]8

Crawl results - click to expand:

Document type overview - click to expand:

application/xhtml+xml
1. https://192.168.10.1/ping (32
text/html

Issue type overview - click to expand:

Incorrect or missing charset (higher risk) (3o
XSS vector in document body
© HTML form with no apparent XSRF protection (4
) SSL certificate host name mismatch
) Self-signed SSL certificate (s
) SSL certificate expired or not yet valid
@ Node should be a directory, detection error? (s
- P va ing checks
@ Resource fetch fai
Numerical filena:

- consider enumerating
Incorrect or missing charset (low risk)
HTML form (not classified otherwise) (1
Unknown form field (can't autocomplete) (4
Hidden files / directories

New jo4 signature seen

New 'Server' header value seen

- = —

— = =
Figure 5 Router Skipfish results

Cross site scripting attack (XXS) is a very common application layer web attack. It targets
the scripts that supposed to be executed on the user side browser instead on the server side. It
can be used to bypass same-origin policy which is one of the access control methods. The same-
origin policy is a method used by programmers where it will allow scripts to run on pages that
are originated from the same site to access each other with no restriction while preventing access
from other sites. This method used for web applications that depends on HTTP cookies to
maintain user session authentication. An attacker might write a script to be downloaded on the
client browser, and then collect cookies that might reveal some important information about the
router. Most hackers will use this type of attack during the information gathering phase.

Another critical vulnerability revealed by the test was HTML form with no apparent
XSRF protection. Cisco website identifies that IOS images from 11.0 to 12.4 are vulnerable to
XSRF. This could allow malicious users to execute commands on the device through the web
interface under the privileges of an already logged-in user. The risk of XSRF is mainly that an
unknown user can send HTTP requests that will cause unwanted actions if the browser uses
authentication by cookies. The exploit works by hiding a link or a script within another link that
might seem harmless, such as an image. When the user clicks on the link the script will run and
perform actions that the user is unaware of and did not authorize. An example of XSRF is one
where a hacker might access a user’s friend’s email and send the user an email with a hidden
script behind an image. The user is lead to believe it is a safe image from a friend and therefore
clicks on the image to view. By opening the image, the script will run and might link to the
user’s banking website if the user did not delete their saved browser cookies. A saved login
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cookie from the user’s banking website can be used by the browser to logon automatically
leading to a transaction that might occur without user’s authorization.

4.1.3 Router SNMP Enumeration Analysis (SNMP Check)

The SNMP Check tool was run using the ‘private’ community string to see if it was
configured on the router. The test was successful, giving a detailed report as shown in Figure 6.
The information provided in the report can be a gold mine for attackers. One of the risks of
SNMP is if it were not configured properly it would be exposed to spoofing attacks. Spoofing
attacks will allow the hacker to gain access and control of the targeted device then use it to attack
other hosts on the network, steal data, or spread viruses and malwares. Since SNMP v1/v2 uses
UDP, which does not provide a mechanism to authenticate source and destination messages, it
will open the door for SNMP spoofing attacks (Figure 6).

Since SNMP v1 and v2 use ‘community string' to perform SNMP actions between client and
server, weak community string usage is considered to be really insecure as it can be guessed by
the attacker if he runs a simple script containing a list of community strings against the server.
Using a strong community string might resolve the issue but doesn’t fix the security threat
completely. Moreover communications using SNMP v1/v2 is in transmits data in plain text
thereby disclosing the 'community string' if the hacker is sniffing on the network traffic. Once
the community string is obtained, the hackers can view/get/set data into the router and switch by
IP spoofing.

An attacker can create fake SNMP packets using private community strings and set new data
values in the router. Also, by using any SNMP MIB browser, new data insertion or
modifications can be carried out in the router using the SNMP ‘set” function.

e
3 E T o) 1 ]

Figure 6 Router SNMP-check reults
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4.1.4 Router SSL/TLS Scanning Analysis (SSL Scan, TLSSLED)

SSLScan test was done using port 443 on the router. The test results found ciphers that were
being accepted and preferred by the router (Figure7).

Accepted ciphers by router (Current SSL cipher strength):
DES-CBC3-SHA which uses SSLv3 (SSL Cipher strength: Strong)
DES-CBC-SHA which uses SSLv3 (SSL Cipher strength: Weak)
RC4-SHA uses SSLv3 (SSL Cipher strength: )

RC4-MD5 uses SSLv3 (SSL Cipher strength: )

Preferred cipher by router: DES-CBC3-SHA

: [
Figure 7 Rou

ter SSLScan results

It was also observed that the certificate expired in Feb 2003; also the RSA key length used
was 768, which is considered insecure. Another finding is that the router used MD5 Message-
Digest Algorithm which is considered to be vulnerable to Spoofing attacks as it is not collision
resistant. MD5 collision attacks can create a rogue Certification Authority trusted by all
common web browsers. This allows an attacker to perform transparent “man-in-the-middle”
attacks against SSL connections and monitor or tamper with traffic to the router.

= 3 E I
Figure 8 Router TLSSLed results
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4.1.5 Router Protocol Flooding Analysis (UDP.pl, Hping3)

UDP.pl Flood Attack

UDP.pl tool ran against the router using NTP port 123. The test duration was 100 seconds.
During the test the router web interface was not responding and the connection was timing out
when a legitimate user tried to access the web interface (Figure 9). This is the result of the DoS

attack.

Figi
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The server at 192.168.10.1 s taking too long to respond

Wire shark showed that over 1,200,000 NTP packets were sent. After 100 seconds the web
server started responding again (Figure 11).

The technician support page on the website showed that the interface Fastethernet 0/1 was
receiving a huge amount of dropped packets and input errors; due to the fact that the data sent
from udp.pl was malformed data, as shown in Figure 10.

FastEthernet0/1 is up, line protocol is up
Hardware is AmdFE, address is 00dO.ba2d.cd81 (bia 00dO.ba2d.cd81)
Internet address is 192.168.10.1/24
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Keepalive set (10 sec)
Full-duplex, 100Mb/s, 100BaseTX/FX
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:33, output 00:00:09, output hang never
Last clearing of "show interface'™ counters never

Input queue: 0/75/619606/0 (size/max/drops/flushes); Total output drops:

Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate O bits/sec, 0 packets/sec
5 minute output rate O bits/sec, 0 packets/sec
361 packets input, 22764 bytes
Received 4 broadcasts, 0 runts, 0 giants, O throttles
545301 input errors, 0 CRC, O frame, 545301 overrun, O ignored
0 input packets with dribble condition detected
119 packets output, 60521 bytes, 0 underruns

0

Figure 10 Router UDP flooding, Interface stats
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Figure 11 Router UDP flooding, Wireshark

Hping3 SYN Attack

The Hping3 tool ran against the router port 22 using the following command:

root@bt:~# hpgin3 -V --flood -S -p 22 192.168.10.1

When the test began, wireshark was running to capture the packets and it was immediately
noticed that the memory on the computer, where the tool was running from, was being consumed
rapidly and the CPU usage was nearing 100%. After a few minutes, the computer’s memory
was consumed and the test had to be interrupted to avoid the risk of freezing the computer and
loosing test results. The test duration was enough to notice that the SYN attack was causing
DosS.

Wireshark showed that 1,500,000 packets were captured within a few minutes. The web
user interface was not responding from the beginning of the test, as shown in Figure 12.

Be Edn Mww G0 Ceplwe  Anayzs Statatcs Telephony Tools internals < ——Jtory_Bockmarks Tooh balp
. = A U
X HX D& %% F )
Fier: [ w | Brpression...
na Time Source Dastination o ey KIS W sieracing MlEomaru

A The connection has timed out

The server al 192 169 10.1 is taking too long to respond.

Figure 12 Router HPING3 Results
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When Hping3 was interrupted, it reported that over 18,000,000 packets were sent.
technician support page showed over a million input errors and dropped packets (Figure 13).

FastEthernet0/1 is up, line protocol is up
Hardware is AmdFE, address is 00d0-ba2d.cd81 (bia 00d0.ba2d.cd81)
Internet address is 192.168.10.1/24
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 100Mb/s, 100BaseTX/FX
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:00, output 00:00:00, output hang never
Last clearing of "show interface" counters never
Input queue: 1/75/1046895/0 (size/max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 1000 bits/sec, 1 packets/sec
5 minute output rate 2000 bits/sec, 1 packets/sec
643 packets input, 46556 bytes
Received 27 broadcasts, 0 runts, O giants, 0 throttles
945750 input errors, O CRC, O frame, 945750 overrun, O ignored
0 watchdog
0 input packets with dribble condition detected
396 packets output, 42786 bytes, 0 underruns
0 output errors, O collisions, O interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out

Figure 13 Router HPINGS3, interface stats

The

An attempt to access the web interface from another computer on the network was timing out. This
confirms that the router was not responding due to the fact that it was under a DoS attack (Figure 14).

The test confirmed that an Hping3 SYN attack can cause service interruptions for all users.

This page can

t be displayed

|_Fix connection prodiams

Figure 14 Router HPING3, No connection

4.1.6 Router Web Server Stressing Analysis (SIEGE)

The test was setup to run against the router with 15 concurrent users for duration of three
minutes. During the test, the web server was responding slower than normal. The username and

password from the first test were used.
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The test results show that the router availability was about 86%, with 32 failed transactions

and 200

successful transactions.

The concurrency, which is the number of simultaneous

connections, was only 7.74. Concurrency will increase when the server performance decreases.
At the end of the test, the web server resumed responding to requests normally.

When tested again with 100 concurrent users, the web site was not responding and
connection requests timed out (Figure 15). When three minutes passed the website responded

normally.
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With 100 concurrent users the web site availability went down to approximately 54% and the
response time was higher than with 15 concurrent users. The number of failed transactions was
almost the same as the successful ones. The concurrency increased to 11.25, meaning the server

performance decreased with a higher number of concurrent users.

Table

] 15 Concurrent Users 100 Concurrent Users

1 shows statics from both SIEGE tests:

Availability 86.15%
Response time 6.97 secs
Concurrency 7.74

Failed Transactions 32
Successful Transactions 200
Longest transaction 43.39
Transactions 199 hits
Elapsed time 179.38 secs
Data transferred 0.29 MB

Transaction rate 1.11 trans/sec

Tablel- Router SIEGE tests statistics

54.98%

7.61 secs
11.25

217

275

46.52

256 hits
179.38 secs
0.36 MB
1.48 trans/sec
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4.1.7 Router Brute Force Directory and files Analysis (DIRB)

The DIRB tool was used for the Router Brute Force Directory test. The tool reported a list of
11 directories found on the router HTTP server. The username/password found from previous
tests was used to successfully run the command. DIRB was able to find important information
about directories on the web server that is not meant for public access (Figure 16).

DIRB v2.03
By The Dark Raver
OUTPUT_FILE: /root/Desktop/DIRB-router
START_TIME: Tue Sep 17 20:02:48 2013
URL_BASE: http://192.168.10.1/
WORDLIST_FILES: wordlists/big.txt
AUTHORIZATION: adminl23:mypassword
GENERATED WORDS: 4217
--—-— Scanning URL: http://192.168.10.1/ --—-
+ http://192.168.10.1/configure
(FOUND: 200 [Ok] - Size: 13417)
+ http://192.168.10.1/controller
(FOUND: 200 [Ok] - Size: 20)
+ http://192.168.10.1/exec
(FOUND: 200 [Ok] - Size: 4297)
+ http://192.168.10.1/Filter
(FOUND: 200 [Ok] - Size: 359)
+ http://192.168.10.1/gateway
(FOUND: 200 [Ok] - Size: 831)
+ http://192.168.10.1/interface
(FOUND: 200 [Ok] - Size: 19)
+ http://192.168.10.1/1ine
(FOUND: 200 [Ok] - Size: 6634)
+ http://192.168.10.1/ping
(FOUND: 200 [Ok] - Size: 326)
+ http://192.168.10.1/roles
(FOUND: 200 [Ok] - Size: 689)
+ http://192.168.10.1/router
(FOUND: 200 [Ok] - Size: 25)
+ http://192.168.10.1/template
(FOUND: 200 [Ok] - Size: 1198)
DOWNLOADED: 4217 - FOUND: 11
Figure 16 Router DIRB results

4.1.8 Router Fuzzing Analysis (BED, SPIKE, SICKFUZZ, SFUZZ)
BED

The BED test against the router took approximately 7 hours, during that the router web server
was functioning normally. Over 200,000 HTTP packets were transmitted to the router and there
was no evidence of any problems with router functionality. After the test completed, there was
no sign or report of buffer failures or overflows on the router.

SPIKE

The SPIKE test lasted several minutes and over 21,000 packets were processed by the router.
The website was slower and at times the connection requests were timing out which indicates the
web server is too busy (Figure 17). There was no buffer failure reported on the router. After the
test had completed, the web server responded normally.
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SICKFUZZ

The SICKFUZZ test lasted about 70 minutes and caused the router to stop responding to
requests, causing buffer failures. The test was stopped after 70,000 packets were transmitted,; it
took a few minutes until the router recovered and started to respond to requests again. The
router’s technician support webpage showed that the Fastethernet interface 0/1 received about

52,000 packets and that there were buffer failures mostly in the small buffers (Figure 18).

Buffer elements:
1119 in free list (1000 max allowed)
130880 hits, 0 misses, 1119 created

Public buffer pools:
Small buffers, 104 bytes (total 98, permanent 50, peak 98 @ 00:04:32):
98 in free list (20 min, 150 max allowed)
73752 hits, 73 misses, O trims, 48 created
31 failures (0 no memory)
Middle buffers, 600 bytes (total 36, permanent 25, peak 36 @ 00:04:33):
36 in free list (10 min, 150 max allowed)
2486 hits, 10 misses, 0 trims, 11 created
1 failures (0 no memory)
Big buffers, 1536 bytes (total 53, permanent 50, peak 53 @ 01:30:14):
53 in free list (5 min, 150 max allowed)
36114 hits, 1 misses, 0 trims, 3 created
0 failures (0O no memory)
VeryBig buffers, 4520 bytes (total 10, permanent 10):
10 in free list (0 min, 20 max allowed)
0 hits, 0 misses, O trims, O created
0 failures (0 no memory)
Large buffers, 5024 bytes (total 0, permanent 0):
0 in free list (0 min, 10 max allowed)
0 hits, 0 misses, 0 trims, O created

Figure 18 Router SICKFUZZ results
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SFUzz
The SFUZZ test was setup to target port 80 on the router using the command shown below.
A predefined fuzz-script (basic.http) was used for this test.
SFUZZ -TO -f SFUZZ-sample/basic.http -S 192.168.10.1 -p 80
The test lasted several minutes during which about 15,000 packets were received by the

router. No buffer failures were reported and during the test the website was responding slower
and some connection requests were timing out (Figure 19).

A The connection has timed out

The server at 192.168.10.1 is taking tos long to respond.

Figure 19 Router SFUZZ results

By checking the router’s web server technician support page it was noticed that a high
number of requests were received and that the Headers buffer number of free buffers dropped
below the minimum threshold level which resulted in the creation of nine new buffers
(Figure20).

Header pools:
Header buffers, 0 bytes (total 137, permanent 128, peak 137 @ 00:49:37):
9 in free list (10 min, 512 max allowed)
125 hits, 3 misses, 0 trims, 9 created
0 failures (0 no memory)
128 max cache size, 128 in cache
0 hits in cache, 0 misses in cache

Figure 20 Router SFUZZ Header buffers

4.2 Analysis of Switch Results
4.2.1 Switch Password cracking Analysis (MEDUSA)

The password cracking tool MEDUSA ran against the switch’s HTTP server for several
minutes and it was able to determine the login username and then the password (Figure 21). A
successful attempt was made to access the switch’s web user interface and remotely execute
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commands on the switch. The executed commands gave information about the switch
specifications and its 10S.

# MEDUSA -h 192.168.10.3 -U /pentest/passwords/wordl ists/username. txt -P
/pentest/passwords/wordlists/rockyou.txt -0 /root/Desktop/MEDUSA-switch-test.log -t 1 -v 5
-f -M http

ACCOUNT FOUND: [http] Host: 192.168.10.3 User: admin Password: theking [SUCCESS]
# MEDUSA has finished (2013-09-03 20:55:54).
Figure 21 Switch MEDUSA results

When trying to run MEDUSA with SSHv2 module, it was found that the switch does not
support SSHv2. As a result of that the switch is vulnerable to IP spoofing attack and Man in
the middle attack MiTM.

4.2.2 Switch Web server scanning Analysis (NIKTO, Skip fish)
NIKTO

While running NIKTO test on the switch it was noticed that the switch had some limitations.
Trying to use HTTPS module to run NIKTO test did not work because the switch does not
support HTTPS and alternatively HTTP module was used for this test. Similar to the router, the
switch was vulnerable to the clickjacking attacks.

The following identifies some of the benefits of HTTPS over HTTP:

e HTTP is vulnerable to eavesdropping, so data such as username/password can be
compromised if someone is eavesdropping on the connection. HTTPS is more
immune to eavesdropping;

e HTTPS transmits over port 443 through an encrypted system where it is harder for
parties other than the client and the server to access the data. HTTPS will provide
confidentiality by encrypting the payload by tunneling the HTTP over SSL/TLS
(Secure Socket Layer/Transport Layer Security);

e HTTPS server must have a public key certificate, which embeds key information with
a verification of owner’s identity. These certificates are verified by a third party
(Certificate Authority) who assures the clients that the key is secure.

SKIPFISH

The SKIPFISH test against the switch found vulnerabilities that were similar to the ones
found on the router. There was an additional vulnerability on the switch which was not found on
the router, incorrect or missing MIME type (Figure 22).

Types of Multi-purpose Internet Mail Extensions, or MIME, tell the browser what type of file
is being received from a website. For example, if a website is receiving http messages, the
MIME type will be text/html. An example of incorrect MIME type is if a web site treats a
received image file as text file, or in other cases there would be no type specified. The risk of
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incorrect or missing MIME lies in the fact that the browser might mistakenly guess the type; this
would open the door for Cross Site Scripting attack. For example, if the browser mistakenly
guesses the file type as text instead of an image, the attacker can prepare a special image that
when the browser processes it as text, it will execute a harmful script causing damages on the

user’s computer.

o

skipfish

Crawl resulls - click to expand:

Figure 22 Switch Skipfish results

4.2.3 Switch SNMP Enumeration Analysis (SNMP Check)

When the SNMP-check tool was run against the switch; it was able to retrieve details about
the switch and its configurations (Figure 23). As mentioned before, the risk of poor SNMP
configuration using a weak community string can allow IP-spoofing, Fake SNMP requests and

other attacks.

e LT
Figure 23 Switch SNMP-check results
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4.2.4 Switch SSL/TLS Scanning Analysis (SSL Scan, TLSSLED)

SSLSCAN/ TLSSLED

The SSLScan and TLSSLed tools were used to test the switch using port 80. Results from

root@t:~# SSLScan 192.168.10.3:80

/7 VAR VAR I
D N O W O G @ e |
| I/ W/ N N |

Version 1.8.2
http://www.titania.co.uk
Copyright lan Ventura-Whiting 2009

Testing SSL server 192.168.10.3 on port 80

Supported Server Cipher(s):
Rejected SSLv2 168 bits DES-CBC3-MD5
Rejected SSLv2 56 bits DES-CBC-MD5
Rejected SSLv2 40 bits EXP-RC2-CBC-MD5
Rejected SSLv2 128 bits RC2-CBC-MD5
Rejected SSLv2 40 bits EXP-RC4-MD5
Rejected SSLv2 128 bits RC4-MD5
Failed SSLv3 256 bits ADH-AES256-SHA
Failed SSLv3 256 bits DHE-RSA-AES256-SHA
Failed SSLv3 256 bits DHE-DSS-AES256-SHA
Failed SSLv3 256 bits AES256-SHA
Failed SSLv3 128 bits ADH-AES128-SHA
Failed SSLv3 128 bits DHE-RSA-AES128-SHA
Failed SSLv3 128 bits DHE-DSS-AES128-SHA
Failed SSLv3 128 bits AES128-SHA
Failed SSLv3 168 bits ADH-DES-CBC3-SHA
Failed SSLv3 56 bits  ADH-DES-CBC-SHA
Failed SSLv3 40 bits EXP-ADH-DES-CBC-SHA
Failed SSLv3 128 bits ADH-RC4-MD5
Failed SSLv3 i EXP-ADH-RC4-MD5
Failed SSLv3 EDH-RSA-DES-CBC3-SHA
Failed SSLv3 EDH-RSA-DES-CBC-SHA
Failed SSLv3 EXP-EDH-RSA-DES-CBC-SHA
Failed SSLv3 EDH-DSS-DES-CBC3-SHA
Failed SSLv3 EDH-DSS-DES-CBC-SHA
Failed SSLv3 EXP-EDH-DSS-DES-CBC-SHA
Failed SSLv3 DES-CBC3-SHA
Failed SSLv3 DES-CBC-SHA
Failed SSLv3 EXP-DES-CBC-SHA
Failed SSLv3 EXP-RC2-CBC-MD5

Failed SSLv3 RC4-SHA
Failed SSLv3 RC4-MD5
Failed SSLv3 EXP-RC4-MD5
Failed SSLv3 NULL-SHA
Failed SSLv3 NULL-MDS

Failed TLSvl 256 bits ADH-AES256-SHA
Failed TLSvl 256 bits DHE-RSA-AES256-SHA
Failed TLSvl 256 bits DHE-DSS-AES256-SHA
Failed TLSvl 256 bits AES256-SHA

Failed TLSvl 128 bits ADH-AES128-SHA
Failed TLSvl 128 bits DHE-RSA-AES128-SHA
Failed TLSvl 128 bits DHE-DSS-AES128-SHA
Failed TLSvl 128 bits AES128-SHA

Failed TLSvl 168 bits ADH-DES-CBC3-SHA
Failed TLSvl 56 bits  ADH-DES-CBC-SHA
Failed TLSvl 40 bits EXP-ADH-DES-CBC-SHA
Failed TLSvl 128 bits ADH-RC4-MD5

Failed TLSvl 40 bits EXP-ADH-RC4-MD5
Failed TLSvl 168 bits EDH-RSA-DES-CBC3-SHA
Failed TLSvl 56 bits EDH-RSA-DES-CBC-SHA
Failed TLSvl 40 bits EXP-EDH-RSA-DES-CBC-SHA
Failed TLSvl 168 bits EDH-DSS-DES-CBC3-SHA
Failed TLSvl 56 bits EDH-DSS-DES-CBC-SHA
Failed TLSvl 40 bits EXP-EDH-DSS-DES-CBC-SHA
Failed TLSvl 168 bits DES-CBC3-SHA

Failed TLSvl 56 bits DES-CBC-SHA

Failed TLSvl 40 bits EXP-DES-CBC-SHA
Failed TLSvl 40 bits EXP-RC2-CBC-MD5
Failed TLSvl 128 bits RC4-SHA

Failed TLSvl 128 bits RC4-MD5

Failed TLSvl 40 bits EXP-RC4-MD5

Failed TLSvl O bits NULL-SHA

Failed TLSvl O bits NULL-MDS

Figure 24 Switch SSLScan results

4.2.5 Switch Protocol Flooding Analysis (UDP.pl, Hping3)

UDP.pl Flood Attack

the test confirmed that the switch does not support SSL/TLS (Figure 24). This is a security
threat as HTTP is vulnerable to various attacks since it is a clear-text protocol.

Running the test against the switch showed a similar pattern of results to that seen in the

router’s UDP flood test. The switch web user interface was not responding during the test and
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new connection requests were timing out. This indicates that the switch was under a DoS attack
(Figure 25). About 1,280,000 NTP packets were captured by wireshark which shows that the
packets were malformed NTP packets.

The cennection has timed ocut

The ot 192.168.10.3 is taking teo long to

= = & LW =)
Figure 25 Switch UPD flood results

Hping3SYN Attack

Running Hping3 against the switch gave similar results as it did when ran against the router.
The computer’s memory and CPU were getting consumed rapidly and the test had to be
interrupted (Figure 26). The web user interface was not responding during this test. Hping3
reported that over 12,000,000 packets were sent within a few minutes. It was noticed that
wireshark captured only 1,400,000 of those packets and was not able to capture the rest since the
computer’s memory and CPU were almost consumed.

The connection has timed out

The server al 192.168.10.3 is taking too long Lo respornd,

=k

Figure 26 Switch PING3 rets

The technician support page on the web interface was checked when the switch recovered
from the DoS attack. It was noticed that over 11,000,000 packets were received and the input
rate was 11,106 packets/sec (Figure 27). This shows how fast a DoS attack can cause the switch
to be busy and stop responding to legitimate requests.
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FastEthernet0/1 is up, line protocol is up
Hardware is Fast Ethernet, address is 000b.bef9.5301 (bia 000b.bef9.5301)
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 14/255
Encapsulation ARPA, loopback not set
Keepalive not set
Auto-duplex (Full), Auto Speed (100), 100BaseTX/FX
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output 00:00:00, output hang never
Last clearing of "show interface™ counters never
Queueing strategy: fifo
Output queue 0/40, O drops; input queue 0/75, O drops
5 minute input rate 5669000 bits/sec, 11106 packets/sec
5 minute output rate 14000 bits/sec, 35 packets/sec
11418552 packets input, 730795055 bytes
Received 28 broadcasts, 0 runts, 0 giants, O throttles
O input errors, 0 CRC, O frame, O overrun, O ignored
0 watchdog, O multicast
0 input packets with dribble condition detected
56636 packets output, 4002399 bytes, O underruns
0 output errors, O collisions, 1 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out

Figure 27 Switch HPING3 interface stats

4.2.6 Switch Web Server Stressing Analysis (SIEGE)

The SIEGE test on the switch was setup to run with 15 concurrent users for three minutes.
During the test it was noticed that the web interface was responding very slowly and
occasionally timed out (Figure 28).

The connectlon was reset

The cannection to the server was reset while the page was loadineg

Figure 28 Switch SIEGE results

From the test results, it was found that availability was only 55% with 15 concurrent users;
concurrency was 3.45 and approximately 1,800 failed transactions and 2,200 successful ones.

The second test was setup to run 100 concurrent users for three minutes. During the test, the
switch web interface did not respond and requests were timing out. Availability went down to
40% and concurrency increased to 9.68 indicating that the switch performance degraded.

Table 2 shows statics from both SIEGE tests completed on the switch:
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] 15 Concurrent Users 100 Concurrent Users

Availability 55.7% 40.55%
Response time 0.27secs 6.17 secs
Concurrency 3.45 9.68

Failed Transactions 1816 412
Successful Transactions 2283 303

Longest transaction 0.85 96.18
Transactions 2283 hits 281 hits
Elapsed time 179.71 secs 179.22 secs
Data transferred 3.85MB 0.41MB
Transaction rate 12.7 trans/sec 1.57 trans/sec

Table 2- Switch SIEGE tests statistics

4.2.7 Switch Brute Force Directory and files Analysis (DIRB)

When a DIRB test was conducted on the switch, it did not finish completely. It found four
directories and gave an error “FATAL: Too many errors connecting to host” (Figure 29).

DIRB v2.03
By The Dark Raver

OUTPUT_FILE: /root/Desktop/DIRB-switch
START_TIME: Tue Sep 17 19:51:48 2013
URL_BASE: http://192.168.10.3/
WORDLIST_FILES: wordlists/big.txt
AUTHORIZATION: admin:theking

GENERATED WORDS: 4217

---- Scanning URL: http://192.168.10.3/ ----
+ http://192.168.10.3//
(FOUND: 200 [Ok] - Size: 1781)
+ http://192.168.10.3/configure
(FOUND: 200 [Ok] - Size: 4436)
+ http://192.168.10.3/exec
(FOUND: 200 [Ok] - Size: 2953)
+ http://192.168.10.3/Filter
(FOUND: 200 [Ok] - Size: 262)

(1) FATAL: Too many errors connecting to host
(Possible cause: 0OK)

DOWNLOADED: 1572 - FOUND: 4

Figure 29 Switch DIRB results

4.2.8 Switch Fuzzing Analysis (BED, SPIKE, SICKFUZZ, SFUZZ)
BED

The BED test conducted against the switch took approximately seven hours. During this test
it was noticed that the switch web interface was responsive and functioned normally. Over
157,000 HTTP packets were transmitted to the switch and no evidence was found indicating a
switch functionality problem and no buffer failures or overflows were found.
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SPIKE

The SPIKE test on the switch did not affect the web server’s operation and no buffer failures
or overflows were reported. From the technician support page it was noticed that the small
buffers were mostly used. There was six misses, which means that in six different instances the
number of available buffers in the free list dropped below the minimum level and additional

buffers were required. In general, the switch handled the large amount of requests and it did not
crash during this test.

SICKFUZZ

This SICKFUZZ test against the switch lasted several minutes. The switch was responding
slower during the test and occasionally connection requests timed out. After the test was
complete, a check for buffer overflows confirmed that they occurred during the test (Figure 30).

B sackrack Linux [jloffensive Security KRExploit-DB W Aircrack-ng [l Somarm

mint709-sgvitch

- [ <

3¢ rind: [username 4 pravious » pext - Highlight all []Match case

[# Raached and of page. continuad from top
. e == 08:00 pm
Figure 30 Switch SICKFUZZ results

SFUzZz

The switch was responding normally during the SFUZZ test. The test lasted several minutes;
about 14,000 packets were received on the switch interface and no buffer failures were reported.
However, it was noticed that the switch buffers need to be tuned as the big-buffers show that
there were 4,735 hits, 759 misses, 2,271 trims, and 2,277 buffers created (Figure 31).

Public buffer pools:

Small buffers, 104 bytes (total 43, permanent 25):
34 in free list (20 min, 60 max allowed)
299809 hits, 6 misses, 0 trims, 18 created
0 failures (0 no memory)

Middle buffers, 600 bytes (total 15, permanent 15):
14 in free list (10 min, 30 max allowed)

2366 hits, 0 misses, 0 trims, 0 created
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0 failures (0 no memory)
Big buffers, 1524 bytes (total 11, permanent 5):
10 in free list (5 min, 10 max allowed)
4735 hits, 759 misses, 2271 trims, 2277 created
0 failures (0 no memory)
VeryBig buffers, 4520 bytes (total 2, permanent 0):
2 in free list (O min, 10 max allowed)
2 hits, 1 misses, 0 trims, 2 created
0 failures (0 no memory)
Large buffers, 5024 bytes (total 0, permanent 0):
0 in free list (0 min, 5 max allowed)

Figure 31 Switch SFUZZ results

The following data* provides meaning and information about hits, misses, trims, and created

listed in Figure 31:

o Hits identify the number of buffers that have been requested from the pool. The hits
counter provides a mechanism to determine which pool must meet the highest demand

for buffers;

e Misses identifies the number of times that a buffer has been requested and the RP
detected in which pool additional buffers were required. In other words, the number of
buffers in the free list drops below minimum level. The misses’ counter represents the

number of times the RP has been forced to create additional buffers;

e Trims identify the number of buffers that the RP has trimmed from the pool, when the

number of buffers in the free list exceeded the number of max-allowed buffers;

o Created identifies the number of buffers that have been created in the pool. The RP

creates buffers in these situations:

o When demand for buffers has increased until the number of buffers in the free list

is less than the min buffers;
o A miss occurs because there are no buffers in the free list;
o Both of the previous situations.
*Text taken from http://www.cisco.com/en/US/products/hw/modules/ps2643/products_tech _note09186a0080093fc5.shtml
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5. Conclusions and Recommendations

The main purpose of network security for most businesses is to maintain availability,
confidentiality, and integrity. As found from the tests conducted on the router and switch, both
devices show vulnerabilities and weakness that affect security. An attacker can use these
vulnerabilities to gain access and control of the devices, causing service interruptions such as a
DosS attacks or flood attacks.

To help increase securing of the switch and the router, the following are recommended:

Countermeasures against Password Cracking Tools

0 Upgrade the router’s and switch’s 10S to one that supports SSHv2.

0 Use a minimum of 8 characters for passwords and ensure that password complexity
requirements are met with a mixture of upper case, lower case, numeric, and special
characters.

0 Using default user account names, such as “admin”, “operator”, and “guest”, should be
avoided.

o0 Ensure the password does not contain any continuous part of the user account characters,
such as “admin123”.

o0 Enable and apply lockout policies to all user accounts to limit the number of retry
attempts to guess passwords using password cracking tools.

o Enable and apply lockout policies based on individual protocols. E.g. SSH lockout after
the configured number of retry attempts should not affect HTTPS login attempts.

o Configure a time delay between every retry login attempt. This will consume more time
for the brute force and dictionary attack to process.

o Disable all unused user accounts in the router and switch.

o Configure and enable remote syslog to track continuous login failures within a given
interval and to record all login combinations such as invalid usernames, invalid
passwords, empty usernames and empty passwords. These failed login attempts should
be audited and an alarm should be configured on the device whenever an authentication
failure occurs.

o0 Authenticate passwords using remote RADIUS server or TACACS+ server apart from
local authentication for enhanced security.
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Password reset/change, user account creation, and permissions must require
administration level privileges. All other user accounts must not have the same level of
controls.

Do not use shared user accounts since the original source cannot be determined.

Use a policy that will require the administrator to change password after a defined period
of time.

Disable the use of concurrent logins with the same user name.

Limit the number of failed attempts from an IP address and lock it out. The use of 10S
Login Enhancements (Login Block) feature will prevent “Dictionary-attacks / Brute-force
attacks”.

Always upgrade the router and switch to the latest software release to avoid security
vulnerabilities related to authentication and for enhanced feature support.

Countermeasures against Vulnerabilities Reported During Web Server Scanning

0 Protecting the router and the switch from Clickjacking:

e The web interface developer should send the proper browser response headers that
instruct the browser not to allow framing from other domains. Another way is for
the web interface developer to use frame-braking script.

e Use Access Control Lists (ACLs). The network administrator can restrict the
sessions to be from a trusted source, network, or IP address by using Access
Control Lists (ACLs). By default there is no access control on any of the VTY
ports. Using ACLs will add a layer of difficulty for hackers to attempt to break as
they need to be in the trusted network to gain access to the router.

0 Protecting against the XXS and XSRF vulnerabilities:

e Cisco describes these vulnerabilities as they are about escaping characters in the
URL that are sent to the HTTPS server. The fix for these vulnerabilities is to
escape special characters in the URL string echoed in the response generated by the
web application.

e Security products such as Cisco Iron port Web Security Appliances and Cisco ACE
Web Application Firewall can be used to protect against objects that trigger
malicious requests.

o0 To protect against MIME incorrect or missing types, an 10S Firewall can be used. It

will provide MIME type filtering service.
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Ways to secure SNMP communication in the network

(0]

It is highly recommended to use SNMP v3 since it supports both Authentication and
Privacy. SNMP v3 provides secure communication between the SNMP client and server
by authenticating each other using a secret key and encrypting the data between them
with configured privacy keys.

Moreover, the following steps can be enforced in the router and switch to enhance SNMP
security:

e Disabling the SNMP service and closing the port whenever not in use;

e Configuring the device to raise alarms whenever there is a SNMP action with wrong
community strings;

e Enabling SNMP syslogs will log configuration changes;

e Enabling and using strong authentication protocol (MACSHA) instead of weak
protocols (HMACMDYS) for SNMPv3;

e Enabling and using strong privacy protocol (CBC-DES) for SNMPv3 in the device;

e Controlling the read and write permissions in the router and switch when SNMP is
enabled,

e Enabling automatic SNMP disabling whenever:

- More than certain SNMP authentication retries are performed in a given
interval. This prevents the attacker from running any tool or script which tries
to figure out the SNMP authentication password,;

- There are a series of community string mismatches within a given interval
while using SNMP v1 or v2.

Measures to improve SSL/TLS communication performance

o0 Ensure to disable weak protocols like SSLv2 as it is vulnerable to “man-in-the-middle"

attacks in which an active attacker can force both the client and the server to use 40-bit
encryption. It exclusively uses the MD5 hash function and uses a weak message
authentication code (MAC). It also uses the same key for authentication and encryption.

It is highly recommended to ensure the devices have a valid certificate with the correct
domain name and issued by a trusted Certificate Authority.

Renew or request for new certificates before it expires since expired certificates are
considered invalid and can lead to potential security issues.
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Try to avoid using self-signed certificates. A self-signed certificate will allow the
application to encrypt data and ensure its integrity in transit, but it provides no
authentication.

Do not use certificates with public key lengths less than 1024 bits.

Never use NULL cipher suites as it leaves the communication channel in plain text and
susceptible to eavesdropping attacks. A cipher suite is a set of authentication (RSA,
DSA), encryption (3DES, AES, IDEA, RC4), and data integrity algorithms (SHA, MD5)
used for exchanging messages between network entities.

Do not use weak ciphers like the one using 40 or 56 bit key lengths. Weak ciphers could
be broken and would allow the decryption of communications.

Use strong ciphers like AES and 3DES with 128 bit key lengths or more.

Use secure hashing algorithms (SHA) for signing the digital certificate other than MD5.
MD?5 is vulnerable to collision attacks in which an attacker can construct forged data in a
variety of forms that will cause the application to incorrectly identify it as trustworthy.

Use of strong cipher suites (SSL_RSA WITH_AES 256 _CBC_SHA) is highly
recommended over weak cipher suites (SSL_ EXP-RC4-MD5).

To prevent denial-of-service (DoS) attacks, it is a good idea to disable client-initiated
SSL renegotiation.

Client certificates can be used with TLS to prove the identity of the client to the server.

Configure and enable HTTP traffic redirection to HTTPS port 443 for secure
communication over SSL/TLS.

TLS compression must be disabled in the server to protect against CRIME (Compression
Ratio Info-leak Made Easy) attack.

Countermeasures against Flooding Attacks

Clearly a DoS attack is very bothersome and will affect service quality and reliability. An

online business might suffer a financial loss as a result. Following are some
recommendations to help protect against such attacks:

(0}

Disable any unused TCP/UDP services. If the service is required, a proxy can be
configured and used to help protecting against DoS.

Disable NTP if not required. If it is required then ensure using a trusted source for time
synchronization with a proper NTP version that supports authentication.
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o Define connection limits to increase the size of the TCP connection queue, to decrease
the connection establishment period, and to employ dynamic backlog mechanisms to
ensure that the connection queue is never exhausted.

0 Use resource and bandwidth throttling techniques for incoming TCP/UDP packets.
o Configure and enable port rate limiting in all ports.

o Configure and enable Control Planning Plane (CoPP) if supported by the specific
router/switch. It will ensure device stability and packet delivery.

o Validate and filter all incoming traffic in each port.

0 Use a network Intrusion Detection System (IDS) to automatically detect and respond to
SYN attacks.

Additional security measures to improve the overall network security

o Disable all unused protocols, services and unnecessary ports.

0 Use Committed Access Rate (CAR) to limit or drop suspicious traffic. The use of CAR
along with ACLs will monitor traffic and drop additional traffic when the average rate
and burst rate are exceeded.

0 A Firewall can be used as a first line of defense. It can monitor the incoming packets to
check for any malformation, which if detected it will be dropped, and log the event and
the offender information.

0 Use buffer auto tuning. This feature when enabled will help set the buffer parameters
properly to provide better performance.

0 Apply Thresholds and Timeouts. This will help detect auto tools that are being used for
sending frequent requests. It also helps to identify frequent attempts to submit requests to
the same URL as happens during a Fuzzing attack. The idea of this solution is to preset
the threshold to a certain number, start a counter for every session ID, and then increment
the counter every time a request from the same session ID is received. When the counter
reaches the threshold, the session ID will be revoked and any further data submitted from
this session ID will be ignored.

o0 Encrypt communication fully, including authentication credentials. This prevents sniffed
packets from being useful for an attacker. SSL and IPSec (Internet Protocol Security) are
the best encryption solutions.

o Filter outgoing packets that appear to originate from an invalid local IP address.

0 Use TLS/SSL to create a secure communication channel and only pass the authentication
cookie over an HTTPS connection.
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Configure expired sessions (timeouts) appropriately, including all cookies and session
tokens. This forces authentication after a relatively short time interval. Although this does
not prevent replay attacks, it reduces the time interval in which the attacker can replay a
request without being forced to re-authenticate because the session has timed out.

Configure session inactivity timeout based on balancing risk and functional requirements.

Verify device log files for any backend TLS connection failures, attempts to connect with
invalid or expired session tokens, and access control failures.

Service-accounts or accounts supporting connections to or from external systems should
have the least privilege possible.

Ensure routers, switches, servers, frameworks and system components are running the
latest approved version.

Regularly regenerate cryptographic keys and certificates for SSH and SSL to avoid
security issues.

Monitor the status of all routers and switches by deploying Network Management
Systems.

Use the router/switch 10S that supports the following security features; Stateful firewall,
IPS, VPN Routing and Forwarding aware firewall.
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Appendices

Appendix A - Password cracking tests screen shots
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Router wireshark screen shot
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HTTR/1.1 200 OK —
33198 3862, 2158421192.168.10.1 192.168.10.2 Date: Mon, OL Mar 1993 00:57:08 GMT
33199 3862. 2158571192.168.10.2 182.168.10.1 Server: cisca-108
33200 3862, 215889% 192.168.10.2 162.168.10.1 [Transfer-Encoding: i“—“l“rd
Content-Type: text/htm
33201 3862, 22879%(192.168.10.1 162.168.10.2 Expires: Mon, OL Mar 1993 00:57:08 GMT
33202 3862.228817!192.168.10.2 162.168.10.1 e E ik i i s e o

1592.168.10.1 ICache-Control:
33204 3862, 2308371 192. 168. 10, 192.168.10.2 Accept-Ranges:

no-store, no-cache, must-revalidate
none

33206 3862. 2319631 192. 168.

Frame 33203: 54 bytes on wire (432 bits), 54 bytes capt
Ethernet II, Src: Compalln_8d:91:66 (00:le:ec:8d:91:66)
Internet Protocol Version 4, Src: 192.168.10.2 (192.168]  Entire conversation (411 bytes) .‘
Transmission Control Protocol, Src Port: 37384 (37384),

v v v v

End | [Fsave as | & Brint ‘OASCII OEBCDIc  OHexDump O CAmays @ Raw

(] Fiter Out This Stream | K close

0000 00 08 21 96 13 OL 00 le ec Bd O1 66 08 00 45 00  ..!.....
0010 00 28 28 ¢S5 40 00 40 06 7c b7 cO a8 0a 02 c0 a8 . ((.@.@.
0020 Oa 01 92 0B 00 50 02 16 2c 2a 7f af fb a2 50 11

0030 3c b8 95 6 00 00 <.

[«

@ ¥ [File: root/Desktop/medus Profile: Defauk

Bookmarks _ Settings Help

- medusa




Switch website show version command

® B Dolphin D mint

) @ munt709-switch Nlevell Stexeci-/ahowAversion - Menlla Rrefox
Ele Edt view Higtory Bookmarks IDvols telp
| £ mint708-switch flevel/15/exec/-/... | = |

@ B 9 [@ 192.168.103/evel15/xe i

Bsacktrack Linux [iloffensive Security

xploit-D8 Wy Aircrack-ng [ Somarm

mint709-switch A

Command [

output

Command bace URL wast /Level/15/exec/-
Conplete URL TLevel/35/axec/ - /shox/ver sisn
Command show versi

Cisco Internetwork Operating System Software

105 (tm) C3S00XL Software (C3IS00XL-C3H2S-M). Version 12.0(SIWC3b. RELEASE SOFTWARE (fcl)
Copyright (c) 1986-2002 by cisce Systems. Inc

Compiled Fri 15-Feb-02 10:51 by antonino

Inage text-base: OxODOO3000, data-base: Ox00337600

ROM: Bootstrap program is C3500ML boot loader
wint709-switch uptine is 3 minutes

System returned to ROM by reload
System image file is "flash:c3S00KL-c3h2s-az.120-5.WC3b. bin®

cisco WS-C3524-PWR-XL (PowerPC403) processor (revision Ox01) with B192K/1024K bytes of memory
Processor board ID CHKD7O3WOFS, with hardvare revision Ox00
Last reset from wars-reset

Processor is running Enterprise Edition Softwars
Cluster command switch capabl

Cluster member switch capable

24 FastEthernet/IEEE 802.3 interface (s)

2 Gigabit Ethernet/IEEE 802.3 interface(s)

32K bytes of flash-simulated non-volatile configuration
Base ethernet MAC Address: 00:0B:BE:F9:53:00
Motherboard assembly number: 73-4033-08

Power supply part number: 34-0968-02

Motherboard serial number: CATO70200WA

Power supply serial m LIT0638005)




Appendix B - Web server scanning tests screen shots

Router Nikto test screen sho

03:55 am

Router Nikto test output

- Nikto v2.1.5/2.1.5
Target Host: 192.168.10.1
Target Port: 443
GET /: The anti-clickjacking X-Frame-Options header is not present.
Nikto v2.1.5/2.1.5
Target Host: 192.168.10.1
Target Port: 443
GET /: The anti-clickjacking X-Frame-Options header is not present.
GET /: Hostname "192.168.10.1" does not match certificate"s CN “"maz.mint709-
domain/unstructuredName=maz.mint709-domain*
+ GET /: Successfully authenticated to realm “"level_15 access” with user-supplied
credentials.
+ GET /exec/show/config/cr: /exec/show/config/cr: The Cisco router"s web install allows
arbitrary commands to be executed remotely.
+ -3092: GET /template/: /template/: This may be interesting as the directory may hold
sensitive files or reveal system information.

++ + 1+ ++

+

+ -3093: GET /cgi .cgi/ncommerce3/ExecMacro/macro . d2w/%0a%0a:
/cgi .cgi/ncommerce3/ExecMacro/macro.d2w/%0a%0a: This might be interesting... has been seen in
web logs from an unknown scanner.

+ -3093: GET /webcgi/ncommerce3/ExecMacro/macro .d2w/%0a%0a:
/webcgi/ncommerce3/ExecMacro/macro.d2w/%0a%0a: This might be interesting... has been seen in
web logs from an unknown scanner .

+ -3093: GET /cgi-914/ncommerce3/ExecMacro/macro . d2w/%0a%0a: /cgi-
914/ncommerce3/ExecMacro/macro.d2w/%0a%0a: This might be interesting... has been seen in web
logs from an unknown scanner.

+ -3093: GET /cgi-915/ncommerce3/ExecMacro/macro . d2w/%0a%0a: /cgi-
915/ncommerce3/ExecMacro/macro.d2w/%0a%0a: This might be interesting... has been seen in web
logs from an unknown scanner.

+ -3093: GET /bin/ncommerce3/ExecMacro/macro .d2w/%0a%0a:
/bin/ncommerce3/ExecMacro/macro.d2w/%0a%0a: This might be interesting... has been seen in web
logs from an unknown scanner .

+ -3093: GET /cgi/ncommerce3/ExecMacro/macro .d2w/%0a%0a:
/cgi/ncommerce3/ExecMacro/macro.d2w/%0a%0a: This might be interesting... has been seen iIn web
logs from an unknown scanner .

+ -3093: GET /mpcgi/ncommerce3/ExecMacro/macro .d2w/%0a%0a:




/mpcgi/ncommerce3/ExecMacro/macro.d2w/%0a%0a: This might be interesting... has been seen in
web logs from an unknown scanner .

+ -3093: GET /cgi-bin/ncommerce3/ExecMacro/macro . d2w/%0a%0a: /cgi-
bin/ncommerce3/ExecMacro/macro.d2w/%0a%0a: This might be interesting... has been seen in web
logs from an unknown scanner .

+ -3093: GET /ows-bin/ncommerce3/ExecMacro/macro .d2w/%0a%0a: /ows-
bin/ncommerce3/ExecMacro/macro.d2w/%0a%0a: This might be interesting... has been seen in web
logs from an unknown scanner.

+ -3093: GET /cgi-sys/ncommerce3/ExecMacro/macro . d2w/%0a%0a: /cgi-
sys/ncommerce3/ExecMacro/macro.d2w/%0a%0a: This might be interesting... has been seen in web
logs from an unknown scanner.

+ -3093: GET /cgi-local/ncommerce3/ExecMacro/macro .d2w/%0a%0a: /cgi-
local/ncommerce3/ExecMacro/macro.d2w/%0a%0a: This might be interesting... has been seen in web
logs from an unknown scanner .

+ -3093: GET /htbin/ncommerce3/ExecMacro/macro .d2w/%0a%0a:
/htbin/ncommerce3/ExecMacro/macro.d2w/%0a%0a: This might be interesting... has been seen in
web logs from an unknown scanner.

+ -3093: GET /cgibin/ncommerce3/ExecMacro/macro . d2w/%0a%0a:
/cgibin/ncommerce3/ExecMacro/macro.d2w/%0a%0a: This might be interesting... has been seen in
web logs from an unknown scanner.

+ -3093: GET /cgis/ncommerce3/ExecMacro/macro .d2w/%0a%0a:
/cgis/ncommerce3/ExecMacro/macro.d2w/%0a%0a: This might be interesting... has been seen in web
logs from an unknown scanner .

+ -3093: GET /scripts/ncommerce3/ExecMacro/macro .d2w/%0a%0a:
/scripts/ncommerce3/ExecMacro/macro.d2w/%0a%0a: This might be interesting... has been seen in
web logs from an unknown scanner .

+ -3093: GET /cgi-win/ncommerce3/ExecMacro/macro . d2w/%0a%0a: /cgi-
win/ncommerce3/ExecMacro/macro.d2w/%0a%0a: This might be interesting... has been seen iIn web
logs from an unknown scanner.

+ -3093: GET /fcgi-bin/ncommerce3/ExecMacro/macro .d2w/%0a%0a: /fcqgi-
bin/ncommerce3/ExecMacro/macro.d2w/%0a%0a: This might be interesting... has been seen in web
logs from an unknown scanner.

+ -3093: GET /cgi-exe/ncommerce3/ExecMacro/macro . d2w/%0a%0a: /cgi-
exe/ncommerce3/ExecMacro/macro.d2w/%0a%0a: This might be interesting... has been seen in web
logs from an unknown scanner .

+ -3093: GET /cgi-home/ncommerce3/ExecMacro/macro . d2w/%0a%0a: /cgi-
home/ncommerce3/ExecMacro/macro.d2w/%0a%0a: This might be interesting... has been seen in web
logs from an unknown scanner .

+ -3093: GET /cgi-perl/ncommerce3/ExecMacro/macro . d2w/%0a%0a: /cgi-
perl/ncommerce3/ExecMacro/macro.d2w/%0a%0a: This might be interesting... has been seen in web
logs from an unknown scanner.

+ -3093: GET /scgi-bin/ncommerce3/ExecMacro/macro . d2w/%0a%0a: /scgi-
bin/ncommerce3/ExecMacro/macro.d2w/%0a%0a: This might be interesting... has been seen in web

logs from an unknown scanner .
+ -3093: GET /cgi.cgi/scripts/*%0a.pl: /cgi.cgi/scripts/*%0a.pl: This might be

interesting... has been seen in web logs from an unknown scanner.

+ -3093: GET  /webcgi/scripts/*%0a.pl: /webcgi/scripts/*%0a.pl: This might be
interesting... has been seen in web logs from an unknown scanner .

+ -3093: GET /cgi-914/scripts/*%0a.pl: /cgi-914/scripts/*%0a.pl: This might be
interesting... has been seen in web logs from an unknown scanner.

+ -3093: GET /cgi-915/scripts/*%0a.pl: /cgi-915/scripts/*%0a.pl: This might be
interesting... has been seen in web logs from an unknown scanner .

+ -3093: GET /bin/scripts/*%0a.pl: /bin/scripts/*%0a.pl: This might be interesting... has
been seen in web logs from an unknown scanner.

+ -3093: GET /cgi/scripts/*%0a.pl: /cgi/scripts/*%0a.pl: This might be interesting... has
been seen in web logs from an unknown scanner.

+ -3093: GET /mpcgi/scripts/*%0a.pl: /mpcgi/scripts/*%0a.pl: This might be interesting...
has been seen in web logs from an unknown scanner.

+ -3093: GET /cgi-bin/scripts/*%0a.pl: /cgi-bin/scripts/*%0a.pl: This might be

interesting... has been seen in web logs from an unknown scanner .

+ -3093: GET /ows-bin/scripts/*%0a.pl: /ows-bin/scripts/*%0a.pl: This might be
interesting... has been seen in web logs from an unknown scanner.

+ -3093: GET /cgi-sys/scripts/*%0a.pl: /cgi-sys/scripts/*%0a.pl: This might be
interesting... has been seen in web logs from an unknown scanner .

+ -3093: GET /cgi-local/scripts/*%0a.pl: /cgi-local/scripts/*%0a.pl: This might be
interesting... has been seen in web logs from an unknown scanner.

+ -3093: GET /htbin/scripts/*%0a.pl: /htbin/scripts/*%0a.pl: This might be interesting...
has been seen in web logs from an unknown scanner.

+ -3093: GET  /cgibin/scripts/*%0a.pl: /cgibin/scripts/*%0a.pl: This might be
interesting... has been seen in web logs from an unknown scanner.

+ -3093: GET /cgis/scripts/*%0a.pl: /cgis/scripts/*%0a.pl: This might be interesting...




has been seen in web logs from an unknown scanner.

+ -3093:
interesting. ..
+ -3093:
interesting. . .
+ -3093:
interesting. ..
+ -3093:
interesting. . .
+ -3093:

GET /scripts/scripts/*%0a.pl: /scripts/scripts/*%0a.pl:
has been seen in web logs from an unknown scanner.

GET /cgi-win/scripts/*%0a.pl: /cgi-win/scripts/*%0a.pl:
has been seen in web logs from an unknown scanner.

GET /fcgi-bin/scripts/*%0a.pl: /fcgi-bin/scripts/*%0a.pl:
has been seen in web logs from an unknown scanner.

GET /cgi-exe/scripts/*%0a.pl: /cgi-exe/scripts/*%0a.pl:
has been seen in web logs from an unknown scanner.

GET /cgi-home/scripts/*%0a.pl: /cgi-home/scripts/*%0a.pl:

interesting... has been seen in web logs from an unknown scanner.

+ -3093: GET /cgi-perl/scripts/*%0a.pl: /cgi-perl/scripts/*%0a.pl:
interesting... has been seen in web logs from an unknown scanner.

+ -3093: GET /scgi-bin/scripts/*%0a.pl: /scgi-bin/scripts/*%0a.pl:
interesting... has been seen in web logs from an unknown scanner.

+ GET /configure/: /configure/: Admin login page/section found.

This
This
This

This

This

This

This
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might
might

might

might
might

might

be

be

be

be

Router Skipfish test screen shot




Switch Nikto test output example

- Nikto v2.1.5/2.1.5

+ Target Host: 192.168.10.3

+ Target Port: 80

+ GET /: The anti-clickjacking X-Frame-Options header is not present.

- Nikto v2.1.5/2.1.5

+ Target Host: 192.168.10.3

+ Target Port: 80

+ GET /: The anti-clickjacking X-Frame-Options header is not present.

+ GET /: Successfully authenticated to realm ‘'level 15 access' with user-supplied
credentials.

+ GET /kboard/: /kboard/: KBoard Forum 0.3.0 and prior have a security problem in
forum_edit_post.php, forum_post.php and forum_reply.php

+ GET /lists/admin/: /lists/admin/: PHPList pre 2.6.4 contains a number of
vulnerabilities including remote administrative access, harvesting user info and more.
Default login to admin interface is admin/phplist

+ GET /ssdefs/: /ssdefs/: Siteseed pre 1.4.2 has 'major' security problems.

+ GET /sshome/: /sshome/: Siteseed pre 1.4.2 has 'major’ security problems.

+ GET /tiki/: /tiki/: Tiki 1.7.2 and previous allowed restricted Wiki pages to be
viewed via a 'URL trick'. Default login/pass could be admin/admin

+-637: GET /~root/: /~root/: Allowed to browse root's home directory.

+ GET /cgi-bin/wrap: /cgi-bin/wrap: comes with IRIX 6.2; allows to vie




Switch Skipfish test screen shot

¥

was a qreat day for sciencet

BE: g wan pm|




Appendix C - SNMP enumeration tests screen shots

Router SNMP enumeration test screen shot
. =_ -

Switch SNMP enumerationt screen shot




Appendix D - SSL/TLS scanning tests screen shots

Router SSLSCAN test screen shot
== sc t- Jbertz * (& e

(3] 12) Msetting up sshhttps. & qui a 1 Xpdf 370 L)) mzeem(g

-8 x

File Edit View Bookmarks Settings Help

- root : sslscan

- tissled : TLSSLed.sh

@9 = 05:11 pm




file Edt View Bookmarks Settings Help

- tissled : TLSSLed.sh

root : bash




File Edit

View Bookmarks Settings Help

36:07 pr




Appendix E - Protocol Flooding tests screen shots

n shot

Switch UDP.pl test wireshark scree
® " 3 t B

Ble Edt yiew Go Copture Analere Statistics Telephory Jools mternals  Help
oy [ e ol - A
Sadee mHXas W+ TFL EHBE C a6 WM E G B
]

Fitar: | v | Exprassion... «
o, |rime | source | estination | protoce | Length| nta =
1764466 100, 91571300 182.168.10.2 192.168.10.3 NTR 43 resarved, reserved[Malformed Packet]

1264467 100. 51572504152, 160.10.2 152.160.12.3 NTP 43 reserved, reserved[Malformed Packet]

1264488 100. S1S7ES0 192, 168, 10.2 192.188.10.3 L 23 reserved, reserved[Malformed Packet]

1254465 100,9157910(152.168.10.2 152,168.10.53 NP 43 reserved, reserved|[Malformed Packet]

1364470 100. 9158160 167 168.10.2 192, 168.10.3 NTR 43 reserved, reserved[Malformed Packet]

L3447 100, BISOS00) 192, 160, 10,2 182,168, 19.3 NTE 43 reserved, reserved[Maliormed Packet]

1284472 100. 9158600 192, 188, 10.2 192,168,103 Lt 43 reserved, reserved[Maliormed Packet]

1354473 100, 51306600153, 168, 10. 2 192.168.10.3 NTR 43 reserved, reserved(Malformed Packet]

1254474 100915770192, 168.10.2 192.168.10.3 NTR 43 resarved, reserved[Malicrmed Packst]

L264aTS 100, S1SHBE0 160, 168, 10.2 192, 168.10.3 NP a3 reserved, reserved[malformed Packet]

1262476 100. 5158940 162, 168.10.2 192.168.10.3 NP &3 reserved, reserved(Malformed Packet]

1262477 100, 9159030 192, 168, 10.2 192,168.18,3 NTP 43 reserved, reserved[Malformed m:keﬁ

1264470 100. 91581104162, 168.10.2 182.160.10.3 NTR 43 reserved, reserved[Malformed Packes!

1244479 100. 9159190/ 192, 168.10. 2 192.168.10.3 i 43 reserved, reserved(Maliormed Packet]

1262480 100, 9155200 192. 166, 10.2 192,168,10.3 NI 43 reserved, reservedMalformed Packet]

1364481 100. 9158360187, 168.10.3 192.168.10.3 NTR a3 resarved, reserved[Malformed Packet] J
TIRLARD 10, BISASAN 1D, AR, 10,3 LR RLE ] NrE AN ranaruad, rasaryadMal farmed Backat] =

1 I i}

000 0O Ob be 19 53 00 00 le ec Bd 91 66 OB 00 45 0O =

10 02 1d €0 €0 40 00 1 a5 7a cO aB Oa 02 <O a8

0020 04 03 b6 95 00 b DO 09 95 O 30 L]
@ *7 | File: "tmpiwireshark_etho_201310 Paciets Displayed: 1280096 ... i Profile: Defauk




Appendix F - Web Server stressing test screen shots

Router SIEGE 15 users test screen hot




Bookmarks

File Edit View Bookmarks

Settings  Help

Settings  Help

bash

root : siege




Appendix G - Brute Force Directory and file test screen shots

Router DIRB screen shot

dolp

B /dirb hitp://192.168.10.3 wordlists/big. txt -u admin: theking -0 /root/Desktop/dirb-switch




Appendix H - Fuzzing tests screen shots

Router BED screen shotl
W == < i

Se Lol W OpenOffice.c 3 M TFTPgul 4 Xpi B ‘ =) q;;) 37-28 pm(

- bod : bed pé




i how to bog bulfer astiveties in ., 38 | | mintTo9-swich feveliSiesee... 5 | M Smai: Email from Google ®+

& [@ 19255003 = (9 e

B eackwack Lmee [foffensas secunty Elexplat-nn Wy Arerack-ng lsomarm

mint709-switch

command |

output

Comnand hane WL wswr Lewsl 15 anear
soplats WRL wan: /Laval 1S unac ubis bafFarasall
samand usst  ha butfars all

.
«

show buffer header and all data

shaw buffer header anly

“Shaw butfer haader and packet dats

comnand conpleted,

07:07 am

Edit View Bookmarks Settings Help

spikefs : bash




= [ splker 3
) @ maz pevein:
Ele Edt View Higtory Bookmarks Tools Help

Router SPIKE test No buffer failures
®

S dq)) 3638 pm|

[@ 102,168

1

B BackTrack Linux [fjoffensive security EBExploit-DB WyAircrack-ng [ Somarm

maz

He

Command

Output

Conmand base-URL was: /level/15/axec/
Complete URL waz: /Level/15/exec/ /shaw/buffers/Failures
onmand shaw buffers Failur

Caller Pool Size When

command cospleted.

Router SICKFUZZ test screen shot

= W sickfuzzrouterv2 - Dolr € Problem loading & Kor utertest-not. Kfuzz routerv2-wiresh

file Edt View Bookmarks Settings Help

A A A A A AR AN A A NS A AN

A A A A A A AR A A A A AN AN A AN
ot

sickfuzz : bash




Router SICKFUZZ test buffer failures
, — Y 5 B

| El konsole

3 B Systam Monitor sickfuzz note . W2 q)) 3749 pm|

©) & ma <t s - e EE
Ple Edit View Higtory HBookmarks Tools Help

maz flevel/1S/exec/-/showfbuffer... | g

st [@ 192.168.201 -

EackTrack Linux [foffensive Security [Exploit-DB Wy Aircrack-ng [liSomar

maz

Home  Exe Configure

Command l

Output

Connand base- WL Level 15/ exec/-
Conplete URL was: rshow/buf Fer s/ Fai Lur es
Conmand vas:

Poal size
snall 60
Snall 60
snall 60
Snall 60
Middle 60
Snall 60
snall 60

all 60
snall 60
Snall 50

platad.

Pa: 2658 pm|

Edit View Bookmarks Settings Help

sfuzz : bash




Router SFUZZ test No buffer failures
- F %

Ble Dt View Higlory [ockmarks Teals Halp
maz feveliStexec)-ishowbuffer,. | &

& W 9 [@ wzi0e100 -2 - e
osckrack Linux [l offersve Securty DlExplit08 W aircrackng Jlisomarm

maz

toms  Exex  fonfigure

command [

outpt

Y -
Complate WL mass 1

caller ool

conmand completed,

no buffer failures

s - Moailia Arefox
Fle Edit View Higtory Bookmarks Tools Help

[l how to log buffer activeties in .. 3§ | || mint709-switch flevel/15/exec... 3¢ |14 Gm
e« g 1&2)6810‘3 i vibuffersft

: Email from Google ®| 4+

¥ BackTrack Linux [fjoffensive Security flExploit-DB Wy Aircrack-ng [l SomaFM

mint709-switch

Command |

Output

Command base-URL was: /level/15/exec/-
Complete URL was: /level/15/exec/- /show/buf fors/Failur os
mand was: shew buffers failures

caller Pool Size when

conmand completed.

a




Switch SPIKE test screen shot
®

spikers : bash

mint709-switch Aevel1S/exec/-/... |k

; S [@ 152.168.103 z ¢

3~ g

Wsackwack Linux [Jfjoffensive security EExploit-0B WyAircrack-ng [ Somarm

mint709-switch

Command |
output

w/buffers/Failures

Caller Pool Size nhen D

comnand completed

Highlight gll [JMatch case (3 Reached end of page, continued from top

- 07:36 pm

® Find: [username 4 previous b hext




SWltch SICKFUZZ test screen shot

File Edit View Bookmarks Settings Help

- sickfuzz : bash

W — = ®sckiuzswich -Dophin & Bl Konsole tem Monttor fuzz-routertest-nof T sickfuzz-switch wireshark 3 ) 2800 pm(

) & munt709-switch -8 x
fle Edit view Higtory Bookmarks Tools Help

mint709-switch flevel/1s/exect-... | 4k

WBackTrack Linux [jjoffensive Security EBExploit-08 WyAircrack-ng [l Somarm

mint7 09-53vitch

Command [

output

Conmand base WAL wasi /Level/15/exsc/.
Complete AL was: /level/15/exec/- /shou/buffers/Failures
Conmand was: show buffers Failures

conmand conpleted

2

® Find: [username 4 previous » Next - Highlight all [IMatch case [ Reached end of page. continued from top




Edt View Bookmarks Settings Help

- sfuzz : bash

f 2 q]) 9731 pm|

- 8
Ble Edit \View Higtory Bookmarks Tools Help

mint709-switch flevel/15/execs-/... | 4

St [@ 192.168.10.3

B¥eackTrack Linux [Jfjoffensive Security lExploit-DB Wy Aircrack-ng il SomaFm

mint709-switch

command

was: /level/15/exec/-
/level /15 /exec/- /shaw/buffers/Failur es
Conmand was: shew buffers failures

5

caller Pool size When

command conpleted

=

k]

. 9 g 07:31 pm
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