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ABSTRACT

We introduce a new technique for distributed real time restoration of high capacity
telecommunications transport networks. Network rastoration is the process of rerouting the
digital carrier signals of one transmission span via the spare capacity on diverse facilities, when a
failure occurs. The widespread installation of large capacity fiber optic transmission systems
(FOTS) has created a need for advanced forms of restoration, bacause cable-bome FOTS are
highly susceptible to cable cuts. Attention has so far been focussed on the idea of centralized
control of automated digital crossconnect systems (DCS) for future restoration systems but there
are outstanding problems in speed of response, central database integrity, and dependence on
telemetry during a span failure.

We develop a new methad in which the computation of restoration plans is automatically
distributed over the DCS's of a network, so that reroutings are computed and executed
autonomously without any recourse to central control or global network knowledge. Every node
derives isolated crosspoint operating decisions which, taken collectively at the network level,
form coherent large-scale restoration plans. Our method uses a protocol for the isolated
manipulation of quasi-static indications, calied signatures, which are impressed, transparently,
onto every carrier signal of the network. Every node resides in, reacts to and modifies a sea of
signatures within its vicinity. Restoration is only the system level manifestation of their massively
paraliel collective interaction.

This Selthealing protocol is characterized by the concurrent execution of numerous task
instances that interact asynchronously in defined study network models. Results show that
complex but efficient multiple path restoration plans are reliably devised and deployed in under 2
seconds. In one example, 10 restoration paths, up to 13 spans long, were established in parallei
over 7 distinct routes by the blind coordination of 16 different DCS machines. The restoration
pattern was as efficient as topologically possible and took 880 milliseconds to deploy. The
method finds 100% of all the paths that are topologically possible in the test networks and yields
path length efficiencies of over 95% with respect to those obtained by a centralized reference
algorithm. The most important advances are the new paradigm for distributed interaction via
signatures and the method for simultaneous synthesis of multiple disjoint paths.
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CHAPTER 1 INYRODUCTION
11 Tho Reatoratlon Problom \ :

At 11:20 AM. E.S.T on September 21 1887, a work crew of the Public Service Elactric and
Gas Company was using a power auger to dig a hole for a utility pole in Trenton N. J., between
New York and Philadelphia. The auger hit and savered a 3/4 inch polyethylene jacketed 12-fiber

“lightwave cable which was a backbone carrier facility of one of the heaviest telecommunications
routes in the worid. Had only one fiber failled, an automatic span protectlon switching (APS)
system would have switched traffic to a dedicated standby fiber in the same cabie, within about
200 mgec. However, the protection subsystem was now helpless, with all working and standby
systems severed by the cut.

About two seconds after the cut, an estimated 100,000 affected telephone calls and
computer data connections between New York, Philadelphia, Washington, Boston and dozens of
smaller centres on the Eastern seaboard, plus traffic destined for overseas, went from a state of
temporary interruption to being permanently abandoned as numerous telephone switching
centres "busied-out” all trunks affected by the carrier system failures. In total, about 125,000
trunks were out of service. Spares on physically diverse routes existed, but it took over two
hours to restore manually as much capacity as possible over those routes. Physical repair was
finished in seven hours through an almost military emergency mobilization of major equipment
and the efforts of hundreds of personnel. The primary event resulted in massively mls-
engineered traffic loading on parts of the network not directly affected by the fault. Long distance
telephone service over large parts of the network experienced heavy blockage for several hours.
An undisclosed number of private leased data iines ware out of service for the entire day.
Amongst those affected was United Airlines, which lost all of its connections to retall travel agents
for the day and a large data processing company lost service to thousands of its customers.
[FoleB7]

The above incident is a dramatic but increasingly frequent fllustration of the need for an
advanced method of carrier facility restoration. This is formally called the restoration problem in
modern telecommunications practice. The objective in restoration is to reroui« carrier signals
rapidly and accurately via diversely routed spare transmission capacity in a network when a
failure takes down both the working and.sp'are links on a given span or, when a partial span cut
fails more working systems than are protected by the APS subsystem. This problem is
significantly ditferent from the well-studied packet routing and call routing problems and presents
very demanding real time computational challenges. To date there has been no published report
of a distributed real time solution to the restoration problem. Such a technique is the main
contribution of the present research.



The racent interest in an automated sysiem for restoring route outages in the inter-office
transport network is motivated by two developments: (a) the widespread deployment of fiber
optic transmission systems (FOTS) and, (b) the simultaneous development of electronic digital
crossconnect systems (DCS). These trends create both a new need and a new opportunity:
fiber networks carry higher capacities in a single cable than ever before and they are
experiencing outages due to cuts at an alarming rate. At the same time, remotely-controlled
electronic DCS machines are being designed to improve restoration times by centralized
automation of the traditional process of restoration by manual rearrangement of carrier signals at
the DSX crossconnect panel.

The hypothesis of this work is that the deployment of DCS machines represents an
opportunity for an advance in the speed and simplicity of network restoration which is well
heyond the obvious step of automating today’s ianual restoration methods. That is, there is an
opportunity to use the new DCS technology to address restoration in a completely new way,
rather than simply to automate today's methods. Our idea is to recognize that every DCS
machine is also a computer and to consider the entire transport network as one distributed muiti-
processor. We have then posed the question: "How can the computation of network restoration
plans be distributed over the DCS processors of a network so that reroutings are computed and
executed autonomously in real time, without recourse to any centralized control or databases of
global network configuration ?* The hypothesis that DCS machines can autonomously restore
the network in real time without reliance on cenrtral control or databases we call "the Selthealing
Network". Selfhealing does not replace centralized supervisory control of the network. Rather, it
is envisaged as a real time assistant to centralized operations systems which will : (a) restore
cable cuts without loss of connections in pro_ . ss, (b) replace span protection switching
subsystems in transmission equipment, (c) reduce speed and database requirements for
centralized network control systems, {d) reduce the structural availability and redundant capacity
requirements of fiber optic networks. '

in the following chapters, we will show how DCS machines can be endowed with the ability
to compute isolated crosspoint decisions, rapidly, safely and autonomously, which taken
collectively at the network levei, synthésize coherent and efficient restoration plans comprised of
muiltiple fully link-disjoint carrier signal paths, even though no DCS node has a global view of the
network before, during or after the event.

1.2 Severity and Economic Impact of the Restoration Problem
The rapid deployment of fibre-based networks since 1981 has created the potential for
major service outages when fiber cables are damaged. Bit rates in commercial fiber optic
transmission systems (FOTS) have risen from 6.3 Mb/s in 1981 t0 1.2 Gb/s in 1988. At 1.2 Gb/s,



a single fiber carries 16,128 voice circuits (or equivalent data) and there may be up to 48 fibers In
a cahle. This high capacity plus advantages In cost, bandwidth, payload flexibility, quality of
transmission and immunity to electromagnetic interferance have given digital fiber optic
technology a position as the medium of choice for the future transport network. In fact, high-
spead multiplex and transmission standards for the future are being exclusively optimized for
lightwave technology [SONETA8).

Despite these advantages however, FOTS Is a cable-based technology and has proven
susceptible to frequent damage. From 1886 to 1988, at least a half<dozen events similar to the
Trenton event cited above have been reported. These have been due to such hazards as:
construction work, lightning strikes, rodent damage, craftsperson error, fires, train derallment,
bullets, vandalism, car crashes, ship anchors, trawler nets, and even shark attacks! [Szen86),
[Doras6], [Nellgs], [Vicks7], [Sauls6], [Abe88a], [Fole8?], [RoecB?]. [Marrg?7), [LiCa88],
[Meyes8], {Eckh8s), [Mayo88], [Titc88], [Kreig8], [Zorp89)]. As Plates 1 and 2 indicate, revenue
losses of $US 75,000 to 100,000 per minute of outage have been reported for such events (see
also [Nell86]). The large capacity of FOTS, and the fact that they become even more economic
when large amounts of traffic are aggregated to load a fiber system, means that there is a
tendency towards sparsely connected networks with fewer but more heavily-loaded routes
[AbRi86] [RoRo86]. Fiber cable cuts are therefore not only more frequent than facility outages in
microwave networks, but each cut gencrally has more serious consequences in terms of
numbers of connections lost and the subsequent blocking performance of the network [RoRo86).

Recognizing these trends, cable vendors and network planners have taken complementary
steps to address the problem. Cable equipment vendors are improving methods of cable
location, typified in Plate 1, and methods of fast physical repair by splicing, as evidenced In Plate
2. These approaches aim to improve structural availability by intrinsic physical means. Network
planners are simultaneously pursuing means for synthetically maintaining service availability
through improved restoration of traffic via spare facility routes. New network planning criteria are |
being adopted in which physically diverse routes and closed topologies are mandatory, so that
no major centre could be totally isolated by a single facility cut and so that relatively high levels of
redundancy exist overall. Whereas microwave networks tended topologically towards minimum
spanning trees (see [Chri75), [Thom76]) fiber-based networks are evolving to closed topologies
in which no single span loss can disconnect part of the network graph ([Grovsé], [Fari81],
[RoRo86] advocate and describe such topologies). In addition, network planners are pursuing
automation of the previously manual 'DSX’ cross-connect panels {TelC83] at which the carrier
facilities have to date been rearranged when needed. The latter is intended as the means for
providing the agility for relatively quick reconfiguration within the span-diverse topologies that are
planned.
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Plate 1. Technical advertisement for cable locating equipment
emphasizing the economic hazards of fiber cable disruption.
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Plate2. Technical advertisement emphasizing importance of fast physical
cable repair as one form of restoration.



It is generally recognized that, because of fiber's vulnerabllity, future transport networks will
have route structures in which it is topologically possible to restore any single span failure.
These properties of the network are not at issue in the present work. It is important for the reader
to appraciate that, without the topological possibility of rerouting, all forms of restoration system
are powerless, regardless of their spead.

What is keenly at issue at the present time however, is how best to use electronic DCS
machines for fast network restoration. Until the present work, one assumption has been
ubiquitous within the field : DCS machines would be centrally controlled, with all crossconnection
commands downloaded to each DCS to implement restoration plans, based on global
knowledge at the central site. Centralized control will provide great improvement in restoration
times with respect to manual methods. The 6 to 8 hours required by manual methods will be
reduced to perhaps 10 minutes. However, we argue that it is feasible and important to leap-frog
this level of performance by reducing restoration times even further, to below 2 seconds. This is
an objective that to date has not been anticipated. We argue that, in addition, it is important to
remove the dependence of a restoration system on access to a correct and up-to-date
centralized global database of the network in order for it to act safely and effectively. Let us now
look at the special significance of achieving restoration times of less than two seconds.

1.3 The Call-dropping Threshold: A New Goal for Restoration Speed
The motivation for pursuing the fastest possible restoration times is not just the economic
one of reducing total outage. A marked characteristic change in network performance happens
if restoration times below two seconds can be obtained. Itis a property of today's network that,
if the interruption due to a cable cut lasts longer than two seconds, all calls in progress will be
lost. ! In every cable cut in today's network such loss of all connections is ensured. We consider
this so-called ‘call dropping threshold" (CDT) to be the ultimate objective of imponance for a
restoration system. However, this goal is not presently sought or generally believed to be
feasible by any centralized control scheme.
For telephane callers, loss of a connection during the talking phase of a call is arguably just
a nuisance: one has simply to hang up and dial again. Howaever, the impact on the numerous
data processing and computer communications networks is much more serious. Hundreds of
custom data networks exist for which there is no simple equivalent to hanging up and dialing
again: these‘ are whole networks which may have taken days or weeks to commission completely
and to test and debug. Once these networks are 'up’ they assume that their dedicated
connections are supposed to stay up all the time. In such cases the impact of an interruption is
well beyond nuisance value - it is very costly in direct terms and indirectly in lost productivity.
Some widely used types of data processing networks require a complete system regeneration to



recover from an outage lasting over two seconds and this can take most of a day in a large
corporate data network. in addition, sudden disconnection In the middie of activa transactions In
networks of point-of-gale transaction terminals, automated tellers, airine flight data networks,
personal computers, stock and commodity trading networks, news reporting networks, trucking
fleet networks, medical organ tissue-matching networks, etc., can cause an uncertain state from
which it may be difficult or impossible to recover the application state. Therefore, as the volume
of data communications rises in the network it becomes espacially important to avoid the loss of
connections in progress.

Another detrimental effect of a major call-dropping event is that the dynamic traffic surges
that can result may threaten the stability of large telephony central office switches. This issue Is
far less documented although anecdotal evidence abounds in the industry. To Hllustrate this
additional principle which motivates our work, we have conducted a side-investigation to assess
the magnitude of call-reattempt surges that could occur under plausible conditions of trunk
group loss, followed by restoration below and above the CDT.

1.3.1 Traffic-related Dynamic Effects of Fast Restoration

A study was undertaken as an adjunct to the present work in order to investigate the
dynamic traffic effects at the call-processing layer of the network which can be assoclated with
interruptions in the transport network.2 The goal of this study was to define manageable but
realistic conditions in which to conduct trunk-group cutting experiments. Simulation was used
because the phenomenon involves dynamic non-stationary statistical processes. The traffic
engineering principle of prime relevance is the sensitivity of a large group to overload, a
phenomenon which is well-known to be dramatically nonlinear (cf. [Bear8), [Hill79]).

In the simulations, 83 minutes of real time were simulated at 1 msec resolution. Individual
call arrivals were generated randomly according to standard Poisson birth/death processes. The
arrival rate and call holding times were adjusted to create an equilibrium trunk utilization of 0.71
erlang/trunk (a typical trunk utilization in the inter-office network) in a group of 50 outgoing
trunks, for a total of 35.3 erlangs offered traffic. After allowing time for the arrival/ departure
processes and group occupancy states to reach equilibrium, a facility fallure was simulated
affecting all 50 of the outgoing trunks at time t= 33 minutes. A hypothetical restoration system
then restores 80% of the lost trunks, (a) just after the call dropping threshold, (b} just before the
call dropping threshold.

Throughout the simulation, the normal call arrivals process carries on and any call arrival
that encounters blocking (all trunks busy) is shunted into a re-attempt pool where it tries again
after another random interarrival time. A uniform random re-attempt waiting time distribution was
used as a simple model of subscriber re-attempt behavior. Any call-in-progress that is 'dropped’



as a result of a trunk failure longer than the CDT also goes into the reattempt pool and obeys the
same rules. These relatively simple but representative circumstances are sufficient to give a
dramatic demonstration of the value of a restoration system which can beat the CDT, even if only
80% of total restoration is possible.

One selected result (Fig. 1.1) shows the offered call attempts rate versus time under the
simulated conditions. In (a) the restoration system acts to rastore 80% of the entire trunk group
but does so just after the CDT. Consequently all calls are dropped and go into the statistical
reattempt pool. In (b) the same amount of total restoration occurs but it does so before the CDT,
s0 that only calls on the 20% of unrestored trunks are dropped and go into the reattempt pool.
The sharp contrast in the dynamics of these two cases has to do with inherent nonlinearities of
traffic engineering. In a real spancut, dynamic transients of this nature could be expected to
occur on every trunk group affected by the failure, so the complete transient in offered load due
to loss of @ major carrier facility could generally be much worse in reality. The concern with
behavior such as in Fig. 1.1 is that it is simply not known with confidence how large, modern
software-controlled switching machines react to events like this. Many suspect that more than
one total crash has been due to such transients. Very fast restoration can therefore mitigate
exposure to this type of stress on the call-processing elements of the network.

1.4 Present Methods and Plans for Centralized Restoration

Methods for the restoration of DS-3 (and DS-1) rate digital facilities have evolved little since
the first days of commercial digital transmission. The present method for restoration is manual
rearrangement at passive DSX-3 crossconnect panels as outlined by Doran [Dora86]. The
sequence of patch operations is determined from stored plans or is developed at the time.
Crews are dispatched first to patch the rearrangements and then to proceed with physical fault
location and repair. The tima to restore traffic by manual patching varies significantly from one
administration to another but averages from 6 to 12 hours [Dora8g6], [Nell86], most of which
tends to be travel time to the unmanned transmission hubs where the DSX-3 flexibility point is.
Fluery reports a minimum of 1 hour for restoration by such means. [Fleu87]. In the UK, where
population densities are higher and terminal centres are manned 24 hours a day, it is reported
that British Telecom achieved manual patch restoration times of 20 minutes to 3 hours [Schig7].

The major problem with manual restoration is the long time needed to recover the required
route cards, to ensure such records are up to date, to develop a rerouting plan and to alert and
dispatch the personnel needed. Even then, the chance that a manual error or an error in remote
coordination can result in a misrouted DS-3 or further disruption of working circuits is a
significant concern. Coordination difficulties are especially a concern when failures affect
multiple operating jurisdictions, as in the case of Telecom Canada.
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The predominant view at present is that restoration in the futuro:wlli,“bo based on DCS
machines as a vohicle to automate the above process, without any fundamn?ntal change in the
basic steps of restoration.3 Essentially, men in trucks will be replaced by remote telemetry links
and the record cards will be replaced by a computer database. Systems of this type are
describad or proposed by Doran [Dora86], Noellist [Nell8s], Vickers [ViVIB7), Grover [GrRo85],
Fluery [FlueB7], Brant [Brangs], Birkwood [BIAIg8], Saul [Saulas), Yan [Yan88), Zanella
[2ane8s), Hasegawa [HaKa87], Sutton [Suttas], Schickner [SchiB?], and Grosvenor [Gros87).
While most are satisfied with the improvement from hours to minutes that centralized automatic
restoration will provide, there are still many things left to be desired in such a solution. The
contralized approach raises concern about the size, cost, complexity and vulnerability of the
survelllance and control complex that will be needed for transport management. In addition, the
centralized approach does not ultimately address the hazard of a rerouting error which remains
depandent on database accuracy, nor does it reduce the difficulty of multi-administration
coordination.* A centralized system will be dependent on the ability to maintain a complete,
consistent, and accurate database image of the network over years of operation. Eventually one
n.aintenance change that is not immediately and correctly reflected in the database creates the
possibility of service-affecting error during a centrally controlled restoration event. Such an event
would not only falil to restore the fault but is likely to cause secondary outages from which it could
be quite difficult to recover.

With centralized control, all connections will continue to be lost whenever a cable is cut
because the outage duration remains much longer than the call-dropping threshold and various
data protocol thresholds. This means that automatic protection switching (APS) systems will
continue to be required in transmission systems to handle single-fiber failures without call
dropping, as in current practice. Operating companies will then have to bear the cost of DCS
machines plus the ongoing use of APS systems. By comparison, a restoration system fast
enough to beat the CDT can eliminate the separate requirement for span protection switching
and obtain greater benefit out of the existing investment in dedicated spare span lines.

Centralized control of DCS machines requires redundant high-availability telemetry
arrangements so that the very facllity cuts to be restored do not simultaneously remove all
communications with the central control site that will issue restoration commands. This requires
redundant communications interfaces on the DCS eqjuipment and special engineering
considerations for the operating company to monitor the mapping of circuit provisioning onto the
span facility.

Centralized control also runs the risk that a failure in the network will coincide with down-
time at the central control site. By comparison, the Selfhealing strategy allows autonomous
isolated operation of DCS machines during the emergency. There are no database
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requirements, and no depandence on telemetry to the central control or availabllity of the control
site. It is however always envisaged that Selfhealing crossconnects would still have telemetry
links .to a central administrative site for overall supervision and normal pravisioning and
maintanance. Only in time-critical, restoration events is it necessary for the DCS to function all
on its own. The administrative centre still runs the network in an overall sense but it has the halp
of a field-deployed assistant to deal with the real-time problom of restoration, theraby avoiding
the need to specify real-time database intensive operations in the network operations system.

1.5 History of the Present Project and Related Developments

The idea that DCS machines might be able to interact autonomously with each other to
solve restoration problems, not necessarlly operating under central coordination, began in
Audust 1986 as a response to practical difficulties in the design of a centralized control system
for DCS machines. From 1984 to June 1986 the author was involved in the planning and design
of DS-3 and SONET-based DCS equipment at BNR. During this time two points bacame clear:

(1) The survelllance and control system for a DCS-mediated centrally controlled transport
network would be very complex, software intensive, and vitally dependent on the integrity of
remote telemetry links and of the database imag= of the network from which restoration plans
wotld have to be derived and downloaded as fast as possible. 1t was generally recognized that
rellable attainment of a ten minutes restoration time would take years of software development
for the near-real time control system and surveillance software. In the end, costly APS systems
would still be required in addition to DCS machines.

(2) Each DCS machine would be a powerful computer system in its own right. Although DCS's
would be relatively isolated and completely without global knowledge of network configuration,
each would nonetheless have on board a Motorola 68020 or Intel 386-class 32 bit processor and
multitasking operating system as a standard engine for control, maintenance, telemetry, and
feature development purposes.

When taken together, (1) and (2) amounted, in the author's view, to the following
undesirable and ironic situation: we were trying to develop a cumbersome software-intensive
control system for near real time centralized coordination of a distributed network which was
itself virtually f/ittered with powerful idle processors in every node. An intuitive suspicion arose
that there had to be a more natural, more elegant, approach to the restoration problem - one in
which DCS machines would efficiently, quickly and reliably solve restoration problems amongst
themselves.

The ideas behind Selfhealing were however preceeded by a separate idea for the use of
signatures [Grove7a] simply as an in-service network-level path audit mechanism for DS-3
networks in order to improve the integrity of the network database which is critical for centralized
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restoration. Signatures provide a hardware-level audit trace of individual digital paths wherever
they actually run in the network, as a check against whare the databases think they run. The bast
analogy for this use of signatures Is tho radioisotope laballing methods used to selactively
illuminate certain arterias, etc. in madical diagnostic work.5 Tha problem of carrying signatures
motivated a companion study on methods for auxiliary signalling transport in DS-3 networks.
The companion study proposes and analyzes thrae original approachas to the problem. These
aro reported in [GrovB7a), [GrKr87), [Grovaac] and are reviewed hera in Ch.5.

The principal ideas of Selfhealing arose subsequently in 1986-87 as a scheme which relies
on the interaction of signatures, as opposed to conventional messaging batween processors, for
distributed detarmination of restoration plans. This led in early 1987 to the study of example
networks by hand to refine the ideas of how signature processing for Selfhealing would work. A
PC-based network emulator was then developed which would mechanise the numerous complex
signature interactions between nodes in Selfhealing to test the hypothesis that multiple
independent restoration routes could be determined in a distributed manner by local pracessing
of signatures. A working Selfhealing protocol was obtained through use of the PC-based '
emulator and characterized in two representative study networks. These results were published
in Nov. 1987 at the Global Communications Conference [Grov87b]. The Selfhealing protocol
itself was not fully disclosed then (nor has it otherwise been disclosed prior to this thesis) to
preserve ATRC's patent rights. The 1987 publication outlined the approach, the main principles
and gave study results. This paper brought a significant response from Bell Labs, Bellcore, DEC,
BNR, NEC and others and triggered related studies at those organizations. Exactly a year after
the above publication (Nov 1988) Belicore and NEC Laboratories published papers describing
their own approaches to distributed DCS based database-free restoration scheme (and
acknowledged them to be Selfhealing-inspired) [YaHa88], [Amir88]. There Is however an
important difference in both of these other methods which have arisen since this work: they both
convert the problem of finding k-shortest independent restoration paths into k separate time-
consecutive phases in which one path is found in each phase. This avoids the major difficulty of
ensuring disjointness between the several paths that are found i they are synthesized
simultansously. Howaever, Selfhealing does find all paths simultaneously in parallel and this
remains its largest single advantage over methods of the more recent workers in this area. In
addition the Bellcore, NEC, and other workers have yet to report any implementation and
characterization studies, such as are presented herein for Selfhealing, for their proposed
methods.

Two developments just prior to this writing are the following: (a) Starting in January 1989,
Telecom Canada is funding a major research contract at ATRC to study the impact of Selfhealing
on the availability, topoiogy, and capacity requirements of the Canadian long haul fiber network
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as envisaged around 1985. (b) A submission to the US patent office, made in 1887, received
official examination and 76 (out of 78) claims have been allowad. An igsusd patent on this
method will therefore be forthcoming. '

1.6 Outline of Thesis

The chapter structure of the thesis follows four themes: Ch's 1, 2, 3, 4 are devoted to the
problem. This includes background, a raview of the fliterature and definition of new theoretical
measures relevant to the performance of a restoration system. Ch's 8, 8 give the substance of
the new method, primarily the Selfhealing protoco! and the concept and detalls of event-driven
interaction through signatures rather than through messaging. Ch 7 explains the research
methods used. Ch's 8, 9, 10, 11, 12, 13 are all results chapters. Within this overall 4 part
structure, individual chapters cover the following areas:

Chapter 2 completes the necessary background, begun in this chapter, on transpor
network technology and terminclogy and reviews the properties of the real transport networks for
which Selfhealing is intended to be used. This serves as a basis for study network models used
later in the work.

Chapter 3 is devoted to an original formulation of restoration in terms of a routing problem
and to establishing the uniqueness of this particular problem in the existing literature on
distributed routing algorithms for both data and call-routing applications and in the literature of
shortest path problems in graph theory.

Chapter 4 is a necessary preliminary to define quantitative measures of routing
performance which are appropriate to the restoration problem and to define the relevant
theoretical target against which the performance of Selfhealing (or any other advanced
restoration scheme) can be objectively assessed. An original centralized algorithm for finding k-
shortest link-disjoint paths in a multigraph is developed and introduced. This is a tool which we
will use to determine ideal reference solutions against which the distributed restoration plans
derived by Selfhealing can be systematically compared.

Chapter § is the first of two chapters which together give the substance of the Selfhealing
method. Ch. 5 is devoted to an explanation of signatures and the principles of massively parallel
distributed interaction through signatures as opposed to conventional interprocessor messaging.
The particular advantage of signature-based interactions to the multigraph routing problem
presented by the transport network is explained. DCS based support hardware for Selfhealing
Signature processing operations and methods for signature transport in the DS-3 signal are also
explained.

Chapter 6 is a detailed description of the Selfhealing protocol, ie. a protocol through which
restoration plans are derived autonomously in real time by event-driven signature processing.
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The net effect of the protocol at the network leve! is first explained to convey overall concepts.
The focus then shifts down into a single node to describe the acetions of the protocdl in case-by-
case terms of signature-manipulations in response to pre-defined slgﬁaturo-related events that
can occur at any node. A graphical convention for representing signature relationships and
actions is used to aid the explanations. A complete formal spacification of the Selfhealing
protoca! (one that simultaneously puts into effect all of the signature rules described In this Ch.6)
accompanies the chapter as Appendix B.

Chaptor 7 describes those aspects of the research method which are important to
understanding how the method would be implemented in practice and how it was implemented
_for research purpases in our study network models. Two essential aspects of methodology were
(a) the use of truly asynchronous concurrent virtual-time execution of the protocol in order to
study network-level behavior from the interaction of all nodes running the protocol and (b) the
separate structuring of a protocol module and network emulator so that the protocol is written
and executes exactly as it would in a real DCS machine. These methods essentially deliver
experimental results on a prototype implementation, not functional simulation of an intended
behavior. An overview [s also given of the important mechanised research tools and methods
which were developed for timing, visualization, demonstration and debugging. The overall
research environment that was developed supported both synthesis (to arrive at the desired
protocol) and analysis activities (to characterize performance).

Chapter 8 presents Selfhealing results obtained for all spancuts in an artificial study network
called Smalinet. This is a highly connected network with a moderate number of finks and nodes
that facilitates complete graphical representation of the routing plans derived by Selfhealing
showing every link individually. Full graphical representation is an aid to inspection and
understanding that is not feasible for the larger study networks and this is Smalinet’s primary
raison d'etre. The results of this chapter are primary evidence that the synthesis cbjective of the
work (ie. a working Selfhealirig protocol) has been achieved. Smallnet results are also used as a
vehicle for introduction of restoration trajectory diagrams. This is a particular type of plot which
gives insight into the complex dynamics that occur in Selfhealing and assists in discussion of
index blocking and other effects which are introduced.

Chapter 9 is devoted to presentation and interpretation of equivalent results obtained in
three larger network models which are based on the properties of real transport networks. These
are referred to as the Bellcore, US and Metro networks. The data obtained comprise a
comprehensive set of 125 spancut experiments in varying conditions of topology, link length,
span redundancy, and path finding demand. The results are statistically summarized and
selected cases are discussed to show instances of path spreading, index blocking, and topology
shifting phenomena.
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Chapters 10, 11 and 12 aro devoted to parametric studios of important parametors. Ch. 10
axplores the effect of the repeat limit (RL) which determines the range-of-influence of a
Selfhealing event and the freadifetime of a remnant signature. Ch. 11 exparimentally
characterizes the rate at which the time required for Selfhealing grows with the size of a network.
For doployment in real networks it is imporntant to confirm that Solfhéallnd exhibits polynomial-
time, not exponential-time complexity. Ch. 12 explores the rolailvo offects of processor speed
and signature transfer time on the spood of Solfhaaling and examines the eoffect that the ratio of
these two parameters can have on solution topology.

Chapter 13 summarizes the work, identifies the major research findings and outlines areas
of further research, some of which are already being undertaken.
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CrarTER2 DiGITAL CROSSCONNECTS AND TRANSPORT NETWORKS

This chapter gives background on the networks into which Selfhealing will be deployed, and
on the intended host machine for Selfhealing; the DS-3 level digital crossconnect system. The
topologies, connactivities, sizes and physical extent of ihe real networks which we survey show
the relevance of the network models in which we later raport the paerformance of Selfhealing. Our
review of the essential architecture of the DCS machine and the ways in which it is augmented to
support Selfhealing is necessary background for later chapters. Some necessary terminology Is
also introduced.

2.1 Digital Crossconnect Systems

The DCS is a new type of switching machine which automates the functions of the traditional
DSX patch panel described in [TelC88]. Unlike the central office telephone switching machine
which handles individual telephone calls, a DCS performs switching to manage the configuration
of the transport network which carries those calls. A DCS operates directly on the digital carriers
of the network, without recognition or processing of individual telephone trunks or other services
horne on those carriers. For this reason, and because switching for transport network
rearrangements is much less frequent than in normal voice switching, the DCS is also called a
facility switch or a slow switch. Whether manual or electronic, the crossconnect provides a
defined interface point at which standard impedance, power levels, digital waveshapes and
timing jitter are guaranteed so that all items of equipment that source, sink or transport a digital
carrier signal can be interconnected in any manner desired.

A variety of DCS machines have been developed for various applications and a
standardized notation has arisen to describe a DCS. The notation DCS n/x denotes two
attributes: n is the highest digital hierarchical transmission level at which the DCS machine can
interface to transmission equipment and x Is the lowest digital level at which the DCS can switch
sub-multiplexed tributaries. The values of n and x refer to the standard levels of the North
American digital transmission hierarchy, ie: DS-0 = 64 Kb/s, DS-1= 1.544 Mb/s, DS-2= 6.312
Mb/s, DS-3= 44.736 Mb/s. (see [CCIT85], [AT&T88] and [Smit85] for details of these multiplex
levels and for the equivalent European practise.) For example, a DCS 3/1, interfaces at the DS-3
transmission level and can interchange digital tributaries at the DS-1 level or by implication at the
DS-3 level. The DCS 3/1 is primarily used to collect DS-1 facilities which share a common
destination to load efficiently a single DS-3 to that destination, a role called ‘grooming’. DCS 1/0
and 1/1 are used primarily for implementation of private business networks in which dedicated
DS-0 and DS-1 connections are provisioned to customers almost on demand. A DCS-3/3
interfaces at the DS-3 level and only performs switching directly at that level. Its primary role is in
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restoration and reconfiguration of the high capacity, high velacity DS-3 backbone inter-city
transport network. .

A DCS 3/3 is functionally a simpler machine than a 3/1 and a 3/1 can be used to emulate
3/3 functionality if desired. The pure 3/3 function is nonethaless requirad in the high capacity
transport network because the signal path delay énd lower availabllity of the more complex 3/1 is
unacceptable in the DS-3 transport network. While the signal delay through a 3/3 machine is a
few hundred nanoseconds, there is a minimum delay of 125 usec for every equipment stage that
has DS-1 processing. Some multiple of this time is typically introduced by a DCS 3/1, sufficient
to aggravate the echo-loss<delay planning problem in long distance networks ([HIEV73] or
[BTL71]). Inthe future it is expected that the DCS-3/3 will also be used for direct DS-3 customer
networking applications, such as for video conferencing, just as private DS-0 and DS-1 networks
are provided today.

In depth desdriptions of the design, funciion and planning for DCS 1/0, DCS 3/0, 3/1 and
3/3 machines can be found in [AvDuBEj, [ToUe86], [GrLi87], [Tole8?], [RoKa8s)], [Dekass],
[GrMo88a), and [BCor85]. For research purpcses we have abstracted from these and other
sources, a representative DCS architecture, shown in Fig. 2.1(a). The addition of a Selfhealing
capability will influence the DCS-3/3 design by adding signature registers (TS,RS) and status
registers (PS) to the port cards and by addition of the Selfhealing protocol as task to the DCS
0/$ (SH-task), as shown in Fig.2.1(b). Each of these additions is the topic of an entire chapter to
follow. The reference architecture is used throughout this work to define a basic computational
and interface environment for implementing and specifying Selfhealing. The reference model is
not meant to imply that only one DCS 3/3 implementation is possible but rather that for purposes
of Selfhealing, these are the essential architectural attributes. The philosophy is that by defining a
reference DCS architecture, the output of the work is most generally applicable. Selfhealing can
be implemented in any actual DCS-3/3, DCS-3/1, DCS-1/1 and SONET DCS STS-1/1 design,
whether using time switching, space switching or a mixture, by translating the specifications for
Selfhealing with the reference architecture into corresponding requirements for implementation in
any other design. By using this reference architecture we avoid assuming any one
manufacturer's DCS design and increase the feasibility of eventual standardization of the
protocol and associated signature format.

The reference architecture of Fig. 2.1. is nonetheless most representative of the pure DCS
n/n function and we do focus specifically on the third level of the digital transmission hierarchy in
this work because this is where the prime responsibility for network restoration resides {Dora86).
Notwithstanding the generality which strictly applies, we are in practise most interested in the
DCS 3/3 or SONET DCS 1/1 as the preferred vehicles for Selfhealing. Selfhealing in SONET
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[SONET88] networks will be functionally identical to that in DS-3 networks except that
~ detalls of signature transport will differ.

2.2 DCS and Transport Network Terminology

Some important aspects of the DCS 3/3 can be highlighted with reference to Fig 2.1. A port
is a single bidirectional interface which meets all relevant DSX-3 interface standards and provides
equalization, clock recovery, data regeneration and interface functions to adapt the Input signal
[CCIT8S5] to a format compatible with the switch core.! Every port on the DCS reference model
has receive alarm generation circultry and access, via data bus or equivalent means, to the DCS
0/S. In addition each port in the standard model has access to a common (or vectorad)
processor interrupt line. To simplify later discussion we assume that each port on the machine
has an interrupt vector which identifies that port to the operating system whenever that port is the
source of an interrupt. Alternatively, a single interrupt line with subsequent poliing can be
assumed.

A transport entity (TE) is a standard digital multiplex signal defined for the carriage of a
certain number of individual voice-equivalents and having a defined framing structure,
maintenance overheads etc. The transport entity is the basic unit of transmission capacity which
is manipulated by a restoration scheme. eg) a DCS-3/3 crossconnect is designed for
manipulation of DS-3 transport entities. The transport rate is the bit rate of the corresponding
transport entity.

A facillty is a physical transmission system which conveys a number of transport entities
between two restoration switching nodes. The ilne transmission rate of the facility should not be
confused with the rate of the transport entities that are conveyed eg) the FD-565 system uses a
570 Mb/s line rate to transport 12 DS-3 TEs per optical fiber. A facliity Is characterized by the
form of transport entity it employs. So for instance, FD-566 is a DS-3 facility.

In the following work ai link is a one-way virtual transmission line which conveys one
transport entity between two nodes (eg, one fiber of an FD-565 system implements 12 (one-way)
links a in a DS-3 transport network) and a circuit is the term used for a bidirectional pair of links
sharing the same end nodes. A working circuit has a bidirectional associated palr of in-service
transport entities carrying live traffic. The TEs of a working circuit bear a network-wide path -
identifier.2

* A spare circuit is a circuit between DCS nodes that is in a fully equipped and operational
condition but is presently not in service and is not part of any end-to-end digital path through the
network. A spare circuif is in all transmission respects identical to a working circuit and can go
into working mode simply by crossconnection to a live signal within the DCS and changing its
working/spare status bit. For this work, all circuits of a span are in a working or spare state.3
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A span is the complete set of circuits (working and spare) in paralie! between two nodes. A
span extends only between crossconnect machines. The 8ize of a span is the total number of
equipped circuits it includes. eg) the FD-6685 facllity has a size of 12 (DS-3 links) in each
direction. If only eight of the 12 possible circuits frcim the facility are presently terminated on a
DCS machine we would say the size of the span is aight.

A path is a serles of individual circults concatenated by connection through DCS machines.
Every working path (or just path) originates at a node in the network where an individual DS-3
transport entity is first created by a multiplexer or other equipment that originates a DS-3 signal
(eg. video codec) and terminates at the node where the DS-3 Is finally demultiplexed or otherwise
terminated. A restoration path (or replacement or rerouting path) is a series of sparo"clrcuita
concatenated by connection through DCS machines for the purpose of restoring end-to-end
continuity of @ working path that was disrupted by failure at some span in the route of that path.
A restoration path terminates at the two nodes in the network which terminate the span on which
the failure occurred whereas a working path terminates where the TE it conveys Is actually
terminated.

A path is specified by its route and, Iif necessary, by stipulation of an individual path number
when several paths sharing the same route (ie. sequence of spans) end-to-end. The logical
length of a path is the number of links (or spans) in series along the route of the path. Unless
stated otherwise, the length of a path in this work is its logical length, not its geographical length.

A route is the series of spans over which one or more paths are realized. A route may
support several paths but every path has only one route.

A signal identifier is a unique code assigned to every working transport entity in the network
when created by an originating multiplexer or other DS-3 signal source. (Source is here meant in
the sense of the primary information source, not in the sense that a DS-3 signal physically
emerges from each repeater or DCS in the signal path.) Every working path conveys one live
transport entity and the identifier of the TE carried by a working path is also called the path
identifier.

The size of a node is the total number of ports in service at the node. The span degree of a
node is the total number of distinct spans emanating from that node, directly connecting it to
other nodes in the network.

All spare circuits are assumed to have a null value in their signal identifiers and to
continually transmit a keep-alive self-test signal such as framed all-ones or blue signal as defined
in [ECSAB7b). Spare circuits (as well as working circuits) are constantly monitored for BER and
framing integrity by the receive DCS port function. Any spare circuit without an alarm of its own
is available for restoration purposes. If a spare has an alarm indication it will not be used in

restoration nor will it trigger restoration.
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Span restoratlon‘ is the problem of restoring end-to-end Integrity to the wnﬁdno paths
affected by any particular facility fallure between two nodes X,y. In span restoration no
knowledge of the ultimate destination of any individual sub-rate paylohd Is assumed or taken into
account. For example a DS-3 restoration batween nodes x,y may restore some working path via
node 2, without knowing that some of the DS-1s within the atfected DS-3 are ultimately routed to
node z. Such payload destination-based restoration is not the goal of span restoration.

Restorability (of a network) is the average, over all spans in a network, of the fraction of
working circuits on a spancut that can be restored if limited only by the inherent topology and
spare circuit quantities in the network. The redundancy (of a network) is the ratio of the total
number of spare links to working links in a network (Sspare/ Sworking).4

2.3 Reproesentative Transport Notworks

2.3.1 Telecom Canada

Telecom Canada's fiber network is based on 665 Mb/s line rate FOTS and interfaces to
terminal equipment at the DS-3 level. At 565 Mb/s each fiber carries 12 DS-3s If fully loaded.
Three diverse transcontinental facility routes are planned, one of which is the existing 8 GHz
digital radio system, which is also uses the DS-3 transport entity. The other two are new fiber
routes which are presently in construction. The three main routes will be strategically cross-
linked to create route diversity. Each fiber route is based on an 8-fiber cable design, providing 4
bidirectional pairs. Each facility route requires about 110 individual regenerator sections and 22
switching sections which define the spans of a DCS-based restoration plan. {Saulgs)

Saul [Saul86] reports that with today's manual DSX-3 patching method in Telecom Canada,
cable cuts typically require 4 to 12 hours to restore. The 1986 plan for the Telecom network
described by Saul was to achieve a 10 minute restoration time is based on DCS machines and a
FOTS surveillance system under centralized control of the whole network from a 'war-room’ in
Ottawa. As mentioned, Telecom Canada is now in 1989 studying the feasibllity of much faster
restoration through Selfhealing methods. Saul points out that care is being taken to ensure that
in no cases do any two of the same routes share the same physical duct or conduit. The 1995
network plan has a fully closed (restorable ) topology with an average of 3.4 spans terminating at
every node.5 (We mean by a 'closed’ topologogy that every node is connected to the network by
at least two different spans.)

Some observations helpful to the present work, can be made from [Saulgé] : (a) The basic
transport entity is the DS-3 signal and restoration is to be based on DCS 3/3 functionality, (b)
About 66 DCS nodes can be expected from the description in [Saul86] (3 routes x 22
spans/route). The maximum size of any single span is 8/2 x 12 = 36 DS-3 circults, {c) A
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maximum of 20 span cuts per year is assumed and facllities avold shared ductwork.
Therefore it Is realistic to assume single indapandent span cuts.

2.3.2 AT&T Fibre Network ,

Nagel and Gray [NaGrag] give a description of AT&T's high capacity DS-3 fiber optic
network planned for the early 1980's. AT&T's network is also one of the networks describad in
Kessler's system map, reproduced here as Plate 3. AT&T uses a mixture of 5685 Mb/s (12 DS-3)
and 1.7 Gb/s (36 DS-3) FOTS technology, requiring some DCS nodes with hundreds of ports.
To a large extent the network is closad and comprisod of a minimum spanning tree-like core with
peripheral route diversity provided by the lower caphclty radio systems.

The AT&T 1980 network will apparently still have 15 nodes which are connected to the
remainder of the network by one span. Such nodes are Intrinsically subject to Isolation by a
single span cut and because they are only restorable by physical repair. However, these outlying
centres correspond largely to the remaining radio routes which have intrinsically adequate
structure availabllity. Eventually diverse routes must be established to each of these outlying
nodes if they are to be automatically restorable by any technique, but this may not be necessary
as long as continued growth on these routes is taken up on radio. This leaves a smaller total
number of nodes which comprise a core fiber network that is nearly completely closed, even in
1980. The average span degree of the closed (restorable) portion of this network is 3.1.

Another writer on AT&Ts network [Hans87], confirms this intent stating that multiple route
connectivity will be eventually established for the 100 largest communities in the U.S., eliminating
the risk of isolation from any single-point failure. Because of the adverse effects of delay on voice
quality, data throughput, and on the performance of dynamic non-hierarchical call routing
(ONHR) algorithms, satellite circuits have been progressively transferred to the terrestrial network
and now comprise only 2 percent of the total circuit-miles in the AT&T network, mostly to Puerto
Rico and Hawaii.

2.3.3 US Sprint

Aimie, Dyer et al [AIDy88] and White [Whit88] have both written on US Sprint's network
which employs 9 DS-3 and 12 DS-3 FOTS facilities and is topologically similar to AT&Ts network
although it is shown as already being fully closed in its backbone portion in [AIDy88]. An older
map of this network is shown in Plate 3. Sprint claims 24,000 miles of cable installed with 41
switching hubs presently established. Network survivability is addressed with a mixture of DCS
machines at larger hub sites and specialized Reverse Direction Protection switches which can
reverse-direct up to 24 DS-3 circuits so that traffic accessing the network at a position
intermediate to a span between DCSs is routed back to the nearest DCS hub for restoration.
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When a fiber cut occurs, a mid-span reverse switch is commanded if neaded and then a
reroute loop through DCS machines is establishod under central control. This strategy effectively
allows a decrease in the length of switching section spans while making diverse route restoration
possible for spans whose terminal nodes only have span degree two. This permits an equipment
simplification in these circumstances bacause a full DCS-3/3 system is not neaded for locations
of span degres two. The full DCS 3/3 function of course remains fully acceptable in this context.
These authors report rerouting lengths from typically 3 spans to as many as 6 or 7 but give no
data on the time taken for restoration.

2.3.4 Othor Commaercial Networks and Utility Networks

Several other commercial transport network ventures are shown In the route maps of Plate
3. and some further descriptions are provided by Siparko, Nellist, and Yukawa. Siperko [Sipess)
describes a mid-west US based commerclal DS-3 network (Litel) which presently has 3000 miles
of FOTS and 1000 miles of digital radio backbone network. Nellist [Nell86] also describes the
Litel network. In addition both Nellist and Yukawa et al [YuNo86)] describe some extensive
networks being developed by railway companies and electric power utilities in the US and Japan.
Both of the latter utilities have significant needs of their own for high availability communications,
particularly the nuclear electric power business. Both are also interested in DS-3 based video
conferencing to reduce otherwise heavy travel loads for management meetings and the abllity to
invalve distant experts in a more effective way in critical times. These utilities have a natural
advantage in deploying such networks for their own use; they already own diverse networks of
right-of-way, in which to place the new fiber optic cables. Other writers describing or proposing
diverse route fiber networks include: Kojima [Koji87], Yamamoto et al. [Yalw86], Abel [Abe88b]
and DeMartino [DeMa87).

2.3.5 UK Network

British Telecom’s entire network is based on the 140 Mb/s transport entity, which they call a
digital block. Fig. 2.2 shows an approximate model of the UK network based on [Sutt86) and
[IEE87]. It is the most highly connected of any network found in this survey with an average
span degree of 4.0. Schickner [Schi87] and Sutton [Sutt86] both discuss British Telecom's 140
Mb/s Digital Service Protection Network. This system has a hierarchy of centralized control and
an in-depth defense against outage comprised of dedicated span protection switching, pre-
computed 'fast-make-good’ plans and tertiary 'slow-make-good’ plans. The high-density highly-
meshed structure of the BT network is ideal for exploiting connectivity-capacity tradeoffs and
consequently their normal approach is to pool/ protection systems, as also advocated in
[Bran85]. Reconfiguration of the pooled protection spans are managed under central control
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with_remote-controlied switching equipment which Is functionally similar to the generic DC8
architecture of Fig. 2.1.

2.4 Summary

In this chapter we defined a refarence architecture for the DCS machine on which
Selfhealing will be based and explained why the DCS 3/3 is the most likely vehicle for Selihealing
in practise In today’s networks. We considered the properties of several real fiber networks with
an interest in their characteristic lovels of connactivity and topological closiuro as Input to our
later studies. Fig.2.3 summarizes the statistical frequencies of nodal span degree of thres of
these networks. The average level of span connectivity varies batween 3 to 4, a range is reflected
in our later study network models. Several other conclusions about these networks are essential
background to this work: (1) All the N. American transport networks are based on the DS-3
transport entity and are essentially all terrestrial. (2) All have fully closed or vieariy closed span
topologies, so restoration by rerouting is topoldglcally possible for all spancuts in these
networks, either now or in the future. (3) Special efforts are made to keep facliity routings
physically separate at all times. This, plus the fact that failure frequencies are stil low in an
absolute sense, means that it is realistic to consider only one span failure at a time.§
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Fig.22  United Kingdom 140 Mb/s transport network showing typically
high connectivity and closed topology of a mature fiber-based
transport network.
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CHAPTER 3 Resmnmon As A Rou'rme Pnom.eu

In this chapter wo review the lltemtum on routln. and graph algomhms to auppon our
finding that restoration is an unaddressed problem in the field of communications routing and in
the related field of shortest path graph algorithms. Yo see the position occupled by Selthealing in
the literature we need to consider it both in terms of the theoretical problem it addresses and the
computational model to which it applies. We tharefore precede the literature review with a graph-
theoretical formulation of the restoration problem and a review of the various computational
models found in the literature of routing and path finding problems.

Packet routing in computer data networks and call routing in telephone trunk networks, are
the predominant routing problems in the minds of communications engineers today. It Is
therefore essential for us to explain Selfhealing with respect to those predominant ideas. When
formulated in comparison to such schemes, restoration is a clearly diffarent problem. It involves
more variables, more simultaneous constraints, and a higher dimension solution-space than
either of the two well known routing problems. This is primarily an outcome of the need in
restoration to find a multiplicity of fully link-disjoint paths in a multigraph network representation
whereas both former problems are treated with simple graph concepts and require single path
routings which are not mutually exclusive in any way.

The finding that restoration has apparently not been investigated either as a problem in
routing, or in graph algorithms, seems to need some secondary check. The absence of
distributed restoration algorithms, or even centralized algorithms explicitly suited to restoration,
may be due to the following. The restoration problem historically arose very infrequently in
previous, microwave radio, transport networks. When it did, it was dealt with by manual
rearrangements developed on an ad-hoc basis, perhaps with previously determined guidelines as
to which facilities to use in an emergency. Few questioned the adequacy of these methods.
Prior to telecommunications deregulation in the US there was also no real revenue loss from
service outages (everyone places their call again on the same network), and there was little
pressure from business customers who can today force the carriers to compete on the basis of
measured service quality and reliability. in addition, unlike packet routing and alternative call
routing for which equipment exists to implement the algorithms (ie. X.25 switches, DMS-100's),
there was, until vary recently, no equipment to implement algorithms for automatic restoration
routing, even if such algorithms had been researched. Only since 1986/87 has the restoration
problem been given its equivalent implementation engine: the DCS machine.

In addition, the industry has been largely preoccupied with the assumption of centralized
control of DCS machines. The analogy has not baen widely seen that just as the advent of call
switchers with powerful embedded processors (eg. DMS-100) permitted distributed adaptive call
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8o could the advent of DCS machines lead to a fast and elagant means for distributed network
restoration. Failure to pursue the analogy is probably due in par to the fact that packet and call
routing technoiagy is encompassed within a view of the network as seen at its voice circuit levei.
The properties and problems of the network viewad at the D8-3 transport lovel are very different.
To date the traditions and ideas of tha call and data routing communities overiap little with the
high speed transmission community who parented DCS technology. It seems plausible therafore
that there has bean little prior reason to study restoration as a problem for distributed automated
solution. In addition, the combination of interests which leads to the present synthesis
(distributed routing and DCS hardware design) seems to be found in na single design community
today.

3.1 Graph Theory

The mecning of various technical terms In graph theory have not yet acquired universally
accepted meanings and so we define the important terms we need for this work. A directed
graph G = (N,L) consists of a finite set N of nodes and a finite set L of links. The more usual
graph theoretical terms vertices and arcs are equivalent to our use of nodes and links. The
notation |N| = n,|L| = e denotes the number of elements in the sets N and L respectively. The
common term edge in graph theory is analogous to the term circuit in this work. An edge is a
pair of arcs between nodes u,v which have opposite directions. A circuit is an anti-symmetric
pair of links.

A link, a, in L is described as an ordered palr (u,v) where u and v are nodes directly
connected by the link. & = (u,v) is directed from u to v and begins at u and ends atv. A
common graph theoretical equivalent is that a has its tall at u and its head atv. A network is a
directed graph G plus a set of weights mapped one-to-one onto the set of links, or a function d
defined on the set of links. For a link a, c(a) is the length, distance, cost or weight of the link & =
(uv). Alink is said to be positive or negative based on the sign of its weight. We are presently
interested only in networks of positive links and we (primarily) consider all links to have unit
weight. i.e. we will be measuring routing lengths in terms of logical number of links rather than
geographical or other real-valued measures.

The cost matrix, or link length matrix, C[u,v] is an (n x n) matrix whose (u,v)th entry stores
c(uv) if a link connecting u and v exists. By convention when no such link exists, the
corresponding entry in C{u,v] is left blank, indicating infinity. The term adjacency matrix is used
by some as the cost matrix but this term is more properly reserved for a matrix A[u,v] which
simply indicates logical connectedness (1) or non-connectedness (0) when all links have unit
weight. In our work these are equivalent because we measure distance only in terms of logical
number of links. An undirected network is one that has a symmetric link length matrix. The
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transmission networks we are interested in are inherently symmotric and it is helpful at various
times to consider them as undirected netwcrka of clrcults between nodes or as symmetric
directed networks with pairs of links between nodes. Eithar point of view is valid but the methods
of Selfhealing tako significant advantage of the symmetric directed network view.

.11 SImplo Graphs, p-graphs and Multigraphs

A reflaxive graph has a solf-loop at every node; an antireflexive gmph has no self-loops. Ina
symmetric graph, every (u,v) link has a retum link (v,u). An anti-symmetric graph has no two
nodes sharing such a pair of links. All of the transport networks which we are interested in are
antireflexive and symmetric. We say a graph is simple ¥ it is anti-reflexive and symmetric and has
at most one pair of links between any two nodes, each pair having the same endpoints but
opposite orientations. A graph is a p-graph if it allows nodes to be joined by several distinct arcs
with the same orientation, where p is some maximum number of arcs having the same head and
tail. The specialized form of graph neaded for representation of the restoration problem is callad
a multigraph. We define a multigraph to be an anti-reflexive, symmetric network in which any pair
of nodes can be joined by any number of symmetric link pairs in parallel.

3.1.2 Proportios of Paths

A path is an ordered set of concatenated links that may represented by the ordered set of
links present in the path: [P] = [a1,82....81.1] = [(hq.ha)(h2,h3)...(N-1.hy)) a.1)

or as a vector B = (hq,hg,...hy) where hy is referred to as the source (or origin) node of the
path and hy is called the target (or destination) node. For a set of links to form a path between
nodes x,y every link a; in [P] satisfies head (g;) = tail (a;4 1) for every I:= 1 to (| [P]|-1).

The length of path P is obtained by the operator C([P]):

[Pl
Caen = = clbyphi+1) (32)

i=1
A path whose endpaints are distinct s said to be open vihereas a path whose endpoints
coincide is a closed path or acycle. A simple path does not use at:y /ink more than once and an
elementary path does not include any node more than once. Every elementary path is by
implication simple. Some workers use the term loopfree to mean elem::fary. In restoration,
each of the several paths which may be found must be individually open and elementary.

3.1.3 Properties of a Set of Paths

The restoration problem requires some particular notions of path disjointness amongst sets
of paths which share the same start and end nodes. In a node-disjoint set of paths, [P], no node
appears in more than one of the path descriptors, other than the start and end nodes. In a link-
disjoint set of paths, no individual link appears in more than one path. We will later see that link
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disjointedness is a necessary condition amongst any set of paths which are established to
restore a given span fallure. Node disjoint paths are also link disjoint but node disjointedness s
an unnecessarily strict condition to place on the paths of a restoration plan. The requirement that
individual paths be elementary (le. must never visit any node more than once) should not be
confused with the simultaneous requirement that a set of restoration paths must be mutually link-
disjoint but may share nodes in common amongst the different rerouting paths established.

3.2 Computational Models

Four computational models are found in the literature on routing and shortest path
problems:

Centralized: This is the common single-processor / single-process computing
environment seen by the user of a personal computer or a time-sharing mainframe applications
programming environment. In problems formulated for this model, all data structures, such as
network topologies, are assumed to be current, accurate, complete and resident in local
memory.

Parallel: This is the environment of multiple large-grained or small-grained identical
processors which are synchronized, physically co-located, and have a fast local communications
network between processors. All necessary data for a problem is again assumed to be complete
and available either in shared memory or in memory associated with particular processors but
avallable to any other processor. Examples are the Connection Machine™ and the Myrias™
parallel machine which are multiple-instruction multiple-data (MIMD) architectures of varying
granularity.

Systolic: This model is very similar to parallel in terms of data structure locality and
synchronism but the processor model is a very fine-grained and deterministically interconnected
for efficient execution of calculations which benefit from pipeline oriented methods.

Distributed : Each processor of a parallel machine is not a standalone computer in its own
right. The latter implies the additional resources of a multi-computer. If the elements of a multi-
computer are not co-located or synchronized then we refer to the system as a distributed muiti-
computer. In most such distributed computer systems however, direct communications between
any two processors is possible, however they are physically interconnected, by message relay
services at every node. We define a distributed embedded multi-computer environment as
having the additional property that only processors which happen to be physically
interconnected directly can communicate with each other. The distributed multicomputer
environment is created by the deployment of modern equipment for switching telephone traffic or
packet data. The deployment of DCS machines however creates the distributed embedded
multi-computer environment. Each DCS node has a stand-alone computer system with large
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RAM, muiti-tasking operating system, disk storage, 1/0, and subsystem for communications to
the central control site. During DCS-based restoration however, we propose not to rely at all on
communications to the central site, for both speed reasons and bacause the fallure may have
taken out the telemetry channel. The only communication links between processors that are
assumed are those which the arbitrary topology of the communication network provldos; This
creates the environment of a an asynchronous distributed muiti-computer in which processors
are constrained to communicate anly with adjacent nodes via the TE's of the actual transport
network. Overall knowlaedge of network topology is not available at any node and propagation
delays between nodes are high in comparison to those batween elements of a paraliel computer.
The distributed embedded computational model is the one in which Selfhealing will operate.
It is similar to the mode! for distributed packet data and call routing applications but has the
additional constraint of adjacent node communications only. The centralized model is the
historical workhorse of algorithm development and is the model assumed in conventional
proposals for centralized restoration and in most of the literature on paths algorithms. The
parallel and systalic computational models are not directly relevant to restoration or routing but
they are included because we are interested in algorithms developed for these machines that
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may have relevance to the implicitly paraliel Seiivealing technique which we propose.

3.3 Formulation as a Routing Problem
A formal statement of the restoration problem will show the differences between restoration
and the packet routing and call routing problems. Let us first consider the latter problems as
typified by survey papers such as [ScSt80] on packet data routing, and [HuSe87} on call routing.

3.3.1 The Packet Data and Call Routing Problems

A particularly simple way to show the difference between the problems of packet data
routing, call routing and restoration routing is not to attempt to present all various solutions to the
former problems in detail, but rather to ask of each class of problem: what is the form of the
required solution? That is to say, consider the information which must be specified in the
solution to any problem of that category, however obtained. For example, many sophisticated
techniques have been developed to determine routings which minimize various objective
functions in packet data routing, but ultimately the solution to any such problem is, specifiable for
any pair of nodes, in the form of a single routing vector in a simple network graph:

fab = [(uy,u2)(ua.u3) . . . (Un-1.Up)] (33)

where a,b is any node pair in the network. We call rap the routing vector between nodes a,b.
In packet routing rab specifies the sequence of nodes through which packets will be relayed. We
have a solution to the packet routing problem for one node pair whenever we have a
recommended series of links forming a path between those nodes. The usual embodiment of the
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such routing vactors is in routing tables at each node, giving Instructions as to which link to send
traffic out on depending on its final destination and its arrival link. Great art goes into algorithms
to specty such routes so as to minimize delay or other metrics globally, or to do so ina
distributed marner, perhaps updating it very frequently, and so on. But at all times the solution is
completely spacified for nodes a,b by the information in one routing vector. And, there is no
direct constraint on the simultaneous use of any link by different routing vectors: all routings can
re-use any one link as desired.

In dynamic adaptive call routing [HuSe87), the offered call attempt replaces the data packet.
Although many aspects change in detall, the overall situation is not fundamentally different from
packet routing in terms of the information required to specify a solution. In this case ran specifies
the sequence of trunk groups over which a new call attempt should be successively offered to
complete the circuit establishment process. Routings may be updated hourly, or even for each
call, but the form of the solution is the same. Although call routing is part of the so called "circuit
switching® process, the routing part of the call establishment problem is essentially similar to the
packet routing problem: packets are routed through shared links just as call attompts are routed
through trunk groups. A circuit establishment will follow a successful routing of the call attempt,
by seizing one trunk arbitrarily in each trunk group transited by the call attempt, but the call
attempt itself is routed, simultaneously with many other call attempts, through a simple graph
comprising all the logical trunk groups in the network. Just as packets following many different
routings can share one link, call attempts similarly share multiple access to trunk groups.

In call routing we try to minimize blocking by wise choice of routing vector whereas in
packet routing we try to minimize delay but regardless of the variety and sophistication of the
means employed to derive and update optimal rap for every relation in the network, the facts
relevant to the present work are the following: (a) Packet routing and call routing are problems of
route-finding in simple graphs, (b) The routing solution is specifiable by one routing vector rap for
every node pair ab, (c) Any given “link" in the graph theoretic network may appear in any or all of
the routing vectors between node pairs in the network, (d) rab is not necessarily symmetric with
roa ; €ach direction is treated as a separate unidirectional routing problem (more so in packet
data routing than call routing methods). (e) Solution of either of these routing problems takes
place in a two-dimensional space, ie. the 2-D space of the connectivity matrix which completely
specifies a simple graph network representation. Also in both problems, aside from indirect
influences between paths effected by the algorithms that seak various global optimizations of
network performance, no hard constraints apply on the composite set of routing vectors that are
determined. By this we mean that there is no rigid cap to the number of routings that can use a
certain link. If too many routings share one link in common and overioad that link, the implication
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is a rolatively soft degradation in terms‘ of the engineered multiple-access parameter, delay or
blocking.

3.3.2 Tho Rostoration Problem

Let us now consider the problem of span rastoration. The first difference is that the scalar
link entities in packet and call routing (scalar because their only attribute is length) transform into
dimensional objects called spans. Each span comprises a variable-sized set of link pairs.
Restoration of a spancut between two nodes requires not one shortest path as above, but many
simultaneous, collectively shortest, ‘unlque paths between the two nodes. The target number of
paths is squal to the number of working circults lost. Each restoration path must be a completely
closed transmission path dedicated to one TE. When routing a carrier signal, as opposed to data
packets or call attempts, there can be no multiple access to transmission links. Each TE
completely fills one digital restaration path in space, time and frequency. Sharing links with other
routings is a physical impossibility. This property is relatively rare in routing problems bacause
such total physical exclusion is unusual in the majority of routing problems that arise in the
physical world. Consider its equivalent for instance in a transportation routing problem: it means
that once you have routed a truck (or a packet, a call) over streets x,y, 2, none of those streets
can be used again by any other truck for other routings. Most routed entities do not fill the
medium of the routing path in physical length, breadth, time and frcaqmancy.1 The restoration
problem must accordingly deal with @ multigraph representation of the network and, while a
slightly sub-optimal routing solution in the prior problems means some excess delay or blocking,
the penalty for any imperfection in restoration is complete outage of some number of carried
services. An attempt to summarize all these comparative aspects of the call routing, packet
routing, and restoration routing problems is given in Table 3.1.

The solution to a restoration problem requires specification of a set of restoration vectors for
any physically connected node pair in the network, as opposed to one routing vector. This set of
vectors (not an array because they may be of differing lengths) has to be found in a 3-D problem
space subject to hard constraints of link disjointness, span capacities, mapping preservation and
shortest path length. Specifically, restoration of a span between two nodes A and B, with Wag
working circuits, requires correct specification of the following information, subject to the
additional constraints which follow:

k = min(Was,Tas) (3.4)
Ras = [ras1..raBk] (3.5)
where Wag = number of working circuits on span A-B,
Tas = number of link disjoint paths topologically possible in the given network,
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Rag = a sat of k restoration vectors, of possibly differing lengths, comprised as

follows :
raB1 = [<(Uy,1,U1,2).X1,9>, < (Uy,2,U1,3),%1,2> ... < (Ur,n(1)-1:U1,0(1))¥n,1) >

. (3.6)
taBk = [<(uK1,uK,2)XK,1>, < (UK2,UK,3)XK2> ... < (UK 0 (K)-1: UK, (K)) Xn (1) > ]

the span of the network to be used as the qth span in the ™ restoration
vector.

where (uiq.Uiq+1)

an individual link In the set of parallel links on the span (q. (q+1))
allocated to the ith restoration path.

it

Xq

n(i) the logical length of the lth restoration vector

The combined notation <(ujq.li.q+1)X.q> is a specification for an individual link of the
network in terms of span identity, (ui,q.ui,qﬁ). and the specific link number, X;q, Within the span.
Rag ., the full set of k restoration vectors, is called the restoration plan for nodes AB. The k
restoration vectors of a restoration plan have to be found in the 3-D space of connectivity-
capacity, as opposed to the 2-D connectivity space which describes a simple graph. The extra
dimension is the difference between a routing vector and a single restoration vector. While a
routing vector specifies a sequence of links in a simple graph, a restoration vector specifies a
sequence of spans and individual links within each span in a multigraph. A restoration plan
specifies a set of k mutually link-disjoint restoration vectors, ranked by increasing length. In each
restoraiion vector twice as many variables must be specified as in a routing vector of the same
logical length. In addition, the following constraints must be simultaneously satisfied by the set of
restoration vectors collectively comprising any restoration plan Rag:

3.3.3 Constraint 1: Link Disjolntnesi
Every link used in one path of the restoration plan, must appear nowhere else in any other
restoration paths of the plan:

if <(uq.up).Xi> € Rxy, then <(uq,up).x,~>¢ Rxy: V 2%] (3.7)

where Rxy; denotes the jth path of the restoration plan for nodes XY. The usual
communications routing problems have no such constraint because packets and calls do not fill
their corresponding link entities completely in space, time and frequency. But in restoration, links
must absolutely not be shared amongst different paths. The penalty for failure to find enough
link-disjoint restoration paths is total outage of all the services that were borne by the lost TE.
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3.3.4 Constraint 2: Span Capacity Constraints _

Any restoration routing plan must satisfy |[8]| simultaneous constraints on the number of
paths routed over any one span: If Q [8] is an operator that produces a set of the spare
capacities corresponding to each unique span of [8], then any set of restoration vectors
compyrising a valid restoration plan [ny] must also satisfy the following | [8]| inequalities:
foreverym = 1..|[8]]

k n()
% fism e 181) € (6 ¢ Ryl ) = {1m IS8T @8)
=1 |=1

where Oim [8] denotes the mth element of the set produced by the operator §3[-]. Each
inequality simply expresses that the sum of all restoration paths in a restoration plan which transit
any given span must be less than or equal to the number of (spare) links on that span.

3.3.5 Constraint 3: End-to-End Mapping Preservation

This constraint corresponds physically to the requirement that it is not enough just to find k
paths between X,Y. Both end nodes must share 8 common scheme of ordering the paths to
avoid transposition errors in the substituted traffic streams. This is another aspect totally foreign
to the usual routing problems where only one route is considered between nodes. This
constraint can be formulated as follows: let M(ny) --> [0] represent an arbitrary function
which provides a one-to-one mapping of each restoration vector of a restoration plan onto one
element of an arbitrary but unique set of integers [0]. Then for any set of restoration vectors on
the relation XY, a necessary part of a solution is the independent determination of two mapping
functions Mx(ny) and My(R,,y) computable at the nodes X and Y respectively. The constraint
that must be satisfied Is:

Mx(ny) = My(ny). (3.9)
The three constraints so far introduced are essential for the basic function of restoration:
Constraint 1 says the paths created must be fully link-disjoint, Constraint 2 says they must
respect the finite span capacities present and, Constraint 3 says they must share a common end-
to-end identifying scheme for correct traffic substitution. While it is essential to satisty
Constraints 1 to 3 inclusive, it is also an objective that the shortest possible set of paths is found.

3.3.6 Constraint 4: Shortest Paths
This objective is an aspect that restoration and the packet and call routing problems do
share. If tha operator | [P]| obtains the number of spans in a path [P], then for any restoration
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plan Rxy comprising k restoration vectors the abjective is:

k
Z |rxyjl = MINIMUM (3.10)
i=1 ’ _

In summary, we can state the problem of reatoration batween two nodes in graph theoretical
language as: find k-shortest link-disjoint paths in a multigraph subject to hard span capacity
constraints with mapping preservation. By comparison the equivalent problem statament for the
classical packet switching and call routing problems are: find a shortest path in a simple graph
subject to overall optimization of delay (or blocking). Compared to the latter problems
restoration involves: (a) 2*K as many varlables to specify, (b) one higher dimenslon problem
space, (c) strict link disjointness constraints, (d) strict span utilization constraints, (e) strict
mapping preservation constraint. In addition two-way symmetric routing solutions are required in
restoration, not independent one-way routings.

3.4 Literature on Graph and Routing Problems

Now that we have a formal definition of the problem which we seek to solve in a distributed
manner we are in a position to survey the extensive literature on routing algorithms and path
problems in networks. Three survey papers [DePa84], [SaSt80], [QuDe84), amongst those
retrieved? tend to represent three clearly delineated groups of investigators in this area: (a) the
community interested in shortest path graph algorithms for centralized computation, exemplified
by [DePa84], (b) the distributed computer communications and call routing community
represented by [SaSt80] and, (c) the parallel computation community with an emphasis on giaph
problems, as surveyed in [QuDe84].

We find that the dominant interest in common amongst these groups is in single shortest
path prcblems without path disjointness for many applications in operations research,
transportation, packet data and telephone traffic routing. Group (a) has a particular emphasis on
efficient algorithms for exact solutions of shortest path problems assuming centralized
compitation. Group (b) emphasizes distributed heuristic solutions to the usual shortest path
routing problem. Group (c), the smallest and most recent, focuses on adapting existing graph
algorithms for execution on parallel processors and developing new intringically parallel
algorithms for graph problems. The subspecialty of the shortest paths literature that is most
theoretically relevant to restoration is broadly called the k-shortest paths problem, but it appears
to be exclusively formulated for centralized computation in the existing literature. The work with
the most similar motivation to Selfhealing tends to be the literature on distributed routing
algorithms, but all of these are devoted to simple-graph, non-disjoint single shortest path
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problems and assume a distributed rather than distributed embedded computational
anvironment. , v

A classification system was developed to categorize and summarize the papers on graph
and routing algorithms that have been examined in this study. Selected papers are discussad
here and all are categorized in Appendix A according to the following system of attributes. Those
classification terms not already discussed will be introduced in the discussion which follows:

problem type = {gingle, g!l pairs, k-shortest, gther}
notwork type = {gimple graph, multigraph }
path typo = {glamentary, node disjoint, link disjoint, distinct, gther}

computational model = {centralized, parallel, gystolic, distributed}

The major finding of the literature review was the apparent absence of any distributed
algorithm for k-shortest paths problems and specifically none involving k link disjoint paths in
either distributed or centralized contexts. In the classification system we used, a distributed
solution to the restaration problem would be represented by the attributes ( k, m, Id, d). For
comparison, the call routing and packet data routing problems and their contemporary solutions
generally have the attributes ( s (or a), s, @, ¢ (or d) ). The classification term, gingle, refers to
the single-source problem which is the maost fraquant class of shortast-path problem. The single
source problem is that of finding the shortest path between one specified source node and all
other nodes. The most well-known algorithms for this problem are from Dijkstra [Dijks8)],
Bellman [Bell58), and Moore {Moor58] using the tamporary label setting methods first proposed
by Dijkstra [Dijk58]. Extensive treatments of the one-to-all and one-pair algorithms are found in
[DeFo79), [DGKK79], [John77], [Vlie78), and [YenJ75]. Many efficient algorithms (Dijkstra for
example) intrinsically solve the one to all prablem, not the single-pair problem. That is to say
even if you ask for one specific path, such algorithms internally derive all information needed for
the one-to-all problem as the most direct means to in fact find any one-pair shortest route. Many
single source algorithms also find just the distance of the shortest path and recovery of actual
paths require reconstruction by retracing internal states in the algorithm. A problem closely
related to the single source problem is the g/i-pairs as denoted in the above classification. Inall
pairs problems the algorithm intrinsically computas the single shortest path from every node to
every other node.

One recent paper in which a centralized algorithm for routing with DCS machines is the
direct topic of concern is Hasegawa et al. [HaKa87]. They focus on the problem of an algorithm
for computation of crossconnection maps for the initial configuration of path routings between
every source-destination pair using a shortest path criteria. The algorithm they report for these
applications deals with the network in a simple graph form; every span in the real network is a
link in their simple graph. They find single shortest paths between all pairs to establish the initial
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natwork routing plan and can also find single-shortest paths for addition of new.paths to the
network. Howevar, no link-disjcintness conatraint is included. as the level of routing spacifies
apan sequences only. Consaguently, thay explain that after deriving an all-pairs shorteat routing
plan a secondary check is required to see If the total routings on any span has excesded the
actual number of carrler circults on that span. The final mapping of paths into unique circuit
assignments in the depth of each real span Is also not includad in the algorithm.

The work in [HalKa87] amounts to adaptation of a simple-graph shortest paths algorithm to
the address the all-pairs inltial configuration routing problem for optimal loading of spans of the
network. This does not however address the needs of restoration in which k link-disjoint sets of
composite span and link spectfications are required, not just the sequence of spans along the
one shortest route, and it must be assured that span capacity constraints are Incorporated
directly in the solution method. A point arising implicitly from the intentions of [HaKa87] ls
howaever that if one has a solution to the k-shortest llnk—dls]olht paths problem in a muitigraph
then one also has a tool for determining the optimal initial loading of the entire network, without
the drawbacks of the above algorithm. In fact we think that Selfhealing can be used for
applications of this type as well as for restoration. In Ch.13. we briefly report some additional
results obtained in which Selfhealing is adapted to provide an advanced in-service provisioning
tool we call Capacity Scavenging. The Scavenging application of Selfhealing is in fact a
distributed solution to the problems pursued by [HaKa87], without the limitations they
encountered.

3.4.1 The k-shortest Paths Literature

In classical shortest path problems on graphs it is sometimes desirable to have knowledge
of the nearly optimal paths as well as the one shortest path. This is the origin of the k-shortest
paths problem in graph theory. It refers to finding first the shortest, then the second shortest
path, then the third shortest path, and so on, to the kth shortest path. k-shortest paths
knowledge is typically used to study the sensitivity of a pure shortest path solution, or to have k
nearly equal routes for time dispersive transportation dispatching or to find fixed alternative
routes for data routing or call routing applications. In such cases the k paths are ranked by thelr
total path length without requirements for link disjointness amongst the alternative routings. In
operations research, a listing of all paths in order from the shortest onward is a general technique
to allow inspection of solutions to determine the first path that satisfies possibly complex
constraints for which a custom algorithm is unknown or unwarranted.

The general relevance of k-shortest paths to restoration is obvious but there are important
variations of the problem amongst the few authors who are concerned with such problems. Most
consider simple graphs only and do not pursue any form of link disjointness in the set of k-paths.
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The most frequent algorithms seek k paths which simply have different total lengths and the
same end nodes. Such paths are referred to as gistinct (term used in the classification scheme
above). Distinct paths may share links in common while two paths which might be coinpleto!y
link-disjoint may not be recognized as distinct bacause their lengths are equal, especially when
path length is measured by logical link count. The most common k-shortest path problem
formulations also allows paths with loops.

[Brad75), [Drey6e], [Eima70), [Lawi78], [Mini78], [Yen76], [FoxB73], [LeeC82),
[Shie74,76,79] and [Wein73] all treat problems of the typs where k length-distinct paths are found
in a simple graph, with looping allowed. A smaller set of authors consider finding the k-shortest
loopless paths [CIKRB3], [Lawi72,76], [Mars?3], [Poli61], [SakaBB), [Wong76], [Yen71],
[Topk8s], but in a simple graph context and with distinct, not link disjoint, paths. Still smaller is
the group that consider any form of disjointness between paths [RoPe84], [Suur74), [Topkas),
[Lawi76], [MoMeB1] but they focus predominantly an node disjointness. Only two writers
[Suur74) and [SuTa84] even mention link-disjointedness or multigraphs, in passing. A few of the
k-shortest paths papers warrant discussion however, although they all assume a centralized
computational model.

Lawler [Lawi76] gives a method to compute the k shortest paths from an origin node to
each other node in O(K n logn) time after a preliminary O(n?) stage to determine shortest paths
using Dijkstra's methad. In this method two paths are considered distinct if they do not visit
precisely the same nodes, in the same order. Lawler also considers the problem of finding k
paths, ranked by length, where the paths are not permiited to contain repeated nodes. This
requires O(Kn) applications of a basic shortest path algorithm for O(Kn?3) time complexity. The
algorithm is formulated only for simple graph problems and enforces node disjointedness.
Enforcing node disjointedness has the effect of ensuring looplessness (because a path cannot
revisit any node twice). Node disjointedness is however quite an inefficient means through which
to ensure link disjointness. Lawler's algorithms seem to be motivated by path problems in
management planning such as when using critical path chart methods.

In 1976 Shier published a description of three methods for centralized computation of the
single source k-shortest paths problem and reports computational experiments to determine one
that is most effective [Shie79). Shier's meaning of k-shortest paths is again distinction by virtue
of total path length and he allows paths that may loop through a node more than once. The
algorithms developed actually find the lengths of the k shortest paths and subsequent
processing is needed if the paths themselves are to ba recovered. Shier's methods are also
based on the assumption that k is fixed and known. If k is unknown (as it is in restoration when
topology limits restoration path number to less than the number of working circuits lost), then
any of Shier's three methods require repetition, successively assuming a higher k, until the

40



method fails. It is then known that (laset -1) Is the solution to use.. The use of Rerative linear
equation solving methods &: nart of the recommended algorithm dlsp.- requires an Initial
approximation and convergence time can dapand on the goodness of first approximation. .

.. Shier's research method is of relevance. Ho uses experimental testing to estimate
algorithmic time complexity by defining an arbitrary 400 node network In which 1520 randomly
connected arcs are placed. Arc weights are generated uniform randomly on [1..100]. He
chooses k = 5 and selects six arbitrary source nodes for study. He finds all the methods studied
to be much faster in practise than their thooretical bounds. Perko [Perkes) uses essentially
similar experimental methods to assess algorithmic time complexity. These aspects of research
method are similar in principle to soma of the methodology to follow in this work.

in [Shie78] another comprehensive complttational study of five (centralizad) algorithms for
k-shortest paths is reported. Each of these algorithms produces k-shortest paths which are
distinct in terms of total length, may contain embedded routing loops, and require subsequent
trace processing to recover the paths themselves. All of the methods inherently calculate the k-
shortest paths from one source to all other nodes. For the restoration problem the possibility of
paths with loops is obviously unacceptable. Yen's algorithm -[Yen71] finds k-shortest paths
without loops and Perko has studied implementation alternatives for this algorithm [Perk86).
Yen's approach is based on first finding a number of paths that may include loops and then
filtering these 1o find a required number of loopless paths ranked by total length. The worst case
time complexity is O(kn3) but storage for a large number of intermediate path candidates can be
required and the number is difficult to estimate. Although loopless paths result there is no form
of disjointness constraint introduced, either node or arc.

Weintraub [Wein73] and Wongsealashota [Wong76] are concerned with k shortest loopless
paths but again consider paths distinct by virtue of total length only. Wongseelashote applies the
techniques of scheduie algebra to represent the operations frequently required in path
algorithms and he presents a k-shortest paths algorithm framed in the terms of his proposed
algebra. Weintraub's interest is in viewing the same k-shortest paths problem as an optimal
assignment problem to which linear programming methods can be applied. He concludes that
the k-shortest loopless paths can be obtained in at most O(kn?) operations. Weintraub also uses
experimental characterization with arbitrary study networks to verify and characterize his
algorithm.

Topkis [Topk88] recently published an algorithm for centralized computation of k shortest
loopless paths in a simple graph in which at least the first links of every path are disjoint. The
motivation for this is in distributed sequential call routing or delta-routing packet data
applications. Topkis's problem arises as follows: Each node originating a call has a routing table
that specifies the set of outgoing trunk groups (links) which should be tested in order for their
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abllity to accopt the offered call. The goal.is to have routing tables at every node which offer k
diverse cholces for initially launching the routing of a call from any node. To achlave this the first
links in each of the k routes determined by Topkis's mathod are assured to be node disjoint.
Thereafter, the set of k different routings may merge on their way to the destination. Topkis's
algorithm is intendad to run at a network control site whare the network topology Is known and
local delay or blocking estimates are received from every site. The algorithm runs in O(kn®) time
to compute the k-paths from ona node to all others.3

Other investigators who deal with some form of disjoint paths constraint include Suurballe
[Suur74], Ronen and Perl [RoPeB4)], Suurballe and Tarjan [SuTa84] and Moss and Moeriin
[MoMeB1]. [Suur74] considers paths which are node-disjoint (except at the terminals) and gives
an algorithm for finding k node-disjoint paths with minimum total length in k iterations of a
simple-network single shortest path algorithm. He mentions the difference between node and

link disjointness but does not consider multigraph applications.
| In [SuTag4] the same author considers the problem of finding one pair of node disjoint
paths between two nodes. The principle is repeated application of a single shortest-paths
algorithm but the advance is in an efficient way of combining the Dijkstra calculations for one
source and all destinations to obtain an O(miog(1+m/mn) algorithm for finding a shortest pair of
edge disjoint paths from one node to all others where m is the number of arcs in the network.

In [MoMeB81] Moss and Merin present a theoretical treatment deriving conditions for the
existence of exactly k multiple paths between every pair of nodes in a given simple graph. Their
formal requirements for such paths are that they are loopfree and different from one another in at
least ane nods or link. The paths are not necessarily shortest paths or disjoint.

[RoPe84] considers the problem of finding the maximum number of node disjoint paths
between two nodes such that the length of every path is bounded by some constantr. Paths are
not recuired to be of a k-shortest family but are bounded in their maximum length instead. This
problem is also calied the maximum length-bounded disjoint paths problem in [GaJo78] where it
is cited in a compendium of problems known to be NP-complete (It is strictly NP-complete for r >
4 and polynomiai time solvable for r <= 4). This problem is closely related to the maximum
number of node disjoint paths (in a simple graph) with minimum total length (with no constraint
on individual path iength) for which there is a polynomial time algorithm by Suurballe [Suur74).
In [RoPe84) a heuristic polynomial time algorithm is given for approximate solution of the former
problem for general r. The time complexity is O(k?® |[N]| {[L}|). Experimental methods are
used in which random graphs are generated and sample node pairs are used to test performance
of the heuristics.

By virtue of the problem it sets, [RoPe84] raises an issue relevant to this work regarding the
target criteria for the path length properties of an ideal restoration scheme. The point is that k-
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shortest link-digjoint paths is not strictly the same as & link-disjoint paths with ;mlnlmum, total
length. The apparently amall‘cha‘ngo in problem statement makes 8 ma]or difference in practise:
the latter problem is NP-complete. This distinction will ba taken up in Ch.4 whare wo treat the
problem of defining and obtaining ideal reference solutions for use in the study of distributed
restoration schemes. '

3.4.2 Distributed Routing Algorithms

There are a number of routing algorithms for packet data networks and alternative traffic
routing netwarks that effect distributed routing but still use essentially centralized compmtlonal
methods to derive the routing plan. These schemes either (a) perform rcuting calculations in a
central site using link information obtained by telemetry from nodes of the natwork and download
results to each node [Pel.e83], [ChFr72] [SoAg81), [SaSt80), [Topkas) or, (b) they include a
scheme of mutual information exchange through which all nodes of the network first bulld a
global view of the network and then locally execute an instance of a centralized algorithm,
extracting the part of the global routing plan that applies to their site [SaSt80], [RoseB0). We
dismiss these approaches bscause they do not achieve our ambition of a truly, distributed
computational result, although the routing policy that they derive is indeed put into effect in a
distributed manner.

There is therefore a distinction to be made batween distributed routing and distributed
computation of the routing plan. The real time demands of the restoration problem mativate us
to seek a fruly distributed routing scheme in which both computation and implementation of the
routing plan is an inherently distributed process without global knowledge at any node. Our
specific notion of a truly distributed scheme has these properties: (a) no one nodé has or ever
obtains a global or even partial network description; (b) every node acts autonomously and has
no dependency on external telemetry to a supervisory or coordination centre; (c) every node
computes only the part of the composite network routing strategy which it is required to put into
effect; (d) each node uses only data that is local at the node and nodes do not maintain any
database; (e) Routing decisions computed in isolation at every node coordinate with the routing
actions also taken autonomously by all other nodes, collectively synthesizing a complete and
coherent routing plan at the network level; () there are no network-wide messaging relay
services available to nodes of the network.

There are few papers on routing systems of such a truly distributed nature. [MoBh86]
however recently described an algorithm which has some of these attributes in an asynchronous
distributed solution to the single source shortest paths problems. The algorithm is analyzed as
having O(n2) messaging requirements but message queuing and processor times are not taken
into account. The algorithm finds non-disjoint paths and is formulated for a simple network
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graph assuming normal interprocessor messaging facilties. = Every node initially requires
knowledge only of the identity of its adjacent nodes. Each node then goes throiigh a number of
iterations where it leams of successively farther away nodes and sends messages directly to
them to learn of routings to still farther nodes and 80 on untll _the diameter of the network is
traversed. The source node builds a shortest path tree (SPT) as it learns, through returning
messages which carry their route with them, of the shortest route sean to each other node. For
the problem of single shortest paths in a simple graph it is a potentially fast distributed algorithm
but would not function in our distributed embedded computational environment. Selfhealing
differs from [MoBh86] in terms cf the probiem solved and by virtue of not relying on explicit inter-
processor messaging across the network, interacting instead by the method of signature
exchanges only with its direct neighbours.

[ChauB7] presenis a coilection of general utility algorithms for simple graph operations in a
distributed computatio;. model using principles similar to [MoBh86]. These are (from any one
node): breadth and depth first searches of the graph, recognition of acyclic conditions and
strong connectedness, single source shortest paths, and detecting slack in project activity
planning graphs. Other distributed routing algorithms for the single shortest path in a simple
graph use time-averaging convergence methods. These methods are unnecessarily slow and
inappropriate from our viewpoint because of the transient speed and one-time first-time precision
needed for restoration. Such convergence methods are intended for continuous gradual
adaptation of routing in networks with slowly varying nearly stationary statistical load patterns in
systems that are relatively forgiving of slight sub-optimalities in the overall control trajectory.
Algarithms of this type are described in [AbRh82], [Gar88a], [Gar88b), [MaNa87], and [Anis85].
[Anis85] treats 'nondeterministic’ local algorithms for this problem. [MaNa87] reports an
experimental implementation of learning automata with various reinforcement and penalty
functions to adapt the nodal routing tables within a network by means of generating probabilistic
perturbations in routing decisions and arranging for feedback on packet delay (measured at the
destination) to close the learning feedback loop.

3.4.5 The Literature on Paraliel Graph Algorithms

There is just beginning to be some activity in graph algorithms specifically for parallel
computation [DePa80], [QuDe84], [QuYo084], [PaRa85] but the motivation of these investigators
is to harness the power of parallel processing architectures with an ongoing presumption of
centralized non-realtime applications and global network knowledge for the algorithms.
[MaDe82] presents parallelized versions of Dijkstra and Moore’s algorithms for the single-source
single shortest path problem on MIMD and array processing architectures. [QuDe84] surveys

parallel graph algorithms for maximal clique, maximum cardinality matching, minimum spanning
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tree, shortest single path and travelling salesman problems on various paraliel architectures
including SIMD, MIMD, array, associative and systalic types. [QuDoM] siates that the only
"parallel’ shortest path algorithms found in his 1884 survey were for the single source and all-pairs
single shortest path problems. The single shortest path problem in a eimisie graph is also studied
for MIMD implementation using a version of Moore's algorithm and the Warshall-Floyd algorithm
in [DePaB80). Other paralle! algorithm implementation studies on the same problem are reported
in [QuYoB4], and [PaRa85) and in [ScThaé), the latter baing for a systolic architecture.

3.5 Summary and Conclusions

We have formulated span restoration as multiple-path routing problem subject to constraints
of link disjointness, finite span capacities and mapping preservation with the objective of
shortest-paths. As such, restoration appears to present a unique problem in routing. It is
significantly different from the well-known problems of packet and call routing by primarily virtue
of its k-shortest link-disjoint paths in a multigraph formulation, rather than a single shortest path
in a simple graph. Table 3.1 is a summary of the important distinctions between these well-
known routing problems and the restoration problem. We have also surveyed the literature of
both graph algorithmic path problems and distributed communications routing problems and
found that the particular area of k-shortest paths seems not to have been addressed at all for
distributed computation. In addition it appears that the more specific problem of k-shortest link-
disjoint paths in a muitigraph has similarly not been directly addressed even for solution by
centralized computational means.
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CHAPTERY
PERFORMANCE METRICS AND THEORETICAL ORJECTIVES

This chapter is devoted to developing appropriate figures of merit through which the
performance and efficiency of Seifhealing, or any othar distributed automated restoration scheme
that may be proposed, can be assessed systomatically and quantitatively. One performance
measure of obvious interest Is speed of restoration. But as a routing mechanism we are also
concerned with topological performance measures - in particular: does the methad find all paths
that are topologically possible?, are the lengths of the paths found as short as theoretically
possible? The latter questions require a critarion for what constitutes an ideal restoration plan
and, in practice, some reference algorithm to provide such theoretically ideal solutions. The
chapter proceeds as follows: first a necessary distinction is made between two classes of
performance measures, those of interest in an operational context and those of relevance ina
research context. Next, the proposed performance measures are introduced in order of
perceived importance in practice. These are : path number efficiency, speed of operation, path
length efficiency and shortest path probability. Three of these measures aré defined with respect
to properties of the ideal restoration path sets and so we also define the properties of the ideal
solutions and introduce a new centralized algorithm to find such reference solutions.

4.1 Operational and Intrinsic Path Metrics

~In any real transport network, each span has a finite number of working and spare circuits.
When a span is cut in such a network, the prime concern is to restore all of the lost working
capacity on the given span. Obviously the ability to do this depends on the amount and
placement of redundancy in the network as well as on the method used to find the restoration
paths. Full restoration of working circuits may or may not require all of the paths that are
topologically possible between the end nodes of the failed span. In an operational context
therefore, the relevant measures of performance are different from the measures of interest from
a research viewpoint. In the latter, one wishes to characterize the intnnsic ability of a method to
find efficiently all the paths that are topologically possible, as if there were an unlimited number
of working circuits to be restored.

The results given in the first published report of Selfhealing [Grov87b] were of the
operational restorability type. In that paper, the US and metro study networks were arbitrarily
provisioned with finite working circuit quantities on each span and when a given span was cut,
the Selfhealing mechanism sought a number of reroutings that equals the lost capacity, whether
this fully exhausted the route-finding ability of the mechanism or not. In most cases it did not.
Results in the form of operational 'measures were relevant in that paper which aimed to show the
high fault coverage and speed obtainable with DCS-based Selfhealing in networks with quite
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minimal redundancies. However such results depend on the arbitrarily assumed number of
working circuits on each span, which determines the target number of paths sought by the
restoration system and are therefore not the most general form of resuits.

Our present objectives are different: we now want to assess the intrinisic efficiency of a
'propoaod restoration method in the most general manner possible. This means finding all
possible restoration paths for each span cut, subject only to purely topological limits in a qlvon‘
network. Results of this type, when compared to the ideal reference solutions, are Intrinsic
measures of a given method's ability to make maximum use of the resources given to i, ie. the
sub-graph of spare links in a netwark. In three of the four exparimental network models which
follow there are accordingly no working circult quantities given. In these networks the target
number of restoration routes for any given spancut is considered infinite. We refer to this as
conditions of maximum path finding stress. A fourth network to be used is treated in operational
terms (finite path stress) because in this one case, actual working circuit quantities were avallable
and this particular network model (Bellcore) could come to serve as a standard comparative trial
network.

Operational metrics and the theoretical metrics now proposed both have their place in
practice. |f there were soon to be several competing Selfhealing-like restoration proposals, a
network planner would do best first to compare the candidates in terms of their theoretical
efficiency in @ benchmark network, under maximum path finding stress. The benchmark network
should be of representative connectivity and relative number of spares per span but may be a
conveniently smaller than the real network of ultimate interest. Having selected the best
performer from the all-out path finding tests in the benchmark network, the planner would then
switch to the use of operational measures. In this latter phase, optimization of network
restorability is the goal and this involves detailed manipulation of the exact working and spare
circuit quantities on each span, in conjunction with the selected restoration method, to reach
some target restoration coverage in the real network of interest.

4.2 Path Finding Performance Metrics

We define four figures of merit which reflect different path-related performance measures.
These can be applied in both operational (finite path finding) and intrinsic (maximum path
finding) variants. To define these measures we begin with the following:

Consider a muiltigraph representation of a real network G = (N, S, W, R) where § is an
ordered set of spans connecting nodes in N, and the similarly ordered sets W and R respectively
give the working and spare (redundant) circuit quantities on each span of G. Let some span
between nodes (i, v) in S suffer a spancut that severs all working and spare circuits, and let there
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be some postulated method which finds a set of restoration paths between (,v,) using only spare
circults on non-severed spans. Then define:

[[Pallyy = the set of actual restoration paths [Pa); ;| := 1 ..k found for spancut (u.v).
[(Ptllyy = theset of ideal restoration paths [Pt} ; §:= 1..T(uv) for spancut (u.v).
W(uv) = the number of working circuits on span (u,v) before the cut. W(u,v) = = implies

maximum path finding stress.

[[Pa)lyy and [[Pt]],y are internally ordered by ascending path length. ([[Pt]],y always
includes all the paths that are tdpologlcally possible. Determination of the reference path set
[1P1]],y for use in these relations is a problem in Hself to which we shall return. For now let us
assume [[Pt]],y can be obtained for research purposes by a non-real time centralized algorithm.

4.2.1 Path Number Efficiency (PNE)

PNE is a measure of the ability of the routing method under test to find the highest possible
number of link-disjoint paths in a network. PNE = 1.0 implies ideal topologically-limited
performance in conditions of maximum path finding strass, or implies 100% restorability in an
operational context. PNE < 1.0 implies less than ideal path finding success or less than 100%
restorability, respectively.

PNEw = [[[Pg)lwl / [[[Pdlw| W(uV) = (4.18)
[Pl /WluY) i W(uY) < (4.1b)

(4.1a) represents PNE for the intrinsic case, (4.1b) is the corresponding PNE for operational
contexts. PNE is defined in the sense shown so that failure to create the maximum possible (or
required) number or paths appears as a PNE value less than 1.0. PNE > 1.0 is impossible by the
definition of [[Pg]]uw for the intrinsic measure. PNE > 1.0 can conceivably result in the
operational context but would represent an error of the restoration system, which should always
hold at 100% restoration. Note that a theoretical PNE of 1.0 can occur at the same time that less
than 100% operational restoration occurred: this would mean that all topologically possible paths
were found but the number of paths was less than the required W(u,v). (4.1) defines PNE for one
span (u,v). A corresponding network average PNE of either intrinsic or operational contexts
follows as:

PNE = Eg=1.|s)) {PNEi} (4.2)
where E=(sj){-} denotes the expectation over all individual spans of the network. The
operational or intrinsic meaning of (4.2) depends of course on the version of (4.1) that is used
within it. PNE is by far the most important measure of restoration performance because this
determines the extent of working capacity protection. Next in priority is speed.



4.2.2 Spood-mluod Poriormnco Mnourn

When considering an advanced restoration scheme, four. spood-rolatod ﬂquros are of

interest. The first three of these can be applied either to an individual spancut or to a network as
a whole by averaging the corresponding measure for every spancut in the network:

1.

First path time: (tp1) This is the time of complating the first path of a restoration plan. This is
of interest primarily to assess the impact on high priority circuits. One may arrange to grant
such circults use of the first path(s) found in restoration so as to have the lowast risk of call-
dropping. The first path time indicates the minimum interruption that a priority circuit would
soe and gives an immediate indication if any portion of the affected traffic was able to beat
the CDT with for any restoration event in general.
Restoration time: (tr) This is the time of completing the last path that can be completed for a
given spancut. This is sometimes also called the time of complete restoration. This use of
*complete” should not be taken to imply 100% restoration however. Rather It is the time at
which the transient restoration event is complete, howaver the outcome.
Mean path time: (tpay) This is the average of the times at which individual paths in the
restoration plan are completed. This is not the same as the restoration time divided by the
number of paths found, because of the parallelism involved in the process of Selfhealing.
98% confidence time, tos : This measure is defined for a whole network based on the
restoration times of all individua! spancuts in the network. This is the time by which 956% of
all observed spancuts are completely restored. It is the value at which the CDF of
restoration time equals 0.95 :

tos

I p(t) dt = 0.95 (4.3)

0
where p(t) is the probability density function of restoration time. In practice we have only a

limited number of spancuts in any given network and have to approximate the above integral with

the corresponding discrete summation of a histogram of observed statistical frequencies.

4.2.3 Path Length Efficiency (PLE)

Next in order of priority we are interested in the efficiency of a restoration scheme as a

k-shortest paths routing method. In practice we want to ensure that additional signal path delay

is minimized in rerouting and we want to ensure reasonably efficient use of network spares. PLE

measures the total distance of all links used in an actual restoration plan, with respect to the total

number required in the corresponding ideal set of restoration paths.

The path length efficiency of a given spancut in an intrinsic context is:

PLEw = TPL [[Pgdlu / TPL [[Pglluy (4.42)

and in an operational context the PLE of a single spancut is defined as:
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PLEw = TPL [[P)w*/ TPL [[Pllwv ik = W(uw) : (4.4b)
where the TPL [[P]] is the total path length of all restoration paths in a given restoration plan (set
of restoration paths) e :

HIP
TRLIIP]} = = C(Pie [IPI) (4.5)
i .

[P]; is a path in the set of paths [[P]] and C(IP};) is the path length operator defined in
(3.2). [[P{1]" denctes the subset of [[Pg]] formed by taking the first n paths from the ordered set
{[Py]]. These are the n shortest paths given the internal ordering of [[Pg]] by ascending C(P)).
If all links have only logical length then every c(u,v) = 1 in forming C([P};) and PLE is then the
ratio of the total number of individual links used in an actual restoration plan to the theoretical
minimum total number of links. If links are characterized Ly geographical distance, then c(u,v) in
(3.2) is real-valued and in that case PLE measures the ratio of total path lengths and the ideal
plan may possibly use more finks in total than the actual plan.

The corresponding network-average PLE measure is analogous to the network PNE
measure:

PLE = E(=1.|is))) (PLE) (4.6)

It should be stated that PLE is only defined, for our purposes, when the actual restoration
plan satisfies the condition PNE = 100%. Otherwise if the actual restoration plan has fewer paths
in total than required for 100% PNE then it may also have a TPL that is /ess than that of the
reference solution, which implicitly has 100% PNE. This appears to produce a PLE greater than
100% but in fact is a condition under which PLE is not defined.

4.2.4 Shortest Path Probability (SPP)

While PLE measures the routing length efficiency in terms of total number of links used to
provide all the paths in a given restoration plan, it is also of interest to measure the probability
that any given path is shortest path, ie. a member of the set of ideal-length paths from the
reference solution for the same spancut. To form this measure it is necessary to construct a
mapping between the ordered set of actual path lengths [Le]i = C([P]i ¢ [[Pa]]) and the
corresponding ordered set of path lengths from the ideal solution, [Ly]. The mapping is rooted in
the set of actual path lengths and constructed as follows:

1. Both sets are ordered by increasing path length.

2.fori:= 1to |[L]| mapping[i} := nul

3.fori:= 1to |[La]| begin

ji= 11

repeat

ji=j+1

if ([La)i = [L];) and (mapping[i] = nul)) then mapping(i] : = |
until (mappingli} <> nul)orj = |[L]|; end

ONOO L
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The SPP is defined for a given spancut (u,v) using the mapping set constructed above as:

| mappingu|
SPP = (4.7)

min {} {[Pellw|, W(uWV)}
where |mapping| gives the number of non-nul elements in the mapping set constructed as
above to relate path lengths in the actual solution to those with equivalent lengths in the ideal
solution. The respective number of ideal paths to be considered is givan by min {|[[Pglwl,
WV} 1fW(uv) < = then the SPP measure takes on an oparational context, otherwise an
intrinsic context is implied for SPP by normalization to the number of topologically possible
paths. ‘

Note that the exact routes of two paths, one in the actual solution, one in the ideal solution
do not have to be identical to be associated together by the above mapping function. Rather, the
mapping seeks to construct one-to-one matchings between paths based on their lengths. Such
mapping for determination of SPP is defined only for logical or integer path lengths. The

procedure can however be adapted easily to construct an equivalent association between real-
valued paths with a defined band of approximate equivalence. The SPP of an entire network is
correspondingly defined as the average of the individual SPP values obtained from every
possible spancut in the network.

SPP = Eg=1.(s)) (SPPi) (4.8)

4.3 Defining the Theoretically Ideal Solutions
To compute any of the topological performance measures above we require knowledge of
some theoretically ideal restoration plan for each spancut in a network. Specifically, we need to
kncw [[P]] for use in the above relations. But how exactly do we define [[P¢]] and how can we
obtain such reference solutions in practice?

4.3.1 k-Shortest Paths or k-paths of minimum total length ?

In Chapter 3 we discussed the so-called k-shortest paths literature and found that most
investigators seek k paths with no disjointness constraint amongst them. Paths are ranked only
by differences in total length of each path. Under these circumstances there is no difference
between k-shortest paths and k paths with minimum total length. However, when disjointness
amongst paths is introduced we have to be aware that k-shortest link-disjoint paths (meaning a
set of paths comprised of first the absolute shortest path, then the shortest path remaining
without reusing any links of the first, then the shortest path remaining without reusing any links of
the first or second paths, etc.) is not necessarily the same as the set of k link-disjoint paths
having minimum total length. We adopt the former criterion for an ideal reference model but
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some dlséusslon is warranted to explain this issue and to give the rationale for the choice which
we have adopted. v v

The two criteria which are candidate properties for a hypothetically ideal restoration scheme
aro: (a) restore via k-shortest link-disjoint paths, (b) restore via k link-digjoint paths which
have minimum total length. Two variations on (b) are : (c) find paths which have bounded total
length, (d) find paths which have bounded individual lengths. -

The difference between (a) and (b) is very significant for the complexity of the problem that
is set as the formal objective. Criterion (g) implicitly requires that the shortest path is one of the
paths i the solution. Criterion (b) requires any k (link-disjoint) paths having minimal total length
and doas not necessarlly include the shortest path in the solution. A large complexity difference
arises because (a) stipulates a length constraint on each of the k paths individuglly, whereas (b)
stipulates a length constraint on the k paths collectively. The latter can be satisfied only by a
global optimization whereas the former can be satisfied by k /ocal optimizations. Equivalently the
former is a combinatorial problem formulation while the latter is amenable to a "greedy algorithm"
approach [HoSa78].! In the particular case this difference is a choice between an NP-complete
problem formulation, which inevitably requires an exponential-time combinatorial search
algorithm on the one hand, or a problem solvable by a polynomial-time algorithm on the other
hand. The important difference between (a) and (b) only arises when the constraint of link-
disjointness is applied because the selection of successively shortest individual paths introduces
the possibility that, with two paths Py and P2,(C(P1) < C(P2)). the routing of Py can influence the
routing of P2 by siezing links which would have been present in P> had all paths been coliectively
chosen with a global view to minimum total path length.

Criterion (d) above Is clearly not appropriate for the restoration problem because it can
introduce a compromise in path number. In (d) the path length bound is a primary factor which,
if it has effect at all, can only prohibit the creation of one or more paths if the network topology
does not support k paths each with C(P) < B. That is to say that k', the topologically-limited
number of paths under (d) can only be less than or equal to the topology-limited k under either
problem statements (a) or (b). Now let us consider the complexity of (c) and (b). (c) is already
known to be NP-complete by vintue of the work of [RoPe84]. Regarding (b), it is also fairy easy
to deduce that it too is an NP-complete problem by virtue of decomposition of the problem
statement and comparison to known NP-complete problem formulations in [GaJo79]. For the
application of NP-completeness theory it is necessary to convert the problem which is actually
faced, into a related decision problem formulation (see [GaJo79) sec. 2.1). We can do this for
(b), decomposing it into a set of decision problems which are inherent parts of (b) as follows:
Qo(a) Do any k mutually link-disjoint paths exist between uand vin G ? If so, let B equal the total
path length of the set of paths found in satisfying Q0(a). Now to address (b), we also need to
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know that B is a minimum so it Is next necessary to ask : Qo(b) Does G contain k disjoint paths
between u and v having total length bounded by constant B? We know by this decomposition
that (b) is an NP-complete problem bacause QO(b) is a decision problem which is listed in 8
compendium of NP-complote problems produced in [GaJo?78].2

We can now summarize on this point, justifying our selection of the k-shortest paths
formulation (a) as the most advisable problem statamant for our approach to the restoration
problem based on the following considerations: Path numbar efficlency and speed are
paramount for a restoration scheme. The issue betwean (a) and (b) pertains only to path length
officiency which is of secondary concern in practice but problem formulation (b) is NP-complote.
it is therefore not a realistic target i we are-to have any chance of coming up with a truly
distributed local-data-only method to solve restoration in real time. Formulation (a) has the
particular advantages of progressiveness and stability in that individual path results can be put
into effect as soon as they are realized. There is no need to walit for computation of all possible
path sets to ensure globally minimum TPL before committing to any paths, or alternatively no
need to subject paths, once established, to possible revision for global length reducing trade-offs
between individual paths. Because our goal is a fully distributed, fast, single-pass method, k-
shortest link-disjoint paths will be our chosen ideal reference model. In practice, Selfhealing
deviates very little from perfect k-shortest path properties and these properties also seem to differ
quite infrequently from globally minimum TPL in any case. By accepting k-shortest paths
behavior rather than minimum total length behavior however, we obtain the desired properties
that polynomial-time complexity and stable progressive path accumulation are possible for
Selfhealing but such a restoration scheme will not strictly ensure globally minimal-length path
sets.

4.4 A Reference Algorithm for k-shortest Paths

Having decided that k-shortest link-disjoint paths is the appropriate definition of the ideal path
properties for the present problem, we need a way to find such solutions. We found in the
course of this work that in relatively sparse networks or when few routes are required, it seems
relatively easy for a human being to identify, visually, ideal sets of k-shortest paths in a graphical
network model when logical path length is used and every individual link is graphically visible.
This way of checking the Selfhealing solutions was in fact used for the first year of the project.
However, the relatively powerfu: visual ability to spot these patterns fails when network
connectivity is high, when maximum path finding stress applies, when span sizes do not permit
graphical resolution of every link or, when real-valued link disi- xces 77 used.3

Therefore to determine, reliably, the theoretically ideal solution sets, a centralized algorithm
for the problem of k-shortest link-disjoint paths in a multi-graph was designed and implemented
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as a too! for this research.. The algorithm is called MetaDijkstra because the approach it takes is
to create one higher dimansion than the space within which the normal Dijkstra algorithm [Dijk68)
works and, from that higher dimension, manipulate the Dijkstra procedure by feeding it a
succession of appropriately modifiad simple-graph network models, abstracted from the actual
muiti-graph natwork. An outline of the aigorithm is as follows:

An initial database of the entire multi-graph network indicates each span in the network, the
number of spare circults on each span, the span distance (and the number of working circuits if
in an operational context) In span-list format (see [AHUS3] for graph representation formats).
Successive calls to an implementation of Dijkstra's algorithm for the single-source shortest paths
problem in simple graphs are used to obtain one path at a time until the k required shortest link-
disjoint paths are found in the multi-graph, or no more paths are possible. The paths are found
by tracing through the P vector (not same P as we use for path vector) resuiting from the Dijkstra
search for the single shortest path in each modified network (see the following or [Dijk&9]). At
each iteration one path is found. In the nth iteration, one link on each span along the route of the
nth path is removed from the multi-graph network representation. Forthe (n+1)st iteration a new
simple-graph representation is abstracted from the modified multigraph network and presented to
Dijkstra to find the shortest path in this dummy network. A link in the simple-graph
representation that Dijkstra sees is eliminated from all subsequent simple graph abstractions
when all links of the corresponding span in the multi-graph network have been utilized.4 We will
now review Dijkstra’s shortest path algorithm and then show how it is extended for the present
purposes.

4.4.1 Dijkstra's Algorithm

The most common path-finding problem is on a directed graph G=(N,L) in which all links
have a nonnegative weight (ie. distance, cost, delay, risk etc.) and one particular node (or vertex)
is specified as the source. Dijkstra’s algorithm solves what is called the single-source all shortest
paths problem in this type of network. Our implementation of Dijkstra’s algorithm uses a two-
dimensional adjacency matrix representation of the network in which directed link (i,j) between
the nodes i,j is represented by the finite cost CJi,j] of the link between them. Cf[i,j] has units of
whatever cost metric applies - we assume logical distance. Entries in C[i,j} which correspond to
a link that does not exist in the network are given some suitably large numerical value to effect
infinitely long (ie.unconnected) links.

The Dijkstra algorithm works by maintaining a set [S] of nodes whose shortest distance from
the source is known. Initially [S] contains only the source node s. In each iteration another
node, v, is found which is at the next shortest possible distance from s on a path going through
one of the nodes already in [S]. Nodev is then added to the set S (strictly, v is concatenated to
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[S] because the set order matters in the final interpretation). Once [S] includes all nodes of the
network, the algorithm halts. During execution an array D s used to record the minimum length
path to each vertex found above. At the end, D halds the magnitude of the shortest path to each
destination node. The algorithm does not directly produce the actual paths corresponding to
each shortest route but it is a simple extension to construct this information during exacution and
this is included in the following implemantation. The notation [-] denotes set operations and \[ ]
is the not function for set inclusion.

procedure Dijkstra;
hegin
S:=[s]; {initialize}
for everyiin N \[s] do begin  D[i]: =Cls,i];
Pli]:=nul;
end;
{main loop}
fori:= 1to (n-1) do hegin
{A. find the node autside of the current S that has the minimum distance from s}
minval :=infin; wmin := 1;
for every w in N\[S] do
begin
if D[w] < minval then begin
minval:= D[w];
wmin := W
end;
end;
{B. add the selected node to S}
[S]:=[S]+[w;
{C. update minimum distances o the next tier of nodes reachable through the selected node w)
for every vin N \[S] do
ir (D[w]+C[w,v] < D[v]) then begin
D{v]:= D[w]+ Cw);
P[v):=w;
end;
end;
{D. produce a table of the actual shortest path routings from P[v] with destination vertex at left-hand
side}
for i:= n downto 1 do begin
write(n);
repeat
j:= Pln};
write(j);
n:=j;
until § = s);
writeln;
end;
end;{ Dijkstra}
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4.4.2 The MctaDijkstra Algorithm . . .. . . : ; ,

Yo arrive at the MetaDijkstra algorithm, the above procedure is iterated. with a successively
modified dummy network matrix as a means to obtain k-shortest fully disjoint paths betwesn two
spacific nodes. While Dijkstra (as shown for illustration above) prints out a final table of (non-
disjoint) shortest paths from the source node to every other node, we modify that part of the
procedure for use in MetaDijkstra so that it reports after each call in terms only of the routing
chain from source to destination for the node pair of interest. The MetaDijkstra algorithm is:

{s= source node, d= destination node,

Clij] = network span distance matrix, T[ij] = span depth matrix,

D[v] = final shortest distances from source node to other nodes produced by Dijkstra,
P[v] = predecessor routing vector produced by Dijkstra.

P[v] is initialized to a predefined nul value in Dijkstra,

infin is a constant arbitrarily larger than possible path length}

MetaDijkstra
hegin
while not eaf(input) do begin finitialize C[ ], T[ ] matrices}
rcadin(input, v, v, dist, nlinks)
Clu,v):=dist ; C[v,u] := dist;
T[u,v]: =nlinks; T[v,u] := nlinks
end;
Tisd):=0; C[s,d):= infin;

repeat
k:=k+1,;
Dijkstra (s,d,Cl]);{call modified Dijkstra with specified source, destination and dummy network graph}
if D[d] < infin then begin
write(k 'th shortest path is :");
ji=d;
repeat
TIPlii): = TIPHL] - &
write(j,-");
if( T[P[j1i] < = O then begin C[P(j],j] := infin; C[j,P[j]]:= infin; end;
j:=Plil;
until (j:=s);
end
until (D[d] = infin);
end; {MctaDijkstra}

An executable program for MetaDijkstra With other features such as logical / geographical
distances and operational / intrinsic mode choices pius TPL and path number summaries etc.
are available from the author but, for brevity, are not included here. Henceforth in this work we
treat the output of MetaDijkstra as defining the theoretically ideal path sets by the criterion of k-
shortest link-disjoint paths in a multigraph for purposes of quantifying the performance of
Selthealing as a truly distributed solution for the restoration problem. Several points of further
reseai ch involving the MetaDijkstra algorithm are discussed in Ch. 13.
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4.5 8ummary o

. The ﬂeld ol distributed automatic restoration routlno is a new area in which rocognlzod
performance measures and agreed objectives do not exist.- Consequently a naceasary. part of
this work was to develop and define a quantitative framework within which advanced restoratinn
systems can ba systematically measured and parformances compared. In order of thelr practical
importance, we have defined path number efficiency (PNE), several spead measures. path length
officiency (PLE) and shortest path probabllity (SPP) as the quantitative measures cf restoration
system performance which we will use to characterize Selfhaaling. These metrics are defined for
both operational and theoretical study contexts and are dependent on knowledge of the ideal
k-shortest ilnk-dls]olnt paths solution. To obtain these reference solutions the centralized
MetaDijkstra algorithm was developed.
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CHAPTER §
DISTRIBUTED INTERACTION VIA SIGNATURES

As far as the author is aware, all distributed routing algorithms in use or proposed for
communications networks today rely on interprocessor messaging as the basic paradigm for
interaction between nodes. Even the few distributed algorithms mentionad in Ch. 3 assume all
interactions take place by means of messages explicitly addressed to neighbouring nodes via
some reserved data link which is separate from the normal traffic-carrying signals of the network
and that such data links are general purpose, ie. they carry messages of all typas pertaining to all
transactions between those nodes. Within this paradigm any node in the network can send
messages addressed to any other node, not only directly adjacent nodes, via well-known X.25
type packet relay protocols. This approach to distributed interaction is so ubiquitous that many
would ask what other paradigm is there?

Selfhealing uses a very different interaction paradigm - that of isolated event driven
“signature” processing, rather than interaction through explicit messages addressed between the
processors of the network. Seifhealing interaction is much more iaxdirect. It is more like one
imagines the workings of a biological system: numerous, isolated, primitive cells simply react to
the local environment at their boundaries and change their local environment slightly. Coherent
large-scale actions of the organism (ie. the network) occur cnly as the collective by-product of
each node's local interaction with its environment. In Selfhealing, that environment is comprised
of signatures, one statically embedded on each transport entity sent and received by every DCS
node. This chapter describes signatures, and the philosophy of interaction through signatures,
rather than messages. This sets the stage for the next chapter which gives the core description
of how the restoration problem can be solved by means of a protocol for the distributed isolated
processing of these signatures at every node of a network, ie. the Selfhealing protocol. This will
involve going into the specific logical manipulations and a hardware support environment for
implementation of Selfhealing on a real DCS machine.

How, In practise, to apply signatures transparently to their respective carrier signals is an
allied research question that the author has addressed. Particularly in existing DS-3 based
networks, there is, at first inspection, no apparent way to attach any ancillary information such as
a signature to the DS-3 transport entity. In closing this chapter we return to the problem of
applying signatures to the DS-3 signal with a review of three papers by the author which address
this important adjunct problem to the present study.

This chapter and the next should be taken as a companion pair. Only when taken together
do they completely explain the technique of Selthealing. In discussing signatures in this chapter
it is inevitable to delve partially into how the protocol works, properly the topic of the next
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chapter. The reader is askad to view such forward allusicns to the protocol itaslf as a form of
introduction to concepts which are revisited in depth in the next chapter. The two chapters will
then stand complete : this one describing the objects which Selfhealing manipulates, the next
giving the rules for manipulation of these objects.

5.1 Signatures

The various nodes of a Seifhealing network interact solely through restoration signatures on
the links between them. As a paradigm through which to coordinate the distributed action of
many riodes, signatures are different in several aspacts from conventional sending of messages
between processors. A signature is not an interprocessor messaging channel or aven a one-time
message - it is a dedicated attribute of a transmission link. A signature is invisible to the traffic on
its link but is physically inseparable from that link and contains only the fields which will be
defined in this chapter, not a general-purpose messaging capabllity. Unlike a messaging link, a
signature Is not addressed to any particular other node. A node originating a signature does not
necessarlly know who will receive that signature or who will be influenced by its secondary
effects. Ifthe path of a transport entity carrying a signature is suddenly switched anywhere in the
network, its signature intrinsically goes with it.

The prior radioisotope analogy best describes the original use of one or a few unique
signatures at a time for path audit trace (Ch.1) but does not apply in exactly that manner when
there are hundreds of signatures in existence at once in Selfhealing. The radioisotope notion of
labelling is still relevant to the Selfhealing application however; each signature is a unique label of
sorts, but a further analogy is needed to best describe the role of signatures in Selfhealing.

§.1.1 Distributed Interaction Through Signatures

Although Selfhealing nodes all have a processor, no effort is made to communicate
processor-to-processor in a direct attempt to co-ordinate efforts in working out the restoration
problem. Selfhealing restoration instead occurs as a network-level by product of the /solated
actions of each node. The Selfhealing task inside each node sees the outside world only through
the signatures arriving on transport entities at its site and (when Selfhealing is rurining) the nodal
processors act only as specialized signature-processing engines. Processors influence each
other indirectly however, because each Selfhealing node reacts to the signatures arriving at its
periphery and, according to the Selfhealing protocol, may make changes in the number, content
and link association of all the signatures emitted from its site in response to the signatures
arriving at its site. (The rules for such changes are the topic of Ch.6) During Selfhealing, the
processor of the host DCS effectively becomes isolated from all other nodes in the conventional
sense of data communications and acts only as a. isolated processor of signatures sitting in and

reacting to a sea of changing signatures.
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One analogy for the node-based Selfhealing protocol is that it is a set of rules for playing a
game. This "game” is defined by rules of oparation on signatures and by a goal of seeking
certain combinations of signatures amongst several families of signature types. The rules define
a set of legal operations and required actions for priority amongst signatures, for the origination,
duplication and elimination of signatures, for changing ones own state, and for dropping out of
the game, or for declaring success. Each node Is a player of this game and seeks a certain goal
condition that is specifiad in terms of pairs of matched signaturas. From the viewpoint of any one
node there is also the apparent element of chance (as to exactly which signatures will come its
way). When a Selfhealing node achlieves instances of the goal, there is a reward; permission to
operate a crosspoint.! Information as to which crosspoint to operate is not encoded in the
signatures but rather, by the port interfaces which happen to hold the matched signature
indications when they are found.

This is clearly a major shift in paradigm for distributed intéraction. Traditional messaging-
based distributed system design methods are repiaced in Selfhealing by collective large-scale
action which is only a hy-product of locally sought goals pursued according to a set of rules.
This alternate paradigm of distributed interaction is fundamental to the speed, autonomy and
database-freedom that has been achieved in Selfhealing. In further chapters it will become
increasingly apparent that the desirable attributes of the Selfhealing method trace back in great
measure to this choice of nodal interaction paradigms. In particular, the unique ability to
construct k link-disjoint paths simultaneously in parallel, Is due to this approach. Recent Bellcore
[YaHa88] and NEC [Yamir88] attempts at a Selfthealing-like restoration scheme use the
conventional messaging based interaction paradigm and, not coincidentally, lack this rmost
advantageous ability.

5.1.2 The Static Nature of Signatures

Unlike messages, which have an essentially one-time occupancy of the data channel,
signatures are static quasi-permanent fields repeatedly impressed in a transparent way on the
individual transport links of a network. The static persistent nature of signatures has benefits in
simplicity and robustness when used in Selfhealing, primarily because signature-state information
(and implicitly network state information) is stored on the links of the network. This state
information is available to the SH task in the receive signature register of the respective port card
so that the network itself becomes the database Selfhealing uses. If the node originating that
signature changes it, the relevant 'memory locations' at another node are immediately updated
because the link itself is the memory mediym. To achieve the equivalent real time state
information management with one-time messages on a shared data link would require an
enormous volume of massage traffic and the SH task would have to use memory and time



intensive methods to construct and maintain a continually corract synthetic link signature state
image of the .overall node. If one of the conventional messages (baing used in this hypothatical
case to convey signatures) was missed or corrupted, the whole memory construct loses integrity.
This drives the need for X.25 type layered communications protocols to manage retransmission
of an errored message when needed and so on, rapkily eroding real time performance K
messaging attempts to parform the same functions achieved by signatures.

In the static approach of signatures, no such time-consuming communications protocols is
needed: if any one instance of a signature repetition is errored (and fails its Checksum test), the
receive hardware register always holds its last valid value and accepts the next rapetition of the
signature when correctly received and checksum validated in hardware. Quite simple dedicated
hardware in the DCS port card is all that is required to send and receive (or rather ‘apply’ and
'detect) signatures reliably. The static space-divided (rather than time divided) assignment of
signatures onto individual links is the basic 'signalling method’ of Selfhealing. It is a major
contributor to overall speed because signatures never queue for trangmission, they propagate at
carrier signal velocities and are received and verified in hardware. There is no receive buffering in
the usual sense: a new signature overwrites, rather than follows, any previous signature that was
applied to a TE. All that matters at any time in Selfhealing is the current signature state of a link,
not the series of signatures that may have been applied. In messaging of course every message
in a series must be preserved, usually through buffering. A final property, at the heart of the
method, is that signatures can obviously only be placed on finks that exist. The events that occur
in a Selfhealing restoration are inherently driven to an outcome that is ultimately determined by
the network’s own topology at the time of the event. The network topology becomes like a
spatially encoded program that is indirectly read and followed by the processors of the network
in their collective role acting as a single distributed multi-computer.

5.2 Content and Uses of Signature information Fields

We now describe the information fields that are present in a Selfhealing signature. A
description of the protocol for processing such signatures follows in the next chapter and
depends on this section as background. This section aims only to introduce each field and
outline the principles behind its use, deferring some essential details until the following chapter.
The heavily interlinked descriptions of this chapter and the next can then ba seen as a single
body.

Fig.5.1 shows the information fields in a Selfhealing signature. The number of bits for each
of these fields can be set for the size of network in which it is deployed, both in terms of number
of nodes and total number of transport entities for which unique signal IDs are required. A mode
0 signature is the type of signature which is present in the dynamic phase of a restoration event.
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in normal times when there is no failure, mode O signatures are present on all links but In a
defined null state. A mode 1 signature is used after a rerouting path Is synthesized to solve the
problem of end-to-end mapping (Ch.3, Constraint 3). The mode 1 signature forwards a signal
identifier to ensure that an identical traffic substitution assignment is made at both end nodes.

Mode 8

NID SOURCE | TARGET | INDEX | REPEAT | RA | MODE | CHECKSUM

Mode 1

NID SOURCE | TARGET SIGNALID | MODE |CHECKSUM

=1
Figure 5.1 - Information Fields in a Signature

It is not essential to have two separata signature modes. One composite signature type
could be defined in which the contents of mode 0 plus a Signal ID field are present. During the
active phases of restoration, the Signal ID field would be present in every signature but would be
null and ignored. The protocal would switch from null to a vaid Signal !D just as it now switches
to a mode 1 signature. Two signature modes are used at present however because Selfhealing
speed benefits from use of the shorter mode 0 signature during the time-critical dynamic phase
of path synthesis. In DS-3 networks there may be only 8 to 23 kb/s available for signature
transport [Grov87a], [GrKr87]. In these conditions a mode 0 signature, roughly halves the
signature length, giving a worthwhile reduction in signature transfer time.

The main development of the Selfhealing method has to do with mode 0 signature
processing. Therefore, unless specifically indicated as mode 1, the word “"signature” implies
mode 0 in the following. Also in all of the following, the mode bit and checksum fields will be
omitted from discussion, as their roles are obvicus. It is assumed that the hardware functions of
the port card include a checksum test and mc.de determination before the signature contents are
made available to the DCS processor.

§.2.1 Fields Common to Mode 0 and Mode 1 Signatures

NID : NID stands for Node |Dentifier. This field is always asserted by any node when it
applies a signature to any transport entity. The NID field is written with the unique network-wide
identifier of the node which physically applied the signature. The NID field is not used for any
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explicit routing purpose, rather, its role is in deducing link-to-span set associations so that each
DCS can group links arriving at its site into logical spans. . This uses the property that all
signatures arriving with the same NID must have come from the same adjacent node, and
therefore form a span. Span entities are a necessary logical construct in the Seifhealing protocol
and by this use of NID the requirement for stored tables describing the composition of spans at
each node is removed. The SH protocol will deduce link-to-span associations for itself using
NID. Although spans are immadiately apparent to a human being looking at a network map,
recall that all the Selfhealing protocol sees from its position in the node is an unstructured array
of port appearances. Span information could be stored in tables in the node but then the usual
problem of maintaining accurate distributed network cenfiguration databases arises. instead
with the NID field of a signature, links carry the identity of their adjacent physical originations so
that whenever any normal maintenance, or service rearrangements are made, the network is self-
updating for Selthealing purposes. !n normal operating conditions a null mode 0 signature is
placed on every transmit link (working and spare). In a null signature all fielis except the NID are
set to predefined null code values. In both normal and emergency times NID is always the ID of
the immediate physical applier of the signature.

Source, Target : The SOURCE and TARGET fields are always the ideniities of the two
nodes directly adjacent to the relevant span fault, called Sender and Chooser nodes in the
protocol. These fields are only assigned by the Sender and Chooser nodes when they emit
original non-null signatures into the network. Other (Tandem) nodes may be required to repeat
these fields but they never overwrite them. Source and Target fields are not used for explicit
routing purposes as their names may tend to imply. In fact, if only one span fault were to exist in
a network at one time, then Selfhealing works without any Source, Target fields whatsoever.

In the existing protocol however, Source and Target fields have two purposes: (1) They
provide a problem instance stamp. For any signature in the network, source and target fields
constitute a unique label identifying the span failure to which the signature pertains. if there
should happen to be two spancuts in the network at once, source-target fields provide a means
of keeping all processing for one fault independent of simultaneous involvement in anothar
Selfhealing problem.2 (2) Given that Source, Target fields exist to provide indepandence
amongst the processing of multiple faults, the SH protocol exploits them furt:::x by anniving a
signature direction convention to the name order in Source-Target fields .z & mans of
distinguishing forward from reverse signatures (If Source-Target fields were not em:icyed a
single direction bit would be added to the mode 0 signature.). ~A forward signature is
distinguished from a reverse signature by having SOURCE = (Sender ID ), TARGET = (Chooser
ID) while a reverse signature has SOURCE = (Chooser ID) and TARGET = (Sender ID). The NID
of the Chooser is known by the Sender (and vice-versa) because this is the NID field of the last
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valid signature received (and transparently latched) in the receive signature register(s) of the
working ports that were put into an alarm state by the span failure.

8.2.2 Mode 0 Spocific Signature Fields

index: The INDEX field is an arbltrary but unique serial number assigned to each primary
signature originated by the Sender at commencement of the forward flooding phase. INDEX is
never altered by any other node and comes to represent a sub-family of signatures in the
network. The protocol recognizes the index sub-family to which every signature belongs and
treats signatures In certain ways within a family and different ways across index families. Briefly,
the role of index in the protocol is the management of simultaneous parallel contention amongst
the several path construction efforts that occur concurrently. Each family of signatures stemming
from one index value assigned by the Sender comes to effect an independent parallel
simultaneous path finding expariment which competes with all other index families, each having
the potential to result in one ‘ink-disjoint path. By the composite action of the protocol at
Tandem nodes, some indices will succeed and yield successful restoration paths; others will fail
in the competition for the required spare links. An index which succeeds in path creation
releases excess links from its family and these are taken up according to rules of competition by
other as yet unsuccessful index families and so on.

Each tandem node of the protocol is simultaneously observing relationships between
signatures at its site and is empowered to shuffle resources (ie. links) from the mesh of one index
into the mesh of another index, always enforcing consistency with the rules for relationships
between signatures at any one node. The rules by which the Tandem shuffies links amongst the
competing parallel meshes or families of signatures on each index is what causes k shortest
disjoint paths to be synthesized. The notions of competition amongst indexes trying to expand
the total interlocking mesh of signatures on their index will be important in the next chapter.

Repeat: The REPEAT field is a logical distance counter which is part of an overall
mechanism for control of the range (in space and time) of signature propagation in a Selfhealing
event. Associated with the repeat field of a mode 0 signature is system-wide constant (or node-
specific constant) called the repeat-limit (or maxrepeats). When the Sender initiates a forward
signature with index X, the numerical cifference between the repeat-limit and the initial repeat
value (IRV) that the Sender puts in the repeat field of that signature determines the reach
permission of the family of signatures on index X. The reach permission is the maximum
distance (in logical spans) that any set of related signatures on the given index will be allowed to
propagate away from the Sender node. For a network-wide constant reach permission plan, all
nodes use the same initial repeat value for all signatures they originate. Each Tandem node
increments the REPEAT field of any signature that repeats a signature. Tandem nodes enforce



the reach permission by ignoring any signature that arrives at its periphery with a REPEAT value
greater than or equal to the repeat limit. Variable reach parmission network plans are based on
spacially selected IRV values for each node.

RA bit: RA stands for Return Alarm. The RA bit is used to ensure that an alarm Is seen at
both ends of a falled span without necessarily walting for ordinary alarm detection processes to
raise the alarm. This measure is particularly needed for the spacial case where Selfhealing acts
like @ conventional protection switching system. In protection switching the problem is usually a
one-way single-regenerator, splice, fiber or connactor failure. The whaole span Is not severed and
the fault may not be bidirectional. The RA bit ensures that in such circumstances the nodes at
the ends of the span are both triggered into Selfhealing operation, not just the end physically on
the receiving end of the failed link. Whenever the receive circuits of any DCS port raise an alarm,
the RA hardware immediately echoes that alarm state in the other direction of the circuit which
that port terminates, thereby ensuring an alarm state at both ends of any circuit which
experiences a failure. When the whole span is cut real alarms in both directions assure the same
effect and RA is redundant is this case.

The SH protocol never directly sees or writes the RA bit because all operations on the RA bit
can be completely delcgated to the DCS port hardware. The effect seen by the Selthealing
protocol is that there is no difference between a primary alarm in a port card or an alarm raised
as a result of the RA mechanism. The hardware supplied RA function is as follows: (The
notations RS.(), TS.() stand for receive signature and transmit signature registers which will be
defined in the next section.)

RA Logic {own-alann is the intemal alarm state gencrated by hardware monitors in this pont, alarm is
the output alarm indication shown to the DCS processor. }
If (own-alarm) then 78.RA : = true {cause remote alarm} else TS.RA := falsc;

If (RS.RA or own-alarm) then alarm := true {cause local alarm } else alarm : = falsc;

5.3 Signature-related DCS Port Hardware Functions

Fig. 5.2 shows the transmit and receive signature registers, pcrt status register and interrupt
logic that constitutes a DCS portcard from the viewpoint of the Selfhealing protocol. Al
Selfhealing signature processing rules are defined in terms of operations on the set of data
structures represented by all the ports of a given DCS node. Fig. 5.2 shows only the
programmet’s view of a port card, not the circuit functions that lie between this interface and the
serial bidirectional DS-3 transmission interface (see [Grov87c] for the latter). The functions and
properties of the portcard registers are as follows. ’

65



Transmit Signature Register

TS, NID SOURCE | TARGET | INDEX | REPEAT MODE

Receive Signature Register

RS. NID SOURCE | TARGET | INDEX | REPEAT

Port Status Register

PS. |ALARM [SPARE CONN | SIE SCIE | AIE | |[ASSOC_PORT SIGID

%SDEL IDDEL

R_'l__.q'-\
( own_alarm 1./— __s\ = intcrrupt
rom
. >
hardwarc RSDEL 1o Jﬁ_/
IDDEL —g—_[

Figure 5.2 - Processor View of Port Card Hardware

6.3.1 Signature Transmission and Reception Registors

Each DCS interface port has provision for storage and transmission of one transmit
signature (TS) and reception and storage of one receive signature (RS). From the DCS
processor point of view, the TS register is a static memory-mapped port to which it can write the
fields of a transmit signature for application to the TE transmitted from that port. Th2 fields
written to the TS register are thereafter continually repeated on the outgoing transport entity by
special circuits in the transmit side of the pont card, according to whatever technique is used for
signature transpont (sec. 5.6). The TS register has read/write status, as seen by the processor,
and is used by the protocol as the memory location which stores the current transmit signature
for that port.

On the receive side of a port card, a corresponding read-only receive signature (RS) register
exists and is comprised of two main parts. One is a serial-in parallel-out (SIPO) register for



signature extraction from the line signal and alignment and verification. The other is a paraliel-in
parallel-out (PIPO) signature-holding output register. The second register always holds the last
valid signature received from the link for presentation to the DCS processor. It is this parallel
output register that is shown in the view of the RS function in Fig.5.2. The SIPO register (not
shown) accumulates individual signature bits from the incoming transport entity and serially shits
them past circuits that recognize signature start/end orientation. Whenever a complete signature
is received in the first rogister and verified through hardware checksum calculation (or simple
repeated persistence checking) and that signature is different from the current contents of the
output register, then the new signature is latched into the output register and a signature-delta
interrupt (RSDEL) is raised to inform the processor that a signature event has occurred In that
port. When an alarm occurs in a port, the last valid receive signature Is frozen in the RS output
register. Complete descriptions of the transmit and receive signature circult functions for DS-3
operation using the framing bit modulation are given in a patent on the method [Grov&7c].

§.3.2 Port Status Register

The DCS port also provides hardware support for Selfhealing in the form of a Port Status
Register (denoted PSR or just PS in some contexts). The PSR includes ALARM, SPARE,
CONNECTED, Alarm Interrupt Enable (AIE), SIGID Interrupt Enable (SIE) and Signature Change
Interrupt Enable (SCIE) status and control bits plus an ASSOC-PORT field and a SIGID field as
shown in Fig. 5.2. The port status register has read/write status, as seen by the SH task, with the
exception of ALARM and SIGID registers which are generated by hardware and so are rsad-only
to the processor.

ALARM is generated either within the port itself or via the RS.RA mechanism in response to
a remote alarm. ALARM may also include a wired connection to the alarm state of transmission
terminal equipment external to the DCS. The SIGID register is loaded by line receiving hardware
similar to the RS SIPO whenever a mode 1 signature is received carrying a valid SIGID. At any
time that a non-null SIGID is recorded in the PSR of a port it is known that port is in the path of
live traffic. Subject to Interrupt masking, a vectored interrupt for the SH task can be generated by
the port card in the case of three events : (a) a transition in ALARM from false to true, (b) a
transiticn from null SIGID contents to non-null SIGID contents, and (¢) a change in the oulput
receive signature register. The vectored interrupt automatically identifies the interrupting port to
the processor. Each interrupt can be masked from a port by setting the AIE , SIE or SCIE bits to
zero, respectively disabling the ALARM, SIGID, and signature change interrupt functions.

Role of SIGID: The hardware function of the PSR is such that any time the protocol enables
the SIGID interrupt (from a masked state) the SIGID register is simultaneously cleared for the
receipt of a new SIGID. This arms the port to receive the SIGID of a live transport entity when the
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Chooser has initiated reverse linking and is waiting for the traffic identifier to arrive to know which
port to connect to in order to restore the one of the several failled live traffic TE's. Unique
network-wide SIGIDs are planned for every transport entity in future SONET-based networks. In
such a network, SIGIDs are unique idontifiers issued to each plece of network equipment which is
able to source a transport ontity into the network (eg, a muitiplexer, a video codec). Each
transport entity is impressed with this SIGID whan created at its sourcing equipment. In this
class of network, when the Selfhealing Sender node substitutes live traffic into a restoration path
it need not explicitly also forward a SIGID, because the act of substituting the signal intrinsically
also forwards the SIGID. Inthis case no mode 1 signatures are neaded Iin the method.

The SPARE bit is written and maintained by the DCS O/S in normal angoing provisioning
and commissioning activities. If a spancut occurs, SPARE indicates which ports are in traffic-
bearing use and which are available (spares) for use in restoration at the time of the actual fault.
if SPARE is true, and ALARM is false, the port is available for use in the Selfhealing method. If
SPARE is false and ALARM is true, then the port represents one of the working circuits that must
be restored. As soon as Selfhealing DCS uses a SPARE port in a restoration path, it sets SPARE
= false so that immediately after restoration, each restoration path will automatically enjoy the
revised status of a warking circuit if another fault occurs. If a second fault affects a 'working’
circyit that in fact is a spare that has already been pressed into restoration gervice, Selfhealing
will intrinsically try to restore again, within whatever further redundant capacity may be available.
(Leaving restored routings up so long that a secondary fault has any significant likelihood would
not be expected practise however.). Several alternatives are possible regarding reversion after
the span failure is physically repaired. Simple extensions to the protocol can permit automatic
reversion f desired.

CONNECTED is a bit which explicitly logs whether the port is currently connected via a
crosspoint of the DCS matrix to any other port of the DCS. When CONNECTED is true, the allied
ASSOC-PORT field is used to store the identity of the port (on the same DCS) to which this port is
connected. CONNECTED will ordinarily be true only for a port in working mode or a spare port
which Selfhealing has used in a restoration path and is now carrying traffic. When CONNECTED
is false, ASSOC-PORT has an alternate use as a logical pointer in the Selfhealing protocol. In this
role ASSOC-PORT is used by the protocol to store the ID of some other port on the same DCS
which has a receive signature that is the current precursor for the TS presently emitted by this
port (discussion follows). In the normal course of day-to-day operations the ASSOC-PORT
register and CONNECTED bit are written by the DCS O/S whenever it makes new connections.
Selfhealing may write to both these attributes of the PSR during a restoration event but these
actions are compatibie with normal provisioning changes to working circuits because Selfhealing
only operates on spare unconnected ports.



e 5.4 Notatlon mr SIgmtuu Opomlom .

The get of TS, RS.and PSR registers.on every. port of the DCS collectively form a ‘smart!
memory space in- which all data needed for the Selfhealing. protocol. are present and
automatically updated by hardware in.response 1o external events. To the processor this
memory space appears to bs completely seif-updating. The entire memary space required by
Selfhealing is kept current by events outside the node itself. The SH task is therefore relleved of
large overhead efforts which would otherwise be required to maintain a currant memory image of
the total node signature state and the protocol enjoys the unsual situation that what is in memory
is current with the outside world by definition - an ideal sought after in all real time asystems
programming problems. We now define a logical view of this structured memory space and a
formal notation for addressing and oparations within this space. These notations and operations
are a foundation for describing the SH protoco! in detall.

From the viewpoint of the processor in a8 DCS, every port card is a structured memory type
with four attributes:

type portcard = port: portnumber {1..maxnoports}
RS : RSregister {receive signature register}

TS : TSregister {transmit signature register}
PS : Pon-Status-Register

Port is the identity of a port on its host DCS. It is of scalar type portnumber which
enumerates the set of all valid portcard addresses on the host DCS machine, plus an explicit null
identifier. The other three elements of the portcard are structured objects:

type RSrogister = type TS register =  NID, source, target: nodeid

index, repeat : {integer, nuil}
RA, mode : boolean

type Port-Status-Rogister = SigID : integer
Assoc-port: portnumber
alarm, spare, AIE, SIE, €CIE, Connected : boolean
nodeld is a scalar type with range equal 1o the set of valid node names in the network plus a
defined nulf node name. Valid ranges for the index and repeat fields are the intagers but their
tyne of definition also includes a defined null value.
The memory structures of a port card are addressed by signature specifications as follows:
sigspec = register <.field> @ port
This signature addressing format indicates the register (TS, RS, or PSR), the field (any of the
variables defined for the type addressed in register) and the identity of the DCS port card at
which the preceding data is addressed. <.field> is an optional specification of an individual
variable within the selected register. If <field> is not present, the entire addressed register is
treated as one object. For example: (a) TS.REPEAT @ 12 specifies the repeat field of the
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transmit signature register at port # 12 on the host DCS. (b) RS @ int-port specifies the entire
receive signature found at the port number given by current value of a variable int-port... Often
when a signature register it treated as one entity it Is for copying a whole signature from one port
to another which, for example, might take the form:. (c) TS @ port! := RS @ port2. TS and RS
objacts have the same subset of fields and are therefore compatible types for operations such as
(c). It is necassary in general to spacify TS or RS whenever a single fleld is addressed in one of
these registers bacause fialds of the same name oxist in both TS and RS structures. In contrast,
each sub-field of the PSR is unique to the port card and so, for bravity, spaecification of the PSR
register can be implicit. For example: (d) ALARM @ scanport is equivalent to (e) PSR.ALARM @
scanport.

The ASSOC-PORT field of the PSR is used by the SH protocol for indirect addressing
operations. in this use, the contents of Assoc-port is the Identity of another port on the DCS,
either relating physical connection to another port or logical precursor relationship to ancther
port. The latter usage occurs only when a port is SPARE and nat CONNECTED (ie. of use in
restoration). An example of the usages that will arise is the following :

(e) TS.INDEX @ portx : = RS.INDEX @ (ASSOC-PORT @ porty)

In this example the index field of the transmit signature register at portx would be assigned
the value of the index field of the receive signature register which is found at the port whose
address is given in the ASSOC-PORT register of ponty.

RS and TS types have a common information structure, but an RS register is by nature
read-only, whereas TS registers are read/write by the SH protocol. An assignment to an RS
register is always invalid bacause the contents of an RS register are determined by the port card
receive hardware which interfaces to the world outside the node.

5.5 Special Relationships Between Signatures

6.5.1 Class and Sense

The class operator is used to test whether two signatures pertain to the same network faul.
The sense operator is used to determine whether two signatures of the same class have the
same direction. Let [name1,name2] be an ordered couplet of valid nodenames and let "="
denote an operator that tests for (unordered) set equivalence. class () is as an operator which
extracts a couplet of node names from the source and target fields of a specified TS or RS
signature register. That is: class (RS @ portid ) := [RS.SOURCE @ portid, RS.TARGET @
portid].

class (req1 @ port1) *="* class (reg2 @ port2) implies that SOURCE, TARGET fields of the
two specified signatures are either identical or symmetric. A common usage in the protocol is to
check every signature received for relevance to the SOURCE, TARGET fault instance for which
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tho SH task is currently exocutln'g, .This is conveniently done by defining a current-class couplet
and praconditioning all processing In response to a new signature with
if (class (RS @ Int-port) *=* currant-class) then.... b : 4
otherwise the signature is spurious and should be ignored or processod in the context of anothor
concurrent Selfhealing task instance ('e.there are multiple simultanaous fauits). . It is In fact
implicit in the protocal description to follow that the above test to ensure that any signature
received pertains to the same fault currently baing processed and this will noi be explicitly
repeated.
The sense function is used to datermine a nation of diraction which Is used ly thé protocal.
It is defined as follows:
sonso ( reg! @ porti, reg2 @ port2);
begin if (class (reg! @ port1) "=" class (reg2 @ port2) than bogin
if (reg1.SOURCE @ port! = rag2.SOURCE @ portz) sense ;= same
else sense := opposite end
else sense : = null end
§.5.2 The Precursor Relationship
. A node in the Selfhealing Tandem state (to follow) is frequently required to rebroadcast a
received signature according to specific rules. When such a selective rebroadcast occurs each
of the TS registers written by the Tandem node are said to have a precursor relationship to the
receive signature which they are logically extending by such rebroadcast. If the pracursor of the
TS at port2 is an RS at port1 we denote this as:
precursor(TS @ port2) = RS @ port1
The precursor relationship always implies the following relationships between one RS and
possibly many TSs.
TS.INDEX @ port2 = RS.INDEX @ port1
TS.REPEAT @ port2 = (RS.REPEAT @ port1) + 1
class (TS @ port2) = class (RS @ port1)

sense (TS @ port2) = sense (RS @ port!)
ASSOC-PORT @ port2 = portt

Precursor is a directed one-to-many relationship. One P~ .| be tiie precursor for many
TSs, but every TS has only one precursor. The precursor relationship strictly applies between
signatures, not ports. Because TS and RS signatures within one port may have different /ndex
fields, the following relationships can both be true, underining that it is signatures not ports for
which the precursor relationship is really defined:

precursor(TS @ port2) = RS @ port
precursor(TS @ port1) = RS @ port2
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ASSOC-PORT is a convenient way to avold long searches to find the precursor of a given
TS, a fairly froquent requirement in the pretocol. Precursor identification can otherwise require
scanning the entire node to identify the precursor RS by deduction from the above properties
alone. The Assoc-port register converts the O(n) search to an O(1) access by pointing to the port
where the precursor RS Is found for any active TS at & Tandem node. To obtain this benefit, the
protocol must maintain Assoc-port correctly through all its operations. When this Is done
howaver, a simple construct serves to Implement precursor(-) as a function which returns the
sigspec of the received signature that is precursor to a given TS:

Precursor (TS @ portx) = RS @ (ASSOC-PORT @ portx)

5.5.3 Coinplement Signatures ,
A complement signature pair Is two signatures found at reg? @ port! and reg2 @ pont2
which satisfy the following symmetry conditions:

class (reg! @ port!) = class (reg2 @ port2)
sense (regl.@ port1, reg2 @ port2) = opposite
reg1.INDEX @ port1 = reg2.INDEX @ port2

Complement(sigspec1,sigspec?) is an operator which tests two specified signature registers
for this relationship. In application the complement condition is of most significance when it is
found between the RS and TS registers of .ne same port, ie: Complement (RS @ portx, TS @

-porty) is true. NID and REPEAT are 'don't care’ fields in the complement condition. When testing
for the complement condition within one port, we may use the simplified notation
Complement(port).

5.6 Methods for Signature Transport

We have so far described the content and structure of signatures and defined some key
relationships and operations for manipulations on signatures. But how in practise are these
signatures to be transported over the TEs of the existing network so that they are applied from TS
registers and detécted in RS registers as we have assumed, without any effect on existing
payloads?

The requirement for signature transport is easily met in a SONET network by reserving one
of the existing unallocated signalling fields for this purpose [SONEB8S], [MoGr87]. This would
yield 64 kb/s for signature transport. Another possibility for SONET is to use the Embedded
Operations Channel (EOC) which is a defined part of the STS-1 standard. This would yield an
instantaneous signature transfer rate of 192 kb/s although the EOC is a common shared
messaging channel sﬁbject to data protocols, buffering, and does not provide the desired
properties obtained with static signatures on every TE. In either case, no special transmission
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methods have to be devised for SONET. In today's DS-3 natwork however, there is no overhead
to add signature indications to the DS-3 line signal. A separate series of investigations has
therefore been conducted to address this important issue. This includes the proposal and
analysis of three new techniques for transparent carriage of auxiliary information in the DS-3
signal format. This section summarizes the principal ideas and findings of that companion study.

5.8.1 F-bit Modulation

[Grov87a,c] introduces and treats a technique called framing bit (F-bit) modulation. The
principle is to exploit the significant resilience a~d hysteresis of commonly used standard
stochastic frame-finding circult designs to convey auxiliary signaling information as single errors
forced on the primary framing bit pattern of the DS-3 format. This can be done in a manner that
Is compatible with both asynchronous DS-3 and SYNTRAN [SYNT87] DS-3 formats and has only
aftrivial effect on reframing time statistics and no impact on in-frame DS-3 performance. A logical
one in the signaling stream causes a complement operation on the next outgoing F-bit which is
defined as a candidate for error modulation. A logical zero would cause no F-bit errors.
Signaling-bit and signaling-word synchronization and resistance to errors in the auxiliary
information is achieved in relatively simple circuits which process the F-bit error output of an
existing DS3 framing circult. With gated F-bit modulation the extension of reframe times is
controlled to a maximum of one excess frame-hunting iteration for modulation spacings as low
as every tenth F-bit. The limiting factor bacomes the need to not trigger a false reframe in a
correctly framed system. In gated F-bit modulation with every 13th F-bit subject to modulation
during an ON period of 280 F-bits repeating cyclically every 700 F-bits, the capacity of the
signaling channel obtained is (280/700)* 44.736x10+6/(170*13) = 8.097 Kbs. This is the
primary method of DS-3 signature transport assumed in the Selfhealing DS-3 network model
which was implemented for research purposes.

5.8.2 Signalling via Randomly Occurring Stuff Opportunity Bits

[GrKr87] pursues the idea of identifying and harnessing the randomly occurring stuff
opportunity bits in the DS-3 pulse-stuffing tributary justification scheme [see BTL71 or Smitss].
This method can provide a higher auxiliary signaling rate than F-bit modulation but it is not
compatible with the SYNTRAN DS-3 format. It works by substituting auxiliary information bits for
the stochastically arising dummy bits present in subframe 8 of the asynchronous DS-3 format
whenever positive pulse stuffing occurs for tributary frequency adjustment.

The normal DS-3 signal is obtained by multiplexing seven plesiochronous DS-2 signals. The
alignment (called justification) of tributary rates before synchronous multiplexing is achieved
through dynamic positive pulse stuffing. Each frame of 680 DS-3 time slots contains one time
slot (stuffing slots denoted $1-S7) which can optionally be used to transmit either information

73



from an appropriate DS-2 tributary or to pad-out the DS-3 format as needed to mop up tributary
asynchronism. Stuffing occurs when the tributary builds up a sutficient phase lag that bit
duplication would result unless a dummy bit is substituted. When this occurs, the stuffing siot
carries @ dummy bit that is presently discarded at the demultiplexer. We propose that such
redundant randomly occuring time slots can be usad to carry auxiliary signalling Information.
Such signalling opportunities will arise unpredictably in time but with appropriate buffering we
have shown that a minimum average capacity of 23 kb/s Is available. This capacity is completely
transparent to the existing payloads and to existing or new equipment which is not intended to
process the newly-derived signalling channel.

§.6.3 DS-3 C-bit Liberation via DS-2 Stage Synchronization

[Groves] is an analysis and extension of a recent proposal by AT&T [Tatu8?) to free the
C-bits (stuff indication bits) of the DS-3 format by antificially synchronizing and frequency
depressing the DS-2 intermediate stages of the multiplexers which create the DS-3 signal. As
proposed 'by Tatulis [Tatug?] this results in a jump-level M13 multiplex terminal in which full-time
(100%) pulse-stuffing repl~ces the previous randomly required pulse stuffing operations. This
differs from the above in that the bits normally used for stuff indication (not the stuff opportunity
bits (S1-S7) themselves) are the focus of interest. These so-called C-bits are freed for new uses
because explicit indication of which frames contain pulse stuffing Is no longer required once it Is
known that every stuffing opportunity is seized.

Our analysis of C-hit liberation by DS-2 synchronization and rate adjustment to cause 100%
DS-3 stuffing shows that the principle can be advantageously generalized to solutions which free
the DS-3 C-bits through deterministic sequences of ganged stuff events that do not require 100%
DS-3 stuffing. This is desirable because we find that depression of the DS-2 rate to cause 100%
DS-3 stuffing also depresses the nominal stuff ratio of the dependent M12 stage to 0.07
threatening to compromise DS-1 jitter performance.

Faced with this and other difficulties arising with [Tatus?] we refine the proposal by
formulating a generalized method for C-bit release using ganged deterministic stuffing and we
exploit an additional degree of design freedom to minimize, simultaneously, the change in M12
conditions and achieve the simplest circuit design for a freed C-bit multiplex. In the generalized
approach C-bits are freed not by forcing all stuffing slots to be seized but rather by DS-2 stage
synchronization and frequency manipulation to cause wholly predictabie sequences of stuffing
patterns to occur. Criteria for an optimal choice of a new (offset) DS-2 rate are formulated and a
computer search of 130,816 candidate DS-2 frequencies was performed resulting in two design
solutions that simultaneously satisfy all objectives. These solutions each provide a 188 kb/s C-
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bit channel and either a 32.9 or 21.9 kb/s S-bit channel, while leaving the nominal M12 stuff ratio
at 0.334 +/- 0.05 and 0.02 respectively.

‘8.7 Summary

This chapter was devoted to signatures, as definad for Selfhealing. We outlined how
signatures constitute a new paradigm for massively paiuilel event-driven interaction in distributed
systems where the signatures can be placed on the links of the transport network. The content
of signatures for Selfhealing purposes was outlined and the important attributes of the hardware
support environment for Selfhealing operations was defined. In the next chapter we shall see
how the Selfhealing protocol operates on the signature registers of its host DCS to derive isolated
crosspoint operate decisions that synthesize complete restoration plans at the network level.

Regarding the problem of signature transport, any of the three methods above could be
used in Selfhealing DS-3 networks. Each of the methods requires relatively little circuitry
additional to an existing DS-3 interface port design and all are completely invisible to existing
payloads and network equipment. Therefore none of these methods is expectad to create a
major obstacle to hardware support of Seiihealing in new DCS-3 designs. A particular advantage
of F-bit modulation is however that it is the only method which works equally well in
asynchronous DS-3 [CCIT85], SYNTRAN DS-3 [SYNT87], and the newly proposed C-bit parity
DS-3 format [Tatus7). This particular method would then allow a DCS 3/3 machine to be
designed for Selfhealing with any mixture of DS-3 format types without further special
considerations.

75



CHAPTER 6
THE SELFHEALING PROTOCOL

In Ch. 5§ we were introduced to the concept, structure and principles of interaction through
signatures. This chapter now describes in cetall how the Selfhealing protocol operates on these
signatures in a distributed process that resiits in rapid simultaneous synthesis of a required
number of link disjoint parallel paths. Al procassing by the SH protocol is of an event-driven
nature using Finite State Machine techniques to encode the behavioral rules. Readers unfamiliar
with FSM or concurrent processing concepts may find it helpful to first read Ch. 7 (Research and
Implementation Methods) before returning to this chapter.

The present description of the Selthealing protocol has three stages of refinement and
formality. Our first discussion will focus at the network level to convey an overall conceptual view
of how Selfhealing works. The second stage of refinement goes down to the leve: of signature
manipulations within a single node, focusing on the signature-defined events that accur and the
rules for how the node reacts to these events. This description is couched in terms of the
hardware model and logical environment of TS, RS and PSR register structures established in
Ch. 5. We introduce signature diagrams which are a form of graphical language developed in
the course of this work to represent the signature processing operations of the protocol.

The third level of refinement is a complete pseudo-code specification of the protocol,
included as Appendix B. This level of formality is primarily intended as a reference work for those
who wish to pursue implementation or repetition of our results. Appendix B and portions of this
chapter use a pseudo-code language that is a combination of Pascal and 'C’ language
constructs, set algebraic constructs, and informal English statements where conciseness benefits
without loss of explicitness. This follows the approach of [AHU74] and others where exact but
concise procedural specification is required.

6.1 Network-level Overview of Selfhealing

At its highest level of abstraction the Selfhealing (SH) protocol is implemented as a finite
state machine (FSM) shown in Fig. 6.1. There are four states and three major processing blocks.
The overall action of a SH restoration event can be introduced at the network level with two
conceptual stages, selective forward flooding and reverse linking, and the three states Sender,
Chooser and Tandem. The phases are not truly exclusive in time or space during a SH event,
although forward flooding always precedes any reverse linking. For initial purposes of
description we will however describe these phases as if they were non-overapping in time and
space. InFig. 6.1 there are only two primary events that drive the FSM: a signature arrival (RS in
arrow) and the alarm event. After describing the whole protocol in detail this FSM diagram will be
revisited summarizing many of the details that will be discussed .
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Fig. 6.1  Basic structure of Selfhealing finite state machine.

6.1.1 Selective Forward Flooding

A SH event begins when a failure occurs on a transmission span and causes an alarm. The
DCS machines in the two nodes adjacent to the falled span are aware of such traffic-affecting
major alarms either (a) by virtue of jumpering transmission bay alarms over to the DCS
equipment or preferably, (b) by alarm activation directly in the port cards of the DCS machines
through loss of signal, loss of frame, loss of clock and/or BER. The detection of an alarm on any
working circuit raises an interrupt which invokes the SH task. In the most likely case of bne
failure at a time, the SH task will be initially in the Normal state. When invoked in the Normal state
by an alarm, the SH task first identifies all the working ports that have an alarm state due to the
failure. The individual port alarm detections may be distributed in time. The protocol therefore
has an alarm holdoff time (100 msec used) for alarm collection. It can also incorporate /ate
alarms arriving after its initial holdoff and primary scan for alarm pickup.

Sender-Chooser Arbitration: Immediately aftar the spancut, only two SH tasks are 'awake’
in the network. These are the two SH tasks invoked by alarms in the end nodes of the failed
span. After the above alarm pickup action, each of these SH tasks reads the last valid contents
of RS.NID @ every port where (ALARM = true) and (SPARE = false) and thereby learns the
identity of the node to which connectivity has been lost. When the SH task finds the RS.NID that
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is common to all failled ports, it performs an ordinal-rank test on the remote node NID with
respact to its own NID to determine whether to act as Sender or Chooser In the remaining
protocol events. For instance, if span (B-C) is cut ord(C) > ord(B) sc both nodes Implichly reach
the determination that C will act as Sender and B will act as Chooser.

The actual outcome of this test is arbitrary but t guarantees that one node will adopt the
Sender role and the other becomes Chooser. The SH task in every node is capable of either
Sender or Chooser roles and will adopt one or the other depanding on the arbitrary name-rank of
the two nodes involved by any given span failure. Any arbitration rule which can be conducted
independently at each node with only local information, and ensures complementary outcomes,
will suffice for this aspect of the method. The Sender immaediately bagins the Selective Flooding
phase by broadcasting appropriately indexed transmit signatures on some or all (details to
follow) of the spare links leaving its site, wherever those links go in the network.

Tandem Node Recruitment: These signatures propagate from the Sender at carrier
veiocities and appear within milliseconds as new signature arrival events in the RS registers of
ports on neighboring DCS machines. This raises RSDEL signature change interrupts, causing
the O/S of those nodes to invoke their SH task. Nodes awakened by signatures, with no alarm
present at their site, will enter the Tandem node state of Fig. 6.1. The main effect of Tandem
node behavior at this stage of events is selective rebroadcast of incoming signatures on spare
links from that node location. Details of selective rebroadcast are deferred except to say that the
network-level effect is obviously to activate yet further DCS nodes into the Tandem state. In this
way all DCS nodes within a certain range of the Sender are rapidly alerted inio the Tandem state
and all perform selective rebroadcast. The range of influence of the selective forward flooding
signature wave is controlled by the repeat limit mechanism.

An eventual effect of this forward flooding wave Is that if, within the range limt, there is any
connectivity between Sender and Chooser in the network sub-graph comprised of spare links
remaining in the network after the failure, then one or more of the forward flooding signatures
arrives at the Chooser node. This raises a signature interrupt at the Chooser and triggers a
reverse linking sequence (If no forward signatures reach the Chooser node then no method can
restore the fault by diverse routing.).

6.1.2 Reverse Signature Linking

In the cases of realistic interest (networks such as in Ch. 2) one or more forward flooding
signatures does reach the Chooser node. When the first forward flooding signature on a given
index arrives at the Chooser, the Chooser initiates a distributed reverse-linking process which will
trace backwards through the mesh of signatures realizing one path through an arbitrary number
of co-operating Tandem nodes. (The apparent straightforwardness of these steps at this stage is
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deceiving, espaclally when proceeding in parallel for k paths at once). To initiate the reverse-
linking mechanism that will result in one of the required paths, the Chooser applies a
complementary signature on tie transmit side of a port having a preferred receive signature. The
Chooser node emits no signatures other than in response to qualifying forward signatures that
arrive in its port registers. Whan tha reverse-linking signature arrives at a node that is in the
Tandem state, the Tandem-state SH task again acts according to the Tandem Logic block in
Fig.6.1, details of which follow. The net effects of Tandem node action at this stage Is however :
(a) selective deletion of certain forward flooding signatures emitted by the Tandem node site,
(b) operation of a specific DCS matrix crosspoint,
(c) retransmission of a complementary signature on the transmit direction of the circuit on
which an appropriate forward signature is present,
(d) general reorganization of transmit signatures on all remaining links, including possible
creation of new signatures, according to spacific rules.

After transiting through one or more tandem nodes which act as above, a reverse linking
signature arrives back at the Sender and forms a complementary signature pair with an existing
Sender-originated signature. A complete bidirectional path is then known to have been
established between Sender and Chooser when this occurs. This new path may be routed
through a number of cooperating DCS (up to the repaeat limit) which have already operated the
crosspoints required along this new route. The Sender does not know the routing of this new
path, (no single node knows more than the crossspoint(s) it has operated) but the Sender is
assured by the method that the other end of the new path is indeed the Chooser node - the node
to which direct span connectivity has been lost. When such a reverse-linking signature arrives at
the Sender, the Sender operates a selected crosspoint at its site to substitute the implicitly
realized restoration path into one of the working digital paths that was affected by the span
failure. The end-to-end mapping aspects of the protoco! ensure that Sender and Chooser both
substitute this route for the same one of the many DS-3 entities that may be managed in a single

restoration.

6.1.3 Overall Network Level Dynamics

The above description is deceptively simple because it describes the basic dynamics of a
single path found through unimpeded forward flooding and a single reverse linking sequence. In
reality, the process of forward flooding proceeds incrementally and simultaneously on each of
severai indices and reverse linking also occurs simultaneously on some indibes while other index
families are still expanding. Each family of signatures, comprising the network-wide set of
selective rebroadcasts resulting from each original signature issued by the Sender, identifiable by
their commor: INDEX field, competes against the others to expand. Such families then later
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collapse in the process of reverse linking. Through the rules of forward signature rebroadcast,
the family of signatures on each index effactively seaks to expand, in compatition with all other
indices, into the network. Each index family Is trying to place one signature of its type on every
span in the network. The network-wide pattern of signatures on a givan index Is mesh-like
because each rebroadcast from a Tandem node goes in all diractions, including back towards
the Sender.

When (or if) the mesh of signatures on a given index happens to expand to reach the
Choaser node, the Chooser's single revarse-linking signature has the effact of dissclving all of
that mesh of signatures except for a subset of selected links along which a single path back to
the Chooser is consolidated through the action of Tandem nodes with reference to the set of
precursor relationships on that index in existence at each node when the reverse linking process
reaches it. The dissolving is effected by Tandem nodes in the reverse linking path bty suspending
all now-superfluous transmit signatures on the given index except for the cornplement signatures
on the axis of the newly created path itself. Suspension of these indices causes them to
disappear from the inputs of adjacent Tandem nodes, and thereby frees other links at other
nodes in the network and so on completely collapsing the mesh of the index that has reverse
linked. However, immediately as a link is freed by this process at a Tandem node, the free link
becomes available for optimal incorporation into the meshes of remaining signature families on
unsatisfied indices which are still seeking to expand. Tandem nodes immediately reallocate any
free links optimally into the meshes of simultaneously expanding unsatisfied indices.

The net effect is a network-wide competition, mediated by the Tandem node, amongst all
indices in the network, each of which seeks to expand its mesh to touch the Chooser. As soon
as any index succeeds in doing this, its signature mesh collapses onto a single path described by
the trajectory of the reverse-linking process which is guided by the precursor associations in
effect at each Tandem node when reverse linking reaches it. All links of the dissolved mesh that
are not in the final path are re-incorporated where possible to expand other remaining meshes. If
these meshes succeed in reaching the Chooser, they too are catalyzed into a path, collapsing
and making links available for other indices, and so on. A recursive dynamic picture of staggered
intermittent mesh expansion followed by sudden collapse emerges from this process: At first all
indices compete to expand. By chance one succeeds, and promptly collapses. This advances
its old competitors, another one of which succeeds and collapses, thereby advancing the
remaining group of competitors and so on. Thus there is a rapid dynamic series of interactive
mesh expansions and mesh collapses, each collapse leaving behind only a thread of
concatenated links that comprise one path. This asynchronous, three-dimensional unregulated
process proceeds until either all index meshes have succeeded and coliapsed onto a path (all
required paths are found) or halts when no remaining index mesh can succeed in expanding to
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the Chooser (all topologically possible paths have been found). In the latter case, a Sender
timeout :¢ventually suspends any remaining unsatisfiad index meshes by cancelling their
originating signatures. Whenever 100% rustoration is achleved, the Sender also suspends any
unneeded surplus signature originations, collapsing unneeded meshes without waiting for
timeout. In either of these cases, the final state of the network is that only bidirectional
complement signature pairs persist, each pair running the length of one continuous non-
branching restoration path that condensed out of that index mesh. In a given restoration event,
no one index is assured of being realized into a path, but the effect is that all link-disjoint shortest
routes that are topologically feasible are found by those indices which do succeed.

An index mesh may advance either by profiting from the collapse of other indices or by
advancing in geographical extent (up to the maxrepeat limit) around regions of the network
where all spare links are temporarily seized. Because the competition is intense enough to
saturate the spectrum of possible path lengths, and because shortest path expansions enjoy first
reverse linking, the overall product is a heuristic mechanism which produces k link-disjoint paths
with nearly perfect k-shortest path properties. Later results quantify the frequency at which the
method results in perfect k-shortest path properties, and analyze the dynamics of the few cases
where it is suboptimal.

6.2 Detailed Description of Signature Processing Rules

We will now describe the signature processing rules through which Selfhealing is effected in
a more detailed manner totally constrained to the isolated context of one node. We use for
discussion a simple example of a span cut between two nodes P and Q in an arbitrary network in
which some third node K is involved as a Tandem node. Node K is not necessarily adjacent to P
or Q for any of the following cases. For simplicity, the (P-Q) span cut is assumed to have
disrupted only 3 working circuits. The notation TS=(...) or RS=(...) is used to enumerate the
contents of a mode 0 signature, in the implied order NID, SOURCE, TARGET, INDEX, REPEAT.
For conciseness, the fields RA, MODE and checksum are omitted from the drawings and
discussion. ‘nul*is used to denote a signature or signature field that Is in the logically inactive or
inapplicable state. %* denotes a 'dont care' field whose exact value is not of significance to the
protocol in the current context.

6.2.1 Sender-Chooser Arbitration and Initialization

Shortly after the span cut on the facility between P and Q, alarms occur at sites P and Q,
causing the O/S at both sites to invoke their SH tasks. If this was not a span failure but a single
unidirectional system failure, the RA bit would have effected an equivalent bidirectional failure on
the one failed system. Node P reads the last valid receive signatures on all ports with SPARE = 0
and ALARM = 1 and sees that RS.NID =Q is the common node to which connectivity is lost. (If
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ail of the alarmed ports do not show the same NID than we have 2 or more simultanaous span
cuts. Extensions to handle this will be discussad later) The SH task at node Q Is similady
activated and sees RS.NID = P on all such alarmed working ports. Nodes P and Q
independently perform the arbitrary test to determine Sender and Chooser roles. Using rep-port
as any ropresentative port affected by the (single span) fallure, each SH task performs the
arbitration as follows. MyiD is a local constant for the natwork-wide ID of the host nade.

if (ALARM @ rep-port) and (not(SPARE @ rep-port))

then if [ord(MyID) > ord(RS.NID @ rep-port)) state : = Sender
olso state:= Chooser .

Note that a given node can bhe either a Js,ender or Chooser but may adopt either role for
different spancuts. In the example with nodes P and Q, the above will result in Q becoming
Sender and P becoming Chooser.

Initializations: When a node realizes it Is one of the alarm nodes in a SH event, it performs
a set of common Initializations that are required whether it is to act as Sender or Chaoser. First,
all working ports at the node are scanned 1o learn how many working circuits were affected by
the span fault. In this scan, temporary tables are constructed for ready working reference to the
alarmed ports and to the non-alarmed but disconnected working ports to which the alarmed
ports were connected. The basic procedure is:

[affected-ports] : = nul ; [alarmed-ports] := nul ;
lostcets ;= 0
for scanport : = 1 to size-of-DCS do
if not(SPARE) @ scanport and ALARM @ scanport then
begin
lostects : = lostcets + 1
[affected-ports]: = [affected-ports] + [ASSOC-PORT @ scanport)
[alarmed-ports] := [alarmed-ports] + [scarport)
CONNECTED @ scanport : = false
AIE @ scanport : = false
end

end {for}
restccts := 0

lostccts stores the number of working circuits to be restored. restccts will count successful
restoration paths as they are found. Not shown above is an additional test to ensure that every
alarmed port that is logged indeed belongs to one common span cut. The line AIE @ scanport
:= false disables further alarm interrupts from the alarmed ports. The affected-ports are not
themselves the ports experiencing the failure. Rather, they are the working non-alarmed ports to
which the failed ports were connected through the DCS matrix prior to failure. These are the
ports to which it will be required to connect restoration paths to restore the end-to-end network
path that was disrupted by the span failure. Fig.6.2 illustrates the concept of affected-ports and
alarmed-ports.
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Two other initialization tasks are performed by every node when first invoked. These are to
scan the node to build link-to-span assoclations and to build temporary working lists (dr sots) for
each logical span that is found. Thase working sets organize all spare ports on each apan into
(non-exclusive) subsets of ports which have (a) nul (background only) TS, (b) an active TS, {c) an
active RS. These working sets speed execution of the protacol by avoiding frequent searches of
the whole node to find ports satisfying various signature conditions. The span-orientad structure
of these sets is fundamental to the protocol however, as spans are a necessary logical construct
in Selfhealing but the protocol must daduce the existence of spans for itself by recognizing
groups of ports having common RS.NID. In the following we will explain the action of the
protocol assuming it has already constructed the required span-oriented working sets.

6.2.2 Sender Selective Flooding

In our example, node Q is Sender. Immediately after the above initializations it goes on to
initiate the forward flooding process. Signature flooding, and all subsequent signature
transmissions are on spare links only. Sender flooding occurs on every span except the alarmed
span. Every other span is flooded with a number of signatures which is the lesser of {lostccts, or
number of spares available on the span}. Each forward signature initiated is also assigned a
unique index and the following other attributes:
Sender-Flood;
begin

index-stamp := 1
for every sp?n in [Spans] / alarm-span DO

begin
) [Floodset] : = first (min( lostects, |span|)) ports in [span] | (TS @ port = nul and SPARE
= true
for every port in [Floodset] Do
TS.index @ port = index-stamp
TS.repeat @ port := IRV
TS.scurce @ port := Myld
TS.target @ port : = alarm-span
TS.mode @ port:=0
index-stamp := index-stamp + 1
end
end

The resulting pattern of TS origination for the example (P-Q) is shown in Fig.6.3.

6.2.3 Chooser Reverse Linking Origination

Let us temporarily skip over the actions of the Tandem nodes and deal with the simpler
actions of the Chooser node when, as we know from the network-level discussion, forward
signatures eventually arrive at the Chooser. Let int-port be the address of the port on the
Chooser DCS which receives some forward signature with an index that has not yet appearéd on
any other signature that has arrived at the Chooser. Fig.6.4 shows the basic manner in which the
Chooser responds to a valid forward signature in this case, assuming (a) restccts is still less than
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lostccts, (b) RS.SOURCE = P, RS.TARGET = Q (ie, class(RS.int-port) = current-class) and
(c) RS.REPEAT <= repeatlimit. When such a signature arrives at the Chooser, it reaponds by
originating a complementary TS on the transmit side of int- port. The Chooser creates a
complement palr in the /nt-port by writing a TS which satisfias the previously defined complement
condition and obays the same NID and REPEAT field rules used by the Sender when It initiates a
signature. The set [indices-chosen] is initially nulled in the preceding transition from Normal to
Choaser.

lD)Jcmir-l-'orwarcl-sig: {executed at the Chooser node}
egin
if (restccts <lostcets) then
begin
IF NOT (éRS'.lNDEX @ int-port) IN [indices-choosen])then
agin

indices-chosen] := [indices-chosen] + RS.INDEX @ int-port
S.TARGET @ int-port : = alarm-node

TS.SOURCE @ int-port := Myld

TS.REPEAT @ int-port := IRV

TS.INDEX @ int-port : = RS.INDEX @ int-port

PSR.SIE @ int-port : = true

PSR.SCIE @ int-port : = false

restccts: =restccts +1;

end

end;

Inthe (P-Q) example, the Chooser writes the following to the TS registers in port int-port, as
shown in Fig. 6.4:

TS.INDEX @ int-port = RS.INDEX @ int-port TSNID=Q
TS.SOURCE = P TS.REPEAT = 1
TS.TARGET = Q

The Chooser will not subsequantly respond to any other signatures having an index that has
already been responded to. This is the purpose of the set [indices-chosen). The lines PSR.SIE
@ int-port := true and PSR.SCIE @ int-port := false have the effect of disabling any further
normal RS signature interrupts from this port and enabling a subsequent interrupt for when SIGID
later arrives. This is done because the Chooser expects a live-traffic signal to be applied by the
Sender as soon as reverse linking is complete. Setting the SIE interrupt mask ON ensures that
as soon as the live signal arrives, the SH task will be reinvoked on this port for final SIGID
reception, mapping and connection to the appropriate affected-port.

6.2.4 Sender Recognition of Reverse Linking

Again deferring treatment of the action of the Tandem nodes, let us skip back to the Sender
node and look at the basic action of the Sender when the reverse linking process, triggered by
the Chooser, has its effect all the way back to the Sender. Fig.6.5(a) shows the Sender node
after flooding in the example (same as Fig.6.3). Fig.6.5(b) shows a receive signature which
eventually returns as a result of reverse linking. The reverse linking signature will appear in the
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RS register of the Sender port which has the complement SOURCE, TARGET pair and the
same INDEX as the TS originally placed in that port during Sender forward flooding. We again
denote the port recelving the current RS signature as int-port on the local DCS.

As soon as the SH task verifies that the newly arrived RS in int-port forms a complement
signature pair with the existing TS in int-port, the Sender recognizes this as success In finding
one individual path rerouting to the Chooser and the Sender and immediately operates a
bidirectional crosspoint in its matrix to connect int-port to one of the affected-ports at its site as
shown in
Fig. 6.5(c). The Sender may at this point easily effect a traffic priority scheme in its order of
choosing ports for restoration from the set cf affected-ports.

In summary, the basic actions taken by the Sender node when a reverse linking signature
arrives and (restccts < lostccts) is to (a) pick an affected port, (b) substitute the found path into
the damaged path by operating a crosspoint to the affected port and (c) forward the SIGID of the
path selected to the Chooser for its use In correct final traffic mapping (this step can be implicit in
forwarding the signal itself if a network-wide SIGID plan applies), and (d) increment restccts. The
Sender ignores any other signatures that arrive in its ports but do not create a complement
signature condition in that port.

return-gig:
begin
if complement (int-port) then
begin
restcets: =restccts+1;
luckyport : = next [Affected-ports)
Xpoint (luckyport,int-Port);
[Affected-ports] : = [Affected-ports] - [luckypont]
if (lostcets = restcets) then
begin
for every span in [Spans] /alarm-span] do
for every port in span | (TS @ port <> nul and not complement(pont)) nullout
(TS @ port)

end

end

end

The operator next [] is used to choose an item of a set. (If a set is ordered, a corresponding
reset[ ] operator is used when needed to reinitialize the sequence of returns from next[ ] on a
given set. The underying linked list implementation of these set utilities is not hard to
extrapolate. ) If no traffic priority scheme applies, the the next candidate for restoration is chosen
from affected-ports arbitrarily. Xpoint (port1,port2) is a function (or request to the host 0O/S) that
operates a bidirectional crosspoint in the DCS matrix between the specified pair of ports. Nullout
(port) is a function which restores the TS register of the specified port to its non-active
background state. This is used above to cancel all outstanding Sender flooding if /ostccts =
restccts is achieved. Not shown is a separate Sender timeout which interrupts the Sender after
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some predetermined maximum time for Seifhealing, e*er which all non-complemented TS
originations from the Sander are arbitraily cancelled.

If a global network SIGID scheme does not apply, the Sender will also apply a mode 1
signature to the live signal that it substitutes into the restoration path to assist the Chooser in fina!
mapping. This is achieved by adding:

TS.8IGID @ int-port := TS.SIGID @ luckyport
TS.MODE @ int-port := 1

where TS.SIGID @ luckyport Is a local signal identifier that was previously assigned by the DCS
to each working port at its site during normal operational times. This serves for final signal
mapping at the Chooser because one of the affected-ports at the Chooser will have a matching
identity in its PSR.SIGID register that was obtained in normal working times and frozen in the pont
hardware at alarm onset.

6.2.5 Final Signal Mapping at the Chooser

We witl jump a final time across to the Chooser, to complete the Sender-Chooser behavior
before considering the Tandem node actions. The Chooser knows as soon as it applies a
reverse linking signature that a route will result and live rerouted traffic will soon appear. If only
one signal path were inierrupted by the span fault, the Chooser could go ahead and connect to
the one affected-port and just wait for the Sender to forward the signal. But when multiple paths
are interrupted, the Chooser does not know which signal entity will be applied by the Sender to
the path on which the Chooser just initiated reverse-linking. The Chooser therefore has to wait
for SIGID information to know which final connections to make.

At the Chooser a common Chooser mapping rule suffices whether network-wide SIGIDs are
used, or the above local-node SIGID scheme is adopted. The following exploits the fact that just
before the failure, the Assoc-port registers of the alarmed-ports would have pointed to the ports
to which they were connected across the DCS matrix while in service:

Chooser traffic substitution

{entry is from SIGID interrupt on int-port}

matchport := port in [alarmed-ports] | PSR.SIGID @ port = PSR.SIGID @ int-port
Xpoint (ASSOC-PORT @ matchpon, int-port )

An example of final Chooser signal mapping is shown in Fig. 6.6 (a)-(c).

6.3 Tandem Node Signature Processing Rules _

The Tandem node is where the real workioad and art of the SH protocol is found. As can be
appreciated from the network overview of operation In Sec. 6.1.3, all of the competing index
mesh expansion and collapse dynamics are mediated by the Tandem nodes. The Tandem node
rules have three effects simultaneously :

(a) application of signature rebroadcast rules for expansion of unsatisfied index meshes,
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(b) propagating reverse linking along the required axis and precipitating network-wide collapse of
index mashes on which reverse linking occurs and,

(c) optimally reallocating links freed by collapse of one index into the expanding meshes of
remaining indices.

6.3.1 Tandem Node Activation

A node enters the Tandem state when the SH task Is invoked in response to a signature
arrival interrupt (RSDEL) on a spare link , while there are no alarms at the node itself. The
Tandem node first bullds and initializes a set of span sets as did Sender and Chooser. A current-
class couplet is then constructed from the RS.TARGET and RS.SOURCE of the signature at the
interrupting port and this SH task instance will not thereafter react to any signature not satisfying
class(RS @ int-port) = current-class. In the example, the current-class will be (P,Q) so only
signatures having SOURCE =P, TARGET =Q or vice-versa will be processed by this instance of
the SH-task until its state returns once again to Normal and is reinvoked for another span
restoration. After these initialization tasks the Tandem node's first action will ba to provide
selective rebroadcast services to the RS that caused the lnterrupt We will begin our description
of a series isolated signature processing examples by explaining the basic signature
rebroadcast. Each of the following signature processing cases is framed in terms of how a
Tandem node reacts to an individual new RS arriving in one of its ports or reacts to an RS
disappearance from a port. In each case we assume RS.REPEAT @ int-port < repeat-limit and
the current-class tests are satisfied and we denote the port where the signature change interrupt
occurred as int-port.

6.3.2 Basic Tandem Node Selective Rebroadcast

The basic signature rebroadcast pattern applies when a new RS signature arrives at a
Tandem node and there are no other RS signatures at the node with the same index. This
obviously applies when the first activating signature arrives and provides an opportunity to show
the basic rebroadcast rules which are applied to any repeatable signature. A repeatable
signature is the general term for a new RS that meets all requirements within the current context
of the node for selection as a rebroadcast precursor. Other signatures with valld class, repeat
and index fields may arrive and be unrepeatable (to follow). The basic rule for a repeatable
signature is however to rebroadcast one copy of the signature into each span on which that
index is not already being sent, with the exception of the span on which the signature arrived.
Where this pattern results in application of a new TS from the node, the port where the repeatabie
signature Is found is registered as the precursor for the new TS signature(s) that were created
and every new TS has the REPEAT field incremented with respect to its precursor.
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For a simple signature rebroadcast from int-port, there must be no othar transmit signatures
from this node with TS.INDEX = RS.INDEX @ Int-port. The Tandem node first checks all spans
for this condition, with a boolean function already-sending (port), which returns true If there is
any TS leaving the node with the same index as the RS at port. I there is no such signature
already being emitted from the node, a simple broadcast pattern can follow as shown in Flg.‘ 6.7.
The basic rebroadcast pattern is INDEX oriented and seeks, where spares are available, to place
one TS of the given index onto every span except the span in which the precursor lies. The
following procedure effects a simple broadcast pattern and updates the ASSOC-PORT register of
transmitting ports to point back to /nt-port recognizing it as the precursor for each of the TSs in
the broadcast.

Simple broadcast (int-port)

if Not {already-sending(RS.INDEX @ int-port) then
begin
for every span in [spans] \ RS.NID @ int-port do
begin
if there exists port in span | ((TS @ port = nul) and SPARE @ port ) then
begin
portno : = next [emp-set @ span]
TS.INDEX @ portno := RS.INDEX @ int-port
TS.REPEAT @ portno := RS.REPEAT @ int-port + 1
ASSOC-PORT @ portno : = int-port
[emp-set@span] : = [emp-set@span] - [portno)
[send-set @ span] := [send-set@span] + [portno}
end
end
end

[spans] is the previously built set of spans at this node, identified by the NID of the adjacent
node. [emp-set @ span], [send-set @ span] and a third set, not used above, [rec-set @ span)
are the three working sets built for each span at this node upon first invocation from the Normal
state. These respectively contain the numbers within the given span of all ports not having an
active TS, all ports having an active TS, and all ports having an active RS.

6.3.3 Tandem Node Recognition of a Better Precursor

As the restoration event pfoceeds and the volume of signatures impinging on a given
Tandem node increases, it will often occur that a new signature arrives in a port and it is found
that TSs having the same INDEX as the new signature are already being sent from that node. In
this case, a simple rebroadcast is not adequate and the issue is: 'which of the present RSs with
the same INDEX, including the newly arrived RS, is the best precursor for iransmit signatures on
that INDEX ?' It can happen that after a rebroadcast justified by an RS at some port, another
sigrature appears on some other port (or the same port), having the same INDEX but a lower
REPEAT value. This makes the newcomer a better precursor for broadcasts on that INDEX.
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In this case the task is to identify the better precursor as such ‘énd to adjust and re-
assoclate all TSs on that index with their new precursor and re-astablish a new basic broadcast
pattern, possibly rooted in a different span than the previous precursor.

A signature s a better precursor than all othars on the same index at a Tandem node if (a) it
is the receive signature having the lowest repeat fisld of all RSs on that index at the node, OR, (b
it is already part of a complemant signature pair in the given pon, (regardiess of repeat value).
In cases of equal lowest repeat values for two or more RSs which include the current precursor,
the current precursor will continue in that role, otherwise the new pracursor will be chosen at
random amaongst the equal minimum-valued candidates.

In the example of Fig. 6.8(a), three TS's are associated (by the dashed lines) with an RS
having INDEX /, and REPEAT r. In Fig. 6.8(h), an otherwise equivalent signature arrives at a port
in a different span and has a lower REPEAT field. In Fig. 6.8(c), the Tandem node reacts by
altering the ASSOC-PORT registers of the relevant transmit signatures to refleact a new
association with the better precursor at the new port. In addition, the TS.REPEAT fields are
adjusted to reflect assaciation to a precursor signature with lower REPEAT field. Note that the
shifted base for the revised basic broadcast pattern means that : (a) the span in which the old
precursor lay may now receive a TS on the given index, whereas before the change it did not. (b)
the span in which the new precursor ligs now may not have a TS on that index from the new
precursor in the same span.

The same shift of precursor base would occur in principle if the better precursor was in the
same span as the current precursor but this in fact does not arise because application of these
same rules at the adjacent nodes means they will only send one instance of each index onto
each span. No crosspoints have been operated as yet in Fig. 6.8. The precursor association
between TS and RS signatures at the Tandem node is only a logical association.

Note that (b) implies that a new spare port may have become free for use in the broadcast
pattern of another index after the precursor for the first index was moved. Indeed this fact
manifests itself in the full implementation of the Tandem node protocol as a succession of
applications of the basic Tandem logic rules, revisiting all other ports which have an active RS
present and re-executing the basic tandem logic procedure until no new empty port results
anywhere. We will revisit this point in closing the chapter, but in the particular example of Fig.
6.8, such reapplication of the Tandem node rules would be triggered by the suspension of the (/,
r+1) TS in span T which was caused by the precursor shift from span M to span T for the
broadcast pattern on index i that is shown in this figure.

Depending on the relative repeat counts of RS's on other indices present at the node when
the new empty port arose in span T, the new empty port could be reincorporated into the
broadcast pattern of another index before the present Tandem state invocation is complete.
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Fig. 6.8 Tandem node recognition and response to a superior precursor on
a given index.
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In fact, if the next loweet repeatcount is found to be with the old precursor for index /.(in
span M), then the free TS in span T would be used to rebroadcast the (i, r) signature (the old
precursor) down the single span that remains available to that index. The protocol can
accordingly support up to at most two fragments of mesh on any one index: one portion is the
best pracursor for TS's on that index at the node (as in Fig. 8.8(c)); the other portion is the
special case of a single extension on the same index from an RS in some span other than the
best precursor span, into the span of the best precursor. This can only oceur if the one index
involved has both the lowest and second lowest repeat values amongst all RSs at the node. This
is a rather special set of circumstances however and in the majority of cases the family
signatures on one index at a nade will always be rootad on the best (lowest repeat) precursor for
that index, in the pattern of Fig. 6.8(c).

It can also occur that without other parameters changing, the REPEAT field of an existing RS
simply drops to a lower value (ie. as a resuit of a shift to a better precursor on that index at
ancther node). In this case the signature change still raises an RS interrupt and thereafter the
Tandem logic treats the interrupting RS as a new arrival and applies the above rules, possibly
resulting in a precursor shift just as if a better precursor appeared in a port not presentiy in that
INDEX family. An illustrative procedural description for the basic steps of recognizing a better
precursor and shifting rebroadcast to that new precursor, where it is assumed that no
complement signature pair already exists on the index of the new signature that arrives, is as
follows: (These are the conditions corresponding to Fig. 6.8)

Better Precursor (int-port)
/* A definition of the procedure CancelTxSigs(int-port) (used here), follows in Section 6.3.5. The
procedure Simple-broadcast was defined in Section 6.3.2 r/
for every span in [spans] \ RS.NID @ int-port do
i??ggze exists port in span | ((RS.INDEX @ port = RS.INDEX @ int-port) and (RS.REPEAT @ port
< RS.REPEAT @ int-port)) then begin
CancelTxSigs(int-port)
Simple-Broadcast(port)
end
6.3.4 Tander Node Recognizing a Signature Complement

As a result of Chooser node initiation of a reverse linking signature, some Tandem node
which is adjacent to the Chooser node will be the first to see and recognize a complement
signature pair. In treating the actions of a Tandem nade in this situation it will become apparent
that the complement signature condition is passed on to other Tandem nodes who are not
adjacent to the Chooser and the same behavior described here applies in such cases as well. In
Fig. 6.9(a), a basic Tandem node rebroadcasting pattern is shown on a given INDEX for a node
with four spans.
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complement condition on a given index.
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The subject node will recognize a new signature as creating a complement signature pair in
the port whare the new signature arrives when complement(RS @int-port, TS @ int-pont) = true.
For illustrative purpases, this is assumed to be the case with the new signature arriving in Fig.
¢9(b). When the complement condition arises, the Tandem node takes the following actions
which have the effect shown schematically in Fig. 6.9(c) in the example:

‘a) A bidirectional crosspoint is operated between the port where the complement pair is found
and the port where the precursor of the TS in the complement pair is found.
{b) ANl TSs from the above precursor are suspended with exception of the TS that is in the
complement pair.
(c) The RS @ int-port is repeated into the TS register at the port where the precursor of int-port
was found. The repeat field is incremented as usual.
Complement Signatura
{entered with a complement pair in port int-port}
it complement(int-port) then begin
Xpoint( int-port, ASSOC-PORT @ int-port)
TS.INDEX @ (ASSOC-PORT @ int-port) := RS.INDEX @ int-port
for every span in [spans]\RS.NID @ int-port do begin
for every port in [send-set@span] | TS.INDEX @ port = RS.INDEX @ int-port do
begin
ASSOC-PORT @ port : = nul
nullout( TS @ port)
[send-set@span] : = [send-set@span] - [port]
[emp-set@span] := [emp-set@span] + [port]
end

end
end

These actions prune off the unneeded branches of the broadcast pattern on the given index,
extend the path of the complement signature in the one direction where it continues to produce a
complement signature, and operates a crosspoint between the two uniquely identifiable ports
involved.

6.3.5 Disappearance of a Signature at 8 Tandem Node

Another signature event that can occur at a Tandem node is the disappearance of receive
signatures due to simultaneous application of the above processing at adjacent tandem nodes of
the network. Actions at adjacent nodes can also cause a change in an existing RS from
signature to signature without an observable disappearance in between. The processing of such
a change Is internally handled as two events: first a logical disappearance of one signature
followed by the appearance of a new signature. In both of these cases the following response
applies to the physical or logical disappearance of an RS signature.



If the RS that vanished was not a pracursor for any TS at the node, then the signature
disappearance requires no action, bacause no TS broadcasts were caused by i If the
disappearing signature was a precursor, then all TS's rooted to the disappearing precursor are
cancelled and the ASSOC-PORT registers of those ports are nulled. In the latter case the use of
the released transmit links must be re-examined from an overall nodal viewpoint before exiting
the Tandem node procedure. The first part of the processing is to take down any existing
broadcast pattern which may have had int-port as its precursor:

Cancol Tx Sigs (int-port)
for every span in [spans]\RS.NID @ int-port do
for every pont in [send-set@span] | ASSOC-PORT@ port = int-port do
begin
ASSOC-PORT @ port := nul
nullout(7S @ pon)
[send-set@span] := [send-set@span) - [port]
[emp-set@span] := [emp-set@span] + [port]
. end
end {for}
end {for}

Fig. 6.10 (a) and (b) illustrates a simple case of the first stage resulting from a precursor
signature disappearance or overwriting by a signature on a new index. Fig. 6.10 (c) goes on to
flustrate a simple form of reallocation of the released ports to the next bast precursor within the
same index family. In general however, the free ports resulting from a signature disappearance
will not necessarlly go to a8 new precursor on the same index as the precursor which
disappeared. If other RS indices exist that do not enjoy maximal rebroadcast but have a lower
repeat count than any RS in the present index, the new free TS registers may be allocated to the
broadcast pattern of one or more such other index families. The overall policy for allocation of
free TS registers follows in the next section.

6.3.6 Tandem Node Reallocation of New Empty Port

Obviously, cancelling the broadcast tree from a precursor which has disappeared creates
available spare links. These may immediately be taken over by the signature broadcast trees for
other indices at the node. The actions of reverse linking and precursor shift can also have the
side-effect of freeing the TS registers of ports which were in use for some index before the
current event at int-port. Such free TS registers are an important resource and their reallocation
consumes much of the Tandem node processor time. For the protoco! to work as intended,
these ports must be immediately reapplied to the optimal expansion of remaining unsatisfied
index meshes.
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Fig. 6.10 Tandem node response to disappearance of a receive signature.
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The basic rule for such reallocation of newly freed TS registers is to offer them for
incorporation into the existing broadcast patterns or potential broadcast pattern at tha node, with
access to such free ports prioritized by repeat value and each access subject to all other Tandem
node logic rules. '

Basic reallocation of now-ampty-port

l{,procosslng the interrupt at int-port resulted in a net release of one or more spare outgoing
nks}
{avall-TS is a boolean function which tests If there exists any span | [emp-set@span <> nul }
begin '
[dispatch] := nul
for rep-order := 1 to maxrepeat do
for every span in [spans]; [dispatch] : = [dispatch] + [rec-set @ span)
sort [dispatch)] | RS.repeat @ port increases '
reset [dispatch) .
repeat
psuedo-int-port : = next|[dispatch)
Tandem logic (psuedo-int-port)
until next[dispatch) = nul or not (avail-TS)
end

The above has the effect of reallocating a newly freed TS register to signature rebroadcast
for the index family which has the minimum repeat count of all indices present at the node which
are not presentl_y sending into the span where the new free port resides. An example of how
three newly released TS registers would be allocated depending on the pattern of spans, indices
and repeat values is shown in Fig.6.11. The procedure Tandem logic is the basic signature
processing FSM used by the Tandem state of the protocol. Noticeably embedded in the above
specification for re-allocation of a free TS register is the property that any time a free port results,
the entire set of ports with active RSs at the node may have to be revisited, in order of Increasing
repeat field value, giving each the opportunity to reassert the Tandem node rules from its point of
view as a psuedo-interrupt. This only ends when all such RS ports have been revisited or the test
avail-TS indicates all outgoing ports are now allocated.

6.3.7 Combined Application of Tandem Node Rules

In the complete implementation of the Tandem node procedure, the Tandem node logic Is
applied in a two-stage method designed to ensure that all of the various by-products of applying
the Tandem logic rules for one port are fully taken into account in terms of their influence on all
other broadcast meshes simultaneously at the node. This is achieved in the following high-level
manner with the use of a binary flags new-empty-port and avail-TS and the key procedure
Tandem-logic which contains all the event parsing and FSM action blocks for the Tandem state:
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Overall structure of tandem state:

{primary invocation in response to real signature event...}
newemptyport: =falgse
Tandom-logic(int-port, newemptyport, involved)
¥ newemptyport then
{series of prioritized secondary psuedo-events}
repoat
psuedo-int-port := next[dispatch]
Tandem logic (psuedo-int-port, newemptyport, involved)
until next[dispatch] = nul or not (newemptyport)
i involved state := Tandem olse state := Normal

The entire Tandem logic FSM is first used to react to the primary physical signature event
and is also the most canvenient way of reapplying all the previous rules from the viewpoint of the
new pseudo-interrupt ports which will be given access to the new free port plus any other free
ports that may have resulted from other secondary application of Tandem logic. Such
reinvocation ensures that the original freed port will be incorporated into the broadcast pattern of
the best precursor index that is not already fully rebroadcast and that upon exit all Tandem state
rules are globally consistent and maximally applied.

Every processing block in the Tandem logic block is designed to set the flag newemptyport
if it has a net effect of cancelling any TS. On every entry to the Tandem state the complete
Tandem node logic Is therefore first executed in context of the primary interrupting event and
then, if needed, reiteratively applied in totality until newsmptyport is false. Upon final exit the
complete signature state of the node is then known to be globally consistent and maximally
applied for each index at the node.

One can appreciate that the above rules, applied iteratively aliow for extremely complex
dynamic sequences. Each reinvocation reopens the range of possible processing events so that
in principle a single RS event can catalyze drastic reconfigurations in the complete Tandem node
signature state. And every such Tandem node is simultaneously interacting with direct
neighbours and, indirectly thereby, with all other Tandem nodes which have the same potential
for such drastic nonlinear dynamic behavior.

6.3.8 Tandem Node Recognition of Not Involved Condition

A final element of signature processing that a Tandem node must be able to do is to
recognize when the situation arises that the given node Is unable to participate further in the SH
event. Once a Tandem node finds a complement pair in any port it knows that it is an active,
crosspoint holding part of the ultimate restoration pattern. We call the set of such nodes the
restoration team. In general there are always cases of nodes alerted into the Tandem state which
do not join the restoration team.
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Fig. 6.11 Tandem node policy for allocation of new free transmit signature
register amongst competing indexes present at its site.
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On every invocation of the Tandem node protocol which is determined to have been caused
by a signature disappearance, an internal flag called involved Is computed. This flag Is false as
long as there is at least one spare port at the node with an active RS. If involved ever hacomes
true, the node does soma necessary tidying up, releases its working span memories, sets state
= normal and suspends itself, giving contral back to the DCS 0O/S. This machanism releases
unneeded nodes from influence of the SH effect. The mechanism allows that a given node may
in fact participate, drop out, and then participate again in a given SH event, and there is no
objection to this.

6.4 Summary

This chapter has been devoted to the substance of how the Selfhealing protocol works. We
looked first at its operative principle at the network level and then at details of the three part
(Sender, Chooser, Tandem) event-driven protocol which causes the indicated network-level
action purely through local signature-event processing. All operations Withln the node are
expressed in terms of signature processing rules which are totally local to each node and involve
no global network context whatsoever.

Having walked through the several independent signature-processing principles that are
applied by the protocol, we can now refine the introductory FSM of Fig. 6.1. Fig. 6.12 is an
expioded view of the Selfhealing FSM showing all significant processing blocks in our actual
implementation. Whereas Fig. 6.1 indicated only the primary external events RS and alarm, the
detailed FSM defines a wider set of higher level events which are determined with raspect to
context at the node when a physical RS everit occurs. For further description of event parsing
and processing at this level of detail, the reader is referred to Appendix B where the function and
complete formal specification of each event and block in Fig. 6.12 is given. This chapter has,
however, covered all of the principal concepts and methods required to appreciate the method
and the experimentally obtained results which now follow.
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, , CHAPTER 7
ResearRcH METHODS AND IMPLEMENTATION TECHNIQUES

In the remaining chapters we report the experimental implementation and characterization of
the proposed Selfhealing method for real time network restoration. Ch. 4 identified the generic
measures by which we would quantitatively assess the parformance of any such restoration
scheme and Ch.'s 5 and 6 gave the substance of the technique we have developed to address the
problem. This chapter now describes a computer - experimental research method in which the
. Pproposed protocol was implemented (not simulated) for experimental characterization. Al
subsequent chapters report results obtained with this experimental implementation of the protacol.
It will be seen how the method we now describe formally for evaluating the proposed solution, was
in fact also the essential tool for synthesis of the desired protacol.

7.1 Research Mothod

The complexity of asynchronous transient event-driven interaction amongst a number of
nodes in a Selfhealing network level is a system-level problem to which reductionist analysis is not
helpful. Operating in a 3-dimensional sea of signatures each Selfhealing node is indirectly
Influenced by all others and has an indirect influence on every other node. By its nature,
Selfhealing is a transient, non-linear, massively parallel, multi-dimensional process to which the
usual analytical requirements of statistical equilibrium or one-dimensional contention do not apply.
Consider for instance the well-known CSMA-CD protocol for which analytica! results (throughput
and delay) are obtainable. These results apply only under assumptions of statistical equilibrium for
a protocol whose net effect can be approximated anaiytically by independent Poisson sources of
offered load, contending on a one-dimensional medium of interaction where callisions interact in
only one way {ie. destructively). By comparison, Selfhealing involves contention interactions
between numerous index meshes in multi-way contention in a two dimensional medium. The
Selfhealing protocol engenders many different types of constructive interactions between
signatures and the complete state space of all node state combinations and link signature states is
astronomically large and changes with time. For these reasons, an essentially experimental
research method has been adopted as it is not known what analytical methods could produce the
true functional verification and direct quantitative results that we have obtained and which are
essential to the engineering acceptance of the method.

The main technique used in this work is computer emulation of the Selfhealing task running
concurrently at every node of representative multi-node networks. In this approach the protocol
itself is actually implemented and executed in every node of the various study networks using
concurrent programming methods. The collective behavior of the system (the network plus
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distributed SH tasks embedded in ) is then observed. This approach not only yields highly
realistic results but it was essential to advance from a conceptual principle to a working Selfhealing
protocol in the first place. The equivalent large-scale experiments in real life would be prohibitively
costly, time consuming, inflexible and limited In scope. -

7.1.1 Research Tools and Environment

There are two completely separate and replaceable parts to the experimantal system which
was developad for research in this area: (a) a protocol module, (b) a network emulator module. A
constant philosophy in the development of the two-part system comprised of emulator and
protaco!l module was to make the environment that the network emulator provides to the protocol
such that the protocol cannot tell that it is not inside a real DCS machine in a real network. The
correct specification of the protocol module is an output of the research. By adhering to the above
principle for structuring the interaction between emulator and protocol module we maximize
confidence in the final protocol Specmcatlon which is derived by this work.

The network emulator is a too/ which converts one physical instance of the protocol
implementation into many virtua! (concurrent) instances of it and facilitates their distributed
asynchronous interaction according to a defined network description. The emulator Is analogous
to an imaginary tool for DNA design which converts a proposed DNA structure inta the resultant
large-scale organism. The goal is to get the molecular design (the protocol) right, but the criteria
for success are only measurable by observing the complete organism (the network). The
combination of separate protocol module and emulator provides synthesis-analysis feedback loop,
(Fig. 7.1), so that the experimenter can see what small changes in tha low-level signature
processing rules do to the large scale behavior of the network. Without mechanizing the research
in this way it is doubtful that any progress would have been made. In networks of over three nodes
and a half-dozen links, the signature interactions are so numerous and complex that it is
prohibitively time consuming and error prone for a human to deal with them directly. In addition alf
“interesting” behaviors (ie. bugs) in the protocol were found by testing on far more complex
networks with manual inspection only of those cases where something unusual happened and was
trapped for study by automated analysis of the results.

7.1.2 The Protocol Module

Pure Code : In order to achieve the structure of a single protocol specification and an engine
which executes the protocol as if it were simultansously present in many nodes, the protocol
procedure had to be written as pure code. This is a programming methodology in which a
procedure can be used recursively or re-entrably as a shared resource simultaneously accessible
by number of calling tasks or routines. The main principle is that a pure-code procedure is strictly
an operator applied to data sets that belong to other procedures.
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A pure-code procedure stores no variable data of its own and carries no state information of
its own. It accommodates its own constants and intemal state to that brought to it with the current
data set or event on which # is to operate. With these mathods it is possible in the network
emulator for the one instance of the SH protocal to be executed first for one node, then halted and
used to advance the processing for another node and 8o on. Racovery and continuation of the
processing for the haltad task is handled by restoring the respactive internal state and switching to
the data set that belongs to the new context. This software technique was used here to allow re-
entrant re-use by the network emulator of a single selfhealing task procedure in the context of each
node that exists in the network description file. It is the use of these methods that make It relatively
easy to later extend Selthealing to multiple simultaneous fault capability.

Finite State Machine Methods : Ancother important aspect of methodology is the use of
Finite State Machine (FSM) techniques as the basic specification and encoding form for the SH
protocol. The difference betwaen an algorithm and a FSM encoding of procedural behavior is that
FSM representations describe behavior in terms of actions in response to external events. An FSM
has a corresponding state transition diagram (STD) whereas an algorithm Is represented by a
flowchart. FSM methods are often used in telecommunications software design because of their
natural pacing of exacution to external events with inherent task suspension when no event
requires it. This is in contrast to self-paced algorithms which require wait-loops to synchronize
their execution to events in the outside world. Mareover, an algorithm waiting for an external event
may require knowledge of what external event is being awaited. The following nested case
statements show the basic template that can be used to describe any FSM. The Selfhealing

protacol uses this internal structural framework extensively.
begin
enter with current state of the FSM
Case state of:
State 1: determine which event occurred
Case event of
event 1. Action block 1 ;
assign new next state
event 2. Action block 2 ;
assign new next state

e;/ent N1. Action block N ;
assign new next state
end {this subcase}

State 2: determine event
Case event of
event 1. Action block 1;
assign new next state
event 2: Action block 2 ;
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assign new next state

e;/ent N2: Action block N ;
assign new next state
ond {this subcase}

:State N: {etc.}

ond {ouier case }

Several benelits arise from the use of FSM methods in this work: (1) A simple structure is
used repeatedly in representing all major portions of the Selfhealing protocol. The basic structure
faciiitates disciplined management of a protocol which is complex when taken overall. it allows
very structured thinking on problems related to the protoco! in localized terms such as * if the
current state is (x), and event (y) occurs, then what is the action to take?". Each action block is
tself a conventional algorithmic segment designed to realize the intended action and varies in
practice from 2 lines to half a page of code depending on the complexity of the atomic action
required. The isolation from the averall problem complexity obtained by this structuring is helpful
and desirable as a discipline in the development of a software system for such massively parallel
interactions as Selfhealing reprasents. (2) Considerable confidence is obtained about the
practicality of Selfhealing in real crossconnect machines because the code is written exactly as it
would be installed as an interrupt-driven or time-shared task in the operating system of a real DCS
machine in a real network. Furthermore the interface between the emulator and the protocol
specification can be made exactly as it would appear to the SH task in a real DCS machine.
(3) When the protocol is implemented this way the network emulator actually executes the
specificgtion of the protocol. This elegant property means that when the emulator indicates that
the desired network-level behavior is obtained, one can literally print the Selfhealing protocol
module to obtain a C language formal specification of the protocol. The concept of directly
executing the specification of a software function is a recent and advanced objective in the fieid of
software engineering [cfi ArSig6).

7.1.3 The Network Emulator

The network emulator is itself a small, specialized, form of time-sharing operating system. We
emulate |[N| nodes, executing Selfhealing concurrently in every node in a manner similar to the
way a multi-tasking mainframe computer makes it appear to many users that they are
simultaneously executing a given application program (an editor, say) on their own virtual
computers. In reality there is only one computer and only one instance of the editor program.
Every time a given user tasl is ready to execute, the editor is executed in the current context of
that user. The research emulator works this way but the users are nodes in the defined study
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network, the 'job’ they are all oxoc‘utlng is the Selfhealing protocal, and much greater attention is
paid to realtime considerations than a normal oparating system. A

The context of each node consists of: (1) the identifier of the nade In whosa rale the §H task Is
presently to execute (the current node), (2) the identity of the port on tha current node which
raised the lntorrupt (int-port) that invoked execution of that node, (3) the current state of tha virtual
SH task at the current node (the current state) and, (4) the array of port rocords that balong to the
current node. The virtual Selfhealing task in any given node cannot tall that it is not running on its
own processor intaracting directly with the network in which it is embedded. Any signature applied
to a link by the SH task in one node Is delivered after appropriate delays as an event in the
respective port at the node that is connected to the recaiving and of that link, according to the
network description file. The emulator has access to the network description file, to convert what
one DCS does to the transmit links at its site into future events occurring at othar nodes, but the
SH task(s) have no access to any network description whatsoaver. Al they see of the world is a
set of RS signature and status registers into which new contents appear from the outside woHd
and a corresponding set of TS registers to which the SH task may write signature contents. All
physical actions of the port card hardware such as DS-3 F-bit modulation and physical
propagation delay are handled by the network emulator. The SH task's myopic view of the world
is the same in the emulator as it would be in a real DCS machine of the generic architecture
previously defined (Fig. 2.1).

With the combination of methods used it is true to say that we are emulating the natworlk but
implemonting the protocol. Like a pilot in a flight simulator, interactions with the outside world are
a simulated interface but the object under test is real in all its details, not a replica or facsimile in
any way. This is exactly the case in the present work: the protocol module Is an actual
implementation designed to run in a real DCS. The network emulator simulates the interface to the
DCS host O/S and passes events in and out through that interface to and from the other nodes of
the network, as well as applying appropriate propagation and execution time delays and applying
the (unseen) topological properties of the network in which the protocol is embedded. We
implement the interaction between host DCS O/$ and the SH task just as we propose it for a real
application: the host O/$ treats the SH task as an interrupt handler for a special class of real-time
interrupts (signature interrupts). This relationship is functionally no different than between the 0/§
and a printer 1/O routine or a keyboard interrupt handler. This provides a clean and realistic
interface model between the emulator and fhe vitual SH task at each node and is directly
translatable to a DCS O/S. In this approach every new signature received and every signature
change (detected by the proposed port hardware) causes an interrupt which invokes the SH task.
The processor is always returned to the O/S immediately when there is no signature processing
load, even temporarily in the middie of a restoration event. This implementation property is
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preferred in telecom designs over software task designs which hold the processor. The principles
of this interrupt-driven paradigm apply almost identically if a task scheduler acts as an intermediary
between the port cards and the SH task, aithough speed probably suffers somewhat. In this
varlant, messagas to the O/S from the por cards would replace the vectored interrupt structure.
The SH task is normally suspended (asleap) but becomes high priority in scheduler as a result of
any signature message from a port card.

The combined pure-code/FSM/interrupt-handler paradigm for implementation of Selfhealing
greatly reduces the total complexity of the protocol design problem. While each individual
signature processing event may be manageably simple, the overall effect of just a few successive
invocations of the protocol can easily be more complex than could realistically be managed by
normal single-algorithm software design methods.

7.2 Network Emulator Description

Two versions of a network emulator were implemented. The first was a prototype to verify
feasibility and basic soundness of the key concepts of this work. It uses a method of
synchronously stepped concurrent execution which amounts to execution of Selfhealing in a
parallel computer environment. The second emulator is a continuous-time asynchronous
concurrent emulator which effects a distributed computational environment for Selfhealing (as
described in Ch. 3). The latter emulator is the most realistic and is used for the best predictions of
exact routings and speed but it is available only on the SUN workstation. The stepped emulator
has upper-bound real-time speéd estimating characteristics and predicts the same number of
paths as the SUN emulator but there are small differences in routing due to the additional realism
and parallelism of the SUN emulator. The stepped emulator has the advantage of allowing a
sequence of synchronously sampled network signature states to be inspected and, being
implemented for the IBM PC, it Is very portable for distribution and demonstrations. The methods
for execution timing measurement, for scheduling nodes to execute, and for updating screen
graphics differ between the basic and the advanced emulator but both have the overall structure in
which a single instance of the proposed node protocol can be plugged in and studied for its
effects in an entire network mode!. Changes in the network mode! or in the protocol under test are
completely independent.

The main reason for its developing the truly asynchronous emulator was to capture the
significant speed benefit of asynchronous parallel execution that is expected for Selfhealing in
reality. The stepped emulator could not accurately reflect this true asynchronism. Also this
aciditional aspect of realism was desirable for a rigorous verification of Selfhealing. The stepped-
concurrency emulator for the PC was described in [Grov87b). We will now focus on the truly
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asynchronous concurrent emulator for the SUN workstation. The basic emulation structure is as
follows:

basic network emulator structure

begin

initialize all node states to normal

read description of nodes and links in network description file

create links batween nodes as described in network file

initialize all links to have nonactive background signatures
accept user input about span that is to fail

set alarm indications in DCS ports attached to any of the falled links In a recelve direction
and start the virtual time clock

Repoat

7 Select (presently asleep) node i, (according to event scheduler)

8 Gather set of all links attached to node |

9 Recover last state of node i from emulator records

10 give the processor over to the Selfhealing protocol

11 {protocol code executes with local link states and node state as provided to

it on this entry}

12 schedule all future events at other nades resulting from present invocation

13 observe and record self-determined next-state for node i

14 output any cross-point operate decisions made by node i

15 Update stored image of port registers at node |

16 {optionally, update screen graphic display}

17 Determine which node to wake up next (event scheduler)

Until (no further events schedulad or time limit reached)

18 Output summary of paths created through network and timing measurements etc.
end

The SUN Selfhealing research environment actually consists of three programs developed as

DOV e O N -

research tools.! Program ntwkbuild is an environment for graphical input and editing of network
models. It generates the network files and system command files required for subsequent
exacution of Selfhealing in that network. Program Selfheal is the actual concurrent network
emulation program which executes the specified protocol version in the specified network model.
shgraph is a post-processor for near real time graphic display to permit review of the network
dynamics as Selfhealing occurred. Event-by-event forward and backward time stepping is
provided by shgraph for careful inspaection and visualization of the network-level dynamics to
obtain both detailed and intuitive understandings of operation.

7.2.1 Virtual Time
The truly time concurrent simulation is built upon a few key utilities provided in LANSF, a
program package originated by Gburzynski and Rudnicki [LANSF87]. LANSF was developed for
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precision discrete-event simulation of local area networks and was adapted in this work to provide
the basic virtual-time scheduling utilities for concurrent asynchronous execution of Selfhealing with
realistic link propagation and other delays Including the execution time of the protocol itself. In
LANSF, link propagation times and other delays can be calculated and incorporated in the
scheduling of future events which will occur at other nodes. The LANSF-based emulator effects an
arrow of vitual time with 1 microsecond resolution. An event originating at time now and place
here can be scheduled to have its effect as an event occurring somewhere else in the network at a
time (now + delay) where delay can be computed or assigned by the causing process. The
emulator manages the advance of virtual time in a manner which allows for the protocols at
different nodes to execute, effectively, at overlapping moments in virtual time. All events are
scheduled on the time line in 1 microsecond resolution bins and nodes are only invoked at those
points in virtual time when an event occurs for them.

The basic principles of the virtual-time event-driven simulation method are explained with the
aid of Fig. 7.2. The virtual time clock is a discrete clock with a granularity of 1 microsecond. The
ready queue contains all of the simulation events scheduled to execute at the present time of the
vitual clock and all such events must be completed before the virtual clock is incremented. If
there are several ready queue events, one is randomly selected and the process (node) for whom
the event is scheduled is awakened and given the data indicating the event. For example, at time
t1, node 23 may apply a signature to link 178. This schedules node 26 to be awakened at time t2
(in the future) with an indication of a new signature in the port connected to link 178.

When active, a node executes the SH protocol according to its last state (stored by the
emulator) and the port records visible to it. This may result in the creation of new signatures or
modification of currently transmitted signatures. Eventually the node protocol suspends itself. Any
future events which have been caused by the execution of this node are then put in the queue of
events scheduled for that future bin in virtual time. Another event from the ready queus is then
selected and the corresponding node runs in response to the event scheduled for it at that instant
on the virtual time line. When all events in the ready queue have been dispatched, the virtual clock
is incremented tick by tick until another bin on the time line is reached where the timer quaue
indicates one or more events are scheduled. These events are placed in the ready queue and
similarly dispatched to invoke the nodes for which they are destined. Any future events which
result are in turn scheduled for execution at their respective places in the virtual future by entering
them in the timer queue. The virtual clock Is then advanced again and so on until “the end of
(virtual) time" or until no event remains scheduled for the future.

Whenever a node suspends execution it may insert into the Event Queue a list of special
event types which it wishes to have trigger its re-awakening. These insertions are called *wait

requests”.
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Time — The ITU clock. Only incremented when no further events
are left to process at this time.
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scheduled to happen at ready to be run at this waited for. If the event
specific virtual times and instant in time. The being waited for happens,
are now just waiting for next event lansf executes then a new event is
those times to arrive. is selected randomly from scheduled immediately

this list. according to this wait request.

Fig.7.2  Principles of virtual time event scheduling method for concurrent
execution of numerous Selfhealing task instances.
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At different times and contexts the SH protoco! can then incorporate the various interrupt
inhibits which are involved in the protocol and implement internal interrupts within a node for
purposes such as the Sender time-out interrupt.

7.2.2 Processor Spood Calibration

The actual processing time of a node is included in the factors which determine the time of
scheduling future events. Because LANSF completes process execution within one virtual time
tick, special measures are required to obtain and add the self-execution time of the protocol to the
network-emulation. in the PC-emulator, a physical realtime clock was used to measure self-
execution times but it was'found technically infeasible to obtain a realtime clock for the SUN 3/60
that had the required time resclution.!

Therefore, another approach was taken in which an estimate of self-execution time Is
computed in the course of execution based on previously calibrated execution times of respective
source code statements. This was soon realized to be a preferred approach because it allows one
also to vary the effective processor speed for research purposes; something that is not easily done
in reality. The effects of processor execution time are included in event scheduling by
incorporating self-execution times in the delays given to future events that result from the current
node invocation. Every time the SH task executes it runs internal totalizing counters which form a
weighted sum of estimated unit delays (microseconds) accumulated in terms of the number and
type of source code statements executed in that invocation. For instance, a Repeat-While loop
may count actual iterations executed and multiply by a precomputed weight based on the line
count of each source code statément in the source code loop, for which we have previously
measured actual execution times. In this process, the internal running total can be sampled at any
point where protocol Initiates an event and then used in calculating the ultimate delay into the
future at which the initiated event is scheduled for its recipient. For instance, suppose a TS register
is newly written when the running self-timing estimate is C1 and sometime later the node suspends
itself at complete self-timing estimate of Ct. Then, when control reverts to the emulator, the
following computation will determine the future time at which the TS will become an RS at some
other node. The time of the future event will be:

%y = tpresent + C1 + d/v* + nbits/S _ (7.1)
where:  tpresent = present instant of virtual time (stopped while task executes)
d = length of link
v* = propagation velocity on link
nbits = number of bits in a signature

§ = rate of signature bit transport
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The corresponding place of this future event will be the node and port number which the
emulator determines from the network flle is connected to the link to which the TS was applied. In
this manner several signature events can be emitted during one invacation of the protocal without
all such events appearing in an apparent burst at the end of the current execution phase. (In
actuality, the saquencing of signature initiations and the alarm event onsets makes use of local
timer events to suspend a node to effect its own execution time by delaying itself to a future time
where it catches up with its own estimated execution time, or with a desired amount of deliberate
delay. The effact achieved is however equivalent to the simpler explanation oHerad above.)

To perform the self-estimation of execution times a software calibration exercise was
undertaken in which 43 categories of C language instruction types were identified and calibrated
for the SUN 3/60 processor by running timing loop programs in which the subject source
statement was executed thousands of times and total time measured at 20 msec resolution, by the
SUN O/S. When executing Selfhealing the line counters for each statoment category are
multiplied by their calibration times to estimate the actual execution time on each SH node
invocation. The execution time of the time-estimating code Is itself omitted from the estimation.
Appendix C contains a list of the source code instruction categories and thelr execution times
calibrated by this method.

With the use of this method, any arbitrary processor speed can be effected through a scalar P
which scales the self-estimated times used in the event scheduling calculations. P = 1.0
represents the calibrated speed of a real SUN 3/60. A faster processor is modelled by P > 1.0.
This feature is used in Ch. 12 to explore sensitivity of performance to processing power with
respect to other delays inherent in the SH process, most notably, signature transfer time. This
principle can also be used to test effects due to possibly mixed processor speeds in the same
network.

7.3 Summary

This chapter has explained the methods developed for this research on Selfhealing networks.
The overall approach comprises an essentially experimental implementation of the intended
protocol running concurrently in a simulated network environment. We believe this gives a degree
of confidence in the results which is higher than would be obtained either by analytical means or
simulation studies not based on concurrent execution principles. True paralle! distributed
asynchronous execution of the protocol, with accurately modelled processor execution times and
signature propagation delays is effected by the network emulator. The performance results and
research findings that now follow were obtained through this method of Investigation and the
successful final version of the protocol was derived by repeated utilization of these same tools and
research environment.
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CHAPTER 8 RESULTS IN SMALLNET STUDY NETWORK

In this chapter and the next, the performance of Selfhealing is reported quantitatively in terms
of path-finding efficiency and speed in four stpdy networks which have been employed. Processor
spead (F), repeat limit (RL), and signature transfer rate (S) are fixed at values most likely envisaged
for real applications in these first results. Chapters 10 - 12 are then devoted to parametric
experimental studies to explore characteristic dependencies on each of these parameters.

Smalinet is an arbitrary 10-node study network model which is amenable to complete
graphical representation of every link in the network. For these first results, we use this propenty of
Smalinet to present a topological picture of the each restoration plan obtained for every spancut.
We then compare each Selfhealing solution to MetaDjjkstra's ideal topologies and we use the few
cases where they differ as discussion vehicles to develop insights into Selfhealing dynamics.
Comprehensive statistical results for three iarger and more realistic network models - US, Metro,
and Bellcore - then follow in Ch. 9, without the continued luxury of full graphical representation of
each restoration topology.

- 8.1 Topological Path Performance in Smalinet
All possible spancut experience in Smalinet were performed under the foliowing conditions:

Maximum path finding stress signature transfer rate : 8.0 kb/s

Repeat Limit (RL): 6 signature length : 64 bits

all span distances: 1,000 km processor speed (normalized to SUN 3/60): 1.0
carrier velocity : 5 microseconds,/ km alarm collection holdoff : 100 msec

The restoration plans derived by Selfhealing are shown in the 22 inset panels of Fig. 8.1. Each
panel corresponds to one span cut and the falled span is marked by the "X". Where a bracketed
number in the lower right corner is present (Spancuts 9, 11, 14, 17) the total path length (TPL) is
greater than the corresponding MetaDijkstra solution by the number of links indicated. All other
restoration patterns are identical, or equivalent in performance measures, to the solutions from
MetaDijkstra. For comparison where there is a difference, the ideal solutions for span cuts 9, 11,
14 and 17 foliow in similar form in Fig. 8.2.

8.1.1 Path Number Efficiency

A PNE of 100% was obtained for every span cut. This means that in each case the number of
paths found by Selfhealing was equal to the maximum number of paths that are theoretically
- achievable by an ideal k-shortest paths algorithm applied between the two alarm nodes. The 100%
PNE result implies that the highest possible degree of traffic restoration would be obtained
because the network restorability is limited only by the topology of the network, not by the
mechanism used to solve the restoration routing problem.
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A total of 143 individual paths were created in response to the 22 different span cuts for an
average path-establishment load of 6.5 paths per cut. In all cases but one, the limiting factor in
determining path number was the number of spare circuits available at one of the alarm nodas.
This "end-node bottlenack effect” is by far the most frequent mechanism limiting the topologically
possible number of paths in the networks studied. This was not, howaver, the case for span cut
3-7, (panel 20. Fig. 8.1). In this case the network topalogy is such that as spare circuits between
the two failure nodes are synthesized, the graph of remaining spares bacomes disconnected
across cutset [(2,8) (2.6) (3,6) (3.4) (4.1) (1,56)] before the available sparos at either of the alarm
nodes are saturated.

8.1.2 Path Length Efficiency =nd Shortest Path Probability

Fig. 8.3 is a histogram showing the statistical fraquencies of individual path lengths obtained
by Selfhealing in comparison to the frequencies of path length from the ideal solutions. The
sample set is the lengths (in links) of each of the 143 paths resulting from all spancuts in Smalinet.
Selfhealing used 401 individual links to create the required 143 paths for an average restoration
path length of 2.8 spans. On the same set of spancuts, the MetaDijkstra solutions totaled 143
paths using 396 links. The network average PLE is therefore 396/401 = 98.75 %.

Four of the 22 restoration plans constructed by Selfhealing are imperfact in terms of length
and four individual paths are longer than the corresponding paths in the solutions from
Metadijkstra. The netwark average SPP is therefore (143- 4)/143 = 87.2 %. Three of the
individually overlength paths are one span longer than ideal and the fourth is two spans longer. In
spancut (3-6), the ideal solution has a length 3 path that is realized as a length 5 path in the actual
solution. In 18 out of 22 span cuts the PLE is 100 %. These are the spans (1-8,10,12,13,15,16,
18-22). In the remaining four restoration patterns the PLE values are:

24/26 = 92.3 % for span cut 9 31/32 = 96.9 % for span cut 14
13/14 = 92.9 % for span cut 17 24/25 = 96.0 % for span cut 11

Inspection of cases where excess path length occurred shows that it was in each case one of
the last and longest paths that was imperfect. Therefore in operational cases of less than
maximum path finding stress, some or all of the strictly ovarlength path routings would not arise.
Only spancut 3-6 has a path that is overlength and does not correspond to the longest length path
in the ideal plan. If the single longest path in each case is excepted from the SPP estimate it rises
to 99.3%.

8.2 Dynamics of Overlength Paths
Let us now consider the four cases in the results from Smalinet where overlength paths
occurred. It is of interest first to consider whether or not the occurrence of excess links is simply
related to the complexity of the restoration plan. To this end, Fig. 8.4 isa scatterplot of the 22 cuts
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in Smallnet in terms of the number of excess links in the Selfheallng restoration plan and the total

number of links in the theoretical solution. No simple correlation is obvious - between plan
complexity (in total links) and the number of excess links. Other plots (not shown) of the excess
links against total number of competing indexes, total number of paths found, and against the path
length (of the corresponding ideal path) also show no strong diagnostic correlation for excess path
length in Smalinet or the other networks studied.

This leads us to suspect that cases of excess links are attributable to purely topological
effects which may arise in either simple or complex restoration patterns. Two such effects have
been identified: One is an intrinsic effect that can arise in any k-shortest link disjoint paths
algorithm when path length is measured in logical hops. Wae call it the early path choice effect. In
this case a choice amongst two equal-length alternatives for some early (short) path can have a
differing influence on the longer (later) paths of the k-shortest set. The other is a dynamic effect
intrinsic to Selfhealing called temporary index blocking (TIB). TIB is a situation where links in one
part of the network are temporarily held in the mesh of one index but then released, due to
success of the index via some other expansion trajectory. TIB only has the effect of increasing
path length if, during the time of temporarily holding these links, the expansion of some other mesh
is caused to reach the Chooser via a longer than ideal sequence of precursor assoclatlons and
these longer path associations persist long enough to be frozen in by reverse linking.

8.2.1 Overlength Paths in Smalinet

We will now investigate each of the four PLE-imperfect restoration solutions occurring in
Smallnet when RL =6, first explaining the dynamics to which we attribute each overlength path and
then offering a general discussion of the two effects mentioned above. The insights gained lead to
a prediction, which is verified, that 3 of the 4 Smalinet cases of overlength paths can be corrected
to 100% PLE by appropriate reduction of the repeat limit. The four overlength path instances are:

apan cut §-9: The Selfhealing solution for thiz case is shown in Fig. 8.1, panel 17 and the
ideal solution is in Fig. 8.2, panel 17. In this case four paths were found and three of the
Selfhealing paths are identical to paths in the ideal solution. The fourth path of the experimental
solution, (5-1-3-7-8-9) is of length 5. It should ideally have been either of two other paths,
(6-4-6-8-9) or (5-4-7-8-9) of length four. The creation of this path provides a illustration of
temporary index blocking (TIB) effects.

In spancut 9-5, the critical index blocking occurred on span (4-7) as follows: In cut (9-5),
node 9 acts as the Sender and, in this case, floods all the spares leaving its site. Let us say that it
floods with index numbers 1 through 4 in a clockwise pattern starting on span (9-8). The first index
to arrive at node 7 will be index 4 on span (9-7). Node 7 rebroadcasts index 4 once onto each of
the spans (7-5), (74), (7-3), (7-6) and (7-8). This seizes one of the two spares on span (4-7) for
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index 4 but it can be easily seen in this case that index ¢ destined to succoed quickly over route
(9-7-6). The next index to get onto span (4-7) is index 2, arriving via route (8-8-7).  The latter index
is repeatered on to node § (the Chooser) and will result in one of the ideal restoration paths
(9-8-7-5). Atthis stage another index, 1, cannot get on to span (4-7), because it is full with indices
2and 4. Soon after index 4 is applied to span (4-7) however it reaches the Chooser via span (7-5).
The Chooser responds with a reverse-linking signature and when this arrives at nude 7, Index 4 is
removed from span (4-7) and the freed link bacomes avallable for inclusion in the broadcast
pattern of another index at that node on the basls of lowast repeat count of all indexes not
currently sending on span (4-7).

Even if the newly fraed link on (4-7) is now given to index 1, it is too late to avold creation of
the overlength path because the other index 4 signature is already in a race over the path (7-4-5)
with index 1 as it now advances from node 3 over the route (3-1-5). The shorter path may win the
race, but it is now up to elements of chance, distance, and facllity velocity. In this panticular case
the longer path (7-3-1-5) cucceeded in arriving at the Chooser first and thereby commits the
collective mechanism to reverse linking synthesis of a path over the longer precursor chain for that
route.

Spancut 6-7 : (Experimental in Fig. 8.1, panel 11. Ideal in Fig. 8.2, pane! 11) In this cut, an
ideal path (7-4-3-2-6) was replaced by the longer path (7-5-1-3-2-6). This is also attributable to TIB
offects as follows: the index that creates path (6-4-7) temporarily blocks span (3-4), prohibiting
creation of a path (7-4-3-2-6) long enough in time for the index that creates the eventual
experimental path to reach the Chooser via the longer route (7-5-1-3-2-6). In this case the index
that succeeded on span (6-4) was also the index selected by node 4 for repeatering to the single
spare on span (3-4). When node 4 later sees reverse-linking on the index that created path (6-4-7),
it immediately applies the other index received on span (7-4) to span (3-4) but now it will take three
span times for the new index from node 4 to reach the Chooser (node 6) via the remaining spans
4-3-2-6. Before this happens signatures on the same index have traversed the 5 spans on route
(7-5-1-3-2-6) arriving at the Chooser and triggering reverse-linking, creating the overlength path in
the solution.

Spancut 3-6: (Experimental in Fig. 8.1, panel 9. Ideal in Fig. 8.2, panel 8) This spancut
presents another variation on the index blocking effect. One of the ideal paths (6-8-7-3) was
realized as actual path (6-8-7-5-1-3) for an excess link count of +2. The reason this occurred was
that one of the spares on span (3-7) was flooded with an index which was applied initially to span
6-8 by the Sender. This index mesh then split in two directions at node 8, expanding right and left
(as we view the network). One route arrived at the Chooser via spans 8-2-3. The other route also
reached the Chooser via route 8-7-3. The index then succeeded in the direction of node 2 via
(6-8-2-3) rather than in the direction of node 7. When this occurred the other potential route was

128



now obsolete for that index and although in the process of collapsing, it will continue to hold links
until reverse-iinking on that index can propagate to effact mesh collapse fully on the unneaded
links . Whan revarse linking on the affected index reached node 8, then the link in span (8-7),
followed by the link on span (7-3) on that index, were released and reapplied to a new index. By
this time however, the longer path (6-8-7-5-1-3) had reached Chooser and triggered reverse
linking.

The reason this results in +2 excess links is that topologicaily the next shortest route in this
network, after spans (6-7), (7-3), and (34) are used (or index-blocked), is the length 5 path that
was found. The other path on the route (6-8-7-5-1-3) is aquivalent in length to the (6-8-7-4-1-3)
path used in the Ideal solution for spancut (3-6). MetaDifkstra also could equally have chosen
either of these length & paths when all spans have unit lengths. It depends simply on the internal
sequence of the latter algorithm when searching the network presented to it as to which is
selected. Both are equivalent when path langths are measured in logical span lengths. The latter
point arises again in the next case of interest.

Spancut 1-5 : (Experimental in Fig. 8.1, panel 14. ideal in Fig. 8.2, panel 14) In this cut the
TPLis +1 due to the overlength path (1-0-3-6-8-9-5) which could have been routed as (1-0-3-7-9-5)
if the prior path (1-3-7-4-5) had instead been routed as (1-3-6-4-5), the latter two alternatives being
of equal length. The outcome in this case is not attributable to index blocking or any Selfhealing
effect but is rather an instance of the early path choice effect.

In cut (5-1) there is no difference between the Selfhealing and MetaDijkstra solutions for the
first four paths, ranked by length. There are however, two equal choices presented by the network
topology for the 5th path which, in either case, will be of length 4. The choices are (1-3-7-4-5) or
(1-3-6-4-5). What this has to do with the length 6 path (1-0-3-6-8-9-5) which is overlength is that
depending on which early path is chosen, different possibilities remain for that later path. By
chance order of internal execution, Metadijkstra chose (1-3-6-4-5) for its fifth-shortest route
whereas Selfhealing realized the route (1-3-7-4-5). These paths are equally correct choices for the
fifth path in the restoration plan but it turns out that the Metadijkstra choice is in this instance
globally beneficial in terms of the downstream effect on the longer path which is at issue here. By
studying the two panels involved, it can be seen that if route (1-3-6-4-5) is chosen instead of
(1-3-7-4-5) for the fourth path, a fink on span (3-7) is left free for creation of the /ater length 5 path
(1-0-3-7-9-5) as part of the overall solution. If however, the fourth path is chosen as (1-3-7-4-5), the
last spare link on span (3-7) is used thereby topologically requiring the sixth path in the total
solution to adopt the length 6 routing (1 -0-3-6-8-9-5).

We will now discuss the TIB and early path choice effects which these four exception cases
have shown us in more depth.
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8.2.2 Discussion of Temporary Index Blocking } e e e

TIB is a normal and frequent phenomenon within the dynamics of Selfhealing. it is an inherent
result of the way Tandem nodes mediate competition amongst multiple indexes which are
simultaneously expanding their meshes and then collapse eventuslly, If successiul. TIB is
intrinsically related to the speed and parallelisni of Selthealing because it is an aspact of the
mechanism that permits the greatest promptness in allocating ‘mourcos at every node to
synthesize simultaneously all the disjoint paths that are possible without needing to find each path
sorially in time. Any given index may expect to be frequently and repeatedly blocked temporarily
as the shuffling and jockeying of competing meshes is at the core of Selfhealing's speed and fluid
parallelism. An index is said to be blocked on a cenain span when the span is a legitimate
candidate for that index but all spares on that span are presently held by other indexes.

TIB can infrequently cause an overiength path if the blocking on a desired span endures long
enough to permit an end-run effect by indexes advancing around the blocked span by a longer
path. The general effect is as follows: Part of the spare capacity of a span, which is in tha route of
a path found in the ideal solution, is initially incorporated in the mesh of an index that is destined to
succeed over another route which does not ultimately include the subject span. Reverse linking on
the successful index later frees at least one link of the key span for use by other index(es), but in
the meantime mesh expansion of the temporarily blocked index over the key span has been
halted, but it continues over other longer routes or fronts ultimately up to the length permitted by
RL. If the index that is blocked on the key route expands enough via other routes to reach the
Chooser before the same index reaches the Chooser on the shorter path after it unblocks, then the
Chooser responds to the first arrival of that index and the longer route may be realized, rather than
the theoretically possible shorter route. The only remaining requirement for the TIB event to cause
realization of an overiength path is that blocking on the desired span(s) also lasts long enough
after the Chooser response for sufficient reverse linking to occur to freeze-in the overlength path.
Otherwise it is still possible for the shortest path to be realized even after Chooser response
because the precursor structure within the mesh is still dynamic at each node, up until reverse
linking is complete at each node.

Based on this explanation of TiB-induced excess path lengths, we can predict that the effect
is dependant on RL. This is because TIB effects could apparently only result in an overlength path
if end-runs of the required lengths are permitted to support mesh expansion around the blocked
regions. Therefore to the extent that RL can be reduced without impinging on the actual number of
paths that are created ( 100% PNE should never be sacrificed in practise), it should be possible to
ensure that solutions are found which have even better PLE statistics.

The principle is that by reducing RL, we should be able to make overlength routes unviable in
some cases, especially since we have seen that the overlength paths also tend to be the longest
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paths. By defeating an end-run to the Chooser we effectively force the tamporarily blocked index
front to wait as required for eventual mesh collapse on the links required for realization of the
strictly preferred shorter pathb. One may suspact that this forced waiting could be at some cost in
total route-finding time. This is one of the questions considered in Ch. 10. Presently howaever, a
simple experiment with Smalinet can test the predicted efiect of reducing RL in cases where TIB
caused excessdength paths. To test this hypothesis, the first three of the above cases were
repeated with RL. redisced from 6 to 4 for spancuts (5-6) and (3-6) and RL = & for spancut (8-7).
The results are that in each case the salutions do bacome identical to the ideal restoration plans
shown in Fig. 8.2. This confirms the principle that PLE is influenced by RL and where TIB is
responsible for overiength path(s), a reduction in RL can, in at least some €Aases, cause a retumn to
100% PLE at 100% PNE. Ch.10 further explores the effects of RL.

It may be thought that TIB path effects could also be mitigated by adopting a Chooser node
pause after each index Is received, to see if a lower repeat count arrives on the same index before
committing to reverse linking. The latter would however, further delay the helpful readjustment of
index meshes that results from reverse linking and mesh collapse. It is also not a complete cure to
TiB effects. In restoration however, it is far more important to accept new routes as fast as
possible and so this measure has not been pursued. Another possibility that may occur to the
reader is to allow the Chooser to switch its reverse linking response to a new port i, after an
original reverse linking response, a forward signature on the same index arrives thereafter with a
lower repeat count. We have investigated this possibility and it has the fundamental danger that
the pracess of reverse-linking, set in motion by the Chooser response when 1t first responds on an
index, can in fact dissolve the remainind chain of precursor associations that is behind the second
shorter path possibility that is postulated in this case. This implies the loss of an otherwise
guaranteed path. In addition the Tandem node protoco! would have to be modified to recognize
changes in reverse-linking direction and be able to initiate switches of reverse-linking propagation
direction similar to the postulated Chooser abiiity. It is not clear how to incorporate such changes
without other fundamental side-effects primarily stemming from the loss of built-up system state
information implicit in the mesh of indexes that is lost when reverse linking occurs.

One can infer from these dynamics however that TIB can never influence path length in a one-
index Selfhealing event. Therefore if there were some application where time is less critical than
obtaining 100% PLE, a series of time consecutive single-index path finding is always possible. In
this application, the Sender would conduct a one-index flood and walt for reverse linking. Then it
would move on to another single-index flood and so on. Working this way, Selfhealing would be
literally emulating MetaDijkstra but in a distributed fashion.!

Itis important to note as a final point that TIB has never been observed to reduce PNE from
100% . Nor can it do so because, by definition, if there is no end-run path the given index will have
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no alternate avenue for flow and will inherently walt for collapse on prior meshes to expand onto
the only spans available to that index. If the blocked Index is permanently blocked then this is
equivalent to a statoment that all paths supported by the topology of the network have been found,
within the allowed RL. Deep within the Selfhaaling mathod is the fact that the soquence of
dynamics which occurs are in fact statements about the topology of the network so that questions
such as above tend to be self-referential. That is to say that a question such as "What Would the
outcome have been for path so and so if the sequence of dynamics had been different within that
network?" is a self-contradictory statement because the sequence of dynamics is ultimately
determined entirely by the network itself. One cannot change the intrinsic dynamics except by
changing the network.

8.2.3 Discussion of Early Path Choice Effect

Spancut (5-1) brings to our attention a particular property of any k-shortest paths algnrithm
when applied to graphs where logical or integer link lengths apply. In such circumstances the
k-shortest paths obtained by finding first the shortest path, then the second shortest path not using
any links of the first, and so on can have more than one outcome. This is bacause without using
real-valued link costs, two exactly equal choices can exist for the nth longest disjoint path.
Depending on the arbitrary choice made in such circumstances, there can be differing
consequences for subsequent paths, with possibly different TPL for the complete restoration plan.

In a graph where edge lengths are real-valued there is never any choice between paths for the
nth shortest route: real-valued equality between span lengths is infinitely improbable and the
multiple-outcome effect is not seen. In one sense therefore, this is an artifact of our interest in
logical span lengths in the present work. Nonetheless we want to continue to use logical link
lengths in Metadijkstra because it is our yard-stick against which Selfhealing is measured and
Selfhealing (at least to date) inherently uses /ogical path lengths. The effect we encounter is not an
issue in the literature of usual k-shortest (non-disjoint) paths because early use of one link does not
prohibit reuse of that link by other paths. Only when link-disjointness is introduced and combined
with logical path length measures is the combination of factors present which permit more than
one unique solution.

One could argue on this basis that the Selfhealing result in spancut (5-1) Is equivalent to
MetaDijkstra's result because, over a large number of trials, the globally fortuitous choices
amongst equivalent early path alternatives will average out to be equal between any two k-shortest
link disjoint paths algorithm. Nonetheless, to have a systematic basis for comparison, we propose
to bias the outcome against Selfhealing on this score. That is, in cases of multiple solutions, we
will consistently take the best solution found by MetaDijkstra as the reference against which
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Selfhealing is measured, as in spancut (5-1). This will blas the PLE and SPP measures achieved by
Selfhealing slightly towards the pessimistic side and not affect PNE at all.

8.3 Speed of Selfhealing In Smalinet

The above sections focused on the topological completeness and efficiency of the Selfhealing
restoration patterns. We now add the dimension of time to the dynamics of Selfhealing. Let us firat
consider the speed results In terms of histograms and averages obtained over all spancuts in
Smalinet. Two sets of statistics are of interest: (a) the times required for establishment of individual
paths (143 data points), and (b) the times required for restoration event completion (as defined in
Ch. 4) (22 data points).

Fig. 8.5 shows the statistical frequency of the time for individual restoration paths. The mean
path completion time ('pav) is 196 msec and it has a std dev of 49 msec. 95% of all paths are
completed in less than 300 msec. Fig. 8.6. shows the statistical frequency of the time required to
complete the entire restoration event. The mean time to complete restoration ('R) is 268 msec,
with std dev 58.7 msec and 85 % of all observed restoration events are complete by 375 msec
(t95). These results imply that with the parameters RL =6, P=1.0, 3= 8 kb/s, no spancut in the
basic Smalinet model would result in loss of connections. The longest any transport entity suffered
interruption was about 450 msec, implying a large remaining margin (at least 1.5 seconds) of time
before the onset of call-dropping. The average time to establish the first path (tp1) is 160 msec
with a very small variance of only ~ 5 msec.

8.3.1 Restoration Trajectories

We can gain more insight into Selfhealing as a dynamic process by preserving, to an extent,
the association between time and topology which is obscured by the histograms and averages
above. As a tool for presenting and analyzing the dynamics of a Selfhealing event, we introduce
the restoration trajectory (RT) plot. An RT plot (or just “trajectory plot") represents a complete
restoration event resulting from a given spancut in the space of elapsed time versus path number.
The ordinate is time since the onset of failure and the abcsissa is the running number of paths
completed. Every path that is part of a restoration event is represented by a point at the time at
which the path was completed and the consecutive number of completed paths that it represents.
The RT plots for all 22 individual spancuts in Smallnet are shown side-by-side
Fig. 8.7. Each square marks the time of completion an additional path, measured as the time at
which reverse linking arrives at the Sender node. Each line segment represents a separate
restoration event numbered 1 to 22 corresponding to all the spancuts in Smalinet in the same
order that their topologies are presented in Fig. 8.1.

Fig. 8.7 shows that in all cases, a minimum of approximately 155 msec is required before the
first path is completed, even on the simplest 2-span triangular restoration paths found at the start
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of most restoration events. The maximum time to complete any restoration was 450 msec in
spancut 5-1 (panel 14 of Fig. 8.1). Several different characteristic slopes and time intervals
between completions of individual paths are noted in varying segmants of the RT plots. We will
later gee the circumstances to which they correspond such as accumulating success on one route
or via several diverse routes. The most significant diferences batwean individual trajectories are
attributable to the different number of paths to be found, the lengths of the paths to be reslized,
and the intrinsic topological route complexity of the plan that Selfhealing has to synthosize.

When all restoration trajectories for a given network are overiaid we obtain one plot called a
restoration space (RS) plot as in Fig. 8.8. This form of performance representation Is thought to be
as characteristic of a given combination of network and restoration method as the 'eye’ diagram Is
characteristic of a transmission system. The RS plot is formed by overlaying all the individual RTs
obtained from cutting all spans in a network. Such a plot shows the performance envelope of the
given network and restoration technique in terms of dimensions of prime concern; coverage (how
many paths can be restored ?) and time (how long does it take?). Characteristics common to all
restoration events in the network and the outliers that define the envelope of performance are both
readily identifiable in the RS plot.

A variation on the RS plot for operational contexts is to apply a normalization on the horizontal
axis converting it to percent working circuits restored (ie. N / W(u,v)) rather than number of paths
completed (N). This may be of greater utility for planning and operations with real networks. The
actual number of paths has more utllity for making intrinsic speed/pathfinding comparisons
between alternative methods under maximum path finding stress. The comparison of candidate
network topologies and/or restoration methods with the RS plot makes it immediately apparent in
what ways a network may be either topologically or speed limited, both concerns of the restoration
planner. Further diagnostic insights which can be directly read from the RS and RT plots follow in
Ch.'s 10 - 12.

8.3.2 Analysis of Sample Restoration Trajectories

Three particular restoration trajectories have been selected for discussion of Selfhealing
dynamics with the aid of the RT plot. These are: (a) a case with relatively high path parallelism
involving relatively few distinct routes (cut 2-8, Fig. 8.1, panel 7), (b) a case with relatively few
paths realized over relatively many diverse routings (cut 7-8 ,Fig. 8.1, panel 10), (c) a case
containing a large number of relatively long paths (cut 5-1, Fig. 8.1, panel 14). These three
trajectories are shown together in Fig. 8.9 with the individual path routings indicated so that the
time when individual paths are completed can be related to the topologies of the individual paths
shown In Fig. 8.1.
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‘The minimum time to establish the first path in each trajectory s relatively simple to explain. A
fixed time of 100 msac is invested by the Sender/Chooser protocois to ensure complate alarm
Pickup before continuing. This holdoff realistically allows staggered alarm onsets to be collected
before Sender flooding bagins. The protocol can accept 'late arriving' alarms but It is more
efficient i all alarmed clrcuits are known bafore beginning Sender flooding. Another contributor to
the padestal of tima bafore even one route s found is the inktialization activities required at Sender,
Chooser and in at least one Tandem node before active signature processing bagins. To complete
the first path of any restoration, at least one Tandem node must be invoked, scan its node, bulld
working lists and execute the Tandem logic protocol for the first time. In addition to processor
times, assuming the first path found comes via only one Tandem site, a minimum of 4 one-way
signature propagation times are required. The present Smallnet results assume 1,000 km spans,
8 kb/s signature transfer rate and a 64 bit signature field for a physical one-way span propagation
time of 13 msec. Therefore the minimum number of signature exchanges for path establishment
accounts for a further pedestal of about 52 msec. The remaining time to realize a first path
consists of 3 to 5§ msec of initialization and signature processing delay in the Sender and Tandem
node for a total minimum time to complete the first path of around 165 msec. This breakdown
gives us an early indication that in the above conditions (d=1,000 km, §=8 kb/s, P=1.0),
processor speed contributes relatively little to the overall restoration times.

In the trajectory of spancut (8-2), we see that after the initial minimum time pedestal, all three
raths on the simple route (2-6-8) come in rapidly. The incremental delay in accumulating these
paths over the common rotte is 4.4 msec/path. About 23 msec later, the paths to be found on the
route (2-3-7-8) come in. The first two have an incremental delay between them of about 7 msec.
The increase with respect to the interarrival time of 4.4 msec on the route (2-6-8) is due to more
intensive tandem-node processing events compared to the simple forward broadcast and linking
returns performed by node 6 to realize the (2-6-8) paths. It is also likely that the span (7-3)
experienced some TIB due to the competition of 5 original indexes from node 8, for the three
spares on span (7-3). Indeed the extra delay in completion of the third path on route (2-3-6-8) of
about 26 msec is close to the two-span extra delay that would result from index blocking of (7-3)
until reverse linking was complete on one of the (2-6-8) paths.

The seventh path to come in is (2-3-6-8) which follows quite quickly, implying it was also just
waiting for collapse of the residual meshes on the earlier-to-succeed indexes. The eighth path
found is the long one (0-2-1-5-7-8). Thé time of this path and its peripheral routing imply that it
encountered no index blocking or other interactions with other indexes but simply took a long time
by virtue of total transit time for forward flooding and reverse linking propagation (about 130 msec
here). The index that lead to this path would also have encountered a slight time penalty because
itis the pioneer index along its front and has to wake up each Tandem node. Its overall path time
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li' therefore relatively-simply accountable by the addition of 10 signature transfer times and 4
Tamdom node initialization times, althaugh the latter are hardly significant.

It is instructive to compare this tra]octory to that of spancut 6-7 (refor to Fig. 8.1, panal 11 and
Fig. 8.5). Spancut (2-8) has 3-deap paralielism on two nested routes and we saw that the paths on
(2-6-2) came in tightly grouped in time but the other set of three paths, on route (2-3-7-8). were
disporsed in arrival by TIB. By comparison, spancut (6-7) presents threa differant two-span routes
having, respactively, 1, 2, and 4 paths on each route. From tha trajactory of spancut (6-7), we see
‘an initial run of rapid path accumulation in which the 6 paths on 3 differant length 2 routes are
realized more/ qulcldy than 6 paths over two routes of length 2 and 3. The contrast shows that
thero is almout no difference in speed batween path parallalism on one route and path paralielism
on diverse voutes of equal length. The time penalties come from route length more than number of
differant mutes The long flat runs of path accumulation such as we see in the trajactory of
spancut ’6-7) also imply that as the network size increases (while preserving the topology), we
should generally see less than a linear increase in restoration time.

‘The restoration plan derived in response to spancut (7-8) is shown in panel 10 of Fig. 8.1 and
its BT plot is in the centre of Fig.8.9. Cut (7-8) was selected for discussion because it is relatively
rich in route diversity for the number of paths created: Selthealing had to enlist and co-ordinate 6

“Tandem nodes to establish 6 unique routes and 8 paths. One of the Tandem nodes 6) Is
simultaneously cooperating in 4 paths on 3 different routes. Notwithstanding these facts, the (7-8)
restoration event is the fastest overall of the three trajectories selected in Fig.8.8, even though each
restoration has 8 paths in total. This illustrates that in the present Smalinet conditions the time
peralty for establishing numerous diverse routes is not as important as the length of the routes
which are required, which are greater in the other two trajectories. Spancut (7-8) also provides a
characteristic sample segment of trajectory line advancing under a relativaly high route-finding
foad with numerous instances of TIB, mesh collapse and mesh expansion. This segment Is
provided by the first seven paths found. They come in intermixed and spaced with delays
characteristic of link release from one reverse-linked index into the mesh of another index. The
slope of this segment, as taken from the first to the seventh path completion, averages 10 msec
per path.

The third trajectory in Fig. 8.9 is from spancut (5-1) includes three of the longest paths found
in any Smallnet cut and has the highest total time of all restoration events in Smalinet. The
topology of the corresponding solution is shown in Fig. 8.1, panel 14. The trajectory begins with a
straightforward realization of the path (1-4-5) and two parallel paths over route (1-3-7-5) after
experiencing only normal propagation delays. Path (1-34-5) completes next, after walting for
mesh collapse on the indexes of paths (1-3-7-5). Path (1-3-7-4-5) follows with a greater delay
because it appears to have been index blocked on span (4-7) and only unblocked by the reverse
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linking that realized path (1-3-7-5) after which three span travarsals still remained for its index to
reach the Chooser. The next two paths to come in are dominated purely by their two-way
propagation delays. These two long paths would have progressed from node 5 independently of
all other signatures until briefly walting for index collapse opportunities in the links going out of
nodes 3 and 0. The final path found appears to have baen blocked at span (3-6) by the index that
created (1-3-7-4-5) and then by the index that created one of the two panultimate paths, each of
which themselves had to await prior index collapses before their own meshes collapsed and finally
let the gecond path on route (1-0-3-6-8-0-6) ba raalized. This trajectory of this spancut shows that,
with present parameters, signature transfor delays tend to be significant when long paths are
involvad in the restoration avent but we also note that times are significantly influenced by the
sequence of blockipg dynamics that occurs.

8.3.3 Characteristic RT plots of Various Restoration Schemes

Having looked in detail at some actual restoration trajectorles from Selfhealing and having
proposed that in general proposals for new restoration methads be compared in terms of
restoration trajectories, we can now use the RT plot to show how the characteristics of Selfhealing
differ fundamentally from two other classes of system for advanced network restoration. Fig. 8.10
shows three different generic trajectory characteristics. These are: (a) restoration via time-
sequential single-path-at-a-time methods such as in [YaHa88], (b) Selfhealing and, (c) restoration
via centralized download of preplans such as in [Flues?).

The Selfhealing trajectory is an arbitrary sample from the double-sized Smallnet network in
Ch. 11. Because no performance data has been published on the other schemes, the trajectories
shown for them are representative ones predicted by the author based on the fundamental
principles of operation of those methods as they have been described in [YaHa88] and [Fluery87).
The point here is not to claim quantitative accuracy for those other methods but to convey a
qualitative understanding of how these schemes differ fundamentally in kind. Nonetheless, to
provide the most fair and meaningful comparison possible, the predicted trajectories for the other
schemes are quantitatively constructed using the same assumptions of processor speed,
signalling speeds, link distances and incremental crosspoint operate times that are used in the
Selfhealing experiments.

Fig. 8.10(a) shows the predicted form of trajectory for the class of a distributed single-path-at-
a-time scheme such as Bellcore’s FITNESS proposal [YaHa88]. The path completions are
relatively widely spaced in time and the interval between path completions increases with path
number. The first path time is on the order of Selfhealing's the first path time. The inter-path time
remains relatively constant while the method exploits all of the minimum length (2-span) paths
which can be found. These are paths that Selfhealing tends to find very rapidly as a burst of
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parallel path completions in little more time than it takes to find the first path. In FITNESS-like
schemes, the inter-path complation time then grows as longer and longer individual paths are
found, effactively raising the power of the function that describes total restoration time each time a
longer routing Is necessary to gain more paths. Selfhealing times also rise as longer routes are
exploited but generally each time a longer route is established, all of the paths on it are realized in
another relatively rapid burst and all paths on several different routes can be exploited
simultaneously. More importantly in Seifhealing the time investment to realize a long route begins
from fault onset, not from the time of completing the previous path in sequence.

Fig. 8.10 (c) shows the characteristic trajectory predicted for the class of restoration schemes
which use pre-plan download. Their characteristic is expected to be a relatively long time before
even one path is realized, followed by a rapid series of individual path completions as the last node
is downloaded and the plan is executed. The final path completion phase can be very rapid but it
is feared that in practise the entire burst of path completions is likely to occur well after the call-
dropping threshold has passed. In addition, there may be no restoration trajectory at ali if the
centralized database or control centre is not avallable or if the spancut to be restored also took out
telemetry to one of the end nodes. In comparison the typical Selfhealing trajectory is generally
more complex and variable with a diversity  simultaneous individual route-finding dynamics.
Various regions of the Selfhealing trajectory have local resemblances to the other two alternatives
but in general the Selfhealing trajectory reflects greater paralielism than the time-sequential
distributed schemes and reflects greater speed than centralized control schemes.

8.3.4 A Trace Experiment to View Network-leve! Selfhealing Action

As a means to help convey and consolidate the concepts by which Selfhealing works at the
network level, a specially instrumented spancut was performed in Smallnet. In this particular
experiment a log file of every signature occurring on every link through time was kept through the
dynamic phase of the Selfhealing event. Special filter programs were then used produce a picture
of the signature state of every link at each niode in the network as time advances. Other filters were
applied to abstract the following data from the network as a whole as a function of time: (a) total
volume of signatures in the network: This is the total number of individual links in the network
having a non-null signature at the sampling time. (b) the total number of unique surviving indexes
in the network: This is the total number of different indexes found amongst the volume of
signatures extant in the network at the sampling time. (c) the furthest range of any signature from
the Sender: This is the maximum repeatcount found on any signature anywhere in the network at
each sample time. (d) total number of links in the mesh of each index: This is the total number of
links found included within the mesh constructed by each index issued by the Sender at each

sampie time.
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Smalinet spancut (2-3) was selected for presentation in this manner. To contral the total
number of competing indexes, the cut was performed with only four working circuits on the span.
A priori inspaction of span (2-3) shows that node 3 will act as Sender and the total number of
indexes created under. these circumstances will be 12, making it manageable to represent
graphically the extent of the mesh of each individual index. The spancut was run with the same
parameter values (S, P, RL ) as the Smalinet results above.

Resuits: The restoration plan that obtained Is identical to that show: in Fig. 8.1, panel 4,
except that the length 3 path (3-7-8-2) is not needed with W(2,3) = 4 and is 1ot created. Fig. 8.11
shows the total number of links in the mesh of the indexes 1 through 12 as a function of time after
the Sender node begins to execute. Fig. 8.12 shows the total number of all signatures In the
netwark versus time. Fig. 8.13 shows the total number of surviving indexes in the network as a
function of time. Fig. 8.14 shows the furthest reach of any signature from the Sender node against
time. For technical reasons, the plotted time in the above figures is the actual time since fallure
onset less 80 msec of the 100 msec alarm holdoff time. The effective onset of the event Is
therefore at 10 msec in these data. In Fig.s 8.11 and 8.12, we can see at time t= 20 that Sender
flooding has placed one instance of each index in signatures on the 12 spare links leaving its site.
At t=60, nodes 0, 4, 1, 6, 7 have all been invoked and executed the Tandem logic rules. Some
indices are able to expand up to another five links in total at this stage.

8.4 Summary

The all span cuts study of Smalinet under maximum path finding stress has shown a Path
Number Efficiency of 100% in all cases. Every spancut in the network was restored to the fullest
extent topologically possible in an average of 269 msec and an observed maximum of 451 msec:
well before the call dropping threshold. Path lengths are equivalent to those that would be
obtained by an algorithm that selected the k-shortest link-disjoint paths, except where TIB effects
extended these lengths when a uniform RL of 6 was employed. With the uniform RL of 6,
Selfhealing exhibited a PLE of 98.75% for all cuts in Smallnet. If the RL is selectively reduced,
100% PLE can be obtained except for spancut (5-1) where the early path choice effect is involved.
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CuAmn 9
RESULTS IN BELLCORE, METRO AND US STUDY NETWORKS

The previous Smalinet network served primarily as a study network that was manageable to
work with when developing the protocol. The relative ease of conducting all-span-cut experiments,
plotting and diagnosing the results of network behavior in Smalinet facilitated the numerous
developmental experiments requirad to reach the present protocol specification. However,
because the verification and characterization of the protocol Is experimental in nature, it is
important to empirically verify the corractness, sanity, and performance of the protocol in as many
other representative network models as could be obtained. We now focus on three of these
additional study networks, referred to as Bellcore, Metro and US.

9.1 Properties of the Study Networks Employed

Ch. 2 described some of the real networks for which Selfhealing is intended. The Belicore,
Metro and US network models of this chapter were designed or obtained to reflect the relevant
characteristics of these real networks. Two of these networks, (US and Metro) are essentially the
same networks used in the 1887 publication on this work [GrovB7b]. Some dilferences apply
however in the US and Metro network models used in the present work. The third (Belicore) is
based on additional data which only became available in November 1988 as a result of Belicore's
entry into this area of study.

Both of the former networks are now used in the maximum path finding condition wherein the
number of worki:.3 ircuits is effectively infinite. The 1987 published results which use these
networks assumied an arbitrary quasi-random distribution of working circuit quantities on each
span. Since ihen it has been considered more meaningful and defensible from a research
viewpoint to eliminate unnecessary assumptions about working circult quantities and report the
maximum path finding abilities of the method.! The Belicore network howaver provides us with a
data set based in the real world for which operational metrics can be assessed.

Since publishing the Metro and US models in 1987, feedback from industry members and
statistical comparison to details of Telecom Canada’s network has confirmed the suitability of
these networks as realistic test cases. However, because of improvements to the protocol since
last reporting [Grov87b], and because of the shift from the stepped-concurrent PC emulator to the
truly asynchronous emulator, the US and Metro network results now presented are not necessarily
identical to the previous published results. The node identification convention has also been
changed from letters to numbers, starting at zero, to accommodate certain technical aspects of
software reused in implementing the advanced (SUN workstation) emulator. The basic topological
parameters of each of these networks are given in Table 9.1
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Table 9.1 Praperties of Study Networks

average span
no. nodes no, spans connectivity
Bellcore n 3 4.18
us 28 47 336
Mctro 25 55 44
Smalinct 10 21 4.2

9.1.1 Belicore Network Mode! -

Fig. 9.1 shows the Bellcore network model. Each node Is identified by a node number and
the quantities of working and spare circuits on each span are indicated by the ordered pair of
numbers on each span. Span distances are to scale in the drawing and are as listed (in
kilometers) in the inset. The data for this network bacame avallable as a result of Bellcore's interest
in the present work and their own subsequent work on the FITNESS restoration proposal. This is
the study network which they used as a study vehicle in [YaHa87]. They indicate that the network
is based on a real LATA of one of Belicore’s US member companies but do not disclose exactly
which locale is modelled. This network is one of the few examples available of a rea! network with
specified ratios of working to spare DS-3 circuit quantities. Perhaps surprisingly, it was found in
the early development of the SH protocol that correct operation in conditions of less-than-
maximum path finding stress could be a problem. Therefore realistic test conditions in which not
all of the possible paths are required is a welcome addition to the portfolio of test cases. The
Bellcore network is also of value to give at least one example of traffic restorability with
working/spare ratios and network configurations that were not devised by the present investigator.
We also speculate that if new investigators continue to enter this field, Bellcore’s published study
network could become a common benchmark on which to compare resuits.

9.1.2 US Continental Study Network

Fig. 9.2 shows the US transcontinental study network. This network Is inspired by the
topology of real fiber networks as charted by Kessler [Kess86,88] and reproduced in Plate 3
(Ch.2). Two spans have been added to the US network model compared to the mode! shown in
[Grov87] to reflect increased route density in the eastern seaboard area as apparent in [Kess88]
with respect to [Kess86] which had been previously used. (These are spans (15-23 and 21-23).) In
the US network each span has a uniform random number between 1 to 8 spare DS-3 circuits
assigned to each span. Working circuit quantities are assumed to be infinite so that maximum
path finding stress applies.
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Fig. 9.1
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Fig. 9.3 Metropolitan study network model (Metro)



The US network model (Fig. 9.2) was used with d =1,000 km on every span, S=8 kb/s and
P=1.0. This is the most geographically and logically extensive network model. Paths of up to 13
spans are thooretlctlly possible for restorations In this network aithough such long reroutings
would probablyv not be parmitted in practise. Howaever, bacause routing lengths range from 13 to
as low as 3 for topologically-limited performance in this natwork, we decided to apply Selfhealing
in the US network modal using a node-spacific RL plan, rather than the usual constant RL value.
The repeat limit values that will ba effected by aach node when it acts as Sender Is noted by the
unbracketed number beside each node in Fig. 9.2.

9.1.3 Metropolitan Study Network Mode!

Fig. 9.3 shows the metropalitan study network. It is based on an approximate fiber network
topology for Toronto in the mid 1980's as fitted togather from public domain [AbRIB6),[Bouras)
and private sources. This network has a spacial property that is of realistic interest to planners as a
possible strategy for providing minimum redundancy. The strategy is to use only those circuits
which are presently equipped as spares for span protection switching as the spares for a DCS-
based Selfhealing network. In this scheme no new spare facilities would have to be provisioned
until future growth warranted. To convert the existing network plan to Selfhealing, the prasently
dedicated span protection switching spares would be terminated directly on the DCS squipment
and the protection switching bays eliminated. This has the benefits of impraved overall protection
against single circuit electronic failures and complete span failures due to cable cuts since every
spare is now accessible in principle for rerouting traffic from any other span.

From a research viewpoint this type of network (one spare per span) is also a spacial case of
interest to characterize because it demands maximum route finding performance for each path
that is found (in generalized networks every route may yield several paths). It also represents the
possible planning policy of always having a constant number of spares on every span. For
instance as the Metro net shown in Fig. 9.3 grows, there might come a time where exactly two
spares are provided on every span. It is the aspact of a constant number of spares per span,
whether one or more, that is of interest to Seifhealing because in these conditions every span is
matched in size to every other span that it might be concatenated with in restoration. This means
that index blocking dynamics may be expected to differ somewhat because the spares on a span
will generally be entirely seized or entirely free when ars given index arrives. Because network
connectivity influences restoration, the US and metro neiwork models were selected to give the
extremes of average span degree shown in Table 9.1 and these extremes slightly exceed the range
of average connectivities seen in the real networks considered in Ch. 2.
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: 9.2 Resuits - Genoral ,

In the following results a signature langth of 64 bits is used with signature transfor rate,
$= 8.0 kb/s and processor spaed P = 1.0. Repeat limit and span distances vary with each
network. A carrier velocity of 5 microseconds/ km is assumed. An alarm collection holdoff of 100
msec applies and the Sender role is always adopted by the end node with max[ ord(namea),
ord(nameb)].

The complete results of the response to each span cut in these networks are presonted in
Tables 9.2, 8.3, and 9.4. Table 9.2, for the Bellcore network, explicitly lists the ideal (MetaDijkstra)
path set as well as the path set obtained with Salfhealing and shows the corresponding PNE and
PLE values for each cut. Because relatively few restoration plans actually differ from the ideal, this
lengthy form is not repeated in Tables 8.3 and 9.4 for the Metro and US networks. The latter tables
list the Selfhealing restoration plan only, and wherever the Selfhealing restoration is not identical to
the ideal solution in the latter two tables, the details are given in the text.

9.3 Belicore Study Network Resuits

The finite working circuit quantities of the Bellcore net do not in general force topologically-
limited path finding. Table 9.2 was obtained using Rl. =8. Results show this is twice as high as it
needs to be for this network because no ideal path is greater than length 4 for any span cut. Table
9.2 contains the following entries from left to right in columns (a) to (e): (a) identity of the span that
is cut, (b) the number of working circuits on the span, (c) a listing of each distinct routing found in
the MetaDijkstra restoration plan, (d) the number of individual paths on each route in the ideal plan,
(e) the ratio of working circuits lost to paths restored. The next two columns (f.q) detall the
Selfhealing restoration plan and the percent span restoration achieved, in the same manner as
columns (c.d.e). PNE and PLE columns are as previously defined. Operational PNE applies in this
case. The last column details the time of the first restoration path found (tm) and the time of the
last restoration path found (tg).

9.3.1 Path Performance

Table 9.2 shows that all spancuts in the Bellcore network are either 100% restored or restored
to the fullest extent topologically possible, producing an (operational) PNE value of 100%. Fig. 9.4
shows the distribution over all cuts of the individual path lengths and compares them to the ideal
path length distribution found from MetaDijkstra seeking the given number of working circuit
restoration paths. The overall PLE 97.55%. Of 237 individual paths created, 20 were longer than
the corresponding paths in the ideal solution for a SPP of 91.6 %. 19 of these paths were in excess
of the MetéDijkstra path length by one span, and the 20th was in excess of the ideal by two spans.
The redundancy of the Bellcore network madel (121 spare / 313 working circuits) is 38.66 % and
the average restorability of traffic in the network is 75.77 %. 12 out of the 23 spans are 100%
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PATH LENGTH DISTRIBUTION - BELLCORE NET
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restorable but some spans are as little as 10% restorable suggosting that the placament of the

spare capacity in this network has probably not been optimized but is simply the outcome of
normal growth and provisioning activities within the network from which Belicore abstracted this
model. | S .

Let us now consider the cases in which Selfhealing derived a restoration plan with paths
which were in excess of the ideal paths for a k-shortest paths algorithm. In all there are 7 cases:
(8-0), (7-0), (7-5), (4-3), (7-6), (7-3) and (10-7). To assist in interpreting these cases a second set of
results was obtained with RL reduced to 4 as a means to illuminate which excess path lengths are
due to TIB effects when RL = 8 , a relatively high value for this network. RL = 4 was chosen
because It is the lowest value that can be uniformly apptied in this network without reducing PNE
from 100%. This may seem contradictory because spancut (3-0) resulted in a length & path in
Table 9.2. Howaever, this path is overlength by virtue of TIB in the presence of a high RL. 1t
reduces to length 4 when RL=4 so that 100% PNE is indeed realized.

When the RL was reduced to 4, the ideal solution for spancuts (3-0) and (7-6) were obtained.
In (4-3) one of the length 3 overlength paths was reduced to length 2 but 6 other paths which
ideally have length 2 in that solution remained at length 3. Span (10-7) also showed a reduction of
one length 4 path into an ideal length 2 path, but two paths of length 3, which should ideally be of
length 2, remained. All other solutions remained topologically unchanged when the RL was
reduced from 8to 4. In summary, reducing the RL to 4 from 8 perfected 2 of the longest solutions
and improved another 2. With RL= 4, 5 non-ideal solutions remain and they include 14 individual
paths which are each overlength by one span. The remaining overlength paths are all paths of
length 3 that should ideally be of length 2. All but three of these overlength paths are attributed to
remaining TIB effects at the reduced RL of 4. The relatively high number of overlength paths and
the TIB effects persisting even for length 3 paths is partly due to the short span distances in this
network, as we shall see in the next section.

9.3.2 Path Spreading Effect ,

Three of the cases where overlength paths occur, (10-7), (7-3) and (4-3) are not attributable 1o
TIB as seen in Smallnet but to a new phenomenon we call path spreading. It results in Belicore
because signature transfer times are now much smaller, with respect to nodal processing times,
than they were in Smallnet. Span distances of only 10’s of km apply in Bellcore as opposed to
1,000 km. We will use these three cases to introduce and explain this phenomenon.

Consider cut (10-7) with reference to Fig. 9.1. The ideal solution and the actual solutions with
RL =4 compare as follows:
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Route ideal # pathe Actual # path
(7-8-10)

7 7
(7-4-10) 6 4
(7-34-10) 1 1
(7-65-4-10) 0 2
(7-38-9-10) 2 1
(7-48-9-10) | 0 1

The significant difference is that two of the six paths which the ideal plan places on the route
(7-4-10) turn up in the actual plan routed over the route (7-6-4-10). All other routing differences are
equivalent from a PLE viewpoint. In this case the overlength roisting of these paths came about as
follows: Node 10 acts as the Sender for spancut (10-7). Because of its position adjacent to node
10, node 4, which is also the largest node in this network, bears the load of managing Selfhealing
processing for 39 spares on 8 distinct spans very shortly after anset of the (10-7) spancut. By
comparison node § has a total signature processing load of 15 ports on three distinct spans. With
the very short span distances in Bellcore net, it becomes possible for a signature from node 10 to
be rebroadcast by node 4, transit node 5 and arrive at the Chooser (node 7) before the last index
subjected to the rebroadcast burden of node 4 was completely processed. Since the signature
transfer time over a link of 50 km is only 8.3 msec (S = 8 kb/s) and processing times of 3 to
5 msec per span are observed, it is possible, depending on the detailed construction of working
span lists at nodes 4 and 5, for a signature from node 10 to be immediately repeatered onto span
(4-5) and also be repeatered onto span (5-7) while node 4 is still processing the same index with a
local span list that happens to have (4-7) at its end.

The general effect here is that when processing times become on the order of signature
transfer times, the chance order of processing indices in the protocal can be factor in the
competition amongst indices and specifically, can serve to advance a given mesh faster over a
long path than it advances over the geographically shorter path, even though the shorter path is
not blocked as in n .'mal TIB. In other words, in regimes of low d/P ratio, path solutions may tend
to leak or spread out from the ideal set of shortest paths. Imagine the introduction of a single
index into a network and allowing it to expand without interaction from other indices. With limit of
long spans and fast processors (high d/P) it is clear that the network offers a uniform impedance
to the advance of the index front in all directions. If we reverse the extremes to make nodal delays
significant and link delays very small (low d/P) then the network becomes lumpy'. Large nodes
will tend to be slower than small nodes and index meshes wili tend to flow around them. Chance
dependencies on the internal order of processing events at a node will begin to manifest
themselves externally in the network. Of course such effects would never be seen if one ignored
processor execution times in the dynamics as is done in many analytical treatments of distributed
system (eg. [McBh86])).

157



... To test the hypothesis of path spreading due to.a low d/P ratio.in the above results, two
further all-spancuts experiments were performed on Belicore net with the observation that the
general effect of interest is really depandent on the STT/(1/F) = STT*P product where STT = d/v
+ nbits/fsig is the complete transfer time: (1) The STT*P product was increased by changing S to
1kb/s, with P = 1.0, (2) The STT*P term was increased by changing P to 10.0 with = 8 kb/s.
Both cases use RL =4. When the outcome of these two experiments are added to the results of
Table 9.3 (RL =8) a complete summary shows a systematic bahavior in terms of PLE that Is
consistent with our understanding of TiB and path spreading effects: (PNE = 100% in all cases).

Case BL $ P Numbor of cuts with PLE < 100%
1 8 8 1 7
2 4 8 1 4
3 4 1 1 0 (ideal)
4 4 8 10 0 (ideal)

In case 1 (which is Table 9.3) we now know that a combination of TIB-induced effects and
pure path spreading effects contributed to cause i restoration plans having excess path length.
Reducing RL to a more appropriate value for this network (RL=4, case 2) eliminated most TIB
effects on path length but left the pure path spreading effects and some shorter-path TIB effects
that were aggravated by the low STT*P product. (A high STT*P product indicates tiie combination
of long signature transfer times and fast nodal processors; the conditions under which best
topological (PLE) efficiency is obtained.) By then increasing the ratio of signature transfer time to
processor speed (in case 3 by reducing S, in case 4 by increasing P) 100% Ideal path length
efficiency was obtained. We summarize the topological performance of Selfhealing in the Belicore
study network by observing that, as in Smalinet, 100% PNE was achieved in all cases. In no case
was PLE below 95% and it was improved to 100% by applying the understanding of TIB and path
spreading effects which has been gained.

9.3.3 Speed of Restoration in Belicore Network Mode!

The distribution of individual path completion times in Belicore net is shown In Fig. 9.5. The
average path completion time (‘pav) is 203 msec (std dev = 66.4 msec) and 95% of all paths are
complete in under 350 msec. Fig. 9.6 shows the RS piot (overlaid restoration trajectories from all
span cuts) in Bellcore net. This plot identifies spancut (3-0) as requiring the greatest amount of
time for the number of paths realized (462 msec for 11 paths). Another trajectory that emerges
from the pack is (10-7) in which 16 paths are created in 465 msec. At the other extreme is spancut
(7-4) in which 20 paths are synthesized in only 259 msec. Some Insights come from these
trajectories. When the solution topologies for (3-0) and (10-7) are compared to all others
topologies for the cuts in Bellcore, ;hey are not the solutions with the highest number of diverse
routes or with the most paths, as might be expected. They do however involve the longest paths
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that are found in any spancut but this does not adequately account for thelr total time.  Spancut
(3-0) has one length 5 route and also includes two langth 4 routes. Spancut (10-7) has two length
4 routes. If no other interactions were involved, we would expact the length & path in (3-0) to
require on the order of § two-way signature exchange times for its creation and this predicts a total
time of only 100 + 10*64/8000 = 180 msec (span distances being Insignificant in Bellcore), not
462 msac. In addition, the longast route in (10-7) is of length 4 and yet takes slightly more total
time than does (3-0) which has a length § path.

What accounts for these two spancuts requiring the most restoration time is this: the
restoration plans for spancuts (3-0) and (10-7) both have the fullest inventory of increasing lengths
of routes. Like the spectrum of shells of an atomic model, these two solutions exhibit the fullest
occupancy of each possible route length in the paths that are created. For instance in Table 9.2,
(3-0) has 1 length 2 route, 2 different length 3 routes, 2 different length 4 routes, and one length 6
route. The significance of this cascade cf route /angths is that it implies a telescoping series of
TiB dynamics at intermediate stages of mesh expansion for most indices. The topologically
dictated cascade of route lengths in the solution impiies that until the index mash(es) that will result
in the length 2 paths collapse in reverse linking, the indices that will result in length 3 paths tend to
be blocked. And the indices destined to create length 4 paths are blocked until the length 3 paths
are reverse linking, and so on. In the limit, path synthesis over the longest of routes in these
conditions may have attend O(k?) prior TIB episodes. A check of the spancuts with next highest
restoration times ((7-5), (8-3)) shows that they too follow the pattern of a relatively full cascade of
route lengths. (see Table 9.3.) ‘ ‘

It is the full cascade of route lengths that implies a particularly punctuated series of mesh
expansions. In these circumstances, wave after wave advance further toward the Chooser only
after all preceding waves ebb away. In reality the view is complicated by the fact that mesh
advances and TIB events are non-uniformly distributed in space: the wavefronts in the above
analogy are spatially quite irregular. Amoeboid may be a more accurate image for the mesh on
each index than waves. In the opposite extreme of a topology that permits an equivalent number
of paths over one route, or a set of equal-length routes, all mesh fronts arrive nearly together at the
Chooser and collapse more or less simultaneously without interacting with each other in TIB
dynamics. By definition when the network topology supports the latter type of solution, TIB
contentions between indices are not involved in the path synthesis at all. (There can always be
other indices that are blczked even in these circumstances but our interest is always in the
dynamics of the subset of indices that do eventually result in paths.)

Spancut (7-4) of Bellcore net offers an example of the opposite extreme to a cascade of
routes. In (7-4), 20 paths are created over 5 different routes but because all of these routes are of
length 2, it is a very fast restoration. The (7-4) trajectory is nearly linear and requires only 259 msec
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for an average slope of about 5 msec/path completion. This is indicative of essentially processor-
limited operation in these study conditions: the protocol is going flat out accumulating path
completions without TIB-induced delay dynamics. In general topologies, in between the extremes
of a single-route solution and a full cascade of routes, Selthealing proceeds in a complex
combination of partly simuitaneous parallel mesh expansions and partly interacting dynamic series
of TIB interdependencies.

Fig. 8.7 is a scatterplot of the time taken to complete each path versus the length of a path
based on the all-span cuts data for the Belicore net.2 Notwithstanding the significant scatter, the
data show that the average time to create a path is essentially linear in path length for the Bellcore
netwark. This is consistent with the view that the time to create paths depends individually much
more on the properties of the set of routes required than either the length of the path or the
number of paths required, but that over a large set of paths these individual dynamic variations
should be uncorrelated and leave a constant average incremental time per span. If we consider
inat @ minimum requirement for path creation is a two-way signature exchange over the total
length of a path, this implies a minimum regression slope of 16 msec / incremental span of path
length. The actual slope of about 58 msec / incremental span is much greater than this implying
that the creation of most paths involves significant signature processing dynamics (an average
investment of ~ 3 STT times for index dynamics per incremental span) and that path creation by
straightforward signature exchange without index blocking is rare. A curve joining the lowest of all
scatter points at lengths 2 and 3 on the plot is however consistent with the theoretical minimum
slope of 16 msec / incremental span corresponding to path construction by pure signature
exchange. The apparent reduction of scatter on the longer paths is an artifact of there being fewer
total data points at the longer path lengths. All principles indicate that at longer path lengths the
path time variance should increase.

9.4 US Study Network Results

Table 9.4 shows the Selfhealing response to each span cut in the US study network. The 47
span cuts in this network resulted in 316 individual restoration paths. When each of these solutions
is compared to the output of MetaDijkstra on the same network, the following is found:

(a) PNE = 100% for all span cuts

(b) Network average PLE = 99.45 % (1268/1275)

(c) SPP = 97.78 % (309/316)

(d) Mean path time = 247 msec , Std. Dev = 110 msec

(e) Mean time to complete restoration = 348 msec, Std. dev = 154 msec.
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Table 9.3 Results of Selfhealing in US Network Model
(RL varies, S = 8 kb/s, P = 1.0)

Span

cut Number

(A-B) Route Length of Paths "n,..ﬂm"

1-0 0-4-5-6-1 . 4 1 206.8

12-3 3-7-13-12 3 e 180.9..191.9
3-2-1-6-7-13-12 6 1 261.9
3-2-1-6-7-11-14-13-12 8 1 367.6

4-0 ' 0-1-6-5-4 4 1 206.9

5-4 4-8-5 2 4 156.7..166.3
4-0-1-6-5 4 1 207.1

6-5 5-8-9-6 3 1 182.2
5-4-0-1-6 4 1 207.1
5-8-9-10-11-7-6 6 3 262.64..268.8
5-8-9-10-11-14-13-7-6 8 1 320

é-1 1-0-4-5- 4 1 206.3
1-2-3-7-6 4 2 209.4..217.2
1-2-3-12-13-7-6 6 3 263.5..369.3
1-2-3-12-13-20-21-10-9-6 9 1 370.0

8-4 4-5-8 2 153.8..160.5
4-0-1-6-9-8 5 1 266.5

8-5 5-4-8 2 4 153.1..159.6
5-6-9-8 3 1 181.8

9-8 8-5-6-9 3 1 180.7
8-4-0-1-6-7-11-10-9 8 1 325.9

9-6 6-5-8-9 3 1 180.0
6-7-11-10-9 4 3 208.0..221.6
6-1-0-4-8-9 S 1 287.2
6-7-13-14-11-10-9 6 1 :330.4

7-6 6-1-2-3-7 [ 2 208.5..218.1
6-9-10-11-7 4 1
6-1-2-3-12-13-7 6 3 278.0..306.8
6-5-8-9-10-11-7 6 1 291.9

7-3 3-12-13-7 3 3 185.2..220.7
3-2-1-6-7 4 5 206.9..251.6
3-12-13-14-11-7 5 1 287.5
3-2-1-0-4-8-9-10-11-7 9 1 540.7

3-2 2-1-6-7-3 4 2 207.9..225.0
2-1-6-7-13-12-3 6 3 280.9..322.0
2-1-0-64-8-9-10-11-14-13-12-3 1 1 734.1

2-1 1-6-7-3-2 4 2 207.1..218.4
1-6-7-13-12-3-2 6 3 270.6..365.4
1-0-4-8-9-10-11-14-13-12-3-2 1" 1 516.3

10-9 9-6-7-11-10 4 1 207.7
9-8-5-6-7-11-10 6 1 288.4
9-8-4-0-1-6-7-11-10 8 1 420.7
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Span Nunber

ae) Route Ltength  of Paths Tine,..Time,

11-10 10-9-6-7-11 6 1 208.4
10-21-20-14-11 A 1 210.9
10-26-25-21-20-14-11 6 2 205.5..289.0
10-24-25-21-20-13-7- 11 7 1 348.7,. .467.6
10-26-25-21-20-13-14-11 7 1 632.8

"7 7-13-14-1 3 X 163.2..211.2
7-6-9-10-11 6 1 207.2
7-6-5-8-9-10-11 6 1 an.2
7-6-1-0-4-8-9-10-11 8 1 11,3
7-3-12-13-20-21-25-24-10-11 9 1 685.1
7-3-12-13-20-21-10-11 7 1 663.6
7-6-1-2-3-12-13-14-20-21-25-24-10-11 13 2 856.3..878.1

13-12 12-3-7-13 3 2 181.7..189.7
12-3-2-1-6-7-13 6 1 263.9 :
12-3-2-1-6-7-11-14-13 8 3 315.5..347.4

13-7 7-3-12-13 3 2 180.2..187.6
7-11-14-13 3 3 183.6..194.1
7-6-1-2-3-12-13- 6 2 261.9..266.2
7-6-9-10-21-20-13 6 1 320.7

14-13 13-20-14 2 2 155.6..160.9
13-7-11-14 3 3 181.3..192.3

1%-11 11-7-13-14 3 3 180.4..219.6
11-10-21-20- 14 4 1 218.7
11-10-24-25-21-20- 14 6 1 301.7
11-20-24-25-21-20- 13- 14 7 2 418.6..617.6
11-10-9-6-7-3-12-13-14 B 1 682.7

20-13 13-14-20 2 2 154.9..158.2
13-15-20 2 1 162.6
13-14-11-10-21-20 5 1 245.0
13-14-11-10-24-25-21-20 7 3 290.3..406.9

20-14 14-13-20 2 2 153.9..158.8
14-13-15-20 3 1 189.3
14-11-10-21-20 4 1 210.2
14-11-10-24-25-21-20 6 2 302.5..331.6
16-13-7-11-10-24-25-21-20 8 1 403.9 -

26-10 10-21-25-26 3 1 180.9
10-11-14-20-21-25-2 6 2 262.0..287.4
10-11-14-13-20-21-25-24 7 2 369.7..395.2

25-24 26-10-21-25 3 1 183.2
24-10-11-14-20-21-25 6 2 263.6..316.2

27-25 25-26-27 2 3 153.4

26-25 25-27-26 2 1 153.0
25-21-22-26 3 3 1F:.9..199.8
25-21-23-22-26 4 2 22..8..230.9

25-21 21-10-24-25 3 1 180.2
21-22-26-25 3 3 181.9..193.3
21-23-22-26-27-25 5 1 234.2
21-20-14-11-10-24-25 6 2 265.8..287.6
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Span

cut Number. '

(A-B) Route Lymth of Paths Yimey..Time,

21-10 10-24-25-2 3 3 180.0..106.9
10-11-14-20-21 4 2 211.4..228.6
10-11-14-13-20-21 s 1 a6
10-11-7-13-20-21 5 1 380.1
10-11-7-13-15-20-21 6 1 362.8

21-20 20-22-21 2 1 160.8
20-15-23-21 3 2 191.1..203.7
20-14-11-10-21 4 1 200.8
20-15-19-23-21 4 4 226.5..300.3
20-16+11-10-26-25-21 6 1 288.9
20-13-7-11-10-24-25-21 7 2 393.6. .409.2

22-20 20-21-22 2 3 155.8..177.8
20-21-23-22 3 5 205.8,.271.6
20-15-23-21-25-26-22 6 1 370.6
20-14-11-10-26-25-26-22 7 1 3.7
20-14-11-10-26-25-27-26-22 8 1 616.

22-21 21-20-22 2 1 156.1
21-23-22 2 5 158.2..194.9
21-25-26-22 3 3 189.8..196.3
21-25-27-22 4 1 275.9

26-22 22-21-25-26 3 3 181.5..196.2
22-23-21-25-27-26 5 1 233.3

23-22 22-21-23 2 3 160.3..188.2
22-20-15-23 3 1 185.7
22-26-25-21-23 4 3 25.1..279.0
22-26-27-25-21-23 5 1 356.9

23-19 19-15-23 2 2 158.5..162.2
19-15-20-22-23 6 6 207.2..293.1
19-18-15-20-21-23 s 1 309.2
19-18-15-13-20-21-23 é 1 394.3

19-15 15-23-19 2 2 154.0..159.5
15-18-19 2 5 160.9..187.9
15-16-17-19 3 5 185.6..211.4
15-20-21-23-19 ¢ 2 209.8..215.9

20-15 15-13-20 2 1 156.0
15-23-21-20 3 2 184.1..197.6
15-19-23-21-20 4 3 215.4..284.5
15-19-23-22-20 4 1 250.6

15-13 13-20-15 2 2 158.8..171.4
13-14-20-15 3 2 212.5..229.4
13-17-11-10-24-25-21-20-15 8 2 368.9..379.1
13-14-11-10-26-25-21-23-15 8 1 429.0
13-14-11-10-21-20-15 6 1 463.7

16-15 15-18-17-16 3 1 180.8
15-19-17-16 3 5 186.6..243.2

17-16 16-15-19-17 3 6 182.4..209.5

19-17 17-18-19 2 1 161.0
17-16-15-19 3 6 183.1..245.9
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Span Nurber

E"‘fm Route Length of Paths Yim,..Tim“

19-18 18-15-19 2 5 156.4..181.2
18-17-19 2 1 159.6

18-17 17-19-18 e S 153.8..168.3
17-16-15-18 3 H 190.4..208.6

18-15 15-19-18 2 $ 153.7..186.6
15-19-17-18 3 1 208.6

23-15 15-19-2% H 4 156.2..175.1
15-20-21-23 3 L4 180.9..292.3
15-13-20-21-23 4 1 309.3

- 23-2 21-22-23 2 3 153.8..167.6
21-20-15-23 3 2 185.4..197.0
.21-20-19-15-23 4 4 229.0..270.6
21-25-26-22-23 4 2 235.9..253.7
Totals:
47 spans 320 paths

Fig. 9.8 shows the statistics of individual path lengths taken over all span cuts compared to
the ideal path length distribution for all span cuts in this network. Fig. 9.9 shows the corresponding
distribution of individual path completion times. 95% of all paths are completed within 450 msec.
Fig. 9.10 gives the RS plot for Selfhealing in the US network and Fig. 9.11 plots path time versus
path length for each of the 320 paths that were synthesized. Because the US network provides the
longest routings of any network studied to date, its data were of particular interest for a regression
study to see how path completion time varies with path length. The best regression fit to the data
in Fig.9.11 was found to occur with a polynomial of order 1.3, closely repeating the equivalent
result for the Belicore network but beginning to show a slightly greater than linear rise with long
paths in a network comprised of long spans. In the 47 span cuts performed on the US network
only two of the Selfhealing solutions had PLE values less than 100%. These were spans (22-20)
and (23-21) for which the Selfhealing restoration plans and the ideal plans have heen studied to
find the cause. The generally far fewer PLE-imperfect results than in Belicore is attributed to the
much longer spans giving a higher STT*P product.

For reference in the following discussion of spancuts (22-20) and (23-21) the reader can
reconstruct these two spancuts from Table 9.3. Inspection shows that in spancut (22-20) the
difference between the experimental and ideal plans reduces to two paths of length 4 in the
MetaDijkstra solution which are realized by length 7 paths in the Selthealing solution for a total of 6
excess spans. The two plans otherwise have the same number of length 2, 3, 7 and 8 span paths.
Study shows that this outcome is attributable to the early path choice effect. The source of the
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effect in spancut (22-20).is traceable back to a difference In the choaice for. two of the five 5 length-

3 paths which were possible. Both Selfhealing and MotaDl]kstn’a realize three paths over (20-21-22)
and three paths over (20-21-23-22) (refer to Flg 8.2). Atthis point there are only two more length-3
paths possible in the network and since thelr lengths are Identical, an arbitrary cholce must be
effacted between them. MetaDijkstra happened to realize two paths on route (20-15-23-22) and
Selfhealing offected the equally valid choice of two more paths on route (20-21-23-22) By chance
Selfhealing's choice had the side effect of prohibiting subsaquent paths of langth 4 over route (20-
21-25-26-22) because span (20-21) is then full. Thus Selfhealing's eary cholce forced it to
subsequently realize the routa sagment (20-1 4-10-11-24-25-, 10 get around span (20-21) and
thereafter complete the paths over the same last three spans, -25-26-22). .

In spancut (21-23), 10 out of the 11 paths found in the ideal and in the Selfhealing solution are
identical. The difference of +1 comes from a path (21-25-26-22-23) of length 4 which corresponds
in the ideal solution to a length 3 path (21-20-22-23). This outcome Is attributed to legitimate TIB
effects on span (20-22). Node 23 acted as Sender in this case and placed five indices on span (23-
22). Because span (20-22) has only one spare It is easily blocked by one of tha five indices arriving
at node 22 on (23-22) which happens to be the first repeatered into span (20-22). But this index is
destined to succead over another route before it can succeed over a route invalving
(20-22). The result was that because of the delay attendlng index collapse after reverse-linking for
one of the 3 (23-22-23) paths, both of the two remaining indices at node 22, which could (and
preferably would have) succeeded over span (20-22), were already advanced far enough that they
reached the Chooser over longer than ideal routes by the time (20-22) was finally released by
reverse linking. One of these other routes was. the length 4 route (22-26-25-21). The path
(23-20-21) was no longer possible after that bacause all spares in the span (22-23) were used. Had
there been 6 spares here instead of 5, (23-20-21) would eventually have been realized because
when all other indices are collapsed after reverse linking, the remaining outstanding index would
have had no further blocking contention on (22-20).

- Selfhealing's performance in this network is, in suinmary, also very good. The most important
objective of 100% PNE has again been obtained. In addition only two restoration events out of the
47 spancuts in this network exhibited less-than-ideal k-shortest paths length properties. Some of
the restoration plans autonomously devised by Selfthealing in this network are paricularly
impressive. Consider for instance the restoration routing plan derived for spancut (11-7) in Table
9.3: 10 paths were created over 7 distinct routings requiring the coordinated efforts of 16 different

Tandem nodes. One of the routes is 13 spans long and another is 9 spans long. The entire

restoration plan was computed and put into effect in 878 msec and it is topologically equivalent to
the best that an ideal centralized k-shortest link disjoint paths algorithm couid produce.
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9.5 Metropolitan Study Network Resuits

The metropolitan study network of Fig. 9.3 was used with every span distance set to
d= 40 km. There are a total of 55 possible span cuts. The Selfhealing reaction to each of these is
listed in Table 9.4. The 55 spancuts resulted in a total of 163 paths. A summary of the results is as
follows: |

(a) PNE = 100% for all span cuts

(b) Network average PLE = 99.8 % (506/507)

(c) SPP = 98.18 % (54/55)

(d) Mean path time = 163 msec , Std. Dev = 35 msec

(e) Meari time to complete restoration = 193 msec, Std. dev = 37 msec.

Fig. 9.12 shows the distribution of path lengths created by Selfhealing and by MetaDijkstra in
the metro network model. The distributions differ by only one span in total, a length 7 path created
by Selfhealing that ideally could have been of length 6. Fig. 9.13 gives the distribution of path
completion times. 95% of paths are completed in under 226 msec. Fig. 9.14 shows the RS plot for
all spancuts in the metro network. Fig. 9.15 is a scatterplot showing the path-time versus path
length relationship for Selfhealing in this network.

All but one restoration event resulted in 100% PLE. The case where MetaDijkstra and
Selfhealing differed was spancut (9-1), shown in Fig. 9.16. The discrepancy is attributable to
fortuitous eary path éhoices by MetaDijkstra as we have seen twice before. The Selfhealing
solution has a total path length of 17 spans, comprised of single paths of length 2, 3, 5 and 7
respectively. The ideal solution in this case has a total length of 16 spans contributed by paths of
length 2, 3, 56 and 6. The extra span is traceable to the choice between two length § paths.
Selfhealing chose (1-11-12-13-14-9) whereas MetaDijkstra chose (1-0-12-13-14-8). Both paths are
by theinselves equally valid length 5 alternatives but the path realized by Selfhealing in this case
had the side-effect of using up span 1-11 and forcing the next longest route to use (1-0-11-10- as
an alternative to the shorter (1-11-10- route segment. After this segment, the remainder of the
length 7 Selfhealing path is identical to the length 6 MetaDijkstra path.

9.6 Comparative Discussion

Comparison of the all-spans trajectory (RS) plots for these networks (Fig.s 9.6, 9.10, 9.14)
shows a range of dynamic characteristics that varies considerably with individua! span cut from
linear path accumulations at a processor-limited rate of about 5 msec/ path in route-simple
restoration plans to TIB-limited quadratically increasing restoration times in solutions requiring a
cascaded series of route lengths. In the US network spancut (19-15) gives a lower bound
trajectory in which 14 paths are accumulated over 4 routes in an incremental time of approximately
70 msec. At the other extreme, (11-7) in the US network required approximately 880 msec to
accumulate 10 paths. Polynomial regression shows that individual trajectory of this spancut rises
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Table 9.4 Results of Selfhealm in Metropohtan Network Model
(RL =8,S = 8kb/s,P = 1.0)

Length Number
Span ———— Route (spans) of Paths Time
1-0 0-11-1 e 1 134.9
0-12-11-10-1 4 o1 177.3
11-1 1-0-11 2 1 134.7
1-10-11 e 1 136.7
1-9-10-13-12-11 5 1 188.1
7-3 3-8-7 2 1 137.5
3-4-7 2 1 139.0
3-2-8-15-7 4 1 179.8
7-6 6-5-7 2 1 143.8
6-17-7 e 1 145.4
9-8 8-15-9 2 1 138.3
8-2-10-9 3 1 151.9
8-7-15-14-9 4 1 184.8
8-3-2-1-9 4 1 192.9
13-10 10-11-12-13 3 1 155.5
10-9-14-13 3 1 158.2
10-1-0-12-24-13 5 1 214.6
10-2-8-15-20-13 ] 1 226.5
22-13 13-20-19-22 3 1 151.8
13-23-21-22 3 1 152.2
19-15 15-20-19 2 1 136.5
15-16-19 2 1 140.4
15-7-16-18-19 4 1 183.6
15-14-13-22-19 4 1 187.5
15-9-14-20-21-19 5 1 239.8
19-18 18-16-19 2 1 140.2
18-17-16-15-19 4 1 182.9
23-21 21-22-13-23 3 1 151.6
21-20-13-20-24-23 4 1 203.6
11-0 0-1-11 2 1 134.0
0-12-11 2 1 135.7
8-2 2-3-8 2 1 136.1
2-10-9-8 3 1 151.3
2-1-9-15-8 4 1 1964.2
3-2 2-8-3 2 1 135.7
2-10-9-8-7-3 5 1 195.1
2-10-9-15-7-4-3 [ 1
8-3 3-2-8 2 1 135.1
3-7-8 2 1 138.3
3-4-7-15-8 4 1 190.2
17-6 6-7-17 ' 2 1 135.8
6-5-7-16-17 4 1 187.3
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Length Number

Span Route (spans) of Paths Time
15-8 8-7-15 2 1 138.7
8-9-15 e 1 161.2
8-3-7-16-15 4 1 181.3
8-2-1-9-14-15 5 B 219.5
12-11 11-0-12 2 1 134.8
1i-10-13-12 3 1 152.8
11-1-9-14-13-24-12 6 1
23-13 13-24-23 2 1 135.1-
13-22-23-21 3 1 151.1
20-15 15-19-20 rd 1 135.1
15-14-20 2 1 136.1
15-9-10-13-20 4 1 178.6
15-16-19-21-20 4 1 186.4
20-19 19-15-20 2 1 134.2
19-21-20 2 1 137.3
19-22-13-20 3 1 1761
19-16-15-14-20 4 1 203.3
24-23 23-13-24 2 1 134.8
23-21-20-13-12-24 5 1 221.2
12-0 0-11-12 2 1 1364.1
0-1-10-13-12 4 1 184.6
5-4 4-7-5 2 1 135.5
4-3-7-6-5 4 1 178.4
8-7 7-3-8 2 1 136.1
7-15-8 2 1 137.4
7-4-3-2-8 4 1 178.6
7-16-15-9-8 4 1 189.0
10-9 9-1-10 2 1 137.2
9-16-13-10 2 1 151.5
9-8-2-10 3 1 152.9
9-15-20-13-12-11-10 6 1 236.3
13-12 12-24-13 3 1 134.0
13-12-24 2 1 135.4
17-16 16-7-17 2 1 136.1
16-18-17 2 1 136.5
16-15-7-6-17 4 1 197.2
21-19 19-20-21 2 1 135.7
19-22-21 2 1 136.5
19-15-20-13-23-21 5 1 195.5
2-1 1-10-2 2 1 136.6
1-9-8-2 3 1 151.3
1-11-10-9-15-8-3-2 7 1 267.7
10-2 2-1-1 2 1 137.14
2-8-9-10 3 1 152.2
2-3-7-15-20-13-10 [ 1 229.4
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Length Number

Span Route (spans) of Paths Time
7-4 4-3-7 e 1 134.3
4-5-7 2 1 143.8
15-7 7-8-15 e 1 135.9
7-16-15 2 1 142.8
7-17-16-19-15 g 1 185.3
7-3-8-9-15 4 1 186.6
7-6-17-18-19-20-15 é 1 261.7
7-64-3-2-1-9-14-15 7 1 282.5
14-9 9-15-14 2 1 135.1
9-10-13-14 3 1 152.7
9-8-15-20-14 4 1 177.7
24-12 12-13-24 2 1 134.9
12-11-10-13-23-24 H) 1 205.6
15-14 14-20-15 2 1 137.14
14-9-15 2 1 141.4
14-13-22-19-15 4 1 192.6
18-16 16-19-18 2 1 134.5
16-17-18 2 1 135.3
22-19 19-21-22 2 1 135.2
19-20-13-22 3 151.4
9-1 1-10-9 2 1 135.2
1-2-8-9 3 1 151.0
1-11-12-13-14-9 5 1 203.7
1-0-11-10-13-20-15-9 7 1 283.4
4-3 3-4-7 2 1 134.7
3-8-7-5-4 4 1 187.1
6-5 5-7-6 2 1 134.4
5-4-7-17-6 4 1 177.2
16-7 7-17-16 2 1 134.1
7-15-16 2 1 138.5
7-6-17-18-16 4 1 176.3
7-8-15-19-16 4 1 193.0
15-9 9-8-15 2 1 135.6
9-14-15 2 1 139.8
9-10-13-20-15 4 1 186.3
9-1-2-8-7-15 S 1 194.8
14-13 13-20-14 2 1 136.7
13-10-9-14 3 1 151.2
13-22-19-15-14 4 1 177.6
20-14 14-15-20 2 1 134.4
14-13-20 2 1 138.5
14-9-15-19-20 4 1 190.0
19-16 16-15-19 2 1 134.5
16-18-19 2 1 135.3
16-7-15-20-19 4 1 195.5
16-7-17-8-9-10-13-22-1¢ 8 1 316.0
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Length Number
Span Route (spans) of Paths Time
21-20 20-19-21 2 1 135.0
20-13-23-21 3 1 151.4
20-15-19-22-21 4 1 177.6
10-1 1-9-10 2 1 135.2
1-2-10 2 1 136.3
1-11-10 S 1 138.1
1-0-12-13-10 4 1 180.7
7-5 5-6-7 2 1 135.8
5-4-7 2 1 1390.0
17-7 7-6-17 2 1 134.0
7-16-17 2 1 135.0
7-15-19-18-17 4 1 186.1
11-10 10-1-11 e 1 1346.2
10-13-12-11 3 1 152.8
10-9-1-0-11 4 1 176.7
20-13 13-14-20 2 1 136.2
13-22-19-20 3 1 152.2
13-23-21-20 3 1 154.1
13-10-9-15-20 4 1 169.0
16-15 15-7-16 2 1 136.6
15-19-16 2 1 137.3
15-20-19-18-16 4 1 179.5
15-8-7-17-16 4 1 189.9
18-17 17-16-18 2 1 134.6
17-7-15-19-18 4 1 178.6
22-21 21-19-22 2 1 135.1
21-23-13-22 3 1 151.0
Totals:
55 spans 2.96 spans 163 paths
/hop
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Fig.9.12 Distribution of ideal and experimental path lengths in Metro
network model.
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Fig. 9.13 Distribution of individual path times in Metro study network.
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RESTORATION TRAIJECTORIES - METRO NET
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Experimental
(Selfhealing)

Fig. 9.16 Ideal and experimental solution topologies for spancut (9-1) in
Metro study network.
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| approximately as the square of the path number (x'-9). Similar inspection in the Belicore network
shows spans (7-4) and (3-0) which delimit the extremaes of path finding difficulty. Regression
shows that the trajectory for spancut (3-0) in Bellcore net rises approximately as the 2.2th power of
the path number. In metro net, the trajectory of span (18-16) (Fig. 9.14) appears to rige.at the
highest rate but with the number of data points avallable, the trajectory of this spancut can be fitted
with the same standard error to polynomials with any order from 1.8 to 2.8. The path time versus
path length s=atterplots (Fig.s 9.7, 8.11, 9.15) show that Individual path completion tima Is very
nearly linear with path length. The highest rate of rige seen is O(x'-3) in the US network where
paths up to length 13 are found.

9.7 Summary of Resuits

The experimental studies on three model networks constitute a thorough body of test results
giving empirical verification of the Selfhealing technique under a range of network characteristics.
The data of this chapter comprise a total of 126 individual span restoration experiments in which a
total of 717 individual path routings were created. The most important result Is that /in every case
Selfhealing achieved 100% PNE. In the case of networks tested in maximum path finding stress
this means that Selfhealing restored a number of paths which was equal to highest topologically
possible number of paths. in the case of Bellcore net (which had finite working circult quantities)
Selfhealing found either the topological limit or the finite number of paths required.

The second most important result is that every restoration event was completed well within
the 2 second objective. The longest observed restoration time abserved was for span (11-7) in the
US study network and this took a total of 878 msec. Fig. 9.17 plots the combined distribution of
complete restoration times for all 125 span cuts of the three study networks. In 95% of all span
cuts the restoration event is complete in under 529 msec.

The third most important outcome is that in over 95% of all cases the path routings obtained
are as efficient length-wise as can be computed by a centralized k-shortest paths algorithm which
enjoys global network knowledge. The observed overall shortest path probability (with RL =4 for
Bellcore net) was 96.9 % (695 out of 717 paths). This includes 4 paths which have excess length
attributable to the early path choice effect and these outcomes are unavoidable for any k-shortest
paths algorithm that does not permute every combination of possible path sets.

The path length distributions in Fig.s 9.4, 9.8 and 9.12 show that in each of these networks,
Selfhealing provides a close approximation to the path lengths produced by MetaDijkstra, even
before the optimizing considerations of reduced RL, S and P were introduced in the developments
of this chapter. We now go on to explore such parametric effects, beginning in Ch. 10 with the
repeat limit.
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Fig.9.17 Combined distribution of times to complete restoration in a total
of 125 spancuts from Bellcore, US and metro study networks.
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CrarteER 10 EFFECTS OF REPEAT LIMIT .

Our goal in this chapter is to understand how the Rapeat Limit (RL) parameter affects both the
topological properties and the spaed of Selfhealing. We wil begin with theoretical discussion of
tha influence of RL and an inherent tradeoff that implies existence of an optimum RL value. Noxt
we outline a series of Selfhealing expariments designed to test and quantify the depandence on

RL. Finally wa present the resuits of these expariments and interpret them in light of our theoretical
expectations and in terms of impact on enginaering applications of the mathod.

10.1 Theory of Roepeat Limit

Any signature arriving at a Tandem node is ignored by the node if (RS.repeat @
int-port >= RL). This is the basic mechanism which limits the geographical extent of the influence
of a Selfhealing event. From this viewpoint, an arbitrarily high RL might seem advisable so that any
cut in a network would have the highest chance of full restoration, even if the paths found are
longer than theoretically required. In practice the detalled network configuration changes
continually on a daily or hourdy time scale as a result of ongoing maintenance and growth, so a
high RL ensures the widest scope for path finding in the presence of uncertainty about the actual
network dimensioning. In addition a high RL facilitates the use of a single value uniformly at all
nodes in the network.

10.1.1 Remnant Signatures

On the other hand, a less obvious rale of RL is in determining not just the spatial range of
signatures but also the temporal lifetime of freely propagating remnant signatures. Recall that
when a successful index undergoes reverse linking, collapse of the previously built mesh of
signatures on that index is initiated by Tandem nodes on the reverse linking route by suspension of
alf transmit signatures on that index from ports which are not in the reverse linking path (Fig. 6.9).
Before reverse linking occurs, all signatures in the network on any given index are ultimately
related by a chain of precursor relationships back to the Sender. As soon as reverse linking
slashes through the fabric of the mesh this is no longer true for the remnant portions of the given
index mesh. Any signature in the network that is no longer related by a cause-effect chain back to
the Sender, we call a remnant signature.

The time for network-wide elimination of remnant signatures resulting from reverse linking on
a given index is proportional to the RL for the following reassn: Remnant signatures are not
identifiable as such by Tandem nodes and are therefore still subjected to normal Tandem node
rebroadcast rules as if these free remnant signatures were ordinary forward flooding signatures
until the number of rebroadcasts reaches the RL limit. The result is a fleeting propagating
existence for the remnant portions of a collapsed signature mesh. They can exist only so long as
they manage to enjoy rebroadcast by Tandem nodes with free links into which they can be
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repeaterad. Behind the front of the remnant mash the precursors for this index are gone and this is
rolling that mash up from behind. But as long as the leading indices of the remnant mesh portion
can keap propagating via rebroadcast, expansion onto new links can keep pace with the rate at
which Tandem nodes leam of the disappearance of the precursors for this index and suspend T8's
onthe index. This can only go on untll the number of rebroacicasts in each portion of the remnant
mesh reaches the RL. Then further rabroadcast by Tandem nodes is deniad and the remnant
mesh is finally caught from behind and eliminated as the disappearance of s precursor casuality
chain catches up with it.

During the lifetime of a remnant mesh fragment howaver & will generally have propagated
back into the primary region of path creation in the network. Tandem node raebroadcast is
e:zantially omnidirectional so remnant signatures will reinvade the very territory of their origin if
thoy can, and in principle, compete with other indices that are still in the cruclal forward expansion
phase. There is no memory or knowiedge in the sy:item to reliably allow a Tandem node to
distinguish an arriving remnant signaiure from an ordinary forward signature. An unsatisfied index
may therefore have to compete with remnant signatures as well as other legitimate unsatisfied
indices. The latter considerations counteract those above and tend to encourage use of the lowest
possible RL that provides adequate path-finding reach.

10.1.2 Threshold Repeat Limit

These considerations lead to the notion of a Threshold Repeat Limit (TRL) for any given span
cut. We define the TRL for a spancut (u,v) as the lowest RL value for which 100% PNE can be
topologically abtained in the given network. TRL is meaningfully defined for either individual
spancuts or an entire network. Because we rank PNE above all other criteria in importance,
followed next by speed, TRL is also the optimum RL by our criteria because it is the fastest
condition on RL which still gives 100% PNE. The concept of TRL allows identification of three
regimes of Selfhealing dependence on RL. The bounds of these regions may be slightly different
for each span in a network, but the overall behavior of Selfhealing in a network can be described
by three regions of RL which correspond physically to the following effects:

(1) range of reach-limited path finding: In this region restoration times are low but not all of
the attainable coverage is found because RL is not high enough to permit creation of the fongest
paths that are topologically possible. We can identify this region by virtue of PNE < 100%.

(2) range of threshold repeat fimits : This is the regime of repeat limit values at which
individual span cuts of a network first reach a PNE of 100%. For a network as a whole we can
define this as the range between the lowest and highest TRL values for individual span cuts of the
network. A constant RL network plan will tend to be more appropriate for a network with a narrow
band of TRL values. A wide spread of TRL values will tend to encourage a node-specific RL plan.
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. (3) range_of excessive index.lifetime: This Is the range in which RL valuos are unlfcinly
higher than hecossary for 100% PNE in a given network. : In this mnde. no tunhorl‘ncro‘asn in PNE ,
is obtained by increasing RL but PLE and speed may suffer due to TIB effects in the presence of A
high RL. Two observable phanomena are expacted in this region: (a) shifts in the routing
topologies with changing RL values and, (b) increasing restoration times due to Indox congestion.

A topology shift is defined as a change in the exact pattern of path routlngé genorated by
Selfhealing when one of the paramaters of Saifhealing is varied, in this case RL.. ,'3uch shits may
either conserva or alter TPL and PLE. Index congastion Is our way of referring ganmlly 10
conditions where significant numhers of remnant signatures are extanf and elither burdening
Selfhealing nodas with a spurious processing load or compsting olitright with unsatisfied indices
creating spurious index blocking dynamics.

10.1.3 Index Congestion

There are two hypotheses for how index congestion can affect the speed of Selfhealing. One
mechanism is that index congestion can slow the avaerage progress of unsatisfied index meshes by
introducing a farge number of unnecessary instances of TIB. In most cases however we expect
that an unsatisfled index mesh should tend to be comprised of signatures with a lower repeat
count than a remnant signature created by reversa linking on another index. Even when the mesh
of an index that results in a length 2 path collapses, the repeat count of the remnant signatures
from that mesh will rapidly exceed the repeat count of signatures in the ramaining unsatisfied
uwdices against which they might compete. This means that in the competition for free outgoing
links at the Tandem node, the unsatisfied indices will most often have preference over remnants.
This will not always be guaranteed however, because remnants from a very short path may, for
some time after reverse linking, have a repeat count lower than signatures on an unsatisfied index
that is destined to realize a particulardly long path. Certainly therefore there is the possibility for
remnant signatures to extend path length by being the instruments of the same TIB induced path
extension effects we have aiready seen.

Another hypothesis is that an unnecessarily high RL will increase restoration times by
generating an increased spurious processing load on all nodes of the network. The present
protocol implementation maintains a dynamically constructed set of linked lists indicating which
ports have active receive signatures, which ports are free for new signatures and which ports have
currently active transmit signatures as a means to implement the sat operations of the protocol.
Frequent searches on these lists are linearly dependent on the length of the lists and in addition
each signature that arrives or disappears at a node causes the protocol accordingly to update the
lists by moving ports from one list into another. The nuisance effect of remnant signatures which
appear and disappear as they race around within the range of influence can then be well imagined.
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Even if they are recognized as having too high a repeat count to take over any existing broadcasts
at a Tandem node, they will nevertheless trigger list processing, better precursor test searches
(which are computationally expensive) and will often enjoy rebroadcast into such spare links as
may bs available at the node.

We know from implementation of the protoco! that arrival and departure of a remnant
signature at a8 Tandem node will most often require execution of linear-time segments of code.
Assuming that the total number of signature events caused at any one node by remnant signatures
rises as the square of signature lifetime (ie,RL) then the overall effect on network performance is
expacted to be a quadratic rise in restoration time with a linear increase in RL.!

10.2 Experiments

To study the effects of RL on restoration times and on solution topologies, all span cut
experiments were performed in Smalinet with RL varying from 2 to 20 with P= 1, §= 8 kb/s, and
d= 1,000 km in all cases. An all span cuts experiment with the Bellcore network was also
performed with RL= 4 for comparison to the previous results obtained with RL= 8 in Ch.9. The
solutions to each span cut in Smallnet were examined at each RL value to find any cases of
topology shifts. Frequent changes in total path length and solution topology were seen as
expected for RL values below tha threshold where all possible paths are realized (RL < TRL). In
this region path number and total path length naturally increase with RL as longer paths are
allowed and accumulated. Qur particiu:'r interest is in any topology shift that occurs above the
TRL for each spancut, as these are strictly not expected and may be detrimental to PLE.

Of the 22 spancuts in Smallnet (Fig. 8.1), topology shifting was observed above the RL value
at which PNE first reached 100%, in four cases. Three of these, (7-6), (5-1) and (9-5), had topology
shifts in which the total path length (TPL) increased, decreasing PLE. In the fourth (6-8) the
topology shift was self compensating in terms of total path length and so PLE remained at 100%.
Although the speed of restoration was affected by further increases in RL, the topologies for all
other spancuts remained unchanged as RL was increased from the TRL for span (6-8) all the way
up to RL = 20.

Five of the span cuts in which no topology shifting occurred were salected for analysis of the
effect of RL on the speed of restoration in the majority of cases where topology shifting does not
occur. Fig. 10.1 shows how the restoration time of each of these sample spancuts individually vary
with RL.  (Spancut (7-6) is omitted from the group of five although it also appears in Fig. 10.1)
Solutions with topology shifting were excluded so that effects which are intrinsically due to index
congestion are not obscured by changes in restoration time which arise in conjunction with a
topology shift.
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Fig. 10.1 Restoration times of six sample spancuts from Smallnet as a
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Forthe six spancuts In Fig. 10.1, a plot of the totai path length of the solution against RL was
obtained (Fig. 10.2). A corresponding series of RT plots was made with RL values spanning the
range of interest to assist in understanding the most interesting of the avents seen as RL varied
widely. These are shown as Fig.s 10.3 through 10.6 for spancuts (7-6), (3-6), (8-6) and (5-1)
respactively. An RL-dependent pair of trajectory plots for Smalinet span (5-9) was also obtained
(part of Fig. 10.7).

Trajectories for spancuts (3-0) and (7-6) were also obtained in the Bellcore networl because
these wara the two spans whose solutions shifted from a non-ideal PLE value to 100% PLE when
RL was reduced from 8 to 4 in Ch. 8. These are shown in Fig. 10.7. Finally the all spans trajectory
plot for Bellcore at RL. =4 and 8 was obtained (Fig. 10.8) and path time statistics were abstracted
from it for thase two RL values (Fig. 10.9).

The above nations about remnant signature iifetime and propagation was investigated as an
aside using an experiment in which a single index was launched into Smallnet from node 0 in
responss to a spancut (3-0). It was arranged for this one index to experience reverse linking over a
two-span path and we then tracked behavior of the single remnant index mesh that remained, with
different RL values. With RL = 4, we found there wera no remnant signatures surviving after 5
iterations. When RL = 9 the same path is completed in the fourth iteration but 69 additional link-
iterations are consumed and there are in total 20 extra node invocations caused by the remnants
of the reverse-linked index, before it finally disappears. By choosing one node and counting the
total number of signature events (defined as arriving or disappearing signatures) at that node we
found that doubhling RL approximately squared the total number of remnant signature events at
selected nodes. It is of interest to mention that the back and forth reverberation of the uprooted
index remnant mesh was in fact visibly apparent at high RL values.2

10.3 Analysis of Results

10.3.1 Effects of RL on Path Topology

The main effect of RL on path topology is that RL above the thraeshold value can resuit in
excess path lengths due to TIB effects. In Ch. 8 we noted that reducing RL could improve PLE by
forcing an index to wait out TIB events, rather than producing an end-run around to the Chooser.
We then asked whether the forced walting could mean that total restoration time increased, even
though shorter paths resulted. We now have the data to investigate this question in the form of the
RL-dependent RT plots of Fig.s 10.3 - 10.7. We will now revisit this question and also analyze the
dynamics of RL-dependent topology shifts with the aid of the RL-dependent trajectory plots which
have been obtained.

Span (7-6): Fig. 10.3 shows the trajectories of the Selfhealing response to spancut (7-6),
parametric in RL. The corresponding TPL at each RL value is shown in Fig. 10.2. The ideal

184



EFFECT OF REPEAT LIMIT ON TRAJECTORY

OF SPANCUT (7—6) IN SMALLNET: RL = 3.8
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solution (PNE = 1.0, PLE = 1.0) is first reached when RL = 4 with 7 paths at length 2, two at
length 3, and one at length 4 (denoted 7@2, 2@3, 1@4) for a TPL = 24. This topology Is stable
through RL= 4,5,6 but at RL =7 the length 4 path (7-4-3-2-6) shifts to the longer route (7-6-1-3-2-6).
This path Is then stable at all higher RLs tested but a different path shifts at RL = 12 (and at RL >
16) from (7-8-2-6) to (7-5-1-3-2-6) adding a further +2 to the TPL. The actual shifts in topology are
lustrated in Fig. 10.10.

The RT plot (Fig. 10.3) shows the first jump in total time between RL=3 and 4. This
understandably corresponds to the transition to 100% PNE as the last path in the ideal restoration
pattern is realized. Another significant jump in total restoration time occurs in conjunction with the
length 4 path at RL = 6 shifting to a length § path at RL = 7. This path shift is attributed to a
combination of ordinary TIB effects aggravated by slowing at nades 3 and 4 due to processing
remnant signatures from seven prior indices.

in this case, creation of a longer path as a result the end-run of an index mesh around a
blocked or slow area did not result in a lower total restoration time. This Is because the index that
wins the forward race to the Chooser via the 'long’ path does so by a very small margin but the
ensuing time for reverse linking is determined by the long route. The logically longer route will
therefore require more reverse-inking time. We see in general that an arbitrarily small time
difference in the forward rate of mesh expansion can therefore be quantized into a difference in
overall path completion time of one or more span propagation times. For instance, indices x and y
may arrive at the Chooser separated by as little as one microsecond but if index y has established
a precursor chain that is one span longer than index x's, and reverse linking occurs along the
longer path, then this necessarily requires one extra span time in reverse linking. Therefore the
notion of saving time over a longer route is sound only in the context of fonvard mesh propagation
time. Forward expansion may indeed succeed over a longer path before it can over a shorter path
but we now see that this is unlikely to reduce total path time because path time is measured as the
time of reverse-linking completion. In most cases the extra STT of even one additional reverse-
linking stage will be greater than the differential forward times of the competing indices.

If we return to Fig. 10.3 with this insight we can in fact check that the jump in total restoration
time when RL goes from 6 to 7 is about 28 msec which is very close to exactly two STT times
(13 msec each). The change in path length by (+1) accounts for 13 msec of additional reverse
linking time. The remaining difference of 15 msec implies (a) that the longer route was placed in
contention with the shorter route by a TIB event that did not occur in the dynamics for RL=6, and
(b) the longer route apparently won the forward race between indices by a small amount, indicative
of differential processor times (2 or 3 msec only).

Span (3-6): The series of trajectory plots for this spancut are shown in Fig. 10.4. The TRL of
this span is 5 and we see the jump to a PNE=100% restoration pattern as RL goes from 4to 5. At
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the threshold RL one additional path Is achieved which s length 5. At the same time a path of the

length 3 jumps to a length § routing for an overall pattern that is (+2) in TPL (Fig. 8.1, panel 9).
The path that shifted jumped from (3-7-8-6) to the route (3-1-5-7-8-6). The jump to a longer route is
attributed to the TIB interactions already explained for this spancut in Ch.8. For all subsequent
values of RL up to 20 the topology remains stable. Fig. 10.4 shows that an increase of
approximately 28 msec was assoclated with the jump in topology. This time is characteristic of
exactly two extra span traversals as would be required to reverse link on the longer path. This
impiies that in the forward diraction the Index for this path must have reached the Chooser over the
longer path only briefly before it would have s.. >ceeded on the shorter path.

Because the jump to an excess path length occurred just as RL reached the theoretical TRL
for this cut, we are shown that for some spancuts in general there may be no single RL value for
which PLE = 1.0 (and PNE = 1.0) is guaranteed. An idea suggested by observing this spancut is
to have the Sender originate all signatures with an initially very low effective RL (it does this by
manipulating the IRV) and then gradually increase the effective RL with time for those indices that
remain uncomplemented at the Sender. (see Ch. 13 - Further Research)

Span (8-1): This spancut is of particular interest because it provides an instance of total time
reduction accompanying a topology shift towards a higher TPL. Fig. 10.6 shows the RL
dependant trajectory series for (5-1). 100% PNE Is reached at RL =6 with a tota! time of 429 msec.
The TPL of the solution at RL = 6 is in excess of the ideal by one link due to an early path choice
effect as discussed in Ch 8. At RL values below the TRL, no shifting is observed amongst paths,
new paths are simply accumulated as the range of influence increases. However when RL reaches
7, one of the length § paths of the solution jumps to a length 6 path (illustrated in Fig. 10.11) and
TPL increases by 2 spans but total restoration time gecreases by 15 msec. The 15 msec Is again
clearly identifiable as one STT plus some processing time. All paths in the inner group of shorter
paths are unchanged and the RL=7 solution is thereaftar stable at least until RL=20.

The trajectories of Fig. 10.6 help us understand the dynamics that lead to this outcome. In the
RL =6 trajectory, the sixth and seventh paths, which are length 5 and 6 respactively, are found at
about 320 msec and the eighth path is found at 429 msec. The difference corresponds to 8
characteristic span times in total. Investigation shows that the relevant index was blocked on span
(6-8) by part of the mesh on the index that created the sixth path (length 5) and by other indices
rebroadcast from node 7. Four span times were required for reverse linking to clear the blocking
index from (6-8) and allow the index of the eighth path to advance its mesh and reach the Chooser
through four further spans. The topology shift when RL is increased to 7 is attributable to slightly
different processing times, probably caused by remnant signatures, allowing the altered outcome
of competition at some node. The changed outcome results in the creation of two intertwined
length six paths in lieu of one length five path and one length 6 path. There is a time penalty on
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one path but a time reduction to the other. Howaver, bacaus? the path that happaned to banefit in
its time was also the /ongest (and latest) path, a net benefit is reflocted in the fotal restoration time.

The topological shift in these two paths can be diractly related to the change in trajoctory
between RL=6 and 7. The amount of time added to creation of the sixth path is approximately one
STT and the amount of time reduced from the eighth path also this amount. Because the sixth
path happened to reach the Chooser in the manner it did when RL=7, the index of the eighth path
was either able to expand one span further towards the Sender before encountering TIB or was
unblocked one span time earlier in the reverse linking process and therefore benefited by roughly
one STT quantum in total path time. But how was the total time reduced by an exchange of equal
amounts of time between paths? This occurs simply because all this happens in parallel. A
reduction in time to the /ast path will show up as a reduction in tofal restoration time. The equal
amount of time that was added to the faster path is visible but is not added to the tofal time
because of parallelism. This is consistent with the general view that when an index reaches the
Chooser via a longer path in the forward direction: the overall path time of that index will still suffer,
although the time for complete restoration could be reduced if this Is the last path in the solution.

Span (8-8): This is the third of the spans for which reduction of RL to the TRL value was
predicted in Ch. 8 to give PLE = 1.0 and this does occur. When RL =4 the ideal solution shown in
Fig. 8.1 (panel 17) is obtained. The trajectory for this spancut is shown in Fig. 10.7 at RL=4 and
RL=6. The difference between RL =4 and RL=6 solutions is one path which is either routed
(5-4-6-8-9) for PLE = 1.0 or is routed (5-1-3-7-8-9). Fig. 10.11 shows again that when the longer
path is realized, overall path time does suffer. The mechanism of the overlength path in this case is
TIB on span (4-7) in the presence of an RL which permits the longer path to be realized. The
difference in times for completion of the fourth path is 40 msec ( approx. 3 STT ) and Is consistent
with the explanation given in Ch.8. One STT is attributable to the reverse-linking time of the extra
span. The other two STT are the extra time lost due to blocking by other indices, first on span
(4-7) and then on span (4-5), during which time forward expansion of the relevant index reached
the Chooser by the longer route.

Span (8-6): The only remaining spancut where topology shifting was observed in Smalinet
was (8-6). In this case two paths interacted somewhat as in (5-1), one gaining path length and
time, the other losing path length and path time with a net reduction in total restoration time. The
shift of interest is shown in the trajectory plots of Fig. 10.5 and illustrated topologically in Fig. 10.12
and occurs only at RL =9. At all other RL values from 6 to 14 the solution on the left of Fig. 10.12 is
obtained. The explanation is essentially the same as that for the topology shift in (5-1): a chance
perturbation in the order of events has resulted in a chance for the last path to complete by
switching to a routing that allows it to avoid one TIB event. Another path had to accommodate this
and it picked up an extra TIB waiting time but the exchange is beneficial overall because in

189
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reduced the time of the latest path. Unlike the interchange between the two paths above however,
this topology shift is without cost in TPL. bacause the path length changes are counteracting. Ina
time-saquential systam the overail time of restoration for (8-6) (and (6-1)) would in both cases be
constant bacause the amount by which one path incraases is essentlally equal to the reduction in
time seen in the other path. But because of the paralielism here the overall time is reduced.
Boellcore spans (3-0) and (7-5): Topology shifts were also observed in two spans (3-0) and
(7-5) whan the RL. was changed from 8 to 4 in the Bellcore network. The RL= 4 and 8 trajectories
for these two spancuts are shown in Fig. 10.7. At R = 4 both solutions have PLE = 100%. The
topology shifts that occur are explained by the combination of normal TIB mechanisms and path
spreading effects due to short span distances in Belicore net as already explained in Ch. 9.
Comparison of the RL =4 and 8 trajectories is of interest however because nodal processing
delays are proportionately more important in Bellcora than in Smalinet. This leads us to expect a
more pronounced slowing due to index congestion in Bellcore than in Smalinet bacause index
congestion primarily acts to slow processors, rather than to introduce new TIB events. It does
seem to be the case in the sample Bellcore trajectorias of Fig. 10.7 that the overall slowing of path
completion is more apparent in the end, and even at the start of the Bellcore trajectories, and than
any of the equivalent changes in Smallnet trajectories occurring between RL.=4 and RL=8.

10.3.2 Effects of RL on Speed of Restoration

Let us now focus on the general effact of increasing RL on the speed of Selfheziing purely due
to index congestion effects without the complications of any topology shifts. In particular we want
to develop engineering knowledge as to how far we can increase RL as a means to ensure 100%
PNE in the face of uncertainty without incurring a significant speed penalty? To investigate this, a
regression curve was fitted to the mean restoration times of the five sample cuts in Fig. 10.1 in
which topology shifting did not occur. The curve and one std dev bounds of the data which was
averaged to obtain it are shown in Fig. 10.13. Beyond the range of reach-limited path finding (RL
> 6), the mean time to complete restoration is well approximated by y = 242 + 0.329 x2, where y
= mean time to complete restoration in msecs and x = RL. This curve describes the data to within
1 msec of standard error with r2 = 0.9998. Addition of a linear term did not increase the goodness
of fit implying it is a relatively pure square-law rise.

Although the coefficient of the squared term appears relatively small with these data
(changing RL from 4 to 16 only increases the average restoration time by 79 msec), it would rise if
processor speed were decreased and it will also vary with network characteristics. A more general
interpretation of the result may be obtained if we normalize the regression curve to the
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approximate intercept of 242 msac. - We then obtain a normalized predictor of tha increase In the
incremental time for restoration after the firat path time, as a function of RL:
C tftg=1+1.4Y0RLTRL)2 . RL>TRAL o L (0)

t/to is the ratio of increase in the incremental restoration time as RL Is increased bayond the-
TRL. The measurable but not stmng incraase in restoration time impliad by the above says that
there Is relatively little penalty ( §% ) In average spoad of restoration for using an RL as high as 12
in a network where most threshold repaat limits are at or around 6. Nonatheléss. the coefficlent of
dependency of RL may vary with protocol lmplementatlon. processor speed, network size, span
distances (STT*P product), and topology so that the above process of characterization should be
repeated by real-world planners to derive equivalent planning relationships for any combination of
real network, DCS machine, and protocol implementation. In addition the cha'nge in maximum
restoration time with RL can in general bs more extreme than the change for the average
restoration times. In the particular case of Smalinet, the maximum restoration time occurs for
spancut (5-1). With a doubling in RL from 6 (the TRL for this spancut) to 12, total restoration time
for (5-1) increases from 430 msec to §12 msec (19%), about three times the mean increase
predicted by (10.1).

Bellcore All Spancuts: In addition to the span-specific phenomena investigated above in
Bellcore, an all spancuts experiment was performed with RL = 4 so that in conjunction with the
RL=8 data on Bellcore used in Ch. 8, we could present a statistically thorough test of the efiect of
changing RL on speed of Selfhealing in a network other than Smallnet. Fig. 10.8 shows the RL=8
and RL=4 RS plots for Bellcore and Fig.10.9 shows the corresponding distribution of path
completion times. The average path completion time increased from 178 msec at RL =4 to 203
msec at RL=8. This 14% increase is stronger than would be predicted from the observed
dependancy of restoration time on RL in Srriallnet and would imply a coefficient value of 3.5x102 in
(10.1) for use in Bellcore, much higher than in Smalinet. The very short span lengths in Bellcore
lead us to expect this more significant percentage change due to index congestion in Beilcore
because processor delays are a much more significant component of the total time in Belicare. As
aiso expected, the change in maximum and 95% path completion times due to changing RL is
more dramatic than the change in averages. In Belicore, the 95 percentile path time (ises from 260
msec at RL.=4 to 350 msec at RL=8, about a 36% increase.

10.4 Summary
This chapter has given us insights into how Selfhealing’s topological and speed performance
measures depend on Repeat Limit. RL must first of all be high enough to permit 100% PNE. The
level at which 100% PNE first occurs is called the Threshold Repeat Limit. We deduced the
existence of remnant signature effects and identified Index congestion as the pfimary side-effect of
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a high RL valua on the speed of Seifhealing. RL-dependent shiits in path routing are the main
topological effects of a high RL value. Such topology shifts are relatively rare and do not always
imply a reduction in PLE or an increase in restoration time. In no case was a drop from PNE =
100% observed at any RL value above the Initial TRL of a given spancut. We deduced and
empirically verified a relatively pure square-law dependence of restoration time on RL due to index
congestion. The form of this depandoncy tells us to have regard for this effect in practice but the
quantitative results imply that sensitivity to RL is relatively moderate; only 19% to 35% increase in
maximum restoration time with a doubling in RL with respect to TRL. This relative insensitivity is
desirable in real transport networks where continual growth and maintenance create uncertainty as
to the true TRI. value of the network. Our resulis suggest that it should be possible to compute a
TRL estimate based on application of MetaDijstra to a nominal network mode! and then adding 2
or 3 spans to thic value to ensure 100% PNE in the real (slightly uncertain) network without
incurring an unacceptable speed penally. Some advanced strategies for the repeat limit
mechanism wili be discussed in Ch.13.
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CuarTER 11  EFFECT OF NETWORK S1ZE

In this chaptéf we pursue the question: How does the time for Selfhealing restoration rise as
the network grows in size? Knowledge of this type is important to assess reasonably how
Selfhealing would perform as the networks in which it is deployed, grow with time. For example;
will restoration times sean in networks like Smalinet rise linearly or exponentially with network size?
A finding of exponential growth would in practise mean an abrupt limit to the size of network in
which Selfhealing could beat the CDT and it would mean that the fastest possible processors
should be used in the design of DCS machines. It would also create much pressure to
aggressively optimize the protocol implementation for speed. On the other hand, the actual finding
that Selfhealing varies betwaen linear and quadratic growth depending on spanciit tells us as
engineers that the method can grow gracefully and serve reasonably far into the future of the
networks in which it is applied. These characteristics also imply that Selfhealing is well sulted tc
behefit from future increases in processor speed by the time a Selfhealing implementation of today
has exhausted. With higher than O(n?) functional dependency, the increase in feasible problem
size bought by gains in processor speed is dramatically lessene.d.!

In the language of algorithm design, this is the problem of time complexity of an algorithm.
Formal analysis of algorithms for their time complexity is described in texts such as [AHU74]. The
formal statement that an algorithm has a time complexity O(f(n)) means that there are some
constants C and no such that for an input of size n > ng, the running time of the algorithm is less
than C*f(n). Such analysis tells us only the theoretical upper bound on the functional order that an
algorithm can exhibit. As [AHU74] and others explain, this is most often vastly pessimistic
compared to the performance realized in practice. The upper bound would be realized only with
an absolute worst case input data set. In practise for large problems, a worst case data set can be
so unlikely that it would have to be deliberately designed. A recent example of extremes in this
discrepancy was reported by investigators who are using numerical simulated-annealing methods
on the well-known travelling salesman problem (TSP) [NatuB8]. This classic problem formally has
exponential time complexity (it is NP complete). Yet these investigators report hauristic solutions
to a 100 node TSP that, with their methods, run many thousands of times faster than the theoretical
bound and often produce exact solutions.

For our present work we must adapt the classical questions of time complexity for algorithms
to a context relevant for Selfhealing. In particular: (a) what is meant by the size of the input to
Selfhealing?, (b) what is the theoretical time complexity of the Selfhealing protocol as a standalone
piece of code ?, (c) does the theoretical time complexity of the protocol alone reflect the observed
behavior of interacting Selfhealing nodes in a real restoration event? This chapter is devoted to
these questions. The first two are relatively quickly dealt with and most of our effort goes into
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exparimental characterization of the effective time complexity of Selfhealing using successively
scaled versions of Smallnet as a primary study vehicie.

1.1 Dadinitio:n of Metwork Size

If we take the view tha’: muiéima stance s of e Selrhanling protocol, executing concurrently
at aach node of a network, collvetively comaltun: a Jstibuted computer on which a distributed
heuristic algorithm for k-shortest ' dfsjoink paths 15 executed, then we can view the input to the
algorithm as being comprised of (a) the network topology graph (nodes and spans), (b) the
identity of the falied span, (c) the number of warking circuits on the falled span and (d) the
number of spare circuits on every other span. The output from the algorithm is a specification,
avallable locally in each node, of which crosspoints (if any) are to oberate to synthesize the
collective restoration plan. The computation time of interest is the time from failure onset until the
last crosspoint operate decision that is determined anywhere in the network. The size of the input
can be expressed in many dimensions; number of nodes, number of spans, number of lost circuits,
total number of spares, but there are two notions of problem size which seem most meaningful and
amenable to characterization. The first of these leads to the question : (Q.7) How does the time
for tull rostoration of any given span vary as the size of every span in the network increases
uniformly in size, without topological alterations to the spans of the network? The second
dependency on "size" is expressed by the question: (Q.2) How does the time for restoration of a
given span increase with the size of that span, in & network where all other spans are fixed in size
and topology?

Over suitable periods of time, Q.1 approximates the way a real network grows. In reality not
all spans will grow uniformly in step with each other and extensions to the topology may also occur
for research purposes, a meaningful and systematic way to proceed seems to be to characterize
the increase In restoration times as the size of every span in the network is multiplicatively scaled
by some factor F. Results obtained under these circumstances will broadly address the notion of
network growth, not in geographical extent or connectivity, but in capacity on existing spans. To
obtain experimental results we will define F as the network scale factor and work with a selected
base network. Each of the networks generated by scaling the selected base network wiil be given
a naw name : basenetxF. For example, Smalinetx2 will be a network with spans topologically
identical to Smalinet but having twice as many circuits on every span.

(.2 corresponds to the real world situation where the number of working circuits on a given
span is increased without corresponding immediate growth in the remainder of the network. This
may be a by-product of time delays in normal provisioning or it may be the result of unpredicted
changes in network traffic patterns. This latter type of dependency on size is in fact what we have
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already been seeing In the trajectory piots which we have been using. We will make further use of
this tool by examining trajectory plots of some vary large span cuts (up to 50 lost circults).

To address Q.1 or Q.2 we fee! it is essentiai to use an exparimental approach. We know from
the protocol implementation that it can exhibit two extremes of computational complexity but the
issue in practise is how its actual event-drivan execution path Is statistically amortized over these
various code segments. Most code segments In‘ it are linear in terms of number of pons
processed but one procedire has the capabliity for O(n2) behavior in node size; and node size
obvinusly scales as | [spans] | *F.

Both Q.1 and Q.2 involve dynamic interactions in a population of concurront asynchronous
tasks interacting in a massively parallel and indirect manner. No node executes the protocol in a
predictable sequence because the execution path through the protocol is not determined within
the protoco! (uniike an algorithm) but is determined by hundreds of extarnal events that drive the
node through some actual sequence of sub-actions. These cause new events which influence the
execution trajectory of other nodes and so on. The exact nature and order of these events and the
exact state of each node when they occur are very important in determining which protocol paths
are executed and what size of internal subsearch or other sub-problem is executed in that program
path. In addition no statistical equilibrium is reached which would allow one to approximate the
average distribution of sub-calls within the protocol. The data needed for engineering appiications
is really equivalent to knowing the relative frequency with which Selfnealing is required to execute
linear code as opposed to O(n? code in an actual concurrent event-driven restoration event.
Having taken an experimental approach our results show that a complete range of execution
characteristics are possible from almost purely linear growth to almost purely quadratic hehavior,
varying greatly between individual spancuts within one network.

11.2 Theoretical Time Complexity

In formal analysis the complexity of an algorithm is the order of the portion of the algorithm
that has the highest individual time complexity. On this basis it is faily easy to identify the
theoretical time complexity of the Selfhealing protocol specification itself as O(n?). This derives
frorn the behavior of the Tandem node. Square-law dependence on network size arises because it
is possible in the limit for a signature change on one port at a Tandem noda to require reexecution
of the Tandem logic procedure, itself O(n), once for every other spare port at the node. This leads
to O(n(n-1)) = O(n?) theoretica! time complexity for the Tandem node protocol.2

A separate, network-based viewpoint, leads to the same theoretical result. This is the
realization that the worst-case complexity of path finding dynamics would arise for a spancut
occurring in a network where the topology of the network dictates that the required restoration
plan has (a} only one path per route and (b) a pure cascade of distinct routes of all lengths up to
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the length of the longest path. In such worst-case deterministic circumstances the nth path to be
created will require a path length of (n+ 1) spans. The dynamics of the absolute worst case rate of
index mesh progression occurs under these circumstances because the index mesh of the nth
path is blocked in the first span after Sender fiooding and remains blocked until the previous path
has completely reverse linked. It has n spans of further progress to make but has to wait at each
one for a prior sequence of lesser reversedinking events. Using idealized signature transfer
intervals and symbols to label each conceptual epoch of the dynamics for the given index as either
one of forward flooding (F), temporary index blocking (T) or reverse linking (R), the resulting
sequence of mesh expansions and reverse linking series in the pure cascade topology looks like:

path route length event sequence

) 2 FFRR

2 3 FTTTFFRRR

3 4 FTTYTTTTTFFFRRRR

4 5 FTTTTTTTTTTTTTTITFFFFRRRRR

The total number of epochs in the event series leading to completion of the nth path follows
the sequence th = 2(n+1) + th.1 whichisa %l form that generates the values 4, 9, 16, 25, 36 ...
Therefore when approached from the viewpoint of worst-case network dynamics we also deduce
that Selfheaiing at the network level also has a theoretical time complexity of O(n9).

Whereas the above represents an extreme series of interlocking dependent mesh expansions,
another set of topological circumstances gives the opposite extreme that Selfhealing can
theoretically exhibit. This is in a network which provides all the topologically possible paths over
one or more routes of equal logical length. In this case the equivalent table to the above has every
entry comprised of an equal length sequence structured as {F...FR...R} where length of aach part
(F..F), (R.R) is the number of spans in the path length. These are circumstances of pure
unimpeded forward flooding and reverse linking in perfect parallelism and they imply O(1)
theorstical dependency on network size and O(n) linear dependency on path length. O(1)
dependency on network size means that there is no increase in restoration time with network size !
- any number of paths can be restored in the same time. This in fact is very nearly observed in
some of the trajectories to follow. In practise there always remains a slight O(n) dependency even
in such an idealized topology because processor speeds are finite and cause a slight delay
between path completions. One of the following experiments raises processor speed to P = 100
to indeed verify the principle that under certain conditions in Selfhealing there is literally no
dependency of total time on the number of paths that are realized.
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‘ 11.3 Experimental Determination of Time Complexity.

The remainder of this chapter reports all span cut experiments on Smalinet under maximum
path-finding stress with d = 1000, 8= 8 kb/s, RL=6 and a 64 bit signature at F=2 and F=3.
Because of technical limits on the network emulator, networks larger than Smalinetx3 could not be
run in their entirety for all spancuts. A second set of span-specific experiments was therefore used
to model selected individual spancute in networks with scale factors effectively bayond Fu3 in
order to obtain several sets of data with anough points for regression studies of the rate of growth

of restoration time with network size up to F=9.

11.3.1 Effects of Doubling Smalinet

A first tool 10 examine the effect of network growth Is to look at the effect of the first doubling
in network size on some sampie trajectory plots. Fig. 11.1 shows five palrs nf restoration
trajectories consisting of the response to a particular spancut in Smalinet and the same spancut in
Smallnetx2. First we note that in each Smallnetx2 trajectory, the number of paths created for each
cut is twice that in Smalinet, as it should be. In addition the complete relative distribution of path
lengths was confirmed to be unchanged from the distribution in Fig. 8.3 indicating that no
overlength paths or topology shifts resulted simply from uniformly doubling network size. The
implied preservation of each solution topology implied by constancy in PLE was also explicitly
verified by graphical inspection of each spancut in Smalinetx2.

The sample trajectories show that doubling network size did not double the total restoration
time in general. The actual increase in time varies for every particular spancut, even when two cuts
involve the same number of paths. The following effects can generally be seen howaver: In each
sample pair, the trajectories at F=1 and F=2 are almost identical over an initial phase of rapid path
completions. This phase in each trajectory corresponds to the parallel realization of paths on
simple two or three-span routes; paths that are notionally short, easy to identify, and established
through fully parallel dynamics. In operational cases where less than maximum route finding
stress is required this phase will sometimes be all that is required implying aimost no penaity for
doubling network size if adequate restoration is possible over relatively short routes. In cases
where the first few paths found are reserved for priority traffic, this implies that the time for priority
path restoration is almost assured to be independent of network size. In all cases inspected, the
time of first path found is indistinguishable in Smallnet and Smalinetx2 and most often no
significant departure betwaen the trajectories is observed for at least the first 4 or § path
restorations.

The next noticeable phase in comparing the trajectories of Fig. 11.1 is a steeper-siope regime
where path complstions are not so rapid and the x1 and x2 trajectories start to diverge. This
corresponds to the explcitation of longer routes, whose propagation times are mcre significant,
and which depend cn collapse of the index meshes of prior paths for their realization. Longer
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paths and TIB dynamics involve mare Tandem node procassing and so the Smalinatx path times
tend to disperse and depart from the x1 trajectories and to ba more smoothad by processing time
effects.

The sample trajectories of Fig. 11.1 also show that the x2 trajectories are In each case well
ahead of half finished by the time the corresponding x1 trajectory is complete. For instance, by
the time all 8 paths for cut (2-8) are found in the x1 netwark, Seifhealing in the x2 network has
found 13 out of the 16 paths that are to be found. Similary 13 out of 16 are completa in the
equivalent time in spancut (7-8), 13/20 in (7-6), 14/16 in (5-1) and 16/20 In (7-3). This Is a
desirable effect because it means that even while the time for total restoration increases with
network size, the proportion of failed paths which experience restoration by a given time is higher
in a large network than in a small network of the same topology. This beneficial property results
from the automatic exploitation by Selfhealing of whatever parallelism is possible in the path
synthesis process. The opposite effect will be manifested in a centralized restoration scheme or
time-consecutive single-path-at-a-time schemes.

In four of the five sample trajectories, the time for total restoration in the x2 network is also
less than twice that in the base network but in spancut (7-6) It is slightly more than doubled. When
all cuts in Smalinet are considered, the distribution of the ratios by which total restoration time
increased due to doubling network size, is shown in Fig. 11.2. The average increase due to
doubling network size is 52%. In total, 20 out of the 22 spancuts (91%) experienced less than a
proportional increase in restoration time. (No absolute reductions in time actually occurred; the
one point apparently at 0.9 in Fig. 11.2 represents the histogram bin spanning 0.9 to 1.1. The value
was 1.05.) When all span cuts are considered from the viewpoint of the proportion of span
restoration occurring in the x2 network within the restoration time of the x1 network, Fig. 11.3 is
obtained. It shows that on average restoration is 78.1% complete in the x2 network by the time
restoration is complete in the x1 network.

The effect of doubling network size on the distribution of individual path times, as opposed to
complete restoration times, is shown in Fig. 11.4. The lower curve Is the observed frequency of
path time in the x1 network, the upper curve is the observed frequency of path time in the doubled
network and the middle curve is the x1 data normalized to the same peak as the x2 data for
comparison of their shapes. The mean path finding time in the x1 network is 196 msec with a std
dev of 42 msec. When the network size is doubled, the mean path time becomes 240 msec with
std dev about 100 msec. This is an increase of only about 22% in the average path time in
response to a 100% increase in network size.
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11.3.2 Comm ofa SIzo-lnvarlant Attractor Tnjoctory

In the trajectories of spancuts (7-8) and (7-3) of Fig. 11.1 it seems panlculnrly noticeable that
during about the first half of the Smalinetx trajectories very naarly twice as many paths are found
in a given amount of time, as are found in the Smalinet trajectory. This could be explained by a
tendency for the trajectory to depend more on tha basic temporal soquenc_o of signature dynamics
required to establish various routes than on the number of paths directly. In this reasoning the
basic sequence of F, T, and R dynamics that occurs would be largely Identical under uniform
network growth as these are determined more by the span topologles and the relative sizes of
spans, than the number of paths in parailel on each route. This leads us to hypothesize that the
underlying structure describing the trajectory of any given spancut is, to a first approximation,
independent of network size, with the tendency to accumulate an arbitrary number of path
completions at each stage in the basic underlying dynamic sequence.

We postulate that the shape of any restoration trajectary is determined, to a first order, solely
by network topology and relative span dimensions, regardless of absolute number of paths. The
principle is most easily seen if one thinks of Selfhealing dynamics (flooding, parallel mesh growth,
collapse, further growth of other index meshes and so an), with infinitely fast nodal processors: In
such a case, the saquence of dynamics that occur from start to complete realization of all possible
(or required) disjoint paths would be in principle repeated exactly for any uniform scalar change in
the network. The only difference would be the absolute numbers of signatures on each span. But
with infinite processor speeds, there would be no time penalty for this.

In a real trial we expect this simplifying principle to be obscured, perhaps even hidden, by"
smearing and smoothing due to increased processor delays in larger networks and by instances
where the order of signature processing events are not exactly repeated in the scaled network
simply because the actual protocol implemantation may happen to structure its lists differently in
the two trial events. A way to test this principle is by an experiment where processor speed (P) is
made essentially infinite. Then wherever the change in P does not result in a topology shift in the
solution of a scaled network or cause any other major artifact, we would expect to sea some form
of underlying attractor trajectory (or a skeleton trajectory) which is essentially determined by route
determination dynamics and is otherwise invariant with network size.

To test the hypothesis of an so-called attractor trajectory that dictates the underlying structure
of the restoration trajectory for a given spancut under any degree of uniform netwark growth, the
five sample spancuts of Fig. 11.1 were repeated with P =100. This has the effect of making
processor speed virtually infinite with respect to the time for signature events to propagate across
a span in Smalinet. Fig. 11.6 shows the corresponding x1 and x2 trajectory pairs with P= 100 and
strikingly demonstrates the validity of the principle proposed. The trajectories are nearly identical
in terms of-their intrinsic shape. The x2 trajectories of course extend horizontaily twice as far due
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simply to the fact that axis Is path number and twice as many paths are found in the 2x trajectories.
The most significant aspect s that aimost without deviation every path completion plateau in the x1
trajectory is matched in the x2 network by a corrospondind plateau of exactly twice as many path
complations occurring at the very same time. The differences that do appear in (2-8) and (7-8) are
rdue to random differencas in TIB effects because the autcome of certain index competitions in one
experiment differs with respect to the other. Nanethaless even whan these differences occur, the
four path completions that are slightly staggered out as two groups of two in tho x2 trajectories are
still easily racognized as corresponding to the adjacent plateau of two path completions in the x1
trajectory.

When the equivalent experiment is performed for all spancuts in Smalinet we get further
evidence for this principle. Fig. 11.7 shows the distribution of the ratio of x2 to x1 restoration times
for all spar cuts in Smalinet when the network is doubled in size with P = 100. This figure
corresponds exactly to Fig. 11.3 except that P is changed from 1 to 100. Fig. 11.7 implies that the
effect seen diractly in the five sample trajectories essentially also occurs in all spancuts. Aside
from some minor discrepancies due to topology shifts there is essentially no increase in
restoration time when Smalinet is doubled with P = 100. Figures 11.6 and 11.7 together confirm
the principle that the underlying structure of a restoration trajectory is fundamentally unchanged by
the number of path completions in the trajectory. In practise, exact processing times do depend
on absolute size of the DCS node and on certain elements of chance in the pratacol such as when
a transmit link becomes free and two equal repeat count indices compete for the link. These
effects generally flash out or soften the actual appearance of the trajectory, dispersing path times
and rounding out the idealized zero-time path completion plateaus of the underlying attractor
irajectory. Nonetheless this is a helpful as a conceptual principle which tells us that Selfhealing
speed theoretically has no dependence on the number of paths realized as long as the set of
routings taken by these paths is unchanged. This implies both that uniformity in network growth is
indeed desirable to maximize the predictability of Selfhealing times as the network grows and that
increases in processor speed can in principle make Selfhealing times almost invariant under
arbitrary amounts of uniform growth.

11.3.3 The Separate Influences of Network Topology and Network Size

We can go on to apply the above insights to the resolution of an apparent paradox regarding
the speed of Selthealing. The resuits so far show that the time of total restoration grew in a less-
than-proportional manner when network size was doubled in Smallnet. Now consider Fig. 11.5
which is the all cuts trajectory plot for Smailnetx2. Fitted to the edges of the region occupied by
these trajectories in path-number versus path-time space are two curves defining bounds within
which all trajectories are approximately contained. Now we have an apparent paradox: The
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bounds In Fig. 11.5 show that the time of complotino tho n ‘h path grows wlth path numhor ata
rate apparently quite close to O(n?). How can this be consistent with the previous ﬂndlngs that the
time of total restoration grew less than proportionally when Smalinet was doubled?. :

Thoe answer lies in the separate affects of basic notwork topolooy and network slzo as impliad
by the principle of a size-invariant attractor trajectory. The principle explanation Is that for any
given spancut two independent factors are at work : (a) the topology of the network (spans and
their relative sizes) determines the structure of the attractor trajectory and the number and position
of each plateau in the trajectory at which an arbitrary number of bath‘ completions may occur.
(b) network size (absolute no of circuits on each span) determines the total prbcmslnu load on the
nades of the network, hence their signature processing speed and the actual achleved rate of path
completions during the plateau opportunities provided by the attractor trajectory. This explains the
paradox because it i3 completely possible for the attractor trajectory to rise as O(n?) while a
uniform doubling of the network produces no increase in overall restoration times. The point Is
that the idealized attractor trajectory is like a template determined purely by the reguired dynamlbs
of Selfhealing which are encoded into the network relative span sizes and topology. Its intrinsic
shape may be steep but if pracessors are fast enough thay can accumulate all of the extra paths of
a scaled up network without deviating from the intrinsic attractor trajectory for that spancut. Of
course when P Is noticeably finite, these conceptually separate effects are not so cleanly
decoupled. The principles still predict however that in a case whera P is finite, the obsarved
growth rate of rastoration times (final point of a trajectory) can be quite independent of the
functional shape of the trajoctory itself.

This ﬂﬁding implies that it the restoration trajectories for all span cuts in a network are
overlaid, as in Fig. 11.5 they will sweep out some area of path-number versus path-time space that
is primarily a characteristic of the basic network span topology and the relative span dimensions.
We call this region a topology template because It is determined solely by topological factors, and
in the case of 'fast’ processors, it bounds all restoration trajectories of the network regardless of
network size. The shape of this topology channel can rise faster than total restoration times
actually grow with network size.

The topology template for a network reflects the extreme ranges of topological ease and
difficulty of the series of Selthealing dynamics that are involved in the process of successive route
finding for cuts in that network. A trajectary running near the upper bound may requfre a relatively
tortuous series of single path routes with many waits for prior mesh collapses. On the other hand,
a trajectory running near the lower edge may be one in which all required paths are found
immediatsly over large two-span routes. The important concept Is that in the limit, an O(n?) rise of
the topology template indicates only the intrinsic complexity of finding the nth path within the
restoration plan with respect to a prior path in the same plan, not the extent to which actual total
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time of complete restoration rises with increasing total size of the restoration event in terms of
number of paths.

With finite processor speeds, an actual growth of total restoration times is observed and this
can be thought of as a scaling in the topology template (in the vertical axis of the RS port) due to
finite processor speeds. This can be tested with the available data by determining the topology
channel from the x1 network, multiplying the template shape in the abscissa direction by two (to
normalize the abscissa) and multiplying the ordinate values by the average increase in total
restoration time observed above for Smalinetx2, which is much less thain O(n?). This creates a
renormalized trajectory template that should describe the family of actual trajectories in the x2
network if the notion that processor speed effects from network size are séparabla from effects due
to inherent encoding of the dynamic sequence requirements in the network topology. To apply
this test on the available data, the equivalent scaling operations were actually performed in the
reverse order to take advantage of the more voluminous data in the x2 network on which to fit the
topology template. (ie. The topology template was obtained from bounds on the x2 network and
then the x1 trajectory data was scaled (2.0 in x, 1.5in y) into it to see if the x2 topology channels
results in equivalent bounds describing the x1 data.) The result is shown in Fig. 11.8. Given the
relatively small numbers of circuits in the x1 network, the match seen in Fig. 11.8 is taken as
supporting the hypothesis that uniform netwark growth with finite processor speeds can be treated
as an expansion of the topology template and that the overall family of trajectories at any size can
be described by normalized application of the basic topology template shape.

11.3.4 Regression Studies with Higher Scale Factors

Fig. 11.9 shows how the total restoration time averaged over all spancuts in Smallnet the
varies with F = 1, 2, and 3, with +/- 1 std. dev bounds. The path-time versus path-length
scatterplots for the corresponding all span cut data sets are shown in Fig. 11.16 (a) to (c).
Fig. 11.11 shows the mean path times for sach path length in the three networks and linear
regression lines fitted to describe the mean path time as a function of path length at each network
size. Fig. 11.12 shows how the average time to create a path of a given length varies in each
network size and shows an O(F2"') reference curve. The 3 data points representing mean values of
restoration time are consistent with a square-law growth of the average restoration time but within
the statistical bounds there is considerable latitude for individual spans to grow more or less steep
than the regression curve through the mean values. More than 3 data points are needed to obtain
a high quality empirical estimation of the rate of growth in restoration time.

To obtain such data nine out of the 22 spancuts in Smalinet were chosen for individual study
of their restoration times as network size increased using the span-specific method of network
scaling.3 The spancuts were selected by virtue of their individual trajectories as seen at x1 and x2
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network sizes and include the most steaply riging trajectory, tho spancut with the most paths, the

richest path divarsity, and the most parallslism. Restoration time data for each selacted spahcut
was taken from the x1, x2, X3 all-span cuts saries and augmented with span-sboclﬂc runs in
networks scaled up to the largest size for which that spancut could be run by the smulator.

Generalized polynomial regressions were then performed to maximize the goodness of fit to
the avallable data points, both in coefficients and functional degree. Because the order of the
best-fitting polynomial is our primary interest this was first estimated by a best linear regression fit
to the logarithm of the data as a means to obtain an initial estimate for the order of the palynomial
that would then be fitted directly to the data. The initial order of the polynomial was than iteratively
adjusted to find the polynomial crder (within + /- 0.1) at which the regression package was able to
produce the maximum possible correlation. The results of best regression fitting to the formt = ¢
+ b*F® are shown in Tahie 11.1.

Table 11.1 shows that every spancut raally has its own individual characteristic ranging from
much less than linear growth where route parallelism is high (7-6) to essentlally square-law growth
when the paths are longest and TIB events are dense (5-1). The spancuts in Table 11.1 ganerally
exhibited the highest growth with network size of the 22 spancuts in Smalinet. All other spancuts
generally demonstrated a less than proportional response.

Table 11.1 Large Network Regressions for Selected Span Cuts in Smallnet

Span ——————— Regression Results ————— Basis data at
Cut Constant  Coefficient Power r2 1x, 2x, 3x plus;
(9-5) 104 619 1.53 0.981 6x, 9x

(6-2) 85 924 1.72 0.995 8x

(3-0) 13 19.1 18 0.994 6x, 8x

3-2) 36.8 92.1 159 0.989 8x

3-1) 59.1 109 1.17 0.991 6x

(7-6) 49 259 0.784 0.994 4x

87 206 44 1.8 0999 6x

(5-1) 363 473 2.1 0997 6x

{4-3) 138 27 1.73 0.991 4x, 5x, 6x, 7x, 8x, 9x

11.4 Summary
From the results of this chapter we conclude that for engineering purposes the upper bound
of O(F?) is a sound and conservative assumption for worst case planning purposes for the increase
of restoration time with uniform network growth factor. Theoretical considerations predict and

213




experimental assessments confirm that the actual rate of increase can vary from almost no
dapendency on uniform network growth if P !s high. Typlcally, most restoration times can be
expected to grow at about O(F%/2) or lass with P = 1. If processor speeds lass than a SUN 3/60
are used, an increase In average growth rate will ensue up to the limit of O(F2). if faster processors
are used, the restoration times of a greater number of spans will tend towards no dependence on
uniform growth in network size. When the growth of a single span is considered without
corresponding uniform increases in the network, the time complexity is determined by the route-
establishment dynamics dictated for Seifhealing by the topology of the network. Changes in
network size which trigger changas in solutions towards a greater number of distinct routes will
tend to increase restoration times up to a maximum of O(r?) where r is the number of distinct
routes required in the restoration plan. In a topology where all required paths are found over a set
of equi-length routes, the time complexity is in the limit of fast processors, O(1) with number of
paths and O(L) in length of paths.

PATH TIME AS A FUNCTION OF NETWORK SIZE
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- CHAPTER]I2 |
EFFECTS OF PROCESSOR SPEED AND SIGNATURE TRANSFER TIME

In this chapter we consider processor spaed (P) and signature transfer tima (STT) as
engineering parameters which influence the performance of Selfhealing. It Is obvious that each of
"these diractly influences the real time speod of Selfhealing but in Ch. & we saw evidenco that the
ratio of signature transfer times to noclal processing delays Influenced path topologies as wall, via
path spreading. We are here interastad in the diract dependence of rastaration times on variations
in 8TT and P as well as determining a guldeline for §/P ratio (or strictly STT*P product) which
marks the onset of path spreading effects. Physical considerations based on the principles of
Selfhealing imply that path times wiil be directly proportional to STT if the ncde processors are
arbitrarlly fast. Conversely. if STT times approach zero because of relatively short spans and
signalling rates, we expect path times to vary inversely with P. In a generalized application where
both processor and STT delays are significant, one needs to understand the relative balance of
these effects so as to apply extra efforts for greater procassing power or faster in-band signalling
channels as appropriate to most influence the overall performance. We first look parametricaliy at
the separate effects of P and STT with the other parameter fixed as follows: STT = 13 msec when P
is varied, P = 1.0 when STT is varied. We later interpret the findings in terms of STT and P
parameter combinations and identify approximate reglons where STT Is limiting, where processor
speed is limiting, and where path spreading effects bagin to manifast themselves.
This chapter makes use of the following symbols, some of which were introduced in Chapter 7:
P = processor speed normalized to Sun 5/60
$ = gignature transfer rate {(kb/s)
d = link distance {(km)
nbits = number of bits in a signature (including all alignment and checkbit overheads)
v* = link propagation velocity (km/sec)
and the signature transfer time (STT) is defined as:
STT = d/v* + nbits/S (12.1)

12.1 Effocts of Varying Processor Speed

To study the effect of pracessor spead, the Selfnealing emulator was run withP = 10,5, 1,0.5
and 0.1 times the actual processor spead in Smallnet. The various values of P were effected by
multiplying the self-measured (calibrated) execution time of the protocol by the factor P before
scheduling external events generated by each riode to appear in the virtual time concurrent
emulation method described in Ch. 7. P = 1.0 represents a SUN 3/60 running compiled 'C’
language code under the SUN/UNIX operating system. The SUN 3/560 uses a 68020 32 bit
processor clocked at 20 MHz and is quite representative of the processing power typical buiit into

215




processor clocked at 20 MHz and is quite represantative of the processing power typical built into
a modern DCS design. In experiments where P was varied RL = 6, d = 1,000 km, and 8 = 8 kb/s
is maintained and a signature length of 84 bits applies. These conditions give a constant signature
transfer time (STT) on all spans of Smalinet equal to 13 msec (1,000 km * § microsec/km + 64 bits
/8kb/s) .

The effect of processor speed on thé restoration trajectorios of two sample spancuts [(2-8)
and (6-7)] Is shown in Fig. 12.1. This serles of trajectories for (2-8) show that a ten-fold increase in
processor speed with respect to P = 1.0 reduces the time of total restoration by 44.8 msec or 24.3
% if we rieglect the 100 msec constant time for alarm collaction. The corresponding reduction of
total time for (6-7) is 21.6 %. We can see from the series of trajectories in Fig. 12.1 thatat P = 10
restoration time is essentially asymptotic and wili ba reduced very little by any further increases in
P. Any further increases in processor spaed yield no benefit because overall restoration time is
strongly essentially determined by signature transfar times in this region.

Even in the absence of the series of trajectories in Fig.12.1 which in which the asymptotic
behaviour is visibly apparent, the P =10 trajectory Is by itself indicative of this fact by virtue of the
extrerne flatness on each plateau of path accumulation in the P=10 trajectory. As discussed in Ch.
11 this is evidence that we have essentially exposed the ideal attractor trajectory that underiies the
dynamic structure of all trajectories for that spancut. We think that in general, whenever the
pronounced characteristic geometric sharpness Is seen, such as here for #= 10, one can infer that
processor delays are insignificant in the dynamics of that restoration event.

Fig. 12.2 shows the distribution of path completion times for all span cuts with processor
speed as a parameter. The general indication from the selected spancuts (2-8) and (6-7) in Fig.
12.1 is corrohorated in the path time statistics of Fig. 12.2 in the sense that a tenfold increase in
processor speed has a very minor effect on the overall distribution of path times.

Atenfold decreace in P is very significant however, increasing restoration times 4 to 5 fold on
average. When P Is reduced, from 1.0 to 0.5 and 0.1, the overall speed of restoration shows a 25%
increase when P is first halved from 1.0 to 0.5 in Fig. 12.2 . When P is reduced further to 0.1 from
0.5, a 2.7 times increase occurs for (2-8) and a 4.1 times increase occurs for (6-7) indicating a clear
transition from STT-dominated operation to processor-delay dominated operation in the region
between P=0.5 and P =0.1.

This behavior is understandable as a result of the paralielism in Selfhealing. With parallelism,
the net system time tends to the largest individual delay contributors, not the sum of all delays
involved. As long as solution topology does not shift, the overall dependency of restoration time
on processor speed is remarkably well represented by a functional form which arises from the
simple notion of two delay elements in parallel, one of wh'zh is constant (STT limited operation)
and the other having an approximate 1/x2 characteristics (inverse dependence on processor
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spead). For instance, every final restoration time shown for (2-8), plus a data point for P =0.01
which Is not shown, is predicted within 1% by the relation tr(P) = 281 + 48.4 / P1.08 | Tho data for
span cut (7-6) Is similarly describad within 1% by ta(P) = 230 + 30.3 / P13,

The data in Fig. 12.1 also tell us that a Selfhealing déhlgn based on the particular combination
of a SUN 3/60-equivalent DCS processor, 8 kb/s (F-bit) signature moduiation, and a 64 bit
signature format constitutes a reasonably well-centerad system design for long-haul network
applications. By a 'centered’ design wa mean that performance in tiis regime is not extremely
sensiive to processor spead nor s i independent of it. Under the conditions of Fig. 12.1 it is
apparent that some iImprovement would be abtainable through higher processing speed but great
afforts to provide more processing power in the DCS design would probably not be justified.

The effect of a ten-fold increase or decrease in processor speed on the all-spans trajectory
plot for Smallnet is shown in Fig.s 12.3 and 12.4. In Smalinet with P=1.0, the longest restoration
time occurs for (5-1) and is 435 msec. With P = 10, (6-1) remains the longest restoration time but

it is reduced to 375 msec. With P = 0.1, spancut (5-1) again has the highest restoration time, 969
| msec. The trajectories in Fig. 12.4 (P = 10) have a regular, discrete time or skeletal sort of
appearance compared to P=1 or 0.1. This reflects the tendency with arbitrarily high P for all path
times to bacome quantized to some nearly whole number of STT times becausa they depend
assentially only on the dynamic sequences of F, T and R events that accurs, each requiring an
almost equal amount of time when P is high and span langths are constant.

12.2 Effects of Signature Transfer Time

Signature transfer time (STT) is the total time from when a signature is written to a TS register
at one DCS port to when that signature is subsequently received in full, error checked in hardware,
and raises an interrupt in the distant receiving port. To systematically study the effects of variation
in STT we set d = 0 and nbits= A4 in the emulator so that STT can be conveniently parameterized
solely by varying S. In this case STT = 64/S seconds. Of course any actual combination of
distance, velocity, signature length, signature transfer rates and hardware delays that ylelds the
same STT represents an equivalent case. This way of parameterizing STT is reflective of the reality
that S is in practice the only variable contributing to STT that the engineer will have under design
control. All others factors are given by the network. Five valuas of S8 have been considered: 80,
64, 13, 8, and 1 kh/s. 8= 80 kb/s and S=1 kb/s values were chosen as arbitrary extremes of the
high and low ranges of interest. S = 8 kb/s is the rate obtainable in an existing asynchronous DS-
3 based transport network if gated F-bit modulation is used as described in [GrovB7a). S = 13
kb/s is the rate obtainable using continuous F-bit modulation at an F-bit spacing of 2G as also
described in [Grov87a). Gated F-bit modulation is a more conservative approach which ensures
strict bounds on reframe time, whereas continuous F-bit modulation will not significantly affect

218



REST. TRAJECTORIES AT /10 PROC. SPEED

1

SMALLNET: ALL CUTE, ¢ = 1000, § w8 Wb/

S+

0.7

A

0.8

0.4

0.3

(Mhousacnde)

0.2 +

0.1

°

Fig. 123

1 ¥ ]

2 4 L L] 10
NUMBER OF RESTORATION PATHS COMPLETED

All spancuts restoration space diagram for Smallnet with 1/10th
neminal processor speed (P=0.1).

REST. TRAJECTORIES AT 10X PROC. SPEED

SMALLNET: ALL CUTE, d w 1000, § =8 kb/s

500
E 0
£
; 300
5
E 200
§ 100
)
o

NUMBER OF RESTORATION PATHS COMPLETED

Fig. 12.4  All spancuts restoration space diagram for Smallnet with 10 times

nominal processor speed (P=10.0

219




‘mean roframe time but does not atrictly truncate the probabllity tall on the pdt of reframe time.
The 8= 64 kb/s rate dorives from two technical possibliitins: (a) use of a raserved overhead byte in
the SONET ST8-1 format [SONET88] or, (b) use of a 64 kb/s overhead channel in the SYNTRAN
DS-3 format [SYNTB7]. P = 1.0 In all of the resuits where STT was varied.

Let us again use tha approach of inspecting & set of sample trajectories to idontify STT-
dependent effects In Selfhealing dynamics. Fig. 12.5 shows the restoration trajoctories of six span
cuts from Smalinetat § = 6, 13, 64 and 80 kb/s. The results with 8 = 1 kh/'s produced such high
restoration times that we omitted them from these plots. With §=1 kb/s, the mean path
complation times rise to 530 maac, the mean restoration time bacomes 827 msec and saveral
restoration times exceed 1 second. If the plots wJara scalad to fit the 1 kb/s results, we would lose
all resolution on the trajectories of real interest. The reduction of S to 1 kb/s produced by far the
greatest single increase in restoration times seen in all of the experiments conducted to date on
Smalinet, strongly implying that in practice with P = 1.0 we probably are not Interested in any
signature modulation method that yields less than 8 kb/s, (the next iowest rate for which we have
results).

In the trajectories of Fig. 12.5, increasing $ (reducing STT) does not seem to change the basic
form of any trajectory greatly b instead produces trajectories that are more or less multiplicative
scalings of one another. This is particularly true in comparing the 8 kb/s and 13 kb/s trajactories.
For example, multiplying the §=13 kb/s trajectory of spancut (7-8) by 1.17 produces a set of path
compietion times that very closely cverlies the $=8 kb/s trajectory for the same spancut. This
implies that, at least for § < 13 kb/s, processing times are tending to insignificance and restoration
times are consequently exhibiting a pure dependence on the F, T, R dynamical saquence required
for their construction and the signature transfer time required in each stage of these dynamics.

The trajectories for = 80 kb/s and S= 64 kb/s are very nearly identical although except fora
few regions where they cross over one another. Spancuts (8-2) (7-8) and (6-4) each exhibit
regions where the $=80 kb/s trajectory rises higher in time than the corresponding $=64 kb/s
trajectory. This interesting effect is due to topological shilting towards overlength path routings in
the $=80 kb/s results, due to the pati spreading effect. We already saw in the Belicore netwark
that when span distances were shortand P - .0, even $ = 8 kb/s was sufficient to aliow a notable
increase in instances where the forward exnansion of an index mesh reaches the Chooser over an
overlength route without TIB as the cause. In such path spreading, the time requited for
propagation in mesh expansion is so small that differential dslays in nodes are significant enough
that overlength paths may be created via smaller nodes which are typically faster in signature
procéssing than large nodes in the desired path.

The cases in Fig. 12.5 in which the S=64 kb/s trajectory is below the S$= 80 kb/s trajertory
are caused when path spreading has occutred at 80 kb/s with respect to the $=64 kb/s paths.
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The result is a longer net time for some of the §=80 kb/s paths bacausa, when the Chaoser is
raached earlier via a long’ path in the forward direction, Seifhealing can bo thereatter destined to
follow a reverse-inking process over that longer path. In the end this takes more time than via the
shorter path. The onset of path spreading sufficiant to actually reverse the benefits of a faster § In
80mMe casas suggests the notion of an optimum S. At low § (high STT In genaeral), restoration times
are high but reduce almast proportionally as 8 is Increased. in this region, PLE also tends to be
very hlgh‘and no path spreading occurs bacause link delays dominate over processor delays.
Then as § is increased path spreading begins to be quite significant. With the data points avallable
this appears to occur hetween 40 kb/s and 64 kb/s. With significant path spreading a reversal in
the trend to lower restoration times can occur bacause topologically longer paths tend to oesur
more frequently. The creation of longer paths inevitably requires greater reverse-linking time and
so, overall, restoration times again begin to rise as § is. further increased. The optimum is
uitimately faidy shallow however in terms of speed of restoration bacause when § Is high, the
additional time for longer reverse linking is by definition reduced in proportion to the higher S.

We nonetheless want to identify the § value at which path spreading 'just bagins' because
that will also ke optimai from the viewpoint of sustaining a high PLE by avolding path spreading.
Although there is some path spreading at 64 kb/s, Fig. 12.5 is a fairly clear indication that with
P=1.0, the highest rate of signature transport worth pursuing is probably 84 kb/s. At 80 kb/s
strong path spreading effects begin to show but overall restoration times do not improve any
further. ‘ _

Two measures were obtained to quantify the way in which path spreading and TIB effects
collectively depend on S. The all-spans distribution of path lengths, obtained with § as a
parameter, is shown in Fig. 12.6. The total path length, summed over al! paths in the rastoration of
all spancuts, with § as independent variable, is shown In Fig. 12.7. The latter plot is a way of
capturing all instances of axcess links in any path for any spancut whether TiB-induced or due to
path spreading. The six data points in Fig.12.7 required 132 restoration experiments in which a
total of 858 paths were created. Fig. 12.8 shows the distributions of path time with varying S in the
same experiments as the plots of Fig.s 12.6 and 12.7. Fig. 12.8 shows that across the range from
S= 8 to 80 kb/s, average path time reduces from 164 msec t0 123 msec. Thus a reduciion of
approximately 33% is potentially obtainable (with P=1.0) by increasing S from 8 to 64 kb/s. Fig.
12.8 also shows that beyond 64 kb/s there is almost no further speed improvement while path
efficiency begins to drop noticeably as shown in Fig. 12.7.

Although restoration times suffer greatly at S= 1 kb/s, Fig. 12.6 shows that when Selfhealing
is that greatly dominated by link delays, the ideal path length distribution (100% PLE) is almost
perfectly reproduced. The pointat S = 1 kb/s in Fig. 12.7 aiso shows that the lowest absolute TPL
is also found there. Howaever it is not as important in practice to obtain exactly 100% PLE as it is to
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obtain 100%_PNE with high speed and reasonably high PLE. From Fig.s 12.7.wa seo that S= 8
kb/s and 13 kb/s both provide quite efficient path length characteristics but that a steep rise in
excess length pathe occurs between 40 and 64 kb/s. At 64 kb/s the overall PLE is however still
84.3% so that there is no major objection in practical restoration applications to using signature
transport at rates of 64 kb/s if the required channel is available. To some extent however, the
ability to predict the actual path routings for planning purposes without full emulation is
compromised with §=64 kb/s. Results imply that with § below 40 kb/s (with P=1.0) the paths
found by Metadijkstra will be good predictors of topology and the times predicted by emulation
without measuring processor times will be good predictors of Selfhealing speed.

12.3 Dependencies on Relative STT and P values

We can further apply the preceding results by interpreting the observed behaviour in terms of
relative processor speed to STT values. We can for instance ask what P value would produce
equivalent performance, and an equivalent design centering, if SONET transport was used, instead
of DS-3, in a metropolitan network application with typical d = 60 km which changes the STT. In
SONET applications we assume that 64 kb/s is available for signature transfer. Combined with d
= 60 km, the nominal STT becomes 64 bits/64 kb/s + 60 km * 5 microsec/km = 1.3 msec.
Because this is 1/10th the STT In the previous long-haul DS-3 network, the S/P ratio (in general
STT*P product) of Fig. 12.1 (P=1.0) is only preserved if we have P = 10 in the postulated
metropalitan SONET network. The reduction in STT and a tenfold processor speed increase will of
course reduce absolute restoration times but we can nonetheless say that these combined
parameters are otherwise equivalent to P=1.0 in the longhaul network in the sense that the design
lies at the same relative position between asymptotic limits in P and STT.

Therefore we infer that use of a SUN 3/60 processor running Selfhealing in a short-haul
SONET network application would be equivalentto P = 0.1 in Fig. 12.1 in the sense that processor
speed up efforts would yield significant improvem==%. One may go further and say based on our
experience with path spreading in Bellcore (Ch.8} that without increasing P to about 10.G, or
deliberately reducing S from 64 kb/s, the path properties of Selfhealing in any SONET metro
application would be expected to suffer due to path spreading. This is because such conditions
do not replicate the balance between P and STT which we have seen leads to quite efficient path
length statistics which the combination of P = 1.0 and STT = 13 msec.

The two cases; (a) d=1,000 with S=8 kb/s (STT =13 msec) and (b) d=60 with S=64 kb/s
(STT =1 msec) probably represent the extremes in both d and S for likely applications. We can
therefore recommend that if a single crossconnect design is to perform Selfiealing in both long-
haul and metro applications, then a processing speed of about 10 times a SUN 3/60 is
recommended as a design requirement. We say this based on the knowledge that an increase in
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P will have no harmful effects on the longhaul application, but is required to avold path spreading
in the future SONET metro application. Such a system design would be assured of executing
Selfhealing in an STT-limited regime in both DS-3 longhaul applications while ramaining well-biased
to avoid path spreading effects in a SONET metro application. The P=10 target of could be
approached In practice by a combination of code optimization and/or custom hardware to assist
execution of the SH protocol, such as outlined in Ch.13.

It is not essential that near-term applications run In an STT-limited regime but seems natural
as the appropriate eventual target to set. A side benefit of an ST1-limited system design Is that the
network emulation required for planning studies could be based on simpiified methods which nesd
consider only relative link lengths and can omit the complexity of incorporating the affacts of the
processors own execution time in emulating Selfhaaling. In fact in STT-limited operation, several
functions of network planning could procead using MetaDijkstra as a substitute for full emulation of
Selfhealing, since path-spreading is assuredly eliminated in an STT-limited system design. Such a
design objective also assures the avoidance of effects due to possibly varying processor spaeds in
DCS machines from different manufacturers.

12.4 Summary and Conclusions

Selfhealing’s speed and topological performance both depend on the relative balance of
signature transfer times (STT) and nodal processing delays, which are O(1/P). We quantify this
with the S/P ratio when all cther factors are fixed. S/P indicates the relative speed of signature
transfer with respect to normalized processing speed. When S/P is low, signature propagation
times dominate, Selfhealing times tend to be inversely proportional to S and are determined
primarily by the sequence of path finding dynamics. Low S/P ratio also makes for the best path
efficiency results because path spreading and TIB are both counteracted. A high S/P ratio is the
reverse situation in which link delays are insignificant compared to nodal processing times. In this
case Selfhealing rastoration times are faster than and vary primarily as 1/P, but PLE can suffer
noticeably. At high S/P ratios restoration trajectories tend to be smoothed out and continuous
whereas they exhibit abrupt fiat sactions of path accumulation when S/P is high, tending towards
the size-invariant attractor trajectory when P = infinity. We find S= 8 kb/s, P= 1.0 to be a well-
centred and adequate design combination for longhaul DS-3 networks in which increased P would
be of little advantage. In a metropolitan network using S= 64 kb/s however, net speed
improvements would be obtained for up to a tenfold increase in P and indeed such improvements
in P would be desirable to control path spreading if S=64 kb/s in a short-haul network.
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CuAPTER 13 CONCLUDING DiscussioN
For practical reasons the preceding chapters have been limited to the central topic of
Selfhealing for span rastoration. A numbar of other resulte have been obtained however, and we
will briefly review these 8o that in closing the reader will be aware of the overall scope of the
rasults obtained in the area of study. We will then conciude the dissertation with a review of the

main deveiopment, a summary of the research contributions which are thought to have been
made and recommendations for further research.

13.1 Additional Results Obtained

13.1.1 Largo-scale Telacom Canada Network Studios

As a result of the preceding work the author has obtained, and is now supervising, a major
research contract funded by Telecom Canada to study the application and performance of
Selfhealing in Telecom Canada's present and future network. It is not possible or desirable to
report this work extensively here except to note that in the course of the Telacom study we have
obtained an important further verification of Selfhealing on very large real network models
praovided by Telecom Canada. In the Telecom Canada study we have again consistently seen
100% PNE and PLE significantly above 85%. One sample resuit that is pleasing to show is in Fig.
13.1. This is the largest rastoration space diagram we have yet obtained. It is based on the
Telecom Canada network plan for the year 2005 and includes 83 nodes, 157 spans, 2532 working
links and 4696 spare links. P=1.0, S=8 kb/s and RL.=9 were the parameters used and span
distancas are actual geographical distances between nodes, spanning 7,000 km end-to-end. This
very welcome result predicts that even without further improvements in protoco! implementation,
Selfhealing would essentially always beat the call dropping threshold in the Canadian network
until at ieast the year 2005.

13.1.2 Profiling Optimization Studies

A significant activity of & developmental nature was not emphasized in the preceding
- chapters. This was the use of real time software profiling techniques for understanding of where
the protocol was most computationally intensive. Using the insights obtained from profiling,
several optimizations in our implementation were postulated, implemented and verified by
profiling. The majority of real time exacution profiling was performed on the IBM PC-based
version of the emulator by way of a special memory-rasident program which intercepted a real
time clock interrupt. This program would keep a table of memory address ranges corresponding
to the compiled and linked memory locations of each source-code level procedure in the
protocol. Then sach time the real time clock interrupt occurred, the profiling routine would
sample the program counter and deduce the procedure that was running. In this way, a good
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picture could be built up over entire restoration events of how much relative time tho brotocol
spent in sach of its particular action blocks. N v _

Three successive versions of the protocol were rdeveloped using this méthod of analysis.
The most significant changes/improvemants to the protocol implementation that ware Introduced
with each version were as follows. The starting point was a version 1 protocol which functionsd
as intended but had none of the following improvements. At each stage of Introducing
incremental refinements side-effacts and bugs had to be understood, removed, profiling repeated
to see the effacts and then a further stage of refinements planned.

The significant features of each version were: Version 0 used exhaustive Sender fiooding (ie.
it would flood all spares in every span, even if the number of signatures into a span exceeds
lostcets), and deduced port to span associations and all precursor reiationships from first
principles on each entry. Version 1 introduced the use of short circuit IF avaluations of boolean
condition test constructs. Version 2 introduced conservative Sender flooding (the flooding rule
describad here in Ch.6) and added the Assoc-port registar to act as a scratchpad pointer to break
ot of the need to search the node every time a precursor relationship had to be found. Version 3
was a major rewrite of the entire protocol to intraduce ona important improvement, while keeping
the above changes in effact. This was the introduction of transient linked lists (TLL) to accelerate
all searches and scans performed by the protocol. These TLLs are built upon first entry of the SH
task and discarded at the end of a Selfhealing event. They store, in the form of doubly-linked-lists,
the identities of three subsets of ports associated with end logical span found at the node. The
subsets (defined in Ch.6) are intendad to reduce greatly the length of searches the protocol
performs to find certain ports satisfying various conditions in the protacol. This last change made
the greatest improvement but required the most sweeping changes because in acddition to
creating the lists initially, every search and action block of the protocol had to be rewritten in the
context of operations on these lists inciuding continual maintenance of the lists as processing
proceeds.

Fig. 13.2 has been abstracted from these profiling optimization efforts o summarize the
advances made in this activity. The version 0 protocol was not profiled, so the version 1 protocol
can be treated as the starting point in Fig. 13.2. The overall average speedup factors nbtained
(using version 1 as 1.0) were x1.2 for version 2 and x4.75 for version 3. It can be seen in Fig. 13.2
that versions 1 and 2 are completely dominated by the time spent in BetterSig search and
Repeatable-Sig processing. The BetterSig test was expensive because the Tandem node had to
scan itself fuily (all its spares) for each new RS at lits site. Repeatable-Sig was also intensive
because also involved scanning the whole node for outgoing free ports. By comparison, version
3 has a much more uniform distribution of execution time as a result of an O(n?) improvement in
searching operations due to the use of span-oriented structured sublists of ports at the node.
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Fig. 13.4 An illustrative sample of Bandwidth Scavenging: the result for
Scavenging between nodes 13 and 7 in Metro net (RL = 7).
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13.1.3 Capacity Scavenging - . i e mes s e el b eeasdb i @ el n

in atudios.of span restoration we are by definition interestod in diverse path creation only
betwnen pairs of nodes in the network that are diractly coracted by a span of the network. A
related use of Selfhealing technology does not have this limited context howaver. Capacity
Scavenging is the use of Seifhealing technology to find automatically all posélble paths between
any iwo nodes of the transport network. The main applications for this derivative of So"hoallnq
are thought to be in advanced trunk and service provisioning. Several distinctions exist betweon
Selfhealing and Sbavenqlng but the key relationship betwaen them is that Scavenging Is iike
Selthealing triggered by an artificial pseudo-span fallure batween twe nodes of a network that are
not diractly connected. The differances are that whereas Selfhealing is triggered by an alarm,
seeks a number of paths equal to the number of failed circuits, and automatically substitutes
traffic, Scavenglng would be triggered only hy an explicit requast to the two nominated nodes and
would only show the new paths possible, without automatically substituting any traffic.
Scavenging is primarily seen as an advanced interactive provisioning tool which uses the ruul
network as the database and as service layer for an advanced Self-traffic engineering network (to
follow). ‘

Two items are selectad as exhibits to illustrate the Scavenging variant of Selfhealing which
has been investigated. With Selfhealing there are O(C*|[epans]|) spancut expserimants that can
be performed i a network. With Scavenging however, there are O(|N|2) individual node-to-node
Scavenging experiments that are possible. Fig. 13.3 shows a histogram of the all-possible-
relations Scavenging experiments performed in Metro net with RL=9, using the PC emulator and
v.3 protocol. There are (25*24)/2 = 300 unique nade-pairs for Scavenging the the Metro network
mode. Fig. 13.3(a) shows the observed statistical frequency of the time required for maximum
Scavenging between nodes based on all 360 possible Scavenging events in that network. Fig.
13.3(b) shows the corresponding distribution of the number of provisionable paths found between
each pair of nodes. Fig. 13.4 is an lllustrative sample of the rasults from one individual
Scavenging experiment. PNE=100% was observed in the Metro network although the path length
efiiciency of Scavenging has not been studied in detall. PLE should be similar to that of
Selfhealing. From first principles there appears no reason why the PNE should not be 100% at all
times in Scavenging (with RL >= TRL) given that Selfhealing exhibits this property. A note
relevant to the provisioning context is that if Scavenging for only 1 path is performed at a time (as
would seem most likely for a fast customer request driven provisioning scheme), then strictly
assured shortest path properties are expected.

13.1.4 Protection Switch Replacement
A fairly simple paint which is theoretically imrlicit within the results reported for Selfhealing is
that the method should transparently function just like a modern automatic protection switching
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.system when required to do so. This section is included to confirm that we did explickly verity
this bahaviour. For operaticn in APS made, no change is made to the protocal in any way, only to .
the fauit conditions. Instead of completely slicing the alarm-span, an APS modo avent is emulated
by placing an alarm state on only one diraction of one or more working links of the spacified span
but not placing alarms on the spare links of the span. These conditions simulate a single fiber,
laser, or regenaerator failure. in all cases an almost trivial Selfhealing event occurs In which the
Sender flooding automatically includes any surviving spares on the same span as the fallure.
These signatures directly reach the Chooser over one span which triggers a reverse linking
signature, Sender traffic substitution and suspension of remaining slgnatljros. The whole event is
over in only two STTs plus a faw msecs of processor delay. APS mode avants are intriguing to
watch on the emulator screan because the outgoing wave of signatures is comprised of remnant
indices airmost immediately after initiation. The net effect looks just like the ripples from a stone
thrown into a pond.

13.1.5 Silicon Compilation Study

As a practical rﬁatter we were interested if, for the uitimate in speed of Selfhealing, it would
be feasible to design a custom VLS| processor dadicated to hardware execution of the SH
protocol. Because of its FSM structuring SH is in fact a good candidate for advanced techniques
which map protocols or other functional specifications diractly into hardware structures optimized
to execute the protocol. One such Silicon Compiler Is under development by Dr. E. Girczye ( U.of
A. and Audesyn Ltd.). Using Audesyn's ELF silicon compiler, a study was performed to estimate
the gate count of a VLS| implementation to execute the v.2 SH protacol in hardware. The results
reported by Dr. Girczyc were that the protocol could be implemented in about 9400 gates with a
1200 word microcoded horizontal control ROM of 205 bit wide words. This result for the SH-task
IC is essentially independent of DCS node size because all RS, TS, and PS registers were
assumed to remain in the DCS port cards and the v.2 protocol does not need any dynamlcélly
sizad data structures such as the TLL's in v.3. (v.2 is in this respect the most suitable for diract
hardware implementation.) The resulting VLS| design would require 1 pin for an interrupt line, 10
pins for address bus and 1€ pins for a bidirectional 1/0O bus for interactions with port cards and
the host O/S. The pinout and gate count estimates found in this study imply that the protocol is
ultimately amenable to dadicated hardware implementation in CMOS which would run with a 50
Mhz cycle rate. It is not known exactly what effective P value this would translate into but i clearly
is an indication that P > > 1.0 is probably attainable if really required.
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- 7 13.2 Summary and Results
13.2.1. Review of Thesis : S e

The central thesis of this work was that it should be possible to derive an advanced form of
rastoration system basad on the new elactronic DCS technology. . In thabnvlugod_ “system
complex restaration plans would ba computed and put into offect In real time In an entirely
autonomous distributed manner by the massively parallel collective interaction of all the DCS-
based processors of the netwark. In such a system the real network, at the moment of the fault,
would be the only database requirad by the method.

In Ch.1 we saw that a new need for advanced restcration has arisen as an adjunct to the
widespread deployment of vuinerable high-capacity fiber optic transport facilities. To date
however, the idea of real time restoration (under two seconds) has not boen seen as an
achievable goal. Prior to this work all investigators were exclusively considering centralized
control of DCS machines for the restoration probiem. While centralized contral will reduce
restoration times from hours to tens of minutes, several drawbacks remain: primarily, depandence
upon telemetry and central database integrity. In addition such schemes will continue to drop
calls and to require continued use of separate span protaction switching systems.

We have shown that we can ekip the mid-range performance of centralized restoration
systems and make the jump directly from manual reconfiguration to truly distributed,
autonomous, rea! time restoration via DCS machines. Ch.1 showad that not only are there strong
economic motivations for dolisg so but in addition a restoration scheme that beats the call-
dropping threshold permits elimination of separate span protection switching oqulpmam-a'hd has
beneficial effects on the traffic-related dynamic processes assoclated with a major trunk group
interruption.

Ch.2 proposed and defined a reference architecture for the DCS machine for use in
developing and specifying the Selfhealing method and protocol. Ch.2 also looked at real
transport networks for characteristics that were later reflected in our specific study network
models. Significant features of these modern trarisport natworks was the almost exclusive use of
DS-3 based FOTS carrier systems in N. America, high average levels of redundancy and span
topologies that are inherently closed restorable graphs. in addition, the rate of span failures is
rising with the use of fiber, but multiple precisely simultansous independent faults remain
extromely improbable and methods are taken to avoid common routing of facilities on logicaliy
diverse spans. Therefore although Selfhealing Is relatively easily extendible to muiltiple fauits. and
can deal with succassive series of faults as is, the above means that the most meaningful and
useful results are to be obtained at present by a focus on the single fault condition as in this study.

Ch. 3 took up the issue of formally presenting restoration as a new class of communications
routing problem and contrasting it with the well-known packet data and call routing problems.



Whan formulated this way it was seen that restoration is the problem of finding k fully link-disjoint

“paths in a mult!gmph subject to hard collective conatmlhts on the capablty of every span,
roquiring eorrocf‘ontﬁto-ond mapping and with the objective of shortest possible paths. The most
important dllfereh'ca betwaan restoration and the prior routing problems is the aspact of full link-
disjoirtnass amongst k simultaneously found paths as opposed to finding one shortest path with
no prohibition against reuse of the routing links. This requires specification of a 2*k times as
many variables in a higher dimensional space with additional constraints that do not apply to the
prior problems. Ch.3 then deait with the literature of classical routing problems and the literature
of the graph aigorithmic community. The main finding was that no distributed algorithm for k-
shortest paths appears to have besn previously advanced. In addition in the Iiterature of
centralized graph igcrithms no algorithm had been published on the very spacillc problem of k-
shortest link disjoint paths in& multlgraph

Ch. 4 was devoted to development of quantitative measures of speed and topological
emcléncy for an advanced restoration scheme. No pmvioUsly ostablished set of such metrics
exisied and so it was necessary to develop and propose suitable measures. The measures
defined in Ch. 4 are, in their proposed order of importance, as follows: (1) path number efficiency
(PNE), (2) vestoration time measures (tx, tes, tpav. tp1), (3) shortest path probability (SPP) and (4)
path lengih efficiency (PLE). Ch.4 explains the use of these metrics in either operational or
Intrinsic assessment contexts. Each of the topological parformance measures is computed with
respact to an ideal restoration pattern and Ch.4 also dealt with how to obtain such reference
soiutions. The issue of k-shortest paths varsus k paths of minimum total length as the target for
ideal restoration was dealt with arguing that the former is the appropriate ideal enginesring target
for a fast restoration system largely because the latier formulation is NP-complete. To obtain the
ideal restoration plans a centralized algorithm for k-shortest iink disjoint paths, MetaDijkstra, was
introduced and explained and this algorithm was used as the theoretical referenice for subsequent
measures of topological efficiency in this study.

Ch. § introduced the Signatures and the concept of indirect massively perallel interaction
amongst DCS machines via quasi-static signatures embedded on every transport entity of the
network. It was explained how this paradigm for intaraction Is significantly different from the
ubiquitous interprocesscr messaging notions which dominate today's distributed algorithm
concepts. It was shown how the paradigm of indirect massively parallel collective interaction
through isolated processing amidst a sea of signatures is ideally suited to the restoration problem
and takes advantage of some properties unique to the problem of distributed control of the
transport network. Amongst the advantages of this approach is the powerful result that the
Seifhealing protecol effectively executes in an active memory space that is continually updatad
from outside the node in a manner that implicitly reflects the properties of the host network, even
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though no direct knowledge of that network is stored in the node. Because the :So"hoallno
protocol is cast as a an event-drivan FSM for the processing of signature events, this chapter Is
also devoted to introducing the attributes of a Se:nealing qlonniure and doﬂnlna‘tho_loglca'l
structure and properties of th set of DCS port registers which coinprlae the active memory space
within which Seifhealing executas and through which i indiractly Intaracts with the world outside
its node. Ch.5 also reviews three related original works on the problem of signature tmnspon in
the DS-3 format and its variants to provide evidence of the practical viabllity of the idea of
signature-driven network Interactions.

Ch.6 is a companion to Ch.5 in that it gives the second half of the substance of the
Selfhaaling method which has been developed. The focus of Ch.6 was on conveying operation of
the signatura-processing protocal which effects Selfhoaling. The claim, and the most Iimportant
contribution of this work, substantiated by results in later chapters Is that when this protucol is
exacuted concurrently and asynchronously at every node of a network, responding solely to
signatura defined events, with no direct interaction with other nodes, and with no stored
knowledge of network topology, each node will derive isolated crosspoint operate decisions
which collectivaly synthesize efficient coherent restoration plans when viewed at the network
leval. The protocal that achieves this result in described in Ch.6 both in terms of the network-level
processes which it effects (simultaneous competing mesh expansions which are mediated by
rules in the Tandem node and collapse as a result of raverse linking) and in terms of specific
signature-processing rules within the isolated context of a single node. Signature diagrams are
intraduced as a tool to describe and analyze this particular type of protocol. Appendix B
accompanies Ch.6 as an integrated formal specification of the entire node-based signature
pracessing FSM.

Ch. 7 is devoted to explaining the research methods employed both to discover and optimize
the protocol which we hypothesized to exist and then to systematically characterize its speed and
topological performance in the most realistic manner possible. The basic method employed was
fuily concurrent execution of a true implementation of the protocol module within a specialized
form of multi-tasking O/S environment which emulates the paralle! virtual-time interaction between
nodes according to the defined links, spans, distances and nodes of the host study network. This
chapter was necessary to stress the important aspects of methodology employed, including self-
execution timing, virtual-time concurrent programming methods, and an interrupt-driven
exacution paradigm in which the protocol implementation cannot tell it is not inside a real DCS
machine of the defined reference architecture. These special aspecis of methodology support our
assertion that the method employed essentially constitutes as a serlies of expariments on a
prototype implementation as opposed to the often far less realistic connotation of results obtained
by simulation of the intended process.
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Ch.'s 8 through 12 are all devoted to reporting results experimentally obtainad with the
protocol . implemantation. with varying . parameters . and varying. network. models and to
Interpretation and understanding of those.results. The most important single result.in the four
networks treated under a range of conditions in Ch.'8 through 12 is that 100% path number
efficiency was always observed. Ch.8 was devoted to an exhaustive consideration of every
spancut in Smalinet obtained under assumed standard parameter values. By analysis of cases
where overlength paths resulted (PLE < 100%), the temporary index blocking phenomenon of
Selfhealing dynamics was discoverad. On the hypothesis that TIB effects were responsible for the
overlength path instances in Smallnat, a prediction was made that recucing the repeat limit would
restore PLE=100% and this was verified. By intraducing the restoration trajectory plot to display
and interpret the dynamics of a Selfhealing event several insights into the properties of Selfhealing
were obtained, including an abllity to make a characteristic comparisons to other classes of
restoration schemes. Results from a specific closely instrumented Selfhealing trace experiment
were presented to help illustrate and consolidate the concepts of simultaneous parallel index
mesh expansion and mesh callapse and the dynamic transient nature of a Selfhealing everit.

Ch.9 went on to explere a larger portfolio of networks in which to verify and characterize
Selfhealing. These were the Belicore, US and Metro study networks. In the Bellcore network we
discovered the patli spreading effect which can occur when signature transfer iimes are relatively
small compared to nodal praocessing times. Path spreading is related to TIB in its effect but is
attributable to processor induced differential mesh expansion rather than link index blocking
induced distortions in mesh expansion. inthe Bellcore net we explored the effects of both RL and
§/P ratio and by first reducing the RL to the network TRL value and then re-biasing the S/P ratio
we found that 100% PLE was possible (as well as 100% PNE). All restoration events in all study
networks were complete in under 1 second.

Ch.10 reported a substudy dedicated to the parametric effects of repeat limit (RL). In this we
discovered the impertant role of RL in determining lifetime of remnant index meshes, beyond the
obvious role of RL as a geographic limiter. The concept and importance of the threshold repeat
limit (TRL) was introduced and cbserved performance above and below the TRL was explained. A
recommended policy for determining RL was given for real network operations based on first
determination the maximum TRL of any span in a centralized approximate network model.
Results show that operation suitably above the TRL of a network does not steeply degrade the
speed of operation, permitting RL to be set realistically above the TRL so as to ensure 100% PNE
in the face of actual uncertainty of network topology over time. We found that the time of
restoration is quadratically dependent on RL but with a relatively small coefficient of dependency.
RL-induced topology shifting was observed and some interesting effects explained with the aid of
trajectory piots.
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Ch 11 pursuod the. quastlon of tha eﬂectlvo time. complexltv of Sollhoallna From the
Viewpoaint of the protocol inspacted simply as a collection of alqorlthmlc actlon blocks and from
the stance. of worst case dynamical sequence .of events in path synthesls. tha mathod Is
charactorlzod as O(n‘-’) where n is a uniform variation in the overall slzo of oevery span in the
network. A dlstlnctlon was made between two notions of time dependoncy on-size: uniform
growth in the depth of every span and isolated growth in the size of one span within a network.
The combined manner in which the time for restoration depends on both the intrinslc dynamlc
sequence predstermined by network topology and the sheer uniform size of the network: was
explained with the principle of a size-Invariant attractor trajactory for each spancut and the
separate effact of finite processor speods With these two factors it s posalblo (4] oxplaln how
individua! RT's may rise as Ofn2) where n Is the size of one span, while slmultaneously rising as
only O(n"-3) or less when the entire network is uniformly scaled up. This is bacause the Intrinsic
shape of an RT is determined by the intrinsic sequence of F,T,R dynamic events required for
route-establishment. This basic shape may rise worst-case as O(n?) but in principle any number
of paths can be accumulated without time penalty at each plateau within this basic underlying
attractor trajectory. The theory of an intrinsic size-independent aftractor trajectory for every
spancut of a network was verified by repeating certain experiments with P=100. The prediction
was confirmed that in the presence adequate processing speed, Selthealing has essentially no
penalty for uniform growth in network size. Related analysis lad to the ingight, however, that when
one span grows in isolation with respact to its network, that O(n?) worst-case growth can arise if
the network topology is 8o as ta force a pure cascade of increasing-length route establishments.

Ch.12 was devoted to exploring the form in which Selfhealing speed and topological
efficiency is dependent on signature transfer timas (STT) and processor spasds in an absolute
sense as well as in a relative sense. it was found that reducing STT (with P=1.0) was only
beneficial up to about S=40 kb/s. Beyond that, the restoration times could actually begin to
increase with furtier increases in S due to path-spreading longer route establishmént effects.
Regarding P, it was found that no significant gain in topalogical efficiency or spead would be
gained by increasing P in the DS-3 longhaul application but that in a SONET-based metropolitan
application it would be advisable to increase P up to about P=10.0 to re-center the relative
balance between STT and processor times and counteract path spreading effects. It was

“concluded that a Selfhealing DCS designed with effective P=10.0 would result in STT-limited
operation in either extreme of longhaul DS-3 or shorthaul SONET applications. Such STT-limited
operation is recommended as a reasonable and useful design target.
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13.2.2 Summary of Main Research Results ,

It is thought tha the following are the major original contributions established by this work:

1. the method of signatures as a new paradigm for massively parallel indirect distributed
system interaction,

2. the conception, development, and demonstration of the Selfhealing protocol through
which efficient complex restoration plans are derived in real time by the isolated database-free
asynchronous aciion of a self-gelecting subset of DCS nodes in a network using the paradigm of
(1.}

3. the development and analysis of three technologles for signature transport (and other
general purpose auxiliary signalling appiications) in the DS-3 signal format and its variants,

4. characterization of the system-level behavicur and propertias of the Seifhealing protocol
including Identification, and explanation of the following phenomenan and concepts: temporary
index blocking, path spreading, remnant index meshes, index congestion, threshold repeat limit,
size-invariant attractor trajectory, dependence on STT and P, top:ology shifting effects.

In addition it Is thought that the following aspects of the work, -although of lesser import and
technical difficulty, are nonetheless original t- '~ present effort:

1. first demonstration of a traffic-dynamic inotivation for fast span restoration in addition to
the usual economic and avallability motivations,

2. first work setting the ob]ectivb of truly real time (< CDT) restoration as the appropriate
next goal for restoration technology, _

3. origination and definition of a set of metrics suitable for the systematic comparative
quantitative study of advanced restoration technologies and for structured management or
specification of speed - topology tradeoffs (PNE, tR, PLE, SFP),

4. origination of the restoration trajectory plot and restoration space plot as widely
applicable tools for analysis and characterization of restoration methods and their interaction with
a given host network, -

5. first formal presentation and development of span restoration as a problem in the field of
routing algorithms routing and clear illustration of its significant differences from previous well-
known routing problems,

6. origination of the MetaDijkstra algorithm for centralized calculation of k-shortest link
disjoint paths in a multigraph, for use both as a reference mode! in distributed restoration systems
research and for direct use in certain network planning activities such as intended by Hasegawa
et al. in [HaKag7),

7. expianation of the use of signatures outside of the Selfhealing context as a standalone
technology for network-wide hardware path audit trace as a means to increase and/or monitor
database integrity in centralized control schemes.
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13.2.3 Publlutlom Ruumng from thou lnvmlultlom :

In the course of this work, papers resulted which were directly rolatod to Solmoallng. to
address the issue of signature transport in the DS-3 format, and In one case simply as a useful
spin-offs from the work. We will here list those papers and explain briefly how they relate to the
body of work as a whole. Othor publications by the author during the coursc of these studies but
not related to Seifhealing are listed in the vita. The central publication to date on Selfhaaling Is:

1. W.D.Grover, "The Selfhealing network: A fast distributed restoration technique for

networks using digital cross-connect machines®,Proc. IEEE Global Conf. Commun, Tokyo,
1887, vol.2, pp.1080-1085.

This paper will be revised in 1889 to include key results from this thesis and to include
complete disclosure of the protocol for submission to the IEEE Trans. Comm. in late 1963. This
step was not taken during the course of the work because of the time required to assuro ATRC
patent protection prlor to publication.

The requirement for signature transport in the DS-3 format, while not central to the theoretical
soundness of Selfhealing, was a point of considerable practical concern to the author and
resulted in the following papers. Collectively these works establish several technical alternatives
for DS-3 signature transport, removing that possible obstacle to practical deployment of
Selfhealing, and providing generally useful mechanisms for other applications requiring a new
form of DS-3 overhead channel. These papers are :

2. W.D. Grover, "A Frame-Bit Modulation Technique for Addition of Transparent Signalling

Capacity to the DS-3 Signal”, IEEE Pacific Rim Conf.on Commun., Computers and Sig.
Proc., June 1987, Victoria, B.C., pp. 318-322.

3. Grover,W.D. and W.A. Krzymien, "A Proposal to Use the Justification Bits of a DS-3
Stream for Signalling” accepted July 1989 for publication in IEEE Trans. Comm.

4. W.D. Grover, "On The Design of an M13 Multiplex to Support the Proposed DS-3 C-bit
Format®, Proceedings of Queen's Fourteenth Biennial Symposium on Communications,
Kingston, May 1988. .

A revised and extended version of paper 4. entitied "On the Design of a DS-3 Multiplex with
Signalling Channel Derived by C-bit Liberation" has been accepted for publication in /EEE Trans.
Comm.

A fifth paper arose as a spin-off related to the idea of replacing the repeat field of a
Selfhealing signature with an actual time-stamp of the real clock time at which a signature was
originated (le. clock-face absolute time information). If every DCS machine had microsecond-
regime absolute time synchronization, such time stamps could be used to measure true time-of-
flight rather than logical repeat distance in Selfhealing, as well as having several other uses in the
control and coordination of DCS-based transport network. This paper was originally presented as
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5. W.D. Grover and T.E. Moore, "Precision time transfer in transport networks using dldltal
cross-connect systams’, Proc. IEEE Global Conf. Commun, Hollywood,Florida, 1688,
pp.1544-1548.

and has baen accepted for publication in the /EEE Trans. Comm.

Three patents have also been filed by ATRC relating to the above and they are presently in
the course of examination. The central patent on Seifhealing has been examined and approved,
but not yet issued. A patent submission on DS-3 F-bit modulation has bean examined and replies
to the raviewers quastions were returnad in March 1889. A patent on DCS-based precision time-
transfer has not yet been examined.

13.3 Topics for Further Research

13.3.1 Advanced Path Length Measurement Strategies and Ropeat Limit Congiderations

Several advanced strategies pertaining to the RL field of the basic Selfhealing method were
identified in the course of the work. Cne is to replace the present integer-valuec repeat field (or
possibly add a new field to the SH signature format) with an actual time-stamp of sufficient global
precision that subsequent DCS machines can measure the actual time-of-flight of a signature
waveiront in arriving at its site. This could in principle be developed into a method for converting
the path properties of Selfhealing from shortest logical path length properties to shortest
geographic path length properties. This would require prior absolute time-synchronization of all
DCS nodes of the network as in {GrMo88a).

Another area of investigation retains an integer-valued repeat field disciple but would let the
IRV of signatures initiated by the Sender be some decreasing function of the amount of time after
first performing signature flooding so that network behavior tends to find all shortest routings first
and then is allowed to probe successfully longer reroutings only if needed.

The repeat field could ‘also remain an integer but be used with other real-valued and/or
nonlinear cost functions computed by each Tandem node to achieve path solutions with certain
properties other than siiictly shortest-path, such as perhaps a node-packing strategy or to
selectively avoid or use preferred portions of the network etc.

13.3.2 Comparison to Globally-minimal Total Path Length

It would be of some interest to quantitatively investigate the frequency with which the set of
paths derived according to the k-shortest link disjoint paths criterion actually @ fer from the set of
k paths that produces globally minimum total path length. This would involve writing a
permutation/search program to find the strictly minimum TPL path combinations in a network like
Smalinet and comparing them to the TPL of corresponding path sets from MetaDijkstra. Although
strictly perfect PLE is not a top priority in practice, it is a point of some interest for academic
thoroughness to find out how different these two measures actually are in sample networks of the
type we use. Experience and intuition from the present work and amongst the team now
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porforming the Telecom Canada study suggosts that k-ghortest paths is in practice quilte ciose to
globally minimal total path lengths. ‘
13.3.3 Further Rescarch with MetaDijkstra Algorithm -

Two ideas for the enhancement of MetaDijkstra might be pursued. Thase are the exploration
of node-packing heuristics and the use of automatic random dithering methods to Improve
MetaDijkstra's path sets when exactly equal early path chalcas arise in networks using lugical or
integer path length measuros. By node packing we maean finding k-shortest link digjoint paths
subject to also using the fewast total number of distinct nodes in the solution. In practice there
may be some real-world reasons to involve as few nodes as possible in any given event, as long
as 100% PNE is preservad. Therefore amongst paths of otherwise equal lengths (or perhaps even
if PLE suffers) it is of interest to consider finding restoration plans that use the fewest nodes. Two
approaches could be pursued: (a) systematically and artificially reduce the welghis of links
coming into & node, in proportion to the number of paths already through that node. (b) split all
actual nodos into two pseudo-nodes with a pseudo-span of infinite depth between them and

reduce the weight of links on this internal span in response to the number of paths through the
node.

13.3.4 Self-traffic Enginsering Networks

This further research area Is presently being pursued under the authors suparvision. It is
based on the principle that the Scavenging variant of Selfhealing offers an automatic form of
provisioning new trunk groups or augmenting the size of existing trunk groups in the network
whenever any two voice switches experience high blocking on the logical trunk group(s) between
them. [t is clear how given excess blocking between any two voice-level switches of the network
Scavenging could automatically find a required number of additional paths but the research
challenge lies in deriving palicies or algorithms that over long pariods of time wiill ensure
approximate global optimality in the mapping of trunks to facility routings, even though avary
individual scavenging event was in itself an isolated expedient shortest path routing at the time it
was made. Other research questions pertain to a near-optimal strategy for deallocation of facility
resources when group utilizations drop, as well as automatic allocation when they rise. The
ultimate goal is a network which continually and near-optimally adjusts the mapping and sizing of
logical trunk groups of the network into the actual facility resources present thereby automating a
planning cycle that takes about two years today. Automatic adaptation of trunk groups sizes to
focused overioads, travelling busy hours and massively mis-engineered loadings such as occur
onh Mother's Day or due to radio call-in shows would be a highly useful addition to today's
neiworks including those aiready using dynamic call routing within fixed trunking architectures.
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13.3.8 Node Recovery via Interactive Scavenging

Usually i is the outskie plant transmission facilities that exparience failures since they are
much mora exposed to hazard. Far rarer Lut even more serious than a spancut Is the actual loss
of a node of the network. Although serious spancuts are occurring neary every month, somawhat
ironically from the viewpoint of the timing of this work, the loss of a node has recently received
enormous attention bacause of the spectacular recent Hinsdale telephone C.0. fire [2arps9).
Although nothing short of physical ropair can restore the actual source/sink traffic to the
destroyed node it does seem that Salfhealing technalogy cou!d be adapted to relatively quickly
reastablish a maximum amount of continuity to the transport network as a imeans of restoration of
the facilities that physically transited the destroyed riode.

The principal idea of this approach to restore the transport network between remaining
nodes by a series of successive Scavenging events between all pairs of nodes that were adjacent
to the failed noade. This would achieve a "knitting’ of restoration routas bypassing the failed nodas
as a resuit of a semi-automated series of Scavenging events interactively concjucted under the
quidance of a central contrcd site. While not a fully real-time reaction, it would still be much faster

‘than the time required to find new routings for transiting facilities in the Hinsdale disaster. The
basic interactive sequence of events with the control centre is envisaged as:
Repeat

1. nominate two nodes x,y who are neighbours of the failed ncdes and previously had one or

more TE's transiting the failed node.

2. command a Scavenging evant between them x,y for a number of paths equal to all or an

allowed portion of the capacity lost between x.y.

3. receive reports from cooperating DCSs self-determined to be involved by the x.y

Scavenging action with the crosspoints they waould operate if requested to realize the

potential paths found.

4. Command implementation of all or a selected subset of the paths voluntee_réd by the

network in the x,y Scavenge.

5. pick next tv/o surviving neighbours to be reconnected in whole or part
Until all required combinations Scavenged

Assuming the total redundancy remaining in facility routes in the vicinity may not permit
100% equivalent bypass connectivity, it would be probably be beneficial to repeatedly pass
through the above loop rationing only a certain number or portion of TEs at each stage until no
further Scavenges can find additional paths for any x,y pair.

-~ END —-
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FOGTNOTES

chlmor [

1

5

Why doas the network drop all connections when a facility falls for over 2 seconds? The
practice traces back to the introduction of carriar transmission systems, when it was found
that when a carrier system failad, the call state signalling bits of the individual trunks (eg, off-
hook, ringing, answerback, atc.) could chatter spuriously or go through state sequences that
swamped the switching machine central contral, selzing resources of the switch which are
provisionad on a traffic-engineared basis; l.e., signaliing units, dial-tone senders, digit
registers, power-feed units, call detall records, transiation ragisters and so on. This could
soriously thraaten the switchas' operational capabllity altogether. For these rensons, the
carrier group alarm (CGA) and associated cail-dropping criteria were adopted. In most
administrations the CDT has been increased to (25 * 0.5) seconds, by CCITT
recommendation, from an eariier value of about 300 msec.

This sub-study was carried out in collaboration with M. MacGregor who adapted the LANSF
discrete-event simulation system to conduct the intended experiments.

Richards [Rich88] has proposed one approach to restoration which does not involve DCS
machines at all. He advocates the modified use of 1:1 protection switching subsystems in
existing transmission terminal equipment by placing 700% redundant physically separate
fiber cables on evary route of the network. This approach has extrema simplicity but is highly
inefficient, inflexible and expensive. In a polygrid of single-cable routes, each having a smali
fraction of spare circuits and each warranted in it own right for service, every route can enjov
full restoration if needed via multiple reroutings over the spare portion of ather intact routes.
Far less than 100% redundancy can suffice and no new routes need be established.

Coordination amongst multiple administrations is particuiay a problem in North America.
Unlike British Telecom which operates & single network with one operating company, North
American DS-3 networks were bullt in many stages by many separate companles, over a
period about 15 years. Telecom Canada particularly faces the problem of muiti-administration
cocrdination wits its 10 independent operating companles and no unitied database of
sufiicient accur:¢ i0 permit automatic centralized control of DCS machines. The creation of
a single cantra:i>ad database dascribing the whole network, and maintaining it In real time is a
very difficult co-ordination problem. Selfhealing is, by its nature, free from this requirement: its
database is the network :n which it is embedded.

The radio isotope analogy for signatures in their role as a DS-3 path audit trace was first put
forward by Dr. W. Krzyinien.

chapter 2...

1

> ]

The DCS switching core is generally not directly compatible in an eiectronic sense with DSX-3
inputs because the latter are bipolar B3ZS encodec and not frequency synchronous to the
switching core. If the internal switching matrix uses synchronous time-gwitching techniques
to achieve a large non-blocking core with physicaily reduced space reguirements, then
another function of the port interface is to perform pulse-stuffing justification of
plesiochronous DS-3 inputs, adapting them to the synchronous time base of the DCS core.

This meaning of the term circuit is different from the popular understanding in telephony work.
In telephony a circult implies the end-to-end telaphone connection established by the call
routing ard establishmeni process. Circuit here pertains only tc the carrier transmission
system between switching sactions, not a telephona circuit. A path is the entity that goes
end-to-end across the transport network in this context.
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3 in reality other states exist in addition to working and spare : out-of-service for maintenance

tonting, protection lockout, extra traffic, unequipped FOTS tributary interface states etc. but
these are all equivalent to not existing from the viewpoint of the restoration problem. Spare
circuits exist olther because they are deliberately set aside to create redundancy for
restoration of working circults, or due to the redundancy resulting from normal optimal
provisioning interval considerations. The latter effect is particularly true in fibar networks,
whaere the economic provisioning module is quite a large capacity increment; I.e., optimal
planning typically dictates installation of a 138 Mb/s (3 DS-3's on one fibar) or aven a 685
Mby/s (12 DS-3s on one fibar) system if only 1/4 of that total capacity is requirad at the time of
installation. At any one time, a modem fiber network can therefore have up to 100%
aggregate radundancy.

Note that this is different from the alternative definition of redundancy: (Sspare/ (Sspare +
Zwaorking ).

Telocom Canada is a collaboraiive organization In which ten of Canada's major
telocommunications companies cooperate to provide a voice, data and image network
spanning six times zones (7000 km coast to coast). While Telecom Canada allows the
present repart to use genoral statistical properties of their network, they consider the network
maps from which these data were extracted to be sensitive information which they do not
wish to be reproduced.

This thesis primarily treats the single fallure case but extension to multiple simultaneous faults
Is fairly straightforward by application of multi-tasking software methods. (ie. each node can
hzve several independent SH tasks.) Chapter's 6§ end 6 elaborate to some extent on the
extension to muitiple faults and, although not included here, the Selfhealing network emulator
was successfully modified in August 1989 at ATRC for dual simultaneous faults. This was
necessary to conduct part of the 1989 ATRC/Teiecom Canada research contract on
Selihealing networks.

chapter 3...

1

This observation holds for most real-world routing problems that can be thought of such as
aircraft, shipping, mall, data packets, call attempts and routing through administrative or
managerial flowcharts. By comparison, rastoration is more like a problem of routing multiple
continuous fluid flows through a 3 dimensiona! network of pipelines.

An extensive electronic search was designed to find relevant works in the literature of network
graph and routing algorithms. The search included an on-line scan of INSPEC with the wide
keywords: (shortest paths, k-shortest paths, distributed routing, multiple shortest paths,
restoration, etc.) This resulted in examination of over 200 summaries and recovery in full of
about 100 papers covering the relevant efforts in algorithms for graph problems. ~

Topkis's algorithm was studied at some length in this work, including an exploratory
implementation to attempt to adapt Topkis's method for a k-shortest link disjoint paths
reference algorithm. The basic idea was to try and see what would be required for Topkis
paths to in fact remain link disjoint throughout their routing when launched in a link disjoint
manner. This was ultimately not successful, but created the germs of the separate
MetaDijkstra approach that eventually was successful.
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4 Selfhealing, which works in a distributed computational mods!, can also be considared 10 be

a parallel algorithm, without any loss of genarality.  Synchronizing the processors has no
detrimantal effact and one can disallow communication between processors (which represent
nodes) that do not have a corresponding span betwaan them in the natwork graph. - Similarly,
bacause Selfhaaling is capable of daealing with multigraphs it is a trivial reduction for
Seifhealing to work on simple graph problems (although the reverse adaptation of algorithms
for simple graphs is generally more difficult). This means that Selfhealing may also constitute
a firat algorithm for k-shortest link-digjoint paths on paraliel (MIMD) computers. The parallel
all-pairs shortest usual path algorithms that are reported in [QUDES4) all have nead of n® or
more processors. Selfhealing could solve the same problem with only n processors but
would require n(n/2-1) simulated Selfhealing events for all-pair problems. This may be a
g'anlfut::ar combination of characteristics not yet reported In a parallel shortest paths
gorithm.

chaptor 4...

1

4

[HoSa78) and [AHU78] both devote significant attention to explaining the concept of "greedy
algorithms" and the desirabllity in practice of probiem formulations which allow a greedy
solution as opposed to a combinatorial solution. .

This is the usual approach to demonstrating NP-completeness In practice: le. to decompose
or map the actual problem suspected of being so into a form where its solution is expressible
in terms <ii one of the relatively few basic problems which have already bsen proven NP-
complete from first principles. NP-completeness does not mean that correct solutions for the
problem cannot be found. It means only that any possible algorithm for the problem
inherently grows in compttational time requirements faster than any polynomial-time function
of problem size.

In fact, when the author has demonstrated Selfhealing to an audience using the graphical
display of the network emulator, before explaining the problem in its technical depth, it is
sometimes judged immediately upon seeing the emulator conduct Selfhealing that such
routing is a simple problem. People watching the emulator find it hard to divorce themselves
from the global network view seen on the computer screen and remember that no node in the
Seifhealing network has any such knowledge of the network it is in and once the resulting
path routings are visible they sometimes seem irresistibly obvious in hindsight.

The approach used in MetaDijkstra avoids some serious limitations explained by the authors
of the algorithm outlined in [HaKa87) and only one other related algorithm was found in the
literature. The latter és a more complicated algorithm by Suurballe {Suur74] for finding node-
disjoint paths in O(n") time in simp[ze graphs. By Somparlson, MetaDijkstra finds link-disjoint
paths in a multi-graph and has O(n“(k+1)) = O(n“k) tima complexity where n Is the number
of nodes in the network and & = min [W(u.v), |[Pdu!]). ((k+1) because it takes one extra
iteration after finding k paths to realize there are no more)

chapter §...

1

(on game design analogy) The analogy of distributed system design to the design of isolated-
player games for their by-product provides a non-traditional approach to the formulation of
distributed system problems and goes in hand with the indirect interaction paradigm of
signatures. The game design analogy asks: 'Can a game be formulated which has a system-
level by-product which is the desired large scale behaviour?' If the problem of designing the
game to have the desired by-product can be solved, a protocol (the game rules) is more likely
to be found which has no need of global information bacause the apparent goal of the nodes
is not cast in terms which involve any other nodes. In Selfhealing for instance, the nodal rules
for signature processing, taken by themselves give no hint or flavour of path finding. They
appear to be arbitrary rules for the manipulation of signatures. The intended result happens
as a by-product of the simultaneous distributed application of these rules.

245



Many real games do have such a self-organizing side-effect on the objects of the gama. In
'Scrabble’ for instance the by-product of the game Is the creation of a crossword puizzle
although this is not tho direct goal of any playsr. Similarly, most card games have a self-
organizing side-effact on the deck of cards. (This is why shuffling is requirad.) Other games
can similarly be found or invented that involve a aet of oparations on some domain or medium
and havoe a seif-organizing (or entropy reducing) side-effect on the madium in which the game
is playad. The notion of a game that has a seif-organizing effect on the medium within which
i is played is much more the linaage of Selfhealing than is the usual line of distributed
algorithm davelopment.

(role of source-target flolds) With pure-code and F8M methads it is relatively easy to manage
ono ingtance of the Salfhealing protocal at a node so that it ie re-entrably utilized to
concurrantly process signature events partaining to different problems. By separately
identifying all signatures by the fault to which they pertain, (current-class) we keep the ability
to deal simultaneously with muitiple faults, and evan to perform different roles In each fault.

(on the status of spares used by Selfhealing) When Selfhealing converts a spare poit into a
working port in the cause of restoration, Figherdevel non-real time software applications are
assumed to deal afterwards with the distinction batween a spare prassed into gervice and a
normally engineered working circult. This extends to the whole process of reversion after
physical fault repair. That is a non-real time problem which we leave (for prasent purposes) to
conventional centralized control means. It is feasible in principle however to implement
automatic reversion after fault repair in Selfhealing.

chapter 7...

1

Tha operating system real time clock interrupt in the SUN 3/60 gives a resolution of only 20
msec. This was not accurate enough to study Selfhealing without resorting to repeated runs
of every cut to obtain further precision through sample averaging. The total time for such
averaging runs would however have been prohibitive on the large networks we wanted to
study on the SUN-based network emulator.

chapter 8...

1

This approach could be of interest as a background process through which a Selfhealing
natwork could continually determine its own optimal span-specific repeat limits. Whereas
Selfhealing effectively conducts a simultaneously multi-path search, some other recent
proposals only work by virtue of the simplifying principie cf converting an n-path parallel
problem into n time-consecutive single-path individual search problems [YaHa88).

from chapter 9...

1

In the present results the metro network is topologically as it appeared in [Grov87b] but the
US network has been changed by the addition of two extra spans to more closely match the
connactivity in the Eastern seaboard area implied in Kessiar's 1986 map with respest to his
1984 map. In addition spare circuit quantities in the US network have been re-randomized to
be less regular and modular than they wera in the [Grova7h].

Random x value offsets are applied in plots of the type in Fig. 8.7. For example all of the
points logically associated with an integer path length of 2 will actually be plotted at a random
x value between 1.8 and 2.2. This is done to counteract the loss of information in the intended
scatterplot when hundreds of points fall exactly cn top of each other. Ordinate values are
plotted exactly.
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1

2

The expectation of-an approximately square-law rise in restoration time with AL Is based on
the principle that RL. spacifies, in its geographical sanse, the radius of a region within which
rebroadcasts can occur. Each index emitted into the natwork will attempt to consume a total
volume of space-time resource (links x STT) which is approximately given by:

RL
F(C,RL)= % (c-1)d
3=l

whera C = the average number of spans connected to each node.  With typleal network
connactivities betwean 3 and 4, a modost repeat count of 6 allows this finite geometric series
to reach a values betwean 363 and 1384. Although the function F(C,RL) is far stronger than
any polynomial, the rise of restoration times with RL still follows a squarelaw characteristic
bacause F(C,RL) rapidly saturates the networks area within the spatial limit sat by RL. With
more or less uniform networks, the assured saturation of all spans by the strangth of the
above floading offect, implies that total time may be oxpacted to rise as the area function
because as radius increases the number of signature rebroadcasting nodes that are within
range to re-affact the central area of the fault grows as the area of the involved region.

These experimants were conducted with the PC stepped emulator using the index trace mode
and an override to force node 0 to act ag Sender for the (3-0) spancut and seek only one path.
Although the real hehavior of Seifhealing is asynchronous, the artificial stepped synchronism
i3 not grossly unrealistic for networks with equal length spans and it serves well for inspaction
of effects such as this.

chapter 11...

1

Garey and Johnson give an excellent treatment and quantitative illustration of this principle in
the first chapter of [GaJo79).

This O(n?) functional requirement in the protocol was in fact a major motivator behind the
intreduction of an implementation based on linked-list representations of the ports in each
span organized by their signature state. This has the effect of greatly reducing the lengths of
the searchas required in each iteration of the unavoidably O(n2} function. The search lengths
required are reduced fram a search of the entire node to as little O(1) accesses to single data
items. :

in the span-specific scaling method a previous spancut on the base network (ie. Smallnetx1)
was used to determine evactly which spans would be involved in the solution for a given
spancut. Then the lesser of the two end-node spare capacities was taken as the-number of
working circuits for the span which would be required to force maximum path finding stress
(topology-limited results). Only one spare circuit was placed on the span destined to be cut
in the experiment and only one working circuit on the other spans. Then, instead of scaling
the entire network, only the subject span to be cut and the naighbouring spans known to be
involved would be scaled by the factor xF. Thie creates a scaled-up psuedo network that is in
all respects accurate for the one intended spancut only. All thase measures were aimed at
effecting the largest possit'e scale-up subject to a hard limit on the total number of links that
the emulator could handle. At the time of writing however, this limitation has been
circumvented and all-gpancut experiments in Telscom: :“anada network medels of up 10 6,000
links have been emulated directly .
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source SP algorithm

* survey of packet network
routing algorithms

* comparative study of SP
algorithms for packet
networks

* empirical efficiencics of
common algorithms & a new
algorithm

* comparative study of a
hybrid label-sctting/
correcting algorithm

* priority queucs in SP
algorithms

* theoretical study of
distribution of elementary
paths in a network

* survey of algorithms for
packet network routing

* heuristics for improving
centralized algorithms for
packet network routing

* computational cfficicncy of
common SP algorithms on
road networks

* all pairs shortest paths
algorithm for MISD
processor using O(log,) time
& O(n”) processors
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Prablem Network Path
Reference Iipe . Twe  Tipe

[MoBh 86) s $
[Gar 88a) ] ]
[Chau 87) ] ]
[Scga 79) s s
|Gar 88b] s s
[ScTh 86] s s
|DcPa 80) s s
[QuDc 84) s s
[MaDc 82] s s
[QuYo 84] 13 s
[AbRh 82 s s
[ViSh 83] o s
[Topk 88,85) k a

e

n/a

Computational
Model

260

d

Coﬁﬁenu/

‘Emphasis

* distributed algorithms for
finding all-pairs shortest
paths in packet network
context

* distributed algorithm for all-
pairs shortest paths in packet
network context

* algorithms for distribuied
graph searching & finding
lengths of shortest. paths to
other nodes

* loop-free distributed shortest
path route finding algorithms
for packet networks

* loop-free distributed shortest
path algorithms for packet
networks

* all-pairs shertest path on
pure systolic array: O(n)
time, O(n“) processors

* parallelizaticn of well-known
s.p. algorithms for MIMD
parallel processors

* parallel graph algorithms for
MST, SP & TS problems

* parallelized Dijkstra and
Moore SP single source
algorithms :

* parallelization of MST &
single-source SP algorithms
with improved data
structures for MIMD
processors

* single source SP algorithm in
distributed asynch model
using only local information

* an algorithm for distributed
asynch nodes to acqnire
global &opology kno.: dge in
O(/E/)

* k-shortest paths with the 1st
links disjoint only
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' Problem  Neiwork Path Computational Comments/
[Pesk 86) k 5 ¢ c * k-shortest by path distances
only. loopless. no’
disjointness constraints

[Shie 76] k 5 e ¢ * three centralized algorithms
for single source k shortest
loopless paths not satisfying
any disjointness

[Wein 73) k ] e c * use of "assignment probicm”
mcthods for same non-
disjoint k-paths problem as
[Shie 76)

[Wong 76} k ] c c * an algcbra for k-shortest
path problems -

[Shie 79] k s e c * review of non-disjoint k-
shortest path methods

en ] c cngth distinet loopeess

[Yen 71] k d * k length distinet loop!
paths in a simple graph

[Lawl 76) k s d c * k node-order distinct paths
in a simplc graph

[Shie 74) k s e c * empirical computational
results with some k-shortest
path (non-disjoint

algorithms)

[Poll 61] k s e c * survey of algorithms on
(non-disjoint) k-shortest
paths

[Suta 84] 0 s ed c * k=2 (pairs) of edge-disjoint
paths, centralized algorithm

[Suur 74] k 5 nd c ¥ K node disjoint paths,
cxtension to edge-disjoint
discussed

[RoPe 84] k s nd c * heuristics to assist in finding
max. # of node-disjoint
paths with length bound

[MoMe 81] k s d d * theoretical conditions on a

graph to provide k diffcrent
paths (nat shortest) between
all node pairs

261



FRTIEE BN

~ APPENDIXB: SELFHEALING PROTOCOL SPECIFICATION

CONST nports = /*DCS size};{might be built with sweep as wall*/
nmaxspang = /*maximum number of spans this node could have*/
maxrepeats = /* repaat value above which no signature Is broadcast further*/:
maxspansize = /*largest span at this node*/
thisnoda = /*assign network wide ID of this node};
timeout = /*Sender node timeout value */
IRV = /% initial ropaat value for this node or entire network*/

TYPE nodeld = /*enumerated list of valid ncde namag plus a nul value*/;
currant-states = (Wormal, Setup-tandem, Sender, Chooser);
portiD = 1..nports, nul;
signalids = /* Delinitich according to network-wide ID scheme, plus a nul value*/

Sig-regjister = RECORD
NID, source, target :nodeid;
index :0..nports, nul;
repeat :0..maxrepeats + 1,

Status-reg = RECORD
alarm, spare, conn, SIE, SCIE, AIE, RSdel, IDdel :boolean;
SigiD  :signalids;
assoc-port :portid;
END;

interrupt = /* set of valid intarrupt vectors in this OS};

VAR RS, TS : ARRAY [1..rg)ons] OF Sig-register ;
PS: ARRAY [1..nports] OF Status-reg;
int-port, scanport: portid;
Affacted-Ports, Alarmed-Ports : SET OF portid;
alarmi-span, int-span : nodeid;
Spans : SET OF nodeld; /* nodeids are used for enuneration of logical spans at a node*/
var indices-choosen : SET of valid index numbers
SH-interrupt-vector: interrupt /*interrupt assigned for SH task invocation*/
state : current-states;

IMPLEMENTATIONS

Procedure Initialize-Span-Sets
1. Identifies logical spans at this site using principle of common RS.NID for a'l links of same span.
2. Creates a set [Spans] which includes each span found, identified by the NID of adjacent noge
common to links in that span.
3. For each span found, three subsete are formed from port numbers in the span which have
(SPARE and not ALARM) = true (ie. avallable for Selfhealing use):

[emp-set@span] = set of ports with nul TS

[send-set@span] = set of ports with an active TS

[rec-set@span] = set of ports with an active RS
4. Returns a variable alarm-span which is set to the span number of the faiied span iri a node
which is attached to the failed span, otherwise it is nul. Note aiarm-span is the nodeid of the node
on the other end of the failed span.
Notes: 1. A single port number may appear in more than one subset for the same span.
2. These sets are addressed as [ <subset> @ span#] .
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3. Elements of these sets are accessible by an oparator next (set) that advances cyclically to
another uniqua member of the st each time it is used. When all elements of the set have are
axhausted next’:) returns nii. reset(set) /s used to reinitialize the next{-) operafor whenover a
search on the whole set is desired.

Procedure move%pqﬂ. setl, sel2) ' ' '
/*Moving ports from one of the sats created above to another during signature processing is
performed by this function */
{[sot1] := [sot1] - [ronl: '
(set2] ;= [set2] + [port];}

Function availempties : boolesn
/" see il any free ports remain to be had in any span other than the present int-span*/
avail-empties : = falag; int-span ;= RS.NIS @ int-port;
FOR span:= 1 to nspans DO WHILE avall-empties: =faise;
‘rosot [emp-set@span);
F (next{emp-set@span] <> nil) AND (span <> int-span) THEN avall-empties : =true};

Fun Tést-for-lnvolved: hoolean
inval. . .. := false;
FOR every span IN [Spans] DO IF (rec-set@span < >nil) THEN involved : = True;}

Function Sending-to-span(span, index): boolean
/* returns true iff a TS already exists in given span of specified index */
testvar : = false;
reset[send-set@span)
ropoat
scanport : = next[send-set@span]
If(TS.index@scanport = index) THEN testvar :=true
until (sending or scanport = nlf)
sending-to-span : = testvar

Procedure Sender-Flood;

index-gtamp := 1

for every span in ([Spans] NOT alarm-span)) DO

Fori:= 1 to min(lostccts, |span|) DO
{ reset{emp-set@span); scanport := next [ emp-set @ span};

T8.Index @ port = index-stamp
TS.repeat @ port := IRV
TS.source @ port := thisnode
TS.target @ port := alarm-span
TS.mode @ port := 0
mave (port, emp-set @ span, send-set @ span)
index-stamp : = index-stamp + 1 }

Procedure Sel-Broadcast (int-port);
rooispan : = RS.N!D @ int-port
rootindex := RS.index @ int-port
for every span IN ([Spans] NOT rootspan)) do (
if ({|emp-set @ span| > 0) AND NOT Sending-to-span(span,rootindex) THEN
{ resot[emp-set@span];
scanpon := next [ emp-set @ span)
TS.index @ port = RS.index @ int-port
TS.repeat @ port : = RS.repeat @ int-port +1
TS.source @ port := RS.source @ int-port
TS.target @ port := RS.target @ int-port
move (port, emp-set @ span, send-set @ span)} }




Procedure Bulld-Afected-Ports-Table; ~ =~~~ '~ [
/*Scans all qcsfom,:o find any new alarms on working ports, counts them (lostccts), stores the
portnumbers of the ports these failed facilities were connecied to through the matrix and resets
the interrupt line RSdelta for ali ports it has found alarmed. NOTE: Not span spacific; will pick up
and lump all alsrmed ports, assuming cnly one span failure.}
lostects: =0; [affacted-ports] := nul; [alarmed-ports) := null;,
FOR mnfmn:-’ 1TOnpontsDO '~ ; o ' ‘ '
{ IF RS.alarm@scanport AND NOT (PS.upare@scanport) AND RS|[index].RSdeita THEN
/*New alarm on working link found®/
lostcets = lostects +1; /*add port to list* :
aﬂected-pons] := [affoctod-ports] + [PS.Assoc-port@scanport)

alarmed-ports alarmad-ports] + scanport }}

Function RetterSig(int-port: PortID):boolean;
/*Looks to seo if an incoming sig on ScanPort is the best of its kind coming in for a given
Indexcount and source-target relation. An incoming signature with a lower repaatcount or already
complementad is considered to be better.*/
var better : boolean
better := false ; ;
FOR Span := 1 TO NSpans DO { /*compare current RS on ScariPort against all other poits*/
{ reset[rec-set@Span]; Scanport := next [rec-set@spanh
WHIL éScanpon <> nil) AND (Scanport < > intport) AND (NOT Better) DO
{ IF (RS.Index@$Scanport = RS.index@intport) :
THEN IF g!s.vepoat@scangon < RS.ropeat@intport)) THEN better := true
ELSE IF (RS.repeat@ScanPort = RS.repeat@intport AND Complement(Scanport))
THEN Better: =true;}
Scanport := next [rec-set@span] }}
Bettersig: =better

Procednre Cancel-TX-Sigs-From (rootport, protport): portid; VAR NewEmptyPort:hoolean);
/*cancels all TXsigs stemming from a given 7prec:ursar RS at rootport with protection given to TS's
which lie in the span spacified by protport. These properties make it useable for normal flood
canceiiing (call with rootport = protpont) or in reverse linking, (call with rootport being reverse
linking precursor and protport having the respective complement condition s/
var skip, newemptyport :boolean;
roatspan := RS.NID@rootport; protspan := RS.NID@protport;
FOR Span:=1 TO NSpans DO
iF span <> protspan THEN
{reset [send-set@span];
repeat
scanport : = next[send-set@span);
IF (PS.assoc-port@scanport = rootport ) THEN
{ Skip := true; '
nullout(TS@scanport); -
move (scanport, send-set@span, emp-set@span);
hewemptyport : = trua;}
until (scanport <> nll) or skip }

Function Sending-To-Span (Span:integer; Portl:PortID):boolean;

/*Tests specified span to see if there is presently any TS signature of the same index family as the
RS found at Poni1. This function has the by-product of revising TS precursor association where
improvements are possible */

var sending : boolean;

testindex: =RS.index @port;

sending : = false;
reset{send-set@span];
ropaat

scanport: =next[send-set@span];
IF (RS.Index@scanport = testindex)
THEN {sending := true;
IF (TS.repeat @ scanport > RS.repeat@port1 +1) THEN
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. {TS.epeat@scanport ;= RS.repsat@port +1;
{Ps.aﬁﬁ-M@smnmn== pop:?:)‘/)e_lr't"/ :
~ until sending OR (scanpoit = nil); .
sending:to-opan :~ sending -

A) °l‘ul 14 A
tA‘. one tlrhoflnm,llatlohilnltlallzatlans"/ &

ected-Ponts] := nul; [Alarmed-ports) ;= nul; state := norma;
OR port ;= 1 Ogonsbo_” a o
{ nulout(RS n); nullowt(TS @ pont);
SIE = falag; AIE @gon = true;
SCIE @ port : = true; TS.NID @ port : = thisnode;
~ TS.mode @ port := 0; RDdel : = false; IDdel: =false} ;

REPEAT *infinite repaat loop representing interrupt-driven execution of SH task v/
Wait-Suspend @H-lnmm -vector, int-port);
/*Suspend the SH task until an interrupt occurs on the interrupt which is reserved for Selfhealing.
When awakening SH-task, supply identity of int-port, the port that caused the interrupt*/
CASE state OF
Normal: Normal-node;
Sonder : Sonder-node;
Chooger: Choosear-node;
b Tandom: Tandem-node

RS[ir;t-pon -RSdel. =false;/*clear signature interrupt*/
lEJ:llgll. false; /*Repeat infinitely*/

PARTIYV, Selfhealing FSM STATE IMPLEMENTATIONS

Procedure Normal-Node;
type events= (senderalarm, chooseralarm, repeatable-sig, nanrepeatable-sig);
{inltialize-span-sets;
IF PS.alarm @ int-poit then
IF (ord{thisnade) > ord(RS.NID @ int-port) THEN event: =senderalarm
ELSE event: =chooseralarm; }
ELSE IF (RS.repeat @ int-port < maxrepeat)
then event: =repeatable-sig
- else event: =nonrepeatable-sig;
CASE event OF
sonderalarm;
Bulld-Affected-Ports-Table; Restcets: =0;
Sender-Flood; Stant-Timer(tinyeout); state:=sendar; ;
chooseralarm:
Build-Affected-Ports-Table; Restccts: =0;
{indices-chosen] := [nul]; state:=Chooser; ;
repeatable-sig: -
sel-broadcast (int-port);
[rec-set@(RS.NID@int-port)] : = [rec-set@(RS.NID@irt-port)] + [int-port];
state:= Tandem; ;
nonrepeatable-sig:
state:= normal ;
ond ; /*CASE*/

Procedure Sender-node;
tyl:xa events = (Timer-int, Return-sig, late-Alarm);
{ IF (interrupt-source = timer) then event: =timer-int
else i (RS.target @ int-port = thisnode AND PS.spare@int-port AND NOT PS.alarm@int-port)
then event: =Return-sig
else if (PS.alarm @ int-port AND NOT PS.spare@int-port) then event : = late-Alarm
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CASE ovent OF
timer-imt:

for every s'pan in ([Spahs] NOT alarm-span)) do , '
4 {for woag gon In (send-set @ apan) if not complement(port) do
wrnesl nullout (TS @ port) move(port, send-set @ span, emp-set @ span) }
return-sig: ‘

if eomplemen;élm-pon) then {restccts: =rostects +1;
int (Affect -gons[roatccts],lnt-l’on);
forwarding of SigiD is Implicit with operation of the crosspoint*/
if (ostcets = restects) then '
{ for avery span IN ([Spans] NOT alarm-span) do
{ for every port in (send-set @ span) if not complement(port) do

late-Al { nullout (TS @ pont); move(port, send-set @ span, emp-set @ span)}}}
ato-Alarm:

if 'nt-port NOT IN [Alarm-ports] then { lostcets : = lostcets + 1;
[affoctod-pons] := [affected-ports] + [TS.assoc-port @ int-port);
alarm-ports) := [alarm-ports] + [int-port) };

end /*case*/
state: =Sender

Procedure Chooser-node;
type events= (New-Forward-Sig, SigID-Arrive, Late-Alarm, No-Sig); )
K (PS.alarm @ int-port AND NOT PS.spare@int-port) THEN event : = late-Alarm
ELSE IF ((PS.SCIE @int-port) and (RS.TARGET @ int-port = thisnode)
AND (RS.SOURCE = alarmspan )) then event: = New-Forward-Sig
ELSE |F (PS.SIE @ int-port ) then event: =SigID-Arrive
CASE event OF
New-Forward-Sig:
int-span := RS.NID @ int-port
move (int-port, emp-set @ span, rec-set @ span)
if (restccts <lostcets) then
{ IF NOT ((RS.INDEX @ int-port) IN [indices-choosen])then
{ [indices-chosen] : = [indices-chosen] + RS.INDEX @ int-port
S.TARGET @ int-port := alarm-span
TS.SOURCE @ int-port : = thisnode
TS.REPEAT @ int-port := IRV
TS.INDEX @ int-port := RS.INDEX @ int-port
move (int-port, emp-set @ span, send-set @ span)
PS.SIE @ int-port := true
PS.SCIE @ int-port : = false
restccts: =restects+1; } }; L
SigiD-Arrive: VL
find scanport in [affected-ports) such that (PS.SIGID @ scanport = PS.SIGID @ int-port);
Xpoint (pont, int-port) ; .
TS.assoc-port @ int-port : = scanport ;
LAffected-ports] := [Affected-ports] - [scanport];
S.SIE @ int-port : = false
late-Alarm: ,
IF int-port NOT IN [Alarm-ports] then { lostccts : = lostcets + 1;
affected-ports] : = [affected-ports] + [TS.assoc-port @ int-port];
alarm-ports] := [alarm-ports] + [int-port] }};
end /*case*/
state: =Chooser ;

Procedure Tandem node;

VAR involved, avail-empties, newemptyport:boolean;

involved: =false; newemptyport: =false;

/* Primary invocation of Tandem FSM Logic caused by RS signature event on int-port...*/

TandemFSM (int-port,involved,newemptyport);
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/* Secondary applications of Tandemnode FSM with psuedo int-ports to maximize application of
rabroadcast rules ilf one or more TS ports became free as a result of primary invocation above */
IF newemptyport AND involved THEN
;mlnropaat: = maxropeat ; é' find globally lowest repeat count at the node */
OR span:= 1to nspans DO -
{rosfé[m-sot@span]; scangon := next{rec-set@span};
WHILE (scanport <> nll) { IF (RS.repeat@scanport < minrepeat)
THEN minrepeat : = RS.repeat@scanport; next[rec-set@span]}/*while*/ } /*for*/
/* now prioritize access on basis of repeat flelds of existing RS’s*)m :
FOR repeat-order : = minrepaat to maxrepeat-1 DO
/* Il there are emply TS ports in any spans other the current span, then if there Is an RS in the
current
fpan t’hat has rapeat = the current repeat-order value, the rexecute Tandemlogic from the
viewpoint
of that pont...*/
resel[rec-set@span];
WHILE (avall-empties AND scanport <> nil) DO
{scanport : = next{rac-set@span];
IF (RS.repeat@scanport = repeat-order AND NOT PS.RSDEL)
THEN TandemFSM (scanport,newemptyport,involved)}/* WHILE */

IF involved THEN state : = Tandem;
ELSE {state : = Normal; (and release all data structures)}

/* END of Tandem-node Procedure */

Procedure TandemFSM(int-port, newemptyport, involved)
tygp: events =)(new-complement-slg. repeatable-sig, nonrepeatable-sig, sig-vanish, overrange-sig,
update-repeat);
int-span := RS.NID@int-port;
/* event parsing...*/
/* 1. see if int-port praviously had an RS before this interrupt */
was-empty .= falge;
if (int-port NOT IN [rec-set@int-span]) then was-empty : = true;
/* 2. seeif thlsi lnt-p?r: has a physically new signature event or we are revisting an existing RS */
new-sig := false;
if (PS.RSDEL@int-port) then new-sig : = true;
/* 3. see if the RS port is now empty */
is-empty : = false;
if (RS.source@int-port = null) then is-empty := frue;
/* 4. see if this port was previously a precursor. If so note its index */
was-precursor : =false
was-index := null
new-index := RS.index@int-port;
IF NOT was-empty then
{ WHILE span IN [Spans] NOT int-span DO
{reset[send-set@span]
Repoat
scanport: = next(send-set@span)
If (PS.Assoc-port@scanport = int-port) THEN {was-precursor :=true;
was-index := TS.index@ scanport};
Until was-precursor OR (scanport = nil)}}
/* now sort out which physical (or psuedo) signature event applies */
event: =non-repeatable-sig
IF (NOT was-empty AND is-empty) THEN event:= sig-vanish
IF (MOT is-empty AND NOT Bettersig(int-port))) THEN event: = repeatable-sig
IF (new-sig AND Complement(int-port)) THEN event:= new-complement-sig
IF (NOtT is-empty AND NOT was-empty AND (new-index = was-index)) THEN event : = update-
repea
IF (RS.repeat@int-port > = maxrepeats) THEN event= overrange-sig

/* event processing*/
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involved: =13is9; newemptyport: =falge;
CASE avant of ,
sig-vanish: D ‘
{rec-sot@int-span] : = [rec-set@int-span] - [int-port);
cancel-tx-gi sarn\t-pon. int-port, newemptyport);
test-for-involved ;
new-complement-sig: '
other-pnrt : = PS.Assoc-port@Iint-port;
other-span := RS.NID@other-por;
cancel-u:(gs(lnt-pon. other-port, newemptypon);
T8.8ource@(other-port) : = RS.Source@int-port ;
TS.Targat@((othor-pon) := RS.Targat@int-port ;
T8.Index @{other-por) := RS.Index@int-port ;
Ts.Repaat@(other-Ron) := RS.Repeat@int-port +1,
T8.Assoc-port@(other-pont) : = int-port;
%end-set other-gpan] := [send-set@other-span)] + [Other-port);
oint(int-port, other-port);
involved: =true;
ropoatable-sig:
IF (was-precursor AND (was-index < > is-index) THEN
cancel-tx-gigs(int-port,int-port, newemptyport);
IF was-empty THEN [rec-set@int-span): = [rac-set@int-span) +int-port
Sel-broadcast(int-port);
involved: =true;
update-ropeat:
for every span IN [SPANS] NOT int-span DO
{reset[send-sat@span];
ropoat
scanport: = next(send-set@span)
until (PS.Assoc-port@scanport = int-port or scanport = nil);
IF scanport <> nil THEN TS.repeat@scanport: = RS.repeat@int-port+1}
non-ropoatable-sig:
IF (was-precursor AND (was-index < > is-index) THEN
cancel-te-sigs(int-port,int-port, newemptyport);
IF was-empty THEN [rec-set@int-span]: = [rec-set@int-span] +int-port
involved: =true;
overrange-sig :
test-for-involved
end /*case*/
/* End of TandemFSM */
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AEBEND[XC.. MEASURED EXECUTION TIMES F OR C LANGUAGE

STATEMENTS (SUN 3/60)
Time

Category Execution Averaged
Name = Example Time(us)  Quer(s)
vif if (better) { } 0.711 71.08
s_ifl if (index<0) { ) 0.705 70.50
s if2 if (index < CONST) { } ) 17 T 102.80
d_if if (index = = int_link) { } 1.360 13.44
z_ass better = TRUE; 0.557. 55.72
z_ass2 index = 0; 0.437 436.98
z_ass3 index = CONST; 0.862 861.88
§_ass index = int_link; 0.973 97.30
§_ass2 n_spans = newestspan + 1; 1.356 135.60
2z pif if (tempport != NULL) { } 0.760 7.60
s_p_if if (index = = tempport->linkid) { } 1.734 173.58
z_p_ass tempport = NULL; 0.624 62.44
s_p_ass index = tempport-> linkid; 1355 13548
d_p_ass tempport = scarchport; 1.085 216.90
z_pe_ass  tempport->last = NULL; 1.170 117.02
d_pc_ass  tempport = tempport->next; 1.622 162.16
d_pcc_ass  tempport->last->next = tempport->next; 2.649 264.92
z_s if if (! RS[int_link].rsdelta) { } 2.378 23781
z_s_if2 if (RS[int_link].targetnode == NONE) { } 2.664 266.44
s s if if (TS[index].assoc_port == index) { } 3.574 25744
ds if if (RS[indcx].indexcount == RS[*portno].indexcount) { } 4.862 470.56
z_s__ass RS[index].indexcount = NONE; 3.047 304.72
7_s_ass2 TS[index].repeatcount = 1 - MAXREPEATS; 3.216 321.60
S_S_ass TS[indcx].assoc_port = int_link; 3.333... 333.34
d S_ass TS[index].repeatcount = RS[int _link].repeatcount - 1;

TS[index].indexcount = RS[int_link].indexcount;

TS[index].sourcenode = RS[int_link].sourcenode; ]

TS[index].targetnode = RS[int_link].targetnode; 4.934 493.40
z_pa_if if (fempty[i] != NULL) { } 1.193 119.28
s_pa_ass  tempport = ffullin[spannum]; 2.376 23.76
s as_if if (spannum != SPANMAP[RS][index}.nid]) { } 4071 407.12
S_as_ass spannum = SPANMAP[RS[indcx].nid]; 3.805 ..380.46
z_a_ass affected_ports[int_link] = 1.733 163.34
d_asi_ass  affected_ports[+ +int hnk] = T§[index).assoc port 5.329 53294
s_a_ass affected_portsfindex] = int_link; 2.130 213.04
s a i if (affected_port[int_link] < CONST) { } 2322 232.18
peall0 check_and_tidy(); 2.658 265.76
pealll bcltcrsng(&lnt link); 3.560 2394.76
peall3 cancel_tx_sigs_from(&int_link,&int_link,&newemptyport);........4.870 736.06
pealld Nins(&fempty, &. lempty,&tempport, &index); 6.124 61.24
pealls lidel(&fempty,&lempty,&tempport,&index,&error); 6.698 66.98
cnum_ass  cvent = repeatable_sig; 0.437 437.16
swW switch (event) { } 4050 809.96
inc i++; 0.659 65.92
ainc affected_ports[int_link]+ +; 1.953 195.34
loop for ;FALSE;) { } 0.375. 17.52
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