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ABSTRACT

Rapid urbanization, the population density and the
increase in the consumption demand are required to be
effectively managed to meet the necessity of the era. The
conception of a smart city is a participatory and
sustainable vision of urban development aimed at building
an effective city administration and maximizing the quality
of life by using information, transmission technologies so
that public needs can be met by the needs of the times. The
smart city system envisages a broad partnership between
administrations, the private sector, and citizens. It also
aims to establish a stable and harmonious relationship to
increase economic competitiveness and productivity. It
was introduced in this article that a new vision in which
technology and smart city services are planned to benefit
from of each other in a symbiotic manner. Regarding this
new paradigm, the smart city services can be exploited to
develop an execution of the same communications systems
that provide them with data. Some case studies have been

examined in this article.

Jyoti Palta



ACKNOWLEDGEMENT

I would like to express my deepest appreciation to all those
who provided me the possibility to complete my report. A
special gratitude I would like to give to my project mentor
Mr. Juned Noonari, this project could not have been
possible without his valuable contribution, encouragement
and stimulating suggestions. His approachability and co-
operation provided me great confidence throughout this
project. I am highly indebted to Mr. Shahnawaz Mir for
his guidance and helping me choose my project, His co-
operation in providing all necessary information regarding
the project and also for his support in completing the

project.

I would like to express my gratitude towards my parents
for their kind co-operation and encouragement throughout
my project which kept me motivated and helped me

complete my project.

My appreciations and thanks also go to my classmates who

willingly helped me out with their skills.

Jyoti Palta



Table of Contents

ABSTRACT ..ottt ettt ettt b s s ae b b eaenes 2
ACKNOWLEDGEMENT .....cooiiiiiiiiiiieee ettt st 3
LASE Of FRGUIES ...ttt ettt et et e et e e s bee e 8
Chapter 1: INtroduction................oooiiiiiiiiiiiiiicee e 11
1.1 5G Cellular NetWorkKs.........cc.cocooiiiiiiiiiiiiicecceee e 12
1.1.1 User Centric NetWork .......c.ccoceririiriiiiniiieieneeeeeee e 12

1.1.2 Service Provider Centric NetWOrk ......c..ccccoeviivieniiiiiiiiiiiiicicicceecceeeeeee 12

1.1.3 Network Operator CONtIiC ........oueriereriereeienieriterieeieeie ettt 12

1.2 5G Network Architecture..............cccoooviiiiiiiiiiiiiiceee e 13
1.2.1 5G REQUITEMENLS ... eeuiieiieeiieeieeiiesiie et ettt e ste et e et e sateete et eseeesneeeneeesneeeneeenes 17

1.2.2 5G DeSiZN ODJECLIVE ..veevieeiiieeiieiieciieeieeteeeieesteeveeteesaeeveeseeseeeseseesseessnessseenns 20

1.2.3 Overall ATChItECIUIE .......c.eevueiiiiiriteieciteie ettt 24

1.2.4 Network Software and Programmability ..........ccccccoeeieveiieciiinienieiie e 26

1.2.5 Impact on Mobile NetWorKs........ccceciiiiiiiieiere et 29

1.2.6 Key logical Architectural Design Paradigms..........cccccveevveeecieenveeniieeeeiie e 31

1.2.7 Logical entities and INterfaces.........ccceeverriierieriieeieeee e 34

L3 Private LTE ...t 38
1.4 CBRS (Citizen Broadband Radio Service) ............ccooccooiiiiiiiiiiiniiniieieeeeeeeee e 42
1.5 Evaluation of Wireless Technology .................ccccoociiiiiiiiiiiiicii e 44
1.5.1 1G Cellular NetWorks.....c..coeeiiririiniiiinieieceeeeece e 45

1.5.2 2G Cellular NetWorks.........coeviriiriiniiiiininiiiieiccercce et 45

1.5.3 2.5G Cellular NetWorks. .......cccevirieriiiiniiiineiteeeeeeee e 45

1.5.4 3G CellUlar NEtWOTIKS. .....ccooviiieeiiieeee ettt e e e e e e e e e eraaeees 46



1.5.5 4G Cellular NEtWOTKS.....ooeeveiiiiiieeeeieeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeaeeaneaneaeae 46

1.5.6 5G Cellular NetWorks.........cocoiririniinininiiiciceccereeeeeeee e 46

1.5.7 5G Cellular Networks Development challenges ............cccocceevienienciieiienieeee 46

1.5.8 Increased Network Capacity and Data Rates with Optimized Energy................ 46

1.5.9 Flexibility and Scalability ..........cccceoieeiiienieiere e 47
1.5.10 Single channel for UL and DL ..........cccooiiriiiiiiiieieceee e 47
1.5.11 Handling INterference. ........coocuveieeniieeiieiieiee et 48
1.5.12 Environmentally Friendly .........ccccoceeviiiiiiiiiiiieieeieecie e 48
1.5.13 High Reliability and Zero Latency.........ccceceerieriieiieneeieeeesee e 48
1.5.14 ECOnomiC IMPACES ......eovuiieeiieiiieieeiieeie et et et ereesereebeeaeeseeeseaeesseesnaeeese e 48
1.5.15 Enabling Solutions/ Techniques for 5G Cellular Networks..............ccceeernnne. 49
1.5.16 Software Defined NetWorking ..........cccocveviiecieeriienienieeie e seee e 50
1.5.17 Network Function Virtualization ...........ccccocceveniniininniininienenceeeceeeee 52
1.5.18 Device to Device (D2D) CommuniCation ...........c.eecverveecveereereesreerneeseneseneenns 53
1.5.19 Ultra DensifiCation ..........coceeceeririerinienieienieeeenieee ettt 54
1.5.20 Radio Access Technologies (RAT)......cccverueerireciieiiecieeie e 55
1.5.21 Cloud COMPULINIE ...eouveeeieeiiieieeieestieesee et eeieesteeee et e steeeeeeeesneesneeenseesneesnseenes 55
1.5.22 Green COMMUNICALION .....oviuviiiieieiieteietetet ettt ettt 56
1.5.23 Massive MMO (MMIMO) ......oooiiiiiiiiiieiiie et etee e vae e en 56
1.5.24 Internet Of thinGs ......c.coviieiieiieieciere e eee 57
Chapter 2: SIMArt CItIeS............ccooviiiiiiiieiie et rree e sr e e ree e s beessereeeraeessneeens 59
2.1 Conception Of SIMATL CILIES ....ccveecvieriierieeieerie e ete et eseeetesteeseeeseeereeseesseessseeseesseens 59
2.2 Smart City CharacteTiSTICS ... .eeurertieriieeieeie et erie ettt ceeee et e seeesteeeeesseesseeeneeeeeesneens 61

2.3 SMaArt City ATCHITECTUIES.......iivieitiieiiierieie et eere et esteeeveereesteesereesseereesraeseseeseessnans 64



2.4 Smart city current Technologies and Future challenges ............cccocceeiieiiiniieiienienn. 68

2.5 Smart City tEChNOLOZY ... .ccccviiiiiie ettt etee et tee e e e ser e e etreesbeeeereeerseessneeens 71
2.6 Smart City ChallENEES .....c..ccuviiiieiiiiiicie et re et eereeereans 76
2.7 Data Management in IOT .........cociiiiiiiiiiiiiiiceee s 77
2.8 Localization i TOT ...cc.ooiiiiiiiiiiiiiieccee et 79
Chapter 3: Internet of Things ..............cooooiiiiiiiiiiicce e e 80
3.1 Representative ATCRITECTUIE .....ccueieiieiieiieeiieie ettt e b e seeesene e 81
3.2 TAXOMOMIY ....eeutiieiitieeiieeette ettt e ettt e et e e bt e e s at e e e bt e e sabeeeaabeeeabteeaabeeesbeesabeeeaateesabeeesabeeeneeas 87
3.3 Sensors an ACTUALOTS .....c..ccveiiiiiiiiiiiiieicie et 87
3.4 Mobile phone based SENSOTS. .......cccuieiieiiieiieeie ettt ete ettt e eee e et e e eeeeeeenee 89
3.5 MediCal SEISOTS .....cuviuiiuiiiiiiiiiieiieiteeete ettt ettt ettt ettt 92
3.6 NEUIAL SEINSOTS...cueiiuiiiieieitieteet ettt ettt ettt sttt et sae et sbe e sbeeanens 93
3.7 Environmental and chemical Sensors ..........ccceoiriiviiniiiieniiicnieieeeeeeese e 93
3.8 Radio Frequency IdentifiCation ...........ccoceeiiieiiiiiiieiiecie et 94
3.9 ACTUALOTS ...ttt 96
3,10 PrOCESSING....uvvieeiiieiieeeiiieeieeesteeesereesbeestreestreesssaeassseesssaeessseeassseesssaeesssessssseensseennnns 97
3.11 Near Field CommuNiCation ...........cocovereriirienienieieieieieteeeteeet et 101
3.12 Wireless Sensor Network (WSN) based on [P for smart objects .........cccceeeerenenneen. 102
3.14 IOT Network Protocol Stack...................ocoiiiiiiiiiiiicccc 103
3.14.1 Bluetooth LOW ENEIZY ....oooiiiiiiiieie ettt 110
3.14.2 LoW POWET WIFT ..coiiiiiiiiiiiiiiiicicccccccete e 111
3143 ZIZDRE .ottt 111
3.14.4 RFID and WSN INteGration ...........ccceveeeeiierieenieniieeieenieseeeereeseeseessseesseenns 113

3.15 Low power Wide-Area-Networks (LPWAN) ..., 114

3.15.1 Narrow band IOT ..ot e e e e eeeaanee e 114



3152 SIZEOX e 115

3153 WERIZNLIESS .oovviiiiiieiieiiecie ettt ettt ettt e et saeesnbeeraeesae e 115
BL5 4 NEUL Lo 115
3.15.5 LOTAWAN ...ovviiiiiiiiiiiieciccecee et e 116
3.15.6 Lightweight application layer protocols ..........cccecceerirriieiienienieeeeeeeeeeeee 116
3.15.7 MIAAIEWATE ..ottt 116
3.16 Popular IOT Middleware ...............ccoooiiiiiiiiiiiiiieee et 117
3161 FIWATE .viiiiiiiiiiieiet ettt ettt st s 117
3.16.2 0PN TOT .ottt 118
3.16.3 Applications Of TOT ......ccooeciieiiiiiiiiie ettt 118
3.16.4 HOME AULOMALION ...ouviiiieiieiieeieeiie ettt ettt ettt eeeeseee et e eee e seeeneeeseeens 119
307 SMArt CIEES ....oc.ooooiiiiiiiiiiii e 121
3.17.1 Smart TTanSPOTT ...ccooueieiiieiiiie ettt ettt et e et esbee e stee e 121
3.17.2 SmMArt Water SYSLEIM ....ceeeuveeriieerieeeitieeeiteeesieesteeessreeesnreesseeessseeesssesssseesssneenns 123
EXample of SMATt CTHES ....ccceerieiiieiieeieee ettt ettt et eeeeseeeeneeenneas 124
Social life and Entertainment ..........c..cccoevieriiieiiiiiiieiiiieeieenescee e 124
3.19 Health and Fitness ..........coccooiiiiiiiiiiieiceceee ettt 126
3.19.1 Agriculture and Smart Environment ...........ccccoceeviieiiienienciieniieieeeeeieeieenes 126
3.20 Design Deliberation in an IOT Systems .............ccooooiiiiiiiiiiiiiiiiiiieeeeeeeen 128

CONCLUSION ..o 130



List of Figures

Figure 1.1:Evolution of Wireless Technologies..........cccccvvveriieriieniieiiieieesieeee e 444
Figure 1.2:Comparison of Wireless TeChnologies .........ccccccvvervieeciieiiiiieieecie e eree e 47
Figure 1.3: Enabling Technologies for SG........ccccvieiiiiciiiiiiieieece e 49
Figure 1.4:Types of D2D Communication SYStEIMS .........cccerruerirerieerieeiieiiereeesieeeeeneeeneens 52
Figure 1.5: Comparison of Small Cells for 5G Cellular Networks ..........ccccccveveerieriieniennenns 53
Figure 1.6: 5G ATCRItECTUIE ....cueiuiiiiieiiriieieeieeeeet ettt 58
Figure2 1: Characteristics and Tools of Smart City.........cccceveiireiiirierieiiieieereecee e 60
Figure2 2: Building Blocks of Smart City ........cccevevviiiiiieiiiieiie e 61
Figure2 3: Smart City Architecture and Infrastructure ..........cccceeeeveeeviieniieeccie e 62
Figure2 4: Smart City Architecture and Infrastructure ...........cccocveeeerieecieiierieeeee e 63
Figure2 5: Enabling Technologies and Solutions ............cccccoveeriiieiieneeieceeeeeee e 64
Figure2 6: Big SensSor Data .........cc.oecviiiiiiiiiiieieie ettt nnee s 64
Figure3 1: Architecture of IOT (A: three layers) (B: five layers)........cceevvevveveeneeeciienieennnnns 83
Figure3 2:Smart IOT Gateway fog architeCture...........cccvveivviierieeeciieciie e 85
Figure3 3:Taxonomy of Research in IOT technologies. .........ccccveeeveiiiiieriieicie e 88
Figure3 4:Embedded skin patChes..........cooouieiiiiiiiieeee e 92
Figure3 5: Brain Sensing Headband with embedded neuro sensors.............cceeveeveeriverieennns 93
Figure3 6:Smart Gateway for Pre-proCessing ........cccecverierieriiercieeieeeie e eieeseeseesneessee e 98
Figure3 7:Smart home system block diagram ................oooiiiiiiiiiiiiiiiiiiiiiii e, 118
Figure3 8:Smart parking system block diagram................ccoooiiiiiiiiiiiiiiiii e, 123

Figure3 9:Smart healthcare system block diagram ............cccceeeviiiciiienciiiinec e 126



List of Abbreviations

Quality of Service (qos)

Nordic Mobile Telephone (NMT),

Advanced Mobile Phone System (AMPS),

Total Access Communication System (TACS).
"Global Systems for Mobile communications" (GSM)
Code Division Multiple Access

Short Message Service (SMS)

General Packet Radio Services (GPRS)

Wideband CDMA (WCDMA),

Universal Mobile Telecommunications Systems (UMTS)
High Speed Uplink/Downlink Packetaccess HSUPA/HSDPA)
The Long-Term Evolution Advanced (LTE-A)
Heterogeneous Network (het nets)

Internet of things (I0T)

Device to device (D2D) communication.

Software Defined Networking(SDN)

Network Function Virtualization(NFV)

Device to Device (D2D) Communication
Ultra-densification

Radio Access Technologies (RAT)

Cloud Computing

Green Communication

Massive MIMO(mmimo)

Millimeter(mmw) Wave Communication
Communication Technology and Information
Resource Description Framework (RDF)

Wireless Sensor Networks

Body area networks (bans)

Representational State Transfer

MQ Telemetry Transport



Machine-to-machine (M2M)

Scientific and Medical (ISM)

Electrical and Electronics Engineers (IEEE)
Low-Power Wide-Area (LPWA)

Third Generation Partnership Project
Narrow band Internet of Things (NB-IOT)
Self-Organizing Networks (SON)

Personal Area Networks

The Internet Engineering Task Force

The Internet Protocol for Smart Objects
The IETF Routing over low power & Loss Networks
Routing protocol for Low Power (RPL)
Lossy Networks (llns)

Destination oriented directed acyclic graph
Constrained Application Protocol (COAP)
Message Queue Telemetry Transport

No confirmable, confirmable, reset
Message Queue Telemetry Transport: MQTT
Low Power Wide-Area-Networks

Time division multiple access

Application Programming Interface

Service Oriented Architectures



Introduction

The concept of the smart city emerged when technology was actively used in the solution of
urban problems. Therefore, the birth and development of a smart city are related to technology.
There are many definitions for smart cities. In the concept of smart city, it is seen that some
definitions come to the forefront: technology, infrastructure, information management,
connectivity, sustainability, quality of life, participatory governance, etc. In this respect, the
smart city defines itself as a high-tech city that uses new technologies to connect people,
information and the city to create sustainable, greener, competitive, innovative and a city of a
higher quality of life. The smart city idea can be viewed from two perspectives. The first is to
realize everything about governance and the economy by using the new thinking paradigms of
smart cities and second relates to the integration of smart cities with smart devices, sensors,

real-time data, information, communication technologies and all aspects of human life.

Effective use of communication technologies and information, which are significant
components of our lives, is inevitable in the management of developing and growing
metropolitan cities. With today's developing information technologies, it is likely to reach
different format and specific data from different sources. For example; satellite images and
aerial photographs can be obtained, and studies for resource analysis can be made. Map bases
produced according to the Large-scale Map and Map Information Production Regulations and
other GIS databases can be used. These data sets are data sets of independent standards that are
usually produced by institutions and related sub-units of the municipality by their needs. Thanks
to the global positioning satellite systems that are evolving, each vehicle can be tracked and
guided dynamically, thanks to the GPS integrated systems in the personal smartphone. Today,
these dynamic databases are the primary data source in the management of the transport
network in cities with traffic problems. With sensor sensors, millions of data can be gathered
from a single hand and real-time traffic, temperature, humidity, noise, etc. can be obtained and

used in applications supporting the smart city management.



Chapter 1

1.1 5G Cellular Networks

The cause of rapid evolution in cellular communication networks is triggered by continuous
increased cellular devices, increased data usage and requirement of improved quality of service
(Qo9). It is expected that 50 billion cellular devices will be to be utilizing the cellular network
services by 2020 which will result in a huge increase in data traffic. Currently, available
solutions/ technologies are not able to meet this challenge. Briefly, we can say that tremendous

increase in 3D (Device, Data, and Data rate) requires the development of 5G cellular networks.

Vision of 5G is not only about the requirements of the users. 5G cellular networks can be seen

in the following three broader views:

e 1.1.1 User Centric Network: 5G cellular networks can be regarded as user centric
network as are envisioned to provide uninterrupted connectivity and good user
experience.

e 1.1.2 Service Provider Centric Network: 5G cellular networks are supposed to
provide connectivity to the internet of applications and other things.

e 1.1.3 Network Operator Centric: 5G cellular networks are supposed to be energy

efficient, less costly and high scalable and secure.

Above three broader views of 5G cellular networks define following three major features of

future cellular networks:

e Ubiquitous Connectivity
e Zero Latency

e High-speed Gigabit connection

5G cellular networks are not simply the enhancement of 4G cellular networks, but it is
composed of new system architectures and new concepts which redesign each communication
layer. DOCOMO, Alcatel-Lucent, Huawei, GSMA Intelligence Network, Qualcomm, Nokia
Siemens, Samsung, SGPPP, Vodafone and many more are working together for the

improvement of 5G cellular networks.



1.2 5G Network Architecture

The most important reason for the development of mobile communication systems is the
continually changing needs. Due to these needs, the demands that are expected from mobile
communication are increasing. In the beginning, there were primarily systems where only voice
transmission was made. However, recently, new systems have emerged that offer high-quality
multimedia transmission and Internet connectivity. One of these systems is the 5G they
concentrate on researchers these days. In mobile communications, a rapid change from 1G to
5G technology is taking place. Also, new techniques are constantly emerging to overcome
deficiencies of existing systems or to improve existing systems. The current mobile
communication standard provides limited service to its users, and the service quality is

insufficient.

Therefore, at 5G it is thought that the communication capacity can be improved, the data rate
can be increased, the cost can be reduced, and the delay can be minimized. Also, power
consumption can be reduced, and thus energy efficiency can be increased. This work aims to
address the data speed, latency, energy and cost efficiency and spectrum efficiency that are
expected to be improved by 5G, to emphasize the importance of these issues for future
communication systems and to make a general assessment of the work done at this point. The
ever-evolving wireless communication technologies since the introduction of the
electromagnetic wave theory have made a visible breakthrough in recent years. This
breakthrough goes from 5th Generation (1G) technology, which started in the 1970s to 5th
Generation (5G) technology, which is planned to be ready for use in 2020. As more than 50
million devices are expected to be linked through cloud computing in 2020, 5G technology is
expected to be used as soon as possible. Moreover, the fact that these devices can exchange
data with each other at the desired place at any time suggests that acute improvements should
be made in the mobile data transfer speed. In this context, 5G technology will be a significant

development.

One of the problems in wireless communications technology is the electromagnetic spectrum.
Because wireless communication data volume is increasing day by day, space will not be
available in the electromagnetic spectrum. Another problem is the high data rate in the mobile
environment. For example, the development of Internet technology of objects is not possible
with low data rate. For this reason, it is necessary to reach high data rate and to provide more

efficient and quality service. In addition to these, it is necessary to make energy efficiency



studies which is one of the most significant problems of our age and to reduce the cost together

with these improvements. Therefore, ongoing work in the name of 5G is in these areas.

The ever-increasing demands of users are the reason for the rapid progress of the wireless
communication system, so the 4G, 4.5G systems now being used will leave their places step by
step to 5G. Also, service providers are continually working to provide better quality service to
their users. They are therefore helping the progress of the 5G process. Thus, the demands
expected from 5G technology have emerged. Efforts are underway to overcome the difficulties

that will arise in this direction.

Even though industry-oriented studies are not at a sufficient level, the academic field METIS
and SGNOW projects continue to work to create the required standards. The architectural
structure and functional requirements of 5G technology have not yet been determined. Some of
the projects launched for this purpose are METIS, SGNOW, COMBO, MOTO. If the focus is
on 5G which is planned to be completed around 2020, the primary materials given in Figure 1

will emerge as a counterpoint. These are explained below.
Data Rate

The most critical expectation in wireless communication is that the data rate is sufficient to
satisfy the requests of the users insufficient level. So one of the priority issues that 5G
technology needs to deal with, provide solutions and support is data speed. Indeed, It is
emphasized that 5G technology can achieve high speeds at the gigabit level in the second and
must support a wide range of data rates that can be realized. Relevantly high data rates on this
topic are among the demands that wireless system designers are continually meeting, and these
demands are increasing day by day. It is stated that in 5G, which is planned to be completed

around 2020, work is started to realize these demands.

Why should we make an excellent improvement in data rate? Using increasing technological
possibilities, users expect higher quality service, and besides, it is necessary to create a wide
range of devices which will enable a large number of devices to communicate with each other
in the following years. When each of these requirements is assessed for itself, the importance
of data speed will be better understood. If a simple example of mobile data speed is given, the
4G system is weak for a high-speed train at speeds of 350 to 500 km / h , although
communication speeds for a train at this speed are possible with 4G networks when the average
speeds of the currently used rapid trains are considered to be 250 km / h. For high-motion users,

in this case, 5G could be considered to form a common system with heterogeneous networks .



Indeed, it is reported that the proposed "mobile femtocell (femtocell)" systems contribute to the

signal quality with the use of high-motion vehicles.

As can be understood from the reasons stated above, 5G technology must definitely increase
the data rate. It is not possible that the diffusion of the Internet of Objects, which is more than
10 billion devices connected with each other, can be met with 4G, and the provision of higher
quality service is limited to 4G. Because the data rate available for 4G will not be at the desired
level. The space to be formed here needs to be filled with 5G technology. At this point, it is
stated that the data transmission speed of up to 30 times of 4G is reached as a result of studies
made by Samsung Electronics Company. In this study, it is said that the speed of 1.2 Gbps is
reached in case of a movement of 100 km / h. It is also stated that the speed of 7.5 Gbps is
reached by using 28 GHz spectrum.

It is reported that high-frequency bands are suitable for 5G and this will allow high data rates.
To summarise briefly; it is necessary to seriously improve the performance of the data because
the use of smart devices will increase continuously with the technological improvements in the
next 10-15 years. This improvement is not only caused by an increase in the use of smart
devices. In addition, users want to access higher speeds where they want and where they want
better applications in terms of user interface, with better equipment. When all these aspects are
thought together, data speed is emerging as a sine qua non for 5G. For this reason, one of the

working areas is the data rate. Therefore, researchers see data rate as a priority.
Delay

A wireless signal travels in a variety of ways that it may begin to transmit and may experience
interference such as reflection, refraction, scattering. Depending on the damping caused by
these obstacles, the signal components arrive delayed in a delayed or delayed time where they
have to be reached. This delay is a problem that needs to be addressed to meet the requirements
in the next generation wireless communication systems, even if it is not at the level that users
can notice when compared to the first generation systems. It is emphasized that 5G should
support a lesser delay, which is an essential area for various applications such as automotive,
health, security, logistics, that is, as little time loss as possible. Therefore, the implementation
of a lower delay is not enough to improve the current network system. At this point, the
introduction of 5G is considered in the circuit, and the 5G work is planned to reduce the delay

as much as possible.



The reduction of delays means that Internet-based access and applications can be realized
without interruption, as if in real time. To give an example of how the delay is such an important
issue, it is clear that especially in the future, vehicle technology will experience a tremendous
improvement. Among these developments, improving the delay in wireless and mobile
communication of the driverless car is indispensable for 5G. In support of this indispensable
condition, one of the six challenges that the currently used 4G technology does not address as
well is less delayed. Therefore, it is stated that 5G has a lower delay to be solved. The delay in
the 4G system is 15 ms, and it is requested that this delay is approximately 1 ms for 5G. Because
it is necessary to have the reaction time as fast as possible in the application fields such as
communication between people and vehicles, communication between objects (Internet of

Objects).

As much as possible, a delay of almost 1 GHz for 5 G would allow remote control of massive
industrial machines and also help to investigate yet unexplored areas such as the Arctic Zones
or parts of the ocean floor. It would be possible to implement a variety of mobile applications
that could make significant progress in a system with a delay of 1 ms, which is called "tactile
internet". Through the development of this application, the operations of the data in part related
to the sense of touch, not just the auditory part of the internet, could be realized. As the best
example, a 5G system in which delay can be performed at deficient levels may allow a doctor
to operate remotely with the definition of the necessary perception thresholds through a system

that can combine touch-based internet applications.

It has also been noted that patient latency is a crucial point for lower latency in real-time
applications such as the application of message transmission, life safety systems, nuclear
reactors, and remote drone (drone). Although another study emphasizes that the delay should
be around 1 ms for 5G, there is little work on how this will happen. When all these situations
are examined, it will be seen that a large part of the currently used technology structure needs
to be redesigned. Although the 4G system is at the top of its capacity, it can not provide
sufficient solution to the problems mentioned above. Work on the planning of 5G for new
systems with millions of connected devices is ongoing, and delay in this plan will have to be at
a level that can meet the necessary needs. 5G very low air entrances must have delayed
transmission mode. Hence, it should allow for a low latency using very short TTIs
(Transmission Time Intervals) of 5G waveform. Relevantly, a study on presented a new radio

frame format for 5G. In this study, the TTI period was met which can meet the requirements



for the delay. Therefore, it seems that the TTI period is an essential point for the delay.

Therefore, a shorter TTI time for a lower delay is expected from 5G.
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Figure: 5G Architecture Views

(https://Sg-ppp.eu/wp-content/uploads/2017/07/5G-PPP-5G-Architecture- White-Paper-2-Summer-2017 For-Public-Consultation.pdf)

1.2.1 5G Key Requirements

It is expected that 5G systems will be able to offer start-ups to many new services efficiently
and cost-effectively, thus creating an ecosystem for technical and operational innovation. Also,
5G infrastructure, automotive, energy, food and agriculture, health services and so on. For this
reason, we will offer custom networking solutions to support vertical markets. Also, service

delivery to all relevant stakeholders will need to be accelerated.

To simplify the required provisions, new high-end architectural systems are required to support
and support different vertical industries. Unlike the development of previous generation mobile
networks, 5G not only requires advanced network analysis but also requires the complex

integration of extensive computing and field infrastructures. Service providers are expected to



demand access to the underlying network and the source of the computer infrastructure. Thus,
infrastructure providers will provide telecommunication systems to standard mobile broadband

or additional vertical operation providers via global connectivity interfaces.

This will provide access to multi-tenancy and multi-service provider as well as mobile or
converged set mobile access networks to which different network policies apply. Service
providers may propose their services through one or more telecommunication carriers. A
telecommunications operator can perform a service provider function as it is today. To serve
such a different ecosystem, telecommunications operators will have to distribute orchestrator
functions that will determine the appropriate computing and networking resources for services
targeting logical networks with different and precise business focus. These logical networks,
referred to as so-called network segments, encompass private network and computing functions

that meet the desired service provider KPIs.

When a single infrastructure provider cannot support the needs of a service provider alone, 5G
networks will protect inter-domain service groups and resource groups in multiple management
domains that provide configurable sharing systems. The implementation of these schemes also
requires operators in the network function layer (such as the creation of SDN rules) to work
together. The abovementioned progress will have to be carried out in a universal and energy
efficient manner. Also, the 5G system should be planned for the possibility of smoother
transitions in future years. High-speed service availability, new confidence models that support
new business and service delivery models in an evolving cyber threat environment. In this new
context, innovative solutions are being sought to protect the growing public awareness of user
privacy. The ecosystem mentioned above is the expected result of resolving the difficulties
resulting from numerous new uses. In the past years, various organizations were working to

define new use cases and new use cases, such as research projects around the world.
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Although there are many cases identified with usefulness, a first level grouping based on basic
accepted services is divided into three sections, the main sections. Categories: Extremely
mobile broadband (xMBB); large machine different communications (mMTC); and highly
reliable vehicle communication (uMTC). However, a separate review based on this
organization is not sufficient, as different use cases can have different characteristics (such as
mobile and data traffic patterns) and therefore different amounts for needs (e.g. delay,
reliability, user output, etc.). The wide range of services and the numerous endpoints that need

to be supported present a number of unprecedented requirements.



1.2.2 5G Design Objectives

In 5G networks, availability is the most important challenge in supporting the enormous mobile
traffic demand. The spectrum available today is already crowded. Particularly in very dense
deployments, you will need to go for higher spectrum bands. This means that 5G networks will
operate in a wide variety of features, including bandwidth and propagation conditions. For this
reason, there is a need for appropriate mechanisms in today's existing 4G systems. Another
potential resolution is also the adoption of acceptable spectrum sharing techniques. this suggests
that the new 5G design ought to enable the spectrum to be managed a lot of with efficiency by

trailing spectrum usage.

States that "in the relevant WRC-15 decision for bands above 6 GHz, the spectrum requirements
of WRC-19 should be adequately studied and timely completed. : 5G networks must provide a
highly efficient delivery and data processing tool, as an example of this feature, the realization
of network functions within the radio protocol stack, eg Extremely low load fast access for
control plane signals The new Mobile Edge Computing (MEC) framework will play an
important role in meeting the most important requirements. New paradigms and activators such
as SDN and NFV are likely to be followed and achieved in all the above capabilities. This is a
significant step in the development of new technologies and solutions for the future. However,
there is a growing need for a flexible and flexible network of networks that can be deployed in
the future. Most likely the different areas of 5G networks (edge, access, transport, core,
services) will offer different levels of flexibility. Furthermore, 5G networks will provide
solutions to support different air interface variables. This means that the air interface has
different numerology, waveform etc. SGPPP systems are used in conjunction with other user
interfaces, such as SGPPP systems. Also, LTE's Narrow Band Internet-Of-Things (NB-10T)
has already begun to meet the requirements of 5G. Moreover, 5G networks should address the
complexity of advanced communication modules and different beam-forming capabilities.
Examples are large antenna arrays, large MIMO, and multiple antenna schemes with a cluster

of millimeter wave access points.
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Therefore, depending on the usage situation and the distribution scenario, different antenna
types, e.g. it is necessary to produce multiple antenna arrangements, low/high gain
beamforming antenna model, flexible/constant beam setting pattern and analog / digital/hybrid
beams based on the usage and deployment scenarios. There are a lot of different new ways of
innovation that differentiate 5G networks from old networks (for example, using a specific user
interface with two or more different network connections running in different RATs and using
high or very high frequencies). Multicast is an important technology that fulfills 5G demands
related to data rate, latency, reliability and usability. In addition, 5G will protect new systems
such as point-to-point, network-controlled device-to-device (D2D) interactions, such as
multipoint broadcast and broadcast communications. Another new mechanism includes a pay-
as-you-go duplex scheme in which a device can act as both a "standard" end-user device
(including sensor models) and as a network connection that accesses the infrastructure. These
systems will need to be protected over a broad physical distribution range from sequential base
stations to centralized cloud-RAN deployments or scattered cloud clouds. Various backhaul,

such as linking of optical and wireless carrier network descriptions, will be confirmed taking



into account the balance between delay time and capacity. Self-repair is an extra valuable
feature where devices can act as base stations and establish wireless backhaul connections to
the appropriate transmission base stations. The 5G architecture will implement natural routes
for aggregated fixed mobile networks. Operators will have the same physical network to access
fixed and mobile users. Ethernet is predicted to be used as a standard transport platform for
group action new and existing transmission technologies.Virtual networks can then be
commanded in parallel slices on the respective physical network. A high level of network
operation and management functionality will be provided since only a portion of the overall
telecom traffic is mobile, based on SDN over similar infrastructure. Fixed mobile convergence
allows the mobile network to recycle the prevailing mounted network infrastructure. Despite
the core access network, it is also necessary to provide a consistent and seamless service
application for all end users. 5G networks also have to protect more complex mechanisms than
the old methods for tuning traffic to meet various Quality of Service (QoS) requirements from
the end-to-end. Note that 5G networks will need to identify and prioritize resources on a
common infrastructure for operational and security purposes. Care of the slicing frame should
add these QoS requirements to the account. Relevant access networks and networking are
special things with 'wired' functions. Every adjustment to ever-increasing and heterogeneous
market requirements means a significant investment in material exchange and commissioning.
A possible solution might be to virtualize a section of the communication base (eg, core / edge
segments and access points / macro cells); but other innovative solutions mentioned earlier
should also be explored as the correct use of small-cell infrastructures. It is expected that new
services, software and resources will be created by "multi-site" infrastructure "software" that is
refined and supplied dynamically and flexible. This new situation requires End to End
Resource, Infrastructure and Service Orchestration (multi-domain configuration of various
programmable infrastructure areas, possibly belonging to various clients / operators). In
addition, control and function parameters must be changed to implement integrated services for
multiple foundation owners. This allows application providers to find the topmost puzzle (OTT)

on multiple networks at the top of the Internet without any distribution guarantee to end users.
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(https://en.wikipedia.org/wiki/3G)
5G networks must provide a large number of new services through multiple specially prepared
conditions. This requires scalable new advanced autonomous network control platforms. It also
includes the collection and processing of large data volumes from the 5G network and the
development of a system for controlling network connections while supporting federation
network management. This is very necessary to guarantee QoS even when the network context
changes. To this end, research is being conducted on software configuration of 5G networks
and devices, and research is being conducted on what levels of software platforms may be
autonomous. Self-regulating abilities enable the network to become prognostically effective
and provide resources for the network to be improved, protected, structured and enhanced
accordingly. Principles will do this by setting the minimum cost for network equipment
(CAPEX) and operating cost (OPEX) while adjusting QoS to user requirements with adequate
resources. Operational cost includes resource allocation of network, management, service
distribution, performance degradation and energy efficiency. Furthermore, control platforms
perform network resilience mechanisms such as network failures, failures, or conditions such

as congestion or performance degradation. They will also recognize serious security issues,



such as illegal attacks or endangered network elements, and will communicate with autonomous
network managers to take appropriate action. The overall objective is the establishment of a
cognitive and autonomous management system that is developed through the application of
policies to adapt the various aspects of the network and the external character of the network;
The purpose of this system is to organize itself well. Many of these programs should protect

tenant environments.
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1.2.3 Overall Architecture

This section describes general concerns about 5G architecture and (i) Mobile Networks, (ii)
Physical Network and Computing Facility, (iii) Services and Infrastructure Management and
Orchestration, and (iv) Hosting and Distribution Systems. 5G networks are considered to be
practical and serviceable with reasonably flexible, highly programmable E2E connectivity and

computing infrastructure regarding time, space and content. They represent:



 Improvement in capacity, performance and spectrum penetration in radio network segments;

and

* Developing local extensibility and programmability changes across all non-radio 5G network
segments including Fronthaul and Backhaul Networks, Access Networks, Collection Networks,
Core Networks, Mobile Edge Networks, Software Networks, Software-Defined Cloud Nets,
Satellite Networks and IOT Networks.

While 5G Architecture gives new business opportunities that meet a wide variety of application

requirements
(i) cost-effective implementation of network segmentation,

(i1) 5G evidence that the end-user has passed tomorrow through the administration of both end-

users and operational duties, and

(ii1) naturally encouraging software development activities,

(iv) combine communication and computing and

(v) incorporating different technologies (including fixed and wireless technologies).

These features suggest some options for 5G networks. One is a high point of elasticity. There
is a kind of communication model that has various performance features such as people,
machines, devices and sensors. They also want flexibility about where and when they are
needed regarding talent, talent, security, flexibility and compatibility. 5G networks point to a
shift in network paradigms: from today's "enterprise networks" to "(virtual) functions." Also,
in some cases, this "virtual function network", which will cause the existing monolithic network
assets to become corrupted, will form a network unit for the next generation systems. These
tasks can be performed on an "on-the-fly" basis. In fact, a research theme today defines essential
functions or blocks while applying uniformly, and creates responses that make up network
functions. Additional gains in control areas, systems and resource controls are increasing. 5G
networks enable uniform management and control processes that are part of the dynamic design

of software architects. They can host hosting services on one or more
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(https://www.itu.int/.../Alex-Galis-5G-Architecture-Viewpoint)

1.2.4 Network Softwarization and Programmability

The proposed framework targets 5SG Network segments for all technologies that allow Radio
Networks, Fronthaul and Backhaul Networks, Collection and Core Networks, Network Clouds,
Mobile Network and technology. Mobile Extension Networks, Service / Software Networks,
Software-Defined Cloud Nets, Satellite Network, IOT Network. The directions of this proposal
are defined as separate planes. Although they are described separately, the planes are not
entirely free: the key items of each are linked to the items on the other side. However, the
aircraft is sufficient to simplify the reason for multiple system requirements. The connection
between the planes is manifested by a group of interfaces (i.e. reference points) to be used for
information exchange and control among the separate (sub) systems sharing borders.
Application and Operational Service Plan, Multi-Service Management Plan, Integrated
Network Management and Operation Plan, Infrastructure Software Development Plan, Control

Plane and Routing / Data Plane.
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The main system-breaker tasks of the software changeability and programmability framework

in the network are:

* 5G Unified Database Taxes spread to the sides of a standard core network and create a
distributed flat network. Control plane functions responsible for portability management, QoS
control, etc. direct the user traffic to which agnostic access networks. They also integrate

complex technologies (including fixed and wireless technologies).

* 5G Infrastructure Software Development Plane functions that are effective for local network
software in all 5G network sections interact and provide effective integration of computer

processes.
* 5G "(virtual) functional network" is approved as a network system in networks.
» Network architecture can be developed instead of being restored.

The framework for software development and programmability in these network conditions is
based on the following distinction at various levels: Application and Business Service Plan -

Identify and implement business processes for specific processes throughout specific value



chains. Any service in the context of 5G is part of the software that implements one or more
functions and provides one or more APIs to applications or other services of the same or
different planes so that these functions can be used and one or more results can be returned.
Services can be combined with another service or called in a serial way to create a new service.
An application in the context of 5G is part of the software that runs the services on which it is
based to perform a function. The implementation method can be parameterized, for example,
by communicating specific arguments during a conversation, but it must be a free piece of

software; An application is not implementing any interface to another application or service.

Multi-Service Management Plane: Air is used to set and control functions and interfaces in
network instances and node groups. More specifically, the installation includes NFs and
interface creation/ setup/arrangement according to physical and virtual resources. It also
includes some functions related to network operations such as error management, performance
management, and edit management. Slice Service Mapper functionality also includes the
functionality of Sources, Domain, and Service Orchestration functions, Service Information
Management functions, and Network Capabilities Discovery. It also encompasses lifecycle
management as part of individual network roles and mobile network conditions. In surviving
mobile networks, this function is often managed by the Operation Support System (OSS). The
goal is to design, manage and manage more than one private communications service network

running on top of the 5G E2E infrastructure.

Integrated Network Management and Operations Plane: Provides the creation, performance and
management of specific management functions that operate on top of the 5G E2E base; and the
collection of resources needed to control the overall operation of the individual network
devices. It also includes E2E Network segment management, FCAPS functionality, Monitoring
operations, Network Information Management, Data and transaction operations on the network,

and Multi-area management operations.

Infrastructure Software Development Plan: Preparing and achieving software and service
networks. It supports the operation of end-to-end heterogeneous networks and common cloud
platforms that include physical and logical resources and devices. It includes the software
required to create, deploy, deploy, run and maintain network hardware, network components
and network services. The software supports features such as flexibility and speed throughout
the life cycle of network equipment/ components/services to redesign network and service
architectures, optimize costs and methods, and create situations for self-regulation and

development. Also, software and service networks, application-centric network software



development, software network S / W Programmability, dynamically establishing new network
and command services (e.g. data, control, management, execution of service plane), network

capability exposure, software control networks.

Infrastructure Control Plan: Collection of functions for commanding individual or other
network devices. The Control Plane reports the network devices, network components, and
network tasks associated with the primary data units of the user/ data/routing plane. Functions,
Command of network software functions, Controller of orchestration functions, Authority of
motion control functions, Cloud control functions, Mobile edge calculation control functions

and adapters to various application functions.

The command of the (virtual) network functions is related to 5G and is distributed from the
command area and the application area, especially to the network area. This control plane

initially communicates with the steering plane and at a lower level with the steering plane.
Orientation Plane: We collect resources in all network tools that guide traffic.
1.2.5 Impact on Mobile Networks

The development of the mobile network architecture has been inspired by the elements needed
to provide communication services for some applications. Network slicing is also an essential
part of the general 5G architecture that marks the use of multiple logical networks as
independent business processes on the overall physical infrastructure. One goal is to provide
network segments that flexibly support a wide variety of usage scenarios that the 2020 time
frame will demand. For this purpose, the 5G slot can be composed of 5G network functions
(NF) and particular radio access technology (RAT) settings combined together for specific use
conditions and / or transaction model NGMN was initially developed by 5G core network (CN)
and RAN directives (E2E) network slice "to take the concept of general system configuration
as it is intended to be used, in which network segments must be matched to various conditions
(including radio spectrum, infrastructure and transport network), such as sharing resources and
using them efficiently E2E network correction support is seen as one of the basic requirements
of 3GPP, although these schemes are not valid at this time, the network must be able to access
both the network and the access network as well as user devices ( UE) to address RAN
configuration It is assumed that a new 5G mobile network architecture will provide expected
service differentiation, flexible deployments and network segmentation support to mark 5G
requirements. Mobile access and core networking functions have a general understanding that

basic technology choices for flexibility have general information about the adaptation of



multifunctional and contextually informed network functions, regulation and management of
mobile network functions, software-defined mobile network control and shared optimization.
The 5G mobile network architecture will include both edge and base cloud deployments, as
well as both physical and virtual network functionality. What's more, it is clear that the 5G
mobile network needs to combine the LTE-A evolution with the new 5G technologies at the
RAN level; here, the integration at the RAN level will move towards interoperability between
access technologies; NGMN's vision of "5G RAT family". Nowadays, 3GPP will have a logical
CN / RAN partition for Next Generation Architecture and has been approved for independent
development of both RAN and CN, and has been approved in some distributions where the

functions coexist in cross-layer optimizations.
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Figure: Possible function splits in the RAN.

(https://www.ericsson.com/en/ericsson-technology-review/archive/2016/4g5g-ran-architecture-how-a-split-can-make-the-difference)

As shown, this setup can manage the S1 * CN / RAN interface and the X2 * node-node RAN
interface while it is running. There is also a continuing review that points to a high level of
architectural tunings, such as adjustable assignment and synthesis of theories, RAN and CN
functions. Concentrating on future research, producing all the options and matching them

regarding adaptability, complexity and cost to meet the requirements of future usage conditions.



The architecture in the figures illustrates mobile network functionality and control and
regulatory functionality. It is also tied to ETSI-NFV principles and entities that have been
expanded by adding the E2E Service Management and Editing module as well as the
programmable controller to configure and manipulate virtualized and Physical Network

Functions flexibly.

The division of the control and user plane introduced via the software-defined network (SDN)
will also affect the 5G mobile network, which can split functionality and correspondingly
implement the respective interfaces. The mobile network will play an essential role in 5G to
meet the flexible and dynamic needs of radio access and core networks as well as incoming
mobile networks. Unique packet-based network is required to provide the necessary flexibility.
Three basic models of interfaces are presented: packaged CPRI, next-generation FronThaul
interface (new functional partition in RAN) and backhaul. The traffic class theories will be
introduced to address these interfaces. Furthermore, SDN theories and systems and network
functionalization virtualization (NFV) to efficiently maintain the network segmentation with
the transport network ends with the abstraction of the packet-based data path by separating the
command and data. The combined data and control plane interconnects shared 5G radio access
and core network functionality in the intranet cloud infrastructure. The 5G transport network

will consist of a combined optical and wireless network infrastructure.
1.2.6 Logical and Functional architecture

At 5G, there is a broad consensus that networking functions will be of a different quality than
those of the previous generation of cellular interfaces and that it will serve a variety of design
paradigms. The concept of "network functions" in 5G is not only related to the connection, but
also to computing and storage in all 5G network segments. More specifically, the network
functions will provide standard connection-related services such as filtering and routing, packet
inspection, and current processing for signal processing objects. Also, 5G networks will also
provide complex functionality to web servers or database functionality. At the edge of the
network, it includes stateless and stateful functions. The individual custom class of network in
5G will be "Virtual Network Functions (VNFs)". These are determined by one or more virtual
machines operating with various software and methods on industry standard high-volume
computing programs, switches and storage units, or cloud computing infrastructure. These can
traditionally perform network functions through special hardware devices and middleboxes.
VNFs will play an important role, especially in the form of CN functions. The network

functions in 5G will be created to meet a wide range of service requirements, and the service



will be specifically matched to the physical architecture. Support for a wide variety of services
may be allowed, for example, by having certain network functions dedicated to different
services and / or by designing networkable functions that can be parameterized to suit different
services. In this sense, it may be advantageous to identify sets of basic / basic "reusable Function
Blocks" (RFBs) as building blocks used to create high-level functions. RFB is accepted here as
a generalization of the idea of VNF. Some RFBs can be created to promote a wide range of
services, while others can be applied to specific services. Commonly, it is assumed that network
functions will also be matched depending on the physical structure, usage, service specific
requirements and physical characteristics of actual deployments. Moreover, only the instance
will be created for each logical network running on the same infrastructure. The coexistence of
different use cases and services implies the necessity of using modified VNF allocations in the
same network. Network functions in 5G are more robust than physical systems in comparison
to older systems. In general, mobile network functions are grouped into network objects through
the specification of the intermediate interconnects for which each element is responsible for a
predefined set of functions. For this reason, the degree of freedom to assign network
functionality to physical network entities is rather limited. For example, 3GPP Evolved Packet
Core (EPC) elements may be configured with base stations in the 3GPP Evolved Packet System
(EPS), but only a portion of a gateway or Mobility Management Unit (MME) functionality
within a physical base station may be added in 3GPP interfaces it needs to be changed.
Furthermore, the common RANSs that the Basic Tape Units (BBUs) and radio units share

include several limitations, including:

1) improved CAPEX and OPEX due to the frequently used fewer sources;
i1) limited scalability and flexibility;

iii) lack of modularity and limited density;

v) improved management costs; and

v) Insufficient energy management due to lack of resource sharing. Recently, Cloud Radio
Access Networks (C-RANs) have been proposed to mark these limitations. In the C-RAN, the
assigned access points, called remote radio heads (RRH), are associated with the Central Unit
(CU) through the BBU pool through high bandwidth transport links known as fronthaul (FH).
However, since such distributions now use centralized, non-virtualized baseband processing,
this is related to relocating functionality; it does not take advantage of all the features of cloud

computing, unification of earnings. Despite these achievements, it is worth remembering that



simplicity is a keyword in 4G design when a simple architecture is suggested for the flexibility

that the central architect has in 3G.

Hence, stability of flexibility and complexity requires the account to participate. In 5G systems,
network functions will be created for maximum flexibility or dynamically assigning functions

to physical entities as the following rules of thumb approve:

Avoiding the form of network functions that are to be run with network functions and tight
timing relationships between protocol stack layers and radio systems asynchronously with radio

in modern systems, or otherwise with convenient scheduling constraints.

* The forms of network functions may be compatible with the physical architecture on which
they are being processed (eg, features and physical interfaces that maximize potential
condensation and accumulation gains while delivering an elegant performance degradation
when a non-structural physical architecture is referred to, if not ideal) they can be replaced with

optimized alternative network functions.
Maintenance of optional networking functions and networking capabilities.

* using software programming to provide schematics, implementation, setup, management and
maintenance of network functions, flexibility and rapid planning, development and deployment
throughout the lifecycle of the network functions of the software; Ultimately, this can be
observed as follows: defeat "a network of entities" by a network of "(virtual) functions" as in

older systems.

It is clear that some network functions have strong scheduling relationships with the radio or,
for example, hardware acceleration, hard to virtualize them. Despite the massive effort by
organizations and analyst groups to focus on software acceleration in commodity computing
platforms, the gap between the HW-based and SW-based implementation is still essential and
will not decline in the future. For this reason, the idea is that physical and virtual network
functions are confirmed. In general, the separation of logical functionality from physical
implementation always required particular security mechanisms. For example, access control
mechanisms and encryption are required to store or transmit sensitive data in physical/shared
environments such as radio links or shared disks. Protecting the security necessity and criticality
of presenting 5G networks and their functions as logical / virtualized concepts to a higher
degree. Criticality will be further expanded to support the need for critical mitigation services

and the need for isolation of slices. As I mentioned earlier, in modern networks, most of the



necessary security functions can be set so that they can "move together" with the movement of
the functionality. However, this does not mean that security does not define the physical
implementation of the logical architecture. On the contrary, the result of 4G standardization for
the placement of the PDCP / user plane in the eNodeB has led to lengthy work in defining
additional and highly complex security measures to make this physical implementation
acceptable. For this reason, while it is useful to identify a flexible and extensible security
architecture, functional endpoints that can be reallocated due to mobility or traffic optimization
cannot be achieved with full independence of the physical architecture. Because the software
can never completely protect itself, security itself can never be fully virtualized. The various
perspectives of the logical security architecture are based on a set of hardware root-to-trust, Key

management, software authentication, secure boot, etc.

Note that the protocol stack layers below the aggregation layer
may or may not be harmonized

| Network

User plane aggregation on PDCP layer User plane aggregation on MAC layer
{similaras LTE Rel. 12 dual connectivity) (similar as LTE Rel. 10 carrier aggregation)

Figure Options for user plane aggregation among novel 5G radio Technologies

(https://www.ericsson.com/en/ericsson-technology-review/archive/2016/4g5g-ran-architecture-how-a-split-can-make-the-difference)

1.2.7 Key Logical Architectural Design Paradigms

After considering both general and specific aspects of network functions in 5G, we will develop
critical design paradigms related to the general logical and functional architect recognized by a
comprehensive 5G PPP project. In the context of 5G, the standard logical network architecture
in which network functions are organized into logical entities that are determined independently
of service requirements and that are usually closely related to physical entities will be restored
in a more manageable way. Architectural. This will ensure that the network functions are

logically grouped in a service or language-specific manner and logically the physical



architecture is fully compatible with the envisaged ETSI NFV design. A key perspective in
these terms would be the ability to configure infrastructure programmability, that is, network
realistic and service requirements, and control functions and data plane functions on a slice
basis. Infrastructure programmability is seen as an activator of end-to-end orchestration of
resources and services. There is also an agreement on predicting a control and user plane
distribution that permits the 5G logical architecture to allow separate scalability and logical
center denotation on both planes. This will also be an important strategy for providing a
combined control framework for 5G networks. macro cells manipulate the command plane and
small cells give the user plane, provide dynamic activation and deactivation of small cells in
the RAN, more efficient mobility management, improved mobility and improved command
plane capacity, and in particular ultra-dense small-cell networks. This approach seems to be
particularly interested in the context of mmWave small cells. The extent to which command
signaling is controlled by macro cells is still under investigation. Some of the radio control
functions, scheduling is strictly tied to the user plane and, therefore, may need to be physically
co-located. Based on these general plan paradigms, we now enter into the special considerations

of 5G's logical entities, interface and protocol stack architecture.
Logical Entities and Interfaces

In the current situation, 3GPP thinks that a single eNB is a specific patterned RAN element that
will enable broad deployment compatibility, where highly configurable applications and
deployments will be possible. In other words, it merely defines a cross-node interface to
maintain this mobility and multiple connectivities. However, since 5G-PPP allows for broad
application and deployment, we are now investigating innovations in logical objects and

interfaces that define the 5G mobile network:

* In RAN, currently deployed D-RAN or C-RAN applications are not considered optimal for
marking radio technologies noted for 5G. For this reason, the new operative distinctions
between Remote Units (RUs) and Central Units (CUs) are now being examined by many 5G
PPP designs.

 About the E2E logical architectures, some options are currently being considered, including
the logical partitioning between RAN and CN functions, and the conventional methods that

follow new designs in which mobile network elements are partitioned into functional blocks



that can be sampled at different aggregation levels. Both approaches have many advantages,

and their applicability is still a definite question for evaluation.

Interoperability between vendors requires that certain logical interfaces between network
functions be designed, or at least form actual criteria, independent of the service and tier custom
tailor and network functionality's flexible mapping to chained and physical architecture. The
difficulty of avoiding many additional interfaces for an improved amount of mapping options

is explored and handled with a flexible container protocol at the user and control level.
There are various concerns about possible function divisions and logical interfaces in the RAN:

* Art case: function divided into PHY layer. A standard solution in the C-RAN context is to
draw an interface in the PHY to perform A / D conversion and up/down conversion on remote
radio units (RRU), based on all other processing functions. Corresponding physical front-end
interfaces have been systematized by the Common Public Radio Interface (CPRI), the Open
Basic Architecture Initiative (OBSAI), and the Open Radio Interface (ORI), the most widely
used standards at present. The main problem with this solution is that bandwidth requirements
in the front-end interface are scaled by the number of antennas and system bandwidth,
approaching challenging at 5G, especially in the context of large MIMO and mmWave

communications

 Alternative 1: Functional division in the PHY and MAC environment. If the fiber can be
pulled from the front end massive centralization is desired, the scaling mentioned above
problems should be avoided, it is possible to have an interface where MAC functionality,
HARQ and FEC are centralized, but modulation, pre-coding and other PHY tasks are performed
in remote radio units. This will provide a whole cloud RAN that will be seen aa massive base
station without considerable bandwidth demands in the front-haul interface, which has several
scattered antennas but is offered by older solutions. This option is in the research of further
thinking that only a straightforward architecture is concerned with eNBs and advanced

gateways (aGW).

* Alternative 2: Functional distribution of synchronous and asynchronous functions. If the fiber
front-haul is not possible, you can not confirm the link between the central processing and the
low delay time in the RRU; an alternative option is to apply the function division to the
functions close to the functions that are less tightly connected to the radio and radio. The
following functional groups can then be virtualized and organized on several cells, mobile edge

in the clouds; the previous group would continue to spread and work on the original physical



access nodes. One example may be the intensive deployment of mmWave small cells where
rapid trafficking between cells is desired, and therefore the RRC and PDCP functionality can
be implemented by the central logical user plane and control plane objects. The main purpose
in 5G is to generate network functions because strict timing constraints between functions
associated with various protocol stack layers are mitigated or prevented because more than one
possible function is allocated and therefore there are multiple options for logical interfaces

between central RAN clouds and access nodes.

A critical factor in determining the degree of centralization of the functions associated with
RAN is the possible reverse or front-haul type. The primary research of future demand for
transport 5G sub and mmWave RAN technologies is to be seen. Regarding the logical interface
between the core network and the radio access network, a typical basic assumption in a large
number of 5G PPP projects is that interfaces such as the S1 interface of an entity formation in
the EPS have advantages of various applications for currently deployed 4G networks, eye. In
one example, X2 and S1 traffic are routed through the popular fixed network with other
operators and services, to be an argument of safety. If Backhaul encryption is applied, it starts
at the beginning of the ENB and ends at the end of the advanced gateway. Each traffic
(including X2) is routed through the advanced packet core behind an advanced gateway, which
can be hundreds of kilometers away. Meanwhile, X2 with 5G deployments can be routed from
the nearest public aggregation node on the fixed network while avoiding the access gateway.
X2 traffic may be explicitly encrypted in S1 in the distributed ENA. The different strategy
examined is that with the disintegration of mobile network elements, the development towards
'clouded' networks, the expansion and geographical distribution of mobile network
functionality over time is expected to take place strikingly. In the context of this work, roughly

three different sources of cloud sources are identified:
(1) edge cloud accompanying the antenna cloud,

(2) edge cloud at the collection site, and

(3) central cloud.

Virtualized network functions from both RAN and CN working on public network functions
Virtualization infrastructure resources can be sampled in any of these locations by the
requirements of the telecommunications network service. This gives a degree of freedom to
achieve improved service privatization, load balancing and duplication gains as it provides far

more deployment possibilities for a subset of specific network functions.



This method is aimed at smaller functional blocks of atomic function groups. For this reason, a
general interface that combines functional blocks demands that they support changing
combinations/function chains and functional blocks. For example, such an interface may
specify a primary (mandatory) set of information elements (IEs) and principals and additional
sets of information elements and principals, i. E. Based on two atomic operations to which the
particular interface instance is linked. In other words, an interface between two functions could
be transferred. Although the chain of functions of a single vendor may be exclusive, standard
information element sets and primitives are required when it is requested that the functional
blocks of different suppliers be chained together and worked together. However, to transmit
information, the immature primer pattern base group and the base protocol, which are run
between functional blocks, can be reused following the frame mentioned above. While this
method provides several advantages, for example, the results of standardization and added

complexity and the quantification of expected values are still being studied
1.3 Private LTE

LTE was first launched in 2004 by DoCoMo, a Japanese company. The higher user data transfer
rate provides lower latency and completes 3rd Generation networks with IP-based network
architecture. Also, it allows cellular operators to use broader and different spectra. Defined by
the 3rd Generation Partnership Project (3GPP) in 2009 LTE is a highly flexible radio interface.
The first version of the technology provides a significant increase in spectral efficiency when
compared with peak rates of 300 Mb / s, radio network delay of less than 5 ms, and previous
cellular systems. Also, LTE is designed with a new flat radio network architecture to simplify
operations and reduce costs. 4.1.1 Architecture LTE is a significant step towards international
mobile telephony. Related technology supports Frequency Division Duplex (FDD) and Time
Division Duplex (TDD) communication. LTE; TDSCDM, WCDMA / HSPA, CDMA 2000
system technology, such as a seamless evolution aims to have flexibility in architecture.
Depending on regulatory requirements in different geographical areas, the radio spectrum for
mobile communication; are available in different frequency bands of different sizes. LTE can
not only operate in different frequency bands but can also be distributed in different bandwidths
to work in different sizes in the spectrum and to provide efficient LTE transfer from other radio
access technologies. LTE technology supports Vertical Frequency Division Multiplexing
(OFDMA), Single Carrier Frequency Division Multiplexing (SCFDMA), and Multiple Input
Multiple Output (MIMO). Unlike previous cellular networks, LTE architecture is only designed

to support packet switching. LTE architecture has come to fruition in two main ways: the core



network is the Evolved Packet Core (EPC), and the access network is the Evolved-UTRAN (E-
UTRAN). The core network and the access networks combine to form the Evolved Packet

System (EPC):

Core Network (EPC): Manages the links between base stations and networks and enables them
to occur. Also, the supplier of the carriers and the control of the user devices also make EPC.
Core network; Packet Data Network Gateway (PDN-GW), Mobility Management Device
(MME), Service Provider Gateway (SG), Motion Control and Pricing Rules Functions (PCRF),
and Home Subscriber Server (HSS) equipment. - Access Network (E-UTRAN): E-UTRAN has
a node called Evolved Base Station (E-NodeB). The RNC in the UMTS architecture; It is
integrated into base station in LTE architecture. The E-NodeB is a unit that controls radio
functions, provides communication between user equipment and the core network, and provides
mobility management. - User Equipment (UE): User Equipment; Universal Subscriber Identity
Module (U-SIM) and Mobile Device (ME). U-SIM is a smart card that uses the authentication
algorithm, which contains information about the subscriber and authentication and encryption

information, similar to identity modules in other technologies.
Advantages and Disadvantages

LTE provides high-speed broadband access and supports a large number of users in the same
frequency band. The scalability of LTE architecture is very high. Especially suitable for
different specifications with the use of flexible spectrum. With its high transaction volume, LTE
provides a straightforward evolution from 3G technologies to 4G with its simple structure. LTE
offers many advanced services and provides low bit cost access. Critical features of LTE

include:

» Max data transmission speeds over 300 Mbps downlink and 75 Mbps uplink.
* 300 km / h or 500 km / h depending on the mobility frequency band.

* The user-level delay is less than Sms.

* The delay in the control plane is less than 100ms.

* Capacity of SMHz cells per active user more than 200.

» The bandwidth is 1.4 MHz, 3 MHz, 5 MHz, 10 MHz, 15 MHz and 20 MHz with bandwidth

flexibility. Because LTE technology requires new equipment such as base stations for operators,



the cost is high for operators. Therefore, the cost of access to users is also high. Also, users

need to acquire new mobile devices to use LTE.

LTE architecture consists of 2 main sections. These are the Advanced Packet Core (EPC) and

Radio Access Network (RAN), which is called the network core.
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Figure: LTE (http://dergipark.ulakbim.gov.tr/sdumuhtas/article/view/5000212407)

In the network core of the LTE architecture shown in the figure, an EPC is created using packet
switching structure. EPC is a packet forwarding and forwarding service using devices called
Packet Data Network Gateway (P-GW) and Service Gateway (S-GW - Serving Gateway),
which supports IP version 4 and version 6 configurations using Internet Protocol (IP) process
fully. P-GW is a unit that provides operator connections, internet access, data exchange with
external devices, QoS management and IP address assignments via the SGI interface. S-GW
are routing devices that forward data between P-GW and domestic base stations using S5 / S8
interface (Stefania et al., 2009). S-GW also controls the mobility of the LTE networks on the
user plane and the transitions between the enhanced NodeBs (eNodeB-evolved NodeBs).
Another unit in the EPC is the MME - Mobility Management Entity. The MME is the unit in
the control plane of the EPC that manages roaming, session status, authentication, and other
bearer management functions. The eNodeBs in the RAN shown in FIG. 2 are responsible for
radio functions in one or more cells, performing data transmission operations between the

mobile devices called user equipment (UE - User Equipment) via the S1 / U interface and the



S-GW are intelligent base stations with the ability to perform load sharing in the event of
multiple UE connections, For these operations, the protocol architecture shown in Figure 3 is
provided in the RAN. RAN protocol architecture is divided into control and user plane. In the
control plane, messages containing management and control functions related to mobility,
security and connection setup are sent. Messages received using the control channels over the
Radio Resource Control (RRC) layer communicate with the MME using the same layers as the

user plane,

Packet Data Convergence Protocol Layer The Packet Data Convergence Protocol (PDCP),
located at the user level of the UE and eNodeB layers, provides for the transmission of IP
packets. The necessary header information is added to the IP packets placed in the buffer in this
layer according to the required transmission direction. In this layer, header information of IP
packets is compressed using the ROHC (Robust Header Compression) algorithm to reduce the
number of bits to be sent over the radio interface. These packets, called PDCP Protocol Data
Unit (PDCP PDU), are passed to the Radio Link Control (RLC) layer, and the packets are called
RLC SDU in this layer. Radio Link Control Layer (RLC) data transmission is implemented in
three different ways. These; Transparent Mode (TM), Unacknowledged Mode (UM) and
Approved Method (AM - Acknowledged Mode). In the TM, the RLC SDU packets are taken
into the transmission buffer memory and sent directly to a lower layer without adding any
header information of the RLC layer. In UM, the RLC SDU packets are placed in the
transmission buffer memory, and the header information of the RLC layer is added to the next
layer by performing segmentation / merging operations. In AM, transactions such as
retransmission, renewal estimation, etc. of packets that can not be sent or sent incorrectly for
any reason in addition to the TM structure are performed (3GPP, 2015). The Media, Access
Control Layer, is used at the MAC layer for multiplexing operations on logical channels,
scheduling for downloading and downloading for user data, re-transmission to correct
erroneous data using the hybrid ARQ protocol, carrier combination time multiplexing and
parsing are performed. Scheduling occurs only on the eNodeB side of the MAC layer. The
purpose of the scheduling is to share the OFDM resources between the UEs and determine the
characteristics of the shared resources in order to provide packets between the terminals formed
in the RLC layer in the downlink and uplink directions. In the physical layer, high level
modulation techniques are used with the Orthogonal Frequency Division Multiple Access
(OFDMA) for the downlink in the eNodeB. LTE performs data communication using the Single
Carrier Frequency Division Multiple Access (SC - FDMA) technique in the direction of the



load. In the physical layer (PHY)) developed by 3GPP, subframes (RB - Resource Block), which
is called source block (RB - Resource Block), are created by grouping the frames formed in the
higher layers in specific time periods. A radio frame is composed of 10 subframes generated at
1 ms intervals, and a subframe occurs at two time slots of 0.5 ms long. Two types of these radio
frames are defined. These; Type 1 frame structure used in FDD and Type 2 frame structure used

in Time Division Duplex (TDD).

In LTE, the bandwidth of the carrier frequency can be flexibly determined as 1.4 MHz, 3 MHz,
5 MHz, 10 MHz, 15 MHz and 20 MHz. The number of RBs and the number of subcarriers to
be formed according to these values are shown in Table 1. RBs, which are grouped into three
different types, are assigned by base stations to mobile users according to frequency and time
plane scheduling algorithms. Resource Assignment In Type 0, the resource block assignment
information contains a bitmap showing Resource Block Groups (RBG - Resource Block
Groups) assigned to the UE as a result of scheduling. RBG size (P) is determined according to
the number of source blocks (NRB DL) (Table 2) determined according to the carrier frequency

bandwidth used in the system.
1.4 CBRS (Citizen Broadband Radio Service)

For the comprehension of mobile devices and various mobile applications, the ever-increasing
mobile data is increasing every year. 4G Long Term Evolution (LTE) has recently been
developed as an excellent technology for delivering broadband data rates. However, in the
coming years needs to have higher bandwidth to meet the business volume of broadband LTE
networks. As the authorized spectrum is expensive and limited, the extension of the operation
of LTE's under utilised licensed tapes has recently highlighted an important issue that needs to
be efficiently integrated with other technologies such as WiFi in these tapes.

Recently, the Federal Communications Commission (FCC) in the United States has decided to
launch a spectrum of 150 MHz to include various technologies, commonly known as the Citizen
Broadband Radio Service (CBRS), in the 3.5 GHz band. However, the utility of this spectrum
is directed to equilibrium requirements where necessary military and meteorological radar
systems are to be protected. There are three types of users with hierarchical superiority in the
CBRS band: Attendant Access (IA) users (tier 1), Priority Access License (PAL) users (tier 2)
and Public Authorized Access (GAA) as shown in FIG. In the current situation, the
development of unlicensed LTE (LTE-U) as a PAL or GAA user in the CBRS band, a

significant input of 3.5 GHz, a clean channel and a wide range of attractive options. The Third



Generation Partnership Project (3GPP) regulatory group has recently regulated licensed
assisted entry (LAA) technology in the 5 GHz spectrum. The primary objective is to promote a
single LTE framework on unlicensed tapes where the performance of LTE will not affect the
performance of WiFi networks in a similar carrier. In the first stage, only downlink (DL)
operation LTE-A (LTE Advanced) Carrier Addition (CA) analysis was performed in the
unlicensed band and delayed synchronization of DL and UPlink (UL) to the next stage.
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Figure: CBR (https://ruckus-www.s3.amazonaws.com/pdf/wp/wp-cbra-opens-new-managed-services-opportunity.pdf)

The core element of the CBRS spectrum sharing architecture is the Spectrum Access System
(SAS). A SAS maintains a database of all CBRS core services officially designated as Citizens
Broadband Radio Service Devices (CBSD), including staff status, geographic location, and
other appropriate data for coordinating channel tasks and checking for possible interference. To
reduce possible interference to first-stage military radar systems, environmental sensors,
referred to as Environmental Sensing Capability (ESC), will be deployed in strategic areas near
marine stations, usually in coastal areas, to identify activities in the mission area. When the
officer use is detected, the ESC signals the SAS and the SAS directs it to the CBSDs to pass
through the other channels using the affected CBRS channels in this area. The cloud-based SAS
imposes a three-layered spectrum-based mechanism based on dynamic, coordinated
centralization of spectrum channel tasks across all CBRS base stations in a region. The CBRS
rules define two types of base stations: a class A and B class A base station, with a maximum
safety belt of 24 dBm (per 10 MHz) and maximum EIRP, which can be considered as closed or
low power open air small cells 30 dBm (1 watt). These small cells resemble small "corporate"
small cells on the market and have a typical 250mW Omni antenna or a 6mW diagonal antenna

with 250mW. Over time, a Class B base station is expected for outdoor use with a maximum



EIRP of 47 dBm (50 watts). With a very high gain antenna, the open CBRS base station could
be used for fixed wireless. While internal and external terminal stations can be designated as
GAA or PAL, we foresee internal GAA deployments until the ESC certificate, and PAL tender

are completed.
1.5 Evolution of Wireless Technologies

The development of wireless technologies is presented regarding data rate, coverage area,
mobility and spectral efficiency. With the evolution of wireless technologies, the coverage area,
data rates, mobility and spectral efficiency increased. The wireless technology evolution can

also be seen regarding switching technologies and spectrum utilization.

1G and 2G cellular networks were based on circuit switching whereas and generations from
3.5G cellular network to current networks are based on packet switching. All the early
generations of cellular communication have relied upon the licensed spectrum, but 4G and 5G
can utilize unlicensed spectrum along with licensed spectrum. WIFI, WIMAX, and Bluetooth
also utilized the unlicensed spectrum. A summary of developing wireless communications

technologies is presented below.
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Figure 1.1: Evolution of Wireless Technologies
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1.5.1 1G Cellular Networks

The 1G was announced in the early 80’s. Maximum data rate of 1G cellular network was up to
2.4kbps. It was based on packet switching. Major subscribers of 1G were Nordic Mobile
Telephone (NMT), Advanced Mobile Phone System (AMPS), and Total Access



Communication System (TACS). Major disadvantages of 1G cellular networks were low

capacity and security. The 1G supported only voice calls.

1.5.2 2G Cellular Networks

The 2G cellular networks were introduced in late 90’s. 2G cellular technologies were built on
the "Global Systems for Mobile communications" (GSM) and "Code Division Multiple Access"
(CDMA). 2G was majorly designed for voice applications. The maximum supported data rate
for 2G was up to 64kbps. Major features of 2G were provisions of Short Message Service (SMS)

and e-mail.

1.5.3 2.5 G Cellular Networks

2.5G cellular network was majorly based on 2G cellular network. The additional feature was
General Packet Radio Services (GPRS) and utilization of both circuit switching and packet
switching. Maximum supported data rate was 144kbps. The significant technologies practiced

in the 2.5G cellular network were EDGE, GPRS, and CDMA2000.

1.5.4 3G Cellular Networks

The 3G cellular networks established in late 2000. 3G cellular networks was truly data networks
as they supported data rate up to 2Mbps. Apart from transmission rate, a major improvement
made by the 3G was maintaining high QOS. Along with benefits of 3G in voice and data

applications, major drawbacks come in the form of additional battery consumption.

An enhanced version of 3G, which utilized the Wideband CDMA (WCDMA), Universal
Mobile Telecommunications Systems (UMTS) and High Speed Uplink/Downlink Packet
access (HSUPA/HSDPA) is described as 3.5G. The 3.5 cellular networks supported a data rate
of 5-30 Mbps.

1.5.5 4G Cellular Networks

4G is regarded as the evolved version of the 3G cellular networks and 2G cellular networks.

3GPP has standardized the Long Term Evolution Advanced (LTE-A) as new 4G standard.



A 4G cellular networks improve the current communication networks by providing a reliable
solution which is IP based. In 4G cellular networks, applications like voice and data are
available to users every moment and at anyplace. Additional features of 4G networks are the

ability for video calling and multimedia messaging.

1.5.6 5G Cellular Networks

To address the exponential increase in the voice and data applications, 4G cellular networks
will now be replaced with 5G cellular networks having improved voice and data services with
high QOS. The 5G cellular networks are assumed to address the following challenges which

are not addressed by the 4G cellular networks.

e Higher Capacity
e Higher Data Rate
e Zero latency

e Huge Scalability
e Cost Efficient

e High QOS

1.5.7 5G Cellular Networks Development Challenges

The design and deployment of 5G cellular networks are not easy to achieve. In this context,

there are some difficulties to be addressed.

1.5.8 Increased Network Capacity and Data Rates with Optimized Energy

The greater number of base stations, usage of higher frequencies and link improvement can
increase the network capacity to accommodate billions of users and provide higher data rates.
However, these solutions are cost and energy inefficient which is not desired. Therefore, there

is need for such solutions which can maximize the capacity and data rate in an efficient way.
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Figure 1.2: Comparison of Wireless Technologies

1.5.9 Flexibility and Scalability
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These are the primary significant features of 5G cellular networks. The 5G cellular network

must be the heterogeneous network (Het Nets) to provide flexibility. The system must be highly

scalable to allow billions of users to access the network.

1.5.10 Single channel for both UL and DL

The design and implementation of full duplex systems for the 5Gcellular network is an easy

task due to the usage of sophisticated communication protocols and techniques to handle

interference issues.



1.5.11 Handling Interference

Interference is the biggest challenge in the deployment of 5G cellular networks. Due to the
increased number of UEs and Het Nets, the interference is going to be a major issue in 5G
cellular networks. The present state of the art solutions will be unable to handle interference in
future. In 5G cellular networks, there could be interference among the tiers in a multi-tier

architecture. These interferences are broadly categorized as co-tier and cross-tier interference.

1.5.12 Environmentally Friendly

5G cellular networks are envisioned to provide connectivity at any time and every- place. This
will require a lot of energy consumption. The increased energy usage will adversely affect the
environment. Therefore, there is need of energy efficient systems and various technologies in

case of 5G cellular networks.

1.5.13 High Reliability and Zero Latency

High reliability and Low latency are among the critical requirements in many of the real-time
applications. According to the 5G cellular networks vision, there would be lots of things
connected through a network which are termed as the internet of things (IOT) and device to
device (D2D) communication. Therefore, it is required to develop of techniques to provide zero

latency and high reliability.

1.5.14 Economic Impacts

The 5G cellular network techniques will impact the economical aspects of wireless
communication regarding development and deployment. Another big issue will be motivation
for the participation of the user in the network. The systems should be less costly so that the
deployment cost, management and maintenance/ operation of the network should be affordable

for regulating agencies and network operators.



1.5.15 Enabling Solutions/ Techniques for SG Cellular Networks

Many effective solution techniques have been suggested in the literature to overcome the

difficulties discussed in the chapter. The main effective solutions are:

Software Defined Networking(SDN)

Network Function Virtualization(NFV)

Device to Device (D2D) Communication
Ultra densification

Radio Access Technologies (RAT)

Cloud Computing

Green Communication

Massive MIMO(mMIMO)

Millimeter(mmW) Wave Communication

Internet of Things (I0T)

Network Function
Virtuql_i_z_a_tion

Wireless Software
Defined Net\f{orklng

Device-to-Device
Internet of Things pe——

Millimeter Wave

Massive MIMO

Green Big Data & Mobile

Figure 1.3: Enabling Technologies for 5G

https://pdfs.semanticscholar.org/d1cb/c4d6ce3cc1f06298c099cccd9d92a3bd7bd2.pdf



1.5.16 Software Defined Networking (SDN)

For the deployment of 5G cellular networks, the biggest challenge is designing a flexible
architecture for networks. The 5G cellular networks can be realized through the SDN
techniques. SDN was initially designed for data centers, but it will be a major component of in

future wireless communication system. Following were the major objectives of design

e Separation of data and control plan

e Network abstraction based network control

Based on this concept many software-defined architectures have been proposed. Some of these

architectures are Soft Air, Soft Cell, Cloud-RAN and Soft RAN.

As reported, Soft Air is the best solution for 5G cellular networks, supporting improvements
for software algorithms and hardware infrastructure. It enables the adaptive and efficient
resource sharing along with maximum energy efficiency. Soft air supports the encouragement
the heterogeneous networks. Although SDN is an effective technology for 5G cellular networks,

it is still in the early stages of WSDN design.

The new architecture called SoftAir for SDN for 5G wireless network is exploring the solutions
and challenges in this regard. In the proposed architecture, the control plane governed by
network servers provides management and optimization tools for the data plane governed by
the cellular core network; Software-defined base stations (SDBS) and software-defined keys
(SD-keys) in the RAN. The controller serves physical, MAC, and network functions in
computers and remote data centers. The general architecture of the system and the controller /

data plane diagram are shown in Figures.
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The main contribution of the proposed SoftAir architecture can be categorized as five basic
features. First, programmability, SDN nodes (SD-BSs and SD-keys) can be reprogrammed by
dynamically associating with different network resources. Second, partnership, so that SDN
nodes can be applied and can be connected in data centers for common control and optimization
to improve overall network performance. The third, virtualization, virtual wireless networks,
which can be implemented in a single SoftAir platform, customize and interact with dedicated
network resources without interfering with other service providers while each is working on its
own protocols. Regardless of the different data transmission technologies provided by different
suppliers such as the fourth, database components (SD BSs and switches), CPRI and OpenFlow,
the clarity of having common data / control interface protocols, thus simplifying database
monitoring and management. And finally, the fifth visibility may be that the auditors have a

general view of the entire network gathered from the data plane elements.

To summarize, SoftAir is attempting to design a highly flexible architecture that provides
maximum spectral efficiency using the benefits of clouding and virtualization; at the same time,
it develops continuous convergence for different network elements by different independent
network interfaces and increases the energy efficiency by scaling the computing capacity of the

data plane elements.

1.5.17 Network Function Virtualization

Network Function Virtualization is a complementary concept to SDN, which helps in enabling
virtualization of the whole network functions to use then on cloud based infrastructure instead
of hardware. In the conventional network architectures, operators have to purchase and install

specialized devices to network function, which are usually costly and not configurable.

To handle these issues, NFV is an emerging solution in 5G cellular networks which separates
the physical resources and network functions. NFV allows the network functions operate on
cloud servers, therefore, provide advantages of increased scalability and increased flexibility.
NFV helps in reducing capital expenses (CAPEX) and operating expenses (OPEX). One major
application of NFV is the IOT.



1.5.18 Device to Device (D2D) Communication

Device to Device (D2D) communication can be seen as two tier communication network in
which Macro chip containing BS is in the top tier and devices are in the lower tier. A device is
considered as operating in the macro cell if it communicates with the cellular network using the
BS. A device is considered to be at the device level if it communicates directly with other
devices. In such systems, the devices communicate normally with BS but if the gadgets are at

the side of the chamber then it can communicate through the other devices.

In the D2D communication, the BS can have full, partial or no control on the resource allocation

considering source, destination, and relaying devices or not have any control. Therefore, the

D2D communication has following four major types.

e D2D Relaying Communication by BS Controlled Link

e D2D Direct Communication by BS Controlled Link

e D2D Relaying Communication by Device Controlled Link

e The above types of D2D communication are shown in the figure 1.4
e D2D Relaying Communication (b) D2D Direct Communication

e D2D Relaying Communication

e D2D Direct Communication by Device Controlled Link
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Figure 1.4: Types of D2D Communication Systems

https://arxiv.org/pdf/1311.1018.pdf

1.5.19 Ultra densification

The basic network architecture for 4G cellular networks is Macro cell based architecture.
However, according to the estimates, mobile data traffic of the world in month will be more
than 15 Exabyte’s in the year 2018. This huge data traffic comes with increased development

smart phones other new devices which require network access continuous connectivity.

The 5G cellular networks require high flexibility. Therefore, the traditional BS cannot support
this huge data traffic and cannot provide flexibility and zero latency. To handle the ever-
growing data traffic and user equipment and to offload the congested 4G BS, two solutions are

suggested for the 5G cellular networks are following:

e Spectral Aggregation

e Spatial Densification
Using these method new smaller size cell with efficient spectrum utilization can support
increasing data traffic. Idea of the spatial densification is the concept of hetero- generous
network (Het Net) which is previously presented in the 4G cellular network. The Het Nets of
5G cellular networks are supposed to include smaller cells which are Femto, Pico and Micro
cells. The deployment of the small cells creates a multi-tiered architecture in which in which
BS works in the upper tier, and small cells work in the lower tier. The small very in the cell
coverage area, transmit power and the number of user to be accommodated. A comparison of

small cells for 5G cellular networks is presented in the figure 1.5.
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Figure 1.5: Comparison of Small Cells for 5G Cellular Networks

https://arxiv.org/pdf/1512.03143.pdf

1.5.20 Radio Access Technologies (RAT)

The challenges discussed section 1.2 require to redesign the RAT. The RAT for the 5G cellular
network should be able to the GB/s demand. However, as the spectrum is scarce and more than
that it is very expensive, efficient utilization of spectrum has become a key designing factor for

the new radio access techniques.

Exploit the MIMO that will be a major part of 5G devices. Therefore, radio access techniques
should also be compatible with mMIMO. Another major design requirement for radio access

techniques is to be energy efficient so that RAT does not drain the power of devices.

Currently available radio access technologies can be classified by the area of improvement.

Following are the major innovation areas in the radio access technologies:

e Full Duplex Communication
e Modulation Techniques

e Channel Coding

A detail description of the proposed radio access techniques for 5G is presented.

1.5.21 Cloud Computing

The tremendous increase in data rates and data calculation does not work with traditional data

storage techniques in 5G cellular networks. Current storage techniques and storage on the



device will no longer work with an exponentially increasing data cache or in case of

downloading huge programs.

Cloud storage is the potential candidate to handle this issue effectively. In the cloud computing,
user can not only store the data over the cloud but can also do computations over the cloud. In
5G cellular networks, the cloud storage will be mandatory component, and mobile cloud
computing will further increase the features of the cloud computing. Currently, the most of the
data is processed at the available physical machines big data generated by the 5G system could
not be processed at the local machine. Therefore, for big data analysis will be done on the virtual

machines by the cloud computing.

1.5.22 Green Communication

The architectures and components of 5G cellular networks should take consider reducing the
energy consumption to achieve greener or energy efficient wireless networks as the 5G cellar
network is envisioned to connect more than 50 billion devices, this will also result in huge
amount of energy consumption and hence CO2 emissions. Small cells and other indoor
communication technologies are a step towards achieving energy efficient systems. Other
enabling solutions of 5G cellular networks, VLC, and mmW communication are also energy
efficient techniques. However, the energy efficiency of 5G systems needs to be further

improved.

1.5.23 Massive MIMO (mMIMO)

Massive MIMO is an emerging solution for 5G cellular networks which is the upgraded version
of current MIMO technology. The mMIMO is depended upon the arrays of the antenna which
contains hundreds of antennas capable of serving hundreds of the users in one frequency-time
slot. The main idea of the mMIMO is to extract all the advantages of current MIMO but at
larger scale cite9. mMIMO is dependent on spatial multiplexing which it depends on the
channel state information (CSI) for both uplink and downlink. Getting the CSI is not easy in
the downlink but due to the pilots, getting CSI in the uplink is very easy. mMIMO is based on
coherent phase signals from all the antennas at the BS, but this does not result in signaling

overhead. Followings are the significant positive characters of the mMIMO.

e mMIMO increase the radiated energy 100 times and increase the system capacity by 10
times.

e mMIMO is less costly and energy efficient.

e mMIMI decrease the latency on the air interface.

e mMIMO simplifies the multiple access.



1.5.23 Millimeter (mmW) Wave Communication

Millimeter wave has shown a great potential to enable Gb/s throughput. Millimeter wave
frequency bands are 30-300 GHz but usually centimeter frequency band, 24-28 GHz also
discussed with the mmW frequency band. The mmW frequency bands also provide enough
spectrum resources that can easily fulfill the support the requirements of 5G cellular networks

like high data rates and zero latency for many users.

1.5.24 Internet of Things (10T)

Internet of Things (IOT) is the most significant component of 5G cellular networks. IOT is
network of physical machines, objects, appliances, vehicles, devices, etc. Some examples of
IOT are smart homes in which all basic appliances will be connected and can be accessed from
anywhere in the world. Similarly, smart security systems and smart health monitoring systems
are also part of 5G cellular networks as IOT. Using the IOT information can be collected at the
cloud, or the virtual servers can be utilized for smart cities, smart transport systems and smart

healthcare systems.

Architectures for 5G Cellular Networks

There are several architecture proposed in the literature for 5G cellular networks. Following are

the major architectures of 5G s

Multi-tier Architecture
CRN-based Architecture
e D2D Communication based Architecture

Cloud Computing Based Architecture
Figure 1.6 shows a multi-tier architecture of a 5G cellular network. The figure shows a macro

cell covering a large radius and within the macro cells their multiple small cells. The figure 1.6
presents a comprehensive architecture of 5G cellular network which will include all the

enabling solutions/techniques that are discussed in the section



The detailed discussion of the 5G cellular architected is presented in the.
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Chapter 2

Smart Cities

Recently, there has been a rising trend to migrate to the urban areas all around the globe.
Currently, more than 50% of the World’s total population is living in the cities. The major
factors in increased migration trend are education facilities, health and overall improved living
standard. It projected that this migration trend will continue for the next few decades. It is
expected that by the 2030 more than 60% of the population will be living in cities. According
to these projections, in 2050, some megacities will emerge like Mumbai, India with expected

population of 42 Million and Shanghai, China with expected population 21Millions. In future



big or megacities will face some problems for example garbage management, limitation of
resources, pollution, health, traffic problems, and technical infrastructures, physical and

material problems.

Ensuring livable conditions in the context of rapid urbanization worldwide, gave rise to the
smart city concept. Especially in the metropolitan cities where the urban population is
concentrated, it is necessary to use limited resources efficiently and increase the quality of life.
The smart city concept gives an important benefit for creating a sustainable, greener,

competitive, innovative and a city of the higher quality of life.

2.1 The Concept of Smart Cities

Because the smart city is a new concept, it needs to be understood more deeply, and its practices
must be related to this understanding. The smart city, which combines technological
developments and environmental sustainability, is defined by many different names: intelligent
city, digital city, sustainable city, techno city. Although all these definitions differ as conceptual
content, they overlap with each other regarding their scope. The smart city concept usage in
literature is not consistent, and even the concept of the smart city is not clear in the PR actioners

and academia. Some most common definitions which better define the smart city are following:

e A smart city is to improve economic, social and environmental benefits and manage
quality of life via innovative solutions supported by ICT.

e A city which monitors its critical infrastructures for optimal resource usage, improved
preventive maintenance and security while improving the services for the citizens can
be regarded as the smart city.

e A smart city can be described as the place for sustainable management of resources such

as natural resources, human resources, and infrastructure.

2.2 Smart City Characteristics

The smart city features are defined by the set of physical and legislative infrastructure that

supports:

e Social Inclusion

e Environmental Protection



e Economic Development

Figure 2.1 shows the main features and tools that enable both the administration and the citizen

to transform the city into a smart city.

Definitions of
Smart Cities

@ Integrating
planning

Characteristics

Figure2 1: Characteristics and Tools of Smart City

The ISO standard 27120/2014, defines seventeen key indicators for performance evolution of
cities regarding quality of life and urban services. These seventeen key indicators are presented

in the Table 2.1

Table2 1: 1SO Standard 27120 - Key Indicators for Smart Cities

Economy [Education Energy

Environment Finance Fire

Emergency Response |Governance Health

Recreation Safety Shelter

Solid Waste Telecommunication Innovation Water and Sanitation
Transportation Urban Planning 'Waste Water

There are many sub-indicators as city administration, politicians, researcher planners and

designers who are referenced to enhance the condition of living and contribute in a smart city:



2.3 Smart City Architectures

Modern wireless communication technologies made the dream of the smart city true by
providing smart and flexible support to the population living in urban areas. The smart city
systems created with Wireless Sensor Networks allowed the ease of managing and the

following:

e High level, context aware customization of real time services.
e Improved living.

e Optimal resource utilization.

The major elements or building blocks of the smart city are presented in the Figure which
includes the smart health, smart home, smart security, smart traffic system, smart buildings,
smart energy and smart management and many other building blocks. The WSN, located in
each of the fields mentioned above, provides the primary data for heterogeneous information
generation. Information produced by WSNss is collected and processed in data centers using the

latest communication techniques.

Figure2 2: Building Blocks of Smart City



Many multi-layered architectures are proposed in the literature which enables the huge data
handling and processing. Two major layered architectures are presented in the refl and ref 2.

Figure 2.3 shows the architecture proposed as "Multilevel Smart City Architecture.”
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Figure2 3: Smart City Architecture and Infrastructure

This architecture presented is composed of four layers which are following:

e Data collection - Collection of data about the subject area through systems / smart
devices / sensors used for measuring and monitoring city conditions. The main formats
used for collecting information are cave, tweets, database schemes and text messages.
e Data Processing - The data collected in the first level is summarized before
transmission to next layer and analysis using semantic web technologies. Major
objective of data processing layer is to convert the collected data into a common format
for exchange purpose. Resource Description Framework (RDF) is one of the most
commonly used methods to exchange data upon the web. Different applications can use
RDF data for smart operations after analysis.

e Data Integration and Reasoning - In this layer, the data is further processed and
is integrated at the common processor which uses the data for context aware applications
according to the defined rules. During the data integration new rules may also be defined

and can be used later.



e Device Control and Alerts - Integrated data from level 3 may be utilized by
different applications for smart operation and control systems. The output data may be
utilized in different ways like input/output for devices, short message services, and

alerts.

Another similar architecture is presented in the Figure 2.4, showing the smart city architecture

layers. The framework proposed is composed of following five layers:

1.

Connectivity - This layer is composed of is composed of networking technologies like
sensors, collectors, and wireless communications.

Datacenter - This layer act as storage and is often based on cloud based technologies.
Analytics - This layer provides the value generation and predictive analytics from
different types of Big Data

Application - The data from the analytics layer is used in the different applications.
End User Layer - The final layer of this framework, that is citizen and consumers

utilize the whole frame work.

These five layers of the smart city architecture provides overview of data/ information flow in

the smart city framework.

SMART CITY LAYERS [

- END USERS Resident, visitor, public agencies

"

APPLICATION LAYER 5 Industry specific, contextual applications

Il

Structured, semi-structured, unstructured
ANALYTICSLAYER | data, near real-time

DATACENTER LAYER | Repository and storage (cloud)

e CONNECTIVITY LAYER

. Sensors, collectors, cellular (3G/4G/5G),
WiFi, Bluetooth, loT

Figure2 4: Smart City Architecture and Infrastructure
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ICT Infrastructure of Smart Cities

The Smart City is defined as a city that uses an ICT-based productive and effective way to make
critical infrastructure components and services of a city such as administration, education,
health, public safety, real estate, transportation and public services more conscious and
interactive. The smart cities are also defined as cities that monitor and integrate the state of all
hazardous infrastructures including tunnels, bridges, roads, railways, metro, airports, seaports,
communications, water, power and even large buildings, better optimize resources, make
preventive maintenance plans and ensure safety. The smart city's information and
communication technologies need to be integrated with traditional infrastructures and
coordinated and integrated with the use of new digital technologies. The most emphasized
technological solutions include water management, clean and renewable energy, intelligent
traffic control, intra-city mobility, wireless internet accessibility and waste management. The
important thing here is not the technology itself, but the use of technology for the real needs
and benefits of the citizens. In the definition of the smart city, many services and infrastructure
related to the city are emphasized. It forms the components of infrastructure, management,

urban and land, intelligent cities.

The most significant matter in the process of making a city smarter is the IOT-Internet of
Things. It is possible to define the internet of things as the infrastructure that can provide
advanced operations by linking physical and virtual things based on interoperable data and
transmission technologies. A simpler description it is possible to define the communication
infrastructure of the objects as the internet that makes it possible for objects to communicate
with each other. Hence, it is possible to solve problems by developing a set of devices, sensors,
communication network infrastructures, cloud systems and software for the services of the
cities with the ICT infrastructure. The establishment of the technological infrastructure, the
collection of the data, the processing of the data and the development of the services provided
are the basic steps for the smart city process. Establishment of specific technological equipment
for each step, an adaptation of existing systems to the new situation, provision of sensitivity
and participation of the people to the process, the establishment of an organizational
management among the related actors in town, investments in information infrastructure are
necessary. According to the new economies of cities, cities that want to know exactly how they
will appreciate ICT investments need to consider the technology of the Smart City from the
"total value chain perspective". These information products (such as applications for city

services, urban display tables, or optimization algorithms) actually form at the end of a chain



of identifiable inputs such as devices, sensors, and raw data. If this value chain is sufficiently
understandable and identifiable, cities may start to manage this value chain to support positive

economic and social development.

Smart Cities in the World

Today, many cities or smaller residential areas are striving to create more livable cities with a
vision of a smart city. Examining these examples is very important for developing new
strategies. In the context of smart city approach, the transformation of the existingcities into
the concept of smart city concept is put into practice in the context of the components and urban
strategic plans of various researches and the importance of urban cooperation for the purpose
of socially sustainable and livable smart cities is emphasized andthe most important of the
business units for public and private actors is emphasized. Transforming the city in the direction
of a smart city vision with the smart strategies to be implemented in the existing cities can be
said to have the potential to ensure that innovations use open innovation techniques to accelerate
the adaptation process and that the life labs can be made shorter regarding application and

conclusion.

According to the smart city research report prepared by EU, it is possible to recognize the
combination of the smart cities determined according to the four maturity levels determined in
the study in the town of 468 European Union with a population of at least 100 thousand and
500 thousand or more. When we look at smart city applications worldwide, a much broader
picture emerges. It is underlined that in today's atmosphere, which is called "century of cities",
world cities will have to accommodate 2.9 billion people more. This is also the basis for new
cities where the rapidly evolving information technology has created a significant
infrastructure. It is possible to say that such projects are projects that involve serious
investments to acquire land, build infrastructure and establish large-scale settlement units.
These smart cities, especially in China and India, have a fundamental approach to the formation
of new settlements that are needed for increased population resources. It is seen that smart city
applications in the world are handled with different perspectives. While some countries
emphasize eco-technology in smart city practices, some are purely technological. For example;
In Minton, Canada, settlement area practice is being implemented with a technological point of
view that emphasizes ecology. The town of Minton is a satellite city with a population of 4000

and a self-sustaining sustainable ecological model. In New Zealand, "Waitakere" city stands



out with the network application. Since 1997, the "Waitakere Eco-Tech Action WETA" has
been established with a network action plan that emerges from a very participative formation
within the municipality, research institutes and non-governmental organizations all of which
are named. One aim of the action plan is to learn and benefit from the information of Waitakere

city dwellers.

The project started with the initiative of the European Union (EU), which appeared as "Euro
Cities", since 1992, the stages of project theorem and application framework have been passed,
started to be executed. Spain, Barcelona, Helsinki, England, Manchester and Greece, Thessalon
are two smart cities, while Finland's Oulu and Viiki cities stand out as eco-cities. There are
cities in the world that can be an example in their fields for the cities of the future that stand out
with their different applications. "Ottawa" even declared himself a smart city. Stockholm and
London have already been using smart systems for years. San Diego says it's your future city.
In 2000, Singapore gave him the title "Clever Island". Madar, which started to rise in Abu Dhabi
and set off with the slogan of zero-carbon, zero-waste, is on its way to becoming the world's

smartest city. Guang Ming (China) is his biggest rival. "

The Evolution of a Smart City
Smart cities are of three types:
1. Modern cities built smart before: These cities are built as focal points for businesses

and residents with a master plan that uses technology to provide effective citizen

assistance.
2. Current cities were smart: Many cities are following this idea.

3. Goal-oriented Cities: Industrial cities, science towns, etc. such are cities established

for special purposes.

Three broad phases to the evolution of smart city:

e First Stage is the increase the efficiency of urban systems, especially transport and
energy.

e The second phase is the provision of more sophisticated services that integrate processes
and services related to intelligent technologies and ICT and are publicly available. A
model of this is the provision of technology in emergency situations, road conditions,

and road repairs,as well as the thereal-time activity of the local transport system.



e The Third Stage is the continuation of all services by going to a horizontal level from

now on.

2.4 Smart City: Current Technologies and Future Challenges

The development and deployment of smart city technologies are challenge for both industry
and academia. The brief overview of the building blocks of the smart cities is presented in the
Figure 2.2. To develop enabling technologies for these building blocks is not easy and the most
of these building blocks are still not ready to be deployed. For example, smart energy meters
are developed but smart grids are still a hot research area. Similarly, device to device
communication and connected health system are systems are still in the infancy. Even though,
smart system has been deployed but they still lack in sophisticated algorithms for improved and
automatic security. Another hot area of the research in smart city technology is smart traffic
management. Some of the major cities, which are implementing the smart city technology are
deployed smart traffic management system but overall systems are not able to resolve the

congestion. Similar development issues are present in all of the building blocks of smart city.

Some of major technologies developed for the smart cities and challenges of the smart cities

are presented in the figure 2.5.

IOT and Smart City

Internet of Things (IOT) is an emerging communication technology which enables the device
to device and device to human communication and control using the digital communication and
WSNs. In the IOT, device can communicate with users and users can control the devices over
the internet from any place at any time. Furthermore, smart machines are also part of [OT which
can sense the environment and control their operation. IOT provides easy access and interaction
with lots of devices like instance, home appliances, security cameras, monitoring, sensors and
actuators, vehicles, and many others. The IOT will lead to the development of applications that
use large numbers of data generated by devices and machines to deliver improved assistance to

operators, companies, and public administrations.

IOT finds many applications in the home / industrial automation, medical aids and mobile

health services, intelligent networks, transportation control etc.



Due to the complex application area, defining effective solutions is not an easy task. For this
reason, from the view of a method, the achievement of an IOT network lacks from a popular
application due to its combination with the necessary background network services and devices,

innovation and complexity.

Big Data of Smart City

Big Data techniques are a step toward finding solution for the problems which are not solvable
by conventional techniques and technologies. With the emergence wireless sensor networks
(WSNs), body area networks (BANSs), and IOTs, handling big data in the next generation of big
data processing systems will become a challenge. The big data systems will need to handle huge
amount of the data generated by the networked sensor systems. For this reason, large data
processing techniques are now a hot research area for academia and industry. Besides, the day

becomes an area of study that is becoming more and more prominent.

According to IBM estimation, the volume of sensors and machine data sources will increase to
42% of all sources data by the year 2020. Big sensor data management and processing systems
are not well researched area so far as compared to conventional big data systems. The term "big
sensor data” is often used when compared to "big data". In context of smart cities and IOTs,
the term big sensor data used to refer to the data sources of all networked sensing technologies.
The conventional big data systems which employee stored data processing, faces issues and
challenges in the domain of Internet communications domain. To handle these issues distributed
data processing and storage techniques are being employees in the modern systems like cloud

computing.

The data sources in big sensor data framework composed of following three domains as
shown in the Figure 2.6.

e Sensor/Machines/ Thing
e Internet Services/ Communication

e Peoples/ Users
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e Sensor/ Machines/ Things

e The term "technical sensor" is used to describe the perceptions that humanity does not

involve. This sensor can be assessed in the following classes.
e In-Situ Sensors - Measure data in surroundings.

e Remote Sensors - Measure data at large distance. Another type of sensors is "Mobile

Sensor" which is in fact In-Situ sensors deployed on a robot or moving device.

e Internet Services/ Communication

The internet services /communications domain is based on the communication and networking
infrastructure to connect the sensors and devices. It includes all types of communication
networks. The assembling of Internet services / communication area with sensor / machines /

work area causes WSNs and IOT.

e Peoples/ Users

The people and users are important part of big data system. The data produced by the human or

user can be a voluntary action or result of a device operation.

Smart city building blocks or technologies would generate numerous amounts of data from a
number of data sources but the use of these big sensor data would help in improved services in
smart cities. A large number of issues and challenges are unresolved like integration and

utilization of these big sensor data.



Following are the major challenges in the design, development, and deployment of big
data application for smart cities.

e Integration of data sources

e Sharing of information and data
e Population

e Network infrastructure

e Cost

e Big data management

e Advanced algorithms

2.5 Smart City’s Technology

The basic structures that support the transformation of cities into intelligent cities by increasing
their infrastructural, capacity and skill levels in information and communication technologies

are as follows:

Hardware: It includes everything from sensors, remote sensing systems, indicators, smart city

and smart home technology.

Access technologies: The transmission of collected data to other systems / devices / centers via
wired or wireless networks. Advanced information technologies are used in residential and
residential communication systems. Intelligent buildings and smart spaces and environmentally
sensitive buildings emerge. When the characteristics emerged in these buildings are listed, the
information processing infrastructure based on monitoring, evaluation and reporting basics,
entrance and exit operations of buildings, energy flow and consumption, continuous visual
registration system, fire news system, supervision of unauthorized entrance to the building,
continuous control of energy flow, management of cold systems, etc. Also, the interrelated
computing infrastructure can be listed as the sharing of data stored in the computing system by

the system components and the operation of the operating system independently.



Network technologies: The network is a structure formed by bringing together two or more
devices for sharing purposes. It can be made up of hundreds of workstations or personal
computers, as well as two computers connected by a cable or wireless connection. These created
networks are classified according to their usage areas. The mainstream of these technologies is
the MQ protocol, which allows devices to be remotely monitored or controlled via a wireless
or fixed network and MQTT, the telemetry messaging protocol based on the ability to broadcast
and subscribe and Rest protocol which is a software architecture for distributed Hypermedia

systems.

Data analysis: Algorithmic techniques make it possible to pass information to the verb. In its
most general form, statistics is the collection of data, the description of the data following it,

and the evaluation of data that often leads to the conclusion.

Decision making: It makes a logical choice in the use of data from data analysis techniques. In
the remains of this chapter, that will be evaluated the access and networking technologies that
will provide the most benefit from the symbiotic combination with smart city services. The
smart city applications generally depend on existing communication infrastructures offered for

other uses and will have to create space for these new services and applications.

Nowadays, the sensor which is spread throughout the city are provided by wireless systems and
cellular systems, which are usually deployed to provide traditional-based voice and data
services. Nevertheless, latest technologies, particularly created for IOT services, differentiate
between personal standard and machine standard interfaces. For now, the access technologies
used in the origin of a smart city can roughly be divided into three main families. The cellular
systems are common universal in scope and commercial and technological evolution of cellular
systems make them a natural solution for connecting to the IOT end-devices. Indeed, many
telecom operators include commercial offer packages for machine-machine (M2M) data traffic
targeting these innovative types of duties. But, available cellular network technologies are
created for conventional human-borne broadband services that are significantly heterogeneous
in conditions of traffic needs from smart city services, also it becomes evident that M2M traffic

is causing this as volume grows.

Short-range technologies have complementary features compared to cellular technologies.
Clearly works on unlicensed Industrial, Scientific and Medical (ISM) frequency bands designed
for short-range M2M communications and offers coverage of a few meters. Samples of norms

in that division are 802,15,4, IEEE, Bluetooth Low Energy and Z-Wave. Many short-range



technologies really recommend multi-hop packet distribution, but command of these so-called
networking systems can be difficult and does not seem especially practical when extended to a
large city area. However, short-range technologies are still involved in providing access to
local distribution or main distribution network via intelligent point delivery, from point to point,
in smart cities. Technologies of LPWA have lately been suggested as the best solution for
providing data way to IOT external nodes. Particularly created products for M2M connectivity
usually offer very low bit rates, low energy using and broad geographic coverage. Some
samples are LORAWAN, SIGFOX and INGENU. The development of before-mentioned
technologies is now following a parallel way to mainstream cellular ways; but the next-
generation 5G of global wireless connections technology primarily predicts a general platform
merging of all services. Nowadays, LPWA networks are increasing in reputation and
commercial concerns, but technology 4 is still in the middle of speeding to fit the de facto rule

in device type connections.

Recently, the field was finally improved with the new program of the 3rd Generation
Partnership Project which publishes the terms of Darband Internet of Things (NB-IOT)
technology. Despite the recent arrivals, NB-IOT can take benefit of the extensive presence of
existing cellular infrastructure, which offers significant competitive advantage. However, these
technologies are very limited in the context of transmission capacity and require examination
of more advanced and content-based control protocols to limit large distribution calls, bilateral

intervention and success corruption.

Despite the recent arrivals, NB-IOT can take advantage of the widespread presence of existing
cellular infrastructure, which offers significant competitive advantage. In any case, these
technologies are highly constrained in the context of transmission capacity, and large
distribution requests are required to examine more advanced and content-based control

protocols to limit bilateral interference and performance degradation.



http://projekter.aau.dk/projekter/files/198541 182/master.pdf
Notwithstanding the amount and variety of access technologies possible to provide smart city
duties, each can potentially expose boundaries if deployed at large. But, many of these
deficiencies can be prevented or decreased using various kinds of network optimization
methods. In this section, it will be discussed the most important of these techniques. In recent
years, green communication and networks have become a major study question. Cell breathing
is one of the most efficient designs to reduce the environmental trace of the network. Moreover,
it is a way of controlling the interference to adapt the cell coverage area and trading of the link

speed for cell capacity.

A prospective way to meeting the requirement for high-speed wireless access is to establish
Pico or femto terminal stations in a macro cell, which is a paradigm known as Het Nets.
Nevertheless, the spreading of Het Nets is causing further difficulties. For instance, while
networks become more intensive, transmissions become more familiar and must be cautiously

managed to stay away from load shortcomings or source desire. For this reason, Het Net



technology has the potency to upgrade the capability of the transmission system in a given field
but needs more complex administration tools to fully utilize its potency. The spread of
smartphones and tablets in large quantities supplied to the expansion in interest for mobile
multimedia content. This requirement can be additionally intensified by the expansion of
public-level video surveillance services. An encouraging approach among the various systems
recommended for this challenge is to cache the most popular content in the cache at different
places closer to end users, thereby reducing latency and traffic on the center network. But, in
maximizing this performance boost, the account must include content cache, user mobility, and

the character of the events that make up traffic demands.
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2.6 Smart City’s Challenges

Progressive machines from electric meters to vehicles, home tools and much more will be
promoted by mobile networks. Several different services that we cannot even think today will
work with them. Modern mobile broadband users will demand extensive performance up to
multiple GB / PS and will typically be possible at speeds of hundreds of Mbps, although traffic
capacities may be 1000 times bigger than what we see now. The major presentation of the [OT
and communication devices will give the network a variety of different needs and services. For
instance, latency, battery consumption, equipment cost and security. 5G extends to new high-
deployment scenarios, such as ultra-dense deployments, which can be as small as a few meters
from the network access nodes to provide extreme data rate and capability demands. It will be
useful when devices that share information directly from the device to the device are near to
each other and data is in the local circumstances. Suitable samples are state security and civil
safety practices. Following this network control, carrier-class reliability will be provided from
the device to the device, local communication services; because the network can handle the

traffic in the licensed spectrum.
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The integration of excellent compatibility and ultra-low latency gives an unusual difficulty.

Compatibility demands for industrial communication implementations and social functions



such as e-health, smart city administration and traffic safety are very difficult. Ultra low latency
is used in several traffic safety matters and industrial control practices. This is required for
various balancing and design options from what is built for today's mobile broadband methods.
In the future, network energy performance is very significant and is a key demand for 5G.
Reducing connection distances in an enriched network, intelligent functions for node sleep, and
signal reduction for network detection and synchronization are some of the energy-effective 5G

networks.

In order to improve service levels in large areas, more spectrum will be needed for the frequency
ranges of today's systems after 2020. It is required for higher frequency ranges, which provide
extremely high service levels for specific scenarios, which can provide wider bandwidths. 5G
will match the accuracy of this future. 5G is a way resolution that brings together various radio
access technologies. Present mobile broadband technologies, especially HSPA and LTE, will
maintain to develop in the network. They will present the backbone of the general radio access
resolution for over 2020 years, but we will also observe new integrant radio access technologies
for specific use cases. More spectrum, including smart antennas, higher frequencies and

advanced coordination between base stations, will be essential elements in 5G.

2.7 Data Management in IOT

One of the main contemporary inclinations in the network is to improve condition information
and use such information for self-regulation and self-optimization. This inclination is supported
by changes in the design and growth of the underlying information principles detailed in the
earlier part. For instance, the ICT support can respond to a variety of data traffic by altering its
form in Self Organizing Networks (SONs) and enhancing the end-user connectivity
respectively. The core and access network in the SON monitors some important achievement
metrics and automatically optimizes network configuration. Differently, from this and further
device-centric, the sensor nodes can follow link productivity and adjust some parameters such
as data compression level and wait time. Both projects are context-aware and depend on the
network performance meaning. However, our vision for Symbol City is to introduce context-
sensitive optimization for the network when meaning is enhanced and delivered from smart city

services.
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As stated earlier, the effectiveness of greatest network optimization techniques relies on their
capability to dynamically modify the operation of the system for fluctuations of the operational
context. Accidentally, removing the operational context, especially the observations, is only a

parameter within the communication system.

However, many intelligent city services describe valuable data about the operational situation
that plays an important role in improving the execution of the communication system. In the

following parts of this chapter, we will consider this concept, in more detail.

In our vision, the network infrastructure enriches information provided by the intelligent city

while at the same time collecting information about its performance under different



configurations and under load. For example, expected mobility and network usage patterns can
be excluded from road users or public transit statistics. Such valuable content is produced by
the symbolic relationship between smart city and communication / ICT infrastructure.
Discovering the potential to improve network optimization with this new and enriched context

and SON or other Quality of Service (QOS) deployment is the focus of this article.
2.8 Localization in IOT

Localization is the method of doing things in a local area. Objects are bound to a specific area.
Develops a product that is adaptable to a specific local or market. The aim of localization is to
form a product for a specific market. The software industry is working to create and develop
more technological capabilities and more infrastructure for localization. Cloud, social and
mobile technologies are important growth areas. They can effectively activate global markets.
Those software and technologies need to be communicated to the global marketplace on a local
level to improve the user experience. Nowadays, localization and monitoring are considered to
be a major problem and work is being carried out in various fields including global positioning

system and other wireless networks and communication.
Localization Process Elements
e Preparing products for the target market
e Making the product accessible to other markets by changing the content
e Change the design and layout according to the designed translation texts
e Ensure that local requirements such as currency are more effective and effective
e View the date, address, and phone numbers in the appropriate local format

e The local regulatory rules and guidelines for the core components of the IOT are the
wireless sensor network where environmental data is collected and processed using
hundreds of sensor nodes. Peripheral data collected by the sensor nodes should be made
available to the base station for feedback. Actions such as fire alarm energy transfer and
emergency request at the data center are important as a way of determining the location
information of all the nodes in the data center. In this way, it can be concluded that the
data center will be sent to the data center after localization of the location data is

collected by the data sensor node.



Chapter 3

Internet of Things (I0T)

Today, the use of high-tech devices that make life easier for the societies is indispensable. Most
of these devices are independent of each other. With the rapidly expanding Internet of Things-
IOT technology, these devices communicate with one another to form an intelligent
communications ecosystem. The systems in which the objects connected to the Internet are
realized via data sharing on the internet without interacting with people define the concept of
the internet of objects. IOT is not only computers that can connect to the internet, but also smart
devices. IOT's key idea is to understand, control, and gain information to act on. In terms of the
Internet of objects, the purpose of the protest has an exceptionally expansive significance. Any
sort of checking gadgets, sensors, biochips or access gadgets are thought about articles. It is
guaranteed that abnormal state sensor information spilling out of the physical condition is
transmitted to the administrators or related people as information after the evaluations made or
processed with the help of given systems. It is believed that the basis of form of Internet of
objects is the Intercommunication Communication (M2M). In M2M technology, machines can
communicate with each other without human intervention. IOT is a more comprehensive
technology than M2M technology. The machine-to-machine interaction may involve human-
machine interaction in IOT technology as long as human intervention is not required in the
inter-machine communication. In IOT technology, every object can be detected by means of
detection methods like RFID, NFC, sensors, and Wife, WiIMAX, ZigBee, Bluetooth, infrared
etc. information about wireless communication techniques and objects can be obtained. Thanks
to this technology, temperature, light, pressure, sound, vibration, can be observed through

sensors to make the objects thinkable and decidable.
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IOT can be described as a revolutionary technology that solves the problems we face in our
daily lives using software applications, daily objects, and internet connectivity. The Internet of
Objects enables a worldwide network of unique objects that can be addressed among
themselves, and allows objects in this network to communicate with each other through a

specific protocol.

10T is classified as intelligent wearable devices, smart city, and smart home, smart media,

grouped by application type. As an example of these groups,

e In house and building automation; intelligent lighting adapting to ambient conditions,
wireless and internet-connected lights, web and mobile applications, surveillance,
security and alarm systems, smoke and gas detection based security systems,

¢ Industry; reliability, and reliability with high-precision automation and control, with
intelligent sensors, intelligent sensors, intelligent automation and control, real-time
monitoring and control of processes, special communication and Internet technologies,

e In the vitality division; propelled estimation engineering (AMI), SCADA (supervisory
control and information procurement), astute inverters, remote control of vitality

expending gadgets,



e In therapeutic and wellbeing frameworks; remote wellbeing observing, crisis notice
frameworks, wearable [oT gadgets, continuous infant checking,

e Transportation; shrewd movement control, unmanned self-governing route, entomb and
intra vehicle correspondence, programmed gearbox for crisis protect, security and street
help, brilliant stopping,

e In natural investigation; cloud-based climate checking, clamor and air contamination
observing, fire location frameworks, tremor and tidal wave early cautioning framework,
soil condition checking applications. IOT is an online worldview that incorporates many
interconnected advances, for example, Radio Frequency Identification and remote
sensor and actuator arrange (WSAN) to trade data. Numerous regions are because of
the rise and making of different frameworks, for example, savvy home, shrewd city and
a keen system, and additionally the present requirements for better control, observing
and administration. Data transmission protocols and decision mechanisms are planned
in which objects the data will be collected from which sensors, which gateways are used
to transmit data to central servers over internet projects of objects. With the general
agreement of the Internet concept of objects, there is a growing need for the
development of protocol mechanisms that will allow devices with message traffic and
limited resources to interact with each other in the most lossless manner. The Internet
of objects consists of 3 main components:

e Objects,

e Communication networks connecting objects,

e Computer systems that use data flowing from objects to objects. In the [oT system, the
objects communicate with each other in three different formats.

e Architectures of [OT

e Three-and Five-Layer Architectures

The most fundamental arrangement is a three-layer engineering. It was displayed at the
beginning circumstances of research around there. It has three layers particularly, the
affirmation, system, and applying layers. The application layer is responsible for passing on
application particular associations to the customer. It depicts unmistakable applications in
which the Internet of Things can be sent for instance, wonderful homes, able urban gatherings,
and shrewd success. The plan layer is responsible for cooperate with other sharp things, create
gadgets, and servers. Its highlights are in addition utilized for transmitting and dealing with

sensor information. The recognition layer is the physical layer, which has sensors for



distinguishing and gathering data about nature. It recognizes some physical parameters or sees
other sharp request in nature. The three-layer arrangement depicts the rule thought of the
Internet of things yet it isn't agreeable for get some information about on IOT in light of the
way that examination reliably concentrates on better parts of the Internet of Things. That is the
reason, we have different more layered blueprints proposed in the arrangement. One is the five-
layer design, which moreover intertwines the arranging and business layers. The five layers are
affirmation, transport, preparing, application, and business layers Figure 3.1). The bit of the

affirmation and application layers is the same as the blue print with three layers.

Application Business layer
layer
Application layer
Network =
lﬂ}ff_‘[ rocessing layer
Transport layer
Perception
layer Perception layer

Figure3 1: Architecture of IOT (A: three layers) (B: five layers).

The business layer manages the entire structure, including statements, business an advantage
models, and customers' security. It can direct and give a varying course of action of
organizations to the lower layers. It uses various advances, for instance, databases, disseminated

processing, and gigantic data getting ready modules. The transport layer trades the sensor datum



from the acknowledgment layer to the getting ready layer and the other route around through
frameworks, for instance, remote, 3G, LAN, Bluetooth, RFID, and NFC. The business layer is
out of the degree of this paper. In this manner, we don't discuss it further. The taking care of
layer is generally called the middleware layer. It stores, looks at, and frames tremendous

measures of data that begins from the vehicle layer.

3.1 Cloud & Fog Based Architectures

Of late, there is a movement towards frame architecture, to be specific, haze registering, where
the sensors and system doors complete a piece of the information handling and examination.
Haze architect speaks to a layered approach has appeared in Figure 2 which embeds observing,
pre-preparing, stockpiling, and security layers between the physical and transport layers. The
observing layer screens control, assets, reactions, and administrations. The pre preparing layer
performs separating, handling, and examination of sensor information. The transitory
stockpiling layer gives stockpiling functionalities, for example, information replication,
dissemination, and capacity. At long last, the security layer performs encryption and guarantees
information respectability and protection. Checking and pre preparing are done on the edge of

the system before sending data to the cloud.

Give us now an opportunity to talk about two sorts of frameworks architectures: cloud and mist
registering. Note that this characterization is not the same as the grouping in Section, which was

done based on conventions.

In particular, we have been to some degree vague about the possibility of data delivered by IOT
contraptions, and the possibility of data taking care of. In some system designs the data taking
care of is done in a broad brought together way by cloud PCs. Such a cloud driven design keeps
the cloud at the center, applications above it, and the arrangement of wise things underneath it.
Disseminated figuring is given amazingness since it gives magnificent flexibility and
adaptability. It offers organizations, for instance, the inside establishment, stage, programming,
and limit. Designers can give their ability mechanical assemblies, programming gadgets,

machine learning gadgets, and information mining and portrayal instruments through the cloud.
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Figure3 2: Fog Architecture of a smart IOT gateway.

Frequently the articulations "cloudiness enrolling" and "edge figuring" are used then again. The
last term starts before the past and is meant be blander. Fog figuring at first named by Cisco
implies splendid entries and sharp sensors, while edge enlisting is hardly in articulations of the
system design, the building outline isn't extensively not exactly the same as Figure3.2. As a

result, we don't portray edge enrolling autonomously.

At last, the refinement between convention architectures and framework architectures isn't
extremely crisp. Often the conventions and the framework are code marked. We should utilize

the nonspecific 5-layer IOT convention stack (building chart exhibited in Figure 3.2)

Social IOT

Give us now a chance to talk about another worldview: social IOT (SIOT). Here, we consider
social connections between objects an indistinguishable route from people shape social

connections. Here are the three fundamental aspects of a SIOT framework:

e We can utilize models like concentrate human informal organizations to likewise think
about the interpersonal organizations of IOT gadgets.
¢ A need of dependability (quality of the relationship) is available between gadgets (like

companions on Facebook).



e The SIOT is safe. We can begin with one gadget and explore through every one of the
gadgets that are associated with it. It is anything but difficult to find new gadgets and

administrations utilizing such an informal organization of IOT gadgets.

Major Components

This will enable us to dependably enable the gadgets to take an enthusiasm among each other
and accomplish a psyche boggling undertaking. To do such a system was quite different
interoperating pieces. Enable us to take a gander at a touch of the gigantic areas in such a

structure.

ID:
We need a one of a kind technique for question recognizable proof. ID can be allotted to a
question in light of conventional parameters, for example, the MAC ID, IPv6 ID, general item

some other custom and code strategy.

Meta information:

Along with an identification number, we need some information units that define the form and
operation of the gadgets. This is essential in order to build close relations with them and to

accommodate the IOT devices in accordance with the conditions.

Security controls:

That is alike to the "friend list" setting on Facebook. Ownership of a tool may introduce
restrictions on the types of devices that can be connected to the tool. Those are often related to

as possessive inspections.



Service discovery:
Such a system is same an operation cloud where we need special indexes to store the details of
the devices that store certain types of services. It is very essential to maintain those directories

up-to-date so that devices can learn other devices.

Administration revelation:

Such sort of a framework resembles an administration cloud, where we need devoted catalogs
that store subtle elements of gadgets giving certain sorts of administrations. It turns out to be
critical to stay up with the latest to such an extent that gadgets can find out about different

gadgets.

Relationship administration:

This module oversees associations with different gadgets. It additionally stores the kinds of
gadgets that a given gadget should endeavor to interface with in light of the sort of

administrations gave.

Service composition:

If a man with a ventilation system possesses a power sensor and this gadget has an association
with the inspection engine, it is advisable to present a great deal of information about the group's
use of the ventilation and cooling system at this point. If the social model is broader and there
are numerous more gadgets, at that point it is conceivable to contrast the information and the
utilization examples of different clients and concoct significantly more important information.
For instance, clients can be informed that they are the biggest vitality purchasers in their group

or among their Face book companions.



3.2 Taxonomy
In this manner, we should talk about related work in information preprocessing. Such
applications (otherwise called mist figuring applications) for the most part channel and outline

information before sending it on the system.
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Figure3 3: Taxonomy of research in IOT technologies.

https://iotuk.org.uk/wp-content/uploads/2017/01/I0OT-Taxonomy-Report.pdf

The accompanying compositional portion that we should discuss is correspondence. We may
analyze related work on different correspondence propels utilize for the Internet of Things.
Particular components confer over the framework using a substitute course of action of
traditions and standards. Along these lines, new systems and conventions have been proposed
and executed for each layer of the structures association stack, as showed by the necessities
compelled by IOT gadgets. We should along these lines take a gander at two sorts of
programming parts: middleware and applications. The middleware makes a deliberation for the
developer to such an extent that the points of interest of the equipment can be covered up. This

improves interoperability of savvy things and makes it simple to offer various types of



administrations. There are numerous business and open source offerings for giving middleware
administrations to IOT gadgets. A few illustrations are Open IOT, Middle Where Hydra,
FiWare and Oracle Fusion Middleware. At long last, we talk about the utilizations of IOT in
Section. We principally concentrate on home computerization, encompassing helped living,
wellbeing and wellness, savvy vehicular frameworks, keen urban areas, brilliant conditions,
shrewd matrices, social life, and excitement. The most generally perceived correspondence
advancements for short range low power correspondence traditions are correspondence in the

IOT world requires striking structures association conventions and portions.

3.3 Cell Phone Based Sensors

Above all else, let us take a gander at the cell phone, which is omnipresent and has many sorts
of sensors implanted in it. In particular, the Smartphone is an extremely convenient and easy to
use gadget that has a large group of implicit correspondence and information preparing
highlights. With the expanding prominence of advanced mobile phones among individuals,
analysts are indicating enthusiasm for building keen IOT arrangements utilizing PDAs in view
of the inserted sensors. Some extra sensors can likewise be utilized relying on the necessities.

A portion of the sensors inside an advanced Smartphone are as per the following.

1) These beams ricochet back when they strike some question. In view of the distinction
in time, we can figure the separation. Along these lines, the separation to various items
from the telephone can be estimated. Some sharp phones, for instance, For instance, we
can utilize it to decide when the telephone is near the face while talking. It can likewise
be utilized as a part of uses in which we need to trigger some occasion when a protest
approaches the telephone.

2) The camera and enhancer are phenomenal sensors since they get visual and sound data,
which would then have the ability to be analyzed and managed to recognize different
kinds of imperative information. For case, we can induce a client's present condition
and the affiliations that she is having. To grasp the sound information, advances, for
example, voice confirmation and acoustic highlights can be misused. The whirligig
perceives the introduction of the telephone authoritatively

3) In a mechanical accelerometer, we have a seismic mass in a lodge, which is associated

with a spring.The accelerometer perceives the advancement and quickening of a PDA.



There are alot of sorts of accelerometers. It more often than not measures changes in
speed of the Smart phone in three estimations.

4) In a capacitive accelerometer,plates are utilized with a tantamount setup. With an
adjustment in speed,the mass pushes the capacitive plates together,along these
lineschanging the capacitance. The speed of progress of the capacitance is changed over
into growing velocity. The mass sets aside opportunity to move & are surrendered as
the lodge moves, so power in the spring may be associated with the expanding speed.

5) The alterations in voltage can be changed over into acceleration. The information traces
got by the accelerometer can be utilized to recognize physical exercises of the client, for
example, running, strolling, and bicycling. In a piezoelectric accelerometer,
piezoelectric significant stones are utilized, which when crushed convey an electric
voltage.

6) The machine-to-machine interaction may involve human-machine interaction in IOT
technology as long as human intervention is not required in the inter-machine
communication. In IOT technology, every object can be detected by means of detection

methods like RFID, NFC, sensors, and Wifi, Wimax, Zigbee, Bluetooth, infrared etc.

3.4 Sensors and Actuators

We have examined many brilliant applications that utilization sensor information gathered from
smart phones. For illustration, movement discovery is accomplished by applying machine
learning calculations to the information gathered by Smart phone sensors. It recognizes
exercises, for example, running, going here and there stairs, strolling, driving, and cycling. The
application is prepared with examples of information utilizing informational collections. They
monitor clients' physical exercises, eating regimen, activities, and way of life to decide the
wellness level and offer proposals to the client as needs be. All IOT applications require no less
than one sensors to assemble data from the earth. Sensors are essential parts of quick things. A
champion among the most indispensable parts of the IOT is setting care, which is impossible
without Sensor advancement. IOT sensors are generally little in measure, have insignificant
exertion, and exhaust less power. Wang ET depict a versatile application that is construct totally
in light of a Smartphone. They utilize it to survey the general psychological wellness and
execution of an undergrad. When the client will smoke utilizing setting data, for example, the

nearness of different smokers, area, and related exercises. The sensors give data identified with



the client's development, area, visual pictures, and encompassing sounds. To abridge
Smartphone sensors are being utilized to think about various types of human conduct and to
enhance the nature of human life. They are constrained by parts, for instance, battery farthest
point and effortlessness of sending. Schmidt and give a framework of various sorts of sensors
used for building sharp applications. The application additionally directs brisk polls with the
understudies to think about their state of mind. This information can be utilized to evaluate the

feelings of anxiety, social life, conduct, and exercise examples of an understudy.

3.5 Restorative Sensors

We can do utilization of sensors that can be used to quantify and screen differing parameters
for healing human body. The IOT can be important to an incredible degree for helping
organizations applications. Along these lines, they can give advancing input to the expert,
relatives, or the patient. McGrath have illustrated in brief about unmistakable Sensors which
can be worn in order to predict man's thriving. These kind of applications can go for checking
a patient's when they are not close to each other individual. These wearable's join astute
watches, wristbands, checking patches, and sharp materials. There are different wearable
recognizing gadgets accessible in the market. They are outfitted with therapeutic Sensors which
are fit for assessing contrasting parameters, example, the heartbeat, beat, body temperature, and
blood glucose levels and breathe rate. For instance, an astute breakers highlights, for example,
openness with a Smartphone, sensors, for e.g., heart rate sensor and an accelerometer. Likewise,
sharp watches and prosperity trackers are twisting up extremely difficult to avoid in the market
as relationship, for e.g., Samsung, Apple and Sony are thinking of remarkably imaginative
highlights.



Figure 4: Fitness Trackers and Smart Watches

Different 10T device that promises too much is the tracking patches sticking to the skin.
Tracking patches are similar to tattoos. They are flexible and single-use and very cheap. These
patches need to be endued by an individual for several days to constantly do monitoring over
various health parameters. All electronic parts are buried in this tire construction. Detected data
can even be dispatched wirelessly. In just the same way as a tattoos, these patches might be

utilized to the skin. One of the major function of these patches is to watch blood pressure.

Figure3 4: Embedded skin patches



A critical thought here is the specific circumstance. The information gathered by the therapeutic
sensors must be joined with logical data, for example, physical movement. For instance, the
heart rate relies upon the unique situation. It increments when we work out. All things
considered, we can't gather unusual heart rate. Accordingly, we have to consolidate information

from various sensors for making the right deduction.

3.6 Neural Sensors

Nowadays, it is likely to know the nerve signals in your brain, to remove the brain's condition
and to train it for better concentration and focus. This is identified as neuron feedback. The
technology worked to read brain signals is described EEG (Electroencephalography) or a brain
computer interface. Neurons in the brain interact electronically and form an electric domain
that can be measured from the outside in respect of frequency. Brain waves can be divided into

beta, gamma, alpha, tetra and delta waves based on the frequency.

Figure3 5: Brain detecting headband with installed neuro sensors



In perspective of the kind of wave, it can be assembled whether the brain is tranquil or winding
in contemplations. This compose neuron feedback can be gotten continuously and can be used
to set up the cerebrum to focus, give cautious thought towards things, direct weight, and have

better mental flourishing.

3.8 Radio Frequency Identification

RFID is a recognizing evidence advancement in which a RFID tag (a little chip with a radio
wire) passes on data, which is scrutinized by a RFID peruse. It resembles scanner label
development. The tag transmits the data set away in it by methods for radio waves. In any case,
not in any way like a standard institutionalized recognizable proof, it doesn't require perceptible
pathway correspondence between the tag peruse and can separate itself from a detachment even
without a human chairman. The extent of RFID changes with the repeat. It can go up to many

meters.

Radio frequency identification (RFID) systems are used to describe living things and objects in
motion, either singularly or plural, using radio frequencies. RFID systems were first used in the
early 1940s to identify friendly and hostile aircraft in Great Britain. This was followed by
nuclear material monitoring applications in the 1970s and commercial applications began in the
1990s. Examples of application areas of RFID systems include product distribution chain
applications, production, inventory accounting and control, hospital, patient identification,
treatment and control of medical records, product identification, control and security
applications in libraries, museums and art galleries, product specifications and maintenance in
the automotive industry (following records of evidence and evidence), transport of goods (in
accordance with container and baggage information), production of valuable products and
monitoring of valuable products, public transport, sporting events in accordance with the
information records, smart card applications, product purchasing, travel card applications,
police and safety applications , the application of tickets such as the use of a ski track, the
collection of tolls for roads, the monitoring of the expiry dates of the characteristics of the food
and drug industry and the follow-up of counterfeit medicines, identification of medicines, and

passport applications can be given.

Basically, the RFID system is a technology consisting of two main units: the RFID tag and the

reader. The label comes with a chip and die that has microprocessor-based sub-circuits. The



reader consists of antenna, processor, transceiver and memory circuits communicating with
electromagnetic wave (EM) wave propagation and wireless communication protocols. There
are also embedded software that reads both the label and the reader. Thus, it is possible to trace
the dynamic characteristics of the label and its dynamic behavior. Today, the use of RFID is
limited to the imagination. RFID tags have a data storage capacity of 64 bit to 8 MB, depending
on the type and application areas. The relevant working sectors can write information on the
objects they want to follow (product, container, box/packaging, car, human, animal, etc.) by
attaching appropriate RFID tags, which can read the information from a few centimeters to a

few hundred meters.

Disregard the chance to control, a RFID tag is joined to the supported inquiry. For instance,
little chips are clung to the front of vehicles. RFID cards are issued to the comprehensive group,
who May then have the ability to be seen by a RFID peruse and given access correspondingly.
Right when the auto achieves a bar on which there is a pursuer, it examines the check
information and picks whether it is an embraced auto. On the off chance that yes, it opens
regularly. There are different client level contraptions open, in which every last one of the
information gathered by specific RFID scrutinizes and information related with the RFID
imprints can be regulated. The low level information aggregated from the RFID imprints can
be changed into greater whole bits of learning in IOT applications. The uncommon state

information can be utilized to draw construing's and make also move.

Natural and Chemical Sensors

The machine-to-machine interaction may involve human-machine interaction in 10T
technology as long as human intervention is not required in the inter-machine communication.
In IOT technology, every object can be detected by means of detection methods like RFID,
NFC, sensors. Bluetooth, infrared etc. Issue unmistakable all around. Characteristic sensors are
utilized to perceive parameters in the physical condition, for example, temperature, wetness,
weight, water sullying, and air pollution. The machine-to-machine interaction may involve
human-machine interaction in IOT technology as long as human intervention is not required in
the inter-machine communication. In IOT technology, every object can be detected by means

of detection methods like RFID, NFC, sensors, Bluetooth, infrared etc.



The uncommon state information can be utilized to draw construing's and make also move.
Disregard the chance to control, a RFID tag is joined to the supported inquiry. It resembles
scanner label development. The tag transmits the data set away in it by methods for radio waves.
In perspective of the kind of wave, it can be assembled whether the brain is tranquil or winding
in contemplations. This compose neuron feedback can be gotten continuously and can be used
to set up the cerebrum to focus, give cautious thought towards things, direct weight, and have
better mental flourishing. So you have to be careful while using it for this purpose. It increments

when we work out.

All things considered, we can't gather unusual heart rate. Even though it won't be adequate to
meet the necessities of numerous IOT applications as a result of the accompanying reasons. We
should talk about related work in information preprocessing. Such applications for the most
part channel and outline information before sending it on the system. For case, in vehicular
systems, conveying haze hubs at thruways can give low inertness information/video spilling to
vehicles. The fog bolsters portability as savvy gadgets can specifically speak with keen
entryways introduce in their closeness. Since millions of savvy things will be associated with
the Internet, they should be distinguished through a one of a kind address, based on which they

speak with each other.

In splendid places, to record events CCTV cameras can be used.These would have the capacity
to be used for incorporate extraction to find what is going on. Or then again,when there is a gas
spill, it can slaughter each one of the lights. For this, we require an extensive tending to space,
and a special address for each shrewd protest. People today place stock in advancement to

address their stresses over their own fulfillment and security of their homes.

3.9 Actuators

An actuator is a tool that can convert electrical energy into a form of environmentally beneficial
conversion of useful energy. Some samples are warming or cooling components, loudspeakers,

lights, screens, and motors.

Actuators that cause motion can be portioned into three categories as hydraulic, electric and
pneumatic actuators depending on the operating conditions. Hydraulic drives promote
mechanical action using fluid or hydraulic force. Pneumatic actuators utilize compressed air

pressure and electric ones utilize electrical power.



For instance, we can think of a smart home system consisting of multiple sensors & motion
transducers. Actuators are managed to lock-unlock doors, turn lights or different electrical
devices on and off, warn users against any threats using notification or alarm, and control a
house temperature. A complex sample of an actuator operated in an IOT is a wireless digital

control that is used to turn on-off switches (or things that require small motion).

3.10 Processing

The most well-known register and capacity assets are cloud based on the grounds that the cloud
offers huge information taking care of, versatility, and adaptability. Yet, this won't be adequate

to meet the necessities of numerous IOT applications as a result of the accompanying reasons.

Mobility:
Most of the shrewd gadgets are portable. Their changing area makes it hard to speak with the

cloud server farm on account of changing system conditions crosswise over various areas.

Real Time actuation and Reliability

Communicating with the cloud and receiving back reactions requires some investment. Idleness
delicate applications, which require constant reactions, may not be plausible with this model.
Likewise, the correspondence may be loss because of remote connections, which can prompt

problematic information.

Scalability:

More devices imply more demands to the cloud, along these lines expanding the inertness.

Power requirements:

Correspondence expends a considerable measure of energy, and IOT gadgets are battery fueled.
They in this way can't bear to convey constantly. To take care of the issue of versatility,
specialists have proposed portable distributed computing (MCC). Be that as it may, there are

still issues related with inactivity and power. MCC additionally experiences versatility issues,



for example, much of the time changing system conditions because of which issues, for

example, flag blurring and benefit debasement emerge.

As an answer for these issues, we can convey some register and capacity assets to the edge of
the system as opposed to depending on the cloud for all things. Information can be put away,
prepared, sifted, and broke down. This idea is known as mist registering. The mist can be seen
as a cloud, which is near the ground. People today place stock in advancement to address their
stresses over their own fulfillment and security of their homes. Or then again, when there is a
gas spill, it can slaughter each one of the lights. In splendid homes, CCTV cameras can be used
to record events of interest. These would then have the capacity to be used for incorporate

extraction to find what is going on.
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The highlights of mist processing are as per the following:

Area mindfulness:

The fog is arranged on the edge of the framework, it thinks about the area of the applications
and their novel circumstance. This is useful as setting care is a basic component of 10T

applications.

Low dormancy:

Less time is required to get to processing and capacity assets on mist hubs (shrewd doors).
Circulated hubs:

Fog nodes are circulated not at all like incorporated cloud hubs. Various mist hubs should be
sent in circulated geological areas putting in mind the end goal to give administrations to mobile
phones in those areas. For case, in vehicular systems, conveying haze hubs at thruways can give

low inertness information/video spilling to vehicles.
Continuous reaction:

Fog nodes can give a prompt reaction not at all like the cloud which has a significantly more

prominent inertness.
Versatility:

The fog bolsters portability as savvy gadgets can specifically speak with keen entryways

introduce in their closeness.
Cooperation with the cloud:

By separating the gathered information, giving register, stockpiling and systems administration
administrations to IOT gadgets, speaking with the cloud and sending just important information,
checking power utilization of IOT gadgets, observing exercises and administrations of IOT
gadgets, and guaranteeing security and protection of information. A few uses of haze processing

are as per the following:



e Smart framework:

The savvy electrical network encourages stack adjusting of vitality based on use and
accessibility. This is done keeping in mind the end goal to change naturally to elective
wellsprings of vitality, for example, sun oriented and wind control. This adjusting should be
possible at the edge, of the system utilizing brilliant meters or miniaturized scale frameworks
associated by shrewd passages. These passages can break down and process information. They
would then be able to extend future vitality request, compute the accessibility and cost of

energy, and supply control from both regular and elective sources to shoppers.
e Smart vehicular systems:

These sensors additionally connect with neighboring keen movement lights to perform activity
administration undertakings. For instance, if sensors recognize a moving toward emergency
vehicle, they can change the activity lights to give the rescue vehicle a chance to pass first and
furthermore illuminate different lights to do as such. The information gathered by these brilliant
movement lights are privately examined progressively to serve continuous necessities of
activity administration. Further, information from different passages is joined and forward to

the cloud for encourage worldwide investigation of movement in the city.

Correspondence

In light of their compelled nature, there are different correspondence challenges included, which

are as per the following:
1. Addressing and identification:

The intimate amount of smart things will need to be examined through an essentially unique
address to which the internet will connect and can do interaction with each other. We require a

large address space for this thing and a unique system for each smart address.
2. Object.
3. Low power communication:

Transmission of data between devices is a power-consuming task, particularly for the wireless
interface. For this reason, it requires a solution which promotes an interaction with low power

consumption systems.



4. Low memory requirements and effective communication patterns and routing protocols.
5. High speed and non-loss communication.
6. The mobility of smart things.

IOT devices are usually connected to the Internet via an Internet Protocol stack known as IP
stacks. These kind of stacks are so complex and requires a lot of power & storage from
connected devices. IOT devices can also be combined on a provincial basis over an IP-less
network that uses less power and can be connected internally via an intelligent gateway. Non-
IP channels such as RFID, NFC, and Bluetooth are very popular but are limited in range (a few
meters). For this reason, applications are only limited to Personal Area Networks (PANSs).
Personal area network (PAN) is widely used in IOT applications such as wearable devices
connected to smartphones. To increase the range of such local networks, the IP stack had to be
changed to make possible low power communication using IP stack. One solutions 6LoWPAN,
which combines [Pv6 with low power personal area networks. It is similar to a PAN Field series

with 6LoWPAN and contains much lower power consumption.

The leading communications technologies applied in the IOT are IEEE 802.15.4, low power
Wi-Fi, 6LoWPAN, NFC, RFID, SIGFOX, Lora WAN and other proprietary protocols for

wireless Networks.
Low power correspondence:

Communication of information between gadgets is a power devouring undertaking,
uncommonly, remote communication. Therefore, we require an answer that encourages

correspondence with low power utilization.
Addressing and distinguishing proof:

Since millions of savvy things will be associated with the Internet, they should be distinguished
through a one of a kind address, based on which they speak with each other. For this, we require

an extensive tending to space, and a special address for each shrewd protest.

3.11 Near Field Communication (NFC)

Close Field Communication is a short range remote correspondence innovation, through which

cell phones can connect with each other over a separation of couple of centimeters as it were.



A wide range of information can be exchanged between two NFC empowered gadgets in
seconds by conveying them near each other. This innovation depends on RFID just a single
gadget produces the field and alternate uses stack balance to exchange the information. The
uninvolved mode is helpful in battery controlled gadgets to enhance vitality utilize. One
advantage of the prerequisite of nearness between gadgets is that it is valuable for secure
exchanges, for example, installments. At last, take note of that NFC can be utilized for two-way
correspondence not at all like RFID. Therefore, all cell phones in the market today are NFC

empowered.

3.12 Wireless Sensor Networks Based on IP for Smart Objects

Wireless networks that use sensors to monitor cooperatively the environmental or physical
conditions, such as humidity, temperature, light, sound, pressure, pollution, soil composition,
noise level, vibration, object movements, "is called. A typical Wireless Sensor Network (WSN)
composed of hundreds or even thousands of Sensor Nodes interconnected via a wireless
medium and exchanging information with each other. Advances in hardware and wireless
systems have enabled the creation of low-cost, low-power, multifunctional miniature sensing
devices. Adhoc networks (distributed wireless networks) can be created with the help of
thousands of these devices. For example, these devices are distributed to a wide geographical
area, creating a wireless adhoc network. These distributed and networked sensors collaborate
to form a sensing network system. A sensor network allows information to be accessed easily
anytime, anywhere. It performs this function by collecting, processing, analyzing and spreading

data. Thus, the network effectively plays a role in creating an intelligent environment.

Wireless sensor networks have many useful features. Reliability, accuracy, flexibility, cost-
effectiveness and ease of installation are among these features. WSNs may contain many
physically separated nodes that do not require human care. On a node-by-node basis, if the
scope of a single node is small, heavily distributed nodes can operate concurrently and on a
common basis, thereby extending the scope of the whole network. In addition, the sensor nodes
can be left in areas of life threatening and can operate four seasons, so these nodes can execute
their detection tasks at any time. This acquisition is the result of intensive deployment of WSN
nodes. Unlike traditional sensor systems that use large macaroon sellers and need to be cabled
up to the user, they both perform much better and define more tolerance to the fault. Such that;

if a macro sensor node fails or stops its operation; if the system is completely lost in the area



where the sensor is located, the WSN may continue to generate information at acceptable levels
if a small fraction of the micro sensor nodes fail in WSNs within the moon area, because the
data generated is redundant. Moreover, each sensor node is equipped with wireless
communication capability and signal processing to transmit data. It requires a very high number
of sensors in a large area, which has limited energy, processing power and communication
resources. This large number of uses allows the sensor network to report the actual speed,
direction, size and properties of the moving object at a higher accuracy than a single sensor.
Moreover, it can be said that earnings are less costly than the counterparts in the macroeconomic
system due to reduced sizes, lower prices and ease of deployment / installation. Moreover, it is
not possible to operate existing wired networks in almost any environment, especially in

battlefields, atmospheres and Deep Ocean.

3.14 10T Network Protocol Stack

It is a communication method with certain standards that enables sending messages and packets
over the network. Each protocol has its own techniques and points of caution: how the data is
sent, encrypted, compressed and error-controlled. The protocols used on the internet of objects

can be divided into 4 different layers.

1. Physical and MAC Layer ( IEEE 803.15.4):

ZigBee is based on the strong radio (physical layer, PHY) and Medium Attachment Control
(MAC) layers defined by the IEEE 802.15.4 standard. Therefore, it is useful to examine the
IEEE 802.15.4 standard first. The IEEE 802.15.4-2003 standard defines the devices and the
underlying protocol interfaced with radio communications in a Personal Area Network (PAN).
It uses the standard CSMA / CA media access mechanism and supports topologies such as star,
peer-to-peer. Media access is based on "contention". An IEEE 802.15.4 (and ZigBee) network
requires at least one fully functional device as a network manager, but endpoint devices can be
functionally reduced devices to reduce system cost. IEEE 802.15.4 defines three unlicensed
frequency bands. The first band uses the 2.4 GHz frequency band (Industrial, Scientific,
Medical (ISM) band) and has 16 channels. The second band uses the 902-928 MHz frequency
band with 10 channels. The last one uses the frequency band 868-870 MHZ with only one
channel. The capacities of these frequency bands are 250 kb / s, 40 kb / s, and 20 kb / s,
respectively [7, 10, 11].As illustrated above, IEEE 802.15.4 standard basically defines two



layers (PHY and MAC). In the PHY layer, radio communication can be performed in three
different frequency bands. For the application it is enough to be able to work in only one of
these. The 2.4 GHz (2450 MHz) PHY uses a quadrature quasi-orthogonal modulation
technique. In each data symbol period, four bits of information are used to select one of 16 near
orthogonal pseudo-random noise (PN) sequences to be transmitted. The PN sequences are
consecutive data symbols that are concatenated and the carrier using the packed chip sequence,
offset-quadrature phase-shift keying (O-QPSK), is in a modulated state. Basically, this
modulation format can be thought of as O-QPSK coding and is typically implemented for the
creation of channel symbols that reduce transmitter cost with a look-up table. Typical
transmission distance has been reported to be more than 30 meters for different environments
without an indoor field of view and more than 80 meters for a field of view. Another point to
note here is that the bit rate is a limiting factor if applications want to transmit large amounts of

data between network devices.

2. Adaptation Layer:

IPv6 is viewed as the best convention for correspondence in the IOT space as a result of its
adaptability and steadiness. Such cumbersome IP conventions were at first not thought to be
reasonable for correspondence in situations with low power remote connections, for example,

IEEE 802.15.4.

One of the technologies that can be used when building wireless sensor networks is 6LowPAN.
6LowPAN is an adaptation layer defined on the IEEE 802.15.4 standard in physical and media
access layers. The adaptation required to use the next generation IPv6 in the sensor networks is
made through this layer. The RPL protocol is a routing protocol developed so that the sensor
nodes can find the paths between each other in the mesh structure. Developing technologies
enable electronic devices to interact with various targets via Internet networks. Devices on the
Internet must have unique IP addresses to be able to connect directly with each other. IPv6
Internet Protocol Version 6, which is a 128-bit hexadecimal addressable 128-bit addressing
system designed to address the billions of unique IP needs, supports 21 unique addressing. The
MAC addresses of network adapters are used to obtain an [Pv6 address uniquely in a local
network. The interface ID, located in the IPv6 address, is used by organizations to create their
own local address hierarchy. With the EUI-64-bit method, a 16-bit FFFE value is added directly

to the middle of the 48-bit MAC address, resulting in a unique calculation automatically.



6LowPAN [8], IPv6 Over Low Power Wireless Personnel Protocol It is possible to
communicate with devices in the physical world (sensors, triggers, etc.) by more than one
device working in accordance with IEEE 802.15.4 [9] standards and to spread to a wide range
is a communication protocol that allows data types to be used between them. Advantages of

6LoWPAN Communication Protocol;

* Minimum use of code and memory

* Direct end-to-end internet integration

» Multiple topology options

* Long battery life (up to 1000 days)

* High data capacity

* Medium range coverage (75m)

» Low power and cost are provided.

* Supports 16- and 64-bit 802.15.4 addressing

* Efficient header compression (thanks to IPv6 base) Automatic network configuration with

"Neighbor Discovery" method
* Unicast, multicast and broadcast support

* Fragmentation (fragmentation of 1280 bytes of [Pv6 maximum transmission unit into 127

bytes of 802.15.4 frames)
* [P routing support
* Link layer mesh structure support (802.15.5)

Protocol for Smart Objects (PSO) Alliance has dispersed diverse white papers depicting elective
traditions and benchmarks for the layers of IP stack & an additional change layer that is used

for correspondence between keen items.

Physical and MAC Layer (IEEE 802.15.4): The IEEE 802.15.4 tradition is expected for
enabling correspondence among preservationist and practical low power embedded devices
which requires a long battery life. It portrays measures and traditions for the physical and

association (MAC) layer of the IP Stack. It bolsters low power correspondence alongside ease



and short range correspondence. On account of such asset compelled situations, we require a

little edge measure, low transmission capacity, and low transmit control.

Transmission requires next to no power (greatest one milli-watt), which is just a single percent
of that utilized as a part of Wi-Fi or cell systems. This confines the scope of correspondence.
In view of the restricted range, the gadgets need to work helpfully with the specific end goal to
empower multi-hop steering over longer separations. Thus, the bundle measure is restricted to
127 bytes just and rate of correspondence is constrained to 250 kbps. The coding design in I[EEE
802.15.4 has worked in overabundance, which makes the correspondence generous, empowers
us to recognize incidents, and engages the retransmission of lost packages. The tradition
furthermore reinforces short 16-bit interface conveys to reduce the degree of the header,

correspondence overheads, and memory necessities.

3. Network Layer:

OSI (Open Systems Interconnection-Open Systems Interconnection) model, developed by ISO
(International Organization for Standardization), is a standard used for communication between
computers. It consists of 7 layers. Network Layer is the third layer of OSI. Since the layers
operate in relation to each other, the Network layer provides communication between the
Transport Layer and the Data Link Layer. For each layer created in layer 7, data from the
different processes becomes a segment in the transport layer with layer 4 and is transferred to
the Network Layer. In this layer, addressing, encapsulation, routing and DE capsulation

processes are applied.

Addressing

The network layer provides an addressing mechanism for the source device to which the data
is to be transmitted and the destination device to receive data. Each device must have its own
unique address to ensure that each piece of data is sent to the correct destination. At the network
layer, these addresses are IP (Internet Protocol) addresses. These addresses are placed on the
segment in the Layer 3 header by encapsulation. With this process, the target device knows that
the incoming packet arrives and determines the route to send the intermediate devices used to

route the data.



Encapsulation

In the encapsulation process, a third layer header is added on the segment received from the
fourth layer, and the whole data that we call segment gets the packet name. 3. The layer header

contains information such as the destination address and the source address.

Routing

The source to send the package and the target devices to receive are not always in the same
network. In such cases, routing is performed to send data from one network to another. The
intermediate device that performs this routing process is called a Router. The router identifies
and directs the best route for the destination to reach the destination. It uses the information
contained in the third layer header for this redirection. The most important information used is

undoubtedly the address of the target and the source.

De-capsulation

When the packet arrives at the target device, it goes through various operations and reaches the
network layer which is the third layer of OSI. This layer checks the destination address and
verifies that the package has reached the correct destination. After verification, the packet
passes through the de-capsulation process, the third layer header is discarded and the fourth

layer is moved to the transport layer.

There are some protocols that are called network layer protocols. Some protocols used to

transport packages at the network layers are; IPV4, IPV6, IPX, AppleTalk, CLNS / DEC Net.

IPV4-1PV6 (Internet Protocol Version 4-6-Internet Protocol)

The IPv4 protocol is the basis for the communication of computers today. IPv4 addresses come
from 4 blocks consisting of 8 bits. This is a 32-bit address. This address is our identity on the

internet. There are 2 ~ 32 different IPv4 addresses, but in today's changing and evolving



conditions these addresses are no longer enough, so the IPv6 protocol has been created. It is
expected that [Pv6 addresses will take the place of IPv4 addresses in the near future. The IPv6
protocol has many advantages over the IPv4 protocol. These advantages are; 2 128 [P addresses
provided by the company provide a wider IP address space, new security features, simplified
header structure to allow faster packet forwarding, and automatic address configuration that

will remove the need for an address assignment server.

The IPv4 header consisting of 32 bits consists of units with different functions as seen below.
Destination Address: The part where the destination address is to be sent.

Source Address: The part where the source address that sends the packet is located.

Time to Live: The TTL value is an 8-bit value consisting of 0 and 1 digits. The value is reduced
by one when switching from each router, and when the packet is 0, the packet is discarded. In
this way, a package that cannot reach the destination is prevented from infinite looping between

routers.

Protocol: Each protocol is given a unique number so that it can be evaluated in the correct

layer.

Type of Service: With this token, the type of service becomes visible and priority is given to
it.

Fragment Offset: Specifies the order of shredded packages.

Flag: If the "More Fragment (MF) flag" bit or MF value is 1, it indicates that fragmentation has
been performed and that the sending part is not the last part. If the MF value is 0 and there are
nonzero values in the Fragment Offset bits, this indicates that this is the last track. If the MF
value is 0, and the Fragment Offset bits are 0, the fragment is an unallocated packet. If the "Do
not Fragment (DF) Flag" bit is 0, fragment sorting is not allowed. Routers throw away such

packages.

Version: Specifies the IP version number.

Header Length (IHL): Specifies the Size of package header.

Packet Length: Specifies the size of the package containing the header, including the header.
Identification: Used to identify a unique IP packet fragment.

Header Checksum: Used to check for errors in the package header.



Options: Used to supply space for other services, but rarely used.

Novell Internetwork Packet Exchange (IPX): IPX / SPX Novell Data Systems Inc., a
software company founded in Utah in 1969, is an enhanced set of protocols specially developed
for the NetWare (Network Security Providers) fabric. IPX is the part of TCP/IP architecture

that runs on the network layer.

AppleTalk: The AppleTalk protocol was developed by Apple Computer Corporation. Used to

communicate with Macintosh computers.

CLNS / DEC Net (Connectionless Network Service): Digital Equipment Corporation (DEC)
first announced the DEC Net protocol at the beginning of the 1970s. In the following years,
additions to this protocol were made and improved. CLNS / DEC Net is one of these

enhancements.

Besides these protocols, there are also protocols that work at the network layer and plays an

important role in ensuring communication. Some of these protocols are; ARP, ICMP, IGMP.

ARP (Address Resolution Protocol): Network cards with an Ethernet interface communicate
with physical addresses (MAC address) consisting of 48 bits given to them during the
production phase. To communicate with the Local Area Network (LAN), the physical address
of the device to exchange data with must be known. If the physical address of the device to
which the data is to be transmitted is unknown, ARP will query the device by using an IP
address belonging to Layer 3. In response to this query, the device sends its physical address.

Thus, the physical address of the device is learned.

Internet Control Message Protocol: ICMP is a control protocol. When data exchange is
performed, it identifies which error has occurred and sends a feedback message to this error.
During feedback, it does not work over a certain port number, i.e. the port header is not added
to the message. It works with the IP route as it is moved in the data section of the IP packet.
With ICMP, communication breaks, packet fragmentation, puck error occurrence, or package
misbehavior are detected, the exact error is identified and a feedback message is sent

accordingly. The "ping" command is for use with ICMP.

IGMP (Internet Group Management Protocol): The communication protocol used to
manage multicast members. Although it behaves like a transport protocol, it runs IP based on

the network layer. Single distribution is similar to ICMP in connections. IGMP is used by both



the client and the nearby network devices to connect the client to the local multipath distributing

router.
Transport Layer:

TCP isn't a better than average decision for correspondence in low power conditions as it has a
significant overhead is owned how it is an affiliation organized protocol. That’s why, UDP is

supported in light of the way that it is connection free traditions and have low overhead.

3.14.1 Bluetooth Low Energy (BLE)

Similarly, Bluetooth Low Energy, also known as "Bluetooth Smart", was made by the Bluetooth
Special Interest Group. Sincerely, it has a shorter range and uses less emphasis when it comes
to the top of tradition. The BLE tradition stack resembles a stack that is used as a praiseworthy
piece of Bluetooth progress. There are two parts: the host computer and the controller. The
physical and interface layer is run on the controller. The controller is a SOC (Chip on System)
that normally contains a radio. The functions of the top layers are merged into the main
machine. BLE is not perfect with perfect Bluetooth. Allow me to look at the differences between

perfect Bluetooth and BLE.

Essential refinement does not support BLE's data spill. Or maybe it supports smart trade of

small data packets (allocation is not much) with 1 Mbps data rate.

There are two types of devices in BLE: pro and slave. Pro is a central device that can connect
with various slaves. For example, allow me to consider an IOT situation that a phone or
computer is being populated with expert and mobile phones, such as an interior controller, good
tracker, enthusiast, or any control device. In such cases, the slave must be incredibly
controllable. In this way, in order to save from necessity, slaves are trying to get packages from

the professionals as if they are normally in a resting mode and awake for a while.

In the Bluetooth model, the organization is paying constantly paying little attention to whether
there is data traffic. BLE supports 79 data channels (1 MHz channel transmission limit) and 1
million image / s data rate while supporting 40 channels with 2MHz channel swapping speed
(twice the value of Bluetooth) and 1 million image / s data rate. BLE supports low predictive
cycling requirements because the packet measure is not much and the time to deliver the

smallest package is as low as 80 seconds. The BLE tradition stack also reinforces IP-based



correspondence. A review coordinated by Siekkinen et al. The BLE recorded the amount of
bytes traded per Joule to show that BLE used far fewer reasons if it looked different from

warlike traditions such as ZigBee. The specificity of BLE is 2.5 times better than ZigBee.

3.14.2 Low Power Wi-Fi

The Wi-Fi association together has starting late made "Wi-Fi Ha Low," which relies upon the
IEEE 802.11ah standard. It eats up cut down power than a standard Wi-Fi contraption and
besides has a more expanded region. This is the reason this tradition is proper for Internet of

Things applications. The extent of Wi-Fi Ha Low is twice that of regular Wi-Fi.

Like other Wi-Fi devices, devices supporting Wi-Fi Ha Low also reinforce IP accessibility,
which is fundamental for IOT applications. Allow us to look at the particulars of the IEEE
802.11ah standard. This standard was made to oversee remote sensor orchestrate circumstances,
where contraptions are essentialness constrained and require by and large long range

correspondence. IEEE 802.11ah works in.

3.14.3 ZigBee

ZigBee, a new technology; It is defined as a short distance wireless network standard
established in the IEEE 802.15.4 infrastructure and using standard spiral networks (Mesh
Network array) and application profiles. Considering the advantages of reliability, low cost and
energy saving, ZigBee can be used for wireless connections of sensors and management
products such as PC input devices. ZigBee allows for automatic search for wireless channels
and the coexistence of multiple wireless networks. To describe ZigBee in a different way; is
the customization of protocols for small and low power radios. The installation of ZigBee 1.0
was completed by IEEE 802.15.4 on May 2003, the ZigBee feature was approved on December
2004, and the use was announced on June 2005. ZigBee 2007 was released on September 30,
2007 with new technical specifications. Finally, home automation, the first ZigBee application

profile, was launched on November 2, 2007.

ZigBee technology products use the 2.4 GHz frequency band, which is world-wide open to use.
In addition, it can be used at 915 MHz for America and at 868 MHz for Europe. At 2.4 GHz
frequency, it is possible to reach speeds of 20 kbps with 10 channels at 250 kbps, 6 channels at



915 MHz with 40 kbps and 1 channel at 868 MHZ. The range of products varies between 10

and 75 meters depending on the transmission power and environmental effects.

ZigBee standards are defined by adding the application profile layer, security and network

layers onto the Medium Access Control (MAC) layer, which is contained within the IEEE

802.15.4 global standard. ZigBee provides wireless communication of reliable, low-power

monitoring and control products using the IEEE 802.15.4 standard. It is part of the IEEE
802.15.4 and 802.15 standards and supports the technology of Personal Area Network ("PAN").

The protocol supports the use of low cost, long term (yearly) battery powered sensors.

ZigBee ToolTips

There are 3 types of tools that the ZigBee protocol uses.

ZigBee Coordinator (ZC): It is the most capable of using the ZigBee protocol. The ZC
tool arranges network connections and provides bridging to other networks. ZigBee
Coordinator (Zigbee Coordinator) also has the ability to store information on the
network. The ZigBee Coordinator can store information about the ability to store
information on the network, as well as managing security keys on the network.

ZigBee Router (ZR): When the application runs on ZigBee, the router provides data
flow by showing itself as an intermediate router. ZigBee is a relay device in systems.
ZigBee End Device (ZED): It has enough features to communicate with other
connected ZigBee Coordinator and ZigBee Router tools. ZigBee End Device does not
broadcast data from other devices. In addition, this bridging situation allows long-
lasting use of the nodes in the sleep state. In addition, the ZigBee End Device can
perform the necessary operations with a small amount of memory. This results in less

cost than ZigBee Coordinate and ZigBee Router tools.

Introducing ZigBee Profiles

In ZigBee systems, a language is defined to change the data. This language requires that the

services provided be used and identified. Standard profiles to be used in these services are

available from the ZigBee Alliance. The profiles used include tool definitions. The only

certification used in these systems is licensed by the ZigBee Alliance.



ZigBee Node Nodes and Tasks

o ZigBee Coordinator (ZBC) (IEEE 802.15.4): The ZigBee Coordinator is only one in
the network and is responsible for starting the network. It is tasked to store network
information in communication with all ZigBee devices. Only the routing feature of the
ZigBee Coordinator works functionally. It also acts as a bridge to other networks.

o ZigBee Router (ZBR) (IEEE 802.15.4 FFD): The ZigBee Router is an optional
component. Routing between nodes is mandatory. This orientation increases the scope
of the network used. It also manages the function of not performing addressing.

o ZigBee Terminator (ZBE) (IEEE 802.15.4 RFD): The ZigBee Terminator is
responsible for optimizing low power consumption. ZigBee is the most expensive type
of instrument used in systems. It only communicates with the ZigBee Coordinator
within the network. Detectors that are considered to be core of ZigBee systems are in
this section.

e Physical Layer Services

e Error Vector Size (EVM): A service that informs about the size and types of errors
that can occur in ZigBee systems.

e Energy Detector (ED): The main component of ZigBee systems is the "receiver" which
determines the energy requirement and reports the lack of it.

e Link Quality Provider (LQI): Provides sufficient frequency between receivers and

provides the necessary link to ensure smooth data flow.

The Energy Detector and Link Quality Supplier that is being used helps ensure the continuity
of the system by following the ZigBee system's "minimum power" principle, which is the

enterprise architecture.
ZigBee Security Services

ZigBee uses AES-128, a powerful encryption technology. This technique provides end-user
innovation and prevents any repetition of attacks by keeping all kinds of different processes in
the network under control. ZigBee also provides innovation counters as incoming and outgoing.
This generated counter is reset when every new key is created, so that the system can continue

to run by refreshing its keys over a very short period of time.



ZigBee also provides integration between systems. Due to the integrity provided, the system
easily prevents the attacker from changing his message and attacking different places. Among
the options available are 0.32,64,128 bits for the integrity options. However, ZigBee systems
use the 64 bit integrity option by default. This integrity option also provides a toggle between

message protection and message modification.

ZigBee systems provide authentication (verification) to check if the message is reaching the
right place. In addition, the high security techniques used in the system prevent the attacker
from showing the devices as other devices. This suspension can be used at the device level as
well as at the network level. ZigBee systems use a shared network key for network-level
hacking, while device-level hacking is achieved using only a single link key. In addition to this,
Zigbee supports encryption so that an attacker intercepts and intercepts the connection and uses
128 bit AES encryption technology in the system. Encryption on ZigBee systems can also be
used at network and device level, such as hanging. Network-level encryption uses a common
network key, which prevents very little memory from being compromised by an attacker. The

common link key is used when encrypted at the device level.

3.14.4 A. Integration of RFID Tags wih Sensors:

The tag is a chip (chip set) in which information about the object is stored and components that
contain an antenna for communicating with the reader. They use RF signals to communicate
with the reader. The surfaces of the labels can be covered with different kinds of materials.
Each label has a unique identifier (id) number. The memory capacities of the labels can range

from 64 bits to 8§ MB. RFID tags can communicate without touching the reader.

B. Integration of RFID Tags with WSN Nodes:

The communication capabilities of the sensor tags are limited by a single jump. The sensor tag
is equipped with a wireless transceiver to maximize its capabilities, small amounts of Flash
memory and other nodes and initiate communication with wireless devices. The nodes can then
be used to create wireless network. In these networks, the sensor labels can communicate with
each other at large intervals (via intermediate straps). With the additional processing capacity
in a node, we can reduce the net amount of transmitted data & thus increases the power

efficiency of WSN Nodes.



C. Integration of RFID Readers with WSN Nodes:

The range of RFID Readers is increased by using these kind of integration tags. Readers are
provided with wireless receiver transmitters and micro-controllers; so that they can interact with
each other, so that the label can access a reader that is not within range of that label. The wireless
sensor uses multi-input communication of network devices. The output of all RFID readers on
the network reaches a central gateway or the base station that ultimately processes the data and

sends it to the remote server.

3.15 Low Power Wide Area Networks (LPWAN)

Now let's discuss a protocol for long-range signaling in power-constrained devices. LPWAN
protocol class, low bit rate transmission technologies for such IOT situations. Now let’s

consider some of the most popular technologies in this field.
3.15.1 Narrow band 10T:

It is a technology made for many gadgets with limited energy. For this reason, it is important
to decrease the bit rate. This protocol can be extended to both mobile GSM and LTE spectrum.
The download speed varies between 40 kbps (LTE M2) and 10 Mbps.

3.15.2 SIGFOX:

Another protocol that uses narrowband communication (10 MHz). It uses the free spectrum of
the radio spectrum (ISM band) to transmit the data. Instead of 4G networks, Sigfox focuses on
using very long waves. Thus, the range can be up to 1000 km. For this reason, energy for
transmission is considerably lower (0.1%) than modern mobile phones. Cost bandwidth again.
Only 12 bytes can be transmitted per message, and a device is limited to 140 messages/ day.
This make sense for different kinds of applications such as submarine applications, shipping

control (emergency) codes, relocation, remote location tracking and medical applications.

3.15.3 Weightless:

Applies differential dual phase shift keying method to send narrow band signals. To avoid
interference, the protocol moves between frequency bands. Supports encryption, encryption and
mobility. In addition to frequency hopping, two additional mechanisms are used to minimize
collisions. The download service uses time division multiple access (TDMA) and an uplink

service uses a huge number of sub channels initially assigned to the transmitter nodes by



resorting to a central server. Any application includes intelligent counters, vehicle tracking,

health monitoring and industrial machine monitoring.

3.15.4 Neul:

Operating under the 1 GHz band, Neul has an important position among wireless networks with
high scalability, high coverage, low power consumption and low cost. It has data transmission
speed of up to 100 kbps at Saniy. With 2 AA batteries of 30mA you can communicate with the

devices.
3.15.5 Lora WAN:

This tradition resembles Sigfox. Wide localization targets to organize applications and is
recommended as a low power tradition. Data rates range from 0.3 kbps to 50 kbps and can be
used within an urban area or a country region (2-5 km domain name in a floating urban area).
It is planned to be filled as a standard for long-range IOT traditions. Thus, there are features to
ensure multitasking, to enable various applications, and to consume a few unfamiliar frame

areas.
3.15.6 Lightweight Application Layer Protocols

Similar to the physical and MAC layer tradition, it also requires application layer traditions for
IOT frames. While these light traditions need to have the ability to convey application

messages, whilst unthinkable thinkers must have lost power in the past.

OMA Light M2M (LWM2M) is such a thing. It describes the tradition of correspondence
between a server and a device. Each time there are limitations that are limited and are thus

implied as limiting means. The main aims of the OMA tradition are the accompanying shudder:

To exchange organizational data / information between different center points in LWM2M.
Each tradition in this class sees all framework sources as articles. Such resources can be made,

deleted and remotely planned.

These devices have their own boundaries and can use different traditions for internal address
information. For example, it is the practice of an application layer that provides mandatory
center points, such as sensor bits or at least embedded devices that are used to accomplish the
finishing of the Internet. COAP can be cleaned up with HTTP, but it provides additional

workplaces, for example, to reinforce multipoint publishing operations. It is ideal for small



devices due to low overhead and unpredictability and decomposition based on UDP instead of

TCP.

3.15.7 Middleware

Do not include everything, the Internet is around Things; here is a tool that combines figure and
system in everything in our circle. The interoperability of such heterogeneous devices requires
particularly well-described standards. In any case, standardization is troublesome from the

perspective of the varying needs of different applications and regulations.

For heterogeneous applications of this kind, the act of navigating is to have a hierarchy of
interfaces that will work to apply the non-skewed components of things. [ mean, it will cover
up the unexpressed components of sharp things. We must act as an article of commerce between
things and practices. They need to deliver normal equipment to application designs, so they can
focus more on business requirements than on working with standard equipment. To create land,
the layer software provides an Application Programming Interface for abstracts and writings,

data organization, computation, security & assurance.
The troubles, which are tended to by any IOT middleware, are according to the accompanying:

Context distinguishing proof: the data accumulated from the sensors ought to be used to
evacuate the setting by applying distinctive sorts of estimations. The setting can thusly be used

for giving propelled organizations to customers.

Device disclosure and organization: this part engages the contraptions to think about each
and every other device in the region and the organizations gave by them. In the Internet of
things, the establishment is for the most part extraordinary. The contraptions need to announce

their quality and the organizations they give.
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3.16 Open 10T

Open 10T is another well-known open source activity. It has 7 unique segments. At the most
minimal level, we have a physical plane. It gathers information from IOT gadgets and
furthermore does some preprocessing of information. We initially have the scheduler, which
deals with the surges of information created by gadgets. It principally doles out them to assets
and deals with their QOS necessities. The information stockpiling part deals with the capacity
and authentic of information streams. At long last, the administration conveyance segment
forms the streams. It has a few parts. It joins information streams, pre-processes them, and
tracks a few measurements related with these kind of streams, for example, the quantity of

extraordinary solicitations or the span of each demand.



The highest layer, that is, application layer, additionally has 3 segments: ask for definition, ask
for introduction, and arrangement. Lastly the arrangement segment encourages us design the

IOT gadgets.

3.16.3 Utilizations of IOT

There is an assorted arrangement of regions in which wise applications have been created.
These applications are not yet promptly accessible; in any case, preparatory research shows the
capability of IOT in enhancing the personal satisfaction in our general public. A few
employments of IOT applications are in home robots, wellness following, wellbeing observing,

condition assurance, keen urban communities, and mechanical settings.
3.16.4 Home Automation

Splendid homes are ending up more unmistakable today because of two reasons. To begin with,
the sensor and enactment progressions nearby remote sensor frameworks have by and large
matured. Second, people today place stock in advancement to address their stresses over their

own fulfillment and security of their homes.
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They help in robotizing day by day errands and help in keeping up a routine for people who
have a tendency to be absent minded. They help in vitality protection by killing lights and

electronic contraptions naturally.



For instance, the undertaking, Mav Home, gives a clever operator, which utilizes different
expectation calculations for doing mechanized assignments in light of client activated occasions
and adjusts to the schedules of the occupants. Expectation calculations are utilized to foresee
the arrangement of occasions in a home. A progression organizing figuring keeps up courses of
action of events in a line and moreover stores their repeat. By then a gauge is made using the
match length & repeat. Distinctive estimations used by practically identical applications use

weight based conjecture and Markov models.

Imperativeness security in insightful homes is regularly proficient through sensors and setting
care. The sensors accumulate data from nature (light, temperature, and stickiness, gas, and fire
events). This data from heterogeneous sensors is supported to a setting aggregator, which
progresses the assembled data to the setting careful organization engine. This engine picks
organizations in light of the particular circumstance. For e.g., an application can normally turn
on the AC when the clamminess rises. Or then again, when there is a gas spill, it can slaughter

each one of the lights.

Sagacious home applications are to a great degree valuable for the elderly & particularly abled.
Their prosperity is watched and relatives are instructed rapidly if there ought to emerge an event
of emergencies. Floors are outfitted with weight sensors, which track the improvement of a man
over the wise home and moreover help in distinguishing if a man has tumbled down. In splendid
homes, CCTV cameras can be used to record events of interest. These would then have the

capacity to be used for incorporate extraction to find what is going on.

A progression organizing figuring keeps up courses of action of events in a line and moreover
stores their repeat. By then a gauge is made using the match length and repeat. Distinctive
estimations used by practically identical applications use weight based conjecture and Markov

models.

Imperativeness security in insightful homes is regularly proficient through sensors and setting
care. The sensors accumulate data from nature (light, temperature, and stickiness, gas, and fire
events). This data from heterogeneous sensors is supported to a setting aggregator, which
progresses the assembled data to the setting careful organization engine. This engine picks
organizations in light of the particular circumstance. For example, an application can normally
turn on the AC when the clamminess rises. Or then again, when there is a gas spill, it can

slaughter each one of the lights.



Sagacious home applications are to a great degree valuable for the elderly and particularly
abled. Their prosperity is watched and relatives are instructed rapidly if there ought to emerge
an event of emergencies. Floors are outfitted with weight sensors, which track the improvement
of a man over the wise home and moreover help in distinguishing if a man has tumbled down.
In splendid homes, CCTV cameras can be used to record events of interest. These would then

have the capacity to be used for incorporate extraction to find what is going on.

In particular, fall recognition applications in keen situations are valuable for distinguishing if
elderly individuals have tumbled down. Yu et al. utilize PC vision based systems for breaking
down stances of the human body. Six smith et al. utilized minimal effort infrared sensor cluster
innovation, which can give data, for example, the area, size, and speed of an objective question.
It recognizes flow of a fall by examining the movement designs and furthermore distinguishes
dormancy and contrasts it and action before. Neural systems are utilized and test information is
given to the framework to different kinds of falls. Numerous cell phone based applications are
likewise accessible, which recognize a fall based on readings from the accelerometer &

whirligig information.

3.17 Smart Cities in IOT

3.17.1 Smart Transport

Smart transport applications are useful in managing each day development in urban groups
using sensors & shrewd information taking care of systems. The rule purpose of smart transport
systems is to restrain development blockage, ensure basic and trouble free halting, and avoid
incidents by genuinely coordinating movement and spotting alcoholic drivers. The sensor
advancements directing these sorts of usages are GPS sensors for territory,accelerometers for
speed, whirligigs for course, RFIDs for vehicle unmistakable evidence, infrared sensor for
checking voyagers and vehicles, and cameras for recording vehicle improvement and traffic.

There are many sorts of employments around there:

e Applications to ensure prosperity: splendid transport does not simply surmise
administering development conditions. In a similar way, it participates in the safety of
the people who enter their vehicles, and to this day it is usually in the hands of the

drivers. Several IOT applications have been made to strengthen the drivers with more



secure drivers at a noticeable level. Such practices demonstrate the driver's behavior and
enable them to use the drives safely, helping them adapt or relax by recognizing that
they are drained or tired. Headings used as part of such applications are recognizable
evidence on the face, eye area of healing and weight verification on the control (to
control the grip on the driver's steering wheel).

A Smartphone application that evaluates the driver's driving behavior with PDA sensors
such as accelerometer, spinner, camera and GPS, was suggested by Eren et al. By
separating the sensor data, you can choose whether the vehicle is protected or whether

it is rash.

Smart development lights: action lights with distinctive, maintenance and
correspondence limits are called sharp development lights. These lights feel the
bottleneck of action at the intersection and the extent of development from all sides.
This information is first examined and then it is sent to neighbouring action lights or to
a central control.

For case, in an emergency condition the development lights can exceptionally offer
course to a crisis vehicle. Exactly when the sharp action light distinguishes a crisis
vehicle coming, it makes room for it and moreover instructs neighboring lights about it.
Advances used as a piece of these lights are cameras, correspondence advances, and
data examination modules. Such structures have quite recently been passed on in Rio

De Janeiro.

Intelligent halting management:in a sharp transportation system, ceasing is thoroughly
trouble free as one can without a doubt watch out for the Internet to find which stopping
zone has free spaces. Such parts use sensors to perceive if the openings are free or

included by vehicles. This data is then exchanged to a central server.

Accident disclosure applications: a Smartphoneapplication laid out by White et al.
Detectsthe occasion of a mishap with the help of an acoustic data and an accelero meter.
It expeditiously sends this information nearby the territory to the nearest mending office.
Some additional situational information, for instance, on area photographs is
furthermore sent with the objective that the pros accessible if the need arises consider

the whole circumstance and the level ofrestorative help that is required.



e Traffic observation and organization applications: vehicles are related by a framework
to each other, the cloud, and to a substantial gathering of IOT contraptions, for instance,
GPS sensors, RFID devices, and camera. These devices can be used to check
development conditions in different areas of the city. Custom applications can separate
development plans with the objective that future movement conditions can be assessed.
Yu et al. execute a vehicle following structure for development perception using video
progressions got on the roads. Traffic blockage area can in like manner be completed
using mobile phone sensors, for instance, accelerometers and GPS sensors. These
applications can distinguish improvement cases of the vehivle while the customer is
driving. This kind of information starting at now being accumulated by Google Maps

and customers are being using it to cross around potentially congested parts of the city.
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Figure3 7: Block diagram of the Smart Parking System
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3.17.2 Shrewd Water Systems

In numerous parts of the world, it is necessary to manage the water resources profitably, given

the general size of lack of water. For this reason, most urban groups have begun to put a full-



stop to sharp plans that set large areas for storm channels and water supply chains. Here is a
reference to which Hauber-Davidson and Idris wrote. They portray different plans for cunning
water meters. These counters may be useful in measuring water intake and level of fluctuation
and to detect possible leaks. A small number of water measurements are also be used in
synchronicity with data from atmospheric satellites and channel water sensors. In this way, they

can strengthen the flood forecasting.

Cases of Smart Cities

Barcelona has for the most part centered on savvy transportation and keen water. Shrewd
transportation is executed utilizing a system of sensors, concentrated investigation, and savvy
movement lights. On comparable lines Barcelona has sensors on the vast majority of its tempest
channels, water stockpiling tanks, and water supply lines. This data is incorporated with climate
and utilization data. The consequence of the majority of this is a concentrated water arranging
technique. The city can gauge the water prerequisites as far as household use and mechanical

utilization and for exercises, for example, finishing and cultivating.

Stockholm began path in 1994, and its initial phase toward this path was to introduce a broad
fiber optic framework. Therefore, the city included a huge number of sensors for keen
movement and brilliant water administration application. Stockholm was one among the main
urban areas to execute blockage charging. Clients were charged cash, when they crashed into
congested zones. This was empowered by brilliant movement advancements. Since the city has
a strong system spine, it can do anything but really difficult to convey sensors and applications.
For instance, as of late the city made a keen stopping framework, where it is conceivable to

effectively find parking spaces close-by.
Social Life and Entertainment

Social life and stimulation assume a vital part in a person's life. Numerous applications have
been created, which monitor such human exercises. The expression "crafty IOT" refers to data
sharing among entrepreneurial (gadgets that try to reach different gadgets) in light of

development and accessibility of contacts in the region.

It recognizes the group of friends of a man by dissecting the examples of social exercises and
the general population display in those exercises. Different kinds of social exercises and the

arrangement of individuals partaking in those exercises are distinguished.



Full of feeling computing is an innovation, which perceives, comprehends, fortifies, and reacts
to the feelings of people. There are numerous parameters, which are considered while managing
human influences, for example, outward appearances, discourse, body signals, hand
developments, and rest designs. These are examined to make sense of how a man is feeling.
The expression of enthusiastic catchphrases is recognized by voice acknowledgment and the

nature of voice by taking a gander at acoustic highlights of discourse.

One of the uses of full of feeling processing is Camy, a counterfeit pet canine, which is intended
to associate with individuals and show love and feelings. Numerous actuators and sensors are
inserted in it. It gives enthusiastic help to the proprietor, supports lively and dynamic conduct,
perceives its proprietor, and shows love for her and expands the proprietor's correspondence
with other individuals. In view of the proprietor's temperament, Camy collaborates with the

proprietor and gives her proposals.

Log music is an excitement application, which suggests music based on the specific

circumstance, for example, the climate, temperature, time, and area.
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Stress acknowledgment applications are additionally genuinely prominent. They can be
acknowledged using Smart phone sensors. Wang et al describe an application, which measures
the feeling of anxiety of an undergrad and is introduced on the student's Smartphone. It faculties
the areas the understudy visits amid the entire day, the measure of physical movement, measure
of rest and rest, and her/his association and associations with other individuals (sound
information and calls). What's more, it likewise leads studies with the understudy by arbitrarily
flying up an inquiry in the Smartphone. Using the majority of this information and investigating

it keenly, the level of pressure and scholarly execution can be estimated.

In the wellness area, we have applications that screen how fit we depend on our everyday action
level. Cell phone accelerometer information can be utilized for action location by applying
complex calculations. For instance, we can quantify the quantity of steps taken and the measure
of activity done by utilizing wellness trackers. Wellness trackers are accessible in the market

as wearable's to screen the wellness level of a person. Likewise, rec center device can be



contoured with the sensors to tally the circumstances an activity is performed. For instance, a
keen tangle can check the quantity of activity steps performed on it. This is executed utilizing
weight sensors on the tangle and after that by breaking down the examples of weight, and the

state of the contact zone.

Brilliant Environment and Agriculture

Natural parameters, for example, temperature and dampness are critical for farming creation.
Sensors are utilized by agriculturalists so that they can use in fields for such parameters and this
kind of information can be utilized for proficient generation. One application is computerized

water system as indicated by climate conditions.

Generation utilizing nurseries is one of the principle utilizations of IOT in agribusiness. Natural
parameters estimated as far as temperature, soil data, and mugginess are estimated progressively
and sent to a server for investigation. These outcomes are then usable in the trim quality and

yield.

Air contamination is a critical concern today because it is affecting an atmosphere of the earth
and corrupting air quality. Vehicles cause a considerable measure of air contamination. An IOT
application suggested by Manna et al screen’s air contamination on the streets. It likewise tracks
vehicles that reason an undue measure of contamination. Electrochemical harmful gas sensors
can likewise be utilized to gauge air contamination. Vehicles are recognized by RFID labels.
RFID pursuers are set on the two sides of the street alongside the gas sensors. With this

approach it is conceivable to recognize and make a move against dirtying vehicles.

Pesticide deposits in trim creation are distinguished utilizing an Acetyl cholinesterase
biosensor. This information is spared and examined for separating helpful data, for example,
the example estimate, time, area, and measure of buildups. We would thus be able to keep up
the nature of the product. Additionally, a QR code can be utilized to particularly distinguish a

container of ranch create.

Production network and Logistics

IOT tries to disentangle certifiable procedures in business and data frameworks. The products

in the store network can be followed effectively from the place of make to the last places of



appropriation utilizing sensor advancements, for example, RFID and NFC. Ongoing data is
recorded and broke down for following. Data about the quality and ease of use of the item can

likewise be spared in RFID labels joined with the shipments.

Bo and Guan Gwen clarify a data transmission framework for production network
administration, which depends on the Internet of Things. RFID labels particularly recognize an
item naturally and an item data organize is made to transmit this data continuously alongside
area data. This framework helps in programmed gathering and examination of all the data
identified with store network administration, which may help analyze past request and think of
a figure of future request. Inventory network parts can access constant information and the
greater part of this data can be examined to get valuable bits of knowledge. This will over the

long haul enhance the execution of production network frameworks.

3.19 Energy Conservation

The shrewd network is data and correspondence innovation empowered present day power age,
transmission, circulation, and utilization framework. The idea of keen networks includes
knowledge at each progression and furthermore permits the two-path stream of energy (once
again from the purchaser to the provider). This can spare a great deal of vitality and enable
customers to better comprehend the stream of energy and dynamic estimating. In a keen lattice,
control age is conveyed. There are sensors conveyed all through the framework to screen
everything. It is really an appropriated organize of micro frameworks. Miniaturized scale grids
generate energy to meet requests of nearby destinations and transmit back the surplus vitality
to the focal network. Smaller scale grid scan additionally request vitality from the focal network

in the event of a deficiency.

A portion of the IOT applications in a keen framework are web based checking of transmission
lines for debacle anticipation and effective utilization of energy in brilliant homes by having a

shrewd meter for observing vitality utilization.

Two-route stream of energy likewise benefits buyers, who are additionally utilizing their own

created vitality periodically.

Savvy meters read and investigate utilization examples of energy at consistent and crest stack

times. The age is then set by the utilization designs. What's more, the client can modify her/his



utilization to decrease costs. Savvy control machines can use this data and work when the costs

are low.

3.20 Outline Considerations in an IOT System

At present, we have profiled the greater part of the IOT advancements, let us take a look at a

portion of the outline contemplations for planning a handy IOT arrange.

The principal thought is the outline of the sensors. Despite the fact that there won’t not be quite
a bit of a decision in regards to the sensors, there is unquestionably a considerable measure of
decision in regards to the preparing and systems administration capacities that are packaged
alongside the sensors. Our decisions extend from small sub-MW sheets implied for sensor bits

to Adriano or Atom sheets that devour 300— 500 mw of energy

The following imperative thought is correspondence. In IOT hubs, control is the most
overwhelming issues. The power which is required for transmitting and for getting messages is
a noteworthy part of the general power, and subsequently a decision of the systems
administration innovation is essential. The vital components that we must consider are these
parathions between the beneficiary and the sender, the nature of deterrents, flag bending,
surrounding clamor, and administrative controls. This decision relies upon the level of
examination and information pre-processing which we need to imply on sensor itself. Besides,
there is an issue of coordination’s too. To make a sub way board, we require board outline
aptitude, and this won't not be promptly accessible. Subsequently, it may be prudent to package

a sensor with monetarily accessible installed processor units.

In view of these key components, we have to pick a given remote systems administration
convention. For instance, in an event we simply need to impart inside a little building, we can
utilize ZigBee, however on the off chance we require correspondence in a brilliant city, and we
ought to pick SIGFOX or Lora WAN. In expansion, frequently there are noteworthy limitations
on the recurrence and the power which need to be spent on transmission. These impediments
are predominantly forced by government organizations. An adept choice should be made by

considering these elements.



Let us at that point go to the middleware. For example, FiWare or a restrictive arrangement.
There are upsides and downsides of both. Beyond any doubt open source middleware is in
principle more adaptable; in any case, they may have restricted help for IOT gadgets. We in a
perfect world need a middleware answer for interoperate with a wide range of correspondence
conventions and gadgets; in any case, that won't not be the situation. Henceforth, on the off
chance that we require strict similarity with specific gadgets and conventions, an exclusive
arrangement is better. All things considered, open source offerings have taken a toll favorable
circumstances and are here and there simpler to convey. We additionally need to pick the
correspondence convention and guarantee that it is good with the firewalls in the associations
included. By and large picking a convention in light of HTTP is the best starting here of view.
We additionally need to pick amongst TCP and UDP.

Most IOT structures give critical measure of help to making the application layer. This
incorporates information mining, information handling, and perception APIs. Making
smashups and dashboards of information is these days simple to do given the broad help gave
by IOT structures. All things are considered, but here the tradeoff is between the assets that are
given and the highlights. We needn't bother with an overwhelming system on-off chance
because we did not want a considerable measure of highlights. This call should be taken by an

application designers.
Conclusion

The Internet of Things (I0T) is described as a model where objects implemented with actuators,
sensors, & processors interact with one another in order to work for a useful purpose. In this
research, most advanced methods, protocols and applications of this emerging new field are
examined. In this case study, propose a new taxonomy for IOT technologies, emphasize on
some of the most prime technologies & profile some applications which proves to be very useful
in making a striking difference to human life, especially for different ages and ages. Compared
to similar research papers in the region, this study is much broader in scope and covers a wide
range of technologies from sensors to applications. In this research article, a questionnaire of
current technologies used in the field of IOT was presented in 2016. Today, this area is a very
new stage. Technologies in the underlying infrastructure layers indicate maturity. However,
there is a need for more, especially in the areas of IOT applications and communication
technologies. These areas will certainly mature over the next decade and affect human life

incredibly.
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