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Abstract — A concern was raised that some domains associgte

with harmful internet communication may use the meas of
Privacy/Proxy registration to obscure their identity, making it
more difficult to investigate and possibly shut dow. Our goal is
to investigate the degree/scope of this abuse. Tonduct our
study, we collected a number of confirmed maliciouslomains on
the internet and investigated to determine whetherthey were
registered under privacy/proxy services or not. Wedid this by
conducting WHOIS query on each domain and analyzinghe
“registrant” and “registrar” sections of the return ed WHOIS
data, based on the assumptions in the following pagraphs. We
contacted about fifty (50) domain registrars to cofirm our
findings; though none of them were willing to sharetheir
subscriber registration data with us for privacy reasons, one of
them confirmed that they do not support proxy regisration in
their country of operation. This information was canfirmed in our
findings in Fig. 3 below. Our result show the sampercentage for
malicious domains investigated was registered under
privacy/proxy and non-privacy/non-proxy services rspectively.

The sections that follow outline our research methagy,
and summarize our most significant findings.

In the first phase of our analysis, we collectethdd about
nine hundred (900) malicious domain URLs, out ofchtSix
hundred and fifty-eight (658) unique domain namesrew
extracted, between™s March to 20th March 2011; from
“malwareurl.com”. Malwareurl.com [4] is a websitd an
organization that maintains daily updated listeparted and
blacklisted malware domain URLs from other orgatiires
such as “Google Diagnostic Page/Google Safe Bngi[$],
“My WOT/WOT Score Card’[6], “hp Hosts/HP Host
Listings”[7] and “MalwareDomainList/MDL listings"[B
Malwareurl.com further processed these maliciousnalo
URLs by running them through tools from “Virus TI5t§9],
“Anubis” [10], “Wepawet” [11] and “ThreatExpert” P to
eliminate false positives.

The list of the malware domains were arranged talde
showing the malicious domain host Internet Sericevider
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I. INTRODUCTION

A concern was raised by the Internet Corporation f
Assigned Names and Numbers (ICAAN) [1] that som

domains associated with harmful internet commuitoatay
use the means of Privacy/Proxy registration to olestheir
identity; the use of privacy/proxy services makdsese
domains more difficult to investigate and shut dd@h These
domains are often used to perpetrate harmful
communications  including  phishing,
intellectual property theft, media laundering, athed fee
fraud, identity theft, child pornography, harassimemnd
stalking [3].
This research answers the following questions diggrthe

malware domains investigated namely:-

e Are these actually malware domains?

» If yes, did they hide their WHOIS registration data

using proxy/privacy methods?

intern

registrar's name if returned by WHOIS query, thgisgant’s

name and contact if available, the country wherb server is

located, and whether from the WHOIS investigatiove

consider the domain registered under privacy/ps®tyices or
ot; based on our assumptions in the following gaaphs
elow.

A. Background on Privacy/proxy Registration

Registrars of domains are required by the ICANNddect
and give free public access to information aboutegfistered
domain names and its name servers, date of domaatian,
expiry, registered name holder's contact, technieald

cyber-squatting, yministrative contacts, to ensure that commudigpiifies the

person responsible for a particular domain name [3]

However, registered name holders have the opgtdimit
the amount of personal information returned throypgtblic
WHOIS queries of registered domain name data t{48¢sby
the use of privacy and proxy services.

The difference between “privacy” and “proxy’rgees is
that, privacy service providers offer a contactradd for use
by the registered name holder as an alternativeth®

* Do the majority of malware domains investigated usgsgistrant's actual addresses and other contamtivattion.

privacy/proxy services to hide their identity?



A “proxy” service provider on the other haactually acts
as registered name holder, and grants the usesatthistered
domain name to its customers or beneficial userstlie
domain [13]. The contact information returned bW&OIS
query for this type of domain name is thereforet thiathe
proxy service provider or registered name holdet aat of
the person using the domain name. Both services iia®
primary aim of limiting the amount of personal infmation
displayed by WHOIS query about the actual domagisteant.

Since the aim of a WHOIS query is to providimation
about a domain registrant, it appears that privaeg proxy
registration at times may work directly againssthoal.

It has been a subject of interest to the ICAdIMuUnNity
as to what use domains registered under privacyrory
services are put to [13]. The anonymity of thisisegtion
could possibly be of great attraction to “cyberrgnals”, and
has lead to concerns as to whether “bad actoriidrinternet
community resort to its use as a way of hiding bsauring
their identity [14].

B. Related Research

Other researchers have examined aspects atigzol
regulating registration of country code Top Levebnmains
(ccTLDs) and their impact on domains from which igialis
activities are perpetrated. Hyacintho [15] conddcta
comparative analysis of ccTLDs administration. Hedi the
scores assigned by the Anti-phishing Work GroupWAR as
a metric to estimate the level of malicious adigtoriginating
from different ccTLDs. His analysis dealt with tredationship
between the incidence of malicious activities angegnance
of ccTLDs. He found that there is no significantretation
between the policies regulating the registratioea¥LDs and
phishing/malicious activities. He suggested thathea
enforcement of these policies is the more imporfactor that
determines the percentage of domains registere@aich
ccTLD involved in malicious activities. He notedviever that
this was a subject for further investigation.

Another paper by Collins [16], specifically examinéhe
security-related components of ccTLDs administrapiolicies
to determine their impact on the level of malici@adivities
originating from domains under their jurisdictiode found
that easily enforceable and strong security-relpigdties are
necessary to prevent abuse in Internet domainghéfuhe
suggested a role for Internet Service ProvidersPg)Sin
policing Internet domains and the auditing of ragis by
agencies responsible for regulation of each ccTal®rsure
they are accountable for domain names they register

This research extends the above studies and provide

empirical evidence of their findings.
The ICAAN’s study,
registered using proxy or privacy services on the 6

gTLDs”, September 2009, indicates that 18% of domai

names registered under the top 5 gTLD s are mékstyli
registered under proxy or privacy services [13]isTstudy
however did not determine the percentage of thaseaths
that were associated with malicious internet teaffi

“Prevalence of domain names

National Opinion Research Center (NORC) at the
University of Chicago [17], proposed a design fostady of
the accuracy of WHOIS registrant contact informati@lative
to the total population of domain names registdredive
generic Top Level Domains ( gTLDs) namely; .conet,.norg,
.info, and .biz, which represents about 98.4 %hef15 global
Top-Level Domains [17].

In its work, NORC listed four steps that could ksed to
verify the accuracy of registrant information by:

e Checking the mailing address of the registrants thi
includes the registrants address type and the
registrant’s address deliverability.

» Classifying the type of registrant; for example etiter
name completely missing or patently false (99999),
registrant a natural person or registered business/
organization and so on.

e Finding an independent name/address association; fo
example through phone listing.

» Contacting the registrant to verify if given nanmae
same as the registrant’s.

There are daunting tasks and hurdles whiclit litts
practicability, for instance, since Internet encasges the
whole globe, making international calls to peopteoas the
globe to verify their identity could prove partiadly difficult
bearing in mind differences in privacy laws in di#nt
countries.

“Prevalence of Private Registration among aialis
domains hosted at 3FN” [18], found that Privacytection
services are used by registrants who hosted conmherc
contents at 3FN; these findings contradicts beliefsarding
who use privacy protection — the common assumptiould
be that they are individuals who does not wantrthentact
information exposed on the internet. This studyp &sind that
49% of 3FN hosted domains that use privacy praiacti
services where reported for more than one malicamiivity
[19].

“Registration Abuse Policy Final Report” [2@}rote that
in December 2009, the Generic Names Supporting
Organization (GNSO) council agreed to charter aking
group to investigate the loop holes identified iheit
registration policies [21], to decide on whether rast to
initiate a Policy Development Process. Her reseamto:

Determine if and how proxy registration abuses are
dealt with by those registries that do not haveige
abuse policies in place.

» Establish if proxy registration abuse can be clertiaif

consistent proxy abuse policy were in place.

Identify how these proxy abuses are implemented in
practice or deemed effective in addressing proxy
registration abuse.

She concluded that about 85% proxy registrationsathu
domains used for Phishing are compromised or hacked
therefore, it is unproductive for these domains lie
suspended, and therefore mitigation must be pegdrhby the
hosting provider [20].



The following assumptions were made in classifythg
domains associated with malicious activities
privacy/proxy registered or otherwise. For all dama
classified as registered under “privacy/proxy sesf, at least
one of the following must be true on the returnetH@VS
query:

ANALYSIS OF MALICIOUS DOMAINS

Registrars name is same as the Registrant’s nathe in
WHOIS record;

Registrant has a real name but the Administrative
Technical contact is same as the Registrar’s, ithien
assumed that the name is probably that of thetragis
staff assigned the responsibility of managin
registrants’ accounts;

Registrant’s name not returned in WHOIS query;

fictitious, deceptive or unrealistic for exampléthe
registrant’s name is given as “Spam Master”, atd“2n
hackers Heaven Street, no-where”;

Registrar's name not returned in the WHOIS query.
If none of the above is true, and we were ablextimaet
personally identifying information such as nhameget address
and other contact information of both the registaad the
registrant of these domains, we classify as novapy/non-

proxy.

Information extracted using the above outlined psscwas
used to compile Table 1 below.

In Table 1, the nine hundred malicious domain URL
investigated between 5th March 2011 and 20th M&@hl
were arranged into various countries under twaedsft titles:
(1) “privacy/proxy” and (2) “non-privacy/non-proxyased on
our earlier stated assumptions.

We were able to deduce from this table that ouhefSix
hundred and fifty-eight malicious domains investigh 50.1%
were found to be “privacy/proxy” registered, whit.9%
were “non-privacy/non-proxy” registered. This infmation
was represented in a pie chart on Fig.1 below.

Table 1 also showed a breakdown of “privacy/proxy
registered and “non-privacy/non-proxy registeredlwaee
domains into various countries on the six contiserhe
predominance of one form of registration against dther in
various countries can easily be deduced from étiket

When we converted Table 1 into a bar chart of Bigwe
were able not only to compare the privacy/proxy auch-
privacy/non-proxy registered malicious domains édswithin
a country, but could also compare among all thent@s of
the six continents.

From Fig. 2, analysis of data on the Six hundredl féfty-
eight malicious domains investigated leads to theclusion
that these five host countries have the highese raft
occurrence; China topped the list with 252 reportedes,
followed by Czech Republic at 144, USA 105, Pol&8dand
other EU countries at 34 combined; Canada has @rtexp
cases.

When we broke this statistics down into maliciowsndins
that are “privacy/proxy” registered as shown in.Fg Czech

Registrant's name and contact provided appeal

Republic has 47%, followed by Poland at 27%, USA014
Ukraine 5%, EU 3% and China 2%; while Canada has le

intghan 1% of the privacy/proxy registered malware s

This result may indicate that authorities in thesantries are
more likely to investigate reported malicious intetractivities,
thereby forcing “bad actors” to hide under the kloaf
“privacy/proxy” registration to evade detection.

It may be that country’s population has effect lo@ humber
of registrants in a particular country; assumingpge like to

6egister close to where they live.

It is also a fair assumption to think that, sincese domains
are use for malicious purposes, people may prefeuse
egistrars farther away from where they live, to kea
dentification and prosecution more difficult. Théore,
malicious traffics from say China, may have origathfrom
Fggistrants anywhere in the world.

However, there is no confirmation that this is teirece our
analysis is based on our assumptions and incideswss as
WHOIS record omissions, deliberate or otherwise, thy
registrars and the registrants may have been iedlud the
category of “privacy/proxy” services in our earlier
assumptions.

In Fig. 5, we show a pie chart of all investigatedlicious
domains under non-privacy/non-proxy registered.n@heads
in the group at 78%, followed by the USA at 20%,r&ike
and Russia 1% respectively. Other countries ardesst than
1%. Apart from China and USA, registrations of mialiis
domains by non-privacy/non-proxy services seem doldss
ﬁopular in other countries of the six continents.

China has 78% of all investigated malicious domains
registration under “non-privacy/non-proxy” regisiom; this
may be attributed to the following points:

 There may be lack of investigation or prosecution
against reported malicious domains, so “bad actors”
are not afraid to use their identity to register fo
domains.

Domains  previously registered under “non-
privacy/non-proxy” for legitimate use were hijacked
by hackers and subsequently used to propagate
malicious internet traffics.

Identities of real persons were stolen by “bad =tto
and used to register a domain and were never e@rifi
by the registrars.

From our previous assumptions, it may be that “Bad
actors” are taking advantage of “domain tasting”,
generating a number of URLs under a temporary
malicious domain name and using other person’s
identity, in order to use such domain URLs to
propagate malicious internet traffic.

The above points, especially from the 2nd to tts¢ taay
also apply to USA. Our analysis show that Canada léss
than 1% “non-privacy/non-proxy” registered malicsou
domains probably because of greater degree of qutiea for
personally identifiable malicious domains.

In Fig 3 we show the distribution of the investight
malicious domains against the registrars. Noticee th
predominance of one form of Malware registrationiagt the



other among the registrars. REGRU-REG-RIPN regidies
the highest number of combined malware domain tregisn,
about 90% of all its registration is “non-privacgmproxy”
registered. This may be the company policy or bseaf the
prevailing laws in its country of operation. Thengpecified”
was used to categorize registrars whose name dappetar on
WHOIS query, in some cases both the registrars’ #ed
registrants’ name were either hidden or missinghnfdHOIS
record. Naunet.Reg-fid registrar has 99% malwaggstration
under “Privacy/proxy”, this could be a result oépailing laws
in the country of operation or; since WHOIS dataigsion
and falsification were possibly included in theiticy/proxy”

e

category, it could be that the registrar simply row ask or
verify the identity of their customers thereby aling

registrants to enter blank, incomplete or invalichtacts. This
assertion is based on our earlier assumptions afodecould
be incorrect.

1

Fig. 1 Pie Chart Representation of the analysis of Sidhed
and fifty-eight Malicious Domain URLS; 50% represehoth
‘privacy/ proxy” registered domains and “non-priyAmn-
proxy” registered domains respectively.

Privacy/ Non-privacy/
proxy non-proxy
registered registered Total )
# Country domains domains domains Vietnam
1 Brazil 2 0 2 i
2 Canada 1 1 2 USA r-
3 China 7 245 252
4| Czech 144 0 14/ Ukraine |
5 EU 10 0 10 UK M Total malware domains
6 France 1 0 1 - |
7 Germany 1 1 2 weeen | W non-orjvacy/non-proxy
8 Latvia 5 0 5 Spain
9 Lithuania 1 1 2 7 W privacy/proxy
10 Netherlands 3 i SouthKorea | piaayfroy
11 Poland 88 0 8§ Slovenia
12 Romania 1 1 2 1
13 | Russia 3 2 5 Russia |
14 Slovenia 1 0 1 Romania
15 South Korea 4 ] L 1
16 | Spain 0 3 3 Poland
17 | Sweden 1 9 ] Netherlands [
18 UK 0 4 4 ]
19 Ukraine 15 5 20 Lithuania
20 USA 42 63 105 Latvia |
21 Vietnam 0 1 1 i
Total 330 328 658 Germany
Percentage 50.1% 49.9% France 1
Table 1 Breakdown of the Six hundred and fifty-eight U
investigated malicious domains by country an Czech i !
“privacy/proxy” and “non-privacy/non-proxy” registtions. Chin | ' ‘
—
Canzda
We arranged the malicious domains of Table 1 hby th Brazil |
continent and made a bar chart in Fig.6 to show th ,:Oumw'
distribution of malicious domains on each continéiihereas
the majority of investigated malicious domains isigAwere 0 50 100 150 200 250 300
registered as non-privacy/non-proxy, the revergbascase in

Europe. United States and Canada has almost ahragquber
for privacy/proxy and non-privacy/non-proxy regatons
respectively. This is probably a reflection of waus domain
registration policies in each continent or region.

Fig. 2 Bar Chart of the location of Malicious Domains
invested. Blue Bars depicts “privacy/proxy” Red 8aepicts
“non-privacy/non-proxy” registrations respectively.
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Fig. 3 Bar Chart of Registrars across the six continerfits
depictsig. 6 Bar chart representing privacy/proxy registered

malicious domains investigated. Blue bars
“privacy/proxy”, Red bars depicts “hon-privacy/nprexy”
registered domains.
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Fig. 4 Pie Chart representing countries of the investidat

privacy/proxy registered malicious domains.
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Fig. 5 Pie Chart representing countries of the investyatmn-
privacy/non proxy registered malware domains.
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malicious domains against non-privacy/non-proxysteged
malicious domains around the continents.

[ll. CONCLUSION

In this research we have been able to analysbvare
domains over a period of time based on our eadtated
assumptions, and produced a result which indicht
overall, there is no predominant use of one forndomain
registration over the other for domains associawith
malicious or harmful internet communications howewehen
we analyse the data based on geographical locati@nshow
a clear preference of on form of domain registratiwer the
other for domains associated with malicious inteamtivities.

This research has also shown the probable disiitoudf
this abuse among countries in the six continents.

We have also shown the probable distribution of #huse
among all registrars, this could probably serveststing
points for ICANN to further investigate the praetcof these
registrars.



Finally, we were able to discuss the reluctanceesgfstrars
to cooperate with researchers or investigators btaining
registration records for malicious domains, probadblie to
privacy concerns. ICANN should therefore, probabbyk to
amend relevant sections of their policy to fadiétdaster
investigation and takedown of malicious domains.
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