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Abstract

Distributedandcloudstoragesystemsareusedtoreliablystorelarge-scaledata.

Erasurecodeshavebeenrecentlyproposedandusedinreal-worlddistributedandcloud

storagesystemssuchasGoogleFileSystem, MicrosoftAzureStorage,andFacebook

HDFS-RAID,forreliabledatastorage.Conventionalerasurecodes,however,arenot

suitablefordistributedstoragesystems,astheycausesignificantrepairbandwidthand

diskI/O.Asasolution,aclassoferasurecodescalledlocallyrepairablecodes(LRCs)

havebeenproposed. UsingLRCsrepairingafailedstoragenodesrequiresaccessto

onlyasmallnumberofavailablenodes.ThispropertyofLRCsresultsinarelatively

lowbandwidthanddiskI/Ooperationsforrepairingafailednode.Inthisthesis,we

studyupdatecomplexityofLRCs.Updatecomplexityofanerasurecodeisameasure

ofthecomputation,I/Oandnetworkingcostsassociatedwithupdatinganinformation

blockinadistributedstoragesystem.LRCswithlowupdatecomplexitiesaredesirable.

Inthisthesis,wederivelowerboundsonupdatecomplexityofanimportantclassof

LRCs.Then,weproposeanewsetofLRCs,and,usingthebound,weshowthatour

designedcodeshaveeitheroptimalornear-optimalupdatecomplexities.Interestingly,

ourproposedcodesimproveupdatecomplexitywithoutsacrificingimportantcode

parameterssuchasminimumdistance,rate,orlocality.
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TheresultspresentedinChapter3werepresentedinIEEE86thVehicularTechnology

Conference:VTC2017-Fall.SomeoftheresultsofSection4.1werepresentedinIEEE
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resultspresentedinChapter4weresummitedtoIEEETranactionsonCommunications

inAugust2017.
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Chapter1

Introduction

1.1 Motivation

Adistributedstoragesystem(DSS)usesmanystoragedevices,calleddatanodes,to

storedata.Sincehardwareandsoftwarefailurescanresultindataunavailabilityor

evenpermanentdataloss,itiscrucialtoaddredundancytothestoreddata. This

way,lostdatacanberestoredusingtheavailableredundancies.Thesimplestsolution

foraddingredundancyistostore multiplereplicasofdata. Thissimplesolution,

knownasthereplicationmethod,iswidelyusedinDSSs[2].However,withtherapid

growthofdataandthesignificantstorageoverhead(andthereforemaintenancecost)

ofreplicationmethod,thissolutionisbecominglessattractive.

Usingchannelcodes(inparticular,thosesuitableforrecoveringerasures,alsoknown

aserasurecodes)isanotherwayforintroducingredundancyindistributedandcloud

storagesystems. ErasurecodescanprovidetheredundancyneededinDSSswith

significantlylowerstorageoverheadcomparedtothereplicationmethod. Recently,

systematicerasurecodes1 havebeenemployedinreal-worlddistributedandcloud

storagesystems,suchasFacebookHDFS-RAID[2], GoogleFileSystems[3],and

Microsoft WindowsAzureStorage[1].InordertouseanerasurecodeinaDSS,first,

1Insystematiccodes,informationblockscanbedirectlystoredandreadwithnoencodingand
decodingprocesses.Thisiswhy,inDSSs,systematiccodesarepreferredtothenon-systematicones.
Inthiswork,weonlyconsidersystematicerasurecodes[1,2].
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astripeofdataissplitintokinformationblocks.Then,usingan(n,k)erasurecode,

nencodedblocksaregeneratedfromkinformationblocksandstoredinndifferent

storagenodes.Insystematicerasurecodes,thesetofnencodedblocksconsistsofall

thekinformationblocksplusn-kparityblocks.Eachparityblockisafunctionofthe

informationblocks.

TheminimumdistanceofacodeistheminimumHammingdistancebetweenany

twocodewords.Byusingan(n,k)erasurecodewithminimumdistanced,theDSSis

abletotolerateuptod−1nodefailures.Inan(n,k,d)erasurecode,theminimum

distancedisboundedto

d≤n−k+1.

ThisboundisknownastheSingletonbound. Maximumdistanceseparablecodes(MDS

codes)areaclassoferasurecodesthatachievetheSingletonboundwithequality,i.e.,

d=n−k+1.

OneproblemwithusingconventionalerasurecodesinDSSsistheirhighrepair

cost. While,inthereplicationmethod,afailednodeisrecoveredbyaccessingonly

oneavailablereplica,inerasurecodes,recoveringonefailuremayneedaccessingmany

nodes,resultinginhugeamountsofdiskI/Oanddatatraffic.Forexample,MDScodes

providethelargestpossibleminimumdistanceforagivenstorageoverheadn−kk ,but,

recoveringevenasinglenodefailureneedsaccesstokavailablenodes. Considering

thesizeofdatacenters,thetrafficloadcausedbyconventionaloptimalerasurecodes

issignificant[2]. Reducingthenumberofnodesthatmustbeaccessedduringthe

recoveryprocessofafailednodeisessentialinreducingthistraffic.

Morerecently,locallyrepairablecodes(LRCs)weresuggestedtoreducethenumber

ofrequirednodesduringtherecoveryprocessofafailednode[4–9]. Animportant

parameterofanLRCisitslocality.ThelocalityofanLRC,denotedbyr,isdefined

asthemaximumnumberofnodesneededtobeaccessedinordertorecoveramissing

block.ItisdesirabletofindLRCsthathavealargeminimumdistancedaswellas

asmalllocalityr.Naturally,thereisaboundonhowmuchdcanbeimprovedfora
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givenn,kandr.In[4]and[5],thefollowingboundisestablished,

d≤n−k−
k

r
+2. (1.1)

LRCsthatachievethisboundwithequalityarecalledoptimal.Itisverifiedthatthe

boundin(1.1)istightif(r+1)|n[5].

BesidesnetworkbandwidthanddiskI/O,anotherimportantmeasurethatshould

beconsideredindesigningLRCsistheirupdatecomplexity.Forasystematic(n,k,d,r)

optimalLRC,thereexistn−kparityblocksconstructedfromkinformationblocks.

Whilesomeofthese n−kparityblocksareconstructedlocallyfromafewblocksto

achievethecodelocality,someotherparityblocksareconstructedgloballytoachieve

therequiredminimumdistance.IntheexistingoptimalLRCs,alltheinformation

blocksareinvolvedinthesegloballyconstructedparityblocks[10–12].Consequently,

ifonlyoneinformationblockisupdated,alltheglobalparityblockshavetobechanged

resultinginacostlyupdateprocess.Isitpossibletogeneratemorethanoneoptimal

(n,k,d,r)LRCwithdifferentupdatecomplexity?Ifso,howcanwefindoptimalLRCs

withsmallupdatecomplexity? Thelatteristhecentralquestionwestudyinthis

thesis.

Fig.1.1showsthesimplifiedstructuresoftwooptimal(n,k,d,r)=(8,4,4,3)LRCs.

ThesetwoLRCsareoptimal,thatistheirminimumdistancedachievesthebound(1.1)

withequality.IntheLRCofFig.1.1a,alltheinformationblocksareinvolvedinthe

twoparityblocksP3andP4.However,intheLRCofFig.1.1b,onlysomeinformation

blocksareinvolvedinP3andP4.Inthisexample,ifoneinformationblockisupdated,

theLRCofFig.1.1b,onaverage,needs12%lessblockupdates.

1.2 Related Work

In[13],theauthorsdefineupdatecomplexityasthemaximumnumberofencoded

blocksthatmustbechangedwhenaninformationblockisupdated. Theyconstruct

update-efficientcodesthathaveupdatecomplexityscalingsub-linearlywiththecode

length.
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(a) (b)

Figure1.1:Simplifiedstructuresoftwooptimal(n,k,d,r)=(8,4,4,3)LRCswith
differentupdatecomplexity. Whenoneinformationblockisupdated,thecodes
representedinFigs. 1.1aand1.1bonaverageneed(3×5+1×4)/4=4.75and
(3×4+1×5)/4=4.25encodedblockupdates,respectively.

Thesamedefinitionofupdatecomplexityisusedin[14,15],wheretheauthors

findpropersufficientconditionstoachievetheoptimum minimumdistanceand

update-efficiency.Toachieveanysignificantratewithalowprobabilityoferrorover

thebinaryerasureorbinarysymmetricchannels,theyshowthattheupdatecomplexity

mustscaleatleastlogarithmicallyintheblock-lengthofthecode.Also,theydevelop

tightupperandlowerboundsonthenumberofremainingencodedblocksthatare

requiredtorecoverasinglemissedencodedblock.

1.3 OurContribution

Inthisthesis,westudytheproblemofupdatecomplexity(UC)forsystematicLRCs.

Thecontributionsofthisthesisaretwofold. First,bytakinganexistingdefinition

ofupdatecomplexityandgeneralizingit,weobtainbothupperandlowerboundson

UCforanimportantclassofLRCs.Second,weproposeanalgorithmtodesignLRCs

whoseaverageUCiscloseorequaltotheobtainedlowerbound.

Consideringthesizeofpracticalcodes,thesavinggainedbyourproposedLRCs

canbesignificant. Forexample,the(n,k,d,r)=(16,10,5,5)LRCconstructedby

ourproposedalgorithmandpresentedinChapter4leadstomorethan16%saving

inupdatecomplexitycomparedtotheFacebookHDFS-RAIDLRC[2],whichhas

identicalparametersn,k,dandr. Moreover,duetothesizeofadatablock(e.g.,256
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MBinFacebookHDFS-RAID[2])aswellasthemassiveamountofthestoreddatain

real-worldDSSs,evenasmallreductioninupdatecomplexity(UC)canyieldsignificant

amountofsavingasasingleblockupdaterequires multipleread,download,and

writeoperations. WeremarkthatourproposedcodesimproveUCwithoutsacrificing

importantcodeparameterssuchasminimumdistance(d),rate(R=k
n),orlocality(r).

Notations:Wedenotematricesandvectorsbycapitalboldlettersandboldletters,

respectively.Fqand ⊗ standforafinitefieldoforderqandKroneckerproduct,

respectively. Ia and0b×c representanidentitymatrixofsizeaandazeromatrix

ofsizeb×c,respectively.(·)Tand 1a representmatrixtransposeoperationanda

columnvectorofoneswithsizea,respectively.Foranintegera,[a]={1,···,a}.|A|

representsthecardinalityofsetA.

1.4 OrganizationofThesis

Theremainderofthisthesisisorganizedasfollows.InChapter2,weprovidethe

requiredpreliminariesincludingsomebackgroundsinlinearalgebra,codingtheory,

andstoragesystems.InChapter3,weformallydefinetheupdatecomplexityand

asanexamplewestudytheupdatecomplexityofFacebookHDFS-RAIDLRCand

proposeanewLRCwiththesamecodeparameterswithlowerupdatecomplexity.

InChapter4,weobtainlowerandupperboundsonupdatecomplexityofLRCsand

introduceourproposedLRCswithsmallupdatecomplexityandcompareourproposed

LRCswithotherconventionalLRCsintermsofupdatecomplexity.Finally,inChapter

5,weconcludethethesisandgivesomeideastocontinueourstudies.
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Chapter2

Background

Thischapterincludessomenecessarydefinitionsandassumptionsrequiredinthenext

chapters.Italsoincludesusefulpreliminariesandbackgroundsonthetopicofdata

storage,codingtheoryandtheapplicationofdatacodinginDSSs.

2.1 FiniteFieldFq(GF(q))

Definition2.1. Group:DefiningasetofelementsAonwhichabinaryoperation“∗”

hasbeendefined.ThesetAandtheoperation“∗”constituteagroup,denoted(A,∗),

iftheoperationsatisfythefollowingrequirements.

(i)Closure:a∗b∈Aforalla,b∈A.

(ii)Associativity:(a∗b)∗c=a∗(b∗c)foralla,b,c∈A.

(iii)Identityelement:Thereexistse∈A,suchthate∗a=a∗e=aforalla∈A,

(iv)Inverseelement:Foreveryelementa∈A,thereexistsauniqueelementa−1∈A,

suchthata∗a−1=a−1∗a=e(eistheidentityelement).

Agroupiscalledcommutativeorabelianifitfurthersatisfies

(v)Commutativity:a∗b=b∗aforalla,b∈A.
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Example2.1.ThesetofintegersZandtheintegeradditionoperationformanabelian

group,but,itcannotconstituteanabeliangroupunderintegermultiplicationoperation

sincethereisnoinverseelementinGundermultiplicationoperation.

Definition2.2. Field: AsetFtogetherwithtwobinaryoperations“+”and“×”is

calledaFieldandisdenotedby(F,+,×)if

(i)Fandtheadditionoperation“+”formanabeliangroupandtheadditiveidentity

elementbe“0”,

(ii)F−{0}(setFwithnoadditiveidentityelement)formsanabeliangroupunder

multiplicationoperation“×”withmultiplicativeidentityelement“1”,

(iii)Foralla,b,c∈F,(a+b)×c=a×c+b×c.

Wheneverset Fcontainsafiniteqnumberofelements,thefieldiscalledfinitefield,

denotedFq,whereqiscalledtheorderoffieldF.

AfinitefieldissometimesreferredtoasGaloisfield,asitwasfirstdiscoveredby

EvaristeGalois,asisdenotedbyGF(q),whereqdenotestheorderofthefield.Each

elementofaGaloisfieldiscalledasymbol.Ablockissimplyavectorofsymbols.

Definition2.3. Additionandmultiplicationmodulom(ormodm):Additionmodulo

misexpressedasthefollowing

a+b≡c modm,

andreadsas“a+bisequivalenttocmodm. Withsameexpressionformultiplication

modulom,wehave

a×b≡c modm,

andreadsas“a×bisequivalenttocmodm.

Theset{0,1,2,...p−1},wherepisaprimepower,constitutethefieldGF(p)

undermodulopadditionandmultiplication.
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Example2.2.GF(3)canbeconstructedbytheset{0,1,2}andmodulo3addition

andmultiplicationisshowninthefollowingtables:

+ 0 1 2

0 0 1 2

1 1 2 0

2 2 0 1

× 0 1 2

0 0 0 0

1 0 1 2

2 0 2 1

Foreveryprimepandintegerm,thereisafinitefieldoforderpm. Theorderof

anyfinitefieldisapowerofaprime.

Definition2.4. Primitiveelement: AprimitiveelementofafinitefieldGF(q)isa

generatorofthemultiplicativegroupofthefield. Letα∈GF(q),betheprimitive

elementthenwehaveα(q−1)=1. Consequently,allthenon-zeroelementsofGF(q)

canbewrittenaspowersofα.Forexample,2isaprimitiveelementofthefieldGF(3)

andGF(5),butnotofGF(7).

2.2 LinearBlockcodes

Erasurecodesintroducecontrolledamountofredundancytotheoriginaldata,

providingtheabilitytorecoverthelostorunavailabledata. Alinearblockcodeof

sizenanddimensionk,denoted(n,k)code,createsnencodeblockswithapplying

linearoperationsonkinformationblocks.

Thesimplestexampleoflinearblockcodes,isthereplicationmethod,whichisan

(n,1)erasurecode.Inann-replicationmethod,theoriginaldataisreplicatedn−1

timesandfinallytherearenreplicasoftheoriginaldataandthus,thestorageoverhead

isn−1.Therefore,usingthismethod,weareabletorecovertheoriginaldatainthe

caseofupton−1blockerasures.Asmentionedearlier,3-replication(whichisa(3,1)

linearcode)iswidelyusedinpractice[1,2].
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2.2.1 SystematicLinearBlockCodes

Letx=[x1,x2,...,xk]∈ F
1×k
q representthekinformationsymbols. An(n,k)

systematiclinearblockcodeconvertsxintonencodedsymbolsy=[y1,y2,...,yn]∈

F1×nq by multiplyingxbyagenerator matrixG,thatisy= xG. Thevectory

iscalledcodeword. ThematrixG canbepresentedasG =[Ik,P]∈F
k×n
q ,where

P∈F
k×(n−k)
q . TheparitycheckmatrixofthecodeisH=[−PT,In−k]∈F

(n−k)×n
q

satisfyingGHT=01×(n−k)andconsequently,yH
T=01×(n−k).

Definition2.5. HammingweightandHammingdistance:Letabeavector. Then,

Hammingweightofa,denotedwt(a),isdefinedasthenumberofnon-zeroelements

ina. Hammingdistancebetweentwovectorsaandb,isdefinedaswt(a−b)and

denotedd(a,b).

Definition2.6.Minimumdistanceofcode(d):Theminimumdistancedofanerasure

codeisdefinedastheminimumHammingdistancebetweenanytwodistinctcodewords.

Any(n,k)erasurecodewithminimumdistancedtoleratesanyd−1symbolerasures.

Inan(n,k,d)erasurecode,theminimumdistancedisboundedto

d≤n−k+1.

ThisboundisknownastheSingletonbound[16].

Definition2.7. Tanner/Factorgraph:Consideran(n,k)linearblockcode. Tanner

graph(Factorgraph) T ofthiscodeisabipartitegraphwithnvariablenodeson

oneside(usuallyshownbycircles)andn−kchecknodesontheotherside(usually

shownbysquares)[17,18].Thevariablenodesrepresenttheencodedsymbols,andthe

checknodescapturethedependenciesbetweentheencodedsymbols.Thereexistsanedge

betweenj-th(j∈[n])variablenodeandi-th(i∈[n−k])checknodeintheTanner

graphifandonlyifelementhi,j(elementofi-throwandj-thcolumnoftheparity

checkmatrixH)isnonzero. Hence,thevariablenodesconnectedtothesamecheck

nodearelinearlydependentandinbinarycode,XORofthemiszero.Notethat,there

canbemanyTannergraphrepresentationforasinglecode.
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Example2.3.Inan(n,k,d)=(5,3,3)systematiccodeinF22,letthegeneratormatrix

Gbe

G=









1 0 0 3 2

0 1 0 2 2

0 0 1 3 1








∈F3×522 .

Letx=[x1,x2,x3]∈F
1×3
22 betheinformationsymbolvector.Then,theencodedsymbol

vector(i.e.,thecodeword)yisgeneratedas

y=xG=[x1,x2,x3,3x1+2x2+3x3,2x1+2x2+x3].

Inotherwords,y=[y1,y2,y3,y4,y5]=[x1,x2,x3,3x1+2x2+3x3,2x1+2x2+x3]∈F
1×5
22 .

Itcanbeeasilyshownthat,informationsymbolsx1,x2andx3canberecoveredby

accessinganyn−d+1=3encodedsymbols.Forexample,youcanconstructy4by

y1,y2andy3,thatisy4=3y1+2y2+3y3.

2.2.2 MaximumDistanceSeparableCodes(MDScodes)

LinearblockcodesthatachievetheSingletonboundwithequalityarecalled MDS

(maximumdistanceseparable)codes. MDScodesprovidethelargestpossibleminimum

distanceforagivenstorageoverheadn−kk .InanMDScode,recoveringablockrequires

accessingn−d+1=kotherblocks.

Definition2.8.Reed-Solomon(RS)codes:AnimportantclassofMDScodesproposed

in[19]isRScodes.An(n,k)RScodehastheparitycheckmatrixHRS=[x
(i−1)(j−1)]∈

F
(n−k)×n
q ,wherei∈[1,n−k],j∈[1,n],andxisaprimitiveelementinFq.Inmatrix

HRS,anysub-matrixofsize(n−k)×(n−k)isfull-rankandthus,everyn−k=d−1

columnofHRS areindependent.Inordertofindthesystematicformoftheparity

checkmatrixHRS,wecaneasilymultiplytheinverseformofan(n−k)×(n−k)

sub-matrixofHRSbyHRS.

ThesignificantcostofrecoveryasingledatablockisamajordrawbackofRScodes.

Foran(n,k)RScode,inordertorecoveronesingledatablock,kavailabledatablocks

mustbeaccessedanddownloaded. Thisresultsinahightrafficloadbetweendata
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nodeswhichisnotdesirableinreal-worldDSSs. Consequently,recentlysomeDSSs

haveswitchedfromRScodestonewclassesoferasurecodestoreducetheiroverall

costs[1–3].InthefollowingexampleswereviewsomeRScodesthatwereusedinsome

real-worldDSSs.

Example2.4.FacebookHDFS-RAIDusedan(n,k)=(14,10)RScodewithminimum

distanced=14−10+1=5in2012[2].Thestorageoverheadofthiscodeis14−1010 =

40%. Usingthiscode,10datablocksmustbeaccessedtorecoverasinglefaileddata

block.

Example2.5.An(n,k,d)=(9,6,4)RScodehasbeenusedinGoogleFileSystem,

since2011[3].ThestorageoverheadofthisRScodeis9−66 =50%,anditsminimum

distanceisequaltod=n−k+1=4.Furthermore,sixdatablocksmustbeaccessed

anddownloadedtorecoverasinglefailed/misseddatablock.

2.3 DistributedStorageSystems

Thissectionisincludingthedescriptionofsomeimportantdatastoragesystemssuch

asharddiskdrive(HDD),solidstatedrive(SSD),andredundantarrayofindependent

disks(RAID).

Inthefollowing,weformallydefineHDDandSSDwhicharethetwowidelyused

storagedevices.Then,weintroducedatastrippinganddatamirroringastwopopular

storagetechniqueswhichareusefulindescriptionofdifferenttypesofRAIDknownas

theimportantdatastoragesystem.

Definition2.9. HDD:Astoragedevicemadebyasetofaccumulateddisksisknown

asaHDD.Eachdiskiscontainingsometracks,whichareconcentriccircles,where

dataisstored.InaHDD,theread/writeoperationisperformedbymechanicalarms

withtwoheads,eachononesideofadisk.

Definition2.10. SSD:Astoragecomponent,constructedbymicrochipsiscalleda

SSD.ASSDhasnomovingarmandanembeddedcontrollerprocessorisresponsible

forread/writeoperations.ComparedtoHDDs,SSDsarefasterinread/writeoperations
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andtheyaremoreenergyefficientandareprovidingsafetyagainstmagnetismeffects

withalowfailurerate.

Definition2.11. Datastrippinganddatamirroring(replication):Inordertostore

datainastoragedevice,astripeofdataispartitionedintosomeblocksandeachdata

blockisstoredonaHDD.Thisprocessiscalleddatastrippingandbasedonthenumber

ofHDDs,itcanboostthroughput(I/Ooperationpersec).Themaindrawbackofdata

strippingistheunavailabilityofdatainthecaseofevenasinglediskfailure.

Datamirroringistheprocessofdatareplicationinmorethanonediskproviding

hightoleranceagainstfailure.

Example2.6.ConsideringtwoHDDs,eachisrunningat100IO/sec(I/Ooperation

persec).Then,usingadatastrippingprocessonthesetwoHDDs,weareabletoboost

throughputto200IO/sec.

Definition2.12. RAID:AnarrayofHDDsusedtoimprovethroughputandenhance

thetoleranceagainstfailureisknownasRAID.Inthefollowing,wereviewsometypes

ofRAID.

•RAID0:Storingdatablocksuniformlyinmorethanonediskwithnoredundant

data.ARAIDusingndiskdrivescanimproveI/Obyafactorofn.RAID0is

beneficialinthecaseofneedforhighI/Operformance.

•RAID1:Improvingthereadperformancebyrunningmirroringprocessondata.

Hence,datacanbereadbyaccessinganysingledisk. Wheneverhighreliability

andsimplereadprocessiscrucial,RAID1isuseful.

•RAID2:UsingHammingcodeinbit-levelinsteadofblock-leveltodetecterrors.

Today,HDDsarealsoprofitfromapplyingHammingcodeinbit-leveltofind

erasuresandthusRAID2isnolongerinuse.

•RAID3:Providingthedatastrippingprocessinbyte-levelandassignasingle

disktostoreparitychecksumandconsequently,itcanrecoverdatainthecaseof

atmostonediskfailure.
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Figure2.1:AsimplestructureofHDFSwithNracks,eachincludingldatanodes.

•RAID4:SameasRAID3butinblock-levelandtoday,istotallyobsolete.

•RAID5:Storingtheparitychecksuminmorethanonediskbyperformingdata

strippingprocessinblock-level.RAID5isabletotolerateonesinglediskfailure

inthearrayandcomparetoRAID4,itenhancesthedatareadperformanceby

involvingalldrivestoreaddata.

•RAID6: Performingablock-leveldatastrippingprocessandstorestwoparity

checksuminmanydicks,causingtoleratinguptotwodiskfailuresinthearray.

•RAID10: MixingRAID0andRAID1,providingbothdatastrippinganddata

mirroringmethodsincreasingreadandI/Operformance,respectively.

2.3.1 HadoopDistributedFileSystem(HDFS)

HDFSisamaster/slavesystemwhichisusedtostorelarge-scaledatainareliableway.

HDFSusesonemasternodeandNracks,whereeachrackhasaseparatenetworkand

powercableandconsistsldatanodes.Fig.2.1showsasimplestructureofHDFS.

Example2.7.FacebookdatacenterusesaHDFSwith100racks,eachrackwith30
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datanodes.Eachdatanodehas20TBstoragecapacityandthus,theoverallstorage

capacityoftheHDFSis100×30×20TB=60PB[2].

InHDFS, masternodeiscallednamenode. Namenodeisanadministrator

computerprovidingsomeprincipaldatasuchasfiledirectoryofthestoreddata.

Providingthebackupsofthesenamenodesisusefultorecoverthemisseddataand

consequently,improvingthereliability.

Dataisstoredinthedatanodes.Datanodessendreporttonamenodefrequently

toupdatetheirstatus.Theyalsocommunicatewitheachotherto,forexample,store

redundantdata.Insuchstoragesystems,datanodefailuresoccurfrequentlydueto

severalreasonssuchashardware/softwareproblemsassociatedwiththeunderlying

networkordatanodes.Inordertorecoverthelost/eraseddataand makeHDFS

reliable,redundancyisrequired.Forexample,theapproachofkeepingseveralreplicas

ofdataindistinctdatanodes,knownasreplication,iswidelyused[2].

ConsiderHDFSillustratedinFig.2.1.Assumethedatanodes2,l+1andNleach

haveareplicaofadatablockA.Then,ifoneofthesedatanodes,forexample,l+1-th

datanodefails,thedatablockAcanberecoveredbyaccessingdatanode2,ordata

nodeNl.Although,this3-replicationmethodoffersasimpleimplementation,itresults

inahighstorageoverheadof200%.Asmentionedearlier,recently,systematicerasure

codeshavebeenproposedandusedinDSSstodecreasestorageoverhead.Inthe

followingsection,weprovidesomemoredetailsaboutthebenefitsofusingsystematic

erasurecodesinsuchstoragesystems.

2.4 ErasureCodinginDistributedStorageSystems

Systematicerasurecodeshavebeenusedinreal-worldcloudstoragesystemssuch

asFacebook HDFS-RAID[2], Microsoft Windows AzureStorage[1],and Google

FileSystem[3].Insystematiccodes,informationblocksarestoredandreadwith

noencodinganddecodingprocesses. Thisiswhy,inDSSs,systematiccodesare

preferredtothenon-systematicones.Inthiswork,weonlyconsidersystematicerasure

codes[1,2].
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InaDSS,inordertostoreastripeofdataofsizeLsymbolsbyan(n,k)systematic

linearblockcode,first,thestripeispartitionedintokdatablockseachofsizel= L
k

symbols.Assumethatxi,jisi-thsymbolofj-thdatablock,wherei∈[l]andj∈[k].

Then,xi=[xi,1,···,xi,k]∈F
1×k
q . Thecodedvectoryi=[yi,1,···,yi,n]∈F

1×n
q is

generatedasyi=xiG =xi[Ik,P],whereG isthegeneratormatrixofthe(n,k)

systematiclinearblockcode. Then, matrixY ∈Fl×nq isconstructedbystackingl

encodedvectorsyi.EachcolumnofYisanencodedblockwhichisstoredinadata

node. Withoutlossofgeneralityandforsimplicity,fromnowon,weassumethatl=1.

Therefore,thetermsblockandsymbolcanbeusedinterchangeably.

Distributedstoragesystemsthatusesystematicerasurecodes,areabletoreduce

thecostlystorageoverheadandadjustthereliabilitylevel.Then-replicationmethod

hasaconsiderablestorageoverheadofn−1whichcanbemoderatedton−kk byusing

an(n,k,d)erasurecode. Thestorageoverheadsofreal-worldDSSsthatuseerasure

codessuchasFacebookHDFS-RAID[2], Microsoft WindowsAzureStorage[1],and

GoogleFileSystem[3]are60%,33%,and50%,respectively.

Furthermore,theDSSusingan(n,k,d)erasurecodeiscapableofadjustingthelevel

ofreliability.Since,an(n,k,d)cantolerateuptod−1symbolerasure,bychangingthe

minimumdistancedofcode,wecanimprovethefaulttoleranceleveloftheDSS.The

minimumdistanceoftheerasurecodesusedinFacebookHDFS-RAID[2], Microsoft

WindowsAzureStorage[1],andGoogleFileSystem[3]are5,4,and4,respectively.

Although,erasurecodesdecreasethecostlystorageoverhead,theyintroducenew

shortcomings.Inthefollowing,wereviewsomeoftheseshortcomings,aswellasthe

solutionsproposedintheliterature.

OneoftheshortcomingsoferasurecodesistheirhighdiskI/Ooperationsrequired

inablockrecoveryprocess.Recently,aclassoferasurecodeshavebeenproposedto

reducethisdiskI/Ooverhead[20–22].Thereisstillnogeneralboundontheminimum

numberofdiskI/Ooperationsrequiredtorecoverafaileddatablock[23].
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2.4.1 RegeneratingCodes(RGCs)

Oneoftheshortcomingsoftraditionalerasurecodesistheirhighrepairbandwidth.

Repairbandwidthisreferredtotherequiredamountofdatadownloadfromtheactive

datanodesduringtherecoveryprocessofasinglefaileddatablock.Forexample,inan

(n,k,d)MDScode,recoveringonesingledatablackrequiresaccessinganddownloading

kdatablocks.ToreducethehighrepairbandwidthofMDScodes,yetpreservetheir

optimumminimumdistance,aclassoferasurecodes,namedregeneratingcodes(RGCs)

havebeenproposed.Agenerallowerboundontherepairbandwidthoferasurecodes

wasprovenin[23].Erasurecodesthatachievethisboundandthus,havetheminimum

repairbandwidtharecalledRGCs.

2.4.2 LocallyRepairableCodes(LRCs)

Anotherdrawbackofusingconventionalerasurecodes,istheirassociatedrepairlocality.

Repairlocalityisdefinedasthenumberofactivedatanodesthatmustbeaccessed

torecoverasinglemisseddatablock.Recently,locallyrepairablecodes(LRCs)have

beenproposedtodecreasetherepairlocality. LRCsisaclassofcodesofferinglow

repairlocalityandbandwidthaswellasmoderatestorageoverhead.Inthefollowing

wedefinethecodelocalityasanimportantmeasureofperformanceinerasurecodes.

Definition2.13. Codelocality:Inan(n,k)linearblockcode,ri(denotingthelocality

ofthei-thencodedblock)isdefinedastheminimumnumberofotherblocksneededfor

recoveringyi(i-thencodedblock).Inotherwords,inthecasethatyiismissing,atleast

riotherblocksarerequiredtoreconstructit.Localityofacode,denotedr,isdefined

asthemaximumofrifori∈[n],i.e.r=max
i∈[n]
ri.LRCsareaclassofcodesthatare

designedtohavesmallr.

LRCsachieveasmallercodelocalityatthecostofsmallercodeminimumdistance.

ThefollowingboundontheminimumdistanceofLRCswasprovenin[4,5].

d≤n−k−
k

r
+2. (2.1)

LRCsthatachievethisboundwithequalityarecalledoptimal. UsingoptimalLRCs
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indistributedandcloudstoragesystemsleadstohightoleranceagainstnodefailures,

improvedstorageefficiency,repairbandwidth,anddiskI/O.Inthefollowingtable,we

comparethestorageoverheadandrepairbandwidthofthreeerasurecodes.

Replicationmethod LRCs RScodes

Storageoverhead High Reasonable Low

Repairbandwidth Low Reasonable High

Table2.2:Storageoverheadandrepairbandwidthofthreeerasurecodes.

TherearemanyrecentworksaboutLRCsintheliterature. Anupperboundon

theminimumdistanceofLRCsisestablishedin[24]. Unlike(2.1),thisupperbound

takesthefieldorderintoaccount.In[7–9],inordertodecreasethecomputational

complexityassociatedwithcoding,LRCsoversmallfieldsareproposed.In[6],aclass

ofLRCscalledt-LRCsareintroduced.int-LRCs,foranymissingblock,thereexists

tdisjointgroupofblocks;eachgroupcanbeusedtofullyrecoverthemissingblock.

Bygeneralizing(2.1),anupperboundontheminimumdistanceoft-LRCsisproposed

in[6].

2.4.3 TannerGraphRepresentationforLRCs

Tannergraphscancapturethelocalityofanerasurecode.Forexample,supposethat

theTannergraphofacodeissuchthateveryvariablenodeisconnectedtoacheck

nodeofdegreeatmostr+1. Thenthelocalityofthecodemustbeatmostr. To

constructandanalyzeLRCs,weworkontheirTannergraphs,anduseseveralterms

thatwedefinenext.

Definition2.14.Informationandparitynodes:ConsidertheTannergraphassociated

withasystematic(n,k)linearblockcode.Amongallthenvariablenodes,thekvariable

nodesthatcorrespondtothekinformationblocksarecalledinformationnodes,andare

representedbywhite(unshaded)circlesintheTannergraph. Theremainingn−k

variablenodescorrespondwiththen−kparityblocks. Wecallthesevariablenodes
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paritynodes,andrepresentthembyshadedcirclesintheTannergraph(seeFig.2.2

asanexample).

Definition2.15. Localandglobalchecknodes:IntheTannergraphofan(n,k,d,r)

LRC,amongn−kchecknodes,aminimalsetofchecknodes,whereeachhavingat

mostr+1edgestoachievethecodelocality,thatcoverallvariablenodesarecalled

localchecknodes. Checknodeswhicharenotlocalarecalledglobal.Forexample,in

Fig.2.2,thechecknodesthatarebelowthevariablenodesarelocalchecknodesand

therestareglobal.

Definition2.16. Localandglobalparitynodes: Paritynodesassociatedwithlocal

checknodesarecalledlocalparitynodes;otherparitynodes(i.e.,thoseassociatewith

globalchecknodes)arecalledglobalparitynodes.

Definition2.17. Localandmixedgroup:IntheTannergraphofan(n,k,d,r)LRC,

variablenodesconnectedtoalocalchecknodeconstitutealocalgroup. Therefore,a

failedvariablenodecanbereconstructedwithinitslocalgroup.Notethatthelocalityri

ofeachvariablenodeisthesizeofitslocalgroupminusone.Localgroupscontaining

globalparitynodesaswellaslocalparitynodesarecalledmixedgroups.

TogenerateanLRC,onecanfirstconstructaTannergraph. TheTannergraph

willdeterminethezeroelementsoftheparitycheckmatrixofthecode.Thenon-zero

elementscanthenbechosenrandomlyfromnon-zeroelementsofafinitefield.Ifthe

orderofthefinitefieldusedislargeenough,thecorrespoindingconstructedcodewill

havetheoptimalminimumdistance,withhighprobability. Afterconstructingthe

Tannergraphofan(n,k,d,r)LRC,thezeroandnon-zeroelementsoftheparitycheck

matrixaredeterminedH ∈F
(n−k)×n
q . Consequently,inthiswork,wemainlyfocus

ontheTannergraphsofLRCs.ThefollowingexampleillustratehowanLRCcanbe

constructedgivenaTannergraph.

Example2.8.Fig.2.2illustratestheTannergraphofan(n,k,d,r)=(12,7,5,4)

LRC.InthisTannergraphthereare5squaresand12circlesrepresentingcheck

nodesandvariablenodes,respectively.Amongallthe12variablenodesintheTanner
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Figure2.2:Tannergraphofanoptimal(n,k,d,r)=(12,7,5,4)LRC

graph,the7unshadedcirclesrepresenttheinformationnodesandthe5coloredcircles

representparitynodes.Also,the3paritynodesthataredistinguishedbygraycolorare

localparitynodesandothersareglobalparitynodes. Thethreesquaresdrawnbellow

thevariablenodes(circles)arelocalchecknodesastheirdegreeisatmostr+1=5,

andtheycoverallthevariablenodes(thatis,everyvariablenodeisconnectedtoat

leastoneofthem).Theother2checknodes(thetoptwosquares)areglobalchecknodes

linkedtoallinformationnodes.TheparitycheckmatrixH∈F5×12q ,correspondingto

TannergraphinFig.2.2,is

H0=
















h1,1 h1,2 h1,3 h1,4 0 0 0 h1,8 0 0 0 0

0 0 h2,3 0 h2,5 h2,6 h2,7 0 h2,9 0 0 0

0 0 0 h3,4 0 0 h3,7 0 0 h3,10 h3,11 h3,12

h4,1 h4,2 h4,3 h4,4 h4,5 h4,6 h4,7 0 0 0 h4,11 h4,12

h5,1 h5,2 h5,3 h5,4 h5,5 h5,6 h5,7 0 0 0 h5,11 h5,12
















.

TomakesurethattheminimumdistanceoftheLRCcorrespondingtotheparitymatrix

H0ismaximized,thenon-zeroelementsofH0,i.e.,hi,j,fori∈[1,5]andj∈[1,12],

shouldbeselectedrandomlyfromasufficientlylargefinitefield.

2.4.4 UsingLRCsinReal-WorldDistributedStorageSystems

Microsoft WindowsAzureStorageandFacebookHDFS-RAIDaretwoexamplesof

real-worlddistributedstoragesystemsthatareusingLRCs. WewillcovertheLRC
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Figure2.3:Tannergraphofthe(n,k,d,ri)=(16,12,4,6)LRCemployedinMicrosoft
WindowsAzureStorage[1]

usedinFacebookHDFS-RAIDindetailsinChapter3,andshowhowwecanimprove

itsupdatecomplexity. TheLRCusedin WindowsAzureStorageisexplainedinthe

nextexample.

Example2.9.Microsoft WindowsAzureStorageisconfiguredbyan (n,k,d,ri)=

(16,12,4,6)LRC,whereridenotesthelocalityofinformationnodes. ThisLRChas

thestorageoverhead16−1212 =33%andhasbeenusedsince2012.Fig.2.3illustrates

theTannergraphofthisLRC,whereallthe12informationnodeshavelocality6.The

localparitynodesarel1andl2.Theglobalparitynodesg1andg2arelinearfunction

ofallinformationnodes.Inthiscode,thelocalityof14variablenodesincluding12

informationnodesandtwolocalparitynodesis6andlocalityoftwoglobalparitynodes

is12.
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Chapter3

MinimizingtheUpdate

ComplexityofFacebook

HDFS-RAIDLocallyRepairable

Code

Inthischapterwediscusstheimpactofimprovingupdatecomplexityinenergysaving.

Inparticular, weproposesomeresultsabouttheupdatecomplexityofFacebook

HDFS-RAIDLRC.Beforeemployingthe(n,k,d,r)=(16,10,5,5)LRCinFacebook

HDFS-RAID,in2011an(n,k,d) =(14,10,5)RScodewasused. Although,the

mentionedLRCincreasedthestorageoverheadfrom40%to60%,itreducedthecode

localityconsiderably.

Data,henceparityblocks,arefrequentlyupdatedinmanyapplications. Hence,

codes withefficientupdatecomplexityaredesirableastheyrequirefewerI/O

operations. Thisalsoresultsinenergysavingatdatacenters[25]. Moreover,acode

withminimumupdatecomplexityrequireslesstimetoupdateallparityblocksand

thuscancompletetheoperationfaster.Also,sincethepowerusageofhard-drivesin

idlemodeislessthanread/writemode[26],improvingtheupdateefficiencyofLRCs

resultinlowerpowerconsumptionbydatanodes.
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3.1 UpdateComplexityOfFacebookHDFS-RAIDLRC

Inthissection, westudytheupdatecomplexityofFacebook HDFS-RAIDLRC.

Then,weproposeanewLRCwiththesameparameters(n,k,d,r)astheFacebook

HDFS-RAIDLRC,butwith minimumpossibleupdatecomplexity. Westartwith

definingtheupdatecomplexity.

In[13],[14]and[15],updatecomplexityisdefinedasthemaximumnumberofblocks

neededtobeupdatedwhenanysingleinformationblockischanged. Thus,update

complexityforacodeCwithgeneratormatrixGisequaltothemaximumweightof

therowsofG,wheretheweightofeachrowisthenumberofnonzeroelementsofthat

row.Thisdefinitioncanbeextendedtothecasewheremultipleinformationblocksare

changed.Letwidenotethesetofblocksthatneedtobeupdatedwheni-th,i∈[k],

informationnodeischanged.ForasetS⊆[k],wedefine

WS=
i∈S

wi (3.1)

and

ux=E[|WS|],

whereE[·]denotesexpectedvalue,expectationistakenoverallsubsetsof[k]ofsizex,

andinformationblockchangesareassumedi.i.d.Theparameteruxcanbethoughtof

astheaveragenumberofnodesthatneedtobeupdatedwhenxinformationblocksare

changed.Inthefollowing,weimproveuxforx=1.Thereasonthatwefocusonthis

specialcaseisthati)considering(4.1),reducingu1canleadtosmalleruxforx>1;

ii)u1isthedominantterminupdatecomplexitywhenupdatesarenotfrequent(i.e.,

whenmultipleblockupdatesinasinglestripeisunlikely).Bytheabovedefinition,u1

in(n,k)codewithgeneratormatrixG,whereG=[Ik,Pk×(n−k)],isequivalenttothe

averageweightofrowsofmatrixPplusone.

Bythedefinitionofcode’sminimumdistance,changinganinformationblockleads

tochangingatleastdencodedblocksincludingd−1parityblocksandoneinformation

block,thuswehave

u1≥d.
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The minimumdistanceofthe(n,k,r,d) =(16,10,5,5)LRCusedinFacebook

HDFS-RAIDis5.Bytheaboveinequality,theminimumaverageupdatecomplexity

thatcanbeachievedinacodewithminimumdistanced=5isu1=5.Theupdate

complexityoftheFacebookHDFS-RAIDLRCisu1=6,aswillbeshownlater.Our

maincontributionisdesigningan(n,k,r,d)=(16,10,5,5)LRCwiththeminimum

possibleupdatecomplexityofu1=5. Weremarkthat,asprovenin[2,27],thelargest

possibleminimumdistanceforthecodeparameters(n,k,r)=(16,10,5)isd=5,which

isachievedbybothourproposedLRC,andtheLRCusedinFacebookHDFS-RAID.

Inordertofindan(n,k,r,d)=(16,10,5,5)LRCwithminimumupdatecomplexity

u1=5,weneedtoconstructageneratormatrixinwhichthewightofeveryrowis

equaltod=5. Currently,thegeneratormatrixG associatedwiththe(16,10,5,5)

LRCusedinFacebookHDFS-RAID[2]isG=[I10,P10×16],where

P10×16=






































p11 0 p13 p14 p15 p16

p21 0 p23 p24 p25 p26

p31 0 p33 p34 p35 p36

p41 0 p43 p44 p45 p46

p51 0 p53 p54 p55 p56

0 p62 p63 p64 p65 p66

0 p72 p73 p74 p75 p76

0 p82 p83 p84 p85 p86

0 p92 p93 p94 p95 p96

0 p102 p103 p104 p105 p106






































,

andpij∈F256\{0}. TheweightofeachrowofG is6,hencethecode’supdate

complexityis6,whichisonemorethantheminimumpossibleupdatecomplexityfor

acodewithminimumdistanced=5.TheTannergraphassociatedwithmatrixGis

alsoshowninFig.3.1.

Insteadofworkingdirectlywithagenerator matrixand minimizingtheweight

ofitsrows,inourapproach,wefirstconstructaTannergraphTforthegivencode
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Figure3.1: Tannergraphofthe(n,k,d,r) =(16,10,5,5)LRCusedinFacebook
HDFS-RAID.

parameters(n,k,r,d)=(16,10,5,5),andthenderiveageneratormatrixfromit. While

constructingaTannergraph,wehavetoensuretheminimumdistanceconstraintis

satisfied;forthatweusethefollowingtheoremfrom[28].

Theorem3.1. [28]Thereisanerasurecodewithminimumdistancedassociated

withTannergraphTiffeveryγchecknodeofTcoverγ+kvariablenodes,where

γ∈[n−k−d+2,n−k].

Proof.Pleaseseetheproofin[28].

ByTheorem3.1,intheTannergraphTforan(n,k,d,r)=(16,10,5,5)LRC,a

necessaryconditiontosatisfyminimumdistanced=5isthatanycollectionofγ=3

checknodesincludingtwolocalchecknodesandoneglobalchecknodecoveratleast

γ+k=3+10=13variablenodes.Tosatisfythiscondition,thesingleglobalcheck

nodeinanysuchcollectionsmustbeconnectedtoallthevariablenodesofthelocal

groupoutsidethecollectionwithatmostd−2=3exceptions.Inotherwords,atleast

3variablenodesineachlocalgrouphavetobeconnectedtoeachofthe3globalcheck

nodes.TohaveaTannergraphachievingu1=5,afterconstructing3localgroupsby

3localchecknodesweconnecteachglobalchecktoexactlyr−d+3informationnodes

withsmallestdegreeineachlocalgroups.Then,ifthereisanyinformationnodesnot

connectedtoatleast2globalchecknodes,weconnectittoanotherglobalchecknode
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Figure3.2:Tannergraphofour(n,k,d,r)=(16,10,5,5)LRCwithminimumpossible
u1equaltod=5.

tohaveconnectionwithatleast2globalchecknodes.Consequently,eachvariablenode

willhaveconnectionwith2globaland2localchecknodesandthus,weightofeach

rowinparity-checkmatrixPwillbe4.ByfollowingthesestepswederiveaTanner

graphwithu1equaltod=5.TheconstructedTannergraphisshowninFig.3.2.Itis

easytoverifythatwhenthisnecessaryconditionissatisfied,theneveryγchecknode,

γ∈[3,6],coversatleastγ+10variablenodes. Hence,usingTheorem1,minimum

distanced=5isguaranteed.

AfterconstructingtheTannergraph,inordertohaveacode,weneedanexplicit

generatormatrix,orequivalentlyaparity-checkmatrix.Asmentionedearlier,aTanner

graphdeterminesthezeroelementsoftheparitycheckmatrixH.Tofindthenonzero

elementsofH,onecanpickrandomnumbersfromasufficientlylargefinitefield.

Findingthesmallestfinitefieldorderneededforexplicitcodeconstructioncanbe

averydifficultproblem[29]. Here,wewereabletofindapropergeneratormatrix

overGF(24).Thegeneratormatrixofan(n,k,d,r)=(16,10,5,5)LRCfoundbythe
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programis:G=[I10,P]where

P=






































13 0 10 0 7 10

10 0 12 0 14 3

15 0 7 6 0 5

5 0 0 10 5 12

4 0 0 12 5 10

0 15 3 0 7 11

0 12 11 0 7 3

0 5 13 9 0 2

0 10 0 15 8 14

0 15 0 12 5 11






































.

Weremarkthat,theelementsofthegeneratormatrixoftheLRCusedinFacebook

HDFS-RAIDcomefromGF(28).Sincethecodeisbasedona(n,k,d)=(14,10,5)

Reed-Solomoncode[2],thesmallestfinitefieldorderthatcanbeusedinthecodeis

GF(24),whichisthefinitefieldusedinourproposedLRC.

3.2 NumericalResults

Inthissectionweprovidesomecomparisonsbetweenourproposed(n,k,d,r) =

(16,10,5,5)LRCandtheonecurrentlyusedinFacebookHDFS-RAID.

Inthefollowingtablewecomparetheu1andu2forourproposed(n,k,d,r)=

(16,10,5,5)LRCandtheLRCusedinFacebookHDFS-RAID.

Typeofcode (n,k,d,r) u1 u2

FacebookHDFS-RAIDLRC (16,10,5,5) 6 7.556

OurproposedLRC (16,10,5,5) 5 7.267

Table3.1:ComparisonbetweentwodifferentLRCswithidenticalparametersasthe

oneusedinFacebookHDFS-RAIDintermsofupdatecomplexity.
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Figure3.3:Thecomparisonbetweentherequiredtimetoupdatetheparityblocksthat
mustbeupdatedwhenasubsetofinformationblocksarechanged,inour(n,k,d,r)=
(16,10,5,5)LRCandtheonethatusedinFacebookHDFS-RAID.

Observingtheabovetable,ourproposed(n,k,d,r)=(16,10,5,5)LRCimproves

theupdatecomplexityby16.67%and3.82%foru1andu2,respectivelywithout

sacrificingothercodeparameterssuchascodesizen,codedimensionk,coderate

k
n,minimumdistanced,andlocalityr.

Fig. 3.3showsthetimerequiredtocompleteasequenceofsingleinformation

blockchangerequestsforourproposedLRCaswellastheLRCusedinFacebook

HDFS-RAID.Thex-axisshowsthenumberofinformationblockchangerequestsin

thesequence. Recallthateachsingleinformationblockchangerequires,onaverage,

updatingu1blocks. WerunthissimulationonasystemwithIntelcorei76700HQ

CPUand16GBRAM,andsetthesizeofeachblocksto94bytes. Thiscomparison

showsthatourproposedcoderesultsinmorethan30%savinginupdatetimerequired

forasequenceof1000informationblockchangerequestsaswellas94KBsavingindisk

I/Oandnetworkbandwidth. PleasealsonotethatintheclustersusedinFacebook

HDFS-RAID,thesizeofeachblockis256MB,whichresultsinahighergapbetween

therunningtimeperformancesofthetwoLRCs.
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Chapter4

TheproblemofUpdate

ComplexityinLRCs

Inthischapter,westudytheproblemofupdatecomplexity(UC)foranysystematic

LRCs. ByusingthedefinitionofupdatecomplexitythatweproposedinChapter3,

infirststepweobtainbothupperandlowerboundsonUCforanimportantclassof

LRCs. Then,weproposeanalgorithmtodesignLRCswhoseaverageUCiscloseto

theobtainedlowerbound.

4.1 Bound Onthe Update Complexity(UC) Of An

ImportantClassOfLRCs

Here,firstwerepeatthedefinitionofupdatecomplexityfromChapter3.Letwidenote

thesetofvariablenodesthatneedtobechangedwhentheith,i∈[k],information

nodeisupdated. RecallthattheencodedvectoryisequaltoxG. Whentheith

elementoftheinformationvectorxisupdated,thejthelementofyischangediff

G[i,j](i.e.,thejthelementoftheithrowofG)isnon-zero.Therefore,|wi|isequal

totheweightofthei-throwinthegeneratormatrix.

ForasetS⊆[k],wedefine

WS=
i∈S

wi (4.1)
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1 2 3 4 l2g1 g2l1 1 2 3 4 l2g1 g2l1

(a) (b)

Figure4.1:Tannergraphsoftwooptimal(n,k,d,r)=(8,4,4,3)LRCswithdifferent
updatecomplexity. Whenoneinformationblockisupdated,thecodesrepresentedin
Figs.4.1aand4.1bonaverageneed(3×5+1×4)/4=4.75and(3×4+1×5)/4=4.25
encodedblockupdates,respectively.

and

ux=E[|WS|],

whereE[·]denotesexpectedvalue. Here,theexpectationistakenoverallsubsetsof

[k]ofsizex,chosenuniformlyatrandom. Theparameteruxcanbethoughtofas

theaveragenumberofvariablenodesthatneedtobechangedwhenxinformation

nodesareupdated.Inthefollowingexample,wecomputetheupdatecomplexityof

twodifferentLRCswithanidenticalcodeparametersanddifferentTannergraphs.

Example4.1.InFig.4.1,Tannergraphsfortwodifferent(n,k,d,r) =(8,4,4,3)

LRCsareshown. Wehave

u1=E[|WS|]=
|w1|+|w2|+|w3|+|w4|

4
,

Therefore,fortheLRCshowninFig.4.1a,wegetu1=(3×5+1×4)/4=4.75,while

fortheLRCshowninFig.4.1bwehaveu1=(3×4+1×5)/4=4.25.Noticethatthe

twocodeshaveidenticalparameters(n,k,r,d),yetthesecondcodeenjoysalowerUC.

Inthefollowing,wedefineanimportantclassofLRC.First,westudytheproblem

ofUCinthisclass,andlaterweextendourresultstootherLRCs.

Non-overlappedLRCs(NO-LRCs):ThisisanimportantclassofLRCswhichhas

beenthefocusofmanyinfluentialstudies(e.g.,[10–12,30]).InaNO-LRC,allthelocal
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Figure4.2: Constructionofan(n,k,d,r)NO-LRC.Therearem= n
r+1 localand

n−k−mglobalparitynodes,wherer+1iscardinalityofeachlocalgroupexceptthe
m−thlocalgroupwhereitscardinalityiss=nmod(r+1).

groupsornon-overlapping.Alllocalgroupsareofsizer+1,exceptatmostonelocal

groupwhosesizes,1<s<r+1.

Bytheabovedefinition,wehave

s=n mod(r+1),

andamongthetotal(n−k)checknodes,thereare n
r+1 localandn−k− n

r+1 global

checknodes(seeFig.4.2asanexample).

TostudytheUCofNO-LRCsandseekNO-LRCsthathavelowUC,wefirststart

withstudyingaspecialvariablenodearrangementforNO-LRCs.Later,wewillshow

howthisarrangementhelpsustoestablishourbounds.

ThestructureshowninFig.4.2representsan(n,k,d,r)NO-LRCswithaspecial

variablenodearrangement.Inthisstructure,basedontheconstructionofNO-LRCs,

nencodednodesarepartitionedinto n
r+1 −1localgroupsofsizer+1andone

localgroupofsizes(s=nmod(r+1)=1)calledthedefectivegroup.Eachlocal

grouphasalocalparitynode,denotedbyli,wherei∈[
n
r+1 ].Also,eachlocalgroup

exceptmixedgroupsandthedefectivelocalgrouphasrinformationnodes. Among

allstructuresrepresentingan(n,k,d,r)NO-LRCs,theabovestructureminimizesthe

numberofmixedgroups,whichisthefirststeptowardsreducingUC.Notethatinthis

structure,thereisatmostonemixedgroupcontainingbothinformationandglobal

paritynodes. Wecallthisgroupinfomixedgroup1.

1Thereisnoinfomixedgroup,ifr|k.
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Let

z1=n mod(r+1),

z2=d−2 mod(r+1)

and

z3=k+
k

r
.

Thesedefinedvariableareusefulinfollowinglemmawhichisfrom[27].

Lemma4.1.Inan(n,k,d,r)NO-LRCwherez1<z3orevenz3=0,thelargest

minimumdistancedisonelessthantheupperbound(1.1),whichis

d=n−k−
k

r
+1.

Ontheotherhand,inan(n,k,d,r)NO-LRCwherez1≥z3=0,theupperbound(1.1)

isachievedandthelargestminimumdistancedis

d=n−k−
k

r
+2.

Proof.Theproofisprovidedin[27].

ToestablishtheboundsontheUC,weneedtoknowtheexactnumberofglobaland

localparitynodes.Thenumberoflocalparitynodesis n
r+1 .Thefollowinglemmas

determinethenumberofglobalparitynodesintermsofcodeparameters.

Lemma4.2.Inan(n,k,d,r)NO-LRCwiththelargestminimumdistanced,where

z1<z3,wehave

n−k−
n

r+1
=d−1−

d−1

r+1
.

Proof.

d=n−k−
k

r
+1≤n−k(1+

1

r
)+1.

Hence,

d≤n−k(1+
1

r
)+1<d+1

and

k≤n(1−
1

r+1
)−(d−1)(1−

1

r+1
)<

r

r+1
+k.
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Therefore,

d−1−
d−1

r+1
≤n−k−

n

r+1
<

r

r+1
+d−1−

d−1

r+1
.

Bytakingthefloorofbothsidesoftheinequality,weget

d−1−
d−1

r+1
≤ n−k−

n

r+1
<

r

r+1
+d−1−

d−1

r+1
.

Wehave

d−1−
d−1

r+1
=d−1−

d−1

r+1

and
r

r+1
+d−1−

d−1

r+1
<1+d−1−

d−1

r+1
.

Thus,

d−1−
d−1

r+1
≤n−k−

n

r+1
<1+d−1−

d−1

r+1
. (4.2)

By(4.2)andthefactthatn−k− n
r+1 isaninteger,weget

n−k−
n

r+1
=d−1−

d−1

r+1
.

Lemma4.3.Itwasverifiedin[27]thatinan(n,k,d,r)LRCwiththelargestminimum

distance,wherez1≥z3orz1=0,wehave

n−k−
n

r+1
=d−2−

d−2

r+1
,

Proof.Theproofisprovidedin[27].

Consequently,basedontheobtainedresults,inan(n,k,d,r)NO-LRCthenumber

ofglobalchecknodes,denotedφ,is

φ=n−k−
n

r+1

Wecandeterminetheexactvalueof φbasedonpreviouslemmas.Thetotalnumber

ofmixedgroups,denotedλ,is

λ=
φ

r
.
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Consequently,theinfomixedgroup,ifexists,hasφ−(λ−1)rglobalparitynodesand

onelocalparitynode.Thus,therearer+1− φ−(λ−1)r−1informationnodesin

theinfomixedgroup.Thetotalnumberofinformationnodesis

k=(
n

r+1
−λ−

z1
r+1

)r+ r−φ+(λ−1)r+
z1
r+1

(z1−1),

wherethefirsttermisthenumberofinformationnodesinnon-mixedgroups,the

secondtermisthatininfomixedgroupandthirdtermisthatintheonlydefective

localgroup.NowbyusingthegivenpropertiesofNO-LRCs,inthefollowingtheorem,

weestablishbothlowerandupperboundsonthenumberofparitynodesthatneedto

bechangedwhenasubsetSofinformationnodesareupdated.

Theorem4.1. Foran(n,k,d,r)NO-LRC,letSbeanarbitrarysubsetof[k]with

|S|=x.Then,

d+
x−rλ+φ

r
≤|WS|≤d+θ,

whereλ= φ
r andθ=min x,

n
r+1 −λ.

Proof.PleaseseeAppendixA.1.

ThefollowingcorollarydirectlyfollowsfromTheorem4.1.

Corollary4.1.Foran(n,k,d,r)NO-LRC,wehave

d+
x− rλ−φ

r
≤ux≤d+θ,

whereλ= φ
r,andθ=min x,

n
r+1 −λ.

Next,weimprovetheboundonuxforx=1. Thereasonthatwefocusonthis

specialcaseisthati)considering(4.1),reducingu1canleadtosmalleruxforx>1;

ii)u1isthedominantterminUCwhenupdatesarenotfrequent(i.e.,whenmultiple

blockupdatesinasinglestripeisunlikely);iii)thenewboundleadstoadesignof

NO-LRCswithnear-optimal/optimalu1.

Theorem4.2.Foran(n,k,d,r)NO-LRC,u1isboundedas

d+
η

n
r+1

−λ

d−1−φ

k
≤u1≤d+1,
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whereλ= φ
r and

η=max 0,r(d−1)−φ(φ+r−1).

Proof.PleaseseeAppendixA.2.

ByTheorem4.1,wehaved≤u1. Thislowerboundisisimprovedbybyanextra

terminTheorem4.2.Inthefollowingsection,weproposeaclassofNO-LRCswhose

u1matchesorisveryclosetothenewlowerboundobtainedinTheorem4.2.

4.2 ConstructionOfLRCs WithSmallUC

Here,wepresentourproposedLRCsusingtheirTannergraphs. OurproposedLRCs

followthestructureofNO-LRCs. Theybenefitfromasmallu1,closeorevenequal

tothelowerboundobtainedinTheorem4.2.Inotherwords,incomparisonwiththe

existingLRCs,ourproposedLRCsrequireaccessingandchangingasmallernumber

ofencodedblocksinthecaseofinformationblockupdates.

4.2.1 ConstructionofOurProposedOptimalLRCs

InordertoconstructourproposedLRCs,first,nvariablenodesarepartitionedinto

n
r+1 localgroupseachcontainingr+1variablenodesexceptthedefectivelocal

groupwhichhasz1(z1=1)variablenodes.Hence,thereare
n
r+1 localchecknodes

associatedwiththe n
r+1 localgroups,andeachlocalgroupconstructsonelocalparity

block.Theremainingn−k−( n
r+1 )=φchecknodesconstructφglobalparityblocks

whichareplacedinthemixedgroups(Fig.4.2).

ByTheorem4.1,wehaved≤|WS|≤d+1,when|S|=1. Thisimpliesthat

updatingasingleinformationblockrequiresupdatingeitherdord+1encodedblocks.

Therefore,to minimizeu1,wehavetofindTannergraphswith minimumnumber

ofinformationnodeswhoseupdaterequireschangingd+1variablenodes. While

constructingsuchTannergraphs,wehavetoensuretheminimumdistanceconstraint

issatisfied,andforthatweTheorem3.1.
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ByTheorem3.1,anecessaryconditiontoachieve minimumdistancedforour

proposedLRCsisthatanycollectionofn−k−d+2checknodesconsistingofn−k−d+1

localchecknodesandasingleglobalchecknodecoveratleastn−(d−2)variablenodes.

Thenumberoflocalgroupsoutsidetheselectedcollectionis n
r+1 −(n−k−d+1)=

d−1−φ.Tosatisfythiscondition,thesingleglobalchecknodeinanysuchcollections

mustbeconnectedtoallthevariablenodesofthelocalgroupsoutsidethecollection

withatmostd−2exceptions.Inotherwords,atleast(r+1)(d−1−φ)−(d−2)

variablenodesofanysetofd−1−φlocalgroupshavetobeconnectedtoeachofthe

φglobalchecknodes.Algorithm1,presentednext,isbasedonthisidea.

4.2.2 PropertiesofOurProposedOptimalLRCs

Inthefollowing,weverifysomeimportantpropertiesofourproposedLRCsgenerated

byAlgorithm1.

Proposition4.1.The(n,k,d,r)NO-LRCsconstructedbyAlgorithm1basedonthe

structureofNO-LRCshaveminimumdistancedequalton−k− k
r+2orn−k−

k
r+1.

Proof.Foran(n,k)erasurecodewithTannergraphT,ifanyϕvariablenodesare

connectedtoϕdistinctchecknodes,whereϕ∈[d−1],thenanyϕvariablenodescan

berecoveredusingequationsassociatedwiththedistinctchecknodes.Thisimpliesthat

thecodecanrecoveruptoanyd−1failuresandtherefore,ithasminimumdistanced.

InourproposedLRCs,everyinformationnodeisconnectedtoatleast(d−2−

λ)+λ+1=d−1distinctchecknodes,whereλ= φ
r. Also,eachofthen−k

paritynodesisconnectedtoexactlyonedistinctchecknode.Hence,anyd−1variable

nodesareconnectedtoatleastd−1distinctchecknodesandourproposedcodehas

minimumdistanced.

Remark4.1. OurproposedoptimalLRCsimprovetheUCcomparedtotheexisting

solutions. TheconstructionofourproposedLRCsensuresthatnotallinformation

nodesareinvolvedinglobalchecknodes. Infact,ittriestokeepthenumberof

informationnodesinvolvedinanygivenglobalchecknodesmall.Thismeansasmall
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Algorithm1ConstructionofNO-LRCswithsmallUC

First,constructlocalgroupsbasedonthestructureofaNO-LRCdepictedinFig.4.2.
•Connecteachoftheφglobalchecknodetoadistinctglobalparitynodelocatedin
themixedgroups.
•Connectalltheinformationnodesoftheinfomixedgroup,ifexists,toalltheφglobal
checknodes.
fori∈[ n

r+1 ],do
Choose η

d−1−φ informationnodesinthei-thlocalgroupandconnectthemto
alltheφglobalchecknodes. Connecteachoftheotherinformationnodesin
i-thlocalgrouptoφ−1globalchecknodesthathavethesmallestdegree.(η=

max 0,r(d−1)−φ(φ+r−1))

end

numberofglobalparityblocksneedupdatewheninformationblocksareupdated.Inthe

caseofoneinformationblockupdate,ourconstructionachievestheminimumaverage

numberofparityblockupdates.BasedontheboundsinTheorem4.2,ifη=0,thenthe

requiredupdatewhenanysingleinformationnodeischangedisd.Alsoifη=0,then

u1=d+α,wheresincetherearemorezerosinthegeneratormatrixofourproposed

LRCthantheLRCsconstructedin[11],αinourLRCsislower.

Thefollowingremarkidentifiesaconditionunderwhichourproposedcodesachieve

u1=d.

Remark4.2. BasedonTheorem4.2,intheLRCsthatη=0wecanachieveu1=d

whichisthesmallestpossibleu1.ThishappenswheninanNO-LRCwehave

r(d−1)≤φ(φ+r−1),

whereφisthenumberofglobalchecknodesorn−k− n
r+1 inanNO-LRC.For

instance,intheNO-LRCsthatd≥r+3wecaneasilyshowthattheaboveinequality

canbeachievedandconsequently,wehaveη=0resultingu1= d. Also,inthe

NO-LRCsthatd<r+3wehaveφ=d−2andconsequentlyinthecasethat

r≤(d−2)(d−3)

isachieved,wehaveη=0resultingu1=d.
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Remark4.3.AsdiscussedinTheorem4.2,u1inNO-LRCsisatmostd+1.However

thereisaclassofNO-LRCswhereu1isatmostdandconsequently,thereisnoway

toremoveanyedgewithoutsacrificingminimumdistanceandimproveu1.Inthese

NO-LRCsthereareatmostd−1parityblocksthatmustbeupdatedinthecasethat

oneinformationblockischanged.Hence,thetotalnumberofallφglobalparityblocks

andtheλlocalparityblocksofthemixedgroupsandthesinglelocalparityblocklocated

inthesamegroupastheupdatedinformationblockhavetobed−1andwehave

φ+λ+1=d−1,

resulting

φ+
φ

r
=d−2.

BasedonRemark4.3,weknowthatinaNO-LRCwheneverwehave

φ+λ+1=d−1,

weareabletoremovesomeredundantedgesbetweeninformationnodesandglobal

checknodesandconsequentlyreducingu1.

NotethattheonlypartofAlgorithm1withsuperlinearcomplexityistheloop.

Thenumberofiterationsoftheloopis n
r+1 ,andthenumberofoperationsperformed

ineachiterationisO(φ·r).Sinceφ≤n,thecomplexityoftheloopisO(n2).

InAppendixA.3,wepresentageneralizationofAlgorithm1,whichconstructsany

(n,k,d,r)LRCsforanygivenstructureoflocalgroups.

4.3 NumericalResults

Inthissection,theupdatecomplexityofoptimalLRCsdesignedusingourproposed

algorithmsinprevioussectionsarenumericallycomparedwiththoseofconventional

optimalLRCswiththesame(n,k,r,d)parameters.

Firstwestudyonecodeindetail.Fig.4.3depictstheTannergraphofanoptimal

(n,k,d,r)=(15,9,5,4)LRC,whichisobtainedusingAlgorithm1.Inthisexample,

wehave

α=6,β(d−2−λ)=8.
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Figure4.3:Tannergraphofan(n,k,d,r)=(15,9,5,

l11 2 3 4 5 6 7 8 l2 9 g1 g2 g3 l3

4)optimalLRC.Inthisfigure,
theglobalchecknodesareconnectedtovariablenodesbasedonourproposedmethod.

Figure4.4:Tannergraphofan(n,k,d,r)=(15,9,5,4)optimalLRC.Inthisfigure,
eachoftheglobalchecknodeareconnectedtok+1=10variablenodes.

Hence,theconditioninRemark4.2issatisfied,andalltheinformationnodesare

involvedind=5variablenodes.

Nowletuscompareu1andu2ofthiscode(denotedasLRC1)withu1andu2of

anotheroptimal(n,k,d,r)=(15,9,5,4)LRC(LRC2)designedusingtheconventional

approachofconnectingglobalchecknodestok+1variablenodesillustratedinFig.4.4.

LetuLRC1x anduLRC2x denotetheaverageupdatecomplexityofLRC1,andLRC2,

respectively. Wehave

uLRC11 =
9d

9
=d=5
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and

uLRC21 =
d+8(d+1)

9
=d+0.89=5.89.

Furthermore,

uLRC12 =(26×7+10×8)/
9

2
=7.27

and

uLRC22 =(20×7+16×8)/
9

2
=7.44.

ByCorollary4.1,wehaveu1≥5,andu2≥7.Therefore,ourconstructedoptimal

LRC(i.e.,LRC1)achievestheboundonu1by15.11%reductiononu1ofLRC2.

Moreover,ourcodereducesthegaptoboundonu2from0.44to0.27(morethan38%).

Wewouldliketoemphasizethattheseimprovementsareobtainedwithoutsacrificing

otherparametersofLRC2suchasitsrate,dimension,localityandminimumdistance

andalsobothofthemcanbeconstructedoverGF(24)whichisthesuggestedfieldsize

forthemin[11].

InTable4.1,wecomparetheupdatecomplexityu1ofsomecodesdesignedthrough

Algorithm1andtheconventionalLRCswhichconnectglobalchecknodestoall

informationnodes. Inthiscomparison, weconsidertypical minimumdistanceof

d=4ord=5,anddesigncodesoflengthbetweenn=12andn=18.Allthese

LRCsareNO-LRCs(i.e.,havenon-overlappedlocalgroupsandthelargestpossible

minimumdistance).Itcanbeseenherethatourproposedcodesalwaysimprove

updatecomplexityu1.

NotethattheoutputofAlgorithm1isaTannergraph,whichdeterminesthe

non-zeroelementsoftheparity-check matrixourLRC.Toachievethepromised

minimumdistance,thenon-zeroelementoftheparity-checkmatrixcanbeselected

randomlyfromalargeenoughfinitefield.Intheory,thesizeoffinitefieldrequired

inourLRCscanbelargerthanwhatisusedinexistingexplicitLRCconstructions.

However,oursimulationresultsshowthatourLRCsdonotrequirelargefinitefield

sizesforawiderangeofpracticalcodelengths(8≤n≤20),andminimumdistance

d∈{3,4,5}.Infact,inourextensivesimulation,wecouldnotspotasinglecasewhere

ourcoderequiresalargerfinitefieldsizethanitscounterpartLRCinTamoandBarg
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Parameters
of

(n,k,d,r)
LRCs

u1ofour
proposed
LRCs

u1ofthe
conventional
LRCs

improvement

(12,7,4,3) 4.28 4.86 11.93%

(15,10,4,4) 4.4 4.8 8.33%

(16,10,4,3) 4.3 4.9 12.24%

(16,10,5,5) 5 6 16.66%

(18,12,5,5) 5 5.83 14.24%

(18,13,4,5) 4.46 4.77 6.5%

Table4.1:Comparisonbetweenu1ofourproposedLRCsandotherLRCsfordifferent
practicalcodeparameters.

construction. Thissuggeststhat,atleastforcurrentpracticalcodeparameters,our

algorithmdoesnotsacrificefinitefieldsizeforupdatecomplexity. Asanexample,a

generatormatrixinGF(13)foundinoursimulationsfor(n,k,d,r)=(12,7,4,3)is

G=[I7,P]where

P=


























11 0 10 0 9

11 0 5 3 7

5 0 0 7 8

0 5 7 0 3

0 3 11 12 8

0 11 0 2 7

0 0 11 6 7


























.

Forthesameparameters(i.e.,(n,k,d,r)=(12,7,4,3)),thefinitefieldorderneeded

forcodeconstructionbyTamoandBarg[11]isatleast13.
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Chapter5

Conclusion

Theclassoflocallyrepairablecodes(LRCs)isanimportantclassoferasurecodesto

storedataefficientlyinDSSs.Inthisthesis,firstwestudiedtheupdatecomplexity

ofthe(n,k,d,r)=(16,10,5,5)LRCusedinFacebookHDFS-RAID.Usingthesame

codeparameters,weconstructedanewLRCwithmorethan16%improvedupdate

complexity. Then,weestablishedboundsontheupdatecomplexityofanimportant

classofLRCs.Furthermore,weproposedaclassofLRCswithsmallupdatecomplexity.

Infact,ourcodescouldachievethelowerboundontheupdatecomplexityassociated

withoneinformationblockupdate. Weidentifiedsomeofthecaseswhereourproposed

codesachievesthelowerboundu1=dontheupdatecomplexity. Consideringthe

recentusageofLRCsinpractice,e.g.inFacebookHDFS-RAIDand WindowsAzure

Storage,ourresultsisalsoofinterestfromapracticalpointofview,asitcanleadto

lowerpowerI/Ooperations,hencelowerpowerconsumptionindatacenters.
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AppendixA

ProofsforChapter4

A.1 ProofofTheorem4.1

Here,weproveTheorem4.1.First,westatealemmatofindtheminimumnumberof

paritynodesrequiredtobeconnectedtoeachinformationnode.

Lemma A.1.IntheTannergraphassociatedwithan(n,k,d,r)NO-LRCshownin

Fig.4.2,anyinformationnodeofnon-infomixedandinfomixedgroupsisconnectedto

atleastdandexactlydvariablenodes,respectively.

Proof.ThegeneratormatrixassociatedwiththeNO-LRCrelatedtoFig.4.2is

G=[Ik,P]∈F
k×n
q ,

where P =[P1,P2]∈ F
k×(n−k)
q istheparity matrixgenerator. MatrixP1 ∈

F
k×( n

r+1
−λ)

q ,whichgeneratesthelocalparitynodesofthe n
r+1 −λnon-mixedgroups,

canbepresentedas

P1=









I n
r+1

−λ−1⊗1r

0(z1−1)×( n
r+1

−λ−1)1z1−1

0(rλ−φ)×( n
r+1

−λ)








∈F

k×( n
r+1

−λ)
q .

Aswell,matrixP2∈F
k×(φ+λ)
q generatesthelocalparitynodesofλmixedgroupsand

alsotheglobalparitynodes.Observethatthei-throwofP1hasonenon-zeroelement
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fori∈[k−rλ+φ]andthelastrλ−φrowsofP1areallzero.Inordertosatisfythe

minimumdistanceconstraint,eachrowofGmusthaveatleastdnon-zeroelements.

Consideringthefirstk−rλ+φrowsofG,eachrowhastwononzeroelementsfrom

IkandP1. Thus,thefirstk−rλ+φrowsofP2musthaveatleastd−2non-zero

elements.Fromthedefinitionofλandφwealsoknowthatλ+φ=d−1. Hence,

thefirstk−rλ+φrowsofP2musthaveatmostonezeroelement. Notethatthe

lastrλ−φrowsofP1havenonon-zeroelements.Hence,thelastrλ−φrowsofP2

arenon-zero. Notethatifrλ−φ>0,i.e.,thereexistsaninfomixedgroup,wehave

φ+λ=d−1.Thus,P2hasd−1columns;andalld−1elementsofthelastrλ−φ

rowsofP2arenon-zero.

ProofofLowerbound:

AccordingtoLemmaA.1,eachrowofGhasatleastdnon-zeroelements.Thus,

anyinformationnodeupdateleadstoatleastdvariablenodeupdates.RegardingFig.

4.2,rλ−φinformationnodeslocatedintheinfomixedgroupareinvolvedintheλlocal

paritynodesandφglobalparitynodes. Hence,informationnodesassociatedwith

theinfomixedgrouprequireexactlydvariablenodeupdateswhichistheminimum

requiredupdates.Now,assumethatthenumberofinformationnodestobeupdated

islessthanorequaltothenumberofinformationnodesassociatedwiththeinfomixed

group,i.e.,x≤rλ−φ.Then,assumingallthexinformationnodesareintheinfomixed

group,thelowerboundonUCassociatedwithxinformationnodeupdatesisd. On

theotherhand,ifthenumberofinformationnodestobeupdatedexceedsthenumber

ofinformationnodesassociatedwiththeinfomixedgroup,i.eifx>rλ−φ,weassume

thatrλ−φinformationnodesareintheinfomixedgroupandtheremainingx−rλ+φ

informationnodesareinnon-mixedgroups.Notethatifaninformationnodeassociated

withnon-mixedgroupsisupdated,thenitslocalparitynodehastobeupdatedtoo.

Thus,inthiscase,thetotalnumberoflocalparitynodeswhichhavetobeupdatedis

x−rλ−φ
r andthelowerboundon|WS|isobtainedas|WS|≥d+

x−rλ−φ
r .

ProofofUpperbound:

Inordertoobtaintheupperboundon|WS|,weassumethatthexinformation
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nodesinSarelocatedinxdistinctlocalgroups. ByLemmaA.1,anyinformation

nodeupdaterequiresatleastdvariablenodeupdates.Assumingthatx≤ n
r+1 −λ,

amongallxinformationnodeupdates,thereexistsonlyoneinformationnodeupdate

ineachlocalgroup. Thus,inthiscase,thenumberoflocalparitynodeupdatesis

exactlyx. Ontheotherhand,ifx> n
r+1 −λ,eachofthenon-mixedgroupshas

exactlyonelocalparitynodeupdate.Hence,theupperboundon|WS|isobtainedas

|WS|≤d+θ,whereθ=xifx≤
n
r+1 −λandθ=

n
r+1 −λotherwise.Observethat

forx> n
r+1 −λ,d+θ=n−k+1whichistheamountofallparitynodesplusthe

changedinformationnode.

A.2 ProofofTheorem4.2

ByTheorem4.1,weknowthatupdatinganinformationnoderequiresupdatingeither

dord+1paritynodes.InordertofollowTheorem3.1,weneedtheminimumrequired

connectionsinanysetofd−1−φnon-mixedgroups.Inthefollowing,first,westate

alemmatofindtheminimumnumberofinformationnodesinvolvedind+1variable

nodesinanysetofd−1−φnon-mixedgroups.Then,byusingthislemma,weprove

theestablishedlowerandupperbounds.

Lemma A.2.Withinanycollectionof d−1−φnon-mixedgroupsinan(n,k,d,r)

NO-LRC(Fig.4.2),theminimumnumberofinformationnodes,denotedη,constructed

exactlyd+1variablenodesis

η=max 0,r(d−1)−φ(φ+r−1).

Proof.Inan(n,k,d,r)NO-LRC,thereareφglobalchecknodes. ByTheorem3.1,

anecessaryconditionforaNO-LRCtoachievetheminimumdistancedisthatany

collectionofchecknodesconsistingofn−k−d+1localchecknodesandasingleglobal

checknodecoveratleastn−(d−2)variablenodes.Thelocalgroupsthatnotcovered

bytheselectedlocalchecknodesis

n−k−φ−(n−k−d+1)=d−1−φ.
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Hence,theselectedglobalchecknodecanhavenoconnectionwithatmostd−2variable

nodesinanysetofd−1−φlocalgroupscontaining

d−2−(d−1−φ)=φ−1

informationnodesandd−1−φlocalparitynodes. Consequently,inordertohave

theminimumpossibleconnectionsbetweenglobalchecknodesandinformationnodes,

theremustbeatleastφ−1informationnodeswhichhavenoconnectionwithaspecific

globalchecknode.Hence,inordertosatisfythisconditionweneedatleast

φ(φ−1)

informationnodesinanysetofd−1−φlocalgroups. Wealsoknowthatthereare

r(d−1−φ)informationnodesinanysetofd−1−φlocalgroups.Thus,whenever

r(d−1−φ)≤φ(φ−1)

issatisfied,everyinformationnodeisconstructingexactlyφ−1+λ+1+1=dvariable

nodeswhichisminimumpossiblenumber.Ontheotherhand,if

r(d−1−φ)>φ(φ−1),

thenweneedextrar(d−1−φ)−φ(φ−1)connectionstosatisfyminimumdistance

constraintwhichforcesr(d−1)−φ(φ+r−1)informationnodestogetinvolvedin

constructionofexactlyd+1variablenodes.

Thus,theminimumnumberofinformationnodesinanycollectionofd−1−φlocal

groupsconstructingd+1variablenodes,denotedbyη,is

η=max 0,r(d−1)−φ(φ+r−1).

ByLemmaA.2,the minimumtotalnumberofinformationnodesconstructing

exactlyd+1variablenodesisequaltoη
n
r+1

−λ

d−1−φ .Hence,wehave

η
n
r+1

−λ

d−1−φ (d+1)+(k−η
n
r+1

−λ

d−1−φ )d

k
≤u1≤

k(d+1)

k
.
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Algorithm2ConstructionofLRCswithsmallUCforagivenlocalgroups

•Choosetheminimumsetoflocalgroupscontainingatleastφvariablenodesexcept
theirlocalparitynodestogethertobeconsideredasthemixedgroups.Connecteach
oftheφglobalchecknodetoadistinctglobalparitynodeinthemixedgroups.
fori∈[ n

r+1 ],do

ifThereisanyinformationnodeini-thlocalgroupthen

Connectmax 0,r− φ(φ−1+Oi)
d−1−φ informationnodesini-thlocalgrouptoall

theglobalchecknodes.(Oiisthenumberofvariablenodesini-thlocalgroup
sharedwithotherlocalgroups)
Connecttheremaininginformationnodestoatmostφ−1globalchecknodes
withthesmallestdegree.

end

end
forj∈[φ],do
ifAnysetofn−k−d+1localchecknodesandj-thglobalchecknodedonotcover
atleastn−d+2variablenodesthen
Connectj-thglobalchecknodetosufficientinformationnodeswiththesmallest
degree.

end

end

Therefore,

d+
η

n
r+1

−λ

d−1−φ

k
≤u1≤d+1.

A.3 GeneralformofAlgorithm1

Inthissection,weproposeanalgorithmtoimprovetheUCofanyLRCwithgivenlocal

groups.ThisalgorithmistheextendedversionofAlgorithm1consideringtheoverlaps

betweenlocalgroups.Here,weshowthenumberofsharedvariablenodesbetweeni-th

localgroupwithothersbyOi.InthefollowingweproposeanexampleoftheLRC

withoverlapsusedinFacebookHDFS-RAID[2]whichisan(n,k,d,r)=(16,10,5,5)

LRCwhere(r+1) n.

Example A.1. Using Algorithm2,wecanimprovethe UCofthe (n,k,d,r) =

(16,10,5,5)LRCusedinFacebookHDFS-RAID[2]fromu1=6tou1=5. Fig.

A.1showstheTannergraphsofthiscodeintwostructure. Thegeneratormatrixof
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l11 2 3 4 5 g1 g2 g3 l3l16 7 8 9 10

l11 2 3 4 5 g1 g2 g3 l3l16 7 8 9 10

(a)

(b)

FigureA.1: Tannergraphsoftwo(n,k,d,r)=(16,10,5,5)LRCsusedinFacebook
HDFS-RAID[2]withdifferentupdatecomplexity.u1inthecodesrepresentedinFigs.
A.1aandA.1bis5and6,respectively.

thiscodefoundbytheprogramis:G=[I10,P]where

P=






































13 0 10 0 7 10

10 0 12 0 14 3

15 0 7 6 0 5

5 0 0 10 5 12

4 0 0 12 5 10

0 15 3 0 7 11

0 12 11 0 7 3

0 5 13 9 0 2

0 10 0 15 8 14

0 15 0 12 5 11






































.

52


