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Abstract

This thesis investigates observer-based secure control problem for platooning
of connected vehicles in the presence of Denial-of-Service (DoS) attacks. DoS
attacks usually prevent the vehicle-to-vehicle data packets transmission which
will lead to performance degradation of platooning system or vehicle colli-
sion. To deal with DoS attacks, we consider a observer-based mechanism to
estimate the state of vehicles based on available sensor measurements which
significantly improves the resilience and tolerance of platooning system during
the attack interval. Then, we provide the optimization framework to maximize
the duration of DoS attack such that the platooning system can tolerate safe
operation without performance degradation. The simulation results verify the

effectiveness of the proposed method.
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Chapter 1

Introduction

In this thesis, we study stability of platoons of connected vehicles (CVs) under
denial-of-servie (DoS) attacks.

The main purpose of this work is to compute the maximum duration and
frequency of DoS attack that the platoons of CVs can tolerate such that the
platooning system remains stable. This chapter provides an outline to the
topic, literature review, contribution and motivation for our work, and thesis

outline.

I Literature review

I.1 CVs platooning control

The rapid development of intelligent transportation systems (ITS) has paved
the way to consider vehicular platoons in which vehicles move in a coordinated
manner, maintaining a minimal intervehicular distance. Platooning system
can be categorized into five main criteria: i) the type of platooned vehicles,
ii) the platoon length, iii) the information flow topology, iv) the formation
policies and v) the following policies [70]. The types of the platooned vehicles

are as a follows::

e Homogeneous: Vehicles have similar characteristics in terms of size and

degree of automation.

e Heterogeneous: Vehicles have different sizes and/or degrees of automa-

tion.



In terms of vehicle number, finite and infinite number of vehicles are consid-

ered. Also regarding information flow topology, there is two types including:

e Nearest vehicles: Each vehicle receives/exchanges information from/with

r vehicles ahead

e Nearest vehicles and leader: Each vehicle receives/exchanges information

from/with r vehicles ahead, plus the leader.

In terms of formation policies, platooning types include opportunistic (on-the-
fly), cooperative, online, dynamic or in real time, offline, static or scheduled,
and merging policies has been investigated. We briefly define the features of

these types of platooning system:

e Opportunistic (on-the-fly): Only CAVs that happen to drive consecu-

tively in a lane form a platoon
e Cooperative: All CAVs within a certain range try to join in a platoon

e Online, dynamic or in real time: Vehicles announce their destination

and /or routes just before or during the journey

e Offline, static or scheduled: Trips are announced in advance to facilitate

coordination
e Merging policies: Catch-up, slow-down or hybrid strategies
Car-following policies are as follows:

e Constant space gap: Followers maintain a fixed distance with the pre-

ceding vehicle

e Constant time gap: Followers maintain a fixed time with the preceding

vehicle

e Variable gap: Followers maintain a variable space or time gap depending

i.a. on road features



Figure 1.1: CVs platoon

Comparing with individual driving, platoon-based driving can significantly
improve traffic efficiency and fuel economy while reducing traffic congestion
and the risk of accidents because of vehicles maintaining small spacings, i.e.,
occupying less space while travelling at relatively high speeds, thus increasing
capacity [1].The magnitude of the improvement will depend on the scenario,
e.g. the penetration rate of CAVs, the platoons’ length, the car-following poli-
cies, the road features, etc. In fact, the main purpose of controlling a platoon
is stabilizing the platoon of CVs such that all vehicles track the desired tra-
jectory conditions, typically speed and acceleration, while ensuring that safety
distances between vehicles are maintained. The safe operation of platoon sys-
tems can be guaranteed using cooperative control that employs measurements
from onboard sensors and state packets of neighbouring vehicles through Ded-
icated Short Range Communication (DSRC) radios to control the speed of the
platoon system as well as intervehicular distance [8] (See figure 1.1). Due to
these potential benefits, cooperative platooning control has been extensively
investigated over the past few years [2, 3, 4, 5, 6, 7, 12, 13, 14, 25, 26, 71].

An adaptive control system automatically compensates for variations in

system dynamics by adjusting the controller characteristics so that the overall
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system performance remains the same, or rather maintained at optimum level.
This control system takes into account any degradation in plant performance
with time. Zhang et al. [27] proposed a delay-adaptive switching-type control
for platoons of CVs with unknown input delays. They use estimated unknown
input delays to guarantee the stability of whole platoon. Hu et al. [37] inves-
tigate a two-layer cooperative control strategy to preserve string (also called
platoon) stability of a heterogeneous platoon of vehicles. They apply feedback
linearization and an adaptive control to deal with the nonlinearities, convert-
ing the problem into a linear heterogeneous control problem to ensure safety
inter vehicle space while keeping the desired velocity of the platoon.Chen and
Park [41] investigate the preceding vehicle identification system (PVIS) tak-
ing into consideration sensor/GPS errors in cooperative adaptive cruise control
(CACC) of CVs and evaluate distance-based PVIS, location-based PVIS, and
combining distance and location PVIS. Wei et al. [36] propose a control sys-
tem adopting vehicle to vehicle (V2V) communication and radar information
in order to achieve both longitudinal and lateral vehicle tracking. They use a
path estimation and a linear feed-forward and feedback controllers to guaran-
tee a safe distance between vehicles and determine the trajectory of the former
vehicle. They use MPC to control the steering angle of the front wheel.

A distributed control system (DCS) is a computerised control system for
a process or plant usually with many control loops, in which autonomous
controllers are distributed throughout the system, but there is no central op-
erator supervisory control. This is in contrast to systems that use centralized
controllers; either discrete controllers located at a central control room or
within a central computer. Du et al. [29] investigate the cooperative startup
control for the platoon of CVs. First, they demonstrate a hierarchical finite-
time control, second, they design the distributed finite-time observer based
on observer and consensus errors, third, they design a distributed finite-time
controller. They validate the proposed method using numerical simulation. Li
et al. [31] study a distributed nonlinear consensus control for platoon of CVs.
They design a nonlinear function based on the behaviour of the follower vehi-

cle. The authors analyze the convergence of delay-dependent controllers using
4



the Lyapunov—Krasovskii methodology. They verify their proposed method
with a simulation of the position, speed, and acceleration trajectories. Zhang
et al. [32] study distributed secure control of a platoon of CVs under DoS
attacks. In order to capture DoS attacks and time-varying sampling, they
introduce a switched time-delay model. They obtain conditions for exponen-
tial performance of platoons of CVs based on the Jensen’s Inequality method,
the Lyapunov method, and the topology matrix decoupling approach. They
validate their approach using simulation and experiments using a platoon of
four-vehicles. Zheng et al. [38] analyze robustness and propose a distributed
H., (H-infinity) controller synthesis for a CVs platoon with undirected topolo-
gies. They formulate the optimization of the undirected topologies for the CVs
platoon, and analyze the upper and lower bounds of the control objectives and
utilize the coordination of several CVs mini-platoon to control large scale CV
platoon.

Optimal control is the process of determining control and state trajecto-
ries for a dynamic system over a period of time to minimise a performance
index. Shao and Sun [35] study a real-time control for co-optimization of gear
position and vehicle speed at the same time for CAVs in order to optimize
fuel consumption. They find optimal solutions using model predictive control
(MPC). Bian et al. [28] propose a fuel economy optimization strategy using
distributed economic model predictive control (MPC) for a platoon of CVs.
With its neighbors’ and its own assumed trajectories, each CV first solves
an open-loop control optimization problem for platoon formation, and then
solves an open-loop economic optimization problem for direct fuel economy
enhancement. Asymptotic stability of the platoon system is proven using a
Lyapunov analysis. Wang et al. [39] propose an optimal longitudinal control
for connected cruise control (CCC) taking into consideration of V2V commu-
nication delays in order to minimize the deviations of vehicle’s velocity and
headway. They utilize backward recursion technique in order to repetitively
obtain the optimal control. Yang et al. [42] proposed a collision-free cooper-
ative control system for a CAVs platoon with communication delays with the

objective of minimizing fuel consumption and ensure performance tracking.

5



They prove convergences using Barbalat’s lemma. Feng et al. [43] propose a
robust control system for a platoon of CVs based upon tube MPC in mixed
traffic flow. They use feedback and feed-forward control in order to obtain a
tube for bounding CAVs’ real trajectories.

Li et al. [30] propose a longitudinal platoon controller for CVs using in-
formation communication between each CV and the multiple preceding CVs.
They use Routh criterion to analyze stability. In order to verify the effective-
ness of the proposed method, they use simulation based on the TransModeler
software and the experimental platform. Chen et al. [33] propose a con-
sensus control for a platoon of connected automated vehicles (CAVs) with
variable time headway and input saturation. They derive global asymptotic
stability conditions using the Lyapunov-Razumikhin and Lyapunov-Krasovskii
techniques. Li et al. [34] propose an integral-sliding-mode control of a CVs
platoon for cooperative braking control based on the car-following interaction.
They analyze the convergence of the integral-sliding-mode controller using the
Lyapunov theorem. Li et al. [40] study the CVs platoon control in a vehicle-to-
vehicle/vehicle-to-infrastructure (V2V/V2I, or V2X) communication domain
considering collision avoidance procedure. They use the perturbation tech-
nique to analyze stability of the vehicle follower model. The authors validate
the proposed approach by conducting experiments with four CVs under the
different scenarios of car merging, platoon forming, and car diverging. Li et
al. [44] study consensus-based cooperative control for CAVs with V2V com-
munication. They analyze consensus and stability of the proposed approach

using the Lyapunov method and Routh—Hurwitz technique.

1.2 DoS attacks

In the future, it is expected that vehicles will receive basic safety information
about roadway infrastructure warning the drivers about road crashes via vehi-
cle to infrastructure (V2I) communication and exchange the information be-
tween vehicles via V2V communication. These communication systems can be
implemented using dedicated short-range communication (DSRC) networks.

Such complex systems, including communications, computing, and control de-
6



vices, can be viewed as vehicular cyber physical systems (VCPSs) where all
vehicles are coordinated in a platoon pattern based on information exchange.
One potential vulnerability of VCPSs is that since these systems rely on net-
work communications, they are vulnerable to cyber-attacks.

Cyber-attacks represent a serious hazard. An adversary may launch an
attack in the form of an attack signal that either blocks or compromises the
transmission of data packets over the network, thus leading to performance
degradation and possible vehicle collisions. As a result, cyber-attacks are
considered one of the main threats in VCPSs [1]. In general, cyber-attacks
can be categorized as denial-of-service (DoS) attacks, relay attacks, and false
data injection (FDI) attacks.

DoS attacks are the easiest to implement by an adversary, and are there-
fore commonly encountered in communication networks. In DoS attacks an
adversary aims to overload communication devices by propagating a random
jamming signal that prevents the exchange the information with neighbour-
ing vehicles. Consequently, DoS attacks can cause instability of the platoon
system that can result in multiple collisions.

During an attack, “resiliency” helps maintain system performance close to
normal (it i.e. at a reasonable level) during the interval between the start
of attack and the detection and recovery mechanism. Resilience is defined
as the property that enables the system to tolerate severe conditions result-
ing from natural faults or deliberate attacks. Resilience of a system against
adverse conditions usually needs to be strengthen via proper design of the
control system. Shao and Ye [46] propose a fuzzy adaptive event-triggered re-
silient control for stochastic nonlinear high order multi agent systems (MASs)
under actuator faults and DoS attacks. They analyze stability and propose
a recursive design procedure using adaptive back-stepping and the stochastic
Lyapunov theorem. Du et al. [51] explore the resilient output synchroniza-
tion issue of a class of linear heterogeneous multi agent systems under DoS
attacks. They present event- and self-triggered control procedures in order
to cut down redundant information transmission. Yang et al. [68] develop a

distributed resilient consensus control with event triggering for linear leader-

7



following MASs in the presence of DoS attacks. Their design employs a dual-
terminal event triggered approach, which schedules information transmission
through two triggered functions for each follower: one on the measurement
channel (sensor-to-controller) and the other on the control channel (controller-
to-actuator). Theoretical analysis shows that the followers in MASs under DoS
attacks are capable of tracking the leader and meanwhile Zeno behaviour is
excluded. Chen et al. [48] study a resilient compensation control and co-
estimation for multi area load frequency control (LFC) systems under DoS
and FDI attacks. They derive exponential stability conditions for the output
feedback of a multi area LFC subject to FDI and DoS attacks. Zhao et al. [49]
study the problem of Ly-gain control and exponential stability for networked
cascade control systems with DoS attacks, actuator saturation, time delay, and
external disturbances. They propose a resilient event-triggered communication
approach based upon the adaptive threshold mechanism in order to tackle DoS
attacks and decrease transmission frequency. They expand the event-driven
cascade control procedure in order to enhance resistance towards DoS attacks
and plan control updates. Kato et al. [50] investigate the stabilization issue
of networked control systems subject to DoS attack. Especially, they study
stabilization a nonlinear system with via linearization. They utilize a deter-
ministic DoS model constrained in aspect of duration and attacks’ frequency,
with benefit of covering a large class of attacks. They propose the resilient
dynamic quantizer to obtain asymptotic stabilization. Li et al. [56] develop
a cyber-physical systems (CPSs) subject to DoS attacks, in the presence of
DoS attacks for the controller-to-actuator (C—A) channel and the sensor-to-
controller (S-C) channel. They use simulation and experiments in order to
validate the efficiency of the active resilient control mechanism. Sun et al.
[58] propose a resilient MPC framework to reduce the effects of DoS attacks
for CPSs. They obtain multiple conditions that should be met to ensure ex-
ponential stability of the closed-loop system. They verify the efficiency of the
suggested MPC method by simulation and comparisons. Kato et al. [47] pro-
pose a security analysis in order to linearize the networked nonlinear control

system subject to DoS attack. They obtain a condition for local stability and
8



region of attraction, and then obtain a relationship between DoS parameters
and the initial states to ensure convergence of trajectories. Zhao et al. [52]
investigate the security problem of switched systems under asynchronous DoS
attacks and disturbance. In order to tackle with asynchronous DoS attack,
they propose an active control strategy.

Ma et al. [54] investigate distributed model-free adaptive control (DM-
FAC) for learning nonlinear MASs under DoS attacks. They propose an en-
hancement of the dynamic linearization approach in order to achieve an equiv-
alent linear system. Zhang and Feng [69] study the leader—follower robust Ho,
consensus of heterogeneous multi agent systems with DoS attack. They show
that the consensus protocol design problem can be transformed into two static
output feedback (SOF) control problems, also they show that the SOF con-
troller gains can be determined by solving some linear matrix inequalities.
Zhang et al. [45] study the optimal DoS attack with the goal of maximization
of the Linear Quadratic Gaussian (LQG) cost function subject to energy con-
straint. They explore the optimal DoS attack schedule in a wireless networked
control system (WNCS) with several subsystems. Wakaiki et el. [53] study
the quantized output feedback for the problem of the stabilization of the net-
worked control systems subject to DoS attack. They analyze stability of the
closed-loop model by obtaining the required conditions on the boundaries of
DoS frequency and duration using a Lyapunov function. Peng and sun [55]
explore a switching-like event-triggered control for networked control systems
(NCSs) subject to DoS attacks. Also, they obtain a trade-off between H,
control performance and communication efficiency. Chen et al. [57] propose
a dynamic event-triggered strategy for the load frequency control under FDI
attacks and DoS attacks trough decentralized output-based control. Their
proposed approach automatically changes the triggering parameters when de-
tecting a DoS attack to maintain system stability while improving efficiency

of transmission and decreasing network bandwidth usage.



I.3 CVs platooning control under cyber attacks

In this thesis we focus on addressing control issues in the presence of DoS
attacks. To the best of our knowledge, there have been very few results on
resilient platoon control of VCPSs in the presence of DoS attacks [1]. In
particular, the problem of designing a resilient platoon control mechanism that
achieves asymptotic stability in the presence of DoS attacks remains open. Up
to date, there are few works in the literature addressing the impact of cyber-
attacks on VCPSs. Zhao et al. [1] investigate the platoon control problem for
VCPSs in the presence of DoS attacks with multiple disturbances. The authors
propose a recovery mechanism to restrict the time duration rate and occurring
frequency of the adverse impact of DoS attacks on VCPSs. Mousavinejad
et al. [11] develop distributed attack detection and recovery mechanisms in a
vehicle platooning control system. Biron et al. [10] propose a real-time scheme
to detect the occurrence of DoS attacks and estimate the impact of the attack
on the connected vehicle system. The scheme relies on a set of observers that
can detect the attack and estimate its effect on the platoon. Petrillo et al. [9]
propose a secure adaptive cooperative control approach to solve the problem
of tracking the time-varying motion of the leading vehicle under different types
of cyber attacks as well as network induced phenomena. The authors prove
analytically the effectiveness of their approach using the Lyapunov—Krasovkii
method under the assumption that the information provided by the leader

vehicle cannot be falsified.

II Statement of contribution

In this thesis, we consider VCPSs and propose an observer-based control strat-
egy that is resilient to DoS attacks. Our goal is to achieve asymptotic tracking
of the leader while maintaining the desired inter-vehicular spacing despite the
presence of DoS attacks. We cast our solution as an optimization problem
that maximizes tolerance of the attack duration without degradation of per-
formance.

Our main contribution can be summarized as follows:

10



1. Different from the existing work in resilient platoon control, [1], where
the authors assume a recovery mechanism to deal with DoS attacks, we
develop an observer-based secure control for the platooning system. The
observer is employed to estimate the state of vehicles based on available
measurements and the adverse impact caused by the DoS attacks can be

weakened with the observer.

2. Unlike references [1, 10] which consider periodic DoS attacks and un-
known but constant delay, we consider a more practical attack scenario
where a DoS attacks occur aperiodically. Our goal is to obtain an upper
bound for the duration and frequency of attacks such that the platooning
system can achieve asymptotic tracking of the leader while maintain the

desired inter-vehicular spacing.

3. We establish an optimization framework in order to maximize the du-
ration of the attack such that the platooning system can tolerate safe

operation without degradation of performance.

III Thesis Outline

The structure of this thesis is as follows:

Chapter 1 describes the research direction, including a literature review on
platoon of CVs, cyber attacks, and platoon systems under cyber attacks. We
introduce CVs platoon as an active research area, outline our research goals,
and statement of contribution.

Chapter 2 provides the preliminary background and definitions needed in
later chapters, including a brief summary of graph theory, Lyapunov stability,
Linear matrix inequality (LMI), the definition of different types of commu-
nication connectivities between CVs like V2V, V2I, and V2X that play an
important role in the formation of vehicular platooning systems. Also we de-
scribe different levels of automation and required devices for either connected,
automated and connected automated vehicles (CVs, AVs and CAVs).

In Chapter 3, we design a secure controller that stabilizes the platooning

11



system in the presence of DoS attacks. We also present numerical simulations
results to verify the efficiency of the theoretical results.
Chapter 4 contains summary and conclusions and final remarks with re-

search direction for future works.
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Chapter 2

Preliminaries

In this chapter, we summarize some concepts used throughout the rest of the
thesis, including basic background on graph theory, Lyapunov stability, Linear
Matrix Inequlity (LMI), V2V communication, V2I communication, V2X com-
munication, platoons of connected vehicles (CVs), and platoons of connected-

automated vehicles (CAVs).

I Graph Theory

Graph theory is utilized in the multi-vehicle cooperative control for the in-
formation communication among connected vehicles, in order to analysis the
stability of the platoon, and also to obtain consensus. The topology is mod-
elled as a graph in which vehicles can be illustrated as nodes and links such
as communication and sensing can be illustrated as edges [66].

Graph theory is mathematical structures utilized in order to model pairwise
relations between objects. A graph consist of nodes which are connected by
edges. There is different types of graphs including undirected graphs, in which
edges link two nodes without orientation , and directed graphs, where edges
link two nodes with orientation [65]. An illustration of these directed and
undirected graphs is represented in the Figure 2.1 (a) and (b). An undirected
graph is a graph in which edges do not have orientations, an undirected graph

is an ordered pair G = (V| FE) comprising;:
1. V, a set of nodes (also called points).

13



(a) (b)
Figure 2.1: (a) Directed graph (b) Undirected graph [65]

2. EC {{z,y} | x,y € V and = # y}, a set of edges (also called links)

which are unordered pairs of nodes.

A directed graph or digraph is a graph in which edges have orientations, a

directed graph is an ordered pair G = (V, E') comprising;:
1. V, a set of nodes (also called points).

2. EC{(z,y) ]| (z,y) € V? and = # y}, a set of edges (also called directed

links or directed edges) which are ordered pairs of nodes.

II Lyapunov stability

In this section we provide an outline of the Lyapunov stability theorem that
will be needed in later sections. First, we introduce time-dependent positive
definite functions. We consider a scalar function W : D x RY — R with
variables x € D and time ¢. Assuming this function is continuous and has
continuous partial derivatives with respect to its arguments, then the function
W (z,t) is said to be positive semi definite in D if it satisfies the following
conditions [64]:

1.0eD
2. W(0,¢) =0, Vt € R*

3. W(x,t) >0, Vx #0, x € D
14



W (z,t) is said to be positive definite in D if conditions (1)-(3) above are
satisfied, and there exists a time-invariant positive definite function V;(z) such
that:

Vi(z) < W(a,t), Yo € D

Similarly, W (x,t) is said to be negative definite (semi definite) in D if
—W (z,t) is positive definite (semi definite).

W (z,t) is said to be decrescent in D if there exists a positive definite
function Va(z) such that: | W(z,t) | < Va(x), € x, VD. W(z,t) is said to be
radially unbounded if W (x,t) — oo as  — oo uniformly on t.

Now, consider the system = = f(x,t), f : D x R" — R" and assume
that the origin is an equilibrium state: f(0,t) = 0, V¢ € R. Then if in a
neighborhood D of the equilibrium state x = 0 there exist a differentiable
function W(.,.) : D x [0,00) x R such that:

1. W{(z,t) is positive definite.
2. The derivative of W(.,.) along any solution of & = f(z,t) is negative
semi definite in D.

then, the equilibrium state is stable. Moreover, if W (x,t) is also decrescent
then the origin is uniformly stable. The equilibrium state is uniformly asymp-

totically stable if

1. W(z,t) is positive definite and decrescent.

2. The derivative of W (z,t) is negative definite in D
If there exists a differentiable function W(.,.) : R" x [0,00) — R such that:

1. W(x,t) is positive definite, decrescent, and radially unbounded Vz € R™
and that

2. The derivative of W (z,t) is negative definite in Vz € R", then

the equilibrium state at = 0 is globally uniformly asymptotically stable.
Suppose that the equilibrium state x = 0 is uniformly asymptotically stable,
and in addition assume that there exist positive constants K7, Ky and K3 such

that:
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L KillallP < W(a,t) < Kol
2 W (a.t) < —Ks|la|l?

Then the origin is exponentially stable. When the above conditions hold glob-
ally, then the equilibrium state x = 0 is globally exponentially stable.

ITT Linear Matrix Inequality (LMI)

The history of LMIs in the analysis of dynamical systems goes back more than
100 years, when Lyapunov published his seminal work introducing what we

now call Lyapunov theory. He showed that the differential equation

da(t) = Ax(t) (2.1)

di

is stable (i.e., all trajectories converge to zero) if and only if there exists a

positive-definite matrix P such that
ATP +PA <0 (2.2)

The requirement P > 0, ATP + PA < 0 is what we now call a Lyapunov
inequality on P, which is a special form of an LMI. Lyapunov also showed that
this first LMI could be explicitly solved. Indeed, we can pick any Q(z) = Q7 (z)
and then solve the linear equation AT P+PA = —Q(x) for the matrix P, which
is guaranteed to be positive-definite if the system (2.1) is stable. In summary,
the first LMI used to analyze stability of a dynamical system was the Lyapunov
inequality (2.2), which can be solved analytically (by solving a set of linear
equations) [67].
A linear matrix inequality (LMI) has the form

F(z)=Fy+ Y a:F; >0 (2.3)
i=1

where z € R™ is the variable and the symmetric matrices F; = FI € R™",
i = 0,...,m, are given. The inequality symbol in (2.3) means that F(x) is

positive-definite, i.e., u? F(x)u > 0 for all nonzero u € R". Of course, the LMI
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(2.3) is equivalent to a set of n polynomial inequalities in x, i.e., the leading
principal minors of F(z) must be positive.

We will also encounter nonstrict LMIs, which have the form

F(x) >0 (2.4)

The strict LMI (2.3) and the nonstrict LMI (2.4) are closely related, but here
we consider strict LMIs.

The LMI (2.3) is a convex constraint on z, i.e., the set {z|F(z) > 0}
is convex. Although the LMI (2.3) may seem to have a specialized form,
it can represent a wide variety of convex constraints on x. In particular,
linear inequalities, (convex) quadratic inequalities, matrix norm inequalities,
and constraints that arise in control theory, such as Lyapunov and convex
quadratic matrix inequalities, can all be cast in the form of an LMI.

Multiple LMIs FM(z) > 0, ..., F®)(z) > 0 can be expressed as the single
LMI diag(F®(z), ..., F?)(z)) > 0. Therefore we will make no distinction be-
tween a set of LMIs and a single LM, i.e., "the LMI F(Y)(z) > 0, ..., F®)(z) >
0” will mean ” the LMI diag(F"(z), ..., F®)(x)) > 0”.

When the matrices F; are diagonal, the LMI F(z) > 0 is just a set of linear
inequalities. Nonlinear (convex) inequalities are converted to LMI form using
Schur complements [67]. The basic idea is as follows: the LMI

Qz) S(z)
{ST(.I) R(x)] >0 (2.5)

where Q(x) = Q" (z) , R(z) = RT(x) , and S(z) depend on z, is equivalent to
R(z) >0, Q(x)— S(z)R(z)"*S(z)" >0 (2.6)

In other words, the set of nonlinear inequalities (2.6) can be represented as

the LMI (2.5).
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IV Vehicle-to-vehicle (V2V), vehicle-to-
infrastructure (V2I), and vehicle-to-
vehicle/vehicle-to-infrastructure

(V2V/V2I, or V2X) Communication

The increasing number of vehicles in urban areas leads to traffic congestion
and delays, as well as air pollution and traffic accidents [60]. One approach
to improve traffic flow is through the use of intelligent traffic management.
Intelligent traffic management refers to the sharing of traffic data among
CVs in real time with the purpose of improving safety. Intelligent man-
agement requires modern vehicles to be equipped with communication ca-
pabilities as well as road infrastructure, including vehicle-to-vehicle/vehicle-
to-infrastructure (V2V/V2I, or V2X) communications, as shown in Figure 1.

Vehicles exchange information with other vehicles using vehicle-to-vehicle
(V2V) communications, and share data with the road infrastructure through
the vehicle-to-infrastructure (V2I) network. Both networks comprise multiple
nodes, including the communication devices of cyclist, pedestrians, and charg-
ing stations. These modes can be utilized simultaneously for safety and vehicle
control improvement, by employing data from neighbours sensors and accident

avoidance [61]. Each communication mode can be describes as follows:

e Vehicle-to-Vehicle (V2V): V2V permits nearby vehicles to form a com-
munications network capable of sharing data among nodes. This can be
done by subscribing to the network and obtaining authorization. V2V
networks can be used to share data such as vehicle position, traffic dy-
namics and vehicle attributes. To improve transmission, message pay-
load is maintained flexible and one-to-many communication of data is

done with minimum delay [62].

e Vehicle-to-Infrastructure (V2I): V2I application information is commu-
nicated via a Remote Switching Unit (RSU) or locally accessible server.
RSUs are roadside and infrastructure stationary units. Accessible appli-

cation servers or RSUs collect the message and broadcast the message
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to one or more V2I application units. V2I can provide information such
as traffic congestion, accessible parking space and road circumstances.
Because of long deployment time and high cost, its installation and use

are more difficult and challenging [62].

Vehicle-to-Pedestrian (V2P): V2P communication happens between a
vehicle and Vulnerable Road Users (VRUs) such as cyclists pedestrians,
and etc. The user equipment carried by pedestrians and the drivers
will be capable of receiving and sending warnings, alerts and messages.
Vehicles can have transmission with VRUs even under low perceptibil-
ity and visibility situations like heavy rain, dark night, foggy weather.
The sensitivity and vulnerability of pedestrian user equipment is much
lower than vehicular user equipment due to the battery capacity and
antenna difference. As a result V2P application user equipment cannot

communicate continuous messages similar to V2V user equipment.

Vehicle-to-Network (V2N): V2N communication is between a vehicle-
tovehicle/ vehicle-to-infrastructure (V2V/V2I, or V2X) application and
a vehicle. A user equipment supporting V2N application server can
transmit with the application supporting V2N applications, while the
parties transmit the messages with one another employing Evolved Packet
Switching (EPS). V2X servers are needed for different operation scenar-
ios and applications like assisting mobile operators to transmit the tasks
of the RSU in its network, removing the complexity of designing, decreas-
ing time spent to market, cost and running a purpose-made network for
V2I in order to include transmission between the server through 4G or

5G network and vehicles.
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Figure 2.2: V2X communication system [59]

V  Connected vehicles (CVs), autonomous ve-

hicles (AVs), and connected autonomous
vehicles (or CAVs)

Current technological developments in V2V and V2I communications have lead
to advancement within the industry of Connected vehicles (CVs), autonomous
vehicles (AVs), and connected autonomous vehicles (or CAVs). CVs present
vehicles utilize any of a diversity of different transmission and communication
technologies to allow the communication with other vehicles on the road, the
driver, roadside infrastructure. This technology can be employed to enhance
vehicle efficiency, vehicle safety, and transmition times. The cutting-edge area
of Automated Vehicles Technologies (AVTs) explain how CVs technology com-
plements and cooperates automation. AVT falls roughly into the categories
of: perception, planning and execution (exerted through actuators) using de-
vices like LiDAR, Radar, DSRC, GPS, camera, mapping, sensors, which brief

description of them is provided as follows [61]:
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e LiDAR (light detection and ranging): LiDAR functions likewise to sonar
in that it release and measures the laser signals that rebound to compute

the distance of objects in the neighbour of the vehicle.

e Radar: vehicles equipped with Radar release radio waves that rebound
of objects and go back to a receiver to compute the distance of objects

in the neighbourhood of the vehicle.

e Dedicated short-range communications (DSRC): DSRC is a wireless trans-
mission protocol IEEE 802.11p utilized to communicate with infrastruc-

ture/or roadside units (V2I) as well as other vehicles (V2V).

e Global positioning system (GPS): GPS is a radio navigation system that

empower users to determine their actual position, time, and speed.

e Camera: cameras enable vehicles to recognize objects like vehicles, pedes-

trians, trucks, emergency lights, motorcycles, etc.

e Mapping: Route planning and navigation algorithms utilized in V2V to
choose the shortest path to the destination, even in situation of blocked
or heavy traffic and rerouting faster possible paths by using GPS. These
algorithms serve on-ramps, intersections, and exits as decision nodes and
those roads that connect them together as links that informs the vehicle’s

position on the road in V2V.

e Sensors: the combination of sensors and data plays a crucial role for
AVTs. The data providing from specified sensors ( OBU, fog sensor,
and ultrasonic) can be combined to realize the roadway circumstances

and environment.

Each modern vehicle has some level of automation, like cruise control, parking
assist, lane centring systems, braking systems, automated windshield wipers
and automated headlights [61]. As vehicles become more automated, it is
common to identify distinct levels of the automation. In accordance with the

National Highway Traffic Safety Administration (NHTSA) and the Society
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of Automotive Engineers (SAE), published descriptions and definitions of the

levels of automation for the vehicle which had the 5 levels of autonomy for the

vehicles. These levels vary from level 0 which means no automation to levels

4 or 5, which mean full automation (may no need to driver at all) as you see

in Figure 2 based upon functional terms of technology.

.ﬁt None
1 at‘g)Basic

2 ‘ﬁ‘g’ Partial
a:ﬂgnditional
oa‘amgh
oﬁ!%‘mu

All dniving functions assumed by user.

Driving assistance (e.g. cruise control), but user
responsible for core driving functions

Some driving tasks (e.g. steering, acceleration,
deceleration). User monitors environment and ready
to take control

Perform most driving tasks and monitors driving
environment. User must be ready to take control at
request

Performs all dnving tasks and monitors controlled
dnving environment. User does not need to take
control

Autonomous vehicle; Performs all driving functions
under all environments. User prowides destination,
but does not control vehicle

Figure 2.3: Automated driving levels [63]

Al functions assumed by manually operated
equipment

Operation assistance (location of drop-off, storage
and pick up), but manualy operated equipment

Planning and managing the use of equipment and
storage space (Warehouse and yard management
systems)

Semi-automatic equipment (cranes, gantnes,
storage stacks). Automated access to facilities
(automated gates)

Integration between automated handling and storage
systems (Fuly automated terminal or warehouse)
Automated pick-up and delivenes

Autonomous terminal, responds to demand (modal,
intermodal, flows)

Level 0 (no automation): cars and equipment operated manually, which

represents ordinary mechanical operations.

Level 1 (basic): A number of driving helps and assistance is given to
vehicles, providing them capability to change speed subject to adaptive

cruise control and the operator required to be in control constantly.

Level 2 (partial control): under this level of automation the vehicle is ca-
pable of undertaking partial management and control like steering under

well-defined situations and acceleration/or deceleration.

Level 3 (conditional control): This level of automation is achieving
nearby actually autonomous vehicles because the majority of the driving
is automated and so the operator is capable to take control based on

request and much more complex situations. The vehicle can adequately
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precept and monitor the environment with utilizing different kinds of

Sensors.

Level 4 (high level control): present actual self-driving or automated
vehicles ready to accomplish all the identified navigation with no in-
tervention. This would need an active and constant monitoring of the
environment and the ability to adapt. There is an alternative option to

operate the vehicle manually.

Level 5 (fully controlled): A fully autonomous vehicle prepared to oper-
ate in any environment with no intervention, and also can be employed
remotely controlled Users simply require to input information about ori-

gin and destination [63].
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Chapter 3

Stability Analysis of Vehicular
Platooning Under DoS attacks

I Introduction

In this chapter, we present a complete theory of the observer-based control
mechanism for platooning system in the presence of DoS attacks. More specif-
ically, we study platoons of interconnected vehicles in which the local state
of each vehicle is transmitted to the neighbouring vehicles through a V2V
communications network. We introduce an observer to estimate the states of
vehicles during the period of DoS attacks. We explore the practical problem
where DoS attacks occur aperiodically and obtain an upper bound for the du-
ration and frequency of attacks such that the vehicles in the platoon system
asymptotically track the leader and maintain a safe inter-vehicular distance.
Finally we present an optimization framework to maximize the duration of
DoS attacks without performance degradation.

The rest of this chapter is organized as follows. In Section 1.1 and 1.2, the
graph theory and the problem statement of platooning system are defined. In
Section 1.3 and [.4, the dynamic model of vehicles and the DoS attack model
are presented. In Section II, the theory of the observer-based secure control
approach for the vehicular platooning system is studied. Finally, simulation
results are presented in Section III to show the efficiency of the proposed

approach.
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I.1 Graph Theory

We consider a platoon-based vehicular system with N + 1 vehicles including
a leader vehicle and N following vehicles. An directed communication graph
G =V, A) is used to describe the interaction among vehicles. Here V =
{v1,...,un} is the set of follower vehicles in the graph, £ is a set of edges
and A = |a;;] € RV*YN represents the adjacency matrix. The identifier “i”
denotes the ith follower vehicle in the platoon. If (i,5) € &, then the two
follower vehicles ¢ and j are adjacents with a;; = 1. In this case, vehicles ¢

and j can exchange information with each other or are in the measurement

range of each other, otherwise a;; = 0 . N; represents the communications

neighbouring set of vehicle . The matrix £ = [I;;] € R™*™ represents the
Laplacian matrix of the graph with [;; = Z#jje/vi a;; and l;; = —a;; where
1 7.

We also consider a graph G = (V, £, A) to describe a communication graph
between a leader and the followers where V = V U {0}. Note that node 0
denotes a leader vehicle and V = {1,2,..., N} denote the index of all other
follower vehicles. If a follower vehicle 7 receives information from the leader,
then a;y > 0, otherwise a;o = 0. Also, the leader does not receive infor-
mation from the follower vehicles. Therefore, the communication interaction
between a leader and followers is directed. We define H = £ + A where
A = diag(asg, ..., ano)-

1.2 Problem Statement

Consider a platoon-based vehicular system with a group of autonomous vehi-
cles including a leader vehicle and N following vehicles (see Fig. 1). Specif-
ically, we use an observer for each vehicle i equipped with on-board sensors
to reconstruct the state based on available measurements. Then, each vehicle
exchange the estimated states with other vehicles through a Dedicate Short
Range Communication (DSRC) network. As Fig. 2 shows, each vehicle i can
transmit the estimated position p;(t), estimated velocity 9;(¢) and estimated

acceleration @;(t) with neighbouring vehicles through an unreliable commu-
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nication network susceptible to DoS attacks. In this thesis, we consider a
scenario in which the attacker can launch a DoS attacks to the communica-
tion channels between vehicles for a period of time so that the transmission
of information among vehicles is not possible. Our goal is to design a resilient
controller for each vehicle ¢ with observer scheme and investigate under what
sufficient conditions the platooning system achieves asymptotic tracking of the

leader and maintains a safe intervehicular distance.

Dos Attacks

DSRC Network

B 0 ‘l\ Po ()

= p) — | Bt (© NG

an(t) i 0:(t) i L D1 (D) L ao®
Vehicle NV Vehicle i Vehicle i-1 Vehicle 0

d;

Figure 3.1: A platoon of connected vehicles under DoS attacks

To other
vehicles

On-board
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of vehicle i

Dynamic of
vehicle i

DSRC
Network

DoS Attacks

u; (t) Xi(t)

Controller

of vehicle i

Xo(t)
From other x:(t
vehicles J ( )
Figure 3.2: Block diagram of observer-based secure control for a platoon of connected vehicles under DoS

attacks
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I.3 Vehicle Dynamics

The longitudinal dynamic of each vehicle ¢ € V can be represented as follows

[1]:

pi(t) = vi(t)
i(t) = ai(t)
ai(t) = —7ai(t) + zui(t)

where 7 denotes the inertial time constant of a vehicle and w;(t) is the control

(3.1)

signal of each vehicle 7. Note that we assume that the external disturbance
caused by wind gusts, ground frictions and rolling resistance is negligible.
Inspired by [1], the work here can be extended in the case of disturbances.
The main goal of the platoon control is to ensure that each follower vehicle
tracks the velocity vy(t) of the leader while maintaining a desired intervehicular
distance d; ;—; with its predecessor vehicle 7 — 1. In other words, each follower
vehicle ¢ is expected to achieve the following:

() — pic1(t) = diia
{Z(t) —>pvo(t) -~ (3.2)

1.4 DoS Attack Model

DOS 4 Am Am+1

on

off

b t, + 4, tme1  btmer FDmi1 ¢

Figure 3.3: Illustration of DoS attack strategy

DoS attacks are one of the most commonly encountered cyber attacks in
communication networks. DoS attacks in VCPSs impose illegitimate requests
in order to change the average service time in the communication network.
Therefore, DoS attacks induce extra service time which leads to interruptions
of the transmission of information over the network. An attacker uses an attack

signal to flood the communication channels, jamming the network nodes so
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that information packets transmitted by legitimate users have to queue up
for the duration of the attack. There are several ways of mathematically
representing DoS attacks, including (i) treating the attack as packet losses
(17, 18], or (ii) as a time-delay [19, 20, 13]. In the first case, the model
assumes that the attack causes network congestion ultimately leading to the
loss of useful communication packets between vehicles.

In the second, the network congestion produces a delay such that vehicles
in the platoon cannot access to the DSRC on time and receive information
from other vehicles with a time delay.

In this thesis, we consider the first type of DoS attack model. Fig. 3
represents the DoS attack strategy. The attacker launches an attack signal of
variable duration. We assume that the attacker signal consists of variable on
and off periods. This situation is typical in DoS attacks, primarily to avoid
detection, and also due to limited energy resources by a non-sophisticated at-
tacker. Accordingly, we assume that the total time-sequence is divided in two
parts: (i) normal period without DoS attacks (ii) intervals where a DoS attack
blocks the transmission of information between vehicles. The mth attack pe-
riod is denoted as D,,, = [tm, tm + A,) where ¢, is the time instant that the
DoS attack starts and A,, is the duration of attack. For given ¢ > 7, the set
of intervals such that the communication between vehicles is denied is defined
as Z4(7,t) = UDm () [7,t], the set of time intervals where communication
between vehicles is allowed is Z4(7,t) = Z,(7,t) \ [7,t]. We also make the
following assumptions with respect to the duration and frequency of the DoS

attacks (see reference ([15]:

Assumption 1. For any Ty > Ty > to, N,(11,Ts) represents the total number
of Dos attacks over the interval [T1,Ty). The frequency of DoS attacks over
the interval T,(Ty,Ts) is defined as follows ([15]):

Fy(Th, Tp) = ML) (3.3)

Assumption 2. For any Ty > Ty > to, let T,(T1,T3) represent the total

time interval of DoS attacks over the interval [T1,T,). The attack duration
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over [Ty, Ty) is described as follows: there exists scalars Ty > 0 and 7, > 1

satisfying ([15])
T.(Th, Ty) < Tp + =0 (3.4)

II Observer-based Secure Control Scheme De-
sign For Platooning System

II.1 Closed-Loop System Model

The dynamical equations of vehicle (3.1), can be written in the following form:

where z;(t) = [p;(t),v;(t),a;(t)]*, represents the state vector of vehicle i, and

the matrices A and B are given by:

0 0 0
A= 1 B=10

_1 —
T

1
00 ,
00 1
where we assume a homogeneous platoon of vehicles. The observer for each
vehicle 7 is designed to estimate the state of vehicle ¢ based on available sen-
sor measurements (exteroceptive sensors when there is an attack) with the

following structure:
Bi(t) = Adi(t) + Bus(t) + G (3i(t) = (1)), i = 1,.., N, (3.6)

In this equation z;(t) represents the estimated state of vehicle i, G, is the
observer gain and y;(t) is measured via onboard sensors in vehicle 1.
The control law to achieve the platoon control objective (3.2) is defined as
follows:
N
ui(t) = K {Z% (fi(t) — () - Dz’j)
j=1 (3.7)
o (#:(1) — dolt) - D,-0>]
i—1
where D;; = [d;;,0,0]" with d;; = Zduﬂ being the desired space between

I=j
the vehicle ¢ and vehicle j; K = [kP, k¥, k?] is the controller gain to be designed
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and a;; is the element of adjacency matrix and indicate the interaction between
vehicle ¢ and vehicle j. The parameter a;q indicates the communication in-
teraction between the leader and follower. Note that each vehicle ¢ needs to
know its interaction with other vehicles which can be detected by roadside
infrastructures and transmit to all vehicles through Vehicle to Infrastructure

(V2I) communication [1].

Assumption 3. Fach vehicle needs to know the interaction topology of pla-
tooning system, which can be detected by roadway infrastructures and transmit

to each vehicle via V2I communications which is free of DoS attacks.

Remark 1. Assumption 3 reflects the fact that current approaches in cyber-
attack detection and network recovery mechanisms [21, 22, 23, 24/ all rely
on dedicated trustworthy roadside units (RSUs) to ensure high quality V2I
communications, which can be guaranteed by large-scale deployment of road-
side units (RSUs) or by employing visible light as communication links [21].
Therefore, in this work we consider secured V2I communications to broadcast
the interaction topology of platooning system while designing an observer-based

secure control for each vehicle to handle DoS attacks on V2V network.

Consider now vehicle 7 in (3.5) and the objective of the platooning system
(3.2). The tracking error between the leader and vehicle i can be defined as
follows:

ei(t) = xi(t) — xo(t) — Do, (3.8)
where zo(t) = [po(t),vo(t),0]. Using Egs. (3.5)-(3.8) and considering the
observer error Z;(t) = x;(t) — &;(t), we obtain the following expression for the

tracking error:

é4(t) = Aes(t) + BK {Z% (ei(t) —e;(t) — (1) + 7, (t)) (39)

Fai (ei(t) - iz-(t)>]

Let the extended vectors e(t) and (t) be defined as follows: e(t) = [e'(¢), el (t), ...

and z(t) = [21(t), 22 (1), ..., 2% (#)]". We can write:

&(t) = (JN DA+H® BK)e(t) - (% ® BK)i;(t) (3.10)
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() = [IN ® A — Iy ®GyCla(t) (3.11)
where H = L+ A. Then, we say that the platooning system is stable provided

that:
limy o €;(t) = 0. (3.12)

Therefore, our objective is to design the feedback controller gain K and ob-
server gain G, for each follower vehicle ¢ and derive sufficient conditions for
the duration T,,(7},T») and frequency F,(77,T3) of the DoS attacks such that

stability of all follower vehicles in the platooning system is guaranteed.

Remark 2. In this thesis, the observer plays an important role during the
DoS attack interval. We consider a scenario in which each vehicle i in the
platooning system is equipped with onboard sensors to measure, directly or
indirectly, relative distance, velocity, and acceleration, with respect to the pre-
ceding and follower vehicles. This task can be accomplished by fusing LiDAR
data and image based object detection, and estimating the state of vehicle j in
order to design the controller of vehicle i during the attack interval. There-
fore, the observer is used to mitigate the adverse effects caused by Dos attacks
and to improve the resilience and tolerance of the platooning system against
DoS attacks. We emphasize the difference of this approach with previous work.
Indeed, some references (see for example [15, 16]) set the control input to be

either zero or constant during the attacked period.

I1.2 Stability Analysis

In this section we develop sufficient conditions for the duration and frequency
of the DoS attacks for the platooning system to achieve asymptotic tracking of
the leader and maintain the desired intervehicular spacing. We then propose
an optimization framework to improve the resiliency and tolerance of the pla-
tooning system against DoS attacks by simultaneously designing the controller

gain and observer gain.

Theorem II1.1. Consider the system dynamics described in (3.5) with the
observer structure (3.6). If Assumptions 1-8 are satisfied, then stability of the

platooning system is guaranteed if the following conditions are satisfied:
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1. There exist a constant £ such that the frequency of DoS attacks F,(to,1t)

satisfies the following inequality:

Na(t07t) < 5*

Fa(t(]at) = t_t() - ln(u)—f—(’}/s"_’ya)A*

(3.13)

2. There exists a positive constant 1, in the duration of DoS attack with an

arbitrary constant Ty > 0 such that

Vs + Va
> (3.14)
Vs + &*

Ta

the parameters s and v, can be obtained from the following linear matrix

inequality (LMI) conditions:

QA+ATQ+nI QC H®BK

cTQ R 0 <0 (3.15)
(H® BK)T 0 P
ATP=t 4 P 1A 4yl +etP~Y P7IB
{ ey 5| <0 (3.16)
QA+ ATQ — I QC H® @ BK
crqQ R 0 <0 (3.17)
(H'® @ BK)T 0 S
ATS=1 4 6=1A — I + ¢ 1571 §71B
{ e 514 | <0 (3.18)

where H°®) is the Laplacian matriz in the case of attack and convergence rate
vs during the normal period and convergence rate v, during the attacked in-

terval are given as
Vs = maX{”Yl» ”Yz}
Yo = min{ys, 74}

Proof. Step 1 (Two Intervals Classification):
We define the interval of time where the communications are free of DoS attack
and also the interval of time with DoS attack. The mth time interval of DoS

attack is as follows:

T = [ty tm + Ay + AF)

where %, is the time instant that the DoS attack starts, A,, is the duration

of attack and A* represent the uncertainty in the mth time interval of DoS
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attack. Therefore the time interval [7,¢) consists of the following union of

subintervals: [7,t) = Z,(7,t) U Z4(7,t) with

Step 2 (Lyapunov Stability Analysis):
1) We consider the time interval Z,(7,t) where vehicles communicate with each

other without DoS attack and choose the following Lyapunov function:

Vi(t) =27 (t)(® @ Q)z(t) + e (t)(P @ P~ 1)e(t) (3.19)

Using Eqgs. (3.10)-(3.11), the time derivative of (3.19) is given by:
Vi(t) = 77 (t) [@ ® (QA + ATQ) (1)
—77(t) (<I> ® QCR™'CTQ)i(t)
3.20
+eT'(t) [@ ® (ATlf1 + P*1A> (3.20)
+(HT<I> + ”ch) ® PlBTlBTPl} e(t)+ M

where

M = 37(t)(9H @ BK) P~e(t) + " (1) (9H © P'BE)i(t)  (3.21)

Using Young’s inequality 2a’b < ea’a+e710Th for any € and a,b € R™ we can

write:
Vi(t) < 77 (t) [@ © (QA+A7Q) - (2@ QURC7Q)
—(em e BK)TP* (2# BK)} (1)
+eT(t) [cb ® (ATP—1 + P—lA) + (HT<I> + ch)
9P BT BTP1 - 5_1P_1]e(t) -
)] [ 07 [#()
o) [0 ) )

Therefore, the condition for stability of the platooning system in a period of

(3.22)

normal operation without attack is:
M, =0 <QA + ATQ) - (c1> ® QCR”O%)) o)
T .
—g(qm ® BK) Pl (fb?—[ ® BK) +nI<0
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M=o (ATP—l + P—lA) + (’HT<I> + H(I))
QP IBT-1BTP~1 — c=1P~1 4 ] < 0.

Using the Schur complement lemma, inequalities (3.23)-(3.24) can be trans-

(3.24)

formed into the following LMI conditions:

QA+ ATQ+vI QC H®BK
CTQ R 0 <0, (3.25)
(H® BK)T 0 P

AP+ P'A+pI 4¢Pt PT'B
BT p-1 | < 0. (3.26)

2) We now consider the DoS attack periods. During attack intervals, ma-
licious attacks affect the communication channels between vehicles and the

interaction topology becomes H°®"). We consider the Lyapunov function V; for

observer error dynamic and tracking error dynamics:
Vo(t) = 2" (t)(® @ Q)2(t) + e (1) (P ® S~ )e(t) (3.27)

Taking the derivative of V5(¢) along the trajectories (3.10)-(3.11) we have:

Vo) < #7(t) [@ @ (QA +A7Q) — (2 QURCTQ)

—g(cbw(f) ® BK)Ts—l (@HM ® BK)} i(t)

+eT(1) [cp @ (AT +571A) + (KO &+ 1) (3.28)

©S-1BT-1BTS1 — 5_15’_1]6(15) _

{i(t)} g [Hg 0 } [:I:(t)}
e@)| |0 TL|le@)]|

Therefore, the condition for stability of the platooning system during attack

intervals is:

Iy = d® <QA + ATQ) _ (cb ® QCR—lcTQ)

T (3.29)
—5<<I>H ® BK) P ((I)’H ® BK) — <0
L,=0g (ATP*1 + P*lA) n (Hch n ch) (3.30)
QP BT IBTp~! —¢-1p~1 _~ T <0. '
Then, we obtain the following LMI conditions:
QA+ ATQ — I QC H® @ BK
cTQ R 0 <0 (3.31)

(H'®D @ BK)T 0 S
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Tq-1 —14 _ —1¢g-1 -1
F1s +SHA—ul et STIB) (3.32)

BT g1 -T
Based on above analysis, we can combine both scenarios for the platooning

system with/without DoS attacks to obtain the following relationship:

e—’Ys(t—tm_Am)V(tm +An), teZi(nt)

V@){ (3.33)

eValt=tm) V7 (t,.), t € Bo(r, 1),

where V(t) = Vi(t) + Va(t). Our goal is to find an upper bound on the DoS
attacks frequency and duration. The solution of Lyapunov function can be

written as follows:

V(t) < MNa(t07t)€_’yS|§5(t07t)‘evaléa(tOvt)‘V(0)7 (334)

where N, (tg,t) is the number of activation of attack. Note that |Z(tg,t)|=t —
to—|Z4(to, t)] and due to uncertainty of duration attack |Z(to, t)|< |2, (to, )|+ (1—!—
N (to, t))A*. Then,

—Vs (t - tO - |‘—‘a tU? |) ’Valus t(), |
—’ys(t — t()) (/ys + 7a)|55(t07 >’< (335)
)| T

%4 (14 Nalto, t))A*]

—7s(t —t0) + (Vs + Va

l—|

a
We can write:

V(t) < el @otAn) o= (t—t0) o 2222 (t—t0)

><e[ln(“)+(75+7a)A*]Na(t07t)V(to)‘ (336)

Considering Egs. (3.13)-(3.14) and £ = 75 + (%ﬂ“ — &* > 0 we obtain:
V(t) < elrstra)(To+a™) o =Elt=to) 1/ (1) (3.37)
which completes the proof. ]

Remark 3. According to the result of Theorem II.1, stability of the platooning
system can be guaranteed provided that conditions (3.13) and (3.14) are sat-
1sfied. Notice that, according to the assumptions and practical considerations,
DoS attacks have limited duration and frequency. The system tolerance to DoS

attacks, however, is proportional to the maximum convergence rate s during
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the normal period and minimum convergence rate v, during attacked inter-
vals. Therefore, by maximizing the vs and minimizing the v,, the our solution
can improve the tolerance of platooning system against DoS attacks. Theorem
11.1 provides conditions for the upper bound of the attack duration to achieve
the platooning objectives (3.2). Therefore, asymptotic tracking of the leader
and maintaining the desired safety distance of platooning system can achieved
provided that the attack duration is smaller than a certain value. This is ac-

S + a . .
il 7*. Notice also that the uncertainty term

complished provided that 1, >
A* in (8.85) relaxes the assumptzon of periodic attack duration with respect to
previous references. Our goal is to design the control gain and observer gain
such that tolerance to the duration of DoS attacks is mazximized as much as
possible to ensure the robustness of the platooning system against DoS attacks.

To this end, we establish the following optimization problem:

. Vs T Ya
min
K)Gobfys"ya fYS + 5*
s.t. LMI conditions (15) — (18) (3.38)

IIT Simulation Results

In this section, we provide simulation results to illustrate the effectiveness of
proposed method. We consider a team of seven vehicles, consistent of one

leader and six follower vehicles. The vehicle state is defined as follows:

.fl(t)

z(t) = | @2(t)

3(t)
where x; represents position, xs velocity, and x3 acceleration of the respective
vehicle. The communication topology of vehicles is shown in Fig. 4. The

inertial time constant of each vehicle is assumed as 7, = 0.54. We consider the

system (3.5) with

01 0 0
A=10 0 1 ., B= 0
0 0 —1.8519 —1.8519
C=1[11 0].



Considering the directed communication topology of the six follower vehicles,

the associated adjacency matrix can be selected as follows:

10 0 0 0 0
-1 1 0 0 0 0
s_|0 -1 1 0 0 0
0 0 -1 1 0 0
0 0 0 -1 1 0
0 0 0 0 -1 1
100 0 0 0]
010000
001000
A2=10 00100
000010
0000 0 1]

We consider the optimization framework (38) to design the controller and
observer gains that maximize the duration of attack. Using the MATLAB
software and selecting T' = 0.5, R = 0.1, we obtaine the set of feasible solutions
for the Lyapunov matrices P, and .S, as well as the control gain K and observer
gain G:

K = [—2.7386 —5.3068 —2.7725}

G =[-1.2247 —2.6814 —1.3229]"

[1.4533 1.0331 0.1479]
P = |1.0331 1.8541 0.2866
0.1479 02866 0.1497 |

[1.6420 1.4225 0.3307]
Q = |1.4225 2.7837 0.7240
10.3307 0.7240 0.3572]

In our simulation we assume that the initial state of the leader vehicle is
70(0) = [0,15,0]T. The initial state of the followers is as follows: x;(0) =
[—7,15,0]T, 25(0) = [~15, 15,07, 23(0) = [~35, 15,07, 24(0) = [—44, 15, 0],
25(0) = [-57,15,0]T, 24(0) = [—68,15,0]T. Also, the desire trajectory of the

leader vehicle is as follows:

15, 0<t< 10
15 + 2t, 10<t<15

vo(t) = 25, 15 <t <35 (3.39)
25 — ¢, 35 <t <40
20, 40 < t < 65
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The simulation results in Fig. 5-8 show a comparison between the approach
proposed in this article and the traditional method in [1] considering the ef-
fect of DoS attacks. As can be seen from Fig. 7 and Fig. 8 that using the
proposed approach (observer-based resilient controller) the platooning system
can tolerate safety distance and velocity tracking longer than using a tradi-
tional approach proposed in [1] (Fig. 5 and Fig.6). In other words, using
a traditional control scheme where the control signal is maintained zero or
constant during the DoS attack interval, the time to tolerate safety distance
and velocity tracking is shorter than using our proposed method. Therefore,
using our proposed approach (see Fig. 7-8) the follower vehicles can tolerate
the DoS attacks at [0s, 10s] and [16s, 35s] and continue to track both velocity
and trajectory of the leader while maintaining the desired safety distance with
slight performance degradation.

Figures 9-12 expand the previous case by extending the duration of the DoS
attack. Considering the same system, we now simulate DoS attacks over the
intervals [0s, 10s] and [16s,45s]), with the same initial conditions. Figures 11
and Fig 12 show the system performance using our controller whereas figures
9 and 10 show the same system response using the controller of reference [1].
As can be seen from the figures, our proposed controller show significantly

improved tracking, thus illustrating the advantage of the proposed approach.

Figure 3.4: Communication topology of vehicles
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Chapter 4

Summary and Conclusions

In this thesis, we investigated the problem of observer-based secure control for
platooning system suffering from aperiodic DoS attacks. We designed both
controller and observer that ensure the platoon can tolerate maximum dura-
tion of DoS attack and remain stable. We represented briefly in chapter 2,
some technical preliminaries. This includes Lyapunov stability theorem which
is used to study the stability of our platoon of connected vehicles (CVs). Also,
we briefly describe the vehicle-to-vehicle (V2V), vehicle-to-infrastructure (V2I)
and vehicle-to-vehicle /or vehicle-to-infrastructure (V2V /or V2I, V2X) com-
munication and also describe the connected vehicles (CVs), automated vehi-
cles (AVs) and connected and automated vehicles (CAVs) and the devices for
connected vehicles as well as explaining the different level of automation.

In chapter 3, we consider a platoon-based vehicular system with a group
of autonomous vehicles including a leader vehicle and N following vehicles.
Assuming a homogeneous platoon of vehicles, we model the longitudinal dy-
namic of each vehicle and also model the DoS attack. Afterwards, we design
an observer for each vehicle to estimate the state of each vehicle based on
available sensor measurements. Considering that each vehicle know the inter-
action topology of platooning system while designing an observer-based secure
control for each vehicle to handle DoS attacks on V2V network. Then in sta-
bility analysis section, we develop sufficient conditions for the duration and
frequency of the DoS attacks for the platooning system to achieve asymptotic

tracking of the leader and maintain the desired intervehicular spacing. We
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then propose an optimization framework to improve the resiliency and toler-
ance of the platooning system against DoS attacks by simultaneously designing
the controller gain and observer gain. Finally, we provide simulation results
to illustrate the effectiveness of proposed method. We consider a team of
seven vehicles, consistent of one leader and six follower vehicles. We provide a
comparison between the approach proposed in this thesis and the traditional
method in [1] considering the effect of DoS attacks and show using our pro-
posed approach (observer-based resilient controller) the platooning system can
tolerate safety distance and velocity tracking longer than using a traditional
approach proposed in [1]. In other words, using a traditional control scheme
where the control signal is maintained zero or constant during the DoS attack
interval, the time to tolerate safety distance and velocity tracking is shorter
than using our proposed method. Moreover, we show that our proposed con-
troller significantly improved tracking.

In conclusion, we consider the design of resilient control such that the
stability of platooning system is guaranteed. We obtain sufficient conditions
on duration and frequency of DoS attacks such that platooning system achieves
asymptotic tracking of the leader and maintain the desired safety distance. We
also provide an optimization approach to maximize the duration of DoS attacks

such that a platooning system can tolerate without performance degradation.

I Directions for Future Work

There some other ideas which can be pursued in the future works as follows:

1. One aspect that is critical to the proper operation of a vehicular pla-
tooning system is the reliable localization of each vehicle in the platoon.
Measuring the position of each vehicle is, however, difficult and often
affected by measuring error. One way to improve this measure is to em-
ploy cooperative localization (CL). In CL, a team of vehicles can improve
localization precision using relative observations with respect to other ve-
hicles and then exchanging this information with other vehicles in the

platoon, [71, 72]. As a further path in this research, CL of connected
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vehicles in the platooning system can be explored.

. Also, in order to alleviate limited bandwidth of the communication chan-
nel in the platooning system, event-triggered consensus control can be
investigated. The idea behind the event-triggered formalism is to update
the control signal based on the occurrence of some event, rather than pe-
riodically. In this scenario, the controller signal remains unchanged be-
tween updates of the control input. It would be valuable to explore the
stability of the platooning system under denial-of-service attack using

this scheme.
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