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Chapter 1: History of Ethernet

Introduction:

Ethernet- A technology which was developed to share data over LAN is now one of the
most demanding technology in the next-generation carrier network market and especially in the
presence of IP/MPLS it is gaining its popularity and become a fastest growing field, because
emerging applications and services demands high-bandwidth with high availability, reliability
and scalability. Together with IP/MPLS, Ethernet can fulfill all these demands. Service Providers
provider provides Ethernet services based on combinations of IEEE 802.1Q, IEEE 802.1ad,
VPLS and MPLS.

In this project | focus my discussion on need of evolution of IEEE 802.1ad (PB: Provider
Bridging) and IEEE-802.1ah (PBB: Provider Backbone Bridging), QoS on 802.1ah and VPLS (
Virtual Private LAN Services).

History of Ethernet:

In 1972, when Bob Metcalf was finalizing the invention of Ethernet technology has no idea and
didn’t anticipated that this technology is going to connect pretty much every device on the planet
and will become the technology of choice for carriers. Ethernet was the Bob Metcalf PhD
dissertation at Harvard university but it was rejected because at that time it was not theoretically
sound enough. But later he finds something theoretically enough and justified his concept. On
May 22, 1973 he and Dave Boggs finally present a memo describing the Ethernet to network
personal computers, printer sharing and internet access. Bob and Dave Boggs has to wait for 8
years to introduce Ethernet because from 1973 up 1981 personal computers was not in public.
They only did their research work at Xerox Park where they have some earliest personal
computers. Then after that, there was a long battle through the 80’s with IBM Token Ring
Technology and IBM didn’t want Ethernet to succeed. But in the end of 80°s finally IBM’s
Token Ring went down and Ethernet went up. It started at 2.9 Mbps in 1973. Then it went to
10Mbps, it then went to 100Mbps and it went up at 10Gbps, and it’s not done yet and going to
keep going up.

To connect offices located at different places around the world administrator had to use slower
WAN technologies such as fixed lines, Frame Relay and ATM. In general, these technologies are
expensive and not sufficient enough to cope the bandwidth requirements which LAN users needs
on daily basis. Ethernet technology gradually and predominantly evolved that it not only
connects networks in LAN but can connect networks that are thousands miles away and solved
the bandwidth needs.



1.1

Basic Ethernet Frame Format:

Basic IEEE 802.3 Ethernet Frame consists of minimum 64 bytes and maximum 1518 bytes

Fig:1.1 Ethernet Frame structure:

MAC DA MAC SA |Length/Type
6 bytes 6 bytes 2 bytes

N

Destination MAC address: Identifies the receiver that receive the frame

Source MAC address: Identifies the source that originates the frame.

Length/Type: If the value is less or equal to 1500 then it show the number of bytes in the
payload, however if the value is greater than or equal to 1500 then this show the protocol
type.

Payload: This field contains the data from source node to destination node.

Frame check Sequence: Use for error checking.

Ethernet Evolution:

IEEE 802.1Q- VLAN Support:

It helps to achieve data separation and security between traffic of different sections of the
network by creating separate logical networks in physical topology. This is achieved by
assigning a unique VLAN-ID (4 bytes) to each section of the network. When a data frame
arrives on a switch, it inserts VLAN tag to that frame (between source address and
EtherType/Length field of the original 802.3 frame). Frame transmitted to a network and
before the frame is transmitted to a particular destination VLAN tag is stripped off.

Fig 1.2.1: Frame Format of 802.10

s IEEE 802.3 with 802.1Q 4-Byte VLAN Tag Header
\ Destination | Source Type/
“-..___.| address | address |8100 R sh&

4 bytes \

TCI
Tag Control Identifier

2 bytes 2 bytes

S

. c
prionty F VLAN ID
16 bit 3 bit 1 bit 12 bit




a) Tag Protocol Identifier (TPID): is set to a value 0x8100 so that it can be identify
as |[EEE 802.1Q frame.

b) Tag Control Identifier (TCI):
Priority Code point (PCP): is set to assign priority level from 0 (lowest) to 7 (
highest).

C) Canonical Format Indicator (CFI): Used to be compatible between Ethernet and
Token Ring. For Switch it is also set to 0 and for Token Ring it is set to 1.

d) VLAN Identifier (VID): use to assign VLAN _id to the frame. Value is from
VLAN 1-4096.

Fig: 1.2: capture result of tagged Ethernet frame:

h 25 LA0Z2850 1921681002 152.168.100.1 ICMP 112 Echo (ping) request id= 0054, zag=0/0, 11=255 — - - =
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address: cisco_bf:81:40 (00:08:21:bF:81:40) SOUrCE AddrESS
e o = IG bit: Individual address (unicast)
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IEEE 802.1Q SolVe the following problems:

e It solves the broadcast problem.
e Provide better security.
e Solve the physical location problems.

Since 802.1Q only supports total 4096 VLANSs and that became a scalability constraints
for the service providers because as network grows this problem become serious. Also
two customer cannot have the same VLAN-ID’s and that become more serious issue
because customer are not ready to change and modify their existing network.

IEEE 802.1ad (Q-in-Q):

To solve the VLAN scalability problem of 802.1Q, IEEE introduces new protocol
802.1ad. A concept that add another VLAN tag to the existing tag. It define customer
VLAN (C-VLAN) and service VLAN ( S-VLAN). This allow service provider to support



different services. Theoretically it support 4K S-VLAN * 4K C-VLAN= 16 million
VLAN.

Note 1.2.3: Since in our lab we don’t have switches that support 802.1ad, so I use VLAN
stacking which work similar to the 802.1ad as per the requirement of this project.

VPLS ( Virtual Private LAN Service):

A bridged layer 2 multipoint VPN also known as Metro-Ethernet Service. A layer 2
service to those customers who want to manage their own network. VPLS is an Ethernet
service that connects multiple sites in a single switched domain over the IP/MPLS
network. Each VPLS service has Virtual switching instance (\VSI) that is similar to IEEE
802.1Q where frame is switched based on MAC addresses and provide transparent
bridging service to geographically separate customers. Standard VPLS requires fully
meshed pseudowires between all PE devices, which creates problem for multicast traffic
and to maintain large number of pesudowires.

IEEE 802.1ah ( mac-in-mac, PBB):

It provides extremely scalable solution to Ethernet services. Although combination of
802.1ad and VPLS provides scalable solutions but still forwarding decisions are based on
customer MAC addresses, which means that PE routers must maintain the FDB table
(forwarding database table). This becomes major problem in large network where PE
routers maintain thousands of addresses in FDB. Especially in H-VPLS topology where
nPE (network or Hub-PE) routers handle traffic of multiple uPE routers (Spoke PE
routers) it must maintain large FDB.

PBB header encapsulates the customer frame and consist of source MAC address,
destination MAC address, Backbone VLAN-ID ( B-VID), Service instance identifier (I-
SID) in Service instance (I-Tag). It also allow service providers to support 16 million
service instances (2°24)

In the data communication, Ethernet is the fastest growing field. IEEE 802.1ah with
VPLS is the most important development in the evolution of carrier Ethernet.



Overview of Ethernet Protocols:

Table 1.3802.1Q, 802.1ad and 802.1ah

802.1q

802.1ad

802.1ah

Only one domain

One Customer domain and
service domain

One customer domain and
one service domain

Only one MAC address

table

PE Only one MAC address
table maintaining huge FDB

FDB maintaining only
MAC-addresses of PE
routers

Not able to separate
customer traffic

Can guarantee customer
separation but not guarantee
transparency between
customer and provider
network

Can guarantee customer
separation and transparency
between customer and
provider network

VLAN limited to 4096

VLAN limit ~16million

VLAN limit ~16million

Comparison of 802.1ad, 802.1ah, VPLS

Table 1.4: 802ad, 802.1ah and VPLS

802.1ad 802.1ah VPLS
Connectivity P2P and Multipoint | P2P and Multi-point | Only Multipoint
Technology status Complete Early stages Established
Overhead 8 bytes 22 bytes 22 bytes
Scalability Scalable Highly Scalable Highly scalable
TE and QoS Make use of 802.1p | Make use of 802.1p | Make use of MPLS
(Limited) (Limited) TE(advance)
Availability on All vendor support | Very limited All vendor support it
Equipment it support
Management Less effort Less effort Complex
Resilience High High High




Chapter 2: Virtual Private LAN Service:

Overview:

VPLS is introduced to provide LAN services over geographically separate locations. VPLS isa
multipoint layer 2 VPN over IP/MPLS core. It inherits all the advantages of IP/MPLS service
architecture (e.g flexibility, scalability, and reliability and quality of service). It is gaining its
popularity because of following advantages:

Provide 10Gbps or even higher bandwidth.

Win-Win situation both for providers and customer perspective. On one hand Provider
only provide layer 2 connectivity to the customer and on the other hand customer is not
worried about the peering requirements from the service providers. This gives customer
liberty to design its own network architecture.

It can carry any traffic not just an IP.

Inherits MPLS resilience and flexibility ( e.g FRR and Traffic engineering: TE) and
achieve tens of milliseconds failover performance.

VPLS Encapsulation Method:

Upon received Ethernet frame VPLS service instance push a VC-LABLE through
pseudowire and then pushes Transport lable use by SDP. VC-LABEL is used to
differentiate traffic of customer and remain same throughout the IP/MPLS network and
and transport lable is used to place traffic on particular SDP and will change by next PE
routers.

Fig:2.2.1 Encapsulation overview of VPLS:

(Ref Fig:9.13 of Designing and Implementing IP/MPLS based Ethernet Layer 2 VPN)
a

Swapped by P routars [TTTTTTTTTITTTTTTTITTTI [TTTTILTTI
along tha L5P path Transport Label 5| ExXP TTL MPLS
e geme, [T T T T T T T T T T T T T T T T T T LT[ [T T[T T LT T |[ tebes
usad iry PE routers WG Labal 5| ExP TTL
- Ethar Tunnel L3+ Ethar Pay
| S0A | SEA | Type | Label | Label | £ | I:3""| Typs | Load | FEs |
_—
LY H Ether Pay — Ether Tunnel VG Ether Pay —
(EEelE E] | (=] s el ] =]
swap
Ethar Fay Ethar Fay P
|GIII&| csA | == = |F|:5 | |CDJ"| CSA | Typa | Load | cs |
Vo —" Y — ez
- It T, g
v sSOP_ Y ( |
Y Y ; 7 S u—a
=0 T ~ =
wd S

d
| | )| _sAR {_PW J: JI: 7L v saP |{ |
Attzchmani J | | | Attachment
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Before going into detail we have to understand components of VPLS service:

Table:2.2.1a Encapsulation overview of VPLS:

Components

Sub-
components

Descriptions

Customer

Customer-1D

Customer at the edge of the network. Customer ID is used to
uniquely identify a customer.
Value range: (1-2,147,483,647).

Service
Instance

Service-1D

Each PE router have Service instance that contain SAP, SDP and
Pseudowire. Service-1D is used to identify a service for particular
customer.

Value range: (1-2,147,483,647).

SAP:: sap-id

Service Access Point that connect PE to customer device. SAP-id is
used to identify customer service attachment point. Consist of Port-
id, encapsulation type. If port facing to customer then set as an access
port else a network port

SDP:: sdp-id

Service Destination Point (SDP) is a tunnel that connects two PE
routers. Can contain one or more transport tunnels between PE
routers and these tunnels carry VPN encapsulated traffic from PE to
another PE. Full mesh SDP is necessary to provide VPLS
architecture. SDPs are P2P and unidirectional. Types can be GRE,
LDP-LSP, RSVP-TE LSP

Value range: (1-17,407).

Pseudowires::
<sdp-id:vc-id>

Connect member PE routers participating in the same VPLS. VC-Id
is used to identify a pseudowire used between PE routers.

VC-id and SDP-ID uniquely identify a pseudowire. Both end of PE
routers must use the same Pseudowire

Forwarding
Database

A MAC address table and every service instance must maintain its
own Forwarding database table.

T-LDP

Targeted LDP session, use by Pseudowires to maintain signaling
among PE routers.

Figure 2.2.1b Demonstrate the VPLS entities:

(Ref Fig:9.5 of Designing and Implementing IP/MPLS based Ethernet Layer 2 VPN)

1
ALSRP service router ¢ ro » PWE3 objects
service entities \
1 | 1
E Service i Ernulated Service E
: : ! :
i SDP-binding | Pseudowire (PW) T i
| SAP = ! . . l
1 ! | : \
1 1
! Attachment SDP |  PSN tunnel | \ Attachment !
«  Circuit (AC) L I ! I | Circuit (AG)
o "1\
U_,h ; J ». ; v
Native Y PE2 Mative
senvice SEF-.IIC.E PWH service
instance




Service Access Point and its components:

A logical entity that represent the attachment circuit where customer connect with
Service Provider and need to configure under service instances. The mode of Ethernet
should access if it is facing towards customer and network if it is facing to PE device.

Fig 2.3a: SAP configuration:

port lfi'{:ﬁer*r‘le‘t \ vpls 30 customer Z create
t

mode access [P =R shutdown
encap-tvpe ging \Exit
mtu 1536 OxBEaB sap 1/2/1:30.% create ||

fraging-etype Uxsoa ex1t A

1th dow _ no shutdown

- o shutdown exit

Quterv9LAM : EDv
InnerWVLAM @ any

Portneedto be configured as access
port before associating it with SAP

We can define a encapsulation type:
dotlqg, ging, null

We needtodefineaMTU size. For
QinQitshould besetto 1536

Table 2.3b: SAP components:
Component Detail
SAP ID Port number followed by VLAN ID

Encapsulation-type Ethernet Value: Null, Dotlq, QinQ

Service Distribution Point: SDP:-

SDP build reachability from one PE router to another PE router and use to carry VPN
encapsulated traffic between PE routers. It functions as a tunnel between PE devices and
multiple P devices can be present in between the tunnel. Service instance is not aware of
those intermediate P devices and service instances are not aware of changes in between
these P devices. When a service instance on PE1 wants to send a traffic to PE2, it must
specify the SDP (fig 2.4.1)

Fig 2.4.1: VPLS service instance and SDP configuration:

vpls 5Qcustomer 50 create

*A:PE2>config# gervice sdp 12
*A:PE2>confi rvice>sdp# info

! pE2: Service Instance:

exit

sap 1/2/3:50.* crea
exit

mesh-sdp 12:50 create
exit

no shutdown

far-end 10.4.4.4
1d

p
ath-mtu 90
eep-alive
no shut__
exit
no shutdown

PE2: SDP: sdp:ID

*A:PE2>config>service>sdp#

exit




Multiple service instances can use the same SDP to reach the same far end PE
router. SDP function as a virtual circuit multiplexer means traffic from multiple
service instances are multiplexed using the same vc-lable and through SDP
reach the far-end PE router. The far-end PE router uses the same vc-lable as
Demux to distinguish the traffic flow and forward it to actual service instance.
SDP is Unidirectional entity, which means that on both end we must define the
SDP.

Fig 2.4.2: lllustrate the SDP status:

“AIPEZ# show service sdp

services: Service Destination Points

sdpId Adm MTU Opr MTU IP address Adm  opr Deliwver Signal

Signaling Method of SDP:

To maintain the SDP connectivity, that basically carries L2VPN traffic, it requires a
signaling method to exchange VC-label and this done through Targeted LDP (T-LDP).
This defines the pseudowire to the far-end PE router to pass the traffic over the SDP. In
SDP configuration T-LDP is enabled by default.

Fig 2.5: Hlustrate the Signaling Method use by SDP:
“A:PE2# show service sdp detail

Pl T-LDP Signaling

cervices: Service Destination Points Detai}é/ k\

Sdp 1d 12 -(10.4.4.4)

Description

SDF Id SDP Source : manual
Admin Path MTU oper Path MTU : 9000

Far End Delivery : LDP
Tunnel Far End

Aadmin State Oper State T Up
Signalin : Metric : 0

BCCT. PO : None Collect stats : Disabled
Last Status Change : 11/30/2011 23:58:23 Adv. MTU OQwver. T No

Last mgmt Change : 11/30/2011 23:58:23 VLAN VC EType : 0x8100




SDP Keep-Alive:

SDP Keep-alive is unidirectional and must be same on both end of PE routers. SDP

maintain its

time and in response expect to receive SDP echo reply message.

Fig 2.6: llustrate SDP timing of keep-alive messages:

Operation status :UP by sending echo request message at every hello

“A:PEZ# show service sdp 12 detadl

service Destination Point (Sdp Id

1 120 petails

-- Qutput omitted---

KeepAlive Information :

-- Qutput omitted---

admin state : Enabled
Hello Time : 10
Hello Timeout HE

Max Drop Count : 3

Tx Hello Msgs HT

Oper State : Alive
Hello Msg Len : 0
Unmatched Replies : 0O
Hold Down Time : 10
Rx Hello Msgs H T

Pseudowire (PW):

As discussed above that SDP is a transport tunnel that logically connects two PE devices.
The pseudowire is a logical entity that connects two service instances of two PE devices.
A bidirectional point-to-point entity in L2VPN and multiple Pseudowires can share the
same SDP. It is bind to SDP and signaled over the T-LDP session to the other end of PE

device.

Fig 2.7.1: Relationship between Phyical port, SDP, SAP and pseudowiers.

SAP for VPLS 50

Physical
dCCess
port

SAP for VPLS 36

SAP forVPLS 10

PE-2
Router

Physical

MNetwark
port

Pseudowire for VPLS 50
Pseudowire for VPLS S

Pseudowire for VPLS 1

Service Distribution Path SDP

The process of associating a pseudowire with the SDP is called a binding process.
Actually during this process VC-LABELS are exchange using T-LDP signaling and that
perform service multiplexing. This is an agreement between PE devices that agree by
exchanging VC-lable,VC-type, VC-ID, and target interface.




These agreed parameters uniquely identify the FEC service (Fig: 2.7.2). For example:
PE-1 uses the received VVC-label from PE2 to encapsulate the service instance traffic
before sending it to PE2. Exactly similar process is performed by PE2 to send traffic to
PE1. Agreed vc-labels perform function of de-multiplexer, when remote PE router
received an encapsulated traffic, it uses these labels to identify the traffic of particular
customer. The encapsulation is removed by PE router and then forward to the destined
service instance.

Fig 2.7.2: showing VC-ID, VC-LABEL

*A:PE2>config>service# vpls 50

*A:PE2>config>service>vpls# info
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shutdown

exit

sap 1/2/3:50.* create

exit

mesh-sdp 12:50 create

exit
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Aggreement Between PE devices
that specifies the VC-lables , VC.ID
and VC.type

Fig 2.7.3: showing LDP lable:
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Packet Walk-Through in VPLS service:

First I like to discuss only VPLS connectivity and how traffic moves through VPLS in
IP/MPLS network

Fig 2.8.1 : VPLS+ 802.1ad topology Diagram:
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Table 2.8.2: Ports and their Types:

Point EtherType | Ports Port Type Tag Description
Type

Devices are 0x800 0/1, 0/3 Access port Tagged IP= 0x8100

connect to these

ports

Customer to 0x8100 0/2 Trunk Port: Tagged 802.1q

Service provider 802.1Q

Service 0x8100 3700: Q-Tunnel port; | Tunnel Port: | Tagged 802.1q

Provider connect 1/0/2, 10/3. 802.1Q

to customer

S3750 connect to 0x8100 Trunk Port: 1/0/1 Trunk Port: Tagged 802.1q

uPE. 802.1Q

UPE connect to 0x88a8 Q-in-Q port 1/2/3 Q-in-Q Tagged 802.1ad

S37500

Service Provider 0x88e7 PE: 1/2/1, 1/2/4 Q-in-Q Tagged 802.1ad

connectivity uPE: 1/2/1, 1/2/3




Table 2.8.3: 1P addressing scheme of customers MAC address, C-VLAN, S-VLAN:

Customer Device IP Device Mac- C-VLAN S-VLAN
address
1 192.168.100.1 00:08:21:9a:f7:a0 41 50
1 192.168.100.2 00:02:21:96: 56:60 41 50
1 192.168.200.1 00:08:21:bf:4b:20 42 50
1 192.168.200.2 00:08:21:bf:83:40 42 50
2 192.168.100.1 00:08:21:96:12:c0 41 30
2 192.168.100.2 00:02:21:96:f3:00 41 30
2 192.168.200.1 00:08:21:bf:4a:a0 42 30
2 192.168.200.2 00:08:21:bf:81:40 42 30

VPLS Connectivity:

First I like to discuss only VPLS connectivity:

a) Send ping request from Customer_1 VLAN 41
Step #1: Trace Result on uPE1 ingress port 1/2/3:
Customer_1 send a ping request from:

IP: 192.168.100.1 -----=-mmmmmmmm e 192.168.100.2
<source address: 00:08:21:96:f7:a0 > ------mmmmmem- < Dst address: 00:08:21:9a:56:60>

Step#1:

PC_1 belongs to VLAN 41 of Customer _1 service VLAN 50 sends a Ping request. This is the
first Ethernet frame on uPE router. When this request received on SAP 1/2/3:50.*, the request
consists of following information. ( Fig: 2.9.1).

Customer Destination address: 00:08:21:9a:56:60
Customer source Address: 00:08:21:96:f7:a0
VLAN ID: 41

Ether Type: 0x0800.



Fig 2.9.1: Received frame from customer. Trace capture on UPE1 router ingress port:
file fdt Yiew Go Copture Anadze Statistics Tekphony Jooks [ntemals Help
Gudau X Aeva T B Qa0 §DB% B

Fiter: Expression.. Clear Apply

No.
P LACK] Seqel9 Acke19 Win«16384 Lenw0 TSvale66607 TSecr=66456

RE& Ping from VLAN 41 of Customer_50:
- D.254,125,2077 Te 0,0,0,0

W23

33 3,005186 102,168,100.2  192.168,100.1 ng 104040038, 5eqe0/0, tt
33,0072 192.168.100,2  192.168.100.1  Io® 118 cho (ping) request {ds0x003, seqel/256, ttla2ss
393,00742 192,168,100, 192,168,100.1  IO® 140 Echo (ping) request §de0x0038, 5eqe1/256, te1e2sS
36 3.000607 102,168.100,2  102.66,100.1 104 11§ Echo (ping) request 1ds0x0038, seqe2/512, ttla2ss
37301067 192,168,100.2  192.168,100.1  IOW 140 cho (ping) request 1ds0x0038, seqe2/S12, tX1s255
B 2,003443 102.166,100.2 1921681001 X% 118 Echo (ping) request 1ds0x0038, seqs3/768, tels2ss

i Frame 32: 118 bytes on wire (944 bits), 118 bytes caprured (944 bits)

Ethernet IT (VLAN tagged), Src: Cisco.96:f7:a0 (00:08:21:96:F7:30), Dst: Cisco9a:56:60 (00:08:21:9a:56:60)
i Destination: C15¢0_9a:56:60 (00:08:21:9a:56:60)
Y Source; Cisco96:7:a0 (00:08:21:96:f7:a0)
PVLAN Tag: VLANS4L, prioritysgest Effort (default)

Type: 1P (0xQ800)
Internet Protoc
Internet Control Mes

rsfon 4, Src: 192.168,100.2 (192,168,100.2), pst: 192.168,100,1 (192.168.100.1)

Ether Pay
Type Load

CDA | CSA FCS

Step # 2 and Step # 3:

uPE forward the received frame to PE1. Upon Receiving Ethernet Frame psuedowire pushes a
V/C-Label (e.g 131064) and encapsulates the Ethernet frame with VVC-Label. After that, SDP
push a transport Label and encapsulates whole packet with transport lable (e.g: 131069). This
VPN-encapsulated packet travel through the IP/MPLS core and the intermediate P routers swap
the transport label.



Fig 2.9.2: llustrate VC-LABEL and Transport LABEL. Trace Capture on PE1 router:
FeEE =<2 ~ o5z B0 aaaguEl =

il A): VC-Label has been pushed by PE1 pseudowire

B): Transport-Label has been pushed by PE1 SDP
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31 2\s49456 169.254.125.207 224.0.0.252 LLMNR 66 Standard query A isatap
3.po5165 192. E N 192.168.100. ICH 118 Echo (ping) request id=0x0038, seq=0/0, ttl=255
3. (05186 192. . . - .100. LCMP 140 echo (ping) request id=0x0038, seq=0/0, TTI=255
3 192.168.100. 192.168. . ICMP 118 Echo (ping) request id=0x0038, seq=1/256, ttl=255
3. 192.168.100. 192.168. ICMP 140 Echo (pina) reauest id=0xD038. sea=1/256. ttl=255
) Ethernet §I, src: Alcatel-_db:eb:8d (CI[]' T05: db eb 8d), Dst: Alcartel-_97:69:55 (00:23:3e:97:69:55)
+ DesTigalion: A'Icate'l— 97:69: a7 -
7 Sourgg: VI3 : P o B
Type: MP Tt o< 4
L Mu'\t-iprota n T ———— ;
MPLS Labe 131069 . .
MPLS Expeli merTET—e 5 a | ssa | Etner |FENSREE VC l CDAI csnl A ecs [
MPLs Bottoy of Label stack: O ype Label Label ype Load

MPLS TTL: 55

S Mu‘\t-ipr-otg Header, Label: 131064 Ewn- 0 <- 1 TTi - 285
MPLS Lalkel N131064
v
MPLS Expe . E 0 vC Ether Pay

MPLS Eottom of Label stack: 1 Label CDA | CSA TYD'Q Load FCS
MPLS TTL: 255
F Ethernet II (VLAN tagged), Src: Cisco_96:f7:a0 (00:08:21:96:f7:a0), Dst: Cisco_9a:56:60 (00:08:21:9a:56:60)
# Destination: Cisco_9a:56:60 (00:08:21:9a:56:60)
# Source: Cisco_96:f7:a0 (00:08:21:96:f7:a0
= VLAN tag: VLAN=41l, Priority=Best Effort (default)
Identifier: 802.1qQ wvirtual LAN (0x8100)
000. .... .. . = Priority: Best effort (default) (0)
.0 ... ... .... = CFI: canonical (0)

Step # 4 and Step # 5:

When the PE2 SDP received encapsulated traffic (double encapsulated traffic) it removes the

transport label and uncover the VPN-encapsulated traffic. PE2 perform the de-multiplexing and

stripped off the VC-label (131064) and forward the packet to service instance 50. From their

service instance forward the de-encapsulated traffic to uPE2 and uPE2 forward the frame to
customer.

Step # 6/7: Since during test we use Ping test, so exactly similar process from step 1 to 5 is
performed by PE2 to reply a ping response as shown in Fig: 2.9.3

Fig 2.9.3 : lllustrate VC-LABEL and Transport Label on PE2 device: Trace capture at PE2

ingress direction.
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= VLAN tag: VLAN=41, Priority=Best Effort (default)

Identifier: B02.1Q virtual LAN (0OxB8100)

000. .... .... .... = Priority: Best Effort (default) (0)

ie.0 ... ... .... = CFI: canonical (0)

Dst: Cisco_96:F7:a0 (00:08:21:96:T7:a0)




VPLS Configuration and Verification:

1. To runa VPLS service we first need to deploy IP/MPLS service infrastructure.

2. Once we have IP/MPLS core, then we can create VPLS service.

Deployment of IP/MPLS core:

1. Configure IP addresses and run IGP ( OSPF) protocol.
2. Configure MPLS and run LDP or RSVP- TE between PE routers.
3. Configure a full mesh SDP

Fig 2.10.1: Ilustrate the routing table of PE2:

#A:PEZ# show router route-table

Route Table (Router: Base)

Dest Prefix

Mext Hop[Interface Name]

Age Fref
Metric

10.2.2.2/32 Local Local 10h4 5ml7 s 0
SystTem 0
10.3.3.3/32 Remote OSPF 04h00m27 s 10
192.168. 3. 1000

10.4.4.4/32 Remote OSPF 04h00m27 s 10
192.168. 3. 2000

192.168.1.0,/30 Remote OS5PF 04h00m27 s 10
192.168. 3. 2000

192.168.3.0,/30 Local Local 04h00m33s 0
to-P3 0

No. of Routes: 5

Fig 2.10.2: lllustrate the status of MPLS:

“AIPE2=show=router=mpls# status

MPLS STatus

admin status D Up Oper Status T Up

Oper Down Reason : nfa

FR Object : Enabled Resignal Timer : Disabled

Hold Timer : 1 seconds NextT Resignal TONSA

--- output is omitted --

FAIPEZH ShOwW service sap

Fig 2.10.3: llustrate the status of SDP:

cervices: Service Destination Points

SdpId Adm MTU  Opr MTU

IF address

Deliver signal




Configuration of VPLS:

1. Configure access port connected to customer: If the port facing towards customer
then it must be configure in access mode else it should be configure as network

mode.

Fig 2.11.1: Hlustrate the configuration of Port:
“A:PE2>config=port# info

ethernet

mode access
exit
no shutdown

2. Configure the Service Distribution Point. Here we need to define system IP of far-
end PE router. Signaling method (LDP/RSVP) and the MTU size.

Fig 2.11.2: lllustrate the SDP configuration:

*A:PE2>configsservicessdp# info

far-end 10.4.4.4
Tdp

ath-mtu 9000

eep-alive

no shutdown

exit

no shutdown

3. Configure VPLS instance and bind the SDP to the VPLS instance. Since this
mesh SDP so we don’t need to run STP. Here we define SAP and SAP QoS
parameters.

Fig 2.11.3: lllustrate Service Instance configuration:

“4:PE2=config=service# vpls 50
“A:PEZ2=configs=servicesvpls# info

stp

shutdown
exit
sap 1/2/3:50.% create
exit
mesh-sdp 12:50 create
exit

no shutdown




4, Check whether the VLS service is operationally up or not.

Fig 2.11.4: lllustrate the Service instance operational and admin status

=A:PEZ2# show serwvice id 50 base

Serwvice Basic Information

Serwvice Id x50 wpn Id HE
Serwvice Type I WPLS

Mame : (Mot specified)

Description : (Mot specified)

Customer Id x50

Last Status Change: 12,/01/2011 05:31:43

Last mMgmt Change D 125012011 O00:10:57

Admin State

T up oper State T up
MTU : 1514 pDef. Mesh wC Id : 50
SAP Count H SDP Bind Count H
snd Flush on Fail : Disabled Host Conn ver ify : Disabled
Propagate MacFlush: Disabled Per Swc Hashing : Disabled
Allow TP INtf Bind: Disabled
Def. Gateway IP T None
Def. Gateway MAC @ None
service Access & Destination Points
Identifier Type AdmMTU OprMTU Aadm Oopr
sap:1/2/3:50.*% qing 1522 1522 up up
sdp:12:50 Mm_10.4.4.4) Mesh OO0 OO0 up up

5. Test the connectivity: Once we check the Service Instance and SDP Status, we

now check the connectivity from client end.

Fig 2.11.5: Hlustrate the Ping test from client end:
Top_Rackd#ping 192.168.100.1

Type escape sequence to abort.

cending 5, 100-byte ICMP Echos to 192.168.100.1, timeout is 2 seconds:
Frrti

success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/4 ms
Top_Rack4#

6. Check the ARP table of CE-device. ARP table of CE device only have those
entries that belong to VLAN.

Fig 2.11.6 : lllustrate the ARP entries at client end.

Top_Rackd#show arp

Protocol Address age (min) Hardware addr Type  Interface

Internet 192.168.100.1 111 O008. 219a. 5660 ARPA FastEthernet0,/0

Internet 192.168.100.2 - 0008.2196.Ff7a0 ARPA Fastethernetd,/ 0
7. Check the Forwarding database table on PE routers. It includes MAC entries of all

the devices of customer.



Fig 2.11.7: lllustrate the Forwarding Database Table.

#h:PE2# show service fdb-mac

Service Forwarding Database

ServId MAC Source-Identifier Type Last Change
Age

50 00:07:eb:94:73:c0 sdp:12:50 L0 12,/01/2011 07:05:47
50 00:07:eb:b0:66:80 sap:1,/2/3:50.% L0 12,/01/2011 07:16:56
50 00:08:21:96:f7:a0 sap:1,/2/3:50.% L/210 12/01/2011 09:46:01
50 00:08:21:9a:56:60 sdp:12:50 L/210 12,/01,/2011 07 :05:45
50 00:08:21:bf:4b:20 sdp:12:50 L/449 12/01/2011 07:05:59
50 00:08:21:bf:83:40 sap:1,/2/3:50. % L/293 12/01/2011 09:49:22
50 00:18:18:6e:47:81 sap:1,/2/3:50.% L0 12,/01/2011 07:16:19

Legend: L=Learned; P=MAC is protected

Conclusion and Drawback:-

Through VPLS, service provider is able to connect two LANSs that are geographically thousands
miles away. Problem arises when network grows and multiple customers want to avail this
technology. Problem with VPLS is that it can carry 802.1Q traffic, which consist of single tag (
Single VLAN) and that could only be up-to 4096. This cause scalability issue and the reason
could be:

a) Service is limited to 4096 VLANS.
b) Two customers can’t have the same VLAN. And this is not possible because customers

are reluctant to change their existing network topology.



Chapter 3: Q-in-Q (IEEE802.1ad)

802.1ad — Q-in-Q (VLAN-stacking)

To resolve the scalability issues which we discussed in chapter 2, In Dec, 2005 IEEE
introduces another protocol name IEEE-802.1ad, which add S-VLAN in front of C-VLAN.
This allow service provider to support different services. Theoretically it support 4K S-
VLAN * 4K C-VLAN= 16 million VLANSs.

Fig 3.1: Frame Format of 802.1ad:

data
(1P packet) FCS
45-1500

untagged destination Source EtherType
frame address acdress OxB8000

taggea when
frame is forwarded out
a trunk (tag(ij_l port

802.1q 1ag (4 Bytes)

FCS Recalculated

data

VLAN tagged| destination Source EtherType
IP packet)
address acdress TPID controi, OX8000 ( .
frame OxB810C0 1D, etc 46-1500
taggec when frame
is forwarded out a FCS Recalculated
prowvider tunnel (QInQ) port
QinQ 802.1q tag (4 Bytes) daa
destination Source
VLAN tagged - TPID, control, (1P packet) FCcs"
address acdress
frame Ox8100 ID. eotc 45-1500

This solution guarantees a separation between customer traffic in the service provider
network. For example two customers have two different offices, which are located in
different geographical places. Also both customers have same LAN_ID’s. In this network
design service provider can guaranty security to the traffic of both the customers. So using
IEEE 802.1ad, service provider add another VLAN (e.g S-VLAN a for customer X and S-
VLAN b for customer Y) on top of customer VLAN.

As shown in the below network topology customer 1 have two VLAN’s ( VLAN 41 and VLAN
42) Also customer 2 have two VLAN’s ( VLAN 41 and VLAN 40). Service Provider provides
S-VLAN- 50 to customer 1 and S-VLAN to customer 2.



Fig 3.1.1 VPLS+ 802.1ad topology Diagram:
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Table 3.1.2 Ports and their Types:

Point EtherType | Ports Port Type Tag Description
Type

Devices are 0x800 0/1, 0/3 Access port Tagged IP= 0x8100

connect to these

ports

Customer to 0x8100 0/2 Trunk Port: Tagged 802.1q

Service provider 802.1Q

Service 0x8100 3700: Q-Tunnel port: | Tunnel Port: | Tagged 802.1q

Provider connect 1/0/2, 10/3. 802.1Q

to customer

S3750 connect to 0x8100 Trunk Port: 1/0/1 Trunk Port: Tagged 802.1q

uPE. 802.1Q

UPE connect to 0x88a8 Q-in-Q port 1/2/3 Q-in-Q Tagged 802.1ad

S37500

Service Provider 0x88a8 PE: 1/2/1, 1/12/4 Q-in-Q Tagged 802.1ad

connectivity uPE: 1/2/1, 1/2/3




Packet Walk-Through of 802.1ad using VPLS service:

1. Step #1:
Customer 1 and Customer 2 have two VLAN’s ( 41/42). When traffic of these VLANS
reaches to service provider switch 3750, it add a VLAN 50 on Customer_1 traffic and
VLAN 30 on Customer_2 traffic.

Table 3.2.1: Illustrate the addressing and VLAN scheme.

Customer Device IP Device Mac- C-VLAN S-VLAN
address
1 192.168.100.1 00:08:21:9a:56:60 41 50
1 192.168.100.2 00:02:21:96:f7:a0 41 50
1 192.168.200.1 00:08:21:bf:4b:20 42 50
1 192.168.200.2 00:08:21:bf:83:40 42 50
2 192.168.100.1 00:08:21:96:f2:c0 41 30
2 192.168.100.2 00:02:21:96:f3:00 41 30
2 192.168.200.1 00:08:21:bf:4a:a0 42 30
2 192.168.200.2 00:08:21:bf:81:40 42 30

Fig 3.2.2: lllustrate the AR tables at client end (PCs/routers)

customer_1:vian_41

R3I-Top#show arp

Protocol Address Age (min) Hardware Addr TYpe Interface
Internet 192.168.100.1 - 0008, 219a. 5660 ARPA Fastethernet0,/ 0
Internet 192.168.100.2 7 G008, 2196.F7ald ARPA FastethernetQ,/0

R3I-Top#

customer_1l:vian_42

RI_mid#¥show arp

protocol address age (min) Hardware addr Type interface
Internet 192.168. 200. = 0008, 21bf.4b20 ARPA Fastethernetd,/0
230 0008, 21bf. 8340 ARPA Fastethernet(,/ 0

LN

Internet 192.168.200.
R3I_mid#

customer_2:vian_41

Rl_top#show arp

Protocol Address Age (min) Hardware addr Type Interface
Internet 192.168.100. - 0008. 2196.F2c0  ARPA Fastethernet0, 0
92 0008, 2196.F300 ARPA Fastethernetd,/ 0

[0

Internet 192.168.100.
R1_top#

Customer_2:vlan_41

R1_mid#show arp

Protocol address age (min) Hardware Addr Type Interface
Internet 192.168.200. = 0008, 21bf.4aa0 ARPA Fastethernet /0
IntE(Eet 192.168. 200. 102 0008 21bf.8140 arpa  Fastethernet0,/0
R1_Mid#

I =

2. Let’s take an example when PC at Customer_1 VLAN_ID 41 and PC at Customer_2
VLAN_ID 41 send a ping request. When a request reaches to service provider end.
Service provider adds S-VLAN 50 for the traffic of customer_1 and S-VLAN 30 for the
traffic of customer_2. As shown in the below trace results.

Note 3.2.3 : Here | select a one trace result but packets from both the customers. (packet 190 and
192 is customer_2 traffic and packets 196 and 197 are customer_1 traffic)



Trace Result at uPE1:

Packet 190 of Customer 2:

Customer 2 send a ping request from:

IP:192.168.100.1 ------------------ 192.168.100.2
<source address: 00:08:21:96:f2:c0 > -------------- < Dst address: 00:08:21:96:f3:00>
a) Customer sends traffic with a VLAN ID 41. Total size of the frame (including VLAN tag
is 118 bytes. Calculation in the below trace result

Fig 3.3.1: lllustrate size of the Ethernet frame, with and without tag:

B9 4.247123 192.168.100.2 192.168.100.1 ICMP 118 Echo (ping) reply 1d=0x0049, seq=14/3384, ttl=235
191 4.248999 Cisco_ 96 f2:c0 Cisco_ 96 3:00 0x8100 122 802.1Q virtual LAN
192 4,250348 Cisco_96:F3:00 Cisco_96:f2:c0 0x8100 122 802.1Q virtual LAN
193 4.250362 192.168.100.2 192.168.100.1 ICMP 118 Echo (ping) reply 1d=0x0049, seq=15/3840, ttl1=255
194 4.251939 192.168.100.1 192.168.100.2 ICMP 118 Echo (ping) request id=0x0049, seq=16/4096, tt1=255
195 4.251959 Cisco_96:f2:c0 Cisco_96:f3:00 0x8100 122 802.1Q virtual LAN
196 4.252933 192.168.100.1 192.168.100.2 ICMP 118 Echo (ping) reguest 1d=0x003c, seg=0/0, ttl=255

197 4,252953 Cisco_9a:56:60 Cisco_96:f7:a0 0x8100 122 802.1Q virtual LAN

[+ Frame 190: 118 944 bits), 118 bytes captured (944 bits)
| Ethernet II (VLAN tagged), Src: C15CO_ - ;96:f2:c0), Dst: Cisco_96:f3:00 (00:08:21:96:F3:00)
[ Destination: Cisco_96:f3;00 (00:08:21: 96 ‘F3 00)
00:08:21:96:f2:c0)
jority=eest Effort (default)
Identifier: 802¢1Q virtual LAN (0x8100)
000, ... «vuv ..o = Priority: eest effort (default) (0)
Y FI: Canonical (0)
. 0000 0010
Type: IP (0x0800
[ Internet Protocol vegsion 4, s

168.100.2)

- Internet Control Messal
Type: 8 (Echo (ping) r
Code: 0
Checksum: 0x7369 [correct]
Identifier (BE): 73 (0x0049)

Original data frame from Customer: Frale Size after VLAN tagk:41

stadd: 6 bytes, Src add: 6 bytes Dst acN: 6 bytes, Src add: 6lbytes
EthType: 2 bytes EthTypey 2 bytes

s‘IP Header Length: 20 bytes IP Headéy Length: 20 bytes

Identifier (LE): 18688 (0x4900) ICMP length: 8bytes: ICMP lenggh: 8bytes:
sequence number (BE): 15 (0x000f) . .
Sequence number (LE): 3840 Payload: 72 bytes Pavload.' bytes
Response In: 193 VLAN_ID: 4 bytes
= Dpata (72 bytes) 6+6+2+72+20+8= 114 bytes 6+6+2+72+20+8+4= 118 bytes

b) After receiving a frame Service Provider insert an S-VLAN: 30 in between Source
address and etherType fields of the received frame. (Check Packet 191 of below trace
result):



Fig 3.3.2: Hlustrate the S-VLAN:

[ Reatte RTLB102E PCI-E

Fle Edt View Go ;mure Analyze Statistics Telephony Tools Intemals Help
SN BEXSE A¢esaTL2 EE QQaaAl a8 % B

Filter: - IExpnsm-. Clear Apply

No. Time Source Destination Protocol Length Info
188 4.247109 C15€0_96:13:00 €15€0_96:12:cO 0x8100 122 802.1Q virtual LAN
189 4.247123 192.168.100.2 192.168.100.1 Icve 118 echo (ping) reply 1d=0x0049, seq=14/3584, trl=255
190 4.248976 192.168.100.1 192.168.100.2 ICnP 118 Echo (ping) request 1d=0x0049, seq=15/3840, trl=255
191 4.248999 Ci5€0_96:12:¢0 .96 : 122 802.1Q virtua

92 4.250348 Cisc0_96:f3:00 C€isco0_96:f2:c0 Ox8100 122 802.1Q virtual LAN

1N3 4.250362 192.168.100.2 192.168.100.1 b 118 echo (ping) reply 1d=0x0049, seq=15/3840, ttrl=255
1% 4.251939 192.168.100.1 192.168.100.2 ICHP 118 echo (ping) request 1d=0x0049, seq=16/4096, ttl=255
1934.251959 Ci5¢0_96:f2:c0 Ci5¢0_96:13:00 0x8100 122 802.1Q virtual LAN
196\:.252933 192.168.100.1 192.168.100.2 icwe 118 Echo (ping) req id . q=0/0, Tttl=255
197 252953 Cisco0_9a:56:60 Cisco _96:f7:a0 0x8100 122 802.1Q virtual LAN

122 bytes captured (976 bits)
= Ethernet I! Src: Cisco_96:f2:c0 (00:08:21:567 t: Cisco_96:f3:00 (00:08:21:96:F3:00)
¥ Destination: Cisco_96:3:00 (00:08:21:96:f3: 00)
# Source: €is5co_96:f2:c0 (00:08:21:96:f2:¢0)
Type: 802.1ad provider Bridge (Q-in-Q) (0x88as8)
‘= IEEE 802.1ad, ID: 30
ke 00, iaaie vnae anes = PriORiTy: O
se00 nase an asse = DEYI O
«... 0000 0001 1110 = ID: 3
Type: 802.1Q virtual LAN (Ox
= pata (104 bytes)
Data: 0029080045000064190e0000ff015936c0as!
[Length: 104]

Size of the frame increased 4 bytesAter insertion of S-VLAN_30.
Now the total size of the frameis 122 bytes f

Packet 196 of Customer 1:

Customer 1 send a ping request from:

IP:192.168.100.1 192.168.100.2

<source address: 00:08:21:96:f7:a0 > ------mmmmmmm- < Dst address: 00:08:21:9a:56:60 >

a) Customer sends traffic with a VLAN ID 41. Total size of the frame (including VLAN tag
is 118 bytes. Calculation in the below trace result.

Fig 3.3.3: lllustrate size of the Ethernet frame, with and without tag:

lmknzmzevasrmtmmc Wm (wummzxﬁmmmbm-———-n- —
Eile Edt View Go Capture Anab T y Tools Help
S EERTE NPT 2 Q@B E$Bmx B
Filter: - | Expression_. Clear Apply
No. Time Source Destination Protocol l.mqm Info
191 4.248999 Cisco_96:12:c0 C€1SCo_96:17T3:00 Ox8100 2 802.1Q virtual LAN
192 4.250348 <Ci5¢0_96:f3:00 C€¥isco_96:f2:c0 Ox8100 122 802.1Q virtual LAN
193 4.250362 192.168.100.2 192.168.100.1 ICMP 118 Echo (ping) reply 1d=0x0049, seq=15/3840, trl=255
194 4.251939 192.168.100.1 192.168.100.2 ICMP 118 Echo (ping) request {d=0x0049, s5eq=16/4096, ttrlI=255S
195 4.251959 Cisco_96:f2:c0 Cisco_96:f3:00 Ox8100 122 802.1Q vrrtual LAN
192.168.100.1 192.168.100.2 pi
197 4.252953 Cisco_9a:56:60 Cisco_96:T7:a0 Ox8100 122 802.1Q virtual LAN
98 4.253214 <Cisco_96:f3:00 C€isco_96:f2:cO Ox8100 122 802.1Q virtual LAN
199 4.253227 192.168.100.2 192.168.100.1 ICMP 118 Echo (ping) reply 1d=-0x0049, 5eq=16/4096, TTrl=255
200 254280 Cisco_96:F7:a0 C€isco_9a:56:60 Ox8100 122 802.1qQ virtual LAN
# Frame 196: 118%18 bytes captured (944 bits)
= Ethernet II (VLAN tagged),. Cisco_9x 8.21:9a:56:60), Dst: Cisco_96:Ff7:a0 (00:08:21:96:F7:a0)
# Destination: Cisco_96:f7:a0 (00:08:21:96:f7:a0)
s Source: Cigco_9a : (00:08:21:9a:56:60)
VLAN Tag: Vi riority-sest &€ffort (defaulx)
Identifier: Q virtual Lan (Ox8100)
000. ST SR priority: Best Effort (default) (0)
iy - 0 A : Canonical (0)

coae 0000 0010 1001 = vL
Type: 1P (OXO0800
Internet Protocol

41 €«

P-Srigitta 83t i N athe A Efstii§i2P2-2 (192-1 3ize after VLAN tage:41

Type: 8 (echo szt add: 6 bytes, Src add: 6 bytes d: 6 bytes, Src ajJd: 6 bytes
g:"e; °H. RESSETE = EthTX : 2 bytes : 2 bytes
xd:f.!ixié,. ’(‘:E)? sgor(g:gozc) AP Header Length: 20 bytes IP Head¥r Length: 20

Identifier (LE): 15360 (Ox3c00) b ICMIP length: 8bytes:
Sequence number (BE): 0 (0x0000)

Sequence number (LE): 0 (0x0000) Payload :72bvtes
IResponse In: 2011 VLAN_ID: 4 bytes
= pata (72 bytes)

6+6+2+72+20+8= 114 bytes 6+6+2+72+20+8+4= 118 bytes

0000 s 96 £ 00 08 21 9a 56 60 81 O
0010 01 d6 00 00 ff 01 70 6e cO as
0020 64 01 <0 as 64 02 08 00 ¢S5 Sa 00 3c 00 00 OO0 OO




b) After receiving a frame Service Provider insert an S-VLAN: 50 in between Source
address and etherType fields of the received frame.

Fig 3.3.4: IIIustrate the S-VLAN:

Ede Edt View Go Capture A ; Telep

Help

B =EERES ~-‘a4>:»=$ét-®.GlQEl & Mm% &

Filter: - | Expression_.. Clear Apply

No. Time Source Destination Protocol Length Info
191 4.248999 C15€0_96:12:c0 CISCcOo_96:13:00 Ox8100 122 802.1Q virtual LAN
192 4.250348 <Cis5c0_96:F3:00 C€isco_96:f2:<cO Ox8100 122 802.1Q virtual LAN
193 4.250362 192.168.100.2 192.168.100.1 ICMP 118 echo (ping) reply 1d=-0x0049, seq=15/3840, TTl=255
194 4.251939 192.168.100.1 192.168.100.2 ICMP 118 echo (ping) request 1d=0x0049, seq=16/4096, ttli=255
195 4.251959 Cisco_96:F2:c0 Cisco_96:f3:00 Ox8100 122 802.1Q Vvirtwal LAN
196 4.252933 192.168.100.1 192.168.100.2 ICMP 118 Echo (ping) r id > qQ=0/0, TTtl=255

197 4.252953 CiSCOo_9a:56:60
Ci15C0_96:73:00
192.168.100.2
Cisco_96:F7:a0

122 802.1Q virtua
118 echo (ping) reply
Ox8100 122 802.1Q virtual LAN
Frame 197: 122 es on wIire—t Liz=] ., 122 bytes captured (976 bits)
= Ethernet IX, Src: Cisco_9a:56:60 (00:08:21:93°7 Cisco_96:f7:a0 (00:08:21:96:fF7:a0)
+ Destination: Cisco_96:f7:a0 (00:08:21:96:f7: aO)
% Source: Cisco_9a:56:60 (00:08:21:9a:56:60)
Type: 8302.1ad pProvider Bridge (Q-in-Q) (OxS8as8)
5 IEEE 802.1ad, ID: SO
000. ..cc cace oo

192.168.100.1
Cisco_9a:56:60

1d=-0x0049, 5eq=16/4096, TTrl1=255

+

™

. = Priority: O
= DEXI: O
0000 0011 0010 = ID: S
Type: 802.1Q virtual Lan (Ox
= Data (104 bytes)
Data: 002908004 500006401d60000fF01706ec0as
{tength: 104]

Size of the frame increased 4 bytes er insertion of S-VLAN_50.
Now the total size of the frameis 122 bytes

Trace Result at PE1: PING_ Request test:

Packet 112 of Customer 1:

1. Service Provider received a Ping request from Customer_1 1P:192.168.100.1(src add:
00:08:21:9a:56:60) to 1P:192.168.100.2 (dst add: 00:08:21:96:f7:a0).

a) PEL received a 802.1ad frame from uPE1 ( packet #112)

Fig 3.4.1: Hlustrate the Packet at PE1:
B Reaitek RTUSI0ZE PCI-E Fast Ethernet NIC [Wireshark 162 (svuhvmxﬁommu)l--_- e —

e fdt View Go

™ o

Sap(ufey\n/u:"tl'"‘_

T Internat

@ Frame 112: 122 bytes W :
= Ethernet II, Src: Cisco_9a:56:60

0 Destination: Ci1s5¢o _96:f7:a0 (00:08: 21 96:17:a0)

4 Source: Ci5¢0.9a:56:60 (00:08:21:9a:56:60)
Type: 802.1ad Provider Bridge (Q-in-Q) (Ox88a8)
- YEEE 802.1ad, I1D: 50

000 cvev voow avee =« priority: 0
viv s amuaiivene BEa - DEI: O
.. 0000 0011 0010 = ID: 50

6 bits), 122 bytes captured (976 bits)
- 236:60), Ost: Cis5co_96:f7:a0 (00:08:21:96:f7:a0)

SN mEXEE Q«:@vg-@a@a U8 % B
Filter: Exptuson_. Clear Apply
No. Time Source Destination Protocol Length Info
111 2.065007 192.168.100.1 192.168.100.2 Icme 140 echo (ping) request 1d=0x004b, seq=8/2048, ttl=255
12 2.065606 Cisco_9a:56:60 Cis5c0._96:f7:a0 0x8100 122 802.1Q virtual LAN
13 2.065619 192.168.100.1 192.168.100.2 ICMP 140 echo (ping) request id=0x003e, seq=1/256, ttl=255
2.066298 192.168.100.2 192.168.100.1 ICMP 140 echo (ping) reply 1d=0x004b, seq=8/2048, ttl=255
175 2.066312 Cisc0_96:f3:00 €is5¢0_96:f2:c0 0x8100 122 802.1Q virtual LAN
118 2.066929 192.168.100.2 192.168.100.1 ICNP 140 echo (ping) reply 1d-0x003e, seq=1/256, ttl=255
.066943 Cisco 96:f7:a0 Ci5¢0_9a:56:60 0x8100 122 802.1Q virtual LAN

; pata (104 bytes) 2 2
Data: 002908004 500006402 3b0000FFOL Mﬁ“@ﬁf. the frameis 122 bytes

Type: 802.1qQ virtual LAN (Oxm Size of the frame increased 4 bytes a\er insertion of S—VLAN/SO.
[Length: 104]




b) PEL stripped off the S-VLAN 50 and encapsulate it with VC-LABEL : <131064>, S-
Source Address< 00:23:3e:0d:49:79>, S-Destination Address<

00:23:3e:97:69:54> and Transport
LABEL: <131069>. And forward that to IP/MPLS core.

Flg 3 4.2: IIIustrate the VC-Label and Transport Label:

..... T er oY T —— e — —
Ble Eﬂ View Go Copture Amme Statstics Yekvhonz Tools Intemals Help
Sadee SEX28 ATl EEH QaaD @08 % @
Filter: ‘Exptm..(lurﬁaply

No. Time Source Destination Protocol Length Info
111 2.065007 192.168.100.1 192.168.100.2 Icwe 140 echo (ping) request 1d=0x004b, seq=8/2048, ttrl=255
112 2.065606 Cisco_9a:56:60 Cisco_96:f7:a0 0x8100 122 802.1Q virtual LAN
192.168.100.1 0
.2

68. 1! .168.100.1 IcHP o (ping y
. cisco 96 f3:00 €i5¢0_96:f2:¢0 0x8100 122 802.1Q virtual LAN
.066929 192.168.100.2 192.168.100.1 Icmp 140 echo (ping) reply 1d=0 ¢
.066943 Ci5¢0.96:f7:a0 €15¢€0.9a:56:60 0x8100 122 802.1Q virtual LAN 1
5 = P
Frame' 113: 140 bytes on wire (1120 bits), 140 bytes captured (1120 bits) . wxwv:l;;: TTTTTTT I,I IH“LI TTTTT] f u TT !_ul T -y
7:69:5: ot by PR couens

5 Ethernet II, Src: Alcatel-_0d:49:79 (00:23:3e:0d:49:79), DOst: Alcatel-_97:69:54 (00:23:3e:97 s EEREABEERREEERRARER] TTITTTTTT A R
VC Lutwt IS L T

¥ Destination: Alcatel-_97:69:54 (00:23:3e:97:69:
3 Source: Alcatel-_0d:49:79 (00:23:3e:0d:49:79 s
Type: MPLS label switched packet (0Ox8847) L X
= MultiProtocol Label switching Header, Label: 131069, Exp: 0, S: 0, TTLT 5
MPLS Label: 131069 \Xd i
MPLS Experimental sits: O 3 -
MPLS Bottom Of Label stack: 0 EM&' = Wlm‘lwl IR

MPLS TTL: 255
= MultiProtocol Label Switching Header, Label: 131064, Exp: O, S: 1. TTL: 255
MPLS Label: 131064 S Tran ort LABEL
MPLS Experimental sits: O VC-LABEL vC Ether Pq
MPLS Bottom Of Label stack: 1 Label | COA| CSA | & Load | FCS
MPLS TTL: 255 ype
= Ethernet II (VLAN tagged), Src: cisco_Qa:Ss:sﬂ&% TUU7 T OSTT T TSTUS YU S EU (UTS OO IS U T A
# Destination: Cisco_96:f7:a0 (00:08:21:96:f7:a0)
& S 1 ci _9a:56:60 (00:08:21:9a:56:60 =
R i { o] |Or|g|na|gthernet frame of customer

5 VLAN tag: VLAN=41, priority=sest €ffort (default)

Identifier: 802.1Q virtual LAN (0x8100)

000. .... . = priority: Best Effort (default)A0)
PERY R e e e v, = CFI: Canonical (0)

«v.. 0000 0010 1001 = VLAN: 41

Type: IP (0x0800)

2. Service Provider received a Ping request from Customer_2 1P:192.168.100.1(src add:
00:08:21:96:f2:c0) to 1P:192.168.100.2 (dst add: 00:08:21:96:f3:00).
a) PE1 received a 802.1ad frame from uPE1 (packet #118).

Fig 3.4.3 : lllustrate the Packet at PE1:

i_uimxlmuztvu-trmtumtuc [Wereshark 1Lo.2 0VNMM}1MM-LBHW - ek s
file Edt View Go (Capture Analyze Statistics Telephony Tools [ntemals Heip
Segee EERXZE AePaTF 2 QA @#BmR % B

Filter: - | Expression... Clear Apply

No. Time Source Destination onuxol ltngﬂ\ Info
.......... Sty S el et SEE e e N
114 2.066298 192.168.100.2 192.168.100.1 ICHP 140 Echo (ping) reply 1d=0x004b, seq~8/2048, ttl-!SS
115 2.066312 Ci5¢0._96:f3:00 €i5¢0.96:f2:¢c0 0x8100 122 802.1Q virtual LAN
116 2.066929 192.168.100.2 192.168.100.1 ICMP 140 echo (ping) reply 1d=0x003e, seq=1/256, ttl1=255
117 2.066943 (Cisco_96:f7:a0 Cisco_9a:56:60 0x8100 122 802.1Q virtual LAN

C15C0_96:12:¢c0 122 802.1Q Virtual LAN
119 2.067800 192.168.100.1 192. 1.68. 100.2 IcMP 140 Echo (ping

20 2.068504 (C15¢0.9a:56:60 €15¢0._96:17:20 0x8100 122 802.1Q virtual LAN
1X1 2.068518 192.168.100.1 192.168.100.2 ICcMP 140 echo (ping) request id=0x003e, seqe=2/512, ttl=255
92.168.100.2 192.168.100.1 ICMP 140 Echo (oina) reolv 1d=0x004b. seo=9/2304. ttl=255

Frame 118: 122 byt 2 bytes captured (976 bits)

5 Ethernet II, Src: €i5¢0.96:f2:¢0 (00:08:21: t: C15€0_96:f3:00 (00:08:21:96:13:00)
i Destination: Cisco_96:f3:00 (00:08:21:96:f3: 00)
3 Source: Cisco_96:f2:c0 (00:08:21:96:f2:c0)

Type: 802.1ad Provider Bridge (Q-in-Q) (0x88a8)

- IEEE 802.1ad, ID: 30

b, 5eq=9/2304, trl=255

000. covv veee ouee - priority: 0

00 vt hene e = DEI: 0 Size of the frame increased 4 bytehfterinsertion of S-VLAN_30.
o R 29 Now the total size of the frameis 122 b

Type: 802.1Q virtual LAN (0 ow the total size of the frameis ytes

pata (104 bytes)
Data: 0029080045000064196c0000ff0158d8c0a

[Length: 104]




b) PEL stripped off the S-VLAN 30 and encapsulate it with VC-LABEL : <131066>, S-
source Address <00:23:3e:0d:49:79>, S-Destination Address <00:23:3e:97:69:54>
and Transport LABEL: <131069>. And forward that to IP/MPLS core.

Fig 3.4.4: IIIustrate the VC-Label and Transport Label:

— —— —-— T

fle Edt View Go Capture Analyze Statistics Tdephonz Jools Imemm Help

Sudee EEXRe A¢sreT L EE QAN ADB % B
Filter: Expression.., Clear Apply
No. Time Source Destination P-olocol Length Info
110 £.UDOYLY 1YL, LOB.IUUL L AYZ.105,100. 1 14U ECNO (PING) repiy 1a=UXUUIE, Seqewl/ZOD, TTIwLdd
117 2.066943 Cisco_96:f7:a0 Cisco_9a:56:60 0x8100 122 802.1Q virtual LAN
118 2.067782 <Cisco_96:f2:c0 Cisco_96:f3:00 0x8100 122 802.1Q virtual LAN
192.168,100.2 0 (ping.
120 2.068504 C15¢0_9a:56:60 €15€0._96:17:a0 0x8100 122 802.1Q Virtual LAN
1 2.068518 192.168.100.1 192.168.100.2 ICNP 140 Echo (ping) request id=0y [)
1R 2.069123 192.168.100.2 192.168.100.1 ICMP 140 echo (ping) reply d=0y 1
¥ Frame 119: 140 bytes on wire (1120 bits), 140 bytes captured (1120 bits) gty ot TTTTTTTTITTI I ToInaTd 1 llllll
5 ethernet II, Src: Alcatel-_0d:49:79 (00:23:3e:0d:49:79), Dst: Alcatel-_97:69:54 (00:23:3e:974 ™™ - Jsagant Label S| o -
# Destination: Alcatel-_97:69:54 (00:23:3e:97:69:54 ‘,.,—-“”:‘;', UL |'|‘L‘|'| UL 5 L,' I ' l I >

% Source: Alcatel-_0d:49:79 (00:23:3e:0d:49:79)
Type: MPLS label switched packet (0x8847)
5 MultiProtocol Label switching Header, Label: 131069, Exp: 0, S: 0, v
MPLS Label: 131069
MPLS Experimental Bits: O \[A]*l @ Iml“‘[ e | Lo l
oacid b Type Latel Tpe | Loas | ™

MPLS Bottom Of Label Stack: 0
MPLS TTL: 255

multiprotocol Label switching Header, Label: 131066, Exp: 0, S: 1, TTL: 255
MPLS Label: 131066 < Tranport LABEL
MPLS Experimental Bits: O VC-LABEL Ve Ether P'/
MPLS Bottom Of Label Stack: 1 CDA| CSA FCS
MPLS TTL: 255 Labe! Type | Load

Ethernet II (VLAN tagged), Src: cisco_96:f2:co-(mw —

# Destination: C€i5¢0_96:f3:00 (00:08:21:96:13:00)

¥ Source: €i5¢0_96:f2:c0 (00:08:21:96:f2:¢0)

- VLAN tag: VLANed1, PrioritysBest Effort (default) Original ethernet frame of customer

Identifier: 802.1Q virtual LAN (0x8100)
00005 eus:, e .... = Priority: Best effort (default) )
R P e S s = CFI: Canonical (0)
«++. 0000 0010 1001 = VLAN: 41
Type: IP (0x0800)

Exactly same process is performed in reply to the request packet. Service Provider at uPE2
inserts an S-VLAN-41 or S-VLAN_42 in between source address and Ethertype of customer
packet. At PE2 Service Provider remove the S-VLAN and encapsulate the packet with S-Source
address, S-Destination address, VC-Label and Transport Label. Through this process Service
Provider can successfully resolve the VLAN scalability problem using 802.1ad (Q-in-Q).




Drawback and Conclusion:

IEEE 802.1ad got popularity and immediately got customers attention. Small and big customers
like to connect their LANSs through this method. But since using this protocol, service provider
forward customer traffic based on customer MAC-addresses. PE devices have to maintain
Forwarding Database Table and that is the problem with this protocol. As the network grows,
this FDB easily climbs to 100,000s of MAC-addresses (Fig: 3.5.1 & Fig 3.5.2). During the link
failure or link fluctuation, this extremely large forwarding database tables (FDB) result slow
convergence that results reliability concerns. Other concerns like: Management issues and
limited number of service instances (4094) also become problem for Service Providers.

Fig 3.5.1Forwarding Database Table of PE1:
A:PE1# show service fdb-mac
Service Forwarding Database
ServId MAC Source-Identifier Type Last Change

Age
30 00:07:eb:94:72:00 sap:1/2/4:30.% LSO 12/01L/2011 04:27:06
30 00:07:eb:94:72:02 sap:1/2/4:30.% LSO 12,/01,/2011 04:27:05
30 00:07:eb:94:72:40 sdp:12:30 LSO 12/01L/2011 04:21:36
30 00:07:eb:94:72:42 sdp:12:30 L/20 12/01/2011 04:21:34
20 00:08:21:96:F2:c0 sap:1/2/4:30.% L2700 1270172011 10:37:25
30 00:08:21:96:F2:00 sdp:12:30 L/434 12/01L/2011 04:26:59
30 00:08:21:bf:4a:a0 sap:1/2/4:30.% L/91 12,/01/2011 10:50:52
20 00:08:21:bf:81:40 sdp:12:30 L/434 1270172011 04:22:02
30 00:18:18:6e:47:81 sdp:12:30 LSO 12/01/2011 02:05:03
50 00:07:eb:94:73:c0 sap:1/2/4:50.% LSO 12/01L/2011 02:05:07
50 00:07:eb:94:73:c2 sap:1/2/4:50.% LSO 12/01L/2011 02:05:07
50 00:07 :eb:b0:66:80 sdp:12:50 LSO 12/01/2011 02:05:05
50 00:07:eb:b0:66:82 sdp:12:50 LSO 12/01L/2011 02:05:01
50 00:08:21:96:f7:a0 sdp:12:50 L/120 12/01/2011 04:24:31
50 00:08:21:bf:4b:20 sap:1/2/4:50.% L/243 12,/01L,/2011 10:48:20
50 00:08:21:bf:83:40 sdp:12:50 L/30 12/01L/2011 04:27:57
50 00:18:18:62:47:81 sdp:12:50 LSO 12/01L/2011 02:05:03
Mo. of Entries: 17
Legend: L=Learned; P=MAC is protected
A:IPEL#

Fig 3.5.2 Forwarding Database Table of PE2:

la: PE2# show serwvice fdb-mac
Service Forwarding Database
Serwvid MAC source-Identifier Type Last cCchange

Age
20 00:07:eb:94:72:00 sdp:12:20 LSO 12/02,/2011 02:02:38
20 00:07:eb:94:72:02 sdp:12:20 LSO 12/702,/72011 02:02:37
30 00:07 :eb:94:72:40 sap:1/2/4:30.% LSO 12,/7,02,/2011 0O3:22:00
30 00:07 :eb:94:72:42 sap:1,/2/4:30. % LS5 12/02,/2011 03:21:58
30 00:08:21:96:F2:cD sdp:12:320 L300 12/02,/2011 02:08:49
30 00:08:21:bf:4a:a0 sdp:12:20 L/ 120 12/02,/2011 02:27:49
20 00:18:18:6e:47:81 sap:1/2/4:30.% LSO 12/02,/2011 02:21:57
50 00:07:eb:94:72:c0 sdp:12:50 LSO 12,/702,/2011 01 :05:321
50 00:07 :eb:94:73:c2 sdp:12:50 LSO 12,/702,/2011 01 :05:31
50 00:07 :eb:b0:66:80 sap:1,/2/4:50._ % LSO 12/02,/2011 03:22:05
50 00:07 :eb:b0:66:82 sap:1/2/4:50.* LSO 12/702,/2011 03:21:57
50 00:08:21:96:Ff7:a0 sap:1/2/4:50.% L/1&5 12,/02,/2011 09:45:20
50 00:08:21:9a:56:60 sdp:12:50 L4790 12/02,/2011 01L:06:05
50 00:08:21:bf:4b:20 sdp:12:50 L2770 12/702,/2011 0L:06:242
50 00:08:21:bf:83:40 sap:1/2/4:50. % LS7T 12/702,/,2011 09:52:08
50 00:18:18:6e:47:81 sap:1,/2/4:50. % LSO 12/02,/2011 03:21:59
Mo. of Entries: 16
Legend: L=Learned; P=MAC is protected
la:PE2#




Chapter 4: Provider Backbone Bridging + VPLS

Overview:

IEEE 802.1ah Task Group Define PBB as a protocol:

“To allow scaling for provider networks to at least 224 service Virtual LANS, this standard
further specifies the operation of Provider Backbone Bridges (PBBs) by means of an
architecture and bridge protocols compatible and interoperable with Provider Bridged Network
protocols and equipment, allowing interconnection of multiple Provider Bridged Networks.”

In June, 2008 IEEE introduces a new protocol named as 802.1ah (MAC-in-MAC or PBB). IEEE
802.1ah solved the FDB scaling issue of 802.1ad (Q-in-Q) by adding a Backbone header which
consists of B-source and B-Destination MAC addresses to customer Ethernet frame. In PBB
network PE routers are responsible to forward customer traffic based on B-MAC addresses,

which are certainly quite less than those of C-MAC addresses.

Table 4.1 # Ethernet Frame Formate:

Protocol

EtherType

Frame Formate

Detail

802.1Q

0x8100

D-MAC+ S-MAC+ Etype +
C-ID+Etype + Payload

In this protocol traffic travel based on
VLAN-ID. Service Provider’s faces
scalability issues because only 4094
VLANS can be used. Forwarding
decision is based on Customer MAC
addresses.

802.1ad
Q-in-Q

0x8a88 ( Depend
on vendor choice )

D-MAC+ S-MAC+ Etype +
S-1D + Etype+ C-ID + Etype
+ Payload

Using this protocol Service Provider
inserts an S-1D, that encapsulated the C-
ID, that solve the scalability problem of
802.1Q and theoretically 802.1ad can
provide 16million total VLANS.
Forwarding decision is based on
Customer MAC addresses. This become
problem because on one side there is no
complete transparency between customer
and provider and on other side Service
Provider has to maintain complete
Forwarding Database Table and the size
could be 100,000s of entries.

802.1ah
PBB

0x88e7

D-BMAC + S-BMAC + Etype
+ B-ID + Etype + |-Tag +
D-MAC+ S-MAC+ Etype +
S-ID + Etype+ C-ID + Etype
+ Payload

Using this protocol Service Provider can
guarantee complete transparency and
separation of customer and Provider
forwarding decisions. Also number of
FDB entries dramatically reduces
because it encapsulate complete Ethernet
frame of customer with backbone header.

As describe in the above table: PE routers encapsulates the customer frames with B-Source
address, B-Destination address, B-VID (optional), and Instance Tag( I-Tag ) before it forward




the traffic into core network, so forwarding are based on Provider MAC-addresses. This help to
reduce the total entries (MAC-addresses) of FDB table on PE routers.

PBB Header detail:
PBB has 18 or 22 bytes of overhead and detail are below. Fig:

1. B-Destination Address and B-Source Address: B-DA and B-SA are the
addresses of PE routers that perform learning and forwarding based on these
address not based on customer MAC-address. Each of them is 6 bytes in size.

2. B-VID: A 2 bytes backbone VLAN-ID defines by Service Provider to define the
broadcast domain.

3. I-Tag: A 4 byte tag and contain multiple fields:

a. 1-SID: define 2724 backbone service instances and perform function similar to
VC-LABEL (multiplex and de-multiplex traffic) in VPLS.

b. 1-PCP (Backbone Service Instance Priority Code point): 4 bit field define the
priority.

c. I-DEI: 1 bit field that define Backbone Service Instance Drop Eligibility Indicator

d. NCA (' No customer address): 1 Bit field used in PBB OAM. If valid then setto 0
and if not valid then set to 1.

Fig 4.2.1: lllustrates the PBB header:
Ref Fig: 17.2 of Designing and Implementing IP/MPLS based Ethernet Layer 2 VPN

PBB Encapsulation

Backbone Service Instance Priority Code Point

Backbone Service Instamce Drop Eligibility Indicator

Mo Customer Address (0 = valid / 1 = not valid),
used for PBE inserted service OAM

0, reserved for future use

0 1 2 3|4|5]|6 |7
I T L L L B
I-PCP |§|§| §| Res2
I-51D - _
I-SID Backbone Service Indicator
_ 2 0x0 ~ 0xff — reserved for future use;
L I-S1D (cont'd) Ot — reserved for implementation
. - use, may be used as a wildcard mafch
I-SID {cont'd) for the I-51D in management operations.
4B FCS
A68-
5008 Payload Customer Data Payload
2B Ether-type (e.g. 0x0800 = IP)}
2B C-VID
:I— B802_1ad Customer Tag {inner)
2B Ether-type (0x8100 = 802_1q)
2B S-ViD
802 1ad Service Tag (outer)
28 Ether-type (08100 = 802.1q)
BB C-5A Customer destination and
BB c-DA source MAC addresses
_f 48 I-TAG (contains I-SID) } I
28 Ether-type (0xBBe¥ = B02_1ah) 4
228 PBB 2 5-vio PBE Backb T
Overhead 28 Ether-type (0x8100 = 802.1q) Th LA
6B B-5A Backbone destination and
6B B-DA source MAC addresses




PBB + VPLS Architecture:
This protocol consists of two components:

1. Backbone Component (B-Component): that operates in the backbone domain (B-domain
or PE routers). The B-Component learns and forward PBB encapsulated frames through
PBB network. B-domain contains PE routers. These routers are not responsible to
encapsulate customer traffic. They only responsible to forward information that is
specific to core network (backbone) using VPLS encapsulation method. These routers
configure with B-VPLS ( Backbone-VPLYS) service instances and that B-VPLS is
connected with other PE routers of B-domain through pseudowires and with the uPE
devices through Spoke pseudowires.

2. Customer Component (I-Component): that operates in the Customer edge devices of
Provider (UPE device). These components connected with customer sites and with the PE
devices (nPE).

I-component also responsible to add PBB header to the traffic coming from customer. In
these devices we configure I1-VPLS service instances that are connected with B-VPLS
instance of PE routers.

I-VPLS Detail:

In PBB network topology I-VPLS is responsible to connect with the B-VVPLS service instance in
the B-domain and with the customer sites through SAP. . Here the learning and forwarding are
based on C-MAC addresses. We can configure 1-VPLS and B-VPLS in the same router or on
different routers e.g UPE and nPE routers (Testing based on uPE and nPE routers). MTU size of
I-VPLS is 1518 bytes. I-VPLS consists of three types of bridge ports and also have its own FDB
table. The three bridge ports can be:

a) Alink that is internally established connectivity with the B-VPLS. Here I-VPLS is
responsible to encapsulate customer traffic with PBB header and send to B-VPLS and
also de-encapsulate the receiving traffic from B-VPLS direction.

b) The SAP connected with customer site.

c) A spoke pesudowire that can connect with other VPLS site. Also if I-VPLS configured
on uPE device then Spoke pseudowire connect with B-VPLS of the PE router.

B-VPLS Detail:

In PBB network topology B-VPLS service instance is responsible to connect with other PE
routers in the B-domain and with 1-VPLS service instance. Here the learning and forwarding are
based on B-MAC addresses. Similar to 1-VPLS service instance B-VPLS may have three types
of bridge ports and Forwarding Database Table.



a) A link that is internally established connectivity with the I-VPLS. That link is responsible
to send and receive traffic from and to the I-VPLS service instance. One B-VPLS can be
connected with multiple I-VPLS service instance. PBB header contains I-SID tag, and B-
VPLS uses this I-SID tag to differentiate traffic of different customers.

b) The SAP connected with customer site.

c) A spoke or mesh pesudowire that connect with other nPE router and carry PBB
encapsulated traffic.

Since the PBB-encapsulated traffic include PBB header that is 18 bytes or 22 bytes (if B-VID
present in the PBB header) more than the actual, so MTU size of B-VPLS should be 18bytes or
22 bytes greater than I-VPLS service.

Example: if MTU size of I-VPLS is 1518 bytes than the minimum MTU size of B-VPLS should
be 1536, so that it can accommodate the I-VVPLS traffic.

Frame Forwarding mechanism of B-VPLS and I-VPLS

To understand the frame forwarding mechanism we should understand the ingress and egress
points of the devices means from where the frame is coming (ingress port) and to where is it is
going ( egress port). Forwarding are based on MAC addresses of the frame in B-VPLS and I-
VPLS. But different MAC addresses in both the components, detail in the next sectionl.1.

1. B-VPLS always received PBB encapsulated frame from I-VVPLS or through one of its
SAP port. Here MAC addresses of the frames are always B-SA and B-DA address. It
forward the frames to the core using these B-MAC addresses and using VPLS
encapsulation method.

2. 1-VPLS received frames either from SAP, VPLS encapsulated frames through
pseudowire or through PBB encapsulated from B-domain.

3. I-VPLS build a FDB table in which it maintains C-MAC addresses and B-MAC
addresses. Using this FDB it implements encapsulation, de-encapsulation and forwarding.

Detail steps of I1-VPLS forwarding:

2. Asdiscuss above, I-VPLS receive ingress traffic from I-VPLS SAP or through
pseudowire and learn Customer Source address from ingress direction.
3. Process of Forwarding:

a. Ifthe C-DA ( Customer Destination Address) is already in the FDB and it is for
some local I-VPLS, than I-VPLS forward the frame to that I-VVPLS through
pseudowire or SAP.

b. Ifthe C-DA isin FDB and the destination is for far-end device and the B-DA is
also known, then I-VPLS perform PBB encapsulation and forward frame to B-
VPLS.This is logical that if I-VPLS have far-end MAC address of customer
device this means that it also know B-MAC addresses.

c. Ifthe C-DA is not known, then I-VPLS perform PBB encapsulation and
forward/flood frame to all I-VPLS instances and B-VPLS instances.



Detail steps of B-VPLS forwarding:

1. B-VPLS can receive traffic from I-VPLS or from far-end B-VPLS through SDPs.
2. Process of Forwarding:
a. Ifthe B-DA is known, it performs VPLS encapsulation and forwards it to remote
PE router. After receiving the PBB+VPLS traffic, first remote PE router de-
encapsulates the VPLS encapsulation using VC-LABLE and then forwards it to |-
VPLS using I-SID in the PBB header.
b. If the B-DA is not known, the B-VPLS flood it to backbone network using SDP
that connect nPE routers. But with the consideration of Split Horizon rule.

PBB Configuration Examples:
To build PBB topology we need following configuration steps:

Step # 1: First we need to build connectivity between two nPE routers:

a. Configure SDP between nPE routers. E.g SDP 12 connect between PE1 and PE2. e.g:
PE1 configure PE2 system IP and PE2 configure PE1 system IP. SDP ID and Path MTU
should be same on both the PE’s .

Fig 4.7.1: lllustrate the SDP configuration b/w PE devices:

*L:PEl>configrserviced adp 12 *L:PE2»configrserviced adp 12
*L:PFEl1rconfigrserviceradp# info *A:PE2»configrservice>sdpd info
adp 12 mpls create sdp 12 mpls create
descripticn "SDP Connect to Far END PE router” description "SDP Connect to Far END PE router"
far-end 10.2.2.% [ far-end 10.4.4.4
ldp \ /'
path-mtu 9000 th-mtu 9000
keep-alive keep-alive
shutdown shutdown
exit exic
noc shutdown no shutdown
exic exit

b. Configure SDP between nPE and uPE routers: e.g SDP 11 connect between uPE1 and
PE1, same will done with uPE2 and PE2.

Fig 4.7.2: lllustrate the SDP configuration between uPE and PE devices:

*L:U-PEl>»configrserviced sdp 11 *A:PE1>config>service# sdp 11
#*L:U-FEl>configrservice>sdps info *A:PE1>config>service>sdp# info
______________________________________________ sdp 11 mpls create

description "connect to nPE router” description "SDP Connect to uPE router"

far-end 10.4.4, far-end 10.10.10.1

1ldp 1ldp

path-mtu 9000 path- 9000

keep-alive ™ ep-alive
shutdown shutdown

BXit exit

no shutdown no shutdown
exit




c. Configure B-Component (b-VPLS) and I-Component (i-VPLS) on uPE device:
e.g I-VPLS: 50 facing customer side and also with B-VVPLS and B-VPLS connect with
UPE device. This allows I-Component to forward traffic to B-component and encapsulate
traffic accordingly. . In I-VPLS we manually configure a B-MAC-address using
command source-bmac aa:aa:aa:aa:aa:aa. And this should be unique in the network.
When it receive traffic from other B-component ( nPE ) it learn the B-MAC address and
update its Forwarding Database Table.

Fig 4.7.3 Illustrates configuration of i-vpls and its connectivity with B-vpls on uPE

device:
*A:U-PE1>config>service>vpls#info
vpls SO cust 50 i-vpls create
escription “Instance| for Custome_ID_S0"
send™Shugh-on-failure|
A:U-PE1> 124 info »bb
-vpls create backbone-vpls 100
NGPLS and B-VRLS® exit Connect I-VPLS with B-VPLS
6 ) exit
»-zasluze B-VPLS Connect tonPEe.g PE1 stp
shutdown
1a:20:283:84:9d exit
exic sap 1/2/3:50.4Q create
stp MAC-address of uPE1 ihgress.
shutdown i Lar A "
exit exic| COWNEEt With Customer 50
spo’ 11:100 create =
g \ exit Outer VLAN: 50
% k Veen L 1 ar 1 1/72/B:80.41
A. wn  SDP between uPE1, and PE1 sap 1/2/8:80 4 FEAR: 40
exi ingrpss
---------------------------------------------- qos 2

exic
exic
sap 1/2/3:50.42 create
ingress
qos 3
exic
exit
no shutdown
exit

d. Configure B-Component on nPE device . MTU size should be 1536 bytes. In B-VPLS we
manually configure a B-MAC-address using command sourc-bmac aa:aa:aa:aa:aa:aa.
And this should be unique in the network. When it receive traffic from other B-
component ( nPE ) it learn the B-MAC address and update its Forwarding Database
Table.

Fig 4.7.4 lllustrate the configuration of b-VPLS on PE device:

*A:PEl>config>servicedvplag info
wpls 100 customer 1 b-wvpls create
description "Link b/w I-VPLS and B-VEFLS"
service-mtu 1536
pbb
source-bmac 00:23:3e:0d4:49:79

::; \ MAC-address of nPE device,
shutdewn e.g PE1
£X1T

spoke=3dp 11:100 create

exic . .
mesh-sdp u:mn::::?SDP connect with uPE device
exic

‘-.--""l}.
no shutdown SDP connect with nPE device

exic

Note 1: Each I-VPLS has its own I-SID and that value is used in multiplexing and de-
multiplexing. By default I-SID is the same as the ID of I-VPLS service instance. In the below fig
4.7.5.



Fig 4.7.5: Hlustrate the Status of I-VPLS and I-SID value:

*A:-PE1# show service id 50 base

....................................................................

Service Id : 50
Service Type T I-VPLE T
Name : (Not Specified)
Description : Instance for Custome_ID_50
ICustomer Id : 50

Last Status Change: 12/03/2011 05:03:37

Last Mgmt Change : 12/03/2011 06:27:26

admin State : Up Oper State

Up

--out

Oper ISID : 50

Di Sabled Statusfob B/ P Svels: Disabled
Disabled

-vpls Id
=Vpls Status

5n e
Flsh On bvpls Fail:
Force QTag Fud

--output omitted--

*A:U-PEL1®

Note 2: I-VPLS service ID range is <1 —2,147,483,647> and I-SID range is <0-16,777,215>, so
when 1-VVPLS ID is greater than 1-SID than we have to configure 1-SID manually.

Note 3: One thing that should be consider in configuration of B-VPLS is that, its MTU should be
set to 1536 bytes or should be at least 18 bytes or 22 bytes if B-VID is used. In fig:4.7.6

Fig:4.7.6 lllustrates B-VPLS MTU size:

*A:PEl»config>service>vpla info
ustomer 1 b-vpla create

"Link bfw I-VPLS and B-VPLS"
CService-mtu 1536 .

source-bmac 00:23:3e:0d4:49:79

exit

Encapsulation Process of PBB:

Whenever I-component ( I-VPLS) receive a traffic to reach far-end I-component, it check its
Forwarding Database table and try to find the correct B-MAC address. If there is no B-MAC
address it forward using multicast address.

In PBB, encapsulation is performed in two steps. First I-VPLS encapsulates received traffic with
PBB header and on next step B-VPLS perform VPLS encapsulation on PBB frame and then
forward it to core network.

a. I-VPLS insert B-MAC address ( e.g Source and Destionation address of the backbone) by
consulting FDB table.

b. Itthen inserts an I-TAG. It contain I-SID which is by default is same as I-VPLS service
instance. This I-SID is used to de-multiplex the receiving traffic from B-VPLS.

c. Optional : insert the B-VID.

d. When the far-end B-VPLS received a PBB encapsulated traffic through pseudowire it
stripped off VPLS encapsulation using VC-LABEL and compare the B-DA and B-SA
address. If the B-DA is same as its own address it finalize that traffic is for some 1-VPLS
customer, otherwise it drop that packet. It then check 1-SID of the received PBB
encapsulated traffic and compare it with I-VPLS ID and if matches, forward traffic to that
SAP according to FDB table.



Packet walk through of 802.1ah.

Testing Topology: In this topology we have two customers ( customer_1 and Customer_2) both
have two LANS (41 and 42). Customer_1 and Customer_2 both have two offices located on
different location. Customers connect to Service Provider through trunk ports (C-3500 switch
and allows all VLANS). Service Provider connects to Customers through Q-Tunnel ports on
C3750 switch. Allocate VLAN 50 to Customer 1 and VLAN 30 to Customer 2. C-3750 is
connect to uPE device ( ALU 7710 ) through Q-in-Q service port.

UPE and PEs make connectivity through spoke pseudowires and PEs make connectivity through
mesh-pseudowires. One PE connect with other PE through P device. In IP core routing is done

through OSPF. MPLS is enabled on PE, P and uPE devices and LDP is used as a signaling
method.

Fig 4.9.1: 802.1ah Topology diagram:
Customer_END

P ADD:
192.168.100.1/24 Sy
00:08:21:06:17:a0 & I

IP ADD:
192.168.200.1/24 ~ v
00:08:21:hf:83:84 N A

IP ADD: .
192.168.100.1/24
00:08:21:96:(2:c0

Dhstey_trunk

A
IP ADD:

192.168.200.1/24
00:08:21 :bfz4a:al

1™ ADD:
192.168.100.2/24
00:08:21:9a:56:60 -

1P ADD:
192,168.200.2/24
D0:08:21:hT:db: 206

00:08:21:96:F3:00

1P ADD: i
192.168.200.2/24 ¢
0:08:21:bERTA0 Sy




Table 4.9.2 : Ports and their Types:

Positions EtherType | Ports Port Type Tag Description
Type

Devices are 0x800 0/1, 0/3 Access port Tagged IP= 0x8100

connect to these

ports

Customer to 0x8100 0/2 Trunk Port: Tagged 802.1q

Service provider 802.1Q

Service 0x8100 3700: Q-Tunnel port: | Tunnel Port: | Tagged 802.1q

Provider connect 1/0/2, 10/3. 802.1Q

to customer

S3750 connect to 0x8100 Trunk Port: 1/0/1 Trunk Port: Tagged 802.1q

uPE. 802.1Q

UPE connect to 0x88a8 Q-in-Q port 1/2/3 Q-in-Q Tagged 802.1ad

S37500

Service Provider 0x88e7 PE: 1/2/1, 1/2/4 802.1ah PBB 802.1ah

connectivity uPE: 1/2/1, 1/2/3 tagged

Table 4.9.2 : IP addressing scheme of customers MAC address, C-VLAN, S-VLAN:

Customer Device IP Device Mac- C-VLAN S-VLAN
address
1 192.168.100.1 00:08:21:9a:f7:a0 41 50
1 192.168.100.2 00:02:21:96: 56:60 41 50
1 192.168.200.1 00:08:21:bf:4b:20 42 50
1 192.168.200.2 00:08:21:bf:83:40 42 50
2 192.168.100.1 00:08:21:96:f2:c0 41 30
2 192.168.100.2 00:02:21:96:f3:00 41 30
2 192.168.200.1 00:08:21:bf:4a:a0 42 30
2 192.168.200.2 00:08:21:bf:81:40 42 30

a) Send ping request from Customer_1 VLAN 41
b) Send ping request from Customer_2 VLAN 41

Step #1: Trace Result on uPE1 ingress port 1/2/3:
Customer_2 send a ping request from:

IP: 192.168.100.1 -=-----mmmmmmme e 192.168.100.2
<source address: 00:08:21:96:f2:¢0 > ------mmmmmmem < Dst address: 00:08:21:96:f3:00>




Fig 4.9.3: ping request from Customer 2 192.168.100.1 that belong to VLAN ID :41

T TpresoT

No. hme Source Destination Protocol Length ln!o
16 4 091530 192.16& 100 1 192.168.100.2 IcHe 113 Echo (ping) request 1d=0x005c, seq=0/0, ttl=255
17 4.094312 192.168.100.1 192.168.100.2 Icme 118 echo (ping) request 1d=0x005c, seq=1/256, ttl=255
18 4.097848 192.168.100.1 192.168.100.2 IcHe 118 echo (ping) request 1d=0x005c, seqw=2/512, trl=255
19 4.100649 192.168.100.1 192.168.100.2 ICmp 118 echo (ping) request 1d=0x005c, seq=3/768, ttl=255
20 4.106998 192.168.100.1 192.168.100.2 TCMP 118 echo (ping) request id=0X00Sc, 5€q=0/0, ttlw255
21 4.109956 192.168.100.1 192.168.100.2 ICMP 118 echo (ping) request id=0x005c, seq=1/256, ttl=255
22 4.112807 192.168.100.1 192.168.100.2 e 118 echo (ping) request 1id=0x005c, seqe2/512, ttl=255
23 4.115722 192.168.100.1 192.168.100.2 Icme 118 echo (ping) request 1d=0x005c, seq=3/768, ttl=255
4 4.116262 192.168.100.1 192.168.100.2 Icme 118 echo (ping) request 1d=0x005c, seq=4/1024, ttl=255

VLAN ug: vun-u vrio
Identifier: 802.1Q virtua
000, ..oo veee vea. = Priority?
Y = CFI: Canonjca
«<s. 0000 0010 1001 = VLAN: 41
Type: IP (0x0800)
# Internet Protocol version
Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0

.1), 0sYT 192,168 1p0,2 192.1 5
i drlzgilnalcfotaff'ame Yom Castomer: Size after VLAY tage:41

Dst add: 6 bytes, Src add: 6 bytes Dst add 6 bytes, Src add: 6 hytes

Checksum: Oxc7aa [correct] EthType: 2 bytes EthType\2 bytes
dy ifi (8E): 92 (0x005¢) . .
b (::): 23553 (03005 AP Header Length: 20 bytes IP Heade .ength.ZO es

sequence nusber (8€): 3 (0x0003) ICMP length: 8bytes: & (Cr) -
isnce &wgg (LE): 768 (0x0300) Payload : 72 bytes Payload : 7qpytes
VLAN_ID: 4 bytes
6+6+2+72+20+8= 114 bytes 6+6+2+72+20+8+4= 118 bytes

At the same time Customer 1 send a ping request from:
IP: 192.168.100.1 ------==-mmmmmmmm- 192.168.100.2
<source address: 00:08:21:96:f7:a0 > -------------- < Dst address: 00:08:21:9a:56:60 >

qu 4.9.4: ping request from Customer 1 192 168 100.1 that belong to VLAN 1D :41

No. Txme Seurce Destination Pw!ocvl Leng?h Info
. 010 e:47:81 f. Root = 32768/40/00:18:18:6e:47:80 Cost = 0 Port x8001

164 091530 192.168 100.1 192.168.100.2 ICMP 118 Echo (ping) request id=0x005c, seq=0/0, ttl=255

17 4.094312 192.168.100.1 192.168.100.2 ICMP 118 echo (ping) request 1id=0x005c, seq=1/256, ttl1=255
18 4.097848 192.168.100.1 192.168.100.2 IcMp 118 echo (ping) request 1d=0x005c, seq=2/512, ttl=255
19 4.100649 192.168.100.1 192.168.100.2 ICMP 118 echo (ping) request id=0x005c, seq=3/768, ttl=255

.1 53

21 4.109956 192.168.100.1 192.168.100.2 ICMP 118 echo (ping) request 1d=0x005c, seq=1/256, ttl=255
22 4.112807 192.168.100.1 192.168.100.2 ICMP 118 echo (ping) request id=0x005c, seq=2/512, ttl=255
23 4.115722 192.168.100.1 192.168.100.2 IcMP 118 echo (ping) request 1id=0x005c, seq=3/768, ttl=255
24 4.116262 192.168.100.1 192.168.100.2 IcMp 118 Echo (ping) request !q-OxOOSc. seq=4/1024, u]-zss

© Fréme 20: 118 bytes 4 bits), 118 bytes captured (944 bits)
= Ethernet II (VLAN tagged), Src: Cisco_ = Dst: Cisco_9a:56:60
# pestination: Cisco_9a:56:60 (00,08:21: 9a 56 60)
¥ source: cisco_96:f7 20 (00:08#21:96:f7:a0)
i est effort (default)
0)

(00:08:21:9a:56:60)

000;: isivs: s

0000 0010 1001 = VLAN:

Type: IP (0x0800)
¥ Internet Protocol version 4, Src:
= Internet Control Message Protocol

Type: 8 (eEcho (ping) request)

Code: 0

Checksum: 0x0fa0 [correct]

Identifier (BE): 92 (0x005c)

~:0ri§ﬁ$al URFEHOTR A TUIRINIEP: 2)
L Dst add: 6 bytes, Src add: 6 bytes
EthType: 2 bytes

AP Header Length: 20 bytes

Identifier (LE): 23552 (0x5c00) ICMP length: 8bytes:
Sequence nt "‘;"’ E“;' g Eg ;2’0‘8; Payload : 72 bytes Payload : 7bytes
SEqUEHCE number LE): X L
¥ pata (72 bytes) VLAN_ID: 4 bytes
6+6+2+72+20+8= 114 bytes 6+6+2+72+20+8+4=118 bytes
0000 £ 00 OR 21 9 a0 81 00 00 29

Step #2: Trace Result on UPE1 egress port 1/2/1:

When uPE received the traffic from ingress port 1/2/3, it encapsulate the PBB header,
that include B-SA, B-DA,I-TAG ( I-SID). Also add VC-LABLE and Transport label to
make communication between UPE and nPE device. It then sends the traffic through
egress 1/2/1 port to nPE router. Fig: 4.9.5

Note:Wireshark only able to grasp these fields and not showing all the fields.



Fig 4.9.5: ping request from Customer 1: 192.168.100.1 that belong to VLAN 1D:41.

30 4.882025 192.168.100.1 192.168.100.2 ICMP 118 Echo (ping) request id=0x0060f seq=0/0,) tt1=255 Same Q_Eﬂg# means
31 4.882046 192.168.100.1 192.168.100.2 ICMP 154 Echo (ping) request
~32 4.884915 192.168.100.1 192.168.100.2 ICMP 118 Echo (ping) request 1id=0x0060, Seq=1£2S6, TT]1=03% shfls 2
) Framé 31: 154 bytes on wire (1232 bits), 154 bytes captured (1232 bits) of ID41and on the
[ Ethernet IT, Src: Alcatel-_0d:4b:11 (00:23:3e:0d:4b:11), Dst: Alcatel-_0d:49:7c (00:23:3e:0d:49:7c) next stepit
® pestination: Alcatel-_0d:49:7c (00:2 e:0d:49:7¢c)

% Source: Alcatel-_0d:4b:11 (00:23:3e:0d:4b:11) encapsulate with
Type: MPLS Tabel switched packet (0x8847)

3 MultiProtocol Label switching Heal s EXp: 7, S: 0, TTL: 255 BB header
MPLS Label: 131071

MPLS Experimental Bits: 7
MPLS Bottom of Label stack: 0
MPLS TTL: 255

L MultiProtoco] Label sw, 131065, Exp: 7, S: 1, TTL: 255 uPE also add VC- BELandtransportLabel.
MPLS Label: 131065

: ) beforeit send to PE router
MPLS Experimental Bits: 7

MPLS Bottom Of Label stack: 1
MPLS TTL: 255

) Ethernet II, Src: Alcatel-_a3:84:9d (00:1a:f0:a3:84:9d), Dst: Alcatel-_a3:98:9d (00:1a:f0:a3:98:9d)
i 1 0:a3:98:

eader, Label:

Type: 802.1ah provider

IEEE B02.1ah, I-SID: 50, H Qo3 :08:21:96:f7:a0), C-Dst: Cisco_9a:56:60 (00:08:21:9a:56:60)
= I-Tag, I-SID: 5

HL e e 0 : dor’ UPE encapsulate the received frame into 802.1ah (PBB header)

C Diee aann . 3 B-SA:
00 L. Ll T < mese B-DA:

OBDO OUBU 0000 0000 0011 0010 = I-SID: 50
|1-SID: Customer 50

C-pestination: €i5co_9a:56:60 (00:08:21:9a:56:60)
Type: Ie (0X0800) Wireshark only able to grasp these fields and not showingall fields.

C-Source: Cisco_96:f7:a0 (00:08:21:96:F7:a0)

Fig 4.9.6: ping request from Customer 2:192.168.100.1 that belong to VLAN ID :41.

39 4.908606 192.168.100.1 192.168.100.2 ICMP (ping) reguest
40 4.908626 192.168.100.1 192.168.100.2 ICMP 154 Ecto (ping) request 1d-oxl:losf, seq-o/l], Etl=255
192.168.100.1 192,168.100.2 ICMP o (ping) reguest id=0x005f, %ag=1/286, ttHED
$8.4.911592 192.168.100.1 192.168.100.2 ICMP cho (ping) request ‘id-fOxDGSE_,_uq;:L..‘.Eﬁ,,ttdfqﬁ 41 and on thE
@ 40: 154 bytes on wire (1232 bits), 154 bytes captured (1232 bits) t st it
- Ethernet II, src: Alcatel-_0d:4b:11 (00:23:3e:0d:4b:11), Dst: Alcatel-_0d:49:7c (00:23:3e:0d:49:7¢c) nextstepi
# pestination: Alcatel-_0d:49:7c (00:23:3e:0d:49:7¢) encapsulate with
@ Source: Alcatel-_0d:4b:11 (00:23:3e:0d:4b:11)
Type: MPLS label switched packet (Oxaanﬁ) BB header
= MultiProtocol Label switching He. . EXp: 7, S: 0, TTL: 255

MPLS Label: 131071
MPLS Experimental Bits: 7

MPLS Bottom Of Label stack: 0
MPLS TTL: 255

= multiProtocol L tching Header, Label: 131065, Exp: 7, 5: 1, TTL: 255 uPE also add VC- BELandtransportlabel
MPLS Label: 131065 beforeit send to PE router
MPLS Experimental Bits: 7

MPLS Bottom Of Label stack: 1
MPLS TTL: 255

= Ethernet II, srft: Alcatel-_a3:84:9d (00:1a:f0:a3:84:9d), Dst: Alcatel-_a3:98:9d (00:1a:f0:a3:98:9d)
@ Destination: Algatel-_a3:98:9d (00:1a:f0:a3:98:9d)
# Source: Alcatel-Tadg
Type: 802.1ah Providel

- IEEE 802.1ah, I-sID: 30, C-
= I-Tag, IzSID: 30
11, ...

[«

e 1
e 2200 Ll . Ll
. . UGUU 0000 0000 UOUU UUOl 1110 = I-5I

e RuRHaERR pusnmae oo iEomerdo

0030 8¢ 04 88 67 20 00 00 16 00 08 21 96 £3 60 00 08 ...Wireshark only able to grasp these fields and not showing all fields.




Fig 4.9.7: Forwarding Database table of uPE1:

*L:U-PEl# show service fdb-mac

Service Forwarding Database

ServId MnC Source-Identifier Tvpe Last Change
ge
sap:l/2/3:30.41 L/s0 12/03/2011 14:05:49
b-sdp:11:100 L/0 1270352011 06:22:268
Sap:l/2/3:30.42 Ls0 12/03/2011 14:05:18
b-sdp:11:100 L/s0 12/03/2011 06:22:50
sap:l/2/3:30.% L/s0 12/03/2011 05:52:48
b-s3dp:11:100 L/s0O 12/03/72011 0&:12:05
sap:l/2/3:50.41 L/15 12/03/2011 14:06:03
b-s3dp:11:100 L/15 12/03/2011 05:52:30
b-sdp:11:100 L/15 1270372011 05:57:22

sap:l/2/3:50.42 Ls15 12/03/,2011 14:00:13
sdp:11:100 L/s0 12/03/2011 05:51:44

Legend: L=Learned; P=MAC is protected

*R:U-FE1l#

Fig 4.9.8: Forwarding Database table of uPE2:

hP*A:U—PEE# show service Ldb-mac

Service Forwarding Database

ServIid MART Source-Identifier Iype Last Change
Lge

30 00:08:21:96:£2:c0 b-3dp:11:100 L/0 11/09/2011 09:52:33
30 00:08:21:96:£3:00 sap:l/2/3:30.41 L/0 11/09/2011 17:39:48
30 00:08:21:bf:4a:al b-adp:11:100 L/0 11/09/2011 09:43:05
30 00:08:21:k£:81:40 sap:1/2/3:30.42 L/0 11/09/2011 17:36:45
30 00:18:18:6e2:47:81 b-3dp:11:100 L/0 11/09/2011 09:2G6:48
50 00:07:eb:94:73:c2 3ap:l/2/3:50.41 L/0 11/09/2011 17:41:10
50 00:08:21:96:£7:a80 b-3dp:11:100 L/15 11/09/2011 09:29:04
50 00:08:21:9a:56:60 sap:1/2/3:50.41 L/15 11/09/2011 17:3E8:44
50 00:08:21:bf:4b:20 sap:1/2/3:50.42 L/0 11/09/2011 17:33:2
50 00:08:21:k£:83:40 b-3dp:11:100 L/0 11/09/2011 09:29:42
100 00:1la:£0:23:84:9d 3dp:11:100 L/0 11/09/2011 09:2G6:48

Legend: L=Learned; P=MAC is protected

*R:U-FE2%

Step #3: Trace Result on PE1 1/2/4 egress direction:
When the B-VPLS on PEL1 received the frame, it matches its FDB table and find a B-SA
<00:1a:f0:a3:84:9d >and B-DA < 00:1a:f0:a3:98:9d>. It then forwards the frame to
PE2.

Fig 4.9.9: PE1 Forwarding Database table:

*A:PEl# show service Ifdb-mac

Source-Identifierx Type Last Change
Age
4:9d =dp:11:100 Ls0O 1270272011 05:52:32
g:9d4 =dp:12:100 LSO 12/02/,2011 05:51:28




Fig 4.9.10: PE2 Forwarding Database Table.

*A:FEZ2# show service fdb-mac

Service Forwarding Databasze

Servid MRC Source=Identifier Type Laat Change

Age
100 00:1la:£f0:a23:84:9d =dp:12:100 Lso 12/03/2011 04:52:56
100 00:1a:f0:a3:98:9d sdp:11:100 Ls0 1270372011 04:51:52

Ho. of Entries: 2

19 2.157137 192.168.100.1 192.168.100.2
20 2.157152 192.168.100.1 192.168.100.2 ICMP 154 echo (ping) request d=0x007a, seq=0/0, ttl=255
R1 2.158417 192.168.100.2 192.168.100.1 ICMP 154 echo (ping) reply id=0x007a, seq=0/0, ttl=255

Frame 19: 154 bytes on wire (1232 bits), 154 bytes captured (1232 bits)
= Ethernet II, Src: Alcatel-_0d:4b:11 (00:23:3e:0d:4b:11), Dst: Alcatel-_0d:49:7c (00:23:3e:0d:49:7¢c)
# Destination: Alcatel-_0d:49:7c (00:23:3e:0d:49:7¢)
¥ source: Alcatel-_0d:4b:11 (00:23:3e:0d:4b:11)
Type: MPLS label switched packet (0x8847)
MultipProtocol Label switching Header, Label: 131071, Exp: 7, S: 0, TTL: 255
MPLS Label: 131071

MPLS Experimental Bits: 7 % z .
MPLS Bottom of Label Stack: 0 VPLS encapsulation: VC-LABEL
MPLS TTL: 255
= MultiProtocol Label switching Header, Label: 131065, Exp: 7, S: 1, TTL: 255

. MPLS Label: 131065
VPLS encapsulation: VC-LABEL

+

MPLS Experimental Bits: 7
MPLS Bottom Of Label Stack: 1
MPLS TTL: 255

Ethernet II, Src: Alcatel-_a3:84:9d (00:1a:f0:a3:84:9d), Dst: Alcatel-_a3:98:9d (00:1a:f0:a3:98:9d)

¥ Destination: Alcatel-_a3:98:9d (00:1a:f0:a3:98:9d)

@ Source: Alcatel-_a3:84:9d (00:1a:f0:a3:84:9d)
Type: 802.1ah Provider Backbone Bridge (mac-in-mac) (0x88e7)

- IEEE 802.1ah, I-SID: 50, C-Src: Cisco_96:f7:a0 (00:08:21:96:f7:a0), C-Dst: Cisco0_9a:56:60 (00:08:21:9a:56:60)
- I-Tag, I-SID: 50

'

LS00 waveriaene sensi avee eesiiiumes =RFAorITysiZ
veaiiuve sede waes waes weses wees sees = DROP: 0
wewel Quae ea@iieies Reecanes wae ... = NCA: O
enesiloe smow suee sesn. sees messisses B RESES O
e OO e ate . aivraar ey, vo weriemes EiRESLS D
. 0000 0000 0000 0000 0011 0010 = I-SID: SO

Fig 4.9.11b: Trace Result on PE 1/2/4 eqgress direction: In frame 20 PE received a frame from
UPE and perform VPLS encapsulation and de-encapsulation:

20 2.157152 192.168.100.1 192.168.100.2
Bl 2.158417 192.168.100.2 192.168.100.1 ICMP 154 Echo

) Frame 20: 154 bytes on wire (1232 bits), 154 bytes captured (1232 bits)
Ethernet IXI, Src: Alcatel-_0d:49:79 (00:23:3e:0d:49:79), Dst: Alcatel-_97:69:54 (00:23:3e:97:69:54)
= Destination: Alcatel-_97:69:54 (00:23:3e:97:69:54)
@ Source: aAlcatel-_0d:49:79 (00:23:3e:0d:49:79)
Type: MPLS label switched packet (0x8847) j?
= multiProtocol Label Switching Header, Label: 131070, Exp: 7 S: 0O, TTL: 255 o
MPLS Label: 131070 -
MPLS Experimental Bits: 7 EVPLS encapsulation: Trasport-LABEL i
mMPLS Bottom OF Label sStack: O =

1d=0x007a, seq=0,/0, TTLI=25
d=0x007a, seq=0,/0, TTlI=25

request

5

MPLS TTL: 255
= MultiProtocol Label Switching Header, Label: 131067, Exp: 7, S: 1, TTL: 254
MPLS Label: 13106
MPLS Experimental Bits: 7 —> |VPLS encapsulation: VC-LABEL |
MPLS Bottom OFf Label Stack: 1
MPLS TTL: 254
= Ethernet II, Src: Alcatel-_a3:84:9d (00:1a:f0:a3:84:9d), Dst: Alcatel-_a3:98:9d (00:1a:f0:a3:98:9d)
# pestination: Alcatel-_aZ:98:9d (00:1a:f0:a3:98:9d)
@ Source: Alcatel-_a3:84:9d (00:1a:f0:a3:84:9d)
pe: 802.1ah Provider sBackbone Bridge (mac-in-mac) (Ox88e7)
= IEEE 802.l1lah, I-SID: 50, C-Src: Cisco_96:f7:a0 (00:08:21:96:Ff7:a0), C-Dst: Cisco_9a:56:60 (00:08:21:9a:56:60)
= I-Tag, I-SID: S0
A1L. . ..h cies cres esas
me el hias dmee cmae mewa
e
C0 e e e e
ve@D tiea cnse seme seen swes mesw
0000 0000 0000 0000 0011 0010

Priority: 7
DROP: O
NCA:D O
RES1: ©
RES2: ©
I-SID: SO

Coee

s




Step #4: Trace Result on PE2 1/2/1 egress direction:
When the B-VPLS on PE2 received the frame, it matches its FDB table and find a B-SA
<00:1a:f0:a3:84:9d >and B-DA < 00:1a:f0:23:98:9d>. It then forwards the frame to
UPE2, because in the FDB table it find the B-DA address. But before forwarding traffic it
also performs VPLS encapsulation. Fig:4.9.12
Also check that in the above fig 4.9.11a/b VC-LABEL is <131067> and it remains same
when frame received on PE2 but transport label is different know.

Fig 4.9.12: lllustrate VPLS encapsulation on PE2:

25 3.100004 102.168.100.1 162, 168.100. 2 154 EChO (Ping) request
6 3.110272  192.16R.100.2 192.16R.100.1 TCMP 154 Fcl (nina) renlv

(0]

0=0X0087, Seq=1/256, TT1=255
1d=0x00R7. sea=1/256. TT1=255

# Frame 25: 154 bytes on wire (1232 bits), 154 bytes captured (1232 bits)
= Ethernet II, Src: Alcatel-_97:69:55 (00:23:3e:97:69:55), Dst: Alcatel-_db:eb:8d (00:21:05:db:eb:8d)
3 Destination: Alcatel-_db:eb:8d (00:21:05:db:eb:8d)
# Source: Alcatel-_97:69:55 (00:23:3e:97:69:55)
Type: MPLS label switched packet (0x8847)
= MultipProtocol Label switching Header, Label: 131071, Exp: 7, S: 0, TTL: 254

MPLS Label: 131071
MPLS Experimental sits: 7 | VPLS encapsulation: Transport label -LABEL ‘
MPLS Bottom Of Label stack: 0

MPLS TTL: 254
= MultipProtocol Label switching Header, Label: 131067, Exp: 7, S: 1, TTL: 254

MPLS Label: 131067
MPLS Experimental amn\_} | VPLS encapsulation: VC-LABEL ( SAME) |
MPLS Bottom Of Label stack: 1
MPLS TTL: 254
- Ethernet II, Src: Alcatel-_a3:84:9d (00:1a:f0:a3:84:9d), Dst: Alcatel-_a3:98:9d (00:1a:f0:a3:98:9d)
¥ Destination: Alcatel-_a3:98:9d (00:1a:f0:a3:98:9d)
% Source: Alcatel-_a3:84:9d (00:1a:f0:a3:84:9d)
Type: 802.1ah pProvider Backbone Bridge (mac-in-mac) (0x88e7)
- IEEE 802.1ah, I-SID: 50, C-Src: Cisco_96:f7:a0 (00:08:21:96:f7:a0), C-Dst: Cisco_9a:56:60 (00:08:21:9a:56:60)
- I-Tag, I-SID: 50
111.
...0

Priority: 7
DROP: 0
NCA: 0
ozl MEmmiaEEn puaTeEAy asewess mRESL 0
...... RES2: 0
........ I-SID: 50

Step #5: Trace Result on UPE2 - 1/2/1 ingress direction:

When the UPE2 received the frame from PE2 , it received the PBB encapsulated frame
with VPLS encapsulation.

Fig 4.9.13: lllustrate VPLS encapsulation on PE2:

Mo, Time Source Destination Protocol Length Info
21 2.874637 192.168.100.1 192.168.100.2 ICMP 118 Echo (ping) request id=0x008d, seq=1,/256,

22 2.8B74656 192.168.100.1 192.168.100. 2 (| b id=0x008d, seq=1,/256,
3 2.8B77135 192.168.100.1 192.168.100.2 ICMP 154 Echo (ping) request 1d=0x008b, seq=3/768,
n

¥ Frame 22: 154 bytes on wire (1232 bits), 154 bytes captured (1232 bits)
=) Ethernet IXI, Src: Alcatel-_0Od:4b:11 (00:23:3e:0d:4b:11), Dst: Alcatel-_0d:49:7c (00:23:3e:0d:49:7c)
# Destination: Alcatel-_0d:49:7c (00:23:3e:0d:49:7c)
+ Source: Alcatel-_0Od:4b:11 (00:23:3e:0d:4b:11)
Type: MPLS label switched packet (Ox8847)
= MmultiProtocol Label switching Header, Label: 131071, Exp: 7, S: 0, TTL: 255
MPLS Label: 131071 [ -
MPLS Experimental Bits: 7 >| VPLS encapsulation: Transport label -LABEL |
MPLS Bottom Of Label stack: 0O
MPLS TTL: 255
MultiProtocol Label Switching Header, Label: 131065, Exp: 7, S: 1, TTL: 255
MPLS Label: 131065 | ~
MPLS Experimental Bits: 7 —>| VPLS encapsulation: VC-LABEL { SAME) |
MPLS Bottom OFf Label stack: 1
MPLS TTL: 255
) Ethernet II, Src: Alcatel-_a3:84:9d (00:1a:f0:a3:84:9d), Dst: Alcatel-_a3:98:9d (00:1a:f0:a3:98:9d)
® Destination: Alcatel-_a3:98:9d (00:1a:f0:a3:98:9d)
% sSource: Alcatel-_a3:84:9d (00:1a:f0:a3:84:9d)
Type: 802.1ah Provider Backbone Bridge (mac-in-mac) (0Ox88e7)
=) IEEE 802.1ah, I-SID: 50, C-Src: Cisco_96:Ff7:a0 (00:08:21:96:f7:a0), C-Dst: Cisco_9a:56:60 (00:08:21:9a:56:60)
= I-Tag, I-SID: 50
111. cvee snns saas e . a wwe
aal hnas dmme e mmme mm e mEas
awa Do..
[ &
aus ool sans saas seas ssss ssss sssa
o -. 0000 0000 COO0 0000 0011 0010

Priority: 7
DROP: O
NCA:D O
RES1: O
RES2: 0
I-SID: 50

.
.
.
.
.
I

.
.
.
.
.
(B |




Step #5: Trace Result on uPE2 - 1/2/3 egress direction:

When the uPE2 received the frame from port uPE2: port 1/2/1 , it received the PBB
encapsulated frame with VPLS encapsulation. Here it remove the PBB header and VPLS
encapsulation. And forward it to Customer_1.

Fig 4.9.14: ping request from Customer_2: 192.168.100.1 that belong to VLAN_ID :41

122 2.293974 192.168.100.1 192.168.100.2 ICMP 118 Ec ping) request 1d=0x0099, seq=9/2304, ttl=255
123 2.295073 192.168.100.2 192.168.100.1 ICMP 118 echo (ping) reply d=0x0099, seq=9/2304, ttl=255

4 2.295094 192.168.100.2 192.168.100.1 ICMP 154 echo (ping) reply 1d=0x0099, seq=9/2304, ttl=255
125 2.495162 192.168.10.2 224.0.0.2 LDP 84 Hello Message

4 ]

n wire (944 bits), 118 bytes captured (944 bits)
= Ethernet II (VLAN tagged), Src: :08:21:96:f7:a0), Dst: Cisco_9a:56:60 (00:08:21:9a:56:60)
# Destination: Cisco_9a:56:60 (00:08: 21 Qa 56:60)
# Source: Cisco_96:f7:a0 (00:08:21:96:f7:a0)
- VLAN tag: VLAN=41, Priority=Best Effort (default)
Identifier: B02.1Q virtual LAN (0x3100)
000, .... .. cvv. = Priority Best effort (default) (0
B o = CFI: canonjcal (0)
. 0000 0010 1001 = VLAN: 41 <€
Type: IP (0x0800)
# Internet Protocol v

: 192.168N00.1 (192.168.100.1)

Type: 8 (Echo (ping Original data fra\%& from Customer:

Code: 0 . .

Checksum: Oxdcd9 [correct] Dst add-6 bytes, Src add: 6 bytes
EthType: 2 bytes

Identifier (BE): 153 (0x0099)
Identifier (LE): 39168 (0x9900) $IP Header Length: 20 bytes
ICMP length: 8bytes:

Sequence number (BE): 9 (0x0009)
sequence number (LE): 2304 (0x0900)
: Payload : 72 bytes

Payload : 7{bytes
VLAN_ID: 4 bytes
6+6+2+72+20+8=114 bytes 6+6+2+72+20+8+4=118 bytes

# Data (72 bytes)




Chapter 5 Quality of Service in PBB network:

Overview:

In the PBB network Providers can provide better QoS and filtering policies based on the contract
with the customer. Either customer wants a bandwidth for high priority or mixture of high and
low priority. If there is a high broadcast traffic coming from some particular client or from a
specific VLAN than Provider can filter based on VLAN or mac-address.

As we learned in above chapters that Ethernet is the most deployed technology in LAN/MAN
environment. With help of PBB+VPLS provider can carry voice, video and data services into
one network infrastructure but it is also necessary to provide different level of QoS per VLAN or
per service to the customer.

In this project we implement QoS policy as follows:

1. Customer_1 want high bandwidth ( voice: priority level 5) for the entire network.

2. Customre_2 want High bandwidth for VLAN 41( voice: priority level 5) and low
bandwidth for VLAN 42 ( for FTP/TFTP: priority level 2).

3. Also Service Provider implement MAC based and VLAN based filtering so that only the
allowed VLAN or device can transfer traffic through the provider network.

To implement above requirement, we have to understand the I-Tag field of PBB header Fig:
5.1.1.Because when the customer sends its Ethernet frame, service provider encapsulates the
whole Ethernet frame with PBB header and 1-Tag field is used to guarantee end-to-end QoS
within service provider network.

The scenario work like this:

1. CE send a tagged Ethernet frame to UPE device, with or without setting 3 bit priority field
of 802.1p and the values could be 0-7 ( O is the lowest and 7 is the highest).

2. UPE encapsulate the ingress Ethernet frame with PBB header and set the priority of field
of I-TAG and send to PE device.

3. Upon receiving the PBB encapsulated frame, Far-end PE device send the frame to far-end
UPE device.

4. UPE device de-capsulate the PBB header.

5. UPE device send the original frame to CE device.

So to analyze the above scenario, we notice that to implement QoS in PBB network, we have to
apply QoS policies on the ingress point of uPE device.



Fig 5.1.1 : lllustrate Priority Code Point field

PBB Encapsulation
Backbone Service Instance Priority Code Point

R 1 3 bit field and wvalues could be 0-7

r
|
(5]~

L1
1-PCP ﬁg
I-s1Dx
BN e 4B I-TAG (contains I-SID) .
FBE Service Tag
2B Ether-type (0x88e7 = 802_1ah)
22B PBB 28 svig PBE Backb T
|— ackbone Ta
Owerhead 2B Ether-type (DxB8100 = 802_1q) o
6B B-SA Backbone destination and
6B B-DA source MAC addresses

Fig 5.1.2: The 3 bit field of 1-PCP indicate the QoS desired for the frame.

Marking Traffic Type
Decimal Binary
7 111 Network control: for packets that must support network infrastructure and must
be deliver as quickly as possible ( OSPF, PIM, BGP, SNMP, etc.)
6 110 Internetwork Control
5 101 Real-time ( IP Voice, 10ms latency )
4 100 Video < 100 ms Latency,
3 011 Critical Applications ( Database)
2 010 Excellent Effort (FTP/TFTP)
1 001 Background ( Traffic used by cutomer for backup application)
0 000 Best-effort ( default)

Configuration:

To fulfill requirement of customer_1 we need to configure QoS on the ingress direction of port
1/2/3 of uPE devices. Service Provider assign VLAN 50 to Customer_1 and customer_1 is
sending traffic from VLAN 41 and VLAN 42. Customer_1 want highest priority level of 5 for
both the VLAN 41 and 42. Also service provider discard traffic from VLAN 40.

We configure a QoS for ingress traffic and using the mac-criteria we match Ethernet frame type
I and also matching the dotlp priority from 0 to 7 and set the priority level to 5 (ef).

To discard/drop traffic we need to configure a filter policy. For this we created mac-filter that
matches the Ethernet frame of type Il have priority level from 0-7 and set the action to drop.
After configuration of QoS and filter policies we need to assign these policies to the ingress ports
of uPE.




Fig 5.2.1: lllustrate the Qos/filter policies for Customer 1

wpls 50 customer 50 i-vpls create
description "Instance for Custome_ ID
gend-flush-on-failure
3tp
shutdown
exit
sap 1/2/3:50.40 create
ingress
filter mac 4
exit
exit
sap 1/2/3:50.41 create
ingress
gos 2
exit
exit
sap 1/2/3:50.42 create
ingress
gqos 2
exit
exit
no shutdown

filter

mac—-filter 4 create

exit

exit

default-action forward
entry 1 create
match frame-type ethernet IT
dotlp O 7
exit
action drop
exit

qos

sap-ingress 2 create
description "For Highest priority”
queue 1 create
exit
mac-criteria
entry 10 create
match frame-type ethernet-II
dotlp 0 7
exit
action fc "ef"” priority high
exit
exit
exit

To fulfill requirement of customer_2 we need to configure QoS on the ingress direction of port
1/2/3 of uPE devices. Service Provider assign VLAN 30 to Customer_2 and customer_2 is
sending traffic from VLAN 41 and VLAN 42. Customer_2 want highest priority level of 5 for
VLAN 41 and low priority level for 42. Also service provider discards traffic from VLAN 40.

For high priority traffic we configure a QoS for ingress traffic and using the mac-criteria we
match Ethernet frame type Il and also matching the dotlp priority from 0 to 7 and set the priority

level to 5 (ef).

For low priority traffic we configure a QoS for ingress traffic and using the mac-criteria we
match Ethernet frame type Il and also matching the dotlp priority from 0 to 7 and set the priority

level to 2 (af).

To discard/drop traffic we need to configure a filter policy. For this we created mac-filter that
matches the Ethernet frame of type Il have priority level from 0-7 and set the action to drop.
After configuration of QoS and filter policies we need to assign these policies to the ingress ports

of uPE.

Fig 5.2.2: lllustrate the QoS and Filter policeis for Customer 2:

vpls 30 customer 30 i-vpls create
description "Instance for Customer
sap 1/2/3:30.40 create
exit
zap 1/2/3:30.41 crea
ingress
qos 2
exit
exit
sap 1/2/3:30.42 create
ingress
qos 3
exit
exit
zap 1/2/3:30.* create
ingress
filter mac 4
exit
exit
no shutdown
exit

QoS
zap-ingress 2 create
description "For Highest priority™
queus 1 create
exit
mac-criteria
entry 10 create
match frame-twpe ethernet-IT
dotlp O 7
exit
action fc "ef™
exit
exit
exit

priority high

sap-ingress 3 create
description "For Low Priority™
mac-criteria
entry 10 create
match frame-type ethernet-II
dotlp O 7
exit
action fc "af” priority low
exit
exit
exit

filtexr
mac—filter 4 create
default—action forward
entry 1 create
match frame—-type ethernet IT
dotlp O 7
exit
action drop
exit
exit
exit




Packet walk through for Customer_1:

When customer_1 send a traffic from both the vlans 41 and 42, uPE1 device assign the priority
level 5 (ef) to both frames at SAP: 1/2/3:50.41 and SAP:1/2/3:50.42. Below trace results are
capture on uPE2 to confirm QoS .

Table 5.3.1: Addressing scheme of Customer_1:

Provider | Customer | Client source Client Dst IP | Client source Client Dst MAC-
VLAN VLAN IP address address MAC address address
50 41 192.168.100.1 | 192.168.100.2 | 00:08:21:96:f7:a0 | 00:08:21:9a:56:60
42 192.168.200.1 | 192.168.200.2 | 00:08:21:bf:83:40 | 00:08:21:bf:4h:20

Fig 5.3.2: Traffic Received from uPE1 From VLAN 41.

67 1.963495 192.168.100.2 192.168.100.1 ICMP 154 echo (ping) reply 1d=0x00a0, seq=8/2048, ttl1=255
| 681.965176 192.168.100.1 192.168.100.2 ____ICMP 154 Echo (ping) reguest 1d=0x00a0, seg=9/2304, ttl=255]
# Frame 68: 154 bytes on wire (1232 bits), 154 bytes captured (1232 bits)

Ethernet II, Src: Alcatel-_db:eb:90 (00:21:05:db:eb:90), Dst: Alcatel-_db:eb:5d (00:21:05:db:eb:5d)

@ Multiprotocol Label switching Header, Label: 131071, Exp: 5, S: 0, TTL: 255

MultiProtocol Label Switching Header, Label: 131068, Exp: 5, S: 1, TTL: 253

Ethernet II, sSrc: Alcatel-_a3:84:9d (00:1a:f0:a3:84:9d), Dst: Alcatel-_a3:98:9d (00:1a:f0:a3:98:9d)

- IEEE 802.1ah, I-SID: 50, C-Src: Cisco_96:f7:a0 (00:08:21:96:f7:a0), C-Dst: Cisco_9a:56:60 (00:08:21:9a:56:60)

- I-Tag, I-SID: 50
AP s Srrarpmains mesienas maemess M PEIORTEVE Sé/__—\
GRS W SR AN b s = DROP: 0
wome i Ouee somaomms smseemen suaaioses W NCAS gC H
%l nInnni i Ieesse Customer 50 have priority 5 for VLAN 41 clients
...... 00 :vieipess wwapinues seae sese W RES2Y Q)
........ 0000 0000 0000 0000 0011 0010 = I-SID: 50
C-pestination: Cisco_9a:56:60 (00:08:21:9a:56:6
C-source: €i5¢0_96:f7:a0 (00:08:21:96:f7:a
Type: IP (0x0800)
# Internet Protocol version 4, Src: 192.168.100.1 (192.168.100.1), Dst: 192.168.100.2 (192.168.100.2)
# Internet Control Message Protocol

Fig 5.3.3: Traffic Received from uPE1 From VLAN 42.

71 1.966348 192.168.100.2 192.168.100.1 ICMP 154 Echo (ping) reply 1d=0x00a0, seg=9/2304, ttl=255
72 2.009413 192.168.200.1 192.168.200.2 154 Echo (ping) reguest 1d=0x001f, seq=0/0, tt1=255

Frame 72: 154 bytes on wire (1232 bits), 154 bytes captured (1232 bits)

ethernet II, src: Alcatel-_db:eb:90 (00:21:05:db:eb:90), Dst: Alcatel-_db:eb:5d (00:21:05:db:eb:5d)

@ MultiProtocol Label switching Header, Label: 131071, Exp: 5, 5: @, TTL: 255

# MultiProtocol Label switching Header, Label: 131068, Exp: 5, 5: 1, TTL: 253

Ethernet II, Src: Alcatel-_a3:84:9d (00:1a:f0:a3:84:9d), Dst: Alcatel-_a2:98:9d (00:1a:f0:a3:98:9d)

- IEEE 802.1ah, I-SID: 50, C-Src: Cisco_bf:83:40 (00:08:21:bf:83:40), c-Dst: cisco_bf:4b:20 (00:08:21:bf:4b:20)
= I-Tag, I-SID: 50

e = Priority: 5
T = DROP: 0 o .
C 0t e e e e e s - nca: 0 Customer 50 have priority 5 for VLAN 42clients
seee W00 Laas Lied i desd wews wawe. = RES1: O
...... 00 ... it s iees ie. aw.. = RES2: 0

........ 0000 0000 0000 0000 0011 0010 = I-5ID: 50
C-Destination: Cisco_bf:4b:20 (00:08:21:bf:4b:20)
C-Source: Cisco_bf:83:40 (00:08:21:bf:83:40)
Type: IP (0x0800)

Internet Protocol Version 4, src: 192.168.200.1 (192.168.200.1), Dst: 192.168.200.2 (192.168.200.2)
Internet Control Message Protocol




Packet walk through for Customer_2:
When customer_2 send a traffic from both the vlans 41 and 42, uPE1 device assign the
priority level 5 (ef) to VLAN 41 at SAP: 1/2/3:30.41 and priority level 2 (af) at
SAP:1/2/3:30.42. Below trace results are capture on uPE2 to confirm QoS .

Table 5.4.1: Addressing scheme of Customer_1:

Provider | Customer | Client source Client Dst IP | Client source Client Dst MAC-

VLAN VLAN IP address address MAC address address
30 41 192.168.100.1 | 192.168.100.2 | 00:08:21:96:f2:c0 | 00:08:21:96:f3:00
42 192.168.200.1 | 192.168.200.2 | 00:08:21:bf:4a:a0 | 00:08:21:bf:81:40

Fig 5.4.2: Traffic Received from uPE1 From VLAN 41.

67 3.078626 192.168.100.1 192.168.100.2 IcmP 154 echo (ping) request id=0x00al, seq=2/512, ttl=255
68 3.078641 192.168.100.1 192.168.100.2 IcmeP 118 echo (ping) request id=0x00al, seq=2/512, ttl=255
69 3.079692 192.168.100.2 192.168.100.1 Icmp 118 echo (ping) reply id=0x00al, seq=2/512, ttl=255
70 3.079714 192.168.100.2 192.168.100.1 IcmeP 154 echo (ping) reply id=0x00al, seg=2/512, ttl=255
71 3.081494 192.168.100.1 192.168.100.2 Icme 154 echo (ping) request id=0x00al, seq=3/768, ttl=255

@ Frame 67: 154 bytes on re (1232 bits), 154 bytes captured (1232 bits
+ Ethernet II, Src: Alcatel-_db:eb:90 (00:21:05:db:eb:90), Dst: Alcatel-_db:eb:5d (00:21:05:db:eb:5d)
# MultiProtocol Label sSwitching Header, Label: 131071, Exp: 5, S: 0, TTL: 255
# MultiProtocol Label switching Header, Label: 131068, Exp: 5, S: 1, TTL: 253
+ Ethernet II, Src: Alcatel-_a3:84:9d (00:1a:f0:a3:84:9d), Dst: Alcatel-_a3:98:9d (00:1a:f0:a3:98:9d)
= IEEE 802.1ah, I-SID: 30, C-Src: Cisco_96:f2:c0 (00:08:21:96:f2:c0), C-Dst: Cisco_96:f3:00 (00:08:21:96:f3:00)
= I-Tag, I-SID: 30
AOE o asoomiviminme. mpimemmmmycm iy e ORI LOE: JEY 2 5
S R = DROP: O " : )
s 0ien et eeee eien e aeen ... = nca: doustomer 30 have priority 5 for VLAN 41 clients
simme = Dew:seme meme gnmem e sen eses e e S RESLS" O
...... OO, oo mmimmimmmny e mia  eaeies e R IRE S s
........ 0000 0000 0000 0000 0001 1110 = I-SID: 30
C-Destination: Cisco_96:f3:00 (00:08:21:96:f3:00)
C-Source: Cisco_96:f2:c0 (00:08:21:96:f2:c0
Type: IP (0x0800)
+ Internet Protocol version 4, Src: 192.168.100.1 (192.168.100.1), Dst: 192.168.100.2 (192.168.100.2)
# Internet Control Message Protocol

Fig 5.4.2: Traffic Received from uPE1 From VLAN 42.

94 3.105869 192.168.100.2 192.168.100.1 1CMP 154 Echo (ping) reply  10=0x00al, seq=8/2048, tt1=255
95 3.106534 192.168.200.1 192.168. 200. 2 ICMP 154 Echo (ping) request 1d=0x0023, seq=0/0, ttl1=255
96 3.106542 192.168.200.1 192.168. 200.2 1CMP 118 Echo (ping) request 1d=0x0023, seq=0/0, tt1=255

o Frame 95: 154 bytes on wire (1232 bits), 154 bytes captured (1232 bits)
# Ethernet II, Src: Alcatel-_db:eb:90 (00:21:05:db:eb:90), Dst: Alcatel-_db:eb:5d (00:21:05:db:eb:5d)
@ MultiProtocol Label Switching Header, Label: 131071, Exp: 2, S: 0, TTL: 255
# MultiProtocol Label switching Header, Label: 131068, Exp: 2, S: 1, TTL: 253
# Ethernet II, src: Alcatel-_a3:84:9d (00:1a:f0:a3:84:9d), Dst: Alcatel-_a3:98:9d (00:1a:f0:a3:98:9d)
= IEEE 802.1ah, I-SID: 30, C-Src: Cisco_bf:4a:a0 (00:08:21:bf:4a:a0), C-Dst: Cisco_bf:81:40 (00:08:21:bf:81:40)
5 I-Tag, I-SID: 30
(T oo e P P S ST = Priority: 2
B O e R AR AR TR RN DROP: 0 . : 2
.. = n@ustomer 30 have priority 2 for VLAN 42 clients
SRR R S wuers weiRESES D)
........................ = RES2: 0
0000 0000 0000 0000 0001 1110 = I-SID: 30
C-Destination: Cisco_bf:81:40 (00:08:21:bf:81:40
C-Source: Cisco_bf:4a:a0 (00:08:21:bf:4a:al
Type: IP (0x0800)
3 Internet Protocol Version 4, Src: 192.168.200.1 (192.168.200.1), Dst: 192.168.200.2 (192.168.200.2)
3 Internet Control Message Protocol

"

Conclusion:

In this chapter we concluded that PBB enabled network can support different types of services
Like: voice, video and data services and can guarantees different level of QoS to customer
according to the service level agreement. When QoS is enabled Service provider can utilize a
network infrastructure in more efficient manner. It helps to categories the traffic into high and
low priorities and treat them accordingly.



Chapter 6: Configuration for VPLS + IEEE 802.1ad:

PE2 Configuration

A:PE1# admin display-config
S,

H e e

card 1
card-type iom-9g
mda 2
mda-type c8-10/100eth-tx
exit
exit
.

echo "Port Configuration"
=
port 1/2/1
ethernet
mtu 1536
exit
no shutdown
exit
port 1/2/3
ethernet
mode access
encap-type ginq
qing-etype 0x88a8
exit
no shutdown
exit
port 1/2/4
ethernet
mode access
encap-type ginq
mtu 1536
ging-etype 0x88a8
exit
no shutdown
exit
port 1/2/8
ethernet
mode access
exit
no shutdown
exit
N

ks

router
interface "system"
address 10.4.4.4/32
exit
interface "to-P3"
address 192.168.1.1/30

port 1/2/1
exit
S S
echo "OSPFv2 Configuration"
S,
ospf
traffic-engineering
area 0.0.0.0

interface "system"



exit
interface "to-P3"
interface-type point-to-point

exit
exit
exit
Fhe e
echo "MPLS Configuration”
R
mpls
interface "system"
exit
exit
S
echo "LDP Configuration™
S
Idp
interface-parameters
interface "to-P3"
exit
exit
targeted-session
exit
exit
exit
Hhom e
echo "Service Configuration”
Fhe e
service

customer 1 create
description "Default customer"

exit
customer 30 create

description "Customer_id_30"
exit

customer 50 create
description "Customer_id_50"
exit
sdp 12 mpls create
far-end 10.2.2.2
Idp
path-mtu 9000
keep-alive
no shutdown
exit
no shutdown
exit
vpls 30 customer 30 create
stp
shutdown
exit
sap 1/2/4:30.* create
exit
mesh-sdp 12:30 create
exit
no shutdown
exit
vpls 50 customer 50 create
stp
shutdown
exit
sap 1/2/4:50.* create
exit
mesh-sdp 12:50 create



exit
no shutdown
exit
exit

mirror
mirror-dest 99 create
sap 1/2/8 create
exit
no shutdown
exit
exit

exit all
APE1#

PE2 configuration:

A:PE2# admin display-config

card 1
card-type iom-9g
mda 2
mda-type ¢8-10/100eth-tx
exit
exit

port 1/2/1
ethernet
mtu 1536
exit
no shutdown
exit
port 1/2/3
ethernet
mode access
encap-type ginq
qing-etype 0x88a8
exit
no shutdown
exit
port 1/2/4
ethernet
mode access
encap-type qinq
mtu 1536
qing-etype 0x88a8
exit
no shutdown
exit



port 1/2/8
ethernet
mode access
exit
no shutdown
exit

router
interface "system”
address 10.2.2.2/32
exit
interface "to-P3"
address 192.168.3.2/30
port 1/2/1
exit
S
echo "OSPFv2 Configuration”
S
ospf
traffic-engineering
area 0.0.0.0
interface "system"
exit
interface "to-P3"
interface-type point-to-point
exit
exit
exit
S
echo "MPLS Configuration"
H e e e e
mpls
interface "system"
exit
exit
S
echo "LDP Configuration”
S
Idp

interface-parameters
interface "to-P3"
exit

exit

targeted-session

exit

exit
exit

service
customer 1 create
description "Default customer"
exit
customer 30 create
description "Customer_id_30"
exit
customer 50 create
description "Customer_id_50"
contact "VPLS_customer_50"
phone "XXX-XXX-XXXX"
exit



sdp 12 mpls create
far-end 10.4.4.4
Idp
path-mtu 9000
keep-alive
no shutdown
exit
no shutdown
exit
vpls 30 customer 30 create
stp
shutdown
exit
sap 1/2/4:30.* create
exit
mesh-sdp 12:30 create
exit
no shutdown
exit
vpls 50 customer 50 create
stp
shutdown
exit
sap 1/2/4:50.* create
exit
mesh-sdp 12:50 create
exit
no shutdown
exit
exit

mirror
mirror-dest 99 create
sap 1/2/8 create
exit
no shutdown
exit
exit

exit all

# Finished FR1 DEC 02 09:50:37 2011 UTC
APE2#

P3 Configuration

A:P3# admin display-config

card 1
card-type iom-20g
mda 1
mda-type m20-1gb-tx
exit
exit

echo "Port Configuration”



port 1/1/1
ethernet
mtu 1536
exit
no shutdown
exit
port 1/1/2
ethernet
mtu 1536
exit
no shutdown
exit
exit

router

interface "system"
address 10.3.3.3/32

exit

interface "to-PE1"
address 192.168.1.2/30
port 1/1/1

exit

interface "to-PE2"
address 192.168.3.1/30
port 1/1/2

exit

ospf
traffic-engineering
area 0.0.0.0
interface "system"
exit
interface "to-PE1"
interface-type point-to-point
exit
interface "to-PE2"
interface-type point-to-point
exit
exit
exit

mpls
interface "system"
exit

exit

Idp

interface-parameters
interface "to-PE1"
exit
interface "to-PE2"
exit

exit

targeted-session

exit



exit
exit

exit all

# Finished FRI DEC 02 10:52:41 2011 UTC
A:P3#

UPEL1 Configuraton

A:CE-2# admin display-config

.

H

echo "Card Configuration”
.
card 1
card-type iom-9g
mda 2
mda-type c8-10/100eth-tx
exit
exit
.

.

port 1/2/1
ethernet
mode access
encap-type qing
mtu 1536
qing-etype 0x88a8
exit
no shutdown
exit
port 1/2/3
ethernet
mode access
encap-type qinq
mtu 1536
exit
no shutdown
exit
port 1/2/8
ethernet
mode access
exit
no shutdown
exit

#

7+

echo "Service Configuration”
S
service
customer 1 create
description "Default customer"

exit

customer 2 create

exit

vpls 30 customer 2 create

description "For customer_30"

stp
shutdown
exit
sap 1/2/1:30.* create



exit
sap 1/2/3:30.* create
exit
no shutdown

exit

vpls 50 customer 1 create

description "For customer_50"
stp
shutdown

exit
sap 1/2/1:50.* create
exit
sap 1/2/3:50.* create
exit
no shutdown

exit

exit

mirror
mirror-dest 99 create
sap 1/2/8 create
exit
no shutdown
exit
exit

exit all

# Finished TUE NOV 08 14:25:01 2011 UTC
A:CE-2#

uPE2 Configuration:
A:CE-1# admin display-config

card 1
card-type iom-9g
mda 2
mda-type ¢8-10/100eth-tx
exit
exit
.

7+

echo "Port Configuration”

port 1/2/1
ethernet
mode access
encap-type qinq
mtu 1536
qing-etype 0x88a8
exit
no shutdown
exit
port 1/2/3
ethernet
mode access

encap-type ginq



mtu 1536
exit
no shutdown
exit
port 1/2/8
ethernet
mode access
exit
no shutdown
exit

router
interface "system"
exit
interface "to-PE1"
shutdown
exit
exit

service
customer 1 create
description "Default customer"
exit
customer 2 create
exit
vpls 30 customer 2 create
stp
shutdown
exit
sap 1/2/1:30.* create
exit
sap 1/2/3:30.* create
exit
no shutdown
exit
vpls 50 customer 1 create
stp
shutdown
exit
sap 1/2/1:50.* create
exit
sap 1/2/3:50.* create
exit
no shutdown
exit
exit

exit

mirror
mirror-dest 99 create
sap 1/2/8 create
exit
no shutdown




exit
exit

exit all

S_3700 configuration:

S_3700# #show running-config
Building configuration...

Current configuration : 1802 bytes
]

version 12.2

!

interface GigabitEthernet1/0/1
switchport trunk encapsulation dotlq
switchport mode trunk

!

interface GigabitEthernet1/0/2
switchport access vlan 50
switchport mode dotlg-tunnel
no cdp enable

!

interface GigabitEthernet1/0/3
switchport access vlan 30
switchport mode dotlg-tunnel

no cdp enable
!

S_3700#

CE_3500 configuration

CE3_3_3500#show running-config
Building configuration...

Current configuration:
!
interface FastEthernet0/1
description "connected to client 41"
switchport access vlan 41
!
interface FastEthernet0/2
description "connected to S_3700"
switchport trunk encapsulation dotlq
switchport mode trunk
!
interface FastEthernet0/3
description "connected to client 42"

switchport access vlan 42
!

CE3_3_3500#



Chapter 7 PBB + VPLS configuration and testing outputs

PE1 configuration:

A:PE1# admin display-config

H e e

H

echo "Card Configuration™
S,
card 1
card-type iom-9g
mda 2
mda-type ¢8-10/100eth-tx
exit
exit

#.

7+

echo "Port Configuration”
S
port 1/2/1
ethernet
mtu 1536
exit
no shutdown
exit
port 1/2/3
ethernet
mode access
encap-type qing
exit
no shutdown
exit
port 1/2/4
ethernet
mtu 1536
exit
no shutdown
exit
N

b

ks

router

interface "system"
address 10.4.4.4/32

exit

interface "to-P3"
address 192.168.1.1/30
port 1/2/1

exit

interface "to-uPE1"
address 192.168.11.1/30

port 1/2/4
exit
Hhom e
echo "OSPFv2 Configuration”
S
ospf
traffic-engineering
area 0.0.0.0
interface "system"
exit

interface "to-P3"



interface-type point-to-point
exit
interface "to-uPE1"
interface-type point-to-point

exit
exit
exit
#
echo "LDP Configuration™
.
Idp
interface-parameters
interface "to-P3"
exit
interface "to-uPE1"
exit
exit
targeted-session
exit
exit
exit
S
echo "Service Configuration”
S
service

customer 1 create
description "Default customer"
exit
customer 2 create
exit
customer 30 create
exit
customer 50 create
exit
sdp 11 mpls create
description "SDP Connect to uPE router"
far-end 10.10.10.1
Idp
path-mtu 9000
keep-alive
shutdown
exit
no shutdown
exit
sdp 12 mpls create
description "SDP Connect to Far_END PE router"
far-end 10.2.2.2
Idp
path-mtu 9000
keep-alive
shutdown
exit
no shutdown
exit
vpls 100 customer 1 b-vpls create
description "Link b/w I-VPLS and PE2"
service-mtu 1536
pbb
source-bmac 00:23:3e:0d:49:79
exit
stp
shutdown
exit
spoke-sdp 11:100 create



exit
mesh-sdp 12:100 create
exit
no shutdown
exit
exit

mirror
mirror-dest 99 create
sap 1/2/8 create
exit
no shutdown
exit
exit

exit all

# Finished FRI DEC 02 14:13:57 2011 UTC
APE1#

PE2 Configuration:

A:PE24# admin display-config

card 1
card-type iom-9g
mda 2
mda-type c8-10/100eth-tx
exit
exit

port 1/2/1
ethernet
mtu 1536
exit
no shutdown
exit
port 1/2/3
ethernet
mode access
encap-type qinq
exit
no shutdown
exit



port 1/2/4
ethernet
mtu 1536
exit
no shutdown
exit
port 1/2/8
ethernet
mode access
exit
no shutdown
exit

router

interface "system"
address 10.2.2.2/32

exit

interface "to-P3"
address 192.168.3.2/30
port 1/2/1

exit

interface "to-uPE3"
address 192.168.10.1/30

port 1/2/4
exit
Hrmm e
echo "OSPFv2 Configuration”
S
ospf
traffic-engineering
area 0.0.0.0
interface "system"
exit
interface "to-P3"
interface-type point-to-point
exit
interface "to-uPE3"
interface-type point-to-point
exit
exit
exit
S
echo "LDP Configuration”
S S
Idp
interface-parameters
interface "to-P3"
exit
interface "to-uPE3"
exit
exit
targeted-session
exit
exit
exit
- —
echo "Service Configuration”
S S
service

customer 1 create
description "Default customer"



exit
sdp 11 mpls create
description "SDP Connect to uPE router"
far-end 10.10.10.2
Idp
path-mtu 9000
keep-alive

shutdown

exit
no shutdown

exit

sdp 12 mpls create

description "SDP Connect to Far_END PE router"

far-end 10.4.4.4
Idp
path-mtu 9000
keep-alive
shutdown
exit
no shutdown
exit
vpls 100 customer 1 b-vpls create
description "Link b/w I-VPLS and B-VPLS"
service-mtu 1536

pbb
source-bmac 00:21:05:db:eb:8d
exit
stp
shutdown
exit
spoke-sdp 11:100 create
exit
mesh-sdp 12:100 create
exit
no shutdown
exit

exit

echo "OSPFv2 Configuration”

#.

7+

ospf
exit
exit

mirror
mirror-dest 99 create
sap 1/2/8 create
exit
no shutdown
exit
exit

exit all

# Finished SAT DEC 03 13:15:05 2011 UTC
APE2#



UPE1 Configuration:

A:U-PE1# admin display-config
card 1
card-type iom-9g
mda 2
mda-type c8-10/100eth-tx
exit
exit

port 1/2/1
ethernet
mtu 1536
exit
no shutdown
exit
port 1/2/2
shutdown
ethernet
exit
exit
port 1/2/3
ethernet
mode access
encap-type qing
mtu 1536
exit
no shutdown
exit
port 1/2/8
ethernet
mode access
exit
no shutdown
exit

qos
sap-ingress 2 create
description "For Highest priority™
queue 1 create
exit
queue 11 multipoint create
exit
mac-criteria
entry 10 create
match frame-type ethernet-1I
dotlp07
exit
action fc "ef" priority high
exit
exit
exit
sap-ingress 3 create
description "For Low Priority"
queue 1 create
exit
queue 11 multipoint create
exit



mac-criteria
entry 10 create
match frame-type ethernet-II
dotlp07
exit
action fc "af" priority low
exit
exit
exit
exit

filter
mac-filter 4 create
default-action forward
entry 1 create
match frame-type ethernet_lII
dotlp 07
exit
action drop
exit
exit
exit

exit

router
interface "system"
address 10.10.10.1/32
exit
interface "to-PE1"
address 192.168.11.2/30

port 1/2/1
exit
S
echo "OSPFv2 Configuration”
Hhomm e
ospf
traffic-engineering
area 0.0.0.0
interface "system"
exit
interface "to-PE1"
interface-type point-to-point
exit
exit
exit
Hhe e
echo "LDP Configuration™
Hhe e
Idp

interface-parameters
interface "to-PE1"
exit
exit
targeted-session
exit
exit



service
customer 1 create
description "Default customer"
exit
customer 2 create
exit
customer 30 create
exit
customer 50 create
exit
sdp 11 mpls create
description "connect to nPE router"
far-end 10.4.4.4
Idp
path-mtu 9000
keep-alive
shutdown
exit
no shutdown
exit
vpls 30 customer 30 i-vpls create
description "Instance for Customer_ID_30"
send-flush-on-failure
stp
shutdown
exit
sap 1/2/3:30.40 create
exit
sap 1/2/3:30.41 create
ingress
gos 2
exit
exit
sap 1/2/3:30.42 create
ingress
gos 3
exit
exit
sap 1/2/3:30.* create
ingress
filter mac 4
exit
exit
no shutdown
exit
vpls 50 customer 50 i-vpls create
description "Instance for Custome_ID_50"
send-flush-on-failure
stp
shutdown
exit
sap 1/2/3:50.40 create
ingress
filter mac 4
exit
exit
sap 1/2/3:50.41 create
ingress
gos 2
exit



exit
sap 1/2/3:50.42 create
ingress
qos 2
exit
exit
no shutdown
exit
vpls 100 customer 1 b-vpls create
description "Link b/w I-VPLS and B-VPLS"
service-mtu 1536
send-flush-on-failure
pbb
source-bmac 00:1a:f0:a3:84:9d
exit
stp
shutdown
exit
spoke-sdp 11:100 create
exit
no shutdown
exit
vpls 30
pbb
backbone-vpls 100
exit
exit
exit
vpls 50
pbb
backbone-vpls 100
exit
exit
exit
exit

ospf

exit

mirror
mirror-dest 99 create
sap 1/2/8 create
exit
no shutdown
exit
exit

exit all

# Finished SAT DEC 03 14:16:41 2011 UTC
A:U-PE1#




UPE2 configuration:

A:U-PE2# admin display-config

.

ked

echo "Card Configuration™
S,

card 1
card-type iom-9g
mda 2
mda-type ¢8-10/100eth-tx
exit
exit
H e

b

echo "Port Configuration”
.

port 1/2/1
ethernet
mtu 1536
exit
no shutdown
exit
port 1/2/3
ethernet
mode access
encap-type qinq
mtu 1536
exit
no shutdown
exit
port 1/2/8
ethernet
mode access
exit
no shutdown
exit
N

b

echo "QoS Policy Configuration™
S

qos
sap-ingress 2 create
description "For Highest priority"
queue 1 create
exit
queue 11 multipoint create
exit
mac-criteria
entry 10 create
match frame-type ethernet-II
dotlp07
exit
action fc "ef" priority high
exit
exit
exit
sap-ingress 3 create
description "For Low Priority"
queue 1 create
exit
queue 11 multipoint create
exit
mac-criteria
entry 10 create



match frame-type ethernet-II
dotlp 07
exit
action fc "af" priority low
exit
exit
exit
exit

filter
mac-filter 4 create
default-action forward
entry 1 create
match frame-type ethernet_lII
dotlp 07
exit
action drop
exit
exit
exit

exit

router
interface "system”
address 10.10.10.2/32
exit
interface "to-PE2"
address 192.168.10.2/30

port 1/2/1
exit
.
echo "OSPFv2 Configuration”
Fheom e
ospf
traffic-engineering
area 0.0.0.0
interface "system"
exit
interface "to-PE2"
interface-type point-to-point
exit
exit
exit
Hemm e
echo "LDP Configuration™
Fhe e
Idp

interface-parameters
interface "to-PE2"
exit

exit

targeted-session

exit

exit
exit



service
customer 1 create
description "Default customer"
exit
customer 2 create
exit
customer 30 create
exit
customer 50 create
exit
customer 100 create
exit
sdp 11 mpls create
description "connect to nPE router"
far-end 10.2.2.2
Idp
path-mtu 9000
keep-alive
shutdown
exit
no shutdown
exit
vpls 30 customer 30 i-vpls create

stp
shutdown
exit
sap 1/2/3:30.41 create
ingress
gos 2
exit
exit
sap 1/2/3:30.42 create
ingress
gos 3
exit
exit
sap 1/2/3:30.* create
ingress
filter mac 4
exit
exit
no shutdown
exit
vpls 50 customer 50 i-vpls create
description "Instance for Custome_ID_50"

stp
shutdown
exit
sap 1/2/3:50.40 create
ingress
filter mac 4
exit
exit
sap 1/2/3:50.41 create
ingress
gos 2
exit
exit
sap 1/2/3:50.42 create
ingress



gos 2
exit
exit
no shutdown
exit
vpls 100 customer 1 b-vpls create
description "Link b/w I-VPLS and B-VPLS"
service-mtu 1536

pbb
source-bmac 00:1a:f0:a3:98:9d
exit
stp
shutdown
exit
spoke-sdp 11:100 create
exit
no shutdown
exit
exit

mirror
mirror-dest 99 create
sap 1/2/8 create
exit
no shutdown
exit
exit

exitall

# Finished WED NOV 09 17:49:58 2011 UTC
A:U-PE2#

S 3700 configuration:

S_3700# #show running-config
Building configuration...

Current configuration : 1802 bytes
|

version 12.2

!

interface GigabitEthernet1/0/1
switchport trunk encapsulation dotlq
switchport mode trunk

!

interface GigabitEthernet1/0/2
switchport access vlan 50



switchport mode dotlg-tunnel
no cdp enable

!

interface GigabitEthernet1/0/3
switchport access vlan 30
switchport mode dotlg-tunnel

no cdp enable
1

S_3700#

CE_3500 configuration

CE3_3_3500#show running-config
Building configuration...

Current configuration:
I

interface FastEthernet0/1
description "connected to client 41"
switchport access vlan 41
1
interface FastEthernet0/2
description "connected to S_3700"
switchport trunk encapsulation dotlq
switchport mode trunk
1
interface FastEthernet0/3
description "connected to client 42"
switchport access vlan 42

CE3_3_3500#




Chapter 8 Verification output:

PE1 Verification output:

*A:PE1# show service id 100 fdb detail

Forwarding Database, Service 100

Servid MAC Source-ldentifier Type Last Change

Age
100  00:1a:f0:a3:84:9d sdp:11:100 L/0 12/02/2011 05:52:32
100  00:1a:f0:a3:98:9d sdp:12:100 L/0 12/02/201105:51:28

Legend: L=Learned; P=MAC is protected

*APEL#

*A:PE1# show router Idp bindings

LDP LSR ID: 10.4.4.4

Legend: U - Label In Use, N - Label Not In Use, W - Label Withdrawn
S - Status Signaled Up, D - Status Signaled Down
E - Epipe Service, V - VPLS Service, M - Mirror Service
A - Apipe Service, F - Fpipe Service, | - IES Service, R - VPRN service
P - Ipipe Service, WP - Label Withdraw Pending, C - Cpipe Service
TLV - (Type, Length: Value)

LDP Prefix Bindings

Prefix Peer IngLbl EgrLbl Egrintf/ EgrNextHop
Lspld

10.2.2.2/32 10.3.33 131069N 131070 1/2/1  192.168.1.2
10.2.2.2/32 10.10.10.1  131069U 131070 -- -
10.3.3.3/32 10.3.33 -- 131071 1/2/1  192.168.1.2
10.3.3.3/32 10.10.10.1  131068U 131069 -- -
10.4.4.4/32 10.3.3.3 1310710 -  -- -

10.4.4.4/32 10.10.10.1  131071U - -- -
10.10.10.1/32  10.3.3.3 131066U 131067 -- -
10.10.10.1/32  10.10.10.1 -- 131071 1/2/4  192.168.11.2
10.10.10.2/32  10.3.3.3 131067N 131069 1/2/1  192.168.1.2
10.10.10.2/32  10.10.10.1  131067U 131067 -- --

No. of Prefix Bindings: 10

LDP P2MP Bindings

P2MP-1d RootAddr
Interface Peer IngLbl EgrLbl Egrintf/ EgrNextHop
Lspld

No Matching Entries Found




LDP Service FEC 128 Bindings

Type VCId  Svcld SDPId Peer IngLbl EgrLbl LMTU RMTU

V-Eth 100 100 12 10.2.2.2 131070U 131067 1522 1522
V-Eth 100 100 11 10.10.10.1  131065U 131066S 1522 1522

No. of VC Labels: 2

LDP Service FEC 129 Bindings

AGI SAll TAII
Type Svcld  SDPId Peer IngLbl EgrLbl LMTU RMTU

No Matching Entries Found

*APEL# .

*A:PE1# show service sdp

Services: Service Destination Points

Sdpld  Adm MTU Opr MTU IP address ~ Adm Opr Deliver Signal

11 9000 9000 10.10.101 Up Up LDP  TLDP
12 9000 9000 10.2.2.2 Up Up LDP  TLDP

*A:PE1# show service sdp-using

SDP Using

Sveld  Sdpld Type Far End Opr S* l.Label E.Label
100 11:100 Spok 10.10.10.1 Up 131065 131066
100 12:100 Mesh 10.2.22 Up 131070 131067

* indicates that the corresponding row element may have been truncated.
*A:PEL#

*A:PE1# show router Idp session

LDP Sessions

Peer LDP Id Adj Type State Msg Sent Msg Recv Up Time
10.2.2.2:0 Targeted Established 5918 5917  0d 08:59:54
10.3.3.3:0 Link Established 11870 11869 0d 09:10:55

10.10.10.1:0 Both Established 13604 13607 0d 08:44:09

No. of Sessions: 3




*APEL#

PE2 Verfication output
*A:PE2# show service id 100 fdb detail

Forwarding Database, Service 100

Servid MAC Source-ldentifier Type Last Change

Age
100  00:1a:f0:a3:84:9d sdp:12:100 L/0 12/03/2011 04:52:56
100  00:1a:f0:a23:98:9d sdp:11:100 L/0 12/03/201104:51:52

Legend: L=Learned; P=MAC is protected

*APE2#

*A:PE2# show service id 100 fdb

Forwarding Database, Service 100

Service Id 1100 Mac Move : Disabled
Primary Factor :3 Secondary Factor : 2

Mac Move Rate  : 2 Mac Move Timeout : 10
Mac Move Retries : 3

Table Size 1250 Total Count 12

Learned Count :2 Static Count  :0
OAM-learned Count : 0 DHCP-learned Count: 0
Host-learned Count: 0 Intf-learned Count: 0
Remote Age 1900 Local Age 1300

High Watermark : 95% Low Watermark  : 90%
Mac Learning  : Enabled Discard Unknown : Disabled
Mac Aging : Enabled Relearn Only  : False

Mac Subnet Len : 48

*APE2# .

*A:PE2# show service id 100 base

Service Basic Information

Service Id 1100 Vpn Id 0
Service Type  :b-VPLS

Name : (Not Specified)

Description  : Link b/w I-VPLS and B-VPLS
Customer Id 1

Last Status Change: 12/03/2011 03:54:28
Last Mgmt Change : 12/03/2011 05:53:22

Admin State  : Up Oper State :Up

MTU : 1536 Def. Mesh VC Id :100

SAP Count 10 SDP Bind Count  :2

Snd Flush on Fail : Disabled Host Conn Verify : Disabled
Propagate MacFlush: Disabled Per Svc Hashing : Disabled

Allow IP Intf Bind: Disabled

Oper Backbone Src : 00:21:05:db:eb:8d
i-Vpls Count  :0

Epipe Count  :0




Service Access & Destination Points

Identifier Type AdmMTU OprMTU Adm Opr
sdp:11:100 S(10.10.10.2) Spok 9000 9000 Up Up
sdp:12:100 M(10.4.4.4) Mesh 9000 9000 Up Up
*APE2#

*A:PE2# show service fdb-mac

Service Forwarding Database

Servid MAC Source-ldentifier Type Last Change

Age
100  00:1a:f0:a3:84:9d sdp:12:100 L/0 12/03/2011 04:52:56
100  00:1a:f0:a3:98:9d sdp:11:100 L/0 12/03/2011 04:51:52

No. of Entries: 2

Legend: L=Learned; P=MAC is protected

*APE2#

*A:PE2# show service sdp 11

Service Destination Point (Sdp Id : 11)

Sdpld  Adm MTU Opr MTU IP address ~ Adm Opr Deliver Signal

11 9000 9000 10.10.10.2 Up Up LDP  TLDP

*APE2#

*A:PE2# show service service-using

Services

Serviceld Type Adm Opr Customerld Service Name

99 Mirror Up Down 1
100 b-VPLS Up Up 1
2147483648 IES Up Downl _tmnx_InternallesService

*APE2#

*A:PE2# show router Idp bindings

LDP LSR ID: 10.2.2.2

Legend: U - Label In Use, N - Label Not In Use, W - Label Withdrawn
S - Status Signaled Up, D - Status Signaled Down
E - Epipe Service, V - VPLS Service, M - Mirror Service
A - Apipe Service, F - Fpipe Service, | - IES Service, R - VPRN service
P - Ipipe Service, WP - Label Withdraw Pending, C - Cpipe Service



TLV - (Type, Length: Value)

LDP Prefix Bindings

Prefix Peer IngLbl EgrLbl Egrintf/ EgrNextHop
Lspld
10.2.2.2/32 10.3.3.3 131071V  -- - --
10.2.2.2/32 10.10.10.2  131071U - -- --
10.3.3.3/32 10.3.3.3 -- 131071 1/2/1 192.168.3.1
10.3.3.3/32 10.10.10.2  131070U 131069 -- --
10.4.4.4/32 10.3.3.3 131066N 131068 1/2/1  192.168.3.1
10.4.4.4/32 10.10.10.2  131066U 131066 -- --
10.10.10.1/32  10.3.3.3 131065N 131067 1/2/1 192.168.3.1
10.10.10.1/32  10.10.10.2  131065U 131065 -- --
10.10.10.2/32  10.3.3.3 131069U 131069 -- --
10.10.10.2/32  10.10.10.2 -- 131071 1/2/4 192.168.10.2

No. of Prefix Bindings: 10

LDP P2MP Bindings

P2MP-Id RootAddr
Interface Peer IngLbl EgrLbl Egrintf/ EgrNextHop
Lspld

No Matching Entries Found

LDP Service FEC 128 Bindings

Type VCId  Svcld SDPId Peer IngLbl EgrLbl LMTU RMTU
V-Eth 100 100 12 104.44 131067U 131070 1522 1522
V-Eth 100 100 11  10.10.10.2 131068U 131068S 1522 1522
?-Eth 300 Ukwn  R.Src 10.10.10.2 -- 131067D 0 1522

No. of VC Labels: 3

LDP Service FEC 129 Bindings

AGI SAIl TAII
Type Svcld  SDPId Peer IngLbl EgrLbl LMTU RMTU

No Matching Entries Found

*APE2# ..

*A:PE2# show service sdp

Services: Service Destination Points

Sdpld  Adm MTU Opr MTU IP address ~ Adm Opr Deliver Signal

11 9000 9000 10.10.10.2 Up Up LDP  TLDP
12 9000 9000 10.4.44 Up Up LDP  TLDP

*APE2#



*A:PE2# show service sdp-using

SDP Using

Svecld  Sdpld Type Far End Opr S* I.Label E.Label
100 11:100 Spok 10.10.10.2 Up 131068 131068
100 12:100 Mesh 10.4.4.4 Up 131067 131070

* indicates that the corresponding row element may have been truncated.
*APE2#
*A:PE2# show router ldp session

LDP Sessions

Peer LDP Id Adj Type State Msg Sent Msg Recv Up Time

10.3.3.3:0 Link Established 11907

10.4.4.4:0 Targeted Established 5962

11908 0d 09:09:23
5965 0d 09:04:02

10.10.10.2:0  Both  Established 14245 14246 0d 09:08:50

No. of Sessions: 3

*APE2#

UPEL1 Verification Output:
UP*A:U-PE2# show service fdb-mac

Service Forwarding Database

Servid MAC Source-ldentifier Type Last Change
Age

30 00:08:21:96:f2:¢0 b-sdp:11:100 L/0 11/09/2011 09:52:33
30 00:08:21:96:f3:00 sap:1/2/3:30.41 L/0 11/09/2011 17:39:48
30 00:08:21:bf:4a:a0 b-sdp:11:100 L/0 11/09/2011 09:43:05
30 00:08:21:bf:81:40 sap:1/2/3:30.42 L/0 11/09/2011 17:36:45
30 00:18:18:6€:47:81 b-sdp:11:100 L/0 11/09/2011 09:26:48
50 00:07:eb:94:73:¢2 sap:1/2/3:50.41 L/0 11/09/2011 17:41:10
50 00:08:21:96:f7:a0 b-sdp:11:100 L/15 11/09/2011 09:29:04
50 00:08:21:9a:56:60 sap:1/2/3:50.41 L/15 11/09/201117:38:44
50 00:08:21:bf:4b:20 sap:1/2/3:50.42 L/0 11/09/201117:33:23
50 00:08:21:bf:83:40 b-sdp:11:100 L/0 11/09/2011 09:29:42
100  00:1a:f0:a3:84:9d sdp:11:100 L/0 11/09/2011 09:26:48

Legend: L=Learned; P=MAC is protected

*A:U-PE2# show service id 30 base



Service Basic Information

Service Id 130 Vpn Id :0
Service Type  :i-VPLS

Name : (Not Specified)

Description  : (Not Specified)

Customerld ~ :30

Last Status Change: 11/09/2011 08:26:45

Last Mgmt Change : 11/09/2011 08:25:58

Admin State  : Up Oper State :Up
MTU 11514 Def. Mesh VC Id :30
SAP Count 3 SDP Bind Count :0
Snd Flush on Fail : Enabled Host Conn Verify : Disabled

Propagate MacFlush: Disabled
Allow IP Intf Bind: Disabled

Per Svc Hashing : Disabled

b-Vpls Id 1100 Oper ISID 130

b-Vpls Status  : Up
Snd Flush in bVpls: None

Fish On bVpls Fail: Disabled Prop Flsh fr bVpls: Disabled

Force QTag Fwd : Disabled

Identifier Type

sap:1/2/3:30.41 qing
sap:1/2/3:30.42 ging
sap:1/2/3:30.* ging

1536 1536 Up Up
1536 1536 Up Up
1536 1536 Up Up

*A:U-PE2# show service id 50 base

Service Basic Information

Service Id 150 Vpn Id :0
Service Type  :i-VPLS

Name . (Not Specified)

Description . Instance for Custome_ID_50
Customer Id 150

Last Status Change: 11/09/2011 08:26:45

Last Mgmt Change : 11/09/2011 10:28:31

Admin State  : Up Oper State :Up
MTU 1514 Def. Mesh VC Id :50
SAP Count :3 SDP Bind Count :0
Snd Flush on Fail : Enabled Host Conn Verify : Disabled

Propagate MacFlush: Disabled
Allow IP Intf Bind: Disabled

Per Svc Hashing : Disabled

b-Vpls Id : 100 Oper ISID 150

b-Vpls Status  : Up
Snd Flush in bVpls: None

Flsh On bVpls Fail: Disabled Prop Flsh fr bVpls: Disabled

Force QTag Fwd : Disabled

Identifier Type

sap:1/2/3:50.40 ging
sap:1/2/3:50.41 ging
sap:1/2/3:50.42 ging

1536 1536 Up Up
1536 1536 Up Up
1536 1536 Up Up

*A:U-PE2# show service id 100 base



Service Basic Information

Service Id 1100 Vpn Id :0
Service Type  :b-VPLS

Name : (Not Specified)

Description  : Link b/w I-VPLS and B-VPLS
Customer Id 01

Last Status Change: 11/09/2011 08:28:19
Last Mgmt Change : 11/09/2011 10:28:51

Admin State  : Up Oper State :Up

MTU 1536 Def. Mesh VC Id : 100

SAP Count 10 SDP Bind Count :1

Snd Flush on Fail : Enabled Host Conn Verify : Disabled
Propagate MacFlush: Disabled Per Svc Hashing : Disabled

Allow IP Intf Bind: Disabled

Oper Backbone Src : 00:1a:f0:a3:98:9d
i-Vpls Count  :2

Epipe Count  :0

Identifier Type AdmMTU OprMTU Adm Opr

sdp:11:100 S(10.2.2.2) Spok 9000 9000 Up Up

*A:U-PE2# show service id 11 base
MINOR: CLI Invalid service id "11".
*A:U-PE24# show service sdp

sdp sdp-using

*A:U-PE24# show service sdp 11

Service Destination Point (Sdp Id : 11)

Sdpld  Adm MTU Opr MTU IP address ~ Adm Opr Deliver Signal

11 9000 9000 10.2.22  Up Up LDP  TLDP

*A:U-PE24# show service sdp 12

Service Destination Point (Sdp Id : 12)

Sdpld Adm MTU Opr MTU IP address ~ Adm Opr Deliver Signal

No Matching Entries

*A:U-PE2#

*A:U-PE2# show service service-using

Services

Serviceld Type Adm Opr Customerld Service Name

30 i-VPLS Up Up 30
50 i-VPLS Up Up 50
99 Mirror Up Up 1

100 b-VPLS Up Up 1
300 b-VPLS Down Down 30
2147483648 IES  Up Down1l _tmnx_InternallesService



*A:U-PE2#
*A:U-PE2# show router Idp bindings

LDP LSR ID: 10.10.10.2

Legend: U - Label In Use, N - Label Not In Use, W - Label Withdrawn
S - Status Signaled Up, D - Status Signaled Down
E - Epipe Service, V - VPLS Service, M - Mirror Service
A - Apipe Service, F - Fpipe Service, | - IES Service, R - VPRN service
P - Ipipe Service, WP - Label Withdraw Pending, C - Cpipe Service
TLV - (Type, Length: Value)

LDP Prefix Bindings

Prefix Peer IngLbl EgrLbl Egrintf/ EgrNextHop
Lspld
10.2.2.2/32 10.2.2.2 -- 131071 1/2/1  192.168.10.1

10.3.3.3/32 10.2.2.2 131069N 131070 1/2/1  192.168.10.1
10.4.4.4/32 10.2.2.2 131066N 131066 1/2/1  192.168.10.1
10.10.10.1/32  10.2.2.2 131065N 131065 1/2/1 192.168.10.1
10.10.10.2/32  10.2.2.2 1310710 - -- -

No. of Prefix Bindings: 5

LDP P2MP Bindings

P2MP-1d RootAddr
Interface Peer IngLbl EgrLbl Egrintf/ EgrNextHop
Lspld
No Matching Entries Found
LDP Service FEC 128 Bindings
Type VCId  Svcld SDPId Peer IngLbl EgrLbl LMTURMTU

V-Eth 100 100 11 10222 131068U 131068S 1522 1522
V-Eth 300 300 11 10222 131067U -- 15220

No. of VC Labels: 2

LDP Service FEC 129 Bindings

AGI SAIll TAIl
Type Svcld  SDPId  Peer IngLbl EgrLbl LMTU RMTU

No Matching Entries Found

*A:U-PE2#

*A:U-PE2# show service sdp

Services: Service Destination Points




Sdpld Adm MTU Opr MTU IP address ~ Adm Opr

11 9000 9000 10.2.22  Up Up LDP

Deliver Signal

*A:U-PE2#
A:U-PE2# show service sdp

Services: Service Destination Points

Sdpld Adm MTU Opr MTU IP address ~ Adm Opr

11 9000 9000 10.2.2.2 Up Up LDP

Deliver Signal

*A:U-PE2# show router Idp session

LDP Sessions

Peer LDP Id Adj Type State Msg Sent Msg Recv Up Time

10.2.2.2:0 Both  Established 14479 14480 0d 09:18:16

No. of Sessions: 1

*A:U-PE2#

UPEL Verification Output:
*A:U-PE1# show service fdb-mac

Service Forwarding Database

Servid MAC Source-ldentifier Type Last Change
Age

30 00:08:21:96:f2:c0 sap:1/2/3:30.41 L/0 12/03/2011 14:05:49

30 00:08:21:96:f3:00 b-sdp:11:100 L/0 12/03/2011 06:22:26

30 00:08:21:bf:4a:a0 sap:1/2/3:30.42 L/0 12/03/2011 14:05:18

30 00:08:21:bf:81:40 b-sdp:11:100 L/0 12/03/2011 06:22:50

30 00:18:18:6€:47:81 sap:1/2/3:30.* L/0 12/03/2011 05:52:48

50 00:07:eb:94:73:¢2 b-sdp:11:100 L/0 12/03/2011 06:12:05

50 00:08:21:96:f7:a0 sap:1/2/3:50.41 L/15 12/03/2011 14:06:03
50 00:08:21:92:56:60 b-sdp:11:100 L/15 12/03/2011 05:52:30
50 00:08:21:bf:4b:20 b-sdp:11:100 L/15 12/03/2011 05:57:22
50 00:08:21:bf:83:40 sap:1/2/3:50.42 L/15 12/03/2011 14:00:13
100  00:1a:f0:a23:98:9d sdp:11:100 L/0 12/03/2011 05:51:44

Legend: L=Learned; P=MAC is protected

*A:U-PE1#



*A:U-PE1# show service id 30 fdb detail

Forwarding Database, Service 30

Servid MAC Source-Identifier
Age

30 00:08:21:96:f2:c0 sap:1/2/3:30.41

30 00:08:21:96:f3:00 b-sdp:11:100

30 00:08:21:bf:4a:a0 sap:1/2/3:30.42

30 00:08:21:bf:81:40 b-sdp:11:100

30 00:18:18:6e:47:81 sap:1/2/3:30.*

Type Last Change

L/254 12/03/2011 14:05:49
L/239 12/03/2011 06:22:26
L/254 12/03/2011 14:05:18
L/253 12/03/2011 06:22:50
L/0 12/03/2011 05:52:48

Legend: L=Learned; P=MAC is protected

*A:U-PE1# show service id 50 fdb detail

Forwarding Database, Service 50

Servid MAC Source-Identifier
Age

50 00:07:eb:94:73:¢2 b-sdp:11:100

50 00:08:21:96:f7:a0 sap:1/2/3:50.41

50 00:08:21:92:56:60 b-sdp:11:100

50 00:08:21:bf:4b:20 b-sdp:11:100

50 00:08:21:bf:83:40 sap:1/2/3:50.42

Legend: L=Learned; P=MAC is protected

Type Last Change

L/0 12/03/2011 06:12:05
L/104 12/03/2011 14:06:03
L/269 12/03/2011 05:52:30
L/15 12/03/2011 05:57:22
L/268 12/03/2011 14:00:13

*A:U-PE1# show service id 100 base

Service Basic Information

Service Id 1100 Vpn Id 10
Service Type :b-VPLS

Name : (Not Specified)

Description  : Link b/w I-VPLS and B-VPLS
Customerld  :1

Last Status Change: 12/03/2011 05:14:43

Last Mgmt Change : 12/03/2011 06:39:32

Admin State  : Up Oper State :Up
MTU 11536 Def. Mesh VC Id : 100
SAP Count :0 SDP Bind Count :1

Snd Flush on Fail : Enabled
Propagate MacFlush: Disabled

Allow IP Intf Bind: Disabled

Oper Backbone Src : 00:1a:f0:a3:84:9d
i-Vpls Count  :2

Epipe Count  :0

Host Conn Verify : Disabled
Per Svc Hashing : Disabled



sdp:11:100 S(10.4.4.4) Spok 9000 9000 Up Up

*A:U-PE1# show service id 30 base

Service Basic Information

Service Id 130 Vpn Id :0
Service Type  :i-VPLS

Name : (Not Specified)

Description . Instance for Customer_ID_30

Customerld ~ :30
Last Status Change: 12/03/2011 05:03:37
Last Mgmt Change : 12/03/2011 06:26:57

Admin State  : Up Oper State :Up

MTU 11514 Def. Mesh VC Id :30

SAP Count 4 SDP Bind Count :0

Snd Flush on Fail : Enabled Host Conn Verify : Disabled
Propagate MacFlush: Disabled Per Svc Hashing : Disabled
Allow IP Intf Bind: Disabled

b-Vpls Id 1100 Oper ISID 130

b-Vpls Status  : Up

Snd Flush in bVpls: None

Fish On bVpls Fail: Disabled Prop Flsh fr bVpls: Disabled
Force QTag Fwd : Disabled

Identifier Type AdmMTU OprMTU Adm Opr
sap:1/2/3:30.40 ginq 1536 1536 Up Up
sap:1/2/3:30.41 ging 1536 1536 Up Up
sap:1/2/3:30.42 ging 1536 1536 Up Up
sap:1/2/3:30.* ginq 1536 1536 Up Up

*A:U-PE1# show service id 50 base

Service Basic Information

Service Id 150 Vpn Id :0
Service Type  :i-VPLS

Name : (Not Specified)

Description  : Instance for Custome_ID_50

Customerld  :50
Last Status Change: 12/03/2011 05:03:37
Last Mgmt Change : 12/03/2011 06:27:26

Admin State  : Up Oper State :Up

MTU 11514 Def. Mesh VC Id :50

SAP Count 3 SDP Bind Count :0

Snd Flush on Fail : Enabled Host Conn Verify : Disabled
Propagate MacFlush: Disabled Per Svc Hashing : Disabled
Allow IP Intf Bind: Disabled

b-Vpls Id 1100 Oper ISID 150

b-Vpls Status  : Up

Snd Flush in bVpls: None

Fish On bVpls Fail: Disabled Prop Flsh fr bVpls: Disabled
Force QTag Fwd : Disabled




sap:1/2/3:50.40 ging 1536 1536 Up Up
sap:1/2/3:50.41 ging 1536 1536 Up Up
sap:1/2/3:50.42 ging 1536 1536 Up Up

*A:U-PE1# show service sdp 11

Service Destination Point (Sdp Id : 11)

Sdpld  Adm MTU Opr MTU IP address

Adm Opr Deliver Signal

11 9000 9000 10.4.44 Up Up

*A:U-PE1# show service fdb-mac

Service Forwarding Database

Servid MAC Source-ldentifier Type Last Change

Age
30 00:08:21:96:f2:c0 sap:1/2/3:30.41 L/30 12/03/2011 14:05:49
30 00:08:21:96:f3:00 b-sdp:11:100 L/298 12/03/2011 06:22:26
30 00:08:21:bf:81:40 b-sdp:11:100 L/312 12/03/2011 06:22:50
30 00:18:18:6€:47:81 sap:1/2/3:30.* L/0 12/03/2011 05:52:48
50 00:07:eb:94:73:¢2 b-sdp:11:100 L/0 12/03/2011 06:12:05
50 00:08:21:96:f7:a0 sap:1/2/3:50.41 L/163 12/03/2011 14:06:03
50 00:08:21:9a:56:60 b-sdp:11:100 L/328 12/03/2011 05:52:30
50 00:08:21:bf:4b:20 b-sdp:11:100 L/74 12/03/2011 05:57:22
100  00:1a:f0:a3:98:9d sdp:11:100 L/0 12/03/2011 05:51:44

No. of Entries: 9

Legend: L=Learned; P=MAC is protected

*A:U-PE1# show router Idp bindings

LDP LSR ID: 10.10.10.1

Legend: U - Label In Use, N - Label Not In Use, W - Label Withdrawn
S - Status Signaled Up, D - Status Signaled Down
E - Epipe Service, V - VPLS Service, M - Mirror Service
A - Apipe Service, F - Fpipe Service, | - IES Service, R - VPRN service
P - Ipipe Service, WP - Label Withdraw Pending, C - Cpipe Service
TLV - (Type, Length: Value)

LDP Prefix Bindings

Prefix Peer IngLbl EgrLbl Egrintf/ EgrNextHop
Lspld

10.2.2.2/32 10.4.4.4 131070N 131069 1/2/1  192.168.11.1

10.3.3.3/32 10.4.44 131069N 131068 1/2/1 192.168.11.1

10.4.4.4/32 10.4.44 -- 131071 1/2/1 192.168.11.1

10.10.10.1/32  104.4.4 131071V -~ -- -

10.10.10.2/32  10.4.4.4 131067N 131067 1/2/1 192.168.11.1

No. of Prefix Bindings: 5

LDP P2MP Bindings

P2MP-Id RootAddr



Interface Peer IngLbl

Lspld

EgrLbl Egrintf/ EgrNextHop

No Matching Entries Found

LDP Service FEC 128 Bindings

Type VCId  Svcld SDPId Peer

IngLbl EgrLbl LMTURMTU

V-Eth 100 100 11  104.4.4

No. of VC Labels: 1

LDP Service FEC 129 Bindings

AGI
Type

SAll

Svcld  SDPId Peer

TAIl
IngLbl EgrLbl LMTU RMTU

No Matching Entries Found

*A:U-PE1# show service sdp
sdp sdp-using
*A:U-PE1# show service sdp

Services: Service Destination Points

Sdpld  Adm MTU Opr MTU IP address

Adm Opr

11 9000 9000 10.4.4.4

Up Up

*A:U-PE1# show service service-using

Services

Serviceld Type

Adm Opr Customerld Service Name

30 i-VPLS Up Up 30
50 i-VPLS Up Up 50
99 Mirror Up Down 1
100 b-VPLS Up Up 1
2147483648 IES  Up Downl

_tmnx_InternallesService

*A:U-PE1# show service sdp
sdp sdp-using
*A:U-PE1# show service sdp-using

SDP Using
Svcld  Sdpld Type Far End Opr S* I.Label E.Label
100 11:100 Spok 10.4.44  Up 131066 131065

Number of SDPs : 1



* indicates that the corresponding row element may have been truncated.
*A:U-PE1# show router Idp session

LDP Sessions

Peer LDP Id Adj Type State Msg Sent Msg Recv Up Time

10.4.4.4:0 Both  Established 13985 13985 0d 08:58:45

No. of Sessions: 1

*A:U-PE1#

CE_3500 verification output
CE_4 3500#show mac-address-table

Dynamic Address Count: 11
Secure Address Count: 0

Static Address (User-defined) Count: 0
System Self Address Count: 51
Total MAC addresses: 62
Maximum MAC addresses: 8192

Non-static Address Table:
Destination Address Address Type VLAN Destination Port

0007.eb94.73c2  Dynamic 40 FastEthernet0/2
0007.eb94.73c2  Dynamic 41 FastEthernet0/2
0007.eb94.73c2  Dynamic 42 FastEthernet0/2
0008.2196.f7a0  Dynamic 40 FastEthernet0/2
0008.2196.f7a0 Dynamic 41 FastEthernet0/1
0008.2196.f7a0  Dynamic 42 FastEthernet0/2
0008.219a.5660  Dynamic 40 FastEthernet0/2
0008.219a.5660  Dynamic 41 FastEthernet0/2
0008.219a.5660  Dynamic 42 FastEthernet0/2
0008.21bf.8340  Dynamic 42 FastEthernet0/3
0018.186e.4782  Dynamic 1 FastEthernet0/2
CE_4_3500#

S_3700 Verification output:

3750#show mac-address-table
Mac Address Table

Vlan Mac Address  Type Ports
All  0100.0ccc.cccc STATIC  CPU
All  0100.0ccc.cccd STATIC  CPU
All  0180.c200.0000 STATIC CPU
All  0180.c200.0001 STATIC CPU
All  0180.c200.0002 STATIC CPU
All  0180.c200.0003 STATIC CPU
All  0180.c200.0004 STATIC CPU
All  0180.c200.0005 STATIC CPU
All  0180.c200.0006 STATIC CPU
All  0180.c200.0007 STATIC CPU
All 0180.c200.0008 STATIC CPU
All 0180.c200.0009 STATIC CPU



All 0180.c200.000a STATIC CPU

All 0180.c200.000b STATIC CPU

All  0180.c200.000c STATIC CPU

All  0180.c200.000d STATIC CPU

All  0180.c200.000e STATIC CPU

All  0180.c200.000f STATIC CPU

All  0180.c200.0010 STATIC CPU

All  ffff ffff.ffff STATIC CPU
50 0007.eb94.73c2 DYNAMIC Gil/0/1
50 0007.ebb0.6680 DYNAMIC Gil1/0/2
50 0007.ebb0.6682 DYNAMIC Gil/0/2
50 0008.2196.f7a0 DYNAMIC Gi1/0/1
50 0008.219a.5660 DYNAMIC Gil/0/1
50 0008.21bf.8340 DYNAMIC Gil/0/1
30 0007.eb94.7200 DYNAMIC Gil1/0/3
30 0007.eb94.7202 DYNAMIC Gil/0/3
30 0008.2196.f300 DYNAMIC Gil/0/1
30 0008.21bf.4aa0 DYNAMIC Gil/0/1
30 0008.21bf.8140 DYNAMIC Gil/0/1

Total Mac Addresses for this criterion: 31

3750#

QoS verification on uPE2 for Customer_1:

*A:U-PE2# clear service statistics sap 1/2/3:50.42 all
*A:U-PE24# show service id 50 sap 1/2/3:50.42 detail

Service Access Points(SAP)

Service Id 150

SAP 1 1/2/3:50.42 Encap :ging
QinQ Dotlp : Default

Description : (Not Specified)

Admin State :Up Oper State :Up
Flags :None

Multi Svc Site  : None
Last Status Change : 11/09/2011 08:26:45
Last Mgmt Change :11/09/2011 16:43:26

Sap Statistics

Last Cleared Time :11/09/2011 17:17:56

Packets Octets
Forwarding Engine Stats
Dropped 0 0
Off. HiPrio 1005 126630
Off. LowPrio 10 0
Off. Uncolor :0 0
Queueing Stats(Ingress QoS Policy 2)
Dro. HiPrio :0 0
Dro. LowPrio 10 0
For. InProf :0 0
For. OutProf 11035 128910
Queueing Stats(Egress QoS Policy 1)
Dro. InProf 10 0
Dro. OutProf 10 0
For. InProf : 1006 126756

For. OutProf .70 5320



Packets Octets

Ingress Queue 1 (Unicast) (Priority)

Off. HiPrio : 1005 126630
Off. LoPrio 0 0

Dro. HiPrio 10 0

Dro. LoPrio :0 0

For. InProf :0 0

For. OutProf 11005 126630
*A:U-PE2#

*A:U-PE24# show service id 50 sap 1/2/3:50.41 detail

Service Access Points(SAP)

Service Id 150

SAP 1 1/2/3:50.41 Encap :qing
QinQ Dotlp : Default

Description : (Not Specified)

Admin State :Up Oper State :Up
Flags :None

Multi Svc Site  : None
Last Status Change : 11/09/2011 08:26:45
Last Mgmt Change :11/09/2011 08:25:58

Sap Statistics

Last Cleared Time :11/09/2011 17:17:54

Packets Octets
Forwarding Engine Stats
Dropped :0 0
Off. HiPrio 11020 128520
Off. LowPrio :0 0
Off. Uncolor 10 0

Sap per Queue stats

Packets Octets

Ingress Queue 1 (Unicast) (Priority)

Off. HiPrio 1020 128520
Off. LoPrio 10 0
Dro. HiPrio 0] 0
Dro. LoPrio 10 0
For. InProf 10 0
For. OutProf 11020 128520

*A:U-PE2#




UPEZ2 Qos Verification for Customer_2
*A:U-PE2# show service id 30 sap 1/2/3:30.42 detail

Service Access Points(SAP)

Service Id 130

SAP 1 1/2/3:30.42 Encap
QinQ Dotlp : Default

Description : (Not Specified)

Admin State :Up Oper State

Flags : None

Multi Svc Site  : None

Last Status Change : 11/09/2011 08:26:45
Last Mgmt Change : 11/09/2011 08:25:58
Sub Type > regular

:qging

Last Cleared Time :11/09/2011 17:13:27

Packets Octets
Forwarding Engine Stats
Dropped 0 0
Off. HiPrio 10 0
Off. LowPrio - 1000 126000
Off. Uncolor :0 0
Queueing Stats(Ingress QoS Policy 3)
Dro. HiPrio :0 0
Dro. LowPrio :0 0
For. InProf :0 0
For. OutProf : 1000 126000
Queueing Stats(Egress QoS Policy 1)
Dro. InProf :0 0
Dro. OutProf 10 0
For. InProf 01 89
For. OutProf : 1045 129420

Sap per Queue stats

Packets Octets

Ingress Queue 1 (Unicast) (Priority)

Off. HiPrio :0 0

Off. LoPrio : 1000 126000
Dro. HiPrio :0 0

Dro. LoPrio :0 0

For. InProf :0 0

For. OutProf : 1000 126000
Ingress Queue 11 (Multipoint) (Priority)
Off. HiPrio :0 0

Off. LoPrio :0 0

Off. Managed :0 0

Dro. HiPrio :0 0

Dro. LoPrio :0 0



For. InProf :0 0

For. OutProf :0 0

Egress Queue 1

For. InProf 01 89

For. OutProf : 1055 130180
Dro. InProf :0 0

Dro. OutProf :0 0
*A:U-PE2#

*A:U-PE2# show service id 30 sap 1/2/3:30.42 detail

Service Access Points(SAP)

Service Id 130

SAP :1/2/3:30.42 Encap > ging
QinQ Dotlp . Default

Description . (Not Specified)

Admin State :Up Oper State :Up
Flags : None

Multi Svc Site : None

Last Status Change : 11/09/2011 08:26:45

Last Mgmt Change : 11/09/2011 08:25:58

Sub Type > regular

Sap Statistics

Last Cleared Time :11/09/201117:13:27

Packets Octets
Forwarding Engine Stats
Dropped :0 0
Off. HiPrio 10 0
Off. LowPrio : 1000 126000
Off. Uncolor 10 0
Queueing Stats(Ingress QoS Policy 3)
Dro. HiPrio :0 0
Dro. LowPrio :0 0
For. InProf :0 0
For. OutProf : 1000 126000
Queueing Stats(Egress QoS Policy 1)
Dro. InProf :0 0
Dro. OutProf 10 0
For. InProf 01 89
For. OutProf : 1070 131320

Sap per Queue stats

Packets Octets

Ingress Queue 1 (Unicast) (Priority)

Off. HiPrio 10 0
Off. LoPrio : 1000 126000
Dro. HiPrio :0 0

Dro. LoPrio 10 0



For. InProf :0 0

For. OutProf : 1000 126000
Ingress Queue 11 (Multipoint) (Priority)

Off. HiPrio 10 0

Off. LoPrio :0 0

Off. Managed 10 0

Dro. HiPrio :0 0

Dro. LoPrio 10 0

For. InProf :0 0

For. OutProf :0 0

Egress Queue 1

For. InProf 01 89

For. OutProf : 1070 131320
Dro. InProf :0 0

Dro. OutProf :0 0
*A:U-PE2#

*A:U-PE2# show service id 30 sap 1/2/3:30.41 detail

Service Access Points(SAP)

Service Id 130

SAP :1/2/3:30.41 Encap : ging
QinQ Dotlp : Default

Description : (Not Specified)

Admin State :Up Oper State :Up
Flags : None

Multi Svc Site  : None

Last Status Change : 11/09/2011 08:26:45

Last Mgmt Change : 11/09/2011 08:25:58

Sub Type : regular

Sap Statistics

Last Cleared Time :11/09/201117:13:31

Packets Octets
Forwarding Engine Stats
Dropped 0 0
Off. HiPrio : 1000 126000
Off. LowPrio :0 0
Off. Uncolor :0 0
Queueing Stats(Ingress QoS Policy 2)
Dro. HiPrio 0 0
Dro. LowPrio 0 0
For. InProf :0 0
For. OutProf : 1000 126000
Queueing Stats(Egress QoS Policy 1)
Dro. InProf :0 0
Dro. OutProf :0 0

For. InProf 1001 126089



For. OutProf 196 7309

Sap per Queue stats

Packets Octets
Ingress Queue 1 (Unicast) (Priority)
Off. HiPrio 1000 126000
Off. LoPrio :0 0
Dro. HiPrio :0 0
Dro. LoPrio 10 0
For. InProf :0 0
For. OutProf : 1000 126000
Ingress Queue 10 (Unicast) (Priority)
Off. HiPrio 10 0
Off. LoPrio :0 0
Dro. HiPrio :0 0
Dro. LoPrio :0 0
For. InProf :0 0
For. OutProf :0 0
Ingress Queue 11 (Multipoint) (Priority)
Off. HiPrio 10 0
Off. LoPrio :0 0
Off. Managed :0 0
Dro. HiPrio :0 0
Dro. LoPrio 10 0
For. InProf :0 0
For. OutProf :0 0
Egress Queue 1
For. InProf : 1001 126089
For. OutProf : 96 7309
Dro. InProf :0 0
Dro. OutProf :0 0

*A:U-PE2#
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