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Abstract

Social media offers many advantages to people and organizations worldwide, but
there is also a dark side to this phenomenon. For instance, an organization’s reputation can be
seriously damaged by employees’ actions and online posts. However, many organizations
still do not implement social media policies and do not train their employees to properly use
social media. Scholars debate the necessity of corporate policymaking and the content of
social media guidelines, as well as the most effective strategies to anticipate risks related to
employees’ social media misuse. Yet, research in this area is fragmented, and findings are
limited to specific countries and organization types that cannot be extrapolated to all
companies. This research study contributes to the ongoing discourse about the role of
corporate policies in preventing negative encounters in social media generated by employees,
by providing data about social media governance processes in Russian organizations. It also
provides strong evidence on the importance of proper implementation of social media policy
and its regular communication to employees for mitigation of risks related to employees’
social media misuse. Finally, this research study identifies the most popular social media
channels for private and business use in Russia and the factors that influence employees’

decisions to post about companies in social media.

KEYWORDS: social media, social media policy, corporate guidelines, corporate governance,

employee communication, risk mitigation, risk management, Russia
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Introduction

Development of digital technologies created many changes in people’s lives.
According to Pew Research Center’s report, today 72% of the public uses social media sites
(Pew Research Center, 2019). Companies all over the world recognized the enormous
opportunities of this new communication channel and started to modify their communication
practices accordingly (Meredith, 2012; Wright & Hinson, 2015). A Towers Watson study of
328 organizations worldwide found that 65% planned to use social media for public relations
(PR) and communication purposes (Towers Watson, 2010).

In traditional communication style, companies crafted their messages in line with
organizational goals and led consistent communication through all channels because they
were able to control and optimize the dissemination of these messages (Ihator, 2001).

Online communication, in contrast, “is multidirectional in nature and very fast in
transmission” (Thator, 2001, p. 200). Companies tend to lose control over the communication
process when using new digital communication channels (Fink & Zerfass, 2010; Thator,
2001; Zerfass, Tench, Verhoeven, Verci¢, & Moreno, 2010).

Another danger for organizations today is employees’ social media misuse. On the
one hand, communication coming from employees is very effective when they act as brand
ambassadors (Kelleher, 2009; Zerfass, Moreno, Tench, Verci¢, & Verhoeven, 2017; Zerfass,
Verci¢, Verhoeven, Moreno, & Tench, 2019). On the other hand, a company’s reputation can
be seriously damaged by employees’ actions and words (Weber, 2013). One of the most well-
known cases in this area is the Domino’s Pizza crisis in 2009. Their employees filmed
themselves doing various disgusting things to food they served and uploaded the video on
YouTube. The video was viewed over one million times before it was removed (Weber,

2013). The company’s reputation was ruined.
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At the same time, around two-thirds of organizations still do not have specific social
media policies and do not train their staff to use social media (Jennings, Blount, &
Weatherly, 2014; Macnamara & Zerfass, 2012). In the absence of information about social
media governance process and its elements, companies experiment with communication in
social media (Macnamara & Zerfass, 2012). Along with that, organizations often ban
employees’ use of social media in the workplace in order to minimize associated risks, but
this course of action often has a negative impact on employees’ morale (Jennings et al.,
2014). Social media blocking is also difficult to enforce because most employees now have
multiple personal electronic communication devices that can be used to access social media
even with the social media ban in place (Jennings et al., 2014). Instead of blocking social
media access, legal experts advise employers to develop a policy that clarifies the boundaries
of social media participation for employees (Dryer, 2010; Sadnchez, Levin, & Del Riego,
2012).

Although the topic of social media usage by organizations is of great interest both to
communication practitioners and scholars, there are still lacunae in research. The findings are
limited to specific countries and organization types and cannot be extrapolated to all
companies. Scholars state the necessity of further research in this area with a focus on non-
English-speaking countries (Linke & Zerfass, 2013; Vaast & Kaganer, 2013).

This research study contributes to the ongoing discourse about the role of corporate
policies in preventing negative encounters in social media generated by employees, by
providing data about social media governance processes in Russian organizations. Another
goal of this study is to identify specific elements of policy and its implementation process

that are more effective when it comes to avoiding employees’ social media misuse.
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Literature Review

The rise of social media has increased public interest in communication practices
associated with digital channels. During the last decade, over 200,000 books and articles have
been written about this phenomenon. However, most of them have focused on the advantages
of social media platforms (Katona & Sarvary, 2014; Kuvykaite & Piligrimiene, 2013;
Meredith, 2012; Noor Al-Deen & Hendricks, 2012) and have analyzed the impact of social
media on the personal and professional life of an individual (Baek, Bae, & Jang, 2013;
Chambers, 2013; Healey, 2011; Lehavot, Barnett, & Powers, 2010; Madsen & Verhoeven,
2016; Raney & Oliver, 2014). Little research has been conducted on the organizational risks
generated by social media usage; interest in this area started to grow only recently.

Existing research on social media usage by organizations centers on two major topics:
the use of social media for communication and PR, and social media control and risk
management. In addition, there is a group of articles in trade press and magazines that offer
practical advice on the mitigation of social media risks and policymaking. Their proposals,
however, are mostly based on practical experiences and are not supported by any research
data.

Usage of Social Media for Communication and PR

When the so-called “digital evolution” (Linke & Zerfass, 2013) — a transition from
classical online communication to social media — was complete, both communication
scholars and practitioners started to discuss and evaluate the advantages of the new
communication channel. In their book Putting the Public Back in Public Relations: How
Social Media is Reinventing the Aging Business of PR, Solis and Breakenridge (2009)
claimed that the socialization of communication offered a new opportunity for PR practices.
Mangold and Faulds (2009) called social media “the new hybrid element of the promotion

mix” (p. 357): social media not only enabled organizations to talk directly to their customers
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but also allowed customers to talk to one another about the organizations. Following the same
argument, Kelleher (2009) introduced the model of distributed public relations for
organizations, a model where “key outcomes of public relations are fostered by a wide range
of people communicating interactively while representing an organization” (p. 185). Kelleher
(2009) also noted that conversational human voice in organizational communication
correlates positively with trust, satisfaction, and commitment. In 2013, Moreno, Navarro,
Tench, and Zerfass (2015) surveyed 2,710 participants from 43 European countries in order
to learn about digital media perceptions of communication practitioners. The researchers
discovered that “social media tools, stakeholders and gatekeepers are very important for the
communication function and for ... organizations” (Moreno et al., 2015, p. 251).

However, some scholars have argued that there is still a lack of research in this field
and more data is needed to evaluate the impact of social media on organizations. For
example, Kent (2010) stated that communication researchers “need more criticism and more
theory” (p. 653). Wright and Hinson (2009) mentioned that “meaningful gaps exist when
measuring differences between what is happening and what should be happening in terms of
... social media” (p. 19) in American companies. Verhoeven, Tench, Zerfass, Moreno, and
Vercic (2012) pointed to the absence of information “about the use and management of social
media by European PR practitioners” (p. 162). Moreno et al. (2015) noted that some
challenging issues could eventually emerge because there was no common understanding
about the right strategies and instruments for social media among practitioners. Similarly, no
research studies on social media practices in Russian organizations are currently available.

Macnamara and Zerfass (2012) attempted to explore how social media were used by
organizations around the world. Designed to provide comparable international data, the study
was conducted in two stages using a mixed method approach (online survey and qualitative

interviews with communication practitioners) in several European and Australian countries
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(Australia, Austria, Germany, New Zealand, Singapore, and Switzerland), as well as one
territory (Hong Kong). They found that the “use of social media for organizational
communication is ... mostly experimental and ad hoc, rather than strategically planned”
(Macnamara & Zerfass, 2012, p. 303), which confirmed the research results of Wright and
Hinson (2009) and Verhoeven et al. (2012).

Discourse in the area of social media in PR practices is still evolving. The consensus
is that social media plays an important role in PR activities, but at the same time there are no
right strategies or tools readily available for social media practitioners worldwide. Moreover,
available research findings are limited to Western countries, and no data on social media
practices in organizations in Russia are available. All scholars state the importance of further
research in this area with a specific focus on communication practices in different types of
organizations, industries, and cultures.

Social Media Control and Risk Management

In a traditional organizational PR model, communication was a controlled one-way
process: organizations were usually the senders of information and their audience — the
receivers (Thator, 2001). The adoption of social media by organizations raised concerns about
a possible loss of control over communicated messages (Fink & Zerfass, 2010; Thator, 2001;
Wigley & Fontenot, 2010; Zerfass et al., 2010) and potential risks that companies might face
(Jennings et al., 2014; Linke & Zerfass, 2013; Weber, 2013). In general, academic research in
this area falls into two broad intersecting areas: analysis of social media challenges and risk
mitigation strategies in organizations, and evaluation of different corporate social media
governance processes and overall effectiveness of the policies. In addition, another research
branch focusing on social media regulations introduced by government has recently emerged.
However, in this research study I focus on corporate policies, and I do not address further

details on government regulations discourse.
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Analysis of social media risks, their mitigation, and control.

Luoma-aho and Vos (2010) analyzed existing corporate communication theories and
ongoing discourse and concluded that modern companies interact within multiple and ever-
changing arenas that require new communication approaches. These new communication
practices created new vulnerabilities. Based on a 2010 ISACA report, Linke and Zerfass
(2013) identified major social media generated threats and proposed various risk mitigation
techniques. For example, to mitigate risks generated by customer dissatisfaction with the
responsiveness of the company in social media channels, researchers proposed to “ensure that
staffing is adequate to handle the amount of traffic that could be created from a social media
presence” (Linke & Zerfass, 2013, p. 273) and “create notices that provide clear windows for
customer response” (Linke & Zerfass, 2013, p. 273).

In 2012 Jennings et al. (2014) investigated social media usage by organizations and
individuals. Survey participants included 262 businesspeople employed in a wide range of
industry types in the USA. Upon analyzing the survey data Jennings et al. (2014) identified
four main risk areas that could lead to reputational losses and various legal consequences for
employers: employees’ actions on corporate social media channels, employees’ endorsement
of products or services via social media channels, poorly crafted internal policies, and
disclosure of proprietary or confidential information online. They also found that “legal risks
arising from employee use of personal electronic communication devices ... are not obvious
and can be difficult to account for in a traditional employee policy and monitoring
framework™ (Jennings et al., 2014, p. 103). They concluded that a clear set of rules for social
media usage by employees as well as special training should be developed and implemented
in organizations to fully use the benefits of social media and mitigate potential risks

(Jennings et al., 2014).
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Another approach to risk classification was proposed by Cross (2014) who, after
careful analysis of available research data, divided risks into two categories: technology, and
people. To mitigate the risks generated by technology, Cross (2014) proposed implementing
proper security measures and having “the right tools in place to handle any issues that arise”
(p. 127). In the case of people, he argued that companies should change employee behavior
“through policies, training, and communication” (Cross, 2014, p. 127). His observations
about social media policy implementation were similar to those of Linke and Zerfass (2013)
and Jennings et al. (2014).

Governance frameworks and policies analysis.

Since many scholars have identified social media policies as an effective tool for the
mitigation of social media risks generated by employees, it is no wonder that this topic
receives considerable attention from communication practitioners and researchers. However,
a limited amount of research has been conducted in this area thus far. Further, there is also a
duality in approach: while American scholars focus their research on social media policy and
its implications for organizations, European researchers generally discuss overall social
media governance processes. Moreover, the terms “policy”, “guideline”, and “governance”
are often used interchangeably, which adds to the confusion.

Zerfass, Fink, and Linke (2011) proposed the term “social media governance” to
describe “the formal or informal frameworks which regulate the actions of the members of an
organization within the social web” (p. 1033). Social media governance comprises guidelines
for social media, tools for monitoring stakeholder communication, training programs for
social media, and key performance indicators for measuring social web activities (Zerfass,
Verhoeven, Tench, Moreno, & Vercic, 2011). In a related study of social media governance
practices, an online survey consisting of 20 questions, each based on scientific hypotheses,

was conducted in Germany (Linke & Zerfass, 2013). After analyzing the answers of 1,007
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communication practitioners, Linke and Zerfass (2013) concluded that despite high rates of
social media adoption by organizations, the majority of organizations still lacked developed
governance structures and guidelines.

Guidelines are defined as internal documents that “describe and provide advice on
how social media communications shall be dealt with by all of the members of an
organization and how it can enable all of them to become communicators in participative
online environments” (Linke & Zerfass, 2013, p. 275). Boudreaux (2011) also noted that
social media guidelines are “critical to helping employees understand the boundaries of their
social media activities relating to their employer” (p. 274).

Cross (2014) defined policies as “a set of directives that addresses a particular aim or
goal and provides information on how to accomplish it properly” (p. 217). Vaast and Kaganer
(2013) conducted a content analysis of 74 corporate social media policy documents they
obtained online. They stated that “organizational policies are documents that present guiding
principles on a particular topic (e.g. human resources, IT use) and that are established by
senior management to shape employees’ actions and perceptions in regard to this topic”
(Vaast & Kaganer, 2013, p. 79). Vaast and Kaganer (2013) also argued that an “evolution in
organizational responses to social media” (p. 94) can be observed in various types of
organizations and identified typical elements of social media policy. Fuduric and Mandelli
(2014) developed this topic even further by analyzing 20 social media guidelines with the
help of the Competing Values Framework. They concluded that the majority of the existing
guidelines were not really effective in stimulating expected change or directing action, and
communication process was important for the adoption of the social media policy by
employees (Fuduric & Mandelli, 2014). According to current discourse on the topic of social

media policy, companies should involve different departments in social media policy creation
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and pay special attention to policy promotion and enforcement in organizations (Harris, 2011;
Cross, 2014).

However, researchers note that companies should be aware of potential complications
when implementing social media policies. For example, Koch, Leidner, and Gonzalez (2013)
used content analysis, supplemented by face-to-face interviews, to investigate mechanisms
leading to workplace conflicts that were related to employees’ social media use. They
observed that social media policies often “do not harmoniously combine with traditional
organizational cultures” (Koch et al., 2013, p. 501). This could lead to IT-culture system
conflict and have a negative impact on both business effectiveness and employees’ morale
(Koch et al., 2013). Additionally, Weber (2013) conducted a content analysis of 31 private
companies’ social media policies published online. He argued that social media policies can
establish contradictory expectations for employees and this, in turn, could lead to conflicts in
the workplace (Weber, 2013). The recent study of 112 social media policies conducted by
Banghart, Etter, and Stohl (2019) confirmed these findings. They concluded that
organizations tend to complicate the situation “by issuing policies with ambiguous and
potentially all-encompassing boundary specifications” (Banghart et al., 2019, p. 362), which
does not help prevent negative encounters in social media generated by employees and might
also have a negative impact on employees’ well-being.

All in all, researchers agree that social media has become a part of everyday life and
this fact imposes new risks for organizations. They argue that organizations can mitigate
these risks by introducing new policies and training employees, but the content and style of a
policy is very important for successful risk mitigation. However, data are scarce and findings
are limited to certain industries and countries. Scholars outline the importance of further

research in this area.
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Summary

As demonstrated in this literature review, the phenomenon of using social media for
PR practices is rather new, and research in this area is fragmented, with researchers often
working in silos. For example, while American scholars generally analyze social media
policies and their implications for organizations, European researchers focus on the overall
social media governance process. Moreover, available findings are limited to leading
European countries and the USA. Extant literature sources do not appear to include any
research studies focusing on corporate social media policies that were conducted in non-
Western countries.

Available data suggest that trends observed in the field of social media governance
are similar in all Western countries. All researchers outline the importance of unambiguous
rules in this area. Some researchers argue that unclear policies can have a negative impact on
employee morale and lead to workplace conflict. However, there is no consensus regarding
the mandatory elements of social media policy and its implementation process. There are
some suppositions about the relationship between size and type of organization and the way
that social media is governed. However, there is insufficient data to draw any specific
conclusions, and many scholars call for further research along these lines.

Content-analysis of policies and online surveys are the most often used methods of
research of social media governance processes. Many researchers also conduct personal
interviews to gather more data for further analysis. It would be justified to follow the same
methodology when conducting new research in order to obtain comparable results and to
contribute to existing discourse in this area.

To sum up, there is still a lack of research in the area of social media governance,
specifically when it comes to non-English-speaking countries. Existing findings are limited to

specific countries and organization types, and there are insufficient data on the possible
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relationships between specific characteristics of organizations (type, size, etc.) and the
existence of social media policies. In this research study I explore aspects of social media
governance process in different types of organizations in Russia to address the existing
knowledge gap and to provide information about this area in non-European countries.
Research Questions
This research study analyzes the implementation of social media policies in state,

state-owned, private local, and private international organizations in Russia with a specific
focus on companies already negatively affected by employees’ social media misuse. The
research questions are:

Q1: What is the relationship between the existence of the social media policy and

negative encounters in social media?

Q2: What elements of social media policy and its implementation process are more

effective in preventing negative encounters in social media generated by employees?

Q3: What is the relationship between the existence of social media policy in an

organization, as well as its content, and the type and size of the organization?

Research Design and Data Gathering Methods

Research Design

Interest in social media governance process in organizations started to grow only
recently. Currently, there are many gaps in the literature concerning this phenomenon, and it
is difficult to construct theories based on existing data. Therefore, inductive reasoning was
used in this research; I moved from specific observations to detection of patterns and
development of general conclusions about the phenomenon under study.

This research study was conducted within the discovery paradigm because I believe

that the “reality is discoverable and ... we may gain knowledge of it” (Merrigan, Huston, &
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Johnston, 2012). The phenomenon under study exists in reality, and its elements can be
classified into categories based on observed similarities and differences.

As the topic of social media policy implementation is quite new and little research has
been carried out to date, an exploratory approach was employed. This approach allowed the
discovery of further insights into the phenomenon of social media governance in various
types of Russian organizations, the observation of patterns of association between specific
elements of social media policy implementation process and negative encounters in social
media, and the identification of elements of social media policy and its implementation
process that could potentially prevent misuse of social media by employees. An exploratory
approach also helped in the testing of data gathering methods, the creation of feasible
techniques for further research studies in this area, and the development of tentative theories
about the relationship between social media policy implementation process and negative
encounters in social media generated by employees.

However, the research results were not representative due to the nature of this
exploratory approach. This was one of the limitations of the research findings.

The research study was also cross-sectional. I collected and analyzed data from
different types of organizations in Russia to identify similarities and differences in their
social media governance strategy and policy implementation process and to address the
existing knowledge gap in this area, as suggested by Linke and Zerfass (2013) and Vaast and
Kaganer (2013).

In sum, I used the discovery paradigm to conduct a cross-sectional exploratory study
with an inductive approach to reasoning.

Study Population and Sampling Method
Since the research study focused on social media policy implementation in various

types of organizations in Russia, the research subjects included Russian companies of
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different sizes, working in different industries. I specifically focused on companies that had
already been negatively affected by employees’ social media misuse because this could
provide rich data on employees’ social media use and non-working social media governance
elements.

In general, all Russian organizations can be divided into four large categories: state
organizations (e.g. ministry, municipality), state-owned companies (e.g. Gazprom, RZD),
private Russian companies (e.g. Yandex, Megafon), and private international companies (e.g.
GE, Siemens). Among these, I identified companies that had already been affected by
employees’ social media misuse, as this indicated that their social media governance process
was either faulty or nonexistent.

At the same time, I also chose companies from each of the four categories that had not
faced any negative employee generated encounters in social media. This allowed me to
identify differences between approaches to social media governance processes in different
companies and elements that could potentially prevent employees’ social media misuse.

Organizations could have been classified into additional categories — for example,
those based on size, industry, and location. These categories could provide researchers with
other variables for deeper analysis and exploration of causal relationships between different
elements of social media strategy, specific features of the company, and negative social
media encounters. For example, I discovered some patterns between organization size, the
industry in which the organization works, and social media governance process. However,
the amount of data gathered was insufficient to make any generalizations or to draw any
conclusions based on these findings due to the limited number of research subjects. Thus, a
more precise categorization in an exploratory study did not make sense. This is an area for

future research.
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As my goal was to conduct a cross-sectional study, I planned to gather data from at
least two companies from each of the four large categories. The initial aim was to select one
company that already had a negative experience with employees’ social media misuse, and
another that had not. This approach was designed to help me determine the relationship
between negative encounters in social media and specific elements of social media
governance process. However, due to the difficulties in recruitment of research subjects
linked with the current political situation and specifics of Russian organizations, I did not
reach this quota. I could only gather data about my research topic from companies that agreed
to participate in the study.

For the sampling method, I employed judgment sampling to select the research
subjects. Judgmental sampling “involves selecting elements for the sample that the
researcher’s judgment and prior knowledge suggests will best serve the purposes of the study
and provide the best information” (Sullivan, 2001, p. 209). Therefore, the organizations that
were invited for participation in the study had been identified by me as the best sources of
data about the phenomenon under study based on my knowledge of the topic and available
news reports about negative encounters in social media generated by employees.

Although I would have liked to have as research subjects both the companies that
were and were not affected by employees’ social media misuse, this was not the primary
research goal. Furthermore, reaching the quota was impossible under the present
circumstances. Consequently, I decided not to use quota sampling as a primary sampling
method in this research. Nevertheless, I still tried to find research subjects that fully
represented each category in order to obtain richer data for analysis.

Data Gathering Method
The study was conducted in two phases. First, social media policies were collected

and analyzed. As a second step, semi-structured in-depth interviews were conducted with
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organizations’ employees and managers to reveal additional details about social media
governance process.

Content analysis.

This method was used to analyze organizations’ official documents that regulate the
use of social media by employees. Content analysis revealed similarities and differences in
approach to social media governance in different types of organizations in Russia and
identified policies’ main elements.

As Russian companies do not usually publish their internal documents on the Internet,
I had to contact them and ask them to share their policies with me. Some companies declared
that they did not have any social media policies, while in fact they had unofficial rules for
employees in this area. If I had only used content analysis, these cases would not have been
taken into consideration and the research results would have been inaccurate. This prompted
a second step in the research study — in-depth semi-structured interviews.

Semi-structured in-depth interviews.

With the help of the semi-structured in-depth interview method, a researcher can
effectively build rapport with interviewees and collect a maximum amount of rich data for
further analysis (Leech, 2002). After analyzing the content of existing policies, I decided to
use this method to uncover additional information about known regulations and employees’
attitudes towards them. This allowed me to investigate whether there were informal and
undocumented policies and rules in place. The questions were created based on the findings
of the previous studies in this area.

I planned to interview managers who were responsible for social media policy
creation and process implementation (for example, IT, HR, or communication managers), as
well as ordinary employees who had worked in the organization for more than one year and

therefore were well aware of internal processes and rules. This approach facilitated the
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collection of rich data about the actual situation in organizations, management goals and
aspirations, and employees’ points of view and behavior.

Results
Content Analysis of Organizations’ Official Documents

Organization type and presence of social media policy.

In order to learn more about social media governance process and existing rules, |
collected social media policies from the companies participating in the research study for
further analysis. Most of the companies’ representatives declared that they did not have any
written social media regulations in place. Only two companies confirmed that they developed
official social media policies for employees and agreed to share these documents.

Both companies that had a social media policy were large companies with over 1,000
full-time employees; however, the number of people employed by the participating
companies in this research study did not directly correlate with the presence or absence of a
social media policy. The research subjects also included large organizations that didn’t have
any official written regulations. However, none of the small- and medium-sized companies
that participated in the research study had any social media policies for employees.

The availability of a social media policy for employees in a company was likely not
linked to company type. One of the companies in my research study that had a social media
policy was a private international company and another was a state-owned Russian company.
At the same time, companies that declared the absence of a social media policy belonged to
all three researched categories: state-owned companies, private Russian companies, and
private international companies.

To sum up, large organizations in Russia are more likely to have official social media
regulations in place; however, organization type does not correlate with the presence or

absence of a social media policy.
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Language, content, and date of publishing.

Both analyzed documents were provided in English. The private international
company also had a Russian version, but the state-owned Russian company’s policy was only
available in English.

According to the 2010 National Population Census, only 7,574,303 out of
142,946,788 people — which is roughly 5% of Russian population — speak English (Federal
State Statistics Service, n.d.). Statistically, it is probable that an organization employs a
person who does not speak English well. In this case, a corporate policy written in a foreign
language will not be read and understood by an employee, which could bear additional risks
of social media misuse.

The policy provided by the private international company was dedicated to the topic
of social media usage in the organization. It consisted of a short circular and an addendum
explaining basic rules of social media use by employees. In the text of the circular there was
a notice that an employee should be familiar with other existing corporate regulations in the
areas of communication, information security, compliance, and data privacy and protection of
know-how, and if there was any doubt, an employee “should rely on the most severe
requirements of the above-mentioned circulars and guidelines” (Personal communication,
2018). However, the social media circular did not contain any links to the circulars in
question, and it did not explain how to find these documents. Thus, it might have been
difficult for an employee to become acquainted with all the documents in question, which
might have increased risks of social media misuse.

In the case of the state-owned Russian company, the rules of social media use by
employees were integrated into a larger document called “the styleguide”. It also contained
the company’s mission statement, information related to the company’s operation field, and

detailed how-to guides for many activities performed by employees. However, there was no
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specific chapter in the document that explained how the employees should behave when
using social media, as the instructions were scattered throughout the document. The policy
did not provide specific rules for only social media channels; the rules were valid for all
channels of communications used by employees. In fact, the words “social media” were not
used in this document at all; the authors of the policy employed broader definitions like
“communication” and “messages”. Taking into consideration that this information was
presented in 75 pages and there was no specific chapter on the proper use of social media,
there might have been a risk that employees would not read the entire document or
understand that these rules applied to social media as well.

Both analyzed policies were created around the same time. According to the
respondent, the state-owned Russian company published its policy in 2010, and the private
international company’s circular dates from 2011. However, the expansion of social media
platforms into the Russian market began earlier: social networks VKontakte (Durov, 2010)
and Odnoklassniki (“Istoriya proekta,” n.d.) appeared in 2006, followed by the launch of
Facebook in the Russian language in 2008 (Trukhanov, 2008). In 2009, 31 million people
(“Rynok socialnykh setey Rossii,” 2010), or 52% of all Internet users in Russia (Russian
Public Opinion Research Center, 2012), were active in social media. In 2012, 82% of all
Internet users in Russia used social media platforms (Russian Public Opinion Research
Center, 2012). Therefore, in terms of timing, both companies were a little late in introducing
the policies.

During a series of subsequent interviews, it was discovered that both companies with
social media policies in place had cases of social media misuse. In the private international
company it was a minor violation, while in the state-owned Russian company the

transgression of the policy was more severe. However, there were insufficient data to suggest



SOCIAL MEDIA POLICIES IN RUSSIAN ORGANIZATIONS 25

if there was a correlation between the language and content of the policy and the probability
of social media misuse by the organization’s employees.

Conclusions.

Despite social media platforms becoming widely used in Russia, most of the
companies still did not have any social media policy in place. Large organizations were more
likely to have official social media regulations, but there was no relationship between type of
organization and presence of social media policy. There was also no connection between the
existence of social media regulations in the organization and cases of employees’ social
media misuse.

Unfortunately, I collected insufficient data to analyze the correlation between the
language and content of a policy and the probability of social media misuse by an
organization’s employees. However, it is clear that there were other factors, such as
communication process and corporate culture, at play. I explored these factors during a series
of subsequent interviews with employees.

Semi-structured In-depth Interviews

Recruitment and respondents.

I contacted twenty organizations, both affected and unaffected by employees’ social
media misuse. The recruitment letters were sent to the organizations’ official contact e-mail
addresses available on their websites. In the case of not receiving any reply in three weeks’
time, I contacted organizations by phone, as listed on the respective websites, to check if they
had received my request and were willing to participate.

My aim was to gather data from at least two companies from each of the four large
predefined categories. However, the difficulties in the recruitment of research subjects, linked

with the current political situation and specifics of Russian organizations, prompted me to
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revise this goal. Seven organizations that agreed to participate in this research study were
recruited.

The split between the organizations in each of the four categories was as follows. One
state organization and one private Russian company agreed to participate in this research
study. At the same time, I received confirmation from three state-owned companies and two
private international companies.

Moreover, not all the participating organizations provided me with two research
subjects for interviewing, as was initially set in the research design. As a result, the richness
of the gathered data varies between categories, which introduces additional limitations when
interpreting research study results.

All in all, from December 2018 to April 2019 I conducted 10 semi-structured in-depth
interviews: six in person, and four by phone. The research subjects were white-collar
professionals that had worked in the organization for more than one year. Four respondents
worked in a Communications Department, five respondents were regular employees from
non-PR departments, and one respondent was a managing director.

General findings.

All 10 respondents used social media in their private time. Reading news and chatting
were the most popular activities, followed by connecting with friends in social media via
newsfeed updates and watching entertaining videos online. Two respondents admitted that
they used social media platforms for educational purposes, such as watching lectures,
webinars, and TED talks on various topics. One respondent mentioned that he considered
social media to be an important asset for personal development because it was “the source of
information about the latest trends in [his] profession”.

Two-thirds of the respondents shared in personal social media channels company-

related information, corporate news, and personal work projects, especially those that they
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were proud of, as noted by one of the respondents. Although all of the respondents claimed
that they posted online “only what [was] allowed for communication”, they still believed that
they could face some problems at their workplace due to this behavior. This might have been
linked to the absence of clear social media policies or irregular communication of social
media rules, as half of the research participants stated that there were no rules at all, and the
other half were not able to remember how they had learned about the rules or to speak about
their content.

The most popular social media platforms for personal use were Facebook and
Instagram; eight out of ten respondents used them on a regular basis. Messengers were also
named by the majority of respondents as the preferred means of receiving news (Telegram
channels) and updates from friends and colleagues (groups in WhatsApp and Viber). For
example, many respondents confessed that they could not imagine daily life without the use
of messaging platforms. At the same time, blogging social media platforms, such as
LiveJournal, were not mentioned by any of the respondents. There were also differences in
the use of social media platforms along gender lines — a finding that aligns with previous
studies in this field (Idemudia, Raisinghani, Adeola, & Achebo, 2017; Mazman & Usluel,
2011; Thompson & Lougheed, 2012).

Regarding social media platforms that the respondents used as part of their
professional duties, Facebook, Instagram, and messengers also led the list. Although the
popularity of social media platforms among respondents generally followed the same trend
for both personal and professional use, there were big differences when it came to specific
platforms. For example, for professional tasks YouTube and Odnoklassniki platforms were
used less often, while the importance of Twitter and Livejournal increased. The messengers
were also used differently; while WhatsApp was clearly the messenger of choice for private

use, its significance dropped dramatically when used for professional duties.
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During a set of interviews I discovered an interesting example of a WhatsApp
application in the professional environment. The group chat functionality in this messenger
was used for internal communication purposes in a large company with employees working
in multiple locations. On the one hand, the use of WhatsApp group chats ensured targeted
communication — the information was distributed only to those employees who needed to
know it, and employees could receive the updates on-the-go, delivered on their smartphones.
On the other hand, it allowed prompt feedback from employees and quick reactions to any
issues that might arise. This suggests that, in the future, messengers could grow in importance
as one of the social media tools for professional duties.

In sum, the top three social media platforms used for personal activities and
professional tasks were the same. However, there were differences in their use, and specific
platforms used for professional tasks varied from company to company. This dynamic could
have been linked to the fact that the social media platforms for professional use in the
specific company were not chosen by the respondent but by the management, and the
management likely decided to use the social media channels that were most popular in the
specific period of time. Therefore, the employee’s use of social media was constrained by

management decisions.



SOCIAL MEDIA POLICIES IN RUSSIAN ORGANIZATIONS 29

=
o

S kB N W B U1 O N 00 ©

H Men Women —e— Personal Use —e— Professional Use

Figure 1. Preferred social media channels for private and professional use.

Six respondents claimed to use social media to perform some tasks at work, and four
respondents did not have any official tasks related to social media in the office. Nevertheless,
all of them used social media during office hours, even if there were restrictions in place.

Respondents preferred to use mobile devices (smartphones and tablets) to access
social media platforms both in their private time and during office hours. However, those
who used social media to perform some professional duties utilized desktop computers and
notebooks in addition to mobile devices because, as some respondents noted, it was a simpler
way to reach social media channels at work. If access to social media at work was restricted,
respondents used a personal device and a mobile Internet connection to get online during
break time.

The words that the respondents used when describing access to social media in the
office was also noteworthy. In general, they avoided giving affirmative responses like “it is
allowed”. For example, six respondents articulated that “it is not forbidden”. However, “not

forbidden” does not necessarily mean that the activity is permitted, but this answer is more
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evasive. The choice of words illustrated that the respondents were not clear about the use of
social media during office hours. This could be directly linked to the fact that the respondents
that gave this answer were also not able to recall exactly how they learned about the rules of
social media use for employees.

All the respondents who thought that the use of social media during office hours was
not forbidden were either officially allowed to use social media at work or their company did
not have any policy regarding this aspect of employee behavior in the workplace. The only
respondent who did not know if permission had been granted to use social media at work was
in fact allowed to do so. At the same time, if the use of social media in the office was

prohibited, the employees were aware of this policy.

O B N W b U1 OO N
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M Perception Actual status

Figure 2. Using social media during office hours: respondents’ perception vs. actual
workplace policies. Observed contexts included: “forbidden” where there was a clear
statement in a social media policy about restricted access via the corporate Internet
connection or access to the respective sites was blocked, “allowed” where there was a
statement in a social media policy about the possibility of access to social media at the
work place, “not forbidden” where employees thought they were free to post, and “don't
know”/“no policy” where employees were unsure or there was no written policy.

It seemed like the use of social media during office hours was generally considered a
grey area. Many respondents stated that there were no specific restrictions and the

management neither encouraged nor discouraged the use of social media by employees at
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work. Most likely, the management did not force restrictions on employees because “they
[were] on social media during working hours themselves”, as one respondent explained.

Half of the respondents said that there were certain rules or recommendations for
employees on how to use social media at their organization. Although all respondents
employed by companies with social media policies in place confirmed that they knew about
the existing rules, they did have trouble recalling the content of the policies and remembering
how they had learned about them. Among those who admitted that there were no specific
rules for employees related to social media use, one respondent mentioned that their parent
company might have had some policies in this area, but they were never implemented in the
local subsidiary.

All respondents referred to their “work experience”, “professional attitude”, and
“common sense” as the basis for their decisions on how to act in social media, no matter
whether there was a social media policy in place or not. At the same time, two thirds of
respondents believed that they could encounter problems at work because of what they did in
social media, and half of the respondents said that they knew about situations when
employees at their organization were punished for some activities in social media. Therefore,
many respondents faced the situation that, in the absence of clear rules, they did not know if
their activities in social media were acceptable or not, and this imposed additional pressure
on them. As one of the respondents explained: “I am a reasonable person and always think
before publishing something online. But there is always a chance that management would not
like what I’ve posted — it’s always a very subjective assessment”.

In sum, all the respondents used social media at work, and many published news
about their company in personal social media accounts. Many respondents that worked in
organizations with a social media policy in place did not remember policy content. This could

have been linked to the absence or inconsistency of communication on this topic. Most
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respondents believed that they could be punished for sharing something online; however, the
presence of a social media policy did not alleviate this fear, perhaps because respondents felt
that they were not very familiar with the policy.

State organizations.

One state organization — a medium-sized entity with over 250 employees — agreed to
participate in this research study, and one interview with a Communications Department
employee was recorded. It did not have any official documents regulating employee behavior
in social media, and it never experienced negative encounters related to employees’ social
media misuse.

In this organization access to the Internet was open to all employees, who could visit
social media sites without any restrictions. For example, the respondent contrasted this
situation with policies at her previous place of work, where access to social media via the
corporate Internet connection was blocked for everyone with the exception of press office
employees. Nevertheless, employees of this state organization preferred to avoid using
corporate IT equipment (PCs, laptops) to access social media sites at work; they browsed
social media using their personal mobile devices instead.

The management was not encouraging or discouraging employees to use social media
during working hours, but excessive social media use was not welcomed. However, the
respondent found it difficult to define what was “excessive use” in this case and how she
learned about this attitude.

When it came to specific rules for employees in social media, the respondent was not
able to recall any instructions. She said that there was no official or unofficial communication
on this topic, and she did not sign any code of conduct.

Although the respondent was in charge of the organization’s social media accounts

and published information on behalf of the company, she did not post anything related to her
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workplace in her personal accounts. This was one of the reasons the respondent was certain
that she would not encounter any problems at work for her activity in social media. The other
reason was what the respondent called “professional attitude” — she has enough experience in
social media to clearly understand what could be posted and what could not.

All in all, no official or unofficial social media policy was present at the state
organization. Employees had access to social media, but in the absence of clear rules they
avoided posting about the company and accessing social media using office computers. Still,
no negative encounters in social media specifically linked to employees’ behavior were
detected thus far.

State-owned Russian companies.

Three state-owned Russian companies — all large entities, with over 1000 employees —
participated in this research study. These companies were drawn from three very different
areas — energy, mobility, and media. Five interviews were recorded in total: three with
regular employees, and two with employees working in communications.

Only one company implemented official rules related to employees’ use of social
media. These rules were an integral part of a large document called “the styleguide”. At the
same time, two out of three organizations encountered negative situations related to
employees’ social media misuse. Both a company with a policy and a company without a
policy were affected, which suggested that some aspects of the policy were not clear to
employees or its implementation lacked consistency.

While in two organizations the access to social media was open to all employees, in
one organization all social media sites were blocked. The employees could not access the
sites using the corporate Internet connection, and they had to request written permission from
management to unblock these sites when these platforms were required to perform duties at

work. In fact, this is how the employees of the latter organization initially learned that the use
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of social media at their workplace was forbidden. However, that did not stop them from
accessing social media sites during office hours, as they used personal mobile devices
connected to the Internet for these purposes instead.

In general, mobile devices were the preferred means of accessing social media during
office hours: four respondents used their smartphones for these purposes. Only one
respondent stated that she used the office computer to access social media at work.

Most of the respondents employed by companies with open access to social media
stated that there were some recommendations regarding employees’ use of social media. At
the same time, they were not able to recall in detail what was recommended and how they
learned about these regulations. It seemed that there was a lack of communication in this
area.

The respondents employed by the company with a social media policy in place said
that they knew about an e-mail sent to all the employees that addressed the rules, but they had
not personally received it. In fact, they had learnt about the rules from private conversations
with their colleagues, as well as from situations when they witnessed employees being
punished for posting something in social media. Their understanding of the existing corporate
social media policy was a mix of rules stated in the policy and personal beliefs on how to
behave in order to not run into trouble.

For example, the respondents said that an employee should not post his or her opinion
in social media if he or she disagreed with the company’s official position on something.
Criticizing the management online could also result in punishment. However, these rules had
little in common with the policy’s actual content. Although there was a general chapter on
libel and defamation, the policy did not state that employees could never express their
opinion or were obliged to only post positive information. The policy stated that “truth, fair

comment in a matter of public interest” was not a libel (Personal communication, 2018).
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Nevertheless, the employees of this organization avoided sharing in social media any
information that could be potentially considered as defamation. Both respondents said that
they changed the way they used social media after they had learned about the corporate
policy and potential penalties.

The respondents from the company without a social media policy said that they did
not receive any official communication regarding how to behave in social media.
Nevertheless, they knew about the possibility of being punished for their activity in social
media and named certain rules. For example, both respondents stated that employees should
not publish internal information and criticize the company in social media.

Predictably, the respondents working in communications knew more about the policy
and existing rules, and they were rather confident in using social media at work and posting
information about the company. At the same time, regular employees that participated in this
research study never shared information about the company in their personal social media
accounts because, as both respondents stated, they did not want to get into trouble.

The management of the organization with a social media policy in place surprisingly
did not encourage or discourage employees to use social media during working hours, while
the management of the organization without a social media policy had a more positive
attitude towards employees’ use of social media. Sharing official corporate posts and positive
information about the company in social media was a welcomed behavior. However, it
seemed that, in the absence of clear rules, the employees were not eager to post something
online even if management allowed social media use during working hours.

In sum, there was no pattern related to the existence of social media policies and the
availability of social media for employees among state-owned Russian companies. In some
organizations the access was blocked, while in others the employees could access social

media. However, a social media policy was more likely to be found in an organization where
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access to social media was open to all employees than those organizations where access was
blocked.

All state-owned companies with open access to social media had unofficial rules for
employees; however, only the media company developed a written policy, which was
probably due to the specifics of the field in which the company worked. Nevertheless, the
employees of this company were not very familiar with the policy and could not recall its
specific parts. Moreover, despite the existence of a social media policy this organization
faced several cases of employees’ social media misuse. This could be linked to a lack of
communication and the fact that the social media policy was not a stand-alone document —
the instructions for employees were scattered throughout the text of a larger document.
Taking into consideration that employees knew about potential punishment for social media
misuse, the absence of a clear policy was inversely correlated with employees’ willingness to
post something about the organization in social media. The more the employee was uncertain
about the rules, the less he or she was willing to share something about the organization in
social media.

Overall, blocking access to social media in the office did not prevent employees’
social media misuse, as employees still could access social media using their smartphones.

Private Russian companies.

One interview included a representative from a private Russian IT company
employing around 300 people. The respondent belonged to the management level and
claimed that the company did not have any official social media policy in place. There were
also no incidents related to employees’ behavior in social media in this company.

This organization allowed employees to access social media during office hours, as

they used messengers to coordinate project activities and to communicate with partners and
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clients. This company had a Bring Your Own Device (BYOD) policy, so employees used
their own laptops and smart devices to do their work and access social media.

In general, the company’s management did not encourage or discourage employees to
use various social media platforms — it was considered a legitimate alternative to coffee and
cigarette breaks. Nevertheless, the management could reprimand employees if they spent
time in social media at the expense of their work.

At the same time, no corporate policy regarding social media use was communicated
to the employees at this company. In fact, every employee was allowed to decide what to
publish online, and the only criteria for evaluating an employee’s social media misuse was
linked to observed problems with a project’s execution. The management believed that all
employees understood some basic restrictions for communication in social media — for
example, confidential information should not be published online and made public. However,
it was not clear if all employees understood what information was considered confidential
and how this information should be dealt with in social media.

Although at first glance the private Russian company had no official social media
policy for employees, there were some expectations regarding employee behavior when
publishing something online. Still, there was no communication regarding social media rules
and management expectations, as managers believed that these rules were common
knowledge. Employees might not have clearly understood what was expected from them in
this respect, but this fact had not led to any cases of employees’ social media misuse to date.

Private international companies.

Two private international companies — large B2B entities of over 800 employees and
operating in IT and industrial engineering respectively — agreed to participate in this research
study. All in all, I recorded three interviews: one with an employee working in a

Communications Department, and two with regular employees.
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One company had an official social media policy in place and had no incidents related
to employees’ social media misuse. The other company had no official rules; however, after a
negative encounter with one of their partners because of an employee’s publication, they
started distributing information that clarified what was not to be posted on social media
before each large external event. There were no further cases of employees’ social media
misuse after they started sending out these reminders.

All employees of these organizations had access to social media sites in the office.
However, the respondents were generally not sure if social media use at work was officially
allowed. Only the respondent working in the Communications Department of the company —
which had a social media policy in place — was aware that the use of social media was
allowed. The other respondent from the same organization was unaware, although he recalled
that there were some rules for employees related to social media use and could quote some of
the recommendations offered in the official corporate policy. These varying understandings
could be linked to irregularities or inconsistencies in the communication of this policy, as the
respondents could not remember exactly how they learned about the social media regulations.
For example, their answers ranged from information security training to personal
conversation with colleagues, while the circular in question was actually distributed to
everyone via e-mail and then this content was presented at information sessions for new
employees. At the same time, all the respondents said that the introduction of the social
media policy for employees didn’t change the way they used social media.

When speaking about rules for employees related to social media use, all respondents
stated that publishing confidential information and speaking on behalf of the whole company
was forbidden. However, the respondent from the IT company mentioned that criticizing
partners and competitors was also prohibited, as she knew that an employee had been being

fired after publishing such a post. The respondents from the industrial engineering company
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remembered most of the rules about what postings were allowed; however, none of them
recalled any recommendations related to self-presentation and copyrights, which were in fact
an important part of the social media policy.

In general, the management of both companies neither encouraged nor discouraged
employees to use social media during working hours. Positive publications about the
company in personal social media accounts were welcomed, but it was expected that the
employee’s social media activity was not interfering with his or her work. The latter
expectation was stated in the social media policy of the industrial engineering company. As
to the tone of the publications made by employees, there was no such requirement, but
nevertheless all the respondents did mention this aspect. This could be linked to an
employees’ intention to remain in a safe zone when posting in social media because the risk
of offending someone with a post and being punished for it was minimal.

All the respondents were active social media users, but not everyone was posting
about their company in social media. For example, the respondent from the IT company said
that she did not publish anything about work in personal social media channels, although she
knew of many employees in her office who did. The respondents from the industrial
engineering company confirmed publishing information about their company in social media;
however, both stressed the importance of being cautious when considering what to post. One
respondent also mentioned that she used confidentiality settings to limit access to her
publications, so that some publications were only seen by her close friends. In addition, the
respondents from the industrial engineering company also participated in an internal
“employee advocacy program” where they were given access to a library of ready-to-post
publications for social media about their company. They could easily share this content in
their social networks without fear of violating corporate social media rules and being

punished. One respondent confessed that participation in this program helped him better
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understand what could be shared in social media without negative consequences. Prior to this,
he was afraid to publish something online.

There was no correlation between the willingness of an employee to post about the
company in social media and the type of device he or she used. All respondents employed by
the private international companies preferred to use mobile devices (smartphones and tablets)
to access social media sites both in the office and at home. However, it seemed that their
willingness to post correlated with their level of confidence in using social media: the more
employees were aware of existing social media rules and confident about the content of posts,
the more they were willing to post about the company.

In sum, the private international companies either had implemented an official social
media policy or developed some rules for employees in this field. The respondents employed
by these companies were active on social media and felt confident when posting about their
respective companies online. Existence of social media regulations also helped these
companies avoid employees’ social media misuse. However, some employees did not have a
clear and complete picture of what was expected from them, which was probably linked to
the inconsistent and irregular communication of the rules. Regular communication of the
rules was crucial in avoiding negative encounters in social media generated by employees. A
corporate employee advocacy program seemed to also be a useful tool to mitigate risks
associated with employees’ social media use.

Discussion
Findings

One of the goals of this research study was to identify the correlation between the

existence of social media policy in organizations and negative encounters in social media

generated by employees, including uncovering specific factors that help prevent negative
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situations. I also investigated whether there was a relationship between the existence of social
media policy in an organization and its type and size.

In the area of social media regulations, Russian organizations generally follow the
global trend described by Jennings et al. (2014) and Macnamara and Zerfass (2012). Despite
social media platforms becoming widely used in Russia, most of the companies that
participated in this research study still do not have any social media policies in place. At the
same time, the employees of these organizations use social media both at work and in private
life, and many publish information about their company online. This activity puts these
organizations at risk of encountering problems related to employees’ social media misuse.

High-tech companies tend to be more democratic in terms of controlling their
employees’ social media activities, while state-related organizations are more conservative.
International companies are more likely to have certain social media rules in place, probably
because these rules were implemented in the parent company earlier.

There is a connection between the size of an organization and the presence of social
media policy — large organizations are more likely to have official social media regulations.
However, I found no specific correlation between type of organization and presence of a
social media policy, probably due to small sample size. I also did not collect enough data to
analyze the correlation between language and content of the policy and probability of social
media misuse by an organization’s employees. Still I believe that the language, form, and
content of a policy might influence its adoption by an organization’s employees. This could
be a promising area for future research.

My findings also support the conclusion that the existence of a social media policy in
a company does not necessarily prevent social media crises caused by employees. However,
taking into consideration feedback collected during the interviews, it seems that an inverse

correlation between policy clarity and severity of violation exists. Cases of social media
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misuse by employees are less severe when clear and easy to understand social media
regulations are in place. Moreover, the data suggests that educating employees about the
correct use of social media and creating confident users of these platforms reduces the
number and severity of incidents linked with social media misuse, improves employees’ work
well-being, and promotes an organization’s brand outside the company in a positive way.

This research study also confirms that regular and consist communication related to
social media regulations is key to avoiding negative encounters in social media. In the
absence of regular communication, employees might not recall a policy’s content in detail,
even if they are aware of the policy’s existence. Thus, employees base their behavior in social
media on personal assumptions. These assumptions often have little in common with the
actual content of the social media policy, which may lead to unintentional violation of
established rules and subsequent negative social media encounters between organizations and
employees.

Assumptions about social media rules were similar for respondents employed by the
organizations with a social media policy and those working for the companies without such a
policy. Taking into consideration the lack of consistency in communication of social media
rules in some organizations, it is likely that these assumptions are based on a higher order
phenomenon, such as cultural attitudes or shared personal experiences. In fact, all the
respondents belonged to the same social group: they were white-collar professionals,
employed by medium- and large-sized companies, and living in the Moscow area. It would
be natural for them to have a common understanding of certain topics. However, future
research could address assumptions regarding proper social media use at work in other social
groups and cultures. Further, investigating the foundations of these assumptions and
determining whether these assumptions vary among different social groups could also be

potential areas for future research.
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Companies that do not have an official social media policy in place also strive to
regulate their employees’ social media use in various ways, from blocking access to social
media sites to warning by example (e.g. distributing information about an employee punished
for social media misuse). However, such activities are not very effective in preventing social
media misuse and can negatively impact employees’ work well-being, confirming previous
findings by Jennings et al. (2014).

This research study also identified the most popular social media channels for private
and business use in Russia and factors that influence employees’ decisions to post about their
companies in social media. These data could be a starting point for a comparative analysis of
employees’ social media preferences in different countries. These finding could also help
companies develop policies that empower their employees to become corporate ambassadors
in social media.

In conclusion, the results of this research study provide strong evidence on the
importance of proper implementation of social media policy and its regular communication to
employees in mitigating risks related to employees’ social media misuse. A policy should be
written using simple language, and it should be easily accessible by employees. Employees
should be regularly reminded about the content of the policy using the most effective internal
communication channels. However, insufficient data was gathered to conclude what specific
elements of a policy and its implementation process are most effective in preventing negative
encounters in social media generated by employees. Further research is required to gain a
more complete understanding of the factors that are at play.

Limitations and closing remarks
Due to its exploratory nature, this research study has limitations that should be

considered when interpreting the results.
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First, the sample size is quite small, and the richness of the data varies by category.
Only seven organizations participated in this research study, and the split among the types of
organizations is uneven. In addition, some participating companies agreed to only one
interview instead of two. Therefore, gaps in the data are likely, and some aspects that could
have helped establish an effective social media policy were likely not discovered. Future
studies should focus on replicating results by researching a greater number of organizations
with a more even split between types of organizations.

Second, the data collection process included interviews conducted by phone and some
in person. This could potentially affect the richness and uniformity of the data, as
interviewees might provide different information when talking on the phone in comparison to
face-to-face communication. Further research should aim to standardize the data collection
process to ensure data consistency.

Nevertheless, this research study contributes to existing discourse in the area of social
media regulations in organizations by providing information about employee social media
habits and social media governance in various types of companies in Russia. These findings
could help other researchers proceed with comparative analyses of social media regulations
across a variety of organizational sectors and in different countries. Communication
practitioners could also use the results to develop and implement more effective social media

policies within their own organizations.
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Appendix A: Recruitment Email Letter (English)

UNIVERSITY OF

P ALBERTA

Study Title: An Exploratory Study of Social Media Policy Implementation in Different
Types of Organizations in Russia.

Research Investigator: Supervisor:

Tatiana Erofeeva Thomas Barker

University of Alberta University of Alberta

10230 Jasper Avenue 10230 Jasper Avenue

Edmonton, Alberta, Canada T5J 4P6 Edmonton, Alberta, Canada T5J 4P6
erofeeva@ualberta.ca ttbarker@ualberta.ca

Dear Sir or Madam,

your organization is invited to participate in a research project focusing on corporate social
media policies and their effectiveness in preventing negative encounters in social media
generated by employees. The results of this study will contribute to my capping project for
Master’s degree at the University of Alberta.

As a part of my research work, I would like to analyze social media governance processes
and tools that are in place in your organization and identify the specific elements that could
mitigate the risks connected with employees’ social media misuse, as well as those that do
not work well. After the completion of my research study, I could provide you with a short
written report containing my specific findings about your organization and recommendation
for improvement. This will be done only if you request this report by sending an email to
Erofeeva@ualberta.ca.

I believe that my research project could contribute to the existing discourse about social
media policy in organizations by providing information about the differences in social media
governance in different types of companies. Findings could help other researchers proceed
with comparative analysis of social media policies across a variety of organizational sectors
or in different countries. Organizations could use the results to develop and implement more
effective social media policies within their own organizations.

The findings will be used in my capping project, as well as for scholar articles and various
presentations. However, participating companies and people will not be identified in the
dissemination of the research.
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The study will be conducted in 2 phases. As a first step we plan to analyze your existing
social media policy. As a second step, we would like to conduct interviews with 2 of your
employees: one should be a person responsible for social media governance (or a
communication manager, if you have no special person responsible for social media) and the
other — any employee of your company that works in it for more than a year. Each interview
will take no more than 30 minutes. The interviews will be recorded with the audio-recording
device.

All responses will be strictly confidential. As soon as the responses are coded, information
linking data to respondents will be destroyed. The data collected during research will be kept
confidential and stored in a safe protected place. Only the researcher and her supervisor will
have access to it. All collected data will be destroyed in a way that ensures privacy and
confidentiality after 5 years following completion of the research.

According to our estimation, there are no risks for being in this study. If we learn anything
during the research that may affect your willingness to continue being in the study, we will
tell you right away.

Your participation in this study is voluntary and not participating carries no consequences.
Respondents are not obliged to answer any specific questions even if being interviewed and
can withdraw from the study without penalty at any time. However, if you withdraw from the
study, the data that was collected will still be used for analysis, unless you will additionally
request us to destroy it. Please, be informed that the last date for withdrawal from the study is
November 1%, 2018.

The plan for this study has been reviewed for its adherence to ethical guidelines by a
Research Ethics Board at the University of Alberta. For questions regarding participant rights
and ethical conduct of research, contact the Research Ethics Office at +1 (780) 492-2615.

All participants can receive a copy of a report of the research findings.

If you would like to participate in this research study or have any questions, please let me
know by sending an email to Erofeeva@ualberta.ca or by calling +7 (916) 499-0620.

Your agreement to participate and permission to use the data in my analysis would be very
appreciated.

Yours Sincerely,
Tatiana Erofeeva
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Appendix B: Recruitment Email Letter (Russian)

UNIVERSITY OF

e ALBERTA

Ha3Banue ucciaenoBanus: [lonckoBoe nccieoBaHUE OIMBITa BHEIPEHUS MTPABUII B chepe
COLIMAJIBHBIX MEJMa B PA3IMYHbIX TUIIAX opraHu3anuii B Poccuu.

HccaenoBanue npoBOIUTCH: Hay4Hblil pyKOBOAUTE/Ib:
Taresna Epodeena Thomas Barker

YHuBepcuter AnbOepThl University of Alberta

10230 dxacnep aBeHo 10230 Jasper Avenue

OnmoHTOH, AnsOepta, Kanama TS5J 4P6 Edmonton, Alberta, Canada T5J 4P6
erofeeva@ualberta.ca ttbarker@ualberta.ca

VYBaxxaeMbl€ JaMbl 1 rocnona!

51 IpoBOXKY HCCIIE0BAHUE, TOCBALIEHHOE U3YYECHHIO CYIECTBYIOIIMUX B POCCUMCKUX
OpraHu3alusaX MPaBUI U TIOJUTUK B O0JIACTH COIMAIBHBIX ME/INA, a TAKXKe UX

3P PEKTUBHOCTH B MPEIOTBPAILIEHIH HHIHICHTOB, CBA3aHHBIX C HEKOPPEKTHBIM
HCIIOJIb30BAHUEM COLIMAIIBHBIX CETEH COTpYIHUKaMHU. MccienoBanue MpoBOAUTCS B paMKax
MO AUMIIOMHOU pabOThl, HEOOXOAMMOM JUTS MTOJTyYeHHS CTETIEHU MarucTpa.

B xoze uccnenoBanust MHE ObI XOTEJIOCH Y3HaTh, Kak B Bariield KoMImaHuu peryimpyercs
HCII0JIb30BAHNE COLIMATIBHBIX MEINA COTPYIHUKAMHU, U ITOHATh, KAKUE DJIEMEHTBI ATHX
MIPAaBUJI ICHCTBUTENBHO MOMOTAl0T MPEAOTBPALIATh HEMPUATHBIC HHIIUAECHTHI B cepe
COLIMAJIBHBIX MEHa, a KaKue, HA00OPOT, - MOT'YT MX CIIPOBOIMpoBaTh. [locie 3aBepuieHus
MCCIIEIOBAHMS 1 MOTY IIPEOCTaBUTh BaM OTIeNnbHBIN OTYET, coepKaluil HH(GOpMAIHIO 110
CUTYalluU C COLMAIbHBIMU Meiia B Baieil koMnaHuu u peKoMeHJaluy 10 BO3MOYKHBIM
yiyuiieHusM. Eciiu Bbl XoTuTe momyyuTh Takoi 0T4YeT, moxanyiicra, coooumuTe MHe 00
3TOM 3apaHee, HanrcaB mucbMo Ha Erofeeva@ualberta.ca.

Moe uccrneoBaHre TIOMOKET JIOTIOJIHUTH CYIIECTBYIOIINE HAYYHbIE TAHHBIE O
KOPITOPATHBHBIX MOJUTHUKAX B 00JIACTU COLMANIBHBIX MEa B Pa3JINYHbIX CTPAHAX, a APYTHe
y4eHbIE U MCCIIEJIOBATEIH, ONUPAsCh HA COOpaHHBIE MHOM JTaHHbIE, CMOTYT MPOJIOJKUTH
paboty B 3T0ii 00:1aCTH, TPOBOJISI CPABHUTEIILHBIN aHAIN3 CYIIECTBYIOUINX MPABUII B
00JIaCTH COLMAIBHBIX ME/INA B PA3IMUHBIX TUIIAX OPraHU3aIMi U pa3HBIX CTPAHAX.
Komnanuu xe, onupasch Ha pe3yabTaThl IPOBEIEHHOIO MHON HCCIEIOBAHUS, CMOTYT
pa3paboTaTh U BHEAPHUTH Oosiee 3 PeKTUBHBIE NpaBuiia B chepe NCIOIb30BAHUS
COILIMAJIBHBIX MEJHa COTPYTHHUKAMH.
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PesynbraThl HccaeoBaHus B 0000IIEHHOM BUE OyayT UCIOIb30BaHbI ISl HAITMCAHUS MOECH
JUIIJIOMHOM paboThl, @ TAK)KE B HAYUHBIX CTAThSIX U MPE3CHTALMAX, IIOCBAIIEHHBIX STON
teme. Hu Ha3BaHMs KOMIIaHUHN, HU UMEHA KOHKPETHBIX JIIO/ICH, MPUHSABIIUX yyacTue B
JTAHHOM HCCJIEZIOBaHUM, HUT e (pUrypupoBath He OyayT. DT1a uHpOpMarus OyaeT BKIIOUeHa
B HCCIICZIOBAaHUE UCKIIIOUUTENILHO B AaHOHUMHOM (opme.

HccnenoBanue Oyaer npoBoauThes B 2 atana. Ha 1 sTamne s 661 X0Tenna npoaHaIn3upoBaTh
Bamm cymectBytomye nmpasuia B 001aCTH HCIIOJIB30BAHUS COLMAIBHBIX MeIra
COTPYAHUKaMHU, €CcIM TakoBble MetoTcs. Ha 2 stame st Ob1 X0Tena npoBecTH Tene(oHHoe
MHTEPBBIO ¢ 2 BamumMu coTpyIHUKAMH: Y€JIOBEKOM, OTBETCTBEHHBIM 3 COLIMANIbHBIC MeIHa
B Balllell KOMIIaHUU (WJIM MEHEIKEPOM 110 KOMMYyHHKanusaM win PR, ecau B Bameit
OpraHu3alluK HET CIICIUATFHOTO YEI0BEKa, OTBETCTBEHHOTO 32 COLMANIbHBIC Melna), U
J0OBIM IPYTUM COTPYAHUKOM Bareit komnanuu, KOTopslid mpopaboTan He MeHee | rofa.
Kaxxnoe nHTEpBBIO JODKHO 3aHATh He Oonee 30 munyT. Pa3zroBop ¢ corpyaHukamu Oyaer
3aMUCBIBATHCS HA AUKTO(MOH IS OCIEAYIOeH paciu@poBKU 1 00pabOTKU B paMKax
UCCIIEIOBAHMS.

Bce oTBeThl, 1aHHBIE B paMKaX UCCIEIOBaHMS, - CTPOT0 KOH(UACHIMAIbHBL. Kak TOJIBKO MBI
3aKOAMPYEM JIaHHbBIE, OJIyYeHHBIE B X0JI€ MHTEPBbIO, BCS MHPOPMALUS, C TOMOIIBIO
KOTOPOH MOXHO HJICHTH()UITUPOBATH HHTEPBBIOUPYEMOE JIUIIO, OyIeT yHUUTOXKeHa. JlaHHbIE,
coOpaHHBIE B X0JI€ HCCIeI0BaHuUs, OyIyT XpaHUTHCS B O€30ITACHOM OXPAaHSIEMOM MECTE.
Tonbko uccnenoBaTenb U HAyYHBIH PyKOBOAUTENb OyAyT UMETh K HUM A0cTyI. Yepes 5 et
1ocJyie 3aBepIIeHUs CCIeI0OBaHUs BCe COOpaHHbIE JaHHBIE CHICIIMAIbHBIM 00pa3oM OyayT
YHUYTOXKEHBI, YTOObI UCKITIOUUTH MOTEPI0 KOHPHUICHIIMATBLHOCTH U YTEUKY JaHHBIX.

ITo Hameli oleHKe y4acTUe B JAHHOM MCCIIEJOBAHUU HE HECET HUKAKUX PUCKOB JIJIS
KOMITaHU{ W/UITK UX COTPYIHUKOB. OHAKO €CIM MBI y3HaeM Kakue-In0o (akThl, KOTOpbIE
MOTYT HOBIIUATH Ha perienue Bameit komnanuu unu Bammx coTpyJHUKOB OBITh YacTbhIO
3TOT'0 UCCIEIOBAHUS, MBI Cpasy ke 00 3Tom Bam coolmmm.

O6pamraem Bamie BHUMaHue, 9TO y4acTHE B JAHHOM HUCCIIEOBAaHUH SBIISIETCS Cyry0o
I0OpOBOJIBHBIM. PeClIOHIEHTHI MOTYT HE OTBEUYaTh Ha JII0OBIE BOIIPOCHI B XOJI€ MHTEPBBIO,
Jaxe ecid Baira komnaHus y4acTByeT B HccienoBaHuu. Takxke Bbl MOKeTe IPEKPATUTD
y4acTHe B UCCIICJOBAHUH 0€3 KaKUX-TMOO HEraTUBHBIX IMOCIEICTBUH B JIFOO0O MOMEHT.
Onnaxko, ecnu Bel npuHUMaeTe penieHne npepBaTb CBOE yyacTue, yxke coOpaHHbIe JaHHbIC
BCE paBHO OyIyT MCIIOJIb30BaHbI JJIsl aHAIM34a, €CIIM MBI He TOJy4uM oT Bac
JONOJTHUTENBHBIN 3ampoc 00 uxX yHuuToKeHuH. [loxkanyiicTa, mpuMUTe BO BHUMaHUE, YTO

MOCTIeTHUI CPOK, Korjaa Bel MokeTe 0TKa3aThCs OT y4acTHs B UCCIIEJOBaHUH — | HOSOps
2018 rona.

[Tnan gaHHOTO MCCNEAOBaHMS OB MPU3HAH COOTBETCTBYIOIIMM CYIIECTBYIOIIUM MTPaBHIaM
STUKHU B HAyYHBIX HccienoBaHusax Komuccuen o 3TUKe B HAyYHBIX UCCIIEOBAHMSIX
VYuusepcurera AnpoepTsl. Eciiu Bel xoTuTe y3HaTh 60bIIE O MpaBax yYaCTHUKOB U
IIpaBUJIaX 3TUYHOI'O IIPOBEACHUS HAYYHBIX UCCIENOBAHUH, II0KATYHUCTA, CBSIKUTECH C
oducom Komuccun mo stuke (ten. +1 (780) 492-2615).

ITo 3aBepIeHUH UCCIIEOBAHUS BCE €r0 YYACTHUKH MOTYT IO 3aIpocy MOTYyYUTh OOIIHIA
OTYET O MOJIyYECHHBIX PE3yJIbTaTax.



SOCIAL MEDIA POLICIES IN RUSSIAN ORGANIZATIONS 56

Ecnu Bl cornacHsl IpUHATH y4acTUE B MOEM MCCIIEA0BAaHUU WM Yy Bac ecTb
JONOJTHUTEIBHBIE BOMIPOCHI, MOKAITYHCTa, HAMMIIUTE MHE TMCbMO Ha Erofeeva(@ualberta.ca
unu nmo3Bonute +7 (916) 499-0620.

51 Oyny oueHb pU3HATENbHA, €CIIU BbI corlacutech MpUHATH yU4acTHE B UCCIETOBaHUHN!

C yBaxxeHuew,
TarpsHa EpodeeBa
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Appendix C: Informed Consent Form (English)

UNIVERSITY OF

@ ALBERTA

Study Title: An Exploratory Study of Social Media Policy Implementation in Different
Types of Organizations in Russia.

Research Investigator: Supervisor:
Tatiana Erofeeva Thomas Barker
University of Alberta University of Alberta
10230 Jasper Avenue 10230 Jasper Avenue
Edmonton, Alberta, Canada T5J 4P6 Edmonton, Alberta, Canada T5J 4P6
erofeeva@ualberta.ca ttbarker@ualberta.ca
Dear ....... ,

your organization participates in a research project focusing on corporate social media
policies and their effectiveness in preventing negative encounters in social media. I was
advised to contact you to ask some questions about existing social media policies in your
organization.

The findings will be used in my capping project, as well as for scholar articles and various
presentations. However, participating companies and people will not be identified in the
dissemination of the research.

This research project could contribute to the existing discourse about social media policy in
organizations by providing information about the differences in social media governance in
different types of companies. Findings could help other researchers proceed with comparative
analysis of social media policies across a variety of organizational sectors or in different
countries. Companies could use the results to develop and implement more effective social
media policies within their own organizations, which can make employees feel more
comfortable at their workplace. All participants can receive a copy of a report of the research
findings.

All responses will be strictly confidential. As soon as the responses are coded, information
linking data to you will be destroyed. The data collected during research will be kept
confidential and stored in a safe protected place. Only the researcher and her supervisor will
have access to it. All collected data will be destroyed in a way that ensures privacy and
confidentiality after 5 years following completion of the research.
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According to our estimation, there are no risks for being in this study. If we learn anything
during the research that may affect your willingness to continue being in the study, we will
tell you right away.

Your participation in this study is voluntary and not participating carries no consequences. You
are not obliged to answer any specific questions even if being interviewed and can withdraw
from the study without penalty at any time. However, if you withdraw from the study, the data
that was collected will still be used for analysis, unless you will additionally request us to
destroy it. Please, be informed that the last date for withdrawal from the study is November
Ist, 2018.

The plan for this study has been reviewed for its adherence to ethical guidelines by a
Research Ethics Board at the University of Alberta. For questions regarding participant rights
and ethical conduct of research, contact the Research Ethics Office at +1 (780) 492-2615.
This office is independent of the researchers.

Your agreement to participate and permission to use the data in my analysis would be very
appreciated.

Informed Consent Statement

I have read this form and the research study has been explained to me. I have been given the
opportunity to ask questions and my questions have been answered. If I have additional
questions, I have been told whom to contact. I voluntary agree to participate in the research
study described above and will receive a copy of this consent form after I sign it.

Participant’s Name and Signature Date
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Appendix D: Informed Consent Form (Russian)

UNIVERSITY OF

e ALBERTA

HazBanue uccienopanus: [lonckoBoe uccieoBaHue MOJUTUK B chepe COLUAIBHBIX MeIra
B pa3JIMYHBIX TUIIAX OpraHu3aunui B Poccun.

HccaenoBanue npoBOIUTCH: Hay4Hblil pyKOBOAUTE/Ib:
Taresna Epodeena Thomas Barker

YHuBepcuter AnbOepThl University of Alberta

10230 dxacnep aBeHo 10230 Jasper Avenue

OnmoHTOH, AnsOepta, Kanama TS5J 4P6 Edmonton, Alberta, Canada T5J 4P6
erofeeva@ualberta.ca ttbarker@ualberta.ca

YBaxkaeMblid(-ag) ...... !

51 IpoBOXKY HCCIIE0BAHUE, TOCBALIEHHOE U3YYECHHIO CYIECTBYIOIIMUX B POCCUMCKUX
OpraHu3alusaX MPaBUI U TIOJUTUK B O0JIACTH COIMAIBHBIX ME/INA, a TAKXKe UX

3P PEKTUBHOCTH B MPEIOTBPAILIEHIH HHIHICHTOB, CBA3aHHBIX C HEKOPPEKTHBIM
HCIIOJIb30BAHUEM COLIMAIBHBIX CeTeH. Ballla KoMIaHus y4acTByeT B 3TOM MCCIIEIOBAaHUH, U
MHE PEKOMEHJIOBAJIM 00paTuThes K Bam, 4To0bI 3a1aTh HECKOJIBKO BOIIPOCOB KacaTeIbHO
CYIIECTBYIOIIUX MOJUTHK B 00JIACTH COITMANIbHBIX ME/MA B Balllel OpraHu3aliH.

PesynbraThl HccaeoBaHus B 0000IIEHHOM BUE OyayT UCIOIb30BaHbI ISl HAITMCAHUS MOESH
JUIIJIOMHOM paboThl, @ TAK)KE B HAYUHBIX CTAThSIX U MPE3CHTALMX, IIOCBAIIEHHBIX STON
teme. Hu Ha3BaHMs KOMIaHUHN, HU UMEHA KOHKPETHBIX JIIO/ICH, MPUHSABIIUX yyacTue B
JTAHHOM HCCJIEZIOBaHUM, HUTJE (pUrypupoBath He OyayT. DT1a uHpOpMarus OyaeT BKIIOUeHa
B HCCIICZIOBAaHUE UCKIIIOUUTENILHO B aHOHUMHOM (opme.

Moe uccrnenoBaHue MOMOXET JOMOJIHUTE CYIIECTBYIONINE HAYYHBIC JAHHBIE O
KOPIIOPATUBHBIX MOJIUTHUKAX B 001aCTH COIMAILHBIX MEMA B Pa3JIMYHBIX CTpaHaX, a APyrue
YYEHBIE ¥ UCCIIeIOBATEINN, OMMUPAsCh HA COOpaHHBIE MHOW JJaHHBIE, CMOTYT MPOJOKUTh
paboTy B 3TOI 00JIACTH, IPOBOISI CPABHUTEIBHBIN aHATN3 CYIIECTBYIOMINX MPaBUI B
001acTH CONMANLHBIX MENA B PA3JIMYHBIX THUIIAX OPTaHU3AIUI U Pa3HBIX CTpaHaX.
Kommnanuu ke, onupasich Ha pe3yJibTaThl IPOBEIEHHOTO MHON UCCIIEIOBAHUS, CMOTYT
pa3paboTarh u BHEIPUTH OoJiee d3PpPeKTUBHBIC MpaBUIa B chepe HCIIOTH30BAHUS
COLIMATILHBIX ME/INa COTPYIHUKAMU. ITO, B CBOIO OUEPE/b, MOXKET MOBBICUTH KOM(POPTHOCTH
1 y100CTBO pabOTHI COTPYAHUKOB KOMITaHuu. [1o 3aBepIieHun nccie10BaHus BCE €T0
YYaCTHUKHA MOTYT TIO 3alPOCY MOTYYUTh OOIIUI OTYET O MOTYyUYEHHBIX pe3yIbTarax.
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Bce oTBeThl, 1aHHBIE B paMKaX UCCIEIOBaHMS, - CTPOT0 KOH(UACHIIMAIbHBL. Kak TOJIBKO MBI
3aKOAMPYEM JIaHHBIE, TOJIyYEHHBIE B X0JI€ MHTEPBbIO, BCS MHPOPMALUS, C TOMOIIBIO
KOTOpO# MOxHO Bac nnentuguimpoars, Oyner yHuuToxkeHa. Jlanusie, coOpaHHbIE B X0/1€
UCCIIeIOBaHMsI, OYyT XpaHUTHCS B 0€3011aCHOM OXpaHsAeMOM MecTe. TOBKO HCCIeI0BaTENb
Y HaYYHBIH PYKOBOIUTENb OyIyT UMETh K HUM JIOCTYII. Yepes 5 JeT mocie 3aBepiieHust
MCCIIeIOBaHMsI BCe COOpaHHbIE JaHHBIE CIIELUANIBHBIM 00pa30M OyIyT YHUUYTOXKEHBI, YTOOBI
UCKITIOYUTH MOTEPI0 KOH(PUICHIINATBHOCTH U YTEUKY JTaHHBIX.

I1o mamen OICHKC Yy4aCTUC B JaHHOM HUCCJICAOBAHNU HC HCCCT IJIA Bac nukakux PHUCKOB.
OnHako eciy Mbl y3HaeM Kakue-In0o (akThl, KOTOpbIe MOT'YT MOBJIHATH Ha Baie pemenue
OBITh YaCTHIO ATOTO UCCIIEIOBAHUS, MBI Cpasy ke 00 3ToM Bam cooOrmm.

O6pamraem Bamie BHIMaHue, 9YTO y4acTHE B JAHHOM HUCCIIEOBAaHUH SBIISICTCS Cyry0o
100pOBOIBHBIM. BBl MOKeTE HE 0TBEYATh Ha JIFOObIE BOIIPOCHI B X0JI€ HHTEPBbIO, JaXKE €CIH
Bamra komnanus ydacTtByer B uccieoBaHuu. Taxxke Bbl MoKeTe IPEKpaTUTh y4acTHE B
HCCIENOBAHNN 0€3 KaKUX-TH00 HEraTUBHBIX IOCIEACTBUN B 11000 MoMeHT. OIHAKO, €CIIH
Bbl npuHMMaeTe penieHne mpepBaTh CBOE yuacThe, e coOpaHHbIe JaHHBIE BCE PaBHO
OyIyT UCIOJIB30BAHbI IS aHAJINM3a, €CITU MBI HE TIOJIyYUM OT Bac OmoMHUTENbHBIN 3apoc
00 ux ynnuroxxeHuu. [loxanyiicra, mpuMuTe BO BHUMaHUE, YTO TOCIETHUH CPOK, Koraa Ber
MOJKETe 0TKa3aThCs OT y4acTHus B uccienoBanuu — 1 Hos6ps 2018 roxa.

[Tnan gaHHOTO MCCNEAOBaHMS OB MPU3HAH COOTBETCTBYIOIIUM CYIIECTBYIOIIUM MTPaBHIaM
STUKHU B HAyUYHBIX HcclenoBaHusAX Komuccuen o 3TUKE B HAyYHBIX UCCIIEOBAHUSIX
VYuusepcurera AnpoepTsl. Eciiu Bel xoTuTe y3HaTh 60bIIE O MpaBax yYaCTHUKOB U
IIpaBUJIaX 3TUYHOIO IIPOBEACHUS HAYUHBIX UCCIENOBAHUH, TI0KATYHUCTA, CBSIKUTECH C
oducom Komuccuu mo stuke (ten. +1 (780) 492-2615). Komuccus sBnseTcss HE3aBUCUMOM
OpraHu3aluei U He CBSA3aHa C UCCIEA0BATEIAMMU.

ITo 3aBepIieHUH UCCIIEJOBAHUS BCE €r0 YYACTHUKH MOTYT IO 3aMpocy MOIYyYUTh OOIIHIA
OTYET O MOJIyYECHHBIX PE3yJIbTaTax.

51 Oyny oueHb pU3HATENbHA, €CIIU BbI coriacutech MpUHATH y4acTHE B UCCIETOBAaHHUHU!

J106poBoIbHOE MH(POPMHUPOBAHHOE COTJIACHE

S mpounran(-a) u noHsUI(-a) HHGOPMAIIUIO O MPOBOAMMOM HCCIIECIOBAaHUH, TPUBEACHHYIO B
naraoM MHbopMHUpOBaHHOM coracuu. Y MEHs Obljia BO3MOXKHOCTB 3a/1aTh BOIIPOCHI, U Ha
BCE CBOM BOIIPOCHI 5 MOTYUYUJI(-a) HCUEPIIBIBAIOIINE OTBETHI. Sl 3HAI0, K KOMY 51 MOT'Y
00paTUTBhCS, €CITH Y MEHSI BOSHUKHYT JOMOJHUTEIBHBIE BOMIPOCHL. S 10OpOBOIBHO
COTJIaIIaloCh HA y4acTHE B JAHHOM HCCIIEOBAaHUU U TIOJydy KOIHUIO 3TOTO
MH()OPMHUPOBAHHOTO COTJIACHS TTOCIIE TOTO, KaK TOIHIIY €e.

®UO u noanuch y4acTHUKA UCCIIETOBAHUS Hara
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Appendix E: Semi-structured In-depth Interviews — Questionnaire (English)

I. General information
1. Could you please name the company you work for?

2. How many employees work for this company in Russia?
* 10orless
« 11-50
+ 51-100
* 101 or more

3. What is your job position?

4. What is your age?
* 25 or younger

* 26-35
* 36-45
*  46-55
* 56-65

e 66 or more
II. General information about interviewee’s social media use
5. Do you use social media in your personal life?
* Yes
« No
If no, continue to question 8.

6. How are you using social media in your personal life?

7. What social media sites are you using in your personal life? Please, select all that
apply or give us your variant:

Facebook LinkedIn

Twitter Instagram
VKontakte LiveJournal
Odnoklassniki Googlet+

YouTube Your variant:

8. Do you use social media as a part of your professional duties?
* Yes
* No

If no, continue to question 11.

9. How are you using social media as a part of your professional duties?

61
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10. What social media sites are you using as a part of your professional duties? Please,
select all that apply or give us your variant:

Facebook LinkedIn

Twitter Instagram
VKontakte LiveJournal
Odnoklassniki Googlet

YouTube Your variant:

II1. Social media use in organization

11. Is it allowed to access and use social media sites in your organizations during office
hours for private purposes?
* Yes
* No

If no, continue to block A.

12. What devices do you usually use to access social media during office hours? Please,
select all that apply or give us your variant:

PC or laptop Smartphone

Tablet computer Your variant:

13. Which device do you use most often?

14. How encouraged by management do you feel to use social media during office hours?
* Yes, completely encouraged
* Yes, somewhat encouraged
* Neither encouraged, nor discouraged
* Not really encouraged
* Not encouraged at all

15. Do you post something about company, its products or services in social media?
* Yes
* No

If no, continue to question 18.

16. What kind of information do you usually post? Please, select all that apply or give us
your variant:

Official company news Some personal comments
regarding your work or
company
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Pictures of the office or Your variant:
colleagues

17. In your opinion, can you encounter any problems at work (e.g. punishment, fine,
reprimand from your manager, etc.) for posting that? Please, explain your answer.

* Yes
* No
Explanation:

IV. Social media policies and their implementation

18. How did you learn about the rules of social media use in your organization? Please,
select all that apply or give us your variant:

From official source of Personal conversation with
corporate information (e.g. your colleagues

Intranet, mail from

management, etc.)

Training I am not aware of any existing
rules (continue to question 27)

Communication with your Your variant:
manager

19. In your opinion, how familiar are you with the rules?
* Yes, completely familiar
*  Yes, somewhat familiar
* Not really familiar
* Not familiar at all

20. What do you know about the content of these rules? Please, tell me everything you
can remember: what is allowed, what is prohibited, etc.

21. Are you aware of any disciplinary actions in your company for violating these rules?
* Yes
* No

22. Are you aware of any official documents, such as policies or circulars, where these
rules are stated?
* Yes
* No
If no, continue to question 27.

23. Was the implementation of a social media policy communicated to employees?
* Yes
* No
If no, continue to question 27.
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24. How was the social media policy announced and implemented (e.g. publications,
workshops, training, etc.)? Please, tell me what you remember about it.

25. How did you react to the policy implementation? How did other employees react to
the policy? Please, share your feelings and observations.

26. How did the implementation of social media policy affect your social media use?
Please, select all that apply or give us your variant:

I changed the way I interact I stopped to use social media at
with others in social media my workplace

I started to pay more attention It had no effect on my social

to what I share in social media media use

I changed my privacy settings Your variant:

in social networks

27. Are there any unofficial recommendations concerning your use of social media,
specifically in the workplace?
* Yes
* No
If no, END OF SURVEY.

28. Could you please share the content of these unofficial rules with us? Please, tell me
what you remember about them.

!!! Continue survey below IF the answer to Question 11 is “NO”.



SOCIAL MEDIA POLICIES IN RUSSIAN ORGANIZATIONS

65

Block A
I1. Social media use in organization

a. Are you accessing social media sites in your office during office hours for private or work purposes?
*  Yes
* No

If no, continue to question d.

b. What devices do you usually use to access social media in your office during office hours? Please, select
all that apply or give us your variant:

O PC or laptop O Smartphone
O Tablet computer O Your variant:

¢. Which device do you use most often?

d. Do you post something about company, its products or services in social media?
*  Yes
* No

If no, continue to question g.

e. What kind of information do you usually post? Please, select all that apply or give us your variant:

O Official company news O Some personal comments
regarding your work or company
O Pictures of the office or O Your variant:
colleagues

f. In your opinion, can you encounter any problems at work (e.g. punishment, fine, reprimand from your
manager, etc.) for posting that? Please, explain your answer.

*  Yes
* No
Explanation:

g. How did you learn that the access to social media during the office hours is prohibited in your company?
Please, select all that apply or give us your variant:

O From official source of corporate O Personal conversation with your
information (e.g. Intranet, mail colleagues
from top management, etc.)

O Access to social media sites is O Your variant:
blocked

O Communication with your O Iam not aware of any restrictions
manager (END OF SURVEY)

h. Could you please specify what was communicated in relation to rules of social media use in your
organization?
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Appendix F: Semi-structured In-depth Interviews — Questionnaire (Russian)

I. O6mas uaopmanus

1.

2.

[Toxkamyiicta, HA30BUTE KOMITAHUIO, B KOTOPOU BBI paboTaeTe.

CKOJIBKO COTPYAHUKOB paboTaroT B 3TOi Komranuu B Poccun?
* 10 unm meHbIIe

« 11-50

« 51-100

e 101 wnu Goxble

[MToxkamyiicta, CKa)XuTe, Ha KAaKOU JTOJDKHOCTH BBl pab0OTaeTe B KOMITAHUU?

CkoJbKo BaM jet?
e 25 UM MOJIOKE
e 26-35

* 3645

*  46-55

* 56-65

* 66 wiu 6oxblIE

I1. O6mas nHpopmManus 0 TOM, KAK HHbEPBBIOUPYEMBbIH HCNOJb3YeT COHAIbHbBIE

Meaua
5. BmI MOJIb3YCTCCh COMUAJIbHBIMU MCJIMAa B JINYHOC BpeMH?
. Ha
* Her

Ecnu nem, nepeiimu x éonpocy 8.

6.

7.

8.

[Toxanyiicta, pacCKakuTe, Kak BBl HCIIOJIb3yeTe COLHAIbHBIE Me/Ina B IMYHOE
Bpems?

Kakumu conpanbHbIMU CETSIMU BbI IIOJIB3YETECH B IMYHOE BpeMsi? C
Facebook LinkedIn
Twitter Instagram
VKontakte LiveJournal
Odnoklassniki Googlet+
YouTube Bam BapuanT:

Hcnonb3yere Jin Bl COIUANIbHBIC MEIHA B paMKax BalluX MPOPeCcCHOHATbHBIX
00s13aHHOCTEH?

e Jla

* Her

Ecnu nem, nepeiimu x eonpocy 11.
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9. TloxainyiicTa, pacCKa)XUTe, KAK UMEHHO BbI UCIIOJIb3yETE COLIUANIbHBIE ME1a B
paMKax BaIux Mpo(ecCHOHATBHBIX 00SI3aHHOCTEN?

10. KakuMu coliaibHBIMM CETSAMH BbI I10JIb3YETECh B paMKax BalluX
npodeccnoHanbHbIX 00sa3anHOCTEN? [loKamyiicTa, BRIOEpUTE BCE UCTIONb3YEMbIe
CETH WJIU MPEJI0KUTE CBOI BapUaHT:

Facebook LinkedIn
Twitter Instagram
VKontakte LiveJournal
Odnoklassniki Googlet+
YouTube Bar BapuanT:

II1. CounanbHbie MeINa B OPraHU3alHU

11. PaspemeHo JIX UCII0JIb30BaHUC COITMAJIbBHBIX CETEH B TOM UHCJIE B TUYHBIX neiaAax
COTpYJIHUKaM B paboure 4achl B Ballleil KOMITaHUU?
e Jla
* Her

Ecnu nem, nepetimu x 010Ky A.

12. C moMo1Ibio KaKiX YCTPOICTB BbI OOBIYHO 3aX0JJUTE B COLMANIbHBIE CETH B paboune
yacel? [loxkanyiicra, BeiOepuTe Hanboee UCIOIb3yeMble YCTPOUCTBA HITH
IIPEAJIOKUTE CBOM BapUaHT:

[K nmm HOyTOYK Cmaprdon

[Inanmer Bamr BapuanT:

13. Kakoe 13 ycTpolCTB BbI HCIOJIB3YETE Yallle BCEr0?

14. Ilo Bammm OUTyIIEHUSM, HACKOJIBKO Ballleé PYKOBOJACTBO MOOMIPSET UCTIOIb30BAaHUE
COILIMAJIBHBIX Me1a COTPYTHUKaMH B paboyne yachl?
* IlomHOCTBIO MOOIIPSET
* B nenom noompser
* He noouipsier, HO 1 HE HaKa3bIBacT
* He oco6o moomrpsier
* COBEpIIEHHO HE MOOLIPSIET

15. Pa3menaere 1 Bbl Kakyl0-Tu00 HH(POPMAITUIO OK KOMIIAHUH, €€ TPOAYKTaxX U
yCIyrax B COL[MANIBHBIX CETsIX?
e Jla
* Her

Ecnu nem, nepeiimu x eéonpocy 18.
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16. Kakyto uHpopMaIiio Bel OOBIYHO pa3MeliaeTe B conuanbHbiX cetsx? [loxkanyiicra,
BBIOCPUTE BCE MOAXOAAIINE BAPHAHTHI UITU MPETIOKUTE CBOM:

OdunranbHbIe HOBOCTH JlnuHoe MHEHHE 0 cBOeH
KOMITaHUHT paboTe WM KOMIIaHU!
doTtorpadun oduca nim Bam BapuanT:

KoJIJIeT

17. Kak BbI cunTaeTe, MOTYT JIH y BaC BOSHUKHYTh IPOOJIEeMBI Ha paboTe (K mpumepy,
BBITOBOD, LITpad, Ipyroe HaKa3aHUE) U3-3a pa3MeIleHHs TaHHON HH(opMaIyy B
counanbHbIX ceTax? IloxkanylicTa, OsSICHUTE Balll OTBET.

. Ha
e Her
Tlosacuenue:

IV. IlpaBuia B 00JacTH CONMATBLHBIX MEeIHA U MPOLECC UX BHEAPEHUS

18. Kak BbI y3HaJIM O ITpaBUJIax, KOTOPHIE IEHCTBYIOT B OTHOLIEHUY HCIIOIb30BaHUS
COIIMAJIBHBIX CETEH COTpyIHUKaMHU, B Baieil oprannzanuu? [loxanyiicta, BeiOepuTe
BCE MOAXO/AIINE BAPUAHTBI WM ITPEITIOKUTE CBOM:

U3 odumansHOro HCTOYHMKA B nm4HOM pasrosope ¢
KOpIopaTtuBHOU HH(popMauu KoJIJIeraMu
(HampuMep, MHTPaHEeT, 110YTa,

MUCHMO OT PYKOBOJCTBA U T.II.)

B xoxe Tpenunra MHe HEU3BECTHO O
CYIIECTBOBAaHUH KaKUX-THOO
MIpaBWII B 3TOM 00IacTH
(nepetimu x éonpocy 27)

OT psIMOTO PYKOBOAUTENS Bam BapuanT:

19. Iloxainyiicra, OLIECHUTE, HACKOJIBKO Bbl 3HAKOMBI C IMMPABUJIAMH HUCTIOIb30BAHUS
COITMAJIbHBIX CETEH B Balllei KOMIIAHUM:
* 4 3Haro0 BCce mpaBuiia
* 41 B esIOM 3HAKOM C IpaBUJIaAMH
* 4 cublman o npaBuiax, HO AETAIBHO C HUMU HE 3HAKOM
* 5] He 3HAKOM C COJEpKaHUEM IIPABUIL

20. Yro BB HIOMHHTE O MpaBHiIaX B 00JacTu couuanbHeIx Menua? [loxanyiicra,
paccka)kxuTe MHE BCE IIPAaBUJIAa UCIIOIb30BAaHUS COLMAIBHBIX MEINa COTPYJHUKAMU B
Balll€ll KOMIIAHUH, O KOTOPBIX MOKETE BCIOMHHUTB: YTO PA3PELIEHO, YTO 3aIPELICHO U
T.J.
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21. 3naere 11 BBl O CYIIECTBOBAHUH KAKUX-TUOO TUCIMITTIMHAPHBIX B3BICKAHHH 32
HapyLIEHUE 3TUX MIPaBWJI B Balllell KOMIIaHUU?

. Ha
* Her

22. VI3BECTHO 1M BaM O CYILIECTBOBAHMH KaKHX-THO0 OHUIIHATIBHBIX KOPIIOPATUBHBIX
JOKYMEHTOB, COJEpKAIlMX ITH IPABUIIA, HAIPUMED, LUPKYJIIAPOB, Al IafHOB WX

MEMOpPaHIyMOB?
. Ha
« Her

Ecnu nem, nepevimu x éonpocy 27.

23. bruno mu BBCACHHC IIPABUJI B 06J'IaCTI/I HUCITIOJIB30BaHUA COLMUAJIBHBIX ME€aua
COTPYAHUKAMU aHOHCUPOBAHO B KOMIIAHUH, KOMMYHUIITUPOBAHO COpr,Z[HI/IKaM?
e Jla
 Her

Ecnu nem, nepeiimu x éonpocy 27.

24. Kak MIMEHHO aHOHCHPOBAJIM BBEACHHUE MPABMII B 00JIACTH UCTIOIB30BAHUS
COILIMAJIBHBIX MEa COTPYTHUKAMH (TTyOJUKAI[Mi B KOHPIIOPATUBHBIX U3IAHUSAX,

TpeHUHTH, BopKiIonsl)? [ToxkanyiicTa, pacCKa)kuTe O JIIOOBIX aKTUBHOCTSAX, KOTOPHIE
BCIIOMHHUTE.

25. Kak BBl OTpearupoBajiy Ha BBEICHHUE ITUX IpaBmil? Kak oTpearnpoBaiy Balu

KOJUIETH, COTPYAHUKY Bael komnanuu? [loxkamyiicra, pacckaXXuTe O Ballux
MBICJISIX B TOT MOMEHT.

26. Kak BBeieHHEe TpaBWII B 001aCTH UCIIOJIB30BAHUS COIIMATBHBIX MEIUA COTPYTHUKAMHU
MIOBJIMSIIO HA Ballle MCIOIb30BaHUE COMANBbHBIX ceteii? [loxkamyiicra, BeiOepuTe Bce
MOJAXOAIINE BAPUAHTHI WIIA MPEIIIOKUTE CBOM:

S cran no-apyromy odmaTecs ¢ S nepecrtan nonb3oBaTbCs

JIIOJbMU B COITMATIBHBIX CETAX COLMaIbHBIMH CETAMHU Ha
pabote

S cran Gonee BHUMATENEH K OTO HHUKaK HE MOBJIHUAJIO Ha TO,

TOMY, 9eM £ AETIOCh B KaK sl HCIIOJIB3YIO COLUANbHBIE

COLIMABHBIX CETIX CEeTH

S n3MeHus HacTPONKH Bamr BapuanT:

0€30I1aCHOCTH CBOUX
AKKayHTOB B COITHAILHBIX
ceTsax

27. VI3BECTHO 1K BaM O CYILIIECTBOBAHMH KaKHX-TO HEOPHUIIMATHHBIX PABUJ KaCATEIBEHO
MCIOJIb30BAHUS COTPYAHUKAMHU KOMITAHUM COLIMAIBHBIX CeTel, 0COOCHHO B odrce?
e Jla
 Her
Ecan ner, KOHEILL OITPOCA.
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28. MoxeTe i BBl CKa3aTh HaM, YTO B ATHX HeouuuanbHbIX nmpaBuiax? [loxanyiicra,
COOOIIUTE BCE, YTO MOXKETE BCIIOMHHUTH 00 3TUX MPaBUIIAX.

!!! IlponoskaiiTe 3am0/IHEeHHe ONIPOCHMKA HUIKe, ecId oTBeT Ha Bonpoc 11 — HET
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bnox A
II. Ucnosib30BaHHue COUMAIBHBIX MeIUa B OPraHU3alluu

a. Vcrmone3yeTe JId BB COIMANITHBIC CETH B OQrice B paboUne 9ackl, Kak 1o paboTe, TaK ¥ B TMYHBIX [EIAX?
. I[a
* Her

Ecnu nem, nepeiimu x éonpocy d.

b. C moMomibio Kakux yCTPOMCTB BBl OOBIYHO 3aXOAMTE B COLMANBHBIE CETH B paboune Jachl?
[Moxanyiicta, BeIOeprTe HanboJIee HCIOIb3YEMbIEe YCTPOICTBA MM TIPEIOKUTE CBOM BapHaHT:

O TIK wm HOyTOYK O Cwmaprdon
O IInanmer 0 Bam BapuaHr:

c. Kakoe u3 ycTpoiicTB BbI HCIIOIB3YyETE YaLE BCErO?

d. Pasmermaere i1 BBI KaKyrO-TH00 HH(POPMAITUIO OK KOMITAHHH, €€ MIPOIYKTaX U YCIAYTaX B COMUATBHBIX
cerax?

. Jla

« Her
Ecnu nem, nepeiimu x éonpocy g.

€. KaKon I/IH(l)OpMaIII/IIO BBI OOBIYHO pasMenacTe B COUAJIbHBIX ceTsx? HO)KaHyﬁCTa, BLI6€pI/IT€ BCC
noAXOoAAIUEe BAPUAHTBI WJIN NPCAJIOKUTE CBOI1:

OdunranbHbIe HOBOCTH JlnuHoe MHEHHE 0 cBoel paboTte
KOMITaHUHU WM KOMITaHUH
doTtorpadun oduca nim xKomer Bar BapuanT:

f. Kak BbI cunTaere, MOTyT JIM Y BaCc BOSHHUKHYTh IpoOJIeMBbI Ha paboTe (K puMepy, BHITOBOp, mTpad,
JIpyroe HaKa3aHWe) N3-3a pa3MelleHNs JaHHOW HH(opMaliy B conaibHbIX ceTsix? [loxanyiicTa,
MOSICHUTE BAalll OTBET.

[ ] I[a
e Her
Tlosicuenue:

g. Kak BrI Y3HaJIK O CYIIECTBOBAHWU 3aIIPE€Ta HA IMOJIB30BAHNUEC COIMAJIbBHBIMA MEI1a B pa60qne JacheI?
HO)KaJ'IyI\/'ICTa, BBI6€pI/ITe BCC NOAXOAAIINE BAPpUAHTDBI WJIN IMTPEAJIOKUTE CBOII:

O U3 odumaibHOro HCTOYHHKA O B muuHOM pasroBope ¢
KOpIopaTtuBHOU HH(popMamu KOJIJIeraMu
(HanpuMep, MHTpPAHET, 110YTa,

MUCHMO OT PYKOBOJCTBA H T.II.)

O JlocTyn K COIMANBHBIM CETAM O Bam BapuaHr:
3a0JI0KUPOBaH
O Or npsamoro pyKOBOJHUTENS 0 MHe He U3BECTHO O

CYIIECTBOBAaHUH KaKUX-THOO
zanpetroB (KOHEL] OTTPOCA)

h. ToxkanyticTa, pacCKakuTe, YTO UMEHHO BaM COOOIIVITH KacaTeIbHO MPABHII ITOJIB30BAHS CONAATBHBIMU
CETSIMH B Ballleii KOMIIaHUH ?
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Appendix G: Overview of Respondents

Age

26 to 35 40%
36 to 45 50%
46 to 55 10%
Gender

M 40%
F 60%
Position

specialist 50%
manager 40%
top manager | 10%




