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ABSTRACT

Phishing presents a significant security challetogmternet users, registries and registrars waddwThe costs of
phishing are significant and growing, and the iasieg volume of phishing threatens to destroy #iwi€s of

online transactions. Vulnerabilities in domain sggition processes are exploited by phishers lgadimistrust for
online transactions. These malicious activities arereasing, regardless of the efforts by goverrnsend

organizations like IETF, ICANN, and ITU to createlipies that regulate the activities of country edtbop Level

Domains [ccTLD]. While Internet security policiebaund, the challenge is the effective implementatid these
strategic policies to tackle the issues of secuaityl stability of country domains. To study thioldem, 33
countries were selected on the basis of relativeertg of phishing activities within their countrgomain as
demonstrated by their phishing scores. The paper @amines the state of Internet Security Govem@isG] in

the operational management of these ccTLDs andltheegian domain policy model was used to categdtizse
cCTLDs. The paper argues further on the need teiigitegrate ISG with domain management by ilatstg with

the level of phishing activity in ccTLDs of develog countries like Tuvalu and Tokelau. In these 3% the

profitability of the registry operation supersedies security of the domain registered.

Author Keywords: Internet Security Governance, country code TopeL®omain, Phishing and Domain Policy
Model

1 INTRODUCTION

The Canadian .ca domain until very recently hag vestrictive rules as to who could register .candim
names. As a result, as of November 2000, there w98, 000 .ca domains in existence comparatetoly ten
million dot-com domains. It was felt that the oldes were too restrictive and had retarded theldpwgent of the
Internet in Canada, or at the very least had rethithe development of a distinctly Canadian presemt the
Internet. Under the revised rules which are alreamyeffect, individual Canadians and not just fexdlgr
incorporated companies and other organizations megigter .ca domains, and there is no longer a tifnone per
applicant [1].

The lifting of the restrictive rules transformecatita domain from a strictly regulated ccTLD toumnegulated
ccTLD. This shift has given room for cyber-squagtidomain tasting, domain slamming and other domaine
abuses if adequate Internet security measuresapihin place. The most prevalent abuse in domegdistration is
“Domain Kiting” or “Tasting”- a practice of repeally adding and dropping the same domain name deerglays
in order to avoid registration fee, in the procesggistering domain names only after testing thesfitability. This
practice is an exploitation of the Internet Corpiorafor Assigned Names and Number [ICANN] 5-dayddAGrace
Period [ADP], a period where names can be retuametthe fees paid will be refunded for any reason.

According to the Anti-Phishing Work Group [APWG]rsay [2], the phishing activity in the Canadian
country domain has been minimal compared to thegH6ong ccTLD experience. This could be attributedhe
domain registration policy for the Canadian ccTLAlso, the type of domain policy model and the natof
Internet security policy determine the level of séowithin that country domain. An example is theniagian
[Norid] domain policy model [3] which has actuallyorked for Norway in terms of the number of abuse
experienced in their domain. This reference modedufor this study and it categorizes country doséito four
groups, namely strictly regulated, bureaucracyulegd by quota and unregulated models. This reterenodels
are used to categorize a group of country domaidsaile an internet security governance framewsikuggested
to prevent these malicious domain activities.

Furthermore, this paper specifically relied on phmig data from the Anti-Phishing Work Group to exipl
the different internet security issues that manifiesituations of non conformance to security h@sictices, in the
operational management of ccTLD. And it also sugggasys of incorporating internet security govecafiSG]
into the management of the different domain namdeiso In order to achieve this he research work seasiucted
on thirty-three country domains selected from Asifxjca, Europe, America and Oceania. The selectias done
based on their respective phishing scores andethBve severity of the phishing activities in théomain.

11 DoMAIN NAME PoLICcY M ODELS

The categorization of country domains using thevdmgrian domain name policy model is based on two
factors. One is the number of domain names anapylimay hold and the other is the requirementseplat the
time of registration of a domain; like restrictitmased on local presence and citizenship. The i@miaif these
factors determines the quadrant a country domdirbiplaced.
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Figure 1: Domain Name Policy Categories
[source: http://www.norid.no/regelverk/rammer/rageksmodeller.en.html]

For instance, under the strictly regulated categanyapplicant may hold a small number of domames
and each domain is evaluated under strict appbicatquirements. In bureaucracy, domain registiaiipregistries
involves a manual process of verification of docatagits advantage over the previous is that apptg are not
restricted in the number of domain names that ttesy register. Similarly, Regulated by quota is acpss of
limiting the number of domain names a registramt gassess by a certain quota. Finally, unregulistedsituation
where by there are fewer or no application requinets

2 INTERNET GOVERNANCE

Internet governance is definedas “collective action, by governments and/or thegte
sector operators of the networks connected by nkerriet, to establish agreements about the stasdpaticies,
rules, and enforcement and dispute resolution piares to apply to global internetworking activiti@$. The goal
of this study is the incorporation of security gmence to operational management of country code Oavel
Domain (ccTLD), through the implementation of atehnet security governance framework.

2.1 INTERNET SECURITY GOVERNANCE

3

Information Security Governance is described asadwerall process by which information security is

developed to mitigate risks. Internet Security Goaace is to protect the integrity and availabildf online
information and it is a subset of the Internet Gamece framework. ISG provides strategic diregtemsures that
objective are achieved, manages risks approprjatelgs organizational resources responsibly, ancditone the
success or failure of the internet security progranvell implemented program ensures that critlmadiness asset-
in this case; the domain name system [dns] is ptede therefore guaranteeing the integrity andlabiity of this
asset throughout its lifecycle. Naturally, Informat security requires a balance between sound neamaigt and
applied technology. In order to achieve this, thiera need to have a framework that will guideithplementation
of security best practice in the operational manaay@ of country domains.
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22 INTERNET SECURITY GOVERNANCE FRAMEWORK
The proposed Internet Security Governance framewark be used as a starting point by registries to
govern Internet security through the developmemjuidielines and implementing controls to addresssridentified
by registries, registrars and other stakeholdeish as misuse of web browsing, data corruptiofdenmtify theft.
Ultimately, this governance framework provides Mgement with the means to implement an effective
and comprehensive ISG program that addresses tathand procedural components. The Internet Securit
Governance framework consists of strategic, mamalggwperational] and tactical components. The tetji
components provide direction to the managerial comepts, while the tactical [technical] protecticomponents
are controlled by managerial component. The maiegeaies of the ISG framework are:

e Strategic:
— Leadership, governance, resource allocationggfi@vision and coordination
e Managerial and Operational:
— Security management and organization; resource geamant
Security policies
Security program management
- User security management
e Tactical:
— Technology protection and operations

221  STRATEGIC MANAGEMENT

This category comprises executive level sponsorfarimformation security, as well as commitmerurfr
the board and management to protect informatioetsasd his sponsorship is due to the fact that médiron
Security Governance is accepted as an integralgbaypod IT and Corporate Governance [5]. This dsito fore
the activities of organization like Internet Coration for Assigned Names and Numbers [ICANN], Woddup
on Internet Governance [WGIG] and World Summit be Information Society [WSIS] that are constitutedthe
promulgation of policies and regulations that govéire internet.

Likewise, individual governments create laws tha¢at the activities of their respective ccTLD, bdm
my observation, the problem so far is not the latlgood strategic policies on the security and iktalof the
Internet but what is grossly inadequate is thectiffe implementation of these laws. This is shownttie high
phishing scores of some developed countries witienunregulated region of the Norid domain modekfkection
of the inadequacy of the strategic policy impleraéioh. Likewise, in third world nations like Nigari Tokelau,
Tuvalu etc with high phishing scores, this attrdzlito the drive for web presence, in order to laitlge digital
divide, without actually having a strategic polithyat will address the operational management af timéernet
infrastructure. This is due to the fact that theispective country domains are managed by non-gmesmtal
organization or privately owned registries that eitber profit oriented or humanitarian in natusesaich pay little
or no attention to the internet security aspecthefregistry operations.

This situation can be addressed by the introduatioithe concept of metrics and measurement to measu
how effectively the registries are addressing tisréa the internet. The implementation of best ficas for
registrars and ISP/Mailbox providers will also hedpluce the incidence of domain name abuse [23], [Zkewise,
proper execution of registry and stakeholder’ststiia vision will go a long way in strengtheningetsecurity
posture of the country domain. Finally, an appraigricoordination of the available resources wouwdtribute
immensely to achieving the registry’s strategy.

222 OPERATIONAL MANAGEMENT
The operational management components of the I&Bework consist of the following:

2221 SECURITY MANAGEMENT AND ORGANIZATION

Program organization and legal and regulatory cmmations are covered in this category. The ohjeaf
the category is to manage information security inithe registry. Program organization refers to itifermation
security organizational design, composition ancbriéépg structures. Different pieces of national amrnational
legislation needed to be considered for internetisty.
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2.2.2.2 SECURITY POLICIES

Security policies, procedures, standards, and go&te are key to the implementation of information
security in order to provide management with dimttand support [ISO 27002]. The comprehensive rigcu
policy should include policies on user awarenesalware protection, incident response managemengn$ic
analysis, phishing domain takedown, fraudulentstegiion management etc. For instance ICANN hadqwutard
various suggestions for improving the privacy déinet users’ whois data, but many have been egjefor being
overly complex or unfair. The introduction of offit proxies to handle domain registrants' inforimatand accounts
could be an option, but adding a layer of secucityld frustrate law enforcers' efforts to catchudéisters and
scammers online. But a little bit of frustratiorbistter than no security measure.

2.2.2.3 SECURITY PROGRAM M ANAGEMENT

Monitoring and compliance as well as auditing ar@uded in this category, which involves management
of the security program. It is essential to measanmé enforce compliance [5], and both internet netdgy and
registrars along with registrants’ activities sitbbke monitored to ensure compliance with intereeusty policies
and to respond effectively and timely to incidetfizt are detected. Technology monitoring couldteeta capacity
and network traffic monitoring. For instance th&itg down quickly of compromise websites that asedi for
malicious activities is a way of managing the damaame system. Likewise internet security auditingecessary
to ensure that the policies, processes, proce@dumeggontrols are in line with the objectives, gaaid vision of the
domain registry.

2.2.2.4 USER SECURITY MANAGEMENT

This category addresses user awareness; educattbiraining; ethical conduct and trust and privacy.
ISO/IEC 27002 states that the organization museh@ans and programs in place to implement, maintnd
effectively promote information security awareneswl education throughout the organization. A bdubt tis
involved in awareness campaign is the “Coalitioraidgt Domain Name Abuse, Inc.” [CADNA] [6]. CADNA i
dedicated to building awareness about and advaraition to stop illegal and unethical infringemeoft
brands/trademarks online. Its mission is to deerg@astances of cyber-squatting in all its forms fhagilitating
dialogue, effecting change, and spurring actiothenpart of policymakers in the national and in&tional arenas.

As part of the ISG framework, ethical conduct mustaddressed by the organization to minimize thle ri
of invasion of privacy, selling of registrants’ armation and unauthorized altering of data. A tngstelationship
should also be established between a registraremgistrant in the process contributing to the regis reputation
and create a safe online environment. One possilifeof establishing such a relationship could betie registrar
to illustrate that registrants’ information are wexl and that registry complies with relevant meuents. Privacy
is an essential issue of trust when it comes talgetationships with clients and business partfidrdf there is no
privacy in business, there will be no trust [8]. ®hmplementing information security privacy, bo#lgistrars and
registrant must be considered and controls mushpkemented to protect their respective interest.

User Awareness program should be developed anceim®ited aggressively to enlighten registrants and
internet users on the activities of phishers. Aerecsurvey conducted in U.S on a group of inteusetrs on their
awareness of the activities of phishers showslésatthan 48 percent have heard of phishing wimilg 80 percent
have any idea of what it is.

223 TACTICAL MANAGEMENT

The technology protection and operations categelates to the traditional focus of information ségu It
involves the technical and physical mechanisms émgnted to secure an internet infrastructure. When
implementing the security governance framework, tkehnology controls applicable to the country dimma
environment and identified risks must be implemént€hese include asset management, system devalbpme
requirements, incident management, technical opesatsuch as network security, physical, envirorimand
business continuity controls. It is essential i@ technology environment be monitored on a comdiasis and
that the risks of technology changes in the maaketaddressed. Also, at this level issue abouigtign security,
database security, host security, internal netwse&urity and network perimeter security are adéks3he
implementation of best practices for cctld admiaisbns [25] is at this stage of domain management.
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3 STUDY OF OPERATIONAL MANAGEMENT OF SELECTED CCTLD

The rules and policies used to administer ccTLDmaiao names vary significantly. This section progide
comparative analysis on management practices dfl@sTh some selected countries. For this resedreiNorid
Policy model was used for the comparison, unfoiteeigahere is no “Perfect Policy” that will satisiyl needs. All
categories have their advantages and disadvantelgelel is chosen depending on what the local letern
community judges to be the most important criteria.

31 OBJECTIVES
The primary aim of this research is to compareoiherational management of some selected countiths w
phishing activity within their country domain. Moseecifically the objectives include:
e To compare the different country code top levehdm regulations employing the following criteri
o0 Whether there is a local presence or related reoquent to qualify for the right to register a
domain name.
0 Whether there is a limit in the number of domaimea for which any entity can apply.
0 The effect of price on domain name registration.
» To categorize the country code top level domainhege countries in to the different policy models.
» To argue that an effective application of Interri&curity Governance is a sine-qua-non in the
administration of country code Top Level Domain.

3.2 METHODOL OGY
In order to understand the nature of the type ahaia policy model implemented by a country domain,

there is the need to compare the respective doregistration policies and correlate it with thedewf phishing
activity with within its country domain. For thisaison the countries that makeup Table 1 was sdlbated on the
criteria of having either a very low or very highighing score. The source of this secondary datiwhas used for
comparison is the Anti-phishing Work Group Survéyomain Name Use and Trends in 2007[9]. Also, the
corresponding domain registration policies for thesuntries will be compared employing the follogvigriteria:

* Whether there is a local presence or related remgnt to qualify for the right to register a domaame.

»  Whether there is a limit in the number of domaimea for which any single entity can apply.

* The prices of the domain name.

Furthermore, in the process of trying to fully urstand the outcome of the categorization of thedsht
country domains into strictly regulated, bureaugraegulated by quota and regulated, the effednternet
penetration within a particular country is consatkithrough the correlation of the total interneérss the
number of domain used for phishing, cost of regtgin..

33 DATA COLLECTION

The data shown in column 3 of Tables 1 and 2 redatd Price for domain registration were sourceanfr
the websites of domain registrars; 101Domain.cofi] Hhd RWGusa.net [11] and OECD [19]. While theadat
shown in columns 4, 5, 6 and 7 of Table 1 are amalyom the respective domain registration patigie?], and the
data shown in columns 4, 5, and 6 of Table 2 amnfthe APWG [9]. Lastly, the data in column 7, 8d&® of table
2 are derived from the following websites respeattivInternetWorldStats.com [13] and APWG [2]. Edhat the
phishing scores for countries like Tonga, Tuvalokdlau and Nigeria were not stated in the APWGnlisbut with
the help of the expression below and informatiemf WebHosting.info website[14] regarding the tatamains,
the phishing scores for the respective countries soanputed.

* Note: Phishing scoreis computed using the following expression:

Where: Al = Total Domain, A2 = Domain Used For Phishing

10,000 % A2
Al
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TABLE 1: DOMAIN NAME POLICY COMPARISON

Country ccTLD Price | Location Requirement Restriction on Number of
Domains and Palicy Category
Europe
. Registrant be a citizen or have
Albania al 159 Yes | company ID. No Unregulated
Bulgaria .bg 261 Yes| Registrant must have presence. | No Bureaucracy
Denmark .dk 72 No No Unregulated
Registrants must be judicial persons Registrants can only g€
Finland fi 288 Yes | and properly registered in Finland. | No one domain name per
(No private person or foreign registered name.
companies can be registered.). Unregulated
The domain holder or administrator
Germany .de 19.95| Yes | must have his residence in GermanyNo Unregulated
or state his serving address.
Moldova .md 249 No No Unregulated
The applicant must be an Up to 20 .no domain
Norway .no 259 Yes | organization registered in Norway. | No names per organization
The organization must have a Depends | directly. Upto 5
Norwegian post address. Individuals on SLDs | domain nhames under
may register domain names only each geographic
under "priv.no". domain. Upto 5
domain names under
each generic domain tg
which it belongs.
Regulated by Quota
Romania .ro 75 No No Unregulated
NIC-SE only registers domain names
Sweden .se 68 Yes | for organizations and individuals No Unregulated
with permanent business or operatipn
within Sweden.
.uk 18 No Depends
UK on SLDs) | Unregulated
Oceania
Domain name licenses may be
Australia .au 49 Yes | allocated to an applicant who is No Seven second-level
Australian, registered or incorporated domains (SLDs):
in Australia as defined under the asn.au, com.au etc.
eligibility and allocation rules for Bureaucracy
each SLD.
Tonga .o 199 No No Unregulated
Tuvalu v 29.95 No No Unregulated
Tokelau Ak 50 No No Unregulated
Asia
China .cn 30 No No Unregulated
Any single person, group or
Japan Jp 79 Yes | organization that has an address | No Unregulated
within Japan is eligible. Second level
JP domains, such as “.co.jp” have
additional requirements.
HongKong .hk 65 No No Unregulated
India .in 39 No No Unregulated

—
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.ir 99 Yes | Copy of company registration from| No Unregulated
Iran any country.
Russia .ru 54 No No Unregulated
. Registrant must have a registered
Saudi sa 209 Yes | trademark in Saudi Arabia matching No Strictly Regulated
Arabia the domain name to register.
Copy of Company registration in Strictly regulated
Thailand .th 98 Yes | Thailand including a full address, | No
phone number or Thai trademark is|
required.
North/South America
Canadian citizens, corporations under
Canada .ca 51 Yes | the laws of Canada or any provincel No Unregulated
or territory of Canada, Canadian
trademark holders, educational
institutions, unions, political parties,
and archives etc can register domajn
names.
A natural person ijvho is a citizen of
United .us 17.50| Yes | permanent resident of the United | No Unregulated
States States of America or any of its
possessions or territories orwhose
primary place of domicile is in the
United States of America or any of
its possessions etc
No local presence required for
Mexico .mx 59 Yes .com.mx. (But local presence is Unregulated
required in the other classifications.)).
Registrant must have a current
Ecuador .ec 99 Yes | passport and ID number from any | No Unregulated
country.
Chile .cl 84 Yes Must have a local contact in Chile No Unregulated
Cuba .cu 999 No No Bureaucracy
Guatemala gt 99 No No Unregulated
Africa
Kenya ke 149 No No Unregulated
Registrant must show proof of
Libya Ay 199 Yes | company or trademark registration | No Unregulated
from any country.
Morocco .ma 145 No No Unregulated
.ng For commercial organizations only. Regulated by Quota
Nigeria 150 Yes | Only one domain is allowed per No
organization. Organization must have
physical presence in Nigeria.
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TABLE 2: SELECTED PHISHING DOMAINS

Country cCTLD | Price Total Domain Score: I nter net Score: Average User
$ Domains names Phishing | Users[13] | Phishing Uptime Growth
in used for Per per 1H2008 (2000-
Nov. 2007 | Phishing 10,000 10,000 | [HH:MM] 2008)
[9] in Nov. domain Domain [2] [13]
2007 [9] [2]
[9]
Europe
Bulgaria 7,500 1B 17{3 4,000,000 10.8 10.27 830.2%
Denmark .dk 72 862,000 239 2.8 3,762,500 1.0 10.56 92.9%
Finland fi 288 165,00( 38 23 3,600,0P0 1.2 10.23 86.8%
Germany .de| 19.95| 11,524,091 1,798 1.6| 52,533,914 0.6 11.02 118.9%
Moldova .md 249 2,200 15 682 700,0p0 7142 2,70

Sweden .se 68 685,000 127 1.9 7,000,000 0.7 10.18 72.9%
UK .uk 18| 6,445,465 992 16 41,817,847 1.3 10.24 1.9%
Oceania

Australia .au 4 985,54 314 312 16,355,427 19 190. 147.8%

India

39

331,495

168

1 60,000,0

0

3.3

Asia
China .cn 30| 8,459,174 1.853 2.2 | 253,000,000 0.7 10.29| 1,024.4%
Japan Jp 79 972,584 359 3.7 94,000,000 1.5 10.58 9.799

10

.41,100,0%
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Iran Jir 99 72,906 26 3.6 23,000,000 2.3 1042 %A(8
Russia .ru 54 1,104,572 684 g.2 32,700,000 2.5 411.4 954.8%
Saudi .sa 209 12,478 3 6.4 6,200,000 4.6 6,33 14(8%
Arabia

Thailand .th 98 33,000 171 51{8 13,416,000 23.5 331. 483.3%
North/South America

Canada .ca 51 935,000 286 3.1 28,000,000 1.4 10.10120.5%

us .us| 17.50| 1,362,805 661 4.9 | 220,141,969 1.8 9.55 130.9%
Mexico .mx 59 230,177 189 82 23,700,000 3.2 11.36 773.8%
Ecuador .eq 99 14,941 29 19.4 1,109,967 8.6 1P.36 16.65%06
Chile .cl 84 195,513 22p 14 240,000 D.7 10.57 .3u0
Cuba .cul 999 1,455 P 13|7 7,387,000 320{3%
Guatemala g 99 6,262 9 144 1,320,000 7.1 10.16,93018%
Africa

Kenya ke| 149 8,011 5 6.2 3,000,000 p.2 1Q.22 7.9%
Libya dy 199 3,100 84 271.0 260,000 122.6 13.42 4.2%
Morocco .ma 145 25,878 ¢ 3|5 7,300,000 1.6 9.27 3%1.
Nigeria .ng 150| 10,198[8] 2 2* | 10,000,000 21.12 7.2%

3.3 DATA ANALYSIS

The data obtained from various search statementslloying the above methodology are in Tables @ an
2. The domain policy categorization of these selciountries is based on the comparison of theipslregarding
the fulfillment of local presence, limit of the nber of domains that could be registered by a negistat any point
in time and the cost of registration. It can bensthat countries like Bulgaria and Cuba are cafegdras operating
a model that is Bureaucratic. Honk Kong, Germargnatia, Iran etc are Unregulated while a countey Nigeria
and Norway is Regulated by Quota. None of the ammiselected fits the definition of strictly regtdd policy
model. The above categorization is depicted irfitite

Considering the above categorization of country gios) it is easy to assume that country domaires lik
Albania, Hong Kong, China, Germany, UK etc, thad anregulated will have high cases of domain abukés
assumption is not completely true because whencthislition is applied to countries like Germany &fina, its
Phishing score for 2007 depict a relatively lowshing activity within its country domain vis-a-vithe number of
registered ccTLD within their country domain. Tisuation could be attributed to the applicationaof effective
Internet security governance implementation atedéffit layers of the country domain. But countrige Nigeria
which has relatively low phishing score at the motrigut can has a high phishing site uptimes, isflection
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attributed to absence of an Internet security gomece framework. This is an indication of a norsteiit strategic
management policy for Internet governance as a evHalrthermore, the categorization of Nigeria asrafing a
regulated by quota policy model is only a meanaleimg the number of domain names registered sthee
Internet infrastructure available can only accomateda fewer number of registration at a time. Bithout the
development of an Internet security governance désaank for the operational management of the coudtnyains,
the abduction of APWG anti-phishing best practise®mmended for registrars and Internet Serviceigeos [22],
[23] and also the implementation of country cod Tevel Domain best practices [26] the domain naimeses
will persist.

- (@
2 %
= .bg
cu >
o
-
2‘3 au g
o8 s
= 3 1]
- ) ()
7 =
@ @
)
L] o,
2 £ th .sa “ey
2L %, %,
E3 >,
ey K
— 9{.
o X
— C
e e °¢,7 .dk .au
Cx | | ©
- . al ly )
2 .ir =
gg W E
® S 4l fi .de o
S .no c
4e} se uk o S
g g tv .tk N
= .cn .jp .hk %,
s} ; o
= in .ru .ca
.us  mx. .cl .in
.gt .ma ke
Limited Numbers of Unlimited

Domain names

Fig 1: Domain Policy M odels

In addition, the present state of poor Informatieechnology infrastructure creates a negligible web
presence for Nigeria, but in future when the nemgsdnternet infrastructures are put in place arith vihe
seemingly lack of internet security governancenaork, the situation will be different from whatis now. Also,
the phishing activity within the .ng country domaiill be a cause of concern, considering the awvenggshing
website uptimes for Nigeria, which is a clear iradion of the consequence of lack of strategic golin Internet
domain management [2].

Countries like Libya [.ly] and Hong Kong [.hk] witthe highest Phishing scores, 271.0 and 113.2
respectively suffered from the systematic registratof domain names by phishers. Most of the .lysiping
domains were maliciously registered in the sub-dontdz.ly, while the .hk's registry anti-abuse chjpities
weaknesses were exploited by phishers. In “Mappireg Mal Web Revisited” [15], the reasons given foe
relatively high phishing score of .hk Includes:

* “The enhancement of their online domain registratmyocess thus making it more user-friendly. This
resulted in the capability for registering sevelaains at one time, auto-copying of administrativatact

to technical contact and billing contact, etc. Bars usually registered eight or more domain attione.
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» The offer great domain registration discounts sagbuy-one, get-two domains.

» Overseas service partners promote .hk domain irseas markets.”

Similarly, the high phishing score for.hk in 20@7ailso attributed to the activities of the RocksRhiang [2]
who systematically exploited weakness in the .lgistey anti-phishing capabilities. But, from Tal@ahe phishing
score of .hk dropped by almost 50% due to the implaation of anti-phishing best practices withieitldomain.

Similarly, in contrast to Nigeria which operateegulated by quota policy model, large country doradike
.de, .cn and .uk are unregulated. But regardleskeofact that they are unregulated the level a$hghg activities
within the top level domain is still low. This immaevidence of the application good governance tnothe
implementation best practices. For instance, thecadd LD had started coordinating registrars wititéndomain in
anti-phishing efforts, APWG [2]. But, due to thedar number of domain names with the registry,ghishing site
takedown time is still high, this situation is ditrted to the imperfection in their incidence rasg® program. This
problem is wide spread, as shown by the averagmegtof 10Hours for a large portion the surveyctctl

In Table 2, Tokelau, .tk, with a phishing scoré®£38” is one of the most risky, this is attribuitethe fact that
domain registration is relatively cheap and the dions owned by an entrepreneur that some time pffamotional
sells to attract client. The promotional offer abide inform of unlimited free anonymous registmatiovith free
URL and email forwarding. This practice businesswisawesome, but in terms of security it is a jadttice, since
the whois database generated during this procdissoniain false data of fraudulent registrantssituation like this
gives phishers the avenue to register phishing ite=bthat will be used to perpetrate the hideoimer

Another domain that is of interest is the RomaniaccTLD which has a phishing score of 13.0 andsatered
a risky domain. Romania’s high phishing score isikatted to high number of internet users (relatteeits
population) with malicious intention. A problem thaan be explained by the high number of interrsetrsi that are
technically knowledgeable and, thus, there exist likelihood that a higher number of them could tise
knowledge for malicious activity [16].

34 RESEARCH LIMITATION

A limitation of this research is the use of APWGal#o illustrate malicious activities associatedhwi
registration of domains. The incidence of phishingfivities is not solely the result of the expltia of
vulnerabilities in the registration process, bgbabther factors like server vulnerabilities explphishing websites
up-time, internet penetration etc. An instancehgilnd’s country domain, .th, where phishers syatecally took
advantage of insecure institutional servers to rhqishing attacks [2]. Similarly, a study by Syrtean[16]
suggests that the pervasiveness of phishing aetvih Romania is related to the culture surrougdiomputer
usage over there vis-a-vis the technical knowlezfgaternet users. Likewise, a study [16] suggésas the United
States has the largest number of bot-compromisegpuaters with approximately 14 percent of the towanber of
computers infected. These sighted cases of phishiplpit are perpetrated within a country domaid amuld form
part of the phishing data compiled by APWG.

4 CONCLUSION AND FUTURE WORK

Domain names have become highly valued assetatbathoice targets for attackers. To counter this,
desirable for country domains to be more proadtiviackling the abuse ongoing within the domain aaystem.
This can be achieved through the development afrapcehensive Internet security governance framewioak
includes strategic, operational and tactical peicihat guides operational management of countnyagtts. This
framework should also include the implementationtloé anti-phishing best practices for both registrand
ISP/mailbox providers as suggested by APWG, thd Eclbest practices and an aggressive user awarenegsm
to sensitize the registries, registrars, registeaut the average internet user to the activitiegrodips like the ‘Rock
Phish Gang'.

Overall, this research has shown that the categfiwiz of domain names into strictly regulated, tatpd
by quota, bureaucracy and unregulated is basiealbysiness decision that affects the number of domames
been registered. While the security of domain radepends on the nature of Internet Security progrdat are
implemented, any of these domain models cannotagtee a phishing free country domain without the
implementation of an ISG program; they only promateveb presence that is relative to the form ofstegfion
restriction obtainable.

Further research is needed to gain better undelisguofthe importance registrars and registries place on
securing the DNS infrastructure and also, the tatiom between the growth in number of internetrsisend the
registration of domain names within a country damai
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