Okechukwu Ude Securing Remote Access Networks Using Malware | Concordia University of Edmonton
Supervisor: Dr. Bobby Swar Detection Tools for Industrial Control Systems Faculty of Management

INTRODUCTION RESULTS

S/ Family Programming Debut Comparison

grant.an attacker admlnlstratlve access t.o a remote device, b vthon — 29 NjRAT NET 2012 server.exe
allowing covert surveillance, together with unfettered R :
access, thereby establishing a foothold in the target system. url = *https://ww.virustotal.con/vtapi /v2/File/report’ Tresponse_code 30 Njworm Visual Basic 2013 Bl e
params {'apikey’': '<apikey>', ‘resource’': ‘<resource>'} . 0c5babEeaTh - ' 2f9" 5 .
* Most cyberattacks on Industrial Control Systems (ICS) are esponse = reqests. get(ur, params—params) "verbose msq” o 31 Novalite Delphi 2011 Server.exe
Iaunched USing RATS. (response. json()) , G ' 32 Nuclear Delphi 2003 Server.exe
* According to a Department of Homeland Security report, at 33 Orion Delphi 2014 orionserver.exe

least 55% of the 245 reported ICS attack cases in 2015 were
attributed to RATSs. apikey*  sting

Your API key

Table 2: Results of the Comparison Scan on Tested Samples

* These statistics underline the need to increase the detection
strength of malware-detection implementations. et Oe5bBb6ce7b39fff288a6b89d501 e

f -~ r -1 1oy
esource(s) to be retrieved

DISCUSSION/CONCLUSION

* The research began with a comparative analysis of some open-
Figure 1: VirusTotal Hash Scan Result for the Legitimate Stub source RAT detection tools.

* The tool was encoded in Python in line with cybersecurity
best practices.

* A high-level representation of the deficiencies of the identified

Hash Check detection tools was then provided using a gap analysis approach.
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» Development of a tool for the detection and elimination o Name Scan Status (SHA1) Sys  Virus host-based, process hash-checking functionality, hence the need
RATs in ICS. Admin  Total for a hash-checking section in the source code.
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* This research is expected to contribute knowledge towards
increasing the efficiency of existing remote access trojan detection
methods.
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* The use of the created RAT detection tool will enhance the
efficiency and effectiveness of ICS security measures implemented
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